Ma héa dir lieu

(Cryptography)
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NOi dung trinh bay

® Gidi thiéu: Ma hoa va giai ma
® Cac phuong thic ma hoéa
Ma héa truyén thong
Ma hoa khoa cong khai (public-key)
Ma hoa lai (hybrid)
Chir ky sO
® Két luan
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Gigi thiéu: Ma héa va giaima |:
® Pinh nghia:
® Ma héa la khoa hoc dung toan hoc dé ma hoéa va gidi ma
dir liéu.

® Ma hoa cho phép luu trit hay truyén thong tin mot cach an
toan trén nhirng mang khéng an toan (Internet) ma khéng bi
doc trom.

decryption
plaintext ciphertext plaintext

encryption



GiGi thiéu (2)

® PO kho clla ma hoa:
dugc do bang thdi gian va vat chat dugc yéu cau dé gidi ma.
P06 khé = kha nang cua may tinh hién nay + Thai gian hop ly

® Giai thuat ma hoa:
la mOt ham toan hoc dugc sU dung trong mé héa va giai ma.

® Ma héa/ giai ma dugc thuc hién véi mot khoa (key)
Key = moOt tu, sO, cau, ...
Cung mot thong tin dugc mé hoa vai cac khoa khac nhau sé cho
ra cac két qua ma hoéa khac nhau
Tinh an toan cua théng tin phu thudc vao d6 khé cua giai thuat
va dd bi mat cua khoa.

® Hé thong ma hoa (cryptosystem) = gidi thuat + khéa + qui trinh




Ma héa khoéa bi mat :

®* M3 hda khda bi mat hay khoa doi x(ing (cung mot
khéa diing dé ma hda va gidi ma)

encryption decryption
plaintext ciphertext plaintext



Ma héa khéa bi mat

® Vi du: Ma hoa Caesar
ABCDEFGHIJKLMNOPQRSTUVWXYZ
DEFGHIJKLMNOPQRSTUVWXYZACB (dich 3)
SECRET => VHFUHW
®* Nhanh, nhung khéng thich hop trong viéc
truyén khoa.
® Ngudi gdi va nhan phai cung biét va gil bi
mat vé khoa




Ma hdéa khéa cong khali :

® Su dung mot khéa cong khai cho ma héa va moét
khoéa bi mat cho gidi ma.
public key private key
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Ma héa khéa cong khai (1)

® Nh{ing ngudi cé khda cong khai c6 thé ma
héa théng tin, nhung chi nhiing nguoi c6
khéa bi mat mai doc dugc thong tin.

® Cho phép trao doi thong tin an toan hon

® Ngudi gdi va nhan co thé dung mot kénh
riéng chi dé€ trao doi khda bi mat.



Ma hoa lai -

® Ma héa lai = Ma héa khoa bi mat + Ma héa khoa
cong khal

plaintext is encrypted
with session key

session key is encrypted
with public key

ciphertext +
encrypted session key
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Ma hoa lai (2)
encrypted recipient’s private key used
encrypted message session key to decrypt session key

ciphertext

session key used original
to decrypt ciphertext plaintext

®* M3A khoa lai da két hop nhitng uu diém clla ma hoa
khda bi mat (nhanh gap 1000 Ian mé hoa khoa cong
khai) va cua ma héa khéa cong khai (thuan tién
trong viéc truyén khoa va dir liéu)



Chir ky s

Ma hda khoa cong khai cung cap moét phuong p
cho viéc st dung ch{r ky s6

Ch{r ky s6 sé dugc st dung nhu la khoa bi mat
trong khi ma hoa thong tin

Nap

Cho phép ngusi nhan ki€m tra tinh xac thuc va tinh

nguyén ven cla thdng tin goc

Hon chit ky tay, ch{t ky s6 ngan chan dugc viéc gid

Mao

Tuy nhién, ma héa chi ky so thuc hién cham, tao

ra khoi luong d liéu 16n



Chii ky s6 (2) :

private key public key

h

signing

original text signed text verified text

verifying



Ham bam

® \/éi thong tin vao c6 do dai bat ky, hé thong
thuc hién bam ra thanh nhimg doan co6 do
dai c6 dinh bang nhau

® Khéa ma héa dugc tao ra dua trén tung
doan va khéa bi mat

® C4c doan thong tin cé th€ dugc mé hda hoac
khong trudc khi truyén qua mang

® Chi ngudi nhan cé khéa ma héa mai giai ma
dugc cac doan thong tin



Ham bam (2) :

plaintext

digest signed
with private key

= —> & —>

message digest

private key
used for signing

laintext
P +

signature



Két luan
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