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NOi dung trinh bay

® Gidi thiéu mang riéng ao
® Cac loai mang riéng ao
VPN truy cap tu xa (remote access)
VPN gua tung site (site-to-site)
VPN dua vao tuong Ita (firewall-based)
® Cac mo6 hinh mang riéng ao
VPN xé&p chong (overlay)
VPN ngang hang (peer-to-peer)
® So sanh va Két luan




Gioi thiéu mang riéng ao

® Nhu cau truy cap va trao doi thong tin
=> Van dé chia xe théng tin
® Canh tranh gilra cac dich vu cung cap thong
tin: Kip thoi, chinh xac, ...
=> Van dé hé nén chia se cho céac dich vu
® Gidi phap cho hé nén chia xé hién nay: st
dung cac loai mang public nhu Internet
uu: mang ludi két néi rong, chi phi thap, ...
khuyét: bi xam nhap, an toan théng tin thap, ...



Gioi thiéu mang riéng ao

® Mang riéng Qo:
tri€n khai trén mot hé nén mang public

s dung chung céac chinh sach an toan, quan ly
va chat luong dich vu

dé mé rong

dé thiét 1ap va bao tri

chi phi thap

kha nang cung cap dich vu cao

thuan tién cho khach hang va nha cung cap



Gioi thiéu mang riéng ao

® C6 2 cach cai dat va quan ly VPNs:
tu’ cai dat va quan ly mang VPN
chuyén giao quyén dé cho nha cung cap dich vu
® \/PNs co thé dugc cung cap theo ki€u tung
g6i va khach hang chi viéc yéu cau theo nhu
cau sir dung cla minh.



Cac loai mang riéng ao

® \VPN truy cap tu xa (remote access)

® VPN qua tung site (site-to-site)

* VPN dua vao tuong IUa (firewall-based)

® Luu y: cho du la loai mang VPN nao, dac
di€m chung cua chiing la déu bao gom 2 nit
dau-cuOi (routers, firewalls, client
workstations, servers.)




VPN truy cap tu xa

® Puoc trién khai cho nhiing ngudi dung & xa
(mobile users)

® | a mOt hinh thirc ma rOng cua mang dialup
truyén thong

® Thuc hién két ndi tr PC cla ngudi dung qua

SP dé truy cap dén cac mang cong ty

® Phan mém trén PC cUa nguoi dung sé dam

ndo viéc thiét 1ap tunnel an toan




VPN qua tung site

® Puac trién khai dé két noi cac corporate
sites
® |.a mot hinh thirc mé rong cua mang WAN
truyén thong
® pugc phan thanh 2 loai: intranet VPN va
extranet VPN
intranet VPN: cac sites thuOc vé cuing mot to
chuc
extranet VPN: cAc sites thudc vé cac to chuirc
khac nhau




VPN dua vao tuong ltra

® | a mot hinh thic khac cua VPN gua tung
site, trong do6 tuong Ida duoc st dung cho
van dé an toan théng tin

® Puoc trién khai dé tang cudng an toan théng
tin qua VPN



Mot vai thuat nglr thong dung

® Mang nha cung cap (P-network): hé nén cla nha
cung cap duogc st dung dé cung cap dich vu VPN

®* Mang khach hang (C-network): phan mang chiu su
diéu khi€n cta khach hang

® Site khach hang: mot phan tiép giap clia mang
khach hang (vé vi tri vat ly)

® Router bén trong clla nha cung cap (P-router): thiét
bi bén trong mang nha cung cap ma khéng két noi
truc tiép véi mang khach hang.



Mot vai thuat nglr thong dung

® Router bién clia nha cung cap (PE-router):
thiét bi bién cla mang nha cung cap co két
noi truc ti€p véi mang khach hang.

® Router bién cua khach hang (CE-router):
thi€t bj bién cia mang khach hang co két noi
truc ti€p v&i mang nha cung cap.

® Lien két 3o (VC): lién két logic diém-diém
duoc thuc hién & tang 2 cla hé nén.



Cac md hinh mang riéng ao

* \VPN xép chong (overlay): trong doé céac lién
két Ao diém-di€m gilra cac sites khach hang
duoc cap phat béi nha cung cap

®* VPN ngang hang (peer-to-peer): trong do nha
cung cap tham gia vao viéc dinh tuyén
(routing) v&i khach hang



VPN xép chong

® bugc tri€n khai qua hé nén clia nha cung
cap, c6 thé 6 tang L1, L2 hoac L3.

* Routing thuc hién truc ti€p gilta cac router
khach hang va trong su6t doi véi mang nha
cung cap

® Nha cung cap chi thiét Iap cac VCs gilra cac
site khach hang

® Khé mad rong (scalability)
® Khong thé trién khai full mesh cac VCs



VPN xép chong (2) 23

Layer-3 Routing Adjacency
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Layer-3 Routing Adjacency



VPN xép choéng L1 :

® Su dung ky thuat TDM
truyén thong

® Nha cung cap thiét lap
cac két nbi tang vat ly
(L1) qua ISDN, DSO0,
T1, E1, SONET hoac
SDH

® Khach hang sé thuc SONET, SDH
hién céc cai dat d cac

tang cao hon nhu PPP,
HDLC va IP




VPN xép chong L2 :

® Surdung ky thuat
chuyén mach WAN

truyén thong
* Nha cung cap thiét lap
cac VCs (L2) qua X.25,
Frame Relay hay ATM Frame Relay |  ATM

® Khach hang sé thuc

hién cac cai dat & tang
P




VPN xép chong L3

® |P-over-IP tunnel diém-
diém

® Khong can doi dia chi
khi di qua mang nha
cung cap

® Tunnels co thé dugc
thuc hién boi
* GRE
® IPSec

Generic Routing
Encapsulation

(GRE)

IP Security (IPSec)




VPN xép chong L3 (2)

® GRE (generic routing encapsulation)
Goi d liéu véi header méi => tunnel dau-cuoi
Khong cung cap cong cu bado mat
Thuong duoc két hop véi IPSec

® |PSec (IP security)
MOt chudn cla IETF vé ma héa
Puagc cai dat trong suot doi véi hé nén
Tang cuong tinh an toan cho mang
Két hop vdi GRE dé€ thuc hién multicast




VPN ngang hang

Nha cung cap va khach hang st dung chung giao
thirc

PE routers va CE routers trao d6i thong tin dé thiét
lap routes gilra ching

Viéc trién khai full mesh cac VCs la khong can thiét
Viéc b6 sung hay loai bo sites la dé dang => dé mé
rong (scalability)

Pia chi héa va quan ly khéng gian dia chi dugc thuc
hién @ mang khach hang.



VPN ngang hang (2) :

Routing information is exchanged |

between CE and PE routers. |
’ Layer-3 Routing
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VPN ngang hang (3)

* \VPN ngang hang bao gobm 3 mo hinh
M6 hinh dua trén PE router chia sé
MO hinh dua trén PE router danh riéng

MO hinh dua trén MPLS




VPN ngang hang dua trén PE

router chia se

MOt PE router
dugc su dung
chung cho viéc
mang cac routes
khach hang

PE-CE interfaces
trén PE router
nay phan loai cac
routes khach
hanh khac nhau
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PE router carries all
the customer routes,

Isolation between customers
is achieved with packet filters
on the PE-CE interfaces.




VPN ngang hang dua trén PE
router danh riéng

® MOoi khach hang e

P mm-u.q:u-mu:;wt: ]

, A VPMLI0W rouies feommmunity 201:1)
Co mot PE router L. - TO——

whghbor 1921601012 route reflector-clani

e 188490 uba-map VPMN-101

danh riéng o e maiar

i (| 'mmm::-:mm-u =y
® P routers thuc \ U —

hién phan loai __ S

cac routes khach = =

< A , - T |LondonPE o orvice Plknrluor Network
h b h L | -
) ) 1
ang a I Ig CaC — // | 'I1I "1
\.

sir dung PGP

1
London-CE | \ customer routes.
1

 [The P router contains all

Communities ‘.
customer isolation Is achleved |- |

. through lack of routl .
o Ch| ph|, Cao lnmu‘:&tnepreﬂmum. dedicated PE router that
carries only Its routes.,




VPN ngang hang dua trén
MPLS

® Tuong tu nhu VPN ngang hang dua trén PE router
danh riéng, nhung thay vi st dung cac PE routers
danh riéng, né cai dat cac bang routing ao (VRF)

trén PE router.
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So sanh va két luan

Overlay VPN P2P VPN
Uu Khuyét Uu Khuyét
Cho phép tai Khé md rong DE mé& rong Khéng cho phép
tao dia chi IP tai tao dia chi IP
Tach r&i r6 gitra | Yéu cau full Cau hinh Tat ca cac
cac khach hang | mesh dé routing routing don gian | routes duoc
toi uu hon doi voi mang bén trong
khach hang mang nha cung

cap

Dich vu VPN an
toan

L3-CE thuc hién
routing gitfa cac
sites lién ké

Routing t6i uu
giCra cac sites

Cac PE danh
riéng phuc tap




So sanh va két luan

IPSec VPN (overlay)

MPLS VPN (p2p)

e Cai dat & tang mang

e bugc quan ly bdi khach
hang

® Tunnels dau-cuoi

e An toan d{ liéu do khach
hang chiu trach nhiém

® Khé md rong

e Cai dat & tang mang

* bugc quan ly bdi nha
cung cap

® Cung cap cac lién két IP
cho khach hang
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