VN

4
NETWORK INFORMATION SECURITY VIETNAM

Backup phuc hoi dit liéu va phuc h6i hé thong trong Windows XP Pro/
Server 2003

Backup dif liéu la mét trong nhitng cong viéc rat cd ban tur nhirng ngudi sir dung binh
thudng sao luu dif liéu ca nhan dén cac Network Admin sao luu hang GB dif liéu cua
doanh nghiép. Day ciing la tac vu bat bubéc nham dam bao an toan dir liéu khi xay ra
cac su ¢ nhu Virus pha hoai di liéu, hu héng phan cing, bat cdn dan dén x6a nham
data, thay d&i Server can chuyén data tur Server cii sang...nh& backup day du theo
thdi gian dudc sdp dat (scheduling), cling nhu chon ki€u backup phu hgp ma ching
ta c6 thé& phuc hdi kip thdi cac dit liéu nay mot khi xay ra cac su cd k& trén.

Tém lai k¥ ndng backup Ia mét trong s6 cac k§ ndng co ban khéng thé thiéu cua
Admin.

Trudc hét hdy xem xét tién ich backup trén Windows XP Pro/ Server 2003

Windows XP Professional / Server 2003 bao gdm tién ich dugc xay dung sén
Windows Backup, gilp sao luu va phuc héi di liéu trén may cta ban (local) hoac mét
may & xa (remote Windows systems). Windows Backup Iuu trit dif liéu trén nhiéu loai
phuong tién luu trir (media) khac nhau nhu hard disk, floppy disks, CD-ROMs ghi, &
dia bang tlr (tape), va céac thiét bi dia nén khac nhu Iomega Jaz® drives. Backup cho
phép xac lap dugc luu trit vao cac file dgn hodc c6 thé luu gilr dir liéu trdi dai vao
nhiéu bang tr (tapes). Windows Backup ho trg nhiéu loai backup khac nhau, sau day
chling ta hdy 1am quen vdi 3 ki€u backup phd bién nhét.

Loai Backup ‘Mé ta Uu diém Nhugc diém

Full backup Backup toan bo cac Dé dang xac dinh dir  T6n thdi gian va tén
Files trong Folder ma liéu d& backup va khoéng gian luu trir dir
ban xac dinh dé phuc hoi liéu.
backup. Tom lai day
la ki€u backup théng
thudng

Incremental Mot xac 1ap dé backup MAt it thdi gian va Tuy nhién khi phuc
backup nhitng files cé su thay khong gian luu trit hoi lai khd mat thai
déi ké tir l1an backup nhét. gian do ban can
cudi cung (thuoc bat restore ban full
c’ loai backup nao). backup l[an cu6i cung
trudc, sau doé theo
trinh tu tim cac
incremental backups
cua nhifng ngay sau
dé dé phuc hoi.

Differential MOt xac 1ap dé backup MAt it thdi gian va Thong tin backup con
backup nhitng files cé su thay khong gian luu trit bi 1ap lai . Backup t6n
dGi ké tir [an backup  han so véi mot full nhiéu thgi gian han so
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cuGi cung full backup. backup; Khi phuc h6i | véi Incremental.

lai kha nhanh so vdi
Incremental backup

H&y theo d&i mdt vi du trong thuc té cua mot Backup Administrator dé hiéu rd hon
vé cac loai backup nay.

Hoang la mot Backup Admin cla cty A, nhiém vu cla anh la backup cac di liéu quan
trong nam tai thu muc Data cua Server. Anh dung tién ich Windows Backup dé thuc
hién.
Incremental tapes
Thu

Tue Wed
Daily changes since Friday

H&y xem hinh minh hoa Incremental backup

Lan dau tién anh ay backup thu muc Data la vao ngay thi&r 6 (Friday), vi la lan dau
tién backup nén anh dy chon Normal backup (hay con goi la Full backup).

Ngay th( 7 va chu nhét, cty nghi

Vi du 1: Admin bat dau chon ki€u Backup Incremental Vao nay thi 2 cho dén
cac ngay ké tiép

Qua ngay thir 2 (Mon) cty lam viéc va User da cap nhat thém d{ liéu vao Data
(mau Vang nhat)




VN

NIS
N

NETWORK INFORMATION SECURITY VIETNAM

Va Admin sé chi backup incremental phan mau vang nhat nay

Qua ngay thi&r 3 (Tue) cty lam viéc va User da cap nhat thém dif liéu vao Data
(mau Vang dam)

Va Admin sé chi backup incremental phan mau vang dam nay

Qua ngay thir 4 (Wed) cty lam viéc va User da cap nhat thém di liéu vao Data
(mau cam)

Va Admin sé chi backup incremental phan mau Cam nay

Qua ngay th' 5 (Thu) cty lam viéc va User da cdp nhat thém dir liéu vao Data
(mau Do)

Va Admin sé chi backup incremental phdan mau Dd nay

Dén ngay lam viéc cudi cing ngay th& 6 (Fri), Admin lai téng hgp va backup mét
ban Full Backup toan bo tir th(r 6 tuan trudc dén th(r 6 tuan nay.
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Pén van dé phuc hoi khi xay ra su c6 mat dir liéu

Gia s nhu chua kip backup full tng hgp nay va cé su ¢ mat mat dif liéu vao ngay
th& 5 (Thu) thi anh Hoang sé giai quyét thé nao. Chdng ta hay suy luan va tim cach
gidi quyét dan giadn nhé

Pan gian chi can phuc hoi ban full backup th 6 tuan trudc (Fri) + Inc Mon + Inc
Tue + Inc Wed + Inc Thu = Phuc hdi day du di liéu vira mat

Restore to Thursday's state

Full tapes Incremental tapes

OO0 O~ -

Thu

Nhu vay cdc ban rat ra dugc 2 diém chi y quan trong sau khi tién hanh Incremental
backup:

Thdi gian backup nhanh vi chi backup di liéu tdng thém nhitng ngay sau dé ké tur
sau full backup vao ngay dau tién.

Tuy nhién lai mat nhiéu thgi gian cho viéc phuc hoi, can phuc hoi ban Full backup
dau tién trudc va sau do tim lan lugt cac ban Incre backup tir cac ngay ké ti€p

Thuc hanh: Huéng dan tirng buédc cua Vi du 1
Tai Run danh lénh NTBACKUP.EXE

Chuaong trinh Windows Backup sé dugc mdé va ban chon tab Backup
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Welcome  Backup ] Feztore and Manage Media ] Schedula Jobz ]

Click ta zelect the check bax for amy dive, falder or file that you want to back up.

-1 (B Deskiop
-3 } by Computer
- e 1(C)
-5 Acer
I Confi
[l Data

5y Inetp

][] [ [ [

U5 que

1= S%51

= Decumen__|

Y

Supr
0.z

b

I My wap
Oy MIS 2006
]Iy Program F

[J & Recycled

WFN T
4

M arne | Comment |

£ _é ky Computer

[ C3BearShare Pro

O SiMarketing

O r_i My Documents

[ I3 MIS Online Transa...
O = Temp Documents
O El FTPt

O i@ Mame-card final. edr
O E'J news. mdb

O 'EIJ Mews. doc

O B Tusn this o6 muc ..
O 8] ~$4 check-in.doc
O [E ~$FTP.tw

Backup options:

| Backup destination:
=E|

Marmal backup. Summany log.
Same file types excluded.

=

Backup media or file name:

|E:\data.bkf

Browse. .

&

Cac ban chon folder can backup, trong vi du nay la Data nam tai C:

Va chon tén cta backup File va ngi luu trir sau backup, chidng ta chon luu file véi tén
la data.bkf cling dat tai C: khung mau Bé (hoac ghi vao cac Zip disk, Floppy disk

hoac tapes...)

Sau dé click vao Start Bac

kup
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welcome EBackup ] Fesztore and Manage Media ] Schedule Jobs l
? Click to select the check bos for any drive, folder or file that vou want to back up.

Roockop b wformation K i

Backup dezcription:
|SEt created 7/11/2006 at 17:37 Ak

Start Backup

Schedule...
If the media already containg backups

(+" Append this backup to the media, Advanced..

" Replace the data on the media with this backup. Cancel

dild

If the media iz ovenarnitten, uze thiz label to identify the media:

|data.|:ukf created 7/11/2006 at 11:37 AM

| Backup deshination; BacKUp optiong.
I'.bJ : J Mormal backup. Summary log. Start Backup
Same file types excluded.

Backup media or file hame:

JE:'\data.bkf Browse. .

Tai day c6 mot so théng tin vé backup vi du nhu ngay tao ra ban backup nay, cé thé
chon tab Advanced, dé& xem co6 nhitng loai backup nao va vi day la lan dau tién

backup thu muc Data nén ducgng nhién la chon Normal backup, chon Ok va chon
Start Backup dé thi hanh
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24 Backup Utility - [Untitled]

m e
Job  Edit View Tools Help

Welcome Backup I Festare and Manage Media I Schedule Jobs I

? A GRC N A dvanced Backup Options X
= 0@
= m [ Back up data that iz in Remate Storage.

= Bac ™ “erify data after backup.

Set [T |f possible. compress the b

i [= Autamatically backup Sister

% [ Disable volume shadow Copy.

Backup Type:

=i I Marmal _vj

dat |Lopy
Incremental
i Differential

4| = Daily |

R L EBE) Y

B ackup dezsfinatior ITI Cancel |
— Start Back
| = Some fle types excluded.

B ackup media or file name:

|E:\data.hkf Browse... I

Nhu vay dén day ban da ti€n hanh Normal Backup (Full backup) cho C:\Data, thdi
gian dién ra viéc nay la ngay th& Sau (Fri) va day cling la ban backup dau tién .

Tiép dén qua tudn sau vao cudi ngay th& Hai, ching ta thuc hién kiéu backup
Incremental cho dir liéu tang thém vao ngay th& Hai. Cha y khung mau Vang nhat
cac ban chon file luu trf la C:\DataMon.bkf
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%3 Backup Utility - [Untitled]
Job  Edit Wiew Tools Help
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welcome EBackup ] Restore and Manage Media ] Schedule Jobz ]

Click ta select the check bax tar any drive, folder or file that pou want to back up.

- D@' Desktop
=-EE) j My Cormputer
= [ e 1)

1 Data

][] [ [ [F

5 quiz

+-[JI) Acer Supr
[ Corfighe

=) Documen__|
Iy Inetpub
Q5 My way
i) NIS 2006
=) Program F

Fy

O # Recycled

M= RYRINT
RN b

MHame | Tupe

Size

[Z] testhlf. bt tut Test Docur...

| i

kB 7A1/:

B ackup options:

| Backup destination:
r!

Backup media or file name:

|E:\datah~10n.bkf

J Incremental backup Summary
log. Some file tppes excluded.

Browse...

CHon Start backup, CHon tab Advanced va chon Backup Type la Incremental
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BEE

| 2, Backu

=

Welcome  Backup ] Fezstore and Manage Media ] Schedule Jobz l

(0l ARl A dvanced Backup Options T

EJ Size

OkB 711/

e

[ Back up data that iz in Bemote Storage.

[ Werify data after backup.
Set |
-

& [T Disable volume shadow COpY.

Backup Type:

| Incremental -

If th

(Y Y B 5

T Dezcription
a . . -
Backs up selected files only if they were created ar modified
zince the previous backup.

| = | 2

. Backup desTASE 0k | Cancel |
—i f Start Back
—_ lng. Some hle types excluded.
B ackup media or file name:

|E:\dataM on. bkf Browse...

Nhu vay Windows backup chi backup phéan dit liéu tang thém (incremental) cia ngay
th(& Hai k& tUr sau Full backup th& Sau tuén trudc.

Vao ngay th& ba (Tue) lam tudng tu ngay th& Hai va dat Incremental file la
C:\dataTue.bkf

Cu thé tiép tuc cho dén ngay tha Nam (Thu) C:\dataThu.bkf, trudc khi Full
backup téng hop vao ngay Tha Sau dé bat diu lam nén cho tudn mdi tiép
theo..

Vi du 2: Admin chon ki€u backup Diffrential vao ngay th 2 va cac ngay ké&
tiép
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Differential tapes

N
A
| =

Tue Wed Thu
Daily changes since Friday

H&y xem hinh minh hoa Differential backup

D36i véi ki€u backup nay cling bat dau Normal (full backup) thu muc Data vao
ngay th& sau (Fri)

Qua tuan dén ngay lam viéc th& Hai (Mon), User da cap nhat thém dit liéu vao
Data (phan mau Vang nhat)

Admin sé backup Differential phan mau vang nhat nay

Pén ngay lam viéc thi&r Ba (Tue), User da cap nhat thém dir liéu vao Data (phan
mau Vang dam)

Admin sé backup Differential phan mau vang dam nay + phan mau vang nhat nagy2
thir Hai trudc dé

Pén ngay lam viéc th&r Tu (Wed), User da cap nhat thém dir liéu vao Data (phan
mau Cam)
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Admin sé backup Differential phan mau Cam nay + phan mau vang dam ngay th Ba
+ phadn mau vang nhat ngay th( Hai trudc dé

Pén ngay lam viéc thir Nam (Thu), User da cap nhat thém dir liéu vao Data
(phan mau Do)

Admin sé backup Differential phan mau Bé nay + phan mau Cam + phan mau vang

dam ngay thr Ba + phdn mau vang nhat ngay th( Hai trudc dé

Dén ngay lam viéc cudi cung ngay th& 6 (Fri), Admin lai téng hdp va backup mét
ban Full Backup toan bd tur thr 6 tuan trudc dén thr 6 tuan nay.

Pén van dé phuc hoi khi xay ra su c6 mat dir liéu

Gia st nhu chua kip backup full tdng hdp nay va cé su c¢6 mat mat dir liéu vao ngay
th& 5 (Thu) thi anh Hoang sé giai quyét thé nao. Chang ta hay suy luan va tim cach
giai quyét dan giadn nhé

Dan gian chi can phuc hoéi ban full backup th& 6 tuan trudc (Fri) + Differential
Backup vao ngay thi*t Nam (Thu) = Phuc h6i day du dir liéu vira mat
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Restore to Thursday's state

Full tapes Differential tape

OO0 -=

Nhu vay céc ban rut ra dudc 2 diém chid y quan trong sau khi ti€n hanh Incremental
backup:

Thgi gian backup nahnh han so v8i Normal backup nhung lai 1au han Incremental
backup vi phai backup lai cac dir liéu lap lai sau Full backup ngay dau tién.

Tuy nhién lai mat rat it thdi gian cho viéc phuc hoi, can phuc héi ban Full backup dau
tién trudc va sau dé tim ban Differential backup ctia ngay can phuc hoi dir liéu

Thuc hanh: Huéng dan tirng budc cua Vi du 2

Lam tUng budc tuong tu Vi du 1, Sau Normal (Full backup) vao th& Sau dén cac ngay
th( Hai, Ba, Tu clGa tudn mdi thay luva chon Incremental bang Differential
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Welcome Backup ‘ Festare and Manage Media ] Schedule Jobs ]

% 0 AUEE LS A dvanced Backup Options X
v

[ Digable wvolume shadow copy.

= D@ Size
=N [ Back up data that iz in Femate Storage. jﬂ KB 717
= [ “erify data after backup.
Bac Y P ﬂ
Set r
o 2 - |
ﬁ N

Backup Type:

Differentis

[F th

Dezcription
dat :

Backs up selected filez only if they were created or modified
zince the previous backup, but does not mark them az

P I~ hackad (n J ﬂ

| Backup desfinatiar ak | Cancel |
_i Start Back
— log. Some file types excluded.

Backup media or file name:

|E:'\datal'-1|:|n.bkf Browse...

VUra r6i cac ban da xem xét van dé Backup dr liéu thong thudng trén may tinh dung
tién ich Windows backup, tiép theo la cac van dé backup file quan trong thudc hé
thong (system Files), thi€u cac System Files nay hodac hu hdng bat ky thanh phan
nao cua hé théng nhu cac I6p COM+, Registry, System32..c6 thé khi€n may tinh
Crash va khong khdi dong vao lam viéc dugc..

Backup System State data (Backup registry & cac thanh phan cot 16i hé
thong)

System state data la nhitng thanh phan quan trong ctia Hé théng can Backup theo
dinh ky nham cé co sd dé phuc hdi HDH mot khi hong héc rdi vao cac thanh phan
sau khién hé th6ng Computer ctia chiing ta khéng lam viéc hoéc bi thay d6i chinh
slfa sai léch gdy anh hudng dén cdu hinh hé théng va hoat dong ctia Hardware ,
Software dang van hanh

- Boot files (Cac Files lién quan dén qua trinh khdi dong hé théng nhu Boot.ini,
Ntldr..)
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- Céc files hé thong can dugc bao vé (Windows cé WFP -Windows File Protection, tinh
nang tu dong backup va phuc hoi khi xay ra hong hoc hay bi xéa cac file hé théng
nhu SYS, DLL, TTF, FON, OCX, v& EXE)

- Registry

- COM+ object mét cao sg dir liéu cua cac thanh phan chuong trinh dugc chia sé gilra
cac Ung dung

Chu y: System state data cua Server hay Workstation thong thudng chi chdia nhing
thanh phan nay, néu cac Server nhu Domain Controller (mdy chi diéu khién hoat
déng Domain) sé chida thém cac thanh phdn lién quan dén Domain vi du nhu:
Active Directory Database

Tat ca cac thanh phén trong System State data dugc tich hop vdi nhau va khi backup
khéng thé chon téch rdi tirng thanh phdn dé backup

Nhu vay vi du néu ban muén backup toan b6 Registry, thi ciing cdn backup System
state data..khéng thé chon don 1& Registry trong SSD dé backup.

Thuc hanh:

1. M3 Windows Backup.
2. Chon Back Up Wizard va click Next.
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%5 Backup Utility - [Untitled] HE H

Job  Edit Wiew Tools Help

Welcome l Backup ] Restore and Manage Media ] Schedule Jobs l

Welcome to the Backup Utility Advanced Mode

If wou prefer, you can switch to *Wizard Mode to uze simplified zettings for backup or restare.

as Backup Wizard [Advanced]
\‘. . q
The Backup wizard helps you create a backup of your programs and files.
P ps P OF Your prog
var Restore Wizard [Advanced]
Sy The Restore wizard helps you restore pour data from a backup.

Automated Syztem Becovery Wizard

The ASH Preparation wizard helps you create a bwa-part backup of wour system: a floppy disk that has
wour epstem settings, and other media that containg a backup of your local syztem partition.

3. Select Only Backup the System State Data va click Next.
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Backup Wizard E

Wwhat to Back Up
Y'ou can specify the items you want to back up.
cs—

Select what pou want to back up:
" Back up evemthing on thiz computer
" Back up selected files, drives, or nebwark data

* Only back up the System State data

< Back | M et > | Cancel

4. Xac dinh noi luu trir badn backup , chon cac tuy chon tai

advanced Backup options, hodc 1ap lich biéu (schedule) cho viéc nay dién ra tu
dong.

Khi hé thdng gap su cd hay cac File/Registry bi thay d6i c6 thé chon Restore d& phuc
hoi
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%3 Backup Utility - [Restore and Manage Media] HEE
lob  Edit  Wiew Tools Help

YWielcome ] Backup Festore and Manage Media l Schedule Jobs ]

? Expand the desired media item, then check the box for the items to restore. Right click on a media item for options:

& @ File B ackup |dentification Label | Media Location
Mo entries found.

y o

=N, Restore files to: If files already exist:
g g i D t replace
_r |Dr|g|na| location j @ [zl = Start Restaore

Khi hé thong gap su c6 nang khong vao HDH dugc, khai dong lai Computer chon F8
va chon Safe Mode, vao ché dd nay tién hanh hoat dong phuc hoi System State
data tucng tu
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BB Advanced Options Henu
lect an option:

fe Mode with Hetworking
2 Mode wWith Command Prompt

Enabhle Boot Logging
inable

g Mode (Hindows Z2HHH domain comtrollers only)

R

Boot Hormally

T and 4 to move the highlight to your choice.
125 Enter to choose.

Khd@i dong vao Safe Mode.. Sau d6 chung ta m& chuaong trinh Backup va ti€én hanh
phuc hoi System state data binh thudng.
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' .k’- Mode  Microsoft (R} Windows XP (R) (Build 2600.xpsp_sp2_rtm.040803-2158: Service Pack 2)  Safe Mode

“Windows Is running in safe mode.

This special disgrastic mode of Windowes enables vou o fi 2
problem which may be caused by yvour rebwork or hardware
settings, Make sure these settings are correct in Control Panel, and
thiem try starting Windows again. ‘Whie in safe mode, some of your
davices may not be avalable,

To proceed bo work in safe mode, dick Yes. IF you prefer bo use
Swskem Restore bo restore vour computer ko a pheviols state, dick

Lap lich biéu cho viéc backup dién ra tu dong

Backup dir liéu thong thudng cua Computer (data) va dir liéu hé thong nhu System
State data la cdng viéc quan trong phai lam, nhung hdy tugng tugng ngay nao cling
lam hodc lam ngau nhién, chac chdn sé gady nham chan, hodc thi€u soét. B4t ky phan
mém backup nao cling déu cé tinh ndng 1ap lich d&€ backup tu déng vao thdi diém
xac dinh. Tinh nang nay goi la Scheduling Backup

Ti€n hanh cac budc binh thudng, chon di liéu can backup, trong vi du nay la
C:\Data, khung mau xanh va file dugdc backup .bkf dugc luu tai dau, khung mau
hdéng
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%, Backup Utility - [Untitled]

Job Edit Wiew Tools Help

Welcome Backup l Restore and kanage Media ] Schedule Jobsz ]

Click to zelect the check box for any drive, folder aor file that you want to back up.
=[] e 11T j Mame | Comment o
+ I . Acer Sup [ 4 My Computer
O ChBearShare Pro
U= Documen O 317 Pra Megalab
15 Drivers 0 &).J.temp
O Inetpub [ s Marketing

L5 My way [} BM}I Documents

8% E:DS ?:nIE:EF [ CMIS Orline Transa...
as quizg [ 55 Temp Documents

=] FTP.tat
2| Recpcled Qg
8@ svenrn | M 1SAFrewal2004.doc —
+-JI5) Spstem Vi O = Mame-card final cdr
5 temp L1110 IEIJTuE:r‘u thil o mue

4 ¥ O @ ~§4 check-in.doc j

Ea R e e e e R B

| Backup destination: Backup options:
i' | J Mormal backup. Summarny log. Start Backup

Some file typez excluded.

Backup media or file name:

|E:'m:|ata.|:ukf Browsze. ..

Chon Start Backup, sau dé néu ching ta click vao nut Start Backup, mau xanh cong
viéc s& ti€n hanh binh thudng. D& 1&p schedule cac ban click vao nut Schedule,
khung mau héng
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23 Backup Utility - [Untitled]
lob EdE VYiew Tools

welcome  Backup | Restore and Manage Media I Schedule Jobs i

Click to zelect the check box for any drive, folder or file that pou want to back up.
;

= 1r

Bl Backup Job Information 7| x| I—‘

Backup dezcriphon;

|Set created FA1B/2006 at 11:23 AM
Schedule...
If the media already contains backups —_—
' Append this backup ta the media. Advanced... I

" Feplace the data on the media with this backup. Earel

[F the media iz ovenwriten, uze thiz label to identity the media:

Idata.bkf created 71672006 at 11:28 Ak

i R

Backup destination: Backup options:
-
EHE = Mormal backup. Summary log.
Fil ; art Backu
I —l Some file tppes excluded. X
Backup media or file name:

IE:‘\data. bkt Browse... I

e ownerand the sdminiztrator access to the

i

Chuing ta cb thé 1ap hang loat lich biéu d€ backup cac dir liéu khac nhau, thé nén cac

ban phai xac nhan cho tirng schedule nay. Chon Yes, dé hé théng Iuu lai chon Iua
schedule dang tao

Backup Utility %]

- ¥ou must save the backup selections before vou can schedule a backup, Do wou wank o save your current selections
1
MIA?

Trong vi du nay ching ta dat tén file |a schedulel.bks




VN

4
NETWORK INFORMATION SECURITY VIETNAM

23 Backup Utility - [Untitled]

Job Edit Wew Tools Help
Save in: I&}data LI (& % A s
k (|2 Untitled, bks

by Recent
Diocuments

€

Desktop

£

My Diocuments

-
[l
by Computer

|
-
Metwark: File narne: |su:hedule1| j Save I
b Sawe az type: ISEIectiDn Seripts [* bk ;I Cancel |
P

Sau dé xac dinh tai khoan dugc dung dé chay backup tu ddng theo lich. Trong vi du
nay toi dung User |a BackupAdmin (password la 123456), tai khoan nay thudc
nhom Backup Operators. Trén hé thdng thi mac dinh chi c6 2 Groups la c6 thé
chay cac chuaong trinh Backup/Restore la Administrators va Backup Operators.

Set Account Information HH
Run as: INlS'xE ackupddmin

Paszward: I--u---

Confirm password; I"""‘|

] I Cancel




VN

NIS

A
NETWORK INFORMATION SECURITY VIETNAM

Ti€p theo dat tén schedule backup nay la daily backup (dat tén nay tuy y ban)

Scheduled Job Options

Schedule data l Backup detailz ]

Job name: |-:|ai|_|,| backur

Start Date: |Sur‘u:|a_l,l, July 16, 2005 at 11:37 A

-

x

Froperties. .. |

] | Cancel |

Chon ti€p properties, va xac lap cac thong s6 nhu Daily (backup hang ngay), Once
(chi mét 1an duy nhat), Weekly (hang tuan)...Start Time (bat dau backup thdi diém
nao). Trong vi du nay toi sé chon backup vao ngay th& 7 hang tuan, vao 6 gid chiéu,
vi day la thd&i diém thich hgp cho backup khi Mang cty khéng giao dich nhiéu (ngay
nghi)..
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Schedule Job 4 ks

Schedule l Sethings ]

@E«E Ak B:00 Pk evern Sat of every week, starting 7/16/2006

Schedule Taszk: Start time:

ekl -l | £ P = Advanced..

Schedule Task Weekly

Ewvern |1 _|:| week[z]lan: [ Mon [w Sat

[ Tue [ Sun
[ wied

[ Thu

[ Fii

[ Show multiple schedules.

k. | Cancel

Nhu vay cf dén thdi diém nay hang tuan ntbackup sé tu dong chay va backup theo
ddng nhirng lich da tao.

Dung System Restore Point phuc h6i hé thong trén Windows XP Pro.

Néu nhu backup System State Data khi€én cho ngudi st dung cam thay yén tam hadn
vé hé théng cua minh, vi cac thanh phéan 16i cia hé thdng da dudc “save”, va néu
nhu su ¢d xay ra c6 lién quan dén system, registry v.vv khién HDH khéng thé lam
viéc, lic nay ban cé thé khai ddng Computer tir ché dd an toan Safe Mode va bat dau
tién trinh phuc hoi. Co hdi d€ may tinh van hanh binh thudng trd lai la rat I6n

Tuy nhién khéng phai Iic nao ching ta cling can mét quy trinh x{&r ly cong phu nhu
vay. C6 nhitng su c6 nhd xay ra trén hé théng, khién hé théng khéng con van hanh
tran tru nhu ldc dau, co6 nhitng xung dot hé théng, xung dot gilta hé théng va new
Applications, .. khi€n hé thong chay c6 vé “chép chdn”, cham chap. Ban cai thém
mot s6 'ng dung mdi h6m nay, cai mét s6 thi€t bi phan cirng mdéi, chinh sira cac
thong s6 hé théng..va nhitng hanh ddng nay cé thé la nguyén nhan. Ban udc gi
Computer cua ban quay trd lai trang thai hoat dong tét nhu hém th& 6 vira roi,
Windows XP Pro cé thé gitp ban diéu nay khéng. Microsoft c6 vé nhu rat hi€u ngudi
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dung chuyén nghiép va tich hgp vao HDH nay tinh nang System Restore Point ,
mot tinh ndng hay, c6 thé dua Computer quay trd lai nhitng thdi diém dudgc cho 1a tét
nhat vao nhitng ngay trudc do.

M&t khi hé théng Failed, mdt khi hé théng hoat déng lam ban khéng hai Iong, c6 thé
dung System Restore Point dua hé théng trd vé mot thdi diém hoat ddng tét
nht. T4t nhién thoi diém nay d& dugc System Restore Point “save” lai, va van dé
duy nh&t ban cdn lam la: Trong nhiéu thdi diém di duogc “save”, hdy xac dinh thoi
diém c&n phuc héi. Thi 6 hay thu tudn trudc mady hoat déng 6n dinh, System
Restore Point hdy gilp t6i phuc hdi vé thdi diém &y..

Né&u System Restore Point ¢ thé lam dugc diéu nay, hdn la ky diéu vi d3 gilp ban bo
qua hang loat v&n dé dau dau khi chdn doan va khac phuc nguyén nhan cla cac su
c0. Va cac tha tuc phién ha khi ti€n hanh phuc hoi.

System Restore Point hoat d6ng thé nao ? Hay tudng tugng nhu mét may anh, né
ghi lai cdu hinh hé théng vao thdi diém ma ban mudn chup (snapshot), va nhu vy
nd s quan sat va ghi lai dugc nhitng thay d6i cua nhitng thanh phan hé théng tai
cac thdi diém khac nhau nhu: su thay ddi cac System files: EXE, SYS, DLL, va COM
files...sau d6 luu lai tat ca thay ddi nay vao Hard disk. Tuy nhién cling chl y réng, né
khéng cé trach nhiém luu nhitng dit liéu théng thudng clia ban tai nhitng thdi diém
nay nhu cac file .doc, .xls va cac dif liéu khac chlra trong My Documents folder. Day
la nhitng d{ liéu ca nhan thong thudng, khong phai la dif liéu hé thdong (ban phai tu
backup theo cach théng thudng thoi).

Va cling chd y mot diéu quan trong la, khi phuc hoi hé thong vé qua khi, System
Restore Point cling khong hoan toan remove nhitng ('ng dung ban mdi cai dat, ban
cr yén tam vé diéu nay...

Cau hinh mot System Restore Point

Trudc khi cdu hinh mot System Restore Point, thi ban can phai bat tinh nang nay Ién
Right-click vao My Computer, chon Properties va chon System Restore nhu hinh
minh hoa
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System Properties X

General ] Computer MName ] Hardware ] Advanced ]
System Restore l Autamnatic Lpdates ] Femate ]

System Restore can track and reverse harmful changes b vour

=11
';-F compuker.

[ Turm off Spstem Festore on all drives

Dirive settings

To change the status of System Bestore or the marimum amount of digk
zpace available to System Restore on a dive, select the drive, and then
click Settings.

Available drives:

Crive | Status | Settings...

(= N[ kd anitaring
=20 kd anitaring

0k, | Cancel

Bo khong check vao khung mau Dé (nhu vay ban da kich hoat System Restore
Point), chd trong gidy 1at dé€ hé théng kich hoat tinh ndng nay.

Can chu y mét diéu vé khéng gian dia clirng phai danh cho hoat dong clia System
Restore , it nhat la 200MB néu dia c’ng dung lugng nhé. Thudng dia cirng nho han 4
GB, can it nhat 400 MB, trén 4 GB can 12% dung lugng danh cho System Restore dé
lvu dif liéu. VA tat nhién néu ban khdng dung tinh ndng System Restore thi hdy tat
(Turn Off) nd, d€ danh space Iuu trit cho cac muc dich khac.

Ti€p theo sau khi da bat System Restore, hday chay System Restore tur Start menu,
chon All Programs, Accessories, System Tools, System Restore. H3y xem cach
thirc hoat dong

Trudc hét, ngay sau khi ban bat System Restore Ién, thi hé thong sé tao ra ngay
System Checkpoint, né sé gidm sat ngay toan bd nhitng thay ddi hé théng va Iuu
vao dia cing. CU khoang 24h mot System Checkpoint méi sé dudc tao, tat nhién
ngay nao ban khong dung Computer ngay ay System Restore sé khong tao System
Checkpoint, ngay khi ban md may vao ngay ké ti€p nd sé dudc tao.
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Nhu vay néu System Checkpoint dudc tao ra lan dau tién vao hom nay, thi ngay
ngay mai néu kthng hai 1ong véi hoat ddng clia hé théng, ban c6 thé dung chiic
nang phuc hoi dé chon va quay trd lai System Checkpoint hédm qua.

Vi du tdéi mudn quay trd lai thdi di€ém hém qua, khi System Restore d& dudc “save”

¥ System Restore E

Welcome to System Restore

‘ou can use System Restore bo undo harmful changes ko
wour computer and restare its settings and perFor_mar_uce. To begin, select the task that you want to perform:
System Restore returns vour computer to an earlier time

{called a restore poink) without causing vou to lose recent
work, such as saved documents, e-mail, or history and {* Restore my comouker ko an earlier Hme:
Fovinitos lidte,

(™ Create a restore point
Any changes that System Restore makes to your computer
are completely reversible,

Your computer automatically creates restore points (called
system checkpoints), but vou can also use System Restore
to create wour own restare points, This is useful if vou are
about ko make a major change bo your system, such as
installing a new program or changing wour regiskry,

System Restore Settings

To continue, select an option, and then click Mext, Mext = Cancel

T6i chon Restore my computer to an earlier time va chon System checkpoint
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System Restore n

Select a Restore Point

The Follawing calendar displays in bold all of the dates that have restore poinks available. The list displaws the
restore points that are available for the selected date,

Possible types of restore points are: syster checkpoints {scheduled restore paints created by vour camputer),
manual restore points {restore points created by you), and installation restore points {automatic restore points
created when certain programs are installed).

1. On this calendar, click a bold date. 2. On this list, click a restore point.

B oo B
Sun |Mon | Tue |Wed| Thu | Fri | Sat | |
2ol 26l 27 28] 29 a0 1] §
2 =) 4 5 & 7 i
9 10 11 12 13 14 15
6 17 18 19 20 21 22

23 24| 25| 26| W) 25 29
300 31 1 2 3 4 5

= Back | Mext = | Cancel |

DAy la System checkpoint dudc hé théng tao ra lan dau tién vao thdi diém kich hoat
chlrc ndng System Restore.
Click Next va thdy bang théng bao



VN

A
NETWORK INFORMATION SECURITY VIETNAM

¥ System Restore E

Confirm Restore Point Selection

Selected restore point:

Sunday, July 16, 2006
9:56 AM System Checkpoint

This process does not cause you to lose recent work, such as saved documents or e-mail, and is completely
reversible,

During the restoration, Swskeri Restore shuks down Windows, After the restoration is complete, Windows
restarts using the settings from the date and time listed above,

Important: Before continuing, save your changes and close any open programs.

Swskem Restore may take a moment ko collect information about the selected restare point before shutting
dowin your computer,

"Quy trinh phuc hdi khéng lam mét dit liéu gén déy nhu e-mail, va cd thé quay trd lai
trang thai via réi néu ban muén...

Trong sudt qua trinh phuc héi System Restore sé shutdown Windows, sau khi khdi
dbéng Windows sé dung lai cac xac lap hé théng da luu trudc do cua ngay hém qua
Itic 9h56 AM..”..xem hinh.

Nhu vay System checkpoint ti khi dugc kich hoat da theo ddi sat sao hé théng, va
tao ra cac System checkpoint mdi sau moi 24h (1 day), qua trinh theo d&i va sao luu
tirng ngay hoan toan tu dong.

Tuy nhién qua trinh mot ngay nhu vay cé I€ la hdi dai, va do6i khi ban tién hanh mét
viéc gi do can thiép vao hé théng nhu cai Application mdi, cai Drivers cho thiét bi
mdi, ban muén tu minh tao ngay cac Restore Point tai th&i diém &y, dé€ néu xay ra
truc tréc ngay sau khi cai nhitng App va Drivers, ban cé thé phuc hdi hé thdng quay
lai thai diém gan nhat khi ban vira luu lai Restore point chf khéng phai quay lai thdi
diém ngay hém trudc

Nhu vay dén da cd I€ ban d& hi€u cd ban su khac nhau giita System Checkpoint do
hé thong tu tao ngay lan dau va sau moi 24h khac véi mot Restore Point do ban
tao bt ky Iic nao ban muén (thudng ti€n hanh sau khi cai Applications hodc thay d6i
Registry hodc cai Drivers thiét bi mdi..)

Cach tao mot Restore Point nhu sau:
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1. Tai Help and Support Center, click Undo Changes To Your Computer
With System Restore.
2. Chon Create A Restore Point va click Next.

€ System Restore B

Welcome to System Restore

‘fou can use Syskem Restore to undo harmful changes ko
wour computer and restore its settings and performance.,
Syskem Restore returns vour computer to an earlier time
(called a restore point) without causing vou to lose recent
wirk, such as saved documents, e-mail, or histary and " Restore my computer bo an earlier time
favorites lisks.

To begin, select the task that you want to perform:

any changes that System Restore makes o your computer
are completely reversible,

‘our computer automatically creates restore points {called
system checkpoinks), but vou can also use System Restore
to create vour own restore points. This is useful if vou are
about to make a major change to your system, such as
installing a new program or changing your registry,

Svskem Restore Sethings

3. Bat tén cho restore point nay vi du nhu new drivers va click Create.
Va khi muén phuc h6i ban chi cdn chon Restore my computer to an earlier time
Va chon Restore Point c6 tén new drivers ban da tao
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Select a Restore Point

The following calendar displays in bold all of the dates that have restore poinks available, The list displays the
restore points that are available For the selected date.

Possible tvpes of restare paints are: swskem checkpoints (scheduled restore points created by your computer),
marual restore points {restore poinks created by vou), and installation restore points {(automatic restore poinks
created when certain programs are installed),

1. On this calendar, click a bold date. 2. On this list, click a restore point.

Sun |Mon | Tue |Wed| Thu | Fri | Sat | §
R e 1] | ¢:56:34 &M Syskem Checkpoint
2 ) 4 5 & 7 i
El 10 11 12 13 14 15
5 17 15 19( zof =21 2z

23| 24 25| 26| 27 28] 29
300 31 1 2 | 4 o

Xudat hién théng bao nhu giai thich phan System checkpoint..
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% System Restore E

Confirm Restore Point Selection

Selected restore point:

Sunday, July 16, 2006
9:56 AM new drivers

This process does nok cause you ko lose recent wark, such as saved documents of e-mail, and is complately
reversible,

During the restoration, System Restore shuts down Windows, After the restoration is complete, Windows
restarts using the settings from the date and time listed above,

Important: Before continuing, save your changes and close any open programs.

Swstem Restore may take a moment to collect infarmation about the selected restore paint befare shutting
dovan your compuker,

To restore vour computer o this date and time, click Mext, < Back Cancel

Phuc hé6i toan bo hé thong dung ASR (Automated System
Recovery - Phuc hoi hé théng tu dong)

Trong cac phan trudc, ching ta da dé cap dén cac van dé dam bao an toan hé théng
thong qua viéc:

- Backup toan b6 System State Data (bao gom Boot files, Com+ components,
Registry..), d& néu cd xay ra hdong héc nhitng File hé thdng nay, cd su can
thiép lam hdng Registry, hodc cac thanh phan hé théng khéac. Ching ta cé thé
de dang phuc héi lai (Khai dong Computer vao HDH chinh va Restore, néu
HDH chinh khdng khdi déng, hoan toan cé thé vao ché& dd an toan Safe-mode
dé tién hanh phuc hdi. Quy trinh phuc hdi don gian chi 1a xac dinh file da
backup clia System state data da luu tai Partition hoac thiét bi luu trir nao dé
va phuc hdi vé nguyén trang - Original Location...)

- Ban cling da hoc qua cach sir dung System Restore Point, sau khi dugc kich
hoat nd sé& gidm sat va luu thong tin hé théng tai nhitng thdi diém khac nhau,
néu hién tai chung ta khéng hai long véi hoat dong cu hé thong (hé thdng an
hanh cham, treo may, cé xung dot i’ng dung hoac drvers khong tuang thich
.., €O thé dung System checkpoint hodc Restore Point d& mang hé théng
quay trd lai thdi diém hoat ddng tron tru ma ban hai ldng nhét.
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Céac ban da nhan thdy rang, Hé th6ng da trd nén an toan hon vdi nhitng tinh
nang rat hay nay. Tuy nhién con mét nguy cd khac, nguy cd I6n nhat, mét
diéu gi dé co thé khién tdan bd hé théng “down”. Néu diéu dd xay ra, la tham
hoa “disaster” cho Computer. Khéng thé khdi ddng lai Computer, cho du ban
c6 khdi dong tur safe-mode, man hinh xanh chét chéc “blue-death” xuat hién.
P&y la m6i de doa nguy hiém nhét, va ngudi dung cling “sg” né nhét, thudng
thi ho sé cai lai toan bd may (cai duy nhat gilf lai dudc co |€ la Data cua ho
con dau dé trén C:, D:, E:...), tdt ca moi Ung dung, cau hinh hé thdng sau bao
nam thang trién khai d& khong con..

Tom lai la ban dang d6i mat véi mot hé thong hoan toan bi “failed”. Tuy nhién
ban khéng nén qud lo 1dng, Windows XP Pro d& chudn bi cho ban mét vii khi
manh, va néu s dung dung cach, n6 sé dem hé théng hoat déng binh thudng
trd lai, do la hé théng phuc hoi tu dong ASR

Automated System Recovery (ASR) la mot quy trinh dungcacl di liéu da
backup va toan bo source files cia Windows XP Professional installation (cac
source files cai ddt nay chinh la CD cai d&t Windows XP Pro) dé xay dung lai
“rebuild” modt hé théng may tinh d& hong. D& tién hanh ASR, can nhitng budc
chuén bj sau:

- Dia CD-ROM cai dat Windows XP Professional (cai nay chidng ta da cd )

- MOt dia mém ASR (ASR floppy disk), dia nay chlra cac file théng tin cai dat
goi 1a Setup Information Files (SIF) day la nhitng thdng tin cd sG can dé
Windows Setupcé thé chay phuc hdi ASR.

- MOt tap ASR backup set, dugc tap véi chuong trinh Windows Backup ma ban
da biét, ASR backup set nay la mét ban copy toan bo files hé théng (system
files) cua Windows XP Professional va tat ca thong tin vé cau hinh hé thong.

P&y la 3 budc can chuén bi trudc khi bat tay vao phuc hdi hé théng.
Hay xem k¥ hinh minh hoa sau vé quy trinh tirng budc phuc hoi
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The ANR Process

a

= s
Lise Setup ta ASRToppy disk Setup nstalls ASR hackup set
, launch &SR provides Setp o5 restares system
E "-.-.J'*\I Informeatlan configuraton
P
Copotinh, 8 2202 Elria=d 22 Dosdunn LL D Sl s inanasi s,

Nhu vay cac ban nhan thay trinh tu dién ra nhu sau:

1. Administrator s& dung Windows Backup dé tao mdt ASR backup set
trude (ASR backup set c6 dung lugng kha I8n, vai tram MB, vi luu lai toan
bo cau hinh hé thdng va ASR backup set bat budc phai luu trif trén cac
thiét bi luu trif cuc bdé ciia may ban nhu: O ghi CD, usb disk, HDD th(r 2,
Iomega Zip disk.. chr khdng phai luu tai mot thiét bi hay mot 6 dia Mang
cua server Mang nao dd) . Cac ban ciling ch( y rang ASR backup set luu
thoéng tin cau hinh hé théng (system files, Registry, System components,
System Policy, User Accounts..) ch( khong luu dif liéu ca nhan cda ban
nhu music, video, documents, email,..sau ASR backup set can chon thém
backup la backup everything on this computer , ma ching toi sé dé
cap sau. D€ sau nay ngoai viéc phuc hdi cdu hinh hé théng tu’ ASR backup
set , cac ban khéng dé danh mat bt ky dit liéu gi trén Computer cua
minh. Chu y thém nia la ASR backup set ciing khéng dugc luu trén dai
cung HDD cé chua thu muc cai dat Windows XP , vi du nhu C:\Windows
cua ban, vi néu HDD cua ban bi hu hdng hoan toan, thi khéng thé 18y lai
ASR backup set dé phuc vu cho qua trinh phuc hbi..

Ngay sau budc nay ASR s€ yéu cau ban tao mét dia mém ASR floppy
disk.
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2. MOt hé thong da failed hoan toan, khong khdi dong dugc. Vi du nhu
Computer cta ban hu hong hoan toan dia cing.

3. Administrator thay dia cirng mdi vao hoac chon mot Computer khac dung
cho qua trinh phuc hbi.

4.Administrator sé chay chuaong trinh cai dat Windows Setup tir CD-ROM
Windows XP va bat dau khdi hoat cho ti€n trinh phuc hdi ASR.
5.Administrator cung cap dia mém ASR floppy disk vao.

6. Hé thong sau khi xem va 13y cac thong tin tir ASR floppy disk phuc vu cho
tién trinh Windows Setup ti€p theo.

7. Windows Setup sé cai HDH nhu cac xac l1ap da ghi trén ASR floppy disk.

8. Administrator cung cap dia (CD, Usb, Iomega Zip) da luu tritr ASR backup
set vao dé tién trinh ti€p tuc (I4c nay cac ban da hiéu vi sao ASR backup set
khéng Iuu trén & dia mang ma phai la local)

9. ASR sé cau hinh hé théng theo thoéng tin trong ASR backup set.

10. Va sau budc nay cac ban ¢ thé khdi ddng lai hé théng cili trén Computer
mg@i. Va néu lo ngai nhitng d{ liéu ca nhéan trudc do bi mat, thi budc backup
everything on this computer (d3 chuan bj trudc theo lich biéu trong qua
trinh backup dinh ky cia Computer) sé la budc cudi cung gilp chiang ta cé
mot hé thGng bao toan tron ven .

Va sau day la cac budc thuc hanh, Steps by Steps:

1. Backup toan bé dit liéu trén Computer la céng viéc nén lam theo dinh ky,
dé bét cl tinh hung nao xay ra (nhu hu toan bé HDD), dif liéu ca nhan
clia ban van khéng bi mét. Ching ta cé thé 14p lich biéu vao nhitng gid
nghi ngoi “idle”, d€ hé théng tu dong backup toan bé di liéu trén
computer. Vi du anh Hung sé thudng backup everything on this
computer, vao 12h PM th& 7 hang tuan. Lan dau tién backup
everything on this computer dudng nhién la anh dy sé chon Normal
(hay con goi Full backup) va th(r 7 cac tuan tiép theo, dé giam thdi gian
backup, anh 8y cé thé chon céc ki€u nhu Incremental hodc Differential.
Va cac ban ciling chl y mét diéu quan trong la néu dit liéu Computer cang
quan trong, tan suét chinh slra thay d6i nhiéu, thi s6 Ian backup ciing tdng
theo, cé thé mot tudn phai backup nhiéu lan.

M3 Ntbackup.exe, Backup Wizard, chon Next
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%5 Backup Utility - [Untitled]

Job  Edit Wiew Tools Help

Welcame l Backup ] Restore and b anage Media ] Schedule Jobs ]

Welcome to the Backup Utility Advanced Mode

If wou prefer, you can switch toWizard Mode to uze simplified settings for backup or restore.

Backup Whzard [Advanced]

+
+

- ) ’
The Backup wizard helps you create a backup of your programs and files.
-.EE. P pE W P Or Your prog
o Restore Wizard [Advanced)
=N The Restore wizard helps you restore your data from a backup.

Automated System Recovery Wizard

The ASR Preparation wizard helps vou create a bwo-part backup of your systern: a floppy disk that hag
your zpstem settings, and ather media that containg a backup of vour local spstem partition,

Chon ti€p backup everything on this computer, chon Next
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= sl ddihr 5 18 _m ‘)ﬂ
el Backup Wizard H
Cli What to Back Up
& “ou can specify the iterns wou want to back up. @

Select what pou want to back up:
* Back up everything on this computer
" Back up selected files, drives, ar network data

" Orly back up the System State data

4

d=T. Ba

Ed
]— < Back | Mest » | Cancel ‘ m]
Ba

1c;\dataman. bk Browse...

Ldc nay can chd y toan bd data trén Computer ban can & chira I6n tuong
xrng (chon partition/HDD, tape, cac loai dia luu trit khac du I&n), trong vi
du nay tdi chon luu dif liéu 1én & D: (trong thuc t& néu cd kinh phi cac ban
nén trang bi cac loai thiét bj Iuu trif chuyén dung a bao quan cén thén, Iuu
trir trén cung la giai phap khoéng t6t chdt nao)

Chon D: va file backup toan b0 di liéu la FullBackup.pkf
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Backup Wizard E

Backup Type. Destination, and Hame
Your filez and zettings are stored in the destination you specify.
. °

| [/

Choose a place bo save your backup:

|D:'\ j Browse...

Type a name for this backup:

|FuIIData.I:ukf

< Back | M et > | Cancel

Chon Next, va trudc khi click Finish, chon tab Advanced, dé kiém tra lan
dau backup la Normal
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Backup Wizard E

Type of Backup
Y'ou can chooze the bwpe of backup that fits vour needs.
st

Select the type of backup:
Marrnal -

Description
Backs up zelected filez, and marks each file az backed up.

< Back | et = | Cancel |

Backup Wizard E

0=

Completing the Backup Wizard

You have created the following backup settings:

Descrption:  Set created 717 /2006 at 303 Ak
Contentz:  Back up all fles on my local divels)
Location:  File

Media: C:Mhdatatdon bkf

wWhen: Mo

Yerify off, Do not uze hardware compressian,
Append to my media, Marmal backup.

To cloze thig wizard and start the backup, click Finigh.

To gpecify additional backup options,
click Advanced. Advanced...
< Back | Finizh | Cancel |
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2. Tao ASR Backup Set

Quay trd lai Ntbackup wizard, chon Automated System Recovery Data
%, Backup Utility - [Untitled] BEE

Job Edit Wiew Tools Help

‘Welcame l Backup ] Restore and Manage Media ] Schedule Jobs ]

Welcome to the Backup Utility Advanced Mode

F pow prefer, pou can switch to Wizard Mode to use simplified settings for backup or restore.

et Backup Wizard [(Advanced)
Bt . .
The Backup wizard helpz you create a backup of vour programs and files.
P P P OF Your prog
rs Reztore Wizard [Advanced)
= The Restore wizard helps you restore your data from a backup.

Automated System Recovery Wizard

The 45F Preparation wizard helpz you create a bwo-part backup of your zystem: a floppy dizk that haz
wour spstem settings, and other media that containg a backup of pour lozal spstem partition.

Trong vi du nay, ASR backup set sé dugc Iuu tai D: vdi filename ASR.bkf,
click Next
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Automated System Recovery Preparation Wizard m

B ackup Destination ﬂ
Where would wou like the system backup to be saved? o S

Select a media type for your system backup, and then enter the
name of the media to store the backup data.

Backup media type:

[~

Backup media or file name:

Browse. .

The wizard will alzo require a floppy dizk to create a recoveny
dizk. Thiz digk will contain information neceszary to recover
wour systern,

< Back | M et = | Canicel

Sau do6 click finish, d& hoan thanh ASR backup set. Tién trinh nay kéo dai
khoang 30'.
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Automated System Recovery Preparation Wizard E

Completing the Automated
Svstem Recovery Preparation
Wizard

You have successfully completed the Autormated System
Recovery Preparation wizard.

YW'hen pou click Finigh, the wizard creates a backup of your

gugtem fileg. Yaou will then be asked to ingert a floppy disk.

ou will uze thiz disk and the backup to restore pour zystem
it the event of a major failure.

To cloze this wizard and begin the backup, click Finizh.

< Back | Finizh | Cancel

3. Tao dia mém ASR floppy disk
Ngay sau ti€n trinh nay cac ban s& tao dia mém ASR, chen FDD 1.44’ theo
nhu hudng dan

RN, SLL UL

i Treart ablenk, 1,44 WE, formattad dickatte in drive &3, Recowary information will be
X wittsn to this dskatts,

ak |

Ngay sau khi ti€n trinh ghi hoan thanh, rdt dia mém ra va dan nhan (label)
ghi rd ASR d& nhd ma dung cho qua trinh phuc hdi.

WA i _J

= Aamoya tha disketta, and label & as shown:

Wsindore Subomabed Sysbem Ascovery Db for BOREH orested $09)2002 st 1:47 FM
Aemoue the archive media, and kabel it &6 shown:
AER bk craabed 4)9)2002 147 PM

Eeep them both in a safe place ncase vour syskem reeds bo be restored using Windors
Aubomated Jyckam Raoovery,
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Click close 2 lan va déng Windows backup lai.

4. Hé théng hu hdng va tién hanh cac budc phuc hoi trén Computer mdi hoadc
da thay dia ci’ng mdi

a. Chén dia cai dat Windows XP Professional
CD-ROM vao 8 CD-ROM

b. Restart lai computer.
c. bugdc nhac nhd nhan mét phim.

d. Chon nhan [F2] dé chay Automated
System Recovery (ASR) va nhan thdy thong bao message xuat hién dudi
thanh trang thai, nhan [F2].

e. Khi dugc nhdc nhd chén dia mém ASR floppy disk, nhan bat ky phim nao
ti€p theo. N&u tién trinh phuc hdi khdng nhén ra ASR floppy, d& nguyén né
trong & dia mém va khdi déng lai Computer tir CD-ROM

f. Ti€p theo, nhan C khi dudc nhdc nhd va xac nhén x6a toan bd cac partition
trén dia cirng, d€ ASR tdi tao lai cdu hinh Basic Disk.

Sau budc cau hinh Disk nay, Windows sé tu dong cai HPH, thdi gian khoang
45’,

g. Restart lai Computer va Automated System Recovery Wizard xuat hién,
click Next. Khi dugc nhdc, chén thiét bi Iuu trir ASR backup Set (chl y ban
da backup né vao HHD th(& 2, hoac CD write, Zip, USB....chon dung thiét bi)

h. verify the location of the backup set.. chon Next

i Click Finish hoan tat tién trinh phuc h6i, mat khoang 30’ nira.

ii. Khéi dong lai Computer, va log-on véi tai khoan Administrator hodc
cac tai khoan Admin khac cta ban Ilc trude. Can than dung cac cong
cu quan tri hé théng (Administrative tools) ki€m tra lai cac tai khoan
User accounts van day da, kiém tra xem Computer van |a thanh vién
domain....

iii. N&u mudn, bay gid ban cé thé phuc hodi cac dit liéu cd nhan ciia minh
v3i FullBackup.bkf da thuc hién tai budc 1

Network Information Security Vietnam.
www.Nis.com.vn

Securitytraining@Nis.com.vn


http://www.nis.com.vn/
mailto:securitytraining@Nis.com.vn

