HE DIEU HANH
WINDOWS NT

Bai 1: Téng quan vé hé diéu
hanh Windows NT



Tai li€u tham khao

* Quan tri Windows k=S

Server 2003 — NXB > 2
Hong duic Quan tri

* Quan tri mang Windows

Windows NT
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I. Thé nao la m6&t hé di€u hanh mang

1. Mang va HDH
#+L1c dau moi hé thong may tinh hoat dong
doc 1ap vOi nhau va thuc hién nhlng cong
viéc xac dinh.
»Khi do, viéc chia x€ nhUng tai nguyén hé
thong cung nhu cac thoéng tin khac dién ra rat
kho khan.

»Nhlng t0 chdc & xa nhau rat kho trao doi
thong tin truc tiép vdi nhau, dic biét la O
nhUng finh vuc: thuong mai, chinh tri quoc
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+Khi xa hoi co nhUng su phat triéen = nhu
cau lién lac va chia xe thong tin da trd nén
cUc ki cap thiét.

+Tai thoi diém do: Network Computer va
Network Operating System ra doi da danh
dau mot budc tién 16n cua con ngUdi trong
[inh vuc khoa hoc may tinh va vien thong.

=
Vizing
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+Mang may tinh gdm tai nguyén:
v'Tai nguyén mang: mdy tram, may in mang. ..
v'Cac thiét bi vién théng dung dé lién két cac tai
nguyén: cau noi, router, cong gateway, day dan...
do hé diéu hanh mang.
% Cong viéc cua hé diéu hanh mang bao gom:
v'Quan ly tai nguyén ndi bo giOng nhu mot hé didu
hanh binh thudng nhu: Hé thong file ndi bo, bd nhd
trén may tinh, ...

v'Quan ly cac tai nguyén mang nhu: hé thong file cta
cac may tram, b0 nhG chia x&, thuc thi cac trinh
Ung dung chia xé trén mang, ...
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#+Cadn cU vao vi€c truy nhap tai nguyén trén
mang ngUoi ta chia cac thuc thé trong mang
thanh hai loai chU va khéach:

v’ May khach (Client) truy nhap dudc vao tai
nguyén cUa mang,

v'"May chU (Server) 1a mdy tinh nam trén
mang va chia s€ tai nguyén cUa né vOi cac
ngUdi dung mang.
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+Cac hé diéu hanh mang thudng dugc
chia lam hai loai:
v'Hé diéu hanh mang ngang hang (Peer-to-
peer)
vHé diéu hanh mang phan biét
(Client/Server).
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. € di€u nanin mang ngang
hang

* MOi mdy tinh trén mang cé thé vUa déng
vai trd chU lan khach tUc 1a ching vUa cé
th€ st dung tai nguyén clUa mang lan chia
sé tai nguyén cUa no cho mang,

* V1du:

v'LAN tastic cUa Artisoft

v NetWare lite clla Novell

v'Windows (for Workgroup, 95, NT Client, ...)
cUa Microsoft.
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3. V6i hé diéu hanh mang phan biét

4 Céc mdy tinh dugc phan biét chU va khéch,
trong d6 mdy chU mang (Server) gill vai tro
chu va cic mdy cho ngudi si dung gilr vai
tro khach (cac tram).

+Khi c6 nhu cdu truy nhdp tai nguyén trén
mang cic tram tao ra cic yéu cau va gui
ching t&i mdy chU sau d6 mdy chu thuc
hién va gui tra 10i.
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4. il

NT
1. Lichs

UlWU fidisiil jieils VVIIEAUWO

U phat trién

* Nam 1994 :

v Cong nghé NT (New Technology) ra doi
v'Céac phién ban dau tién: Windows NT 3.1/3.5/4.0

thich

hop cho cidc may chu va cac tram lam viéc

tren mang.
* Nam 1995:

v 'Winc
Wind

ows 95 13 HPH 32 bit dau tién cla dong
ow 9X, chU yé€u danh cho c4ac mdy don

v 'Winc

05/18/12

ows 9x va Windows NT c¢6 cac diém manh:

ho trg da ngudi SD, khd ning hO tr0 mang
manbh. "



* Nam 2000:

Microsoft dua vao hOo Windows 9X va ho
Windows NT lam nén tang cho c4c phién bdn
Windows sau nay nhu :
“* Windows Me
* Windows 2000
* Windows 2002
* Windows XP
* Windows Server 2003
** Windows Server 2008, .

®

00 00 00 o0

00
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Version

Marketing Name

Editions

Release Date

NT 5.0

Professional,
Server, Ad
Server,
Datacenter

NT 5.1

Server

NT 5.2

Standard,
Enterprise,
Datacenter,
Web, Storage,
SB Server,

NT 6.0

Coamniitn Cliict
\ WAV N | I|JUII.U JTUOL
Standard,
Enterprise,
Datacenter,

Web, Storage,

(expected)

/410
1

SB Server



http://en.wikipedia.org/wiki/Windows_2000
http://en.wikipedia.org/wiki/February_17
http://en.wikipedia.org/wiki/2000
http://en.wikipedia.org/wiki/Windows_XP
http://en.wikipedia.org/wiki/Windows_Server_2003
http://en.wikipedia.org/wiki/April_24
http://en.wikipedia.org/wiki/2003
http://en.wikipedia.org/wiki/Windows_Server_2008
http://en.wikipedia.org/wiki/February_27
http://en.wikipedia.org/wiki/2008

+Windows NT c6 hai ban ma no di doéi voi
hai cach ti€ép can mang khac nhau.
Hai ban nay goi 1a Windows NT Workstation
va Windows NT server.

+V06i hé diéu hanh cla NT ta c6 thé xay dung
mang ngang hang, mang chu/khich va moi
cong cU quan tri mang.
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+Ca hai ban Windows NT Workstation va
Windows NT server cung duQc xay dung
trén co sO nhan NT chung va cic giao dién
va ca hai cung c6 nhing dac trung an toan
theo tiéu chudn C2 (Tiéu chuan ctua Trung
tdm an toan dién toan quoc gia va BO quoc
phong My).
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2. Mot so muc tiéu trong viéc thiet ke hé
oRn \ °
dieu hanh mang Windows NT
a. Kha nang tuong thich:
Windows NT co kha ning tao ra cac modi truong cho
cac trinh Ung dung dudgc viét cho cac hé diéu hanh khac
(nhu MS DOS, 0S/2, Windows 3.x), ho trd mot so hé

thong file thong dung (nhu' FAT, NTFS) va kha nang noi
ket vOi cac moi trudng mang khac hién co.

b.Tinh thuan tién:
Windows NT c6 thé chay dudc vOi cac bd vi xU ly ho tro
CISC (Complex Instruction Set Computer - co bo chi 1énh
phic hop) nhu Intel® 80386-80486, va RISC (Reduced

Instruction Set Computer-dung tap l€nh rut gon) nhu
MIPS® R4000, DEC Alpha.
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c. Tinh da xU ly:
Windows NT co thé chay trén may tinh co tU
1 dén 16 bd vi xU ly, md rong 1én nhling hé
may 16n dap Ung dudc nhlUng yéu cau rat
cao cua moi truong kinh doanh.

d. Tinh an toan
Cung cap nhUng tinh ning an toan dang tin
ciy bao gom viéc kiém soat truy cap dén tai
nguyén, bao vé bo nhd, kiém soat toan bd
qua trinh thAm nhap cua ngudi dung, tinh an
toan va kha ndng khac phuc sau su co...
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e. Kha nang xu ly chia se va phan phoi
Windows NT co kha ndng noi két voi nhiéu
moi truong mang khac ma co ho trQ nhiéu
loai giao thutc truyén théng khac nhau.

f. DO tin cay
Windows NT cung cap cO ché dam bao cac
Ung dung thi hanh m6t cach an toan, khong
vi pham dén hé thong va cac Ung dung khac.
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g. Tinh dai chung
Windows NT dé ra muc tiéu thiét ké dé co
thé Ung dung G nhiéu qudc gia, nhiéu ngon
ngu.

h. D& nang cap, mo rong
Kien trac Windows NT tiép cin theo cach
phan chia thanh cac don thé co nhiém vu xac
dinh, cung cap kha ndng nang cap, mo rong
trong tuong lai.
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III. Cau tric ca HDH Windows
NT

+Windows NT duoc thiét ké s dung cach
ti€p can theo don thé (modular).

4+ Cac b0 phan clUa Windows NT c6 thé chay
dudi hai ché d6: User mode (ngu0i st dung)
va Kernel mode (16i cUa hé diéu hanh).
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http://en.wikipedia.org/wiki/Image:Windows_2000_architecture.svg

1. Ché do Kernel mode

»Cac don thé co toan quyén truy cap dén
phan cung & dudi bao gom kha nang su
dung khong han ché cac chi thi CPU va
cac tai nguyén hé thong.. .;

»Cac don theé caa Windows NT thi hanh O

ché do nay bao gom Executive Services,

Kernel, Hardware Abstraction Layer
(HAL).
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2.

Ché do User mode

>0 ché do nay cac chuong tinh khéng truc
tiép truy cap dén phan cUng ma phai thong qua
cac don thé d Kernel mode.

»Viéc dat cac hé th6ng con (Subsystem) d che
d0 User mode giup cho cac nha thiét ke de

d
t!

ang hon trong viéc thay doi, b0 sung cac
hanh phan ma khéng lam anh hudng dén

t]

hanh phan khac & Kernel mode.

05/18/12 22



3. Céac 18p chinh cuia hé diéu hanh
WINDOWS NT SERVER

a. L6p phén ciing trutu tuong (Hardware
Astraction Layer - HAL)

> La phan CU'ng mdy tinh ma hé diéu hanh
(Kernel) c6 thé duagc ghi vao glao dién phan
cUng 3o, thay vi vao phan clng may tinh thutc
S,

> Phan 10n 16i cua hé diéu hanh sur dung HAL
d€ truy cap céc tai nguyen may tinh. Diéu nay

co nghla 1a Kernel va tat ca Cac thanh phan khac

phu thubc vao 16i c6 thé dé dang xuat (Ported)

thong qua Microsoft dén cic nén (Platform)
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b. LOp Kernel

Cung cap cac chlUc ning hé diéu hanh
cO bdn dugc s dung béi cac thanh phan
thuc thi khac. Thanh phan Kernel tuong doi
nh® va cung cap cac thanh phan cot yéu
cho nhiing chlc ning clla hé diéu hanh.
Kernel chU y€u chju trach nhiém quan ly
[uéng, quan ly pha@n cling va déng bo da
sirly.
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c. Cac thanh ph&n Executive

»Qudn 1y dOi tuong (object manager)

» B0 phan giam sat an toan (security reference
monitor)

»Qudn 1y tién trinh (process manager)

»Quan ly bd6 nhd do (virtual memory
manager)

»Thu tuc cuc bO goi ti€én ich, va quan tri
nhap/xuat (I/O Manager)

05/18/12 25



1V.CO ché quan 1y cua WIindows
NT

1. Quan ly déi turong (Object Manager)

Trong moi tru‘Ong Windows NT, cac mgéung
chia se v0i nhau cac tai nguyeén he thong bao gom bo
nho, nhlng thiét bj nhap xuat, file, bo xU 1i... dudi
su glam sat chat che cua he didu hanh thong qua mot
cO ché an toan rét dang tin cay, dam bao cac Ung
dung khong thé truy cap dén nhUng tai nguyén khong
duoc phep.

Vé mit noi bg, Windows NT xem tat ca cac tai
nguyen hé thong, bao gom ca tap tin (file) la nhing
doi tu’dng Viec tao, dat ten va huy doi tuong thong
qua mot thanh phan thuc thi thuoc Kernel mode goi
la Object Manager - trinh quan ly déi tuong.
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Ngoai ra Object Manager con co nhiém vu
bao vé doi tuong khoi xu xdm pham cua cac
doi tuong khac, giam sat ai dang sU' dung doi
tuong do va doi tuong do dang dung nhung
tai nguyén gi.

»Nhu vay, khi mot doi tuong dudc tao ra no
duoc gan tén va kem theo la nhUng thong tin
vé an toan ap dat trén doi tuong do, cac thong
tin nay dudc luu tr( trong nhUng cau truc xac
dinh va dugc gan kem vdi doi tuong do.
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Bang cach xU 1y toan bO tai nguyén nhu 1a
cac doOi tuong Windows NT cé thé thuc hién
cac phuong thUc gidng nhau nhu:

» Tao doi tuong, quan ly doi tuong

» Bao vé doi tuong

» Giam sat viéc sU dung doi tugng (Client
object)

» Gidm sat nhUng tai nguyén dugc s dung
béi mOt doi tuong.
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2. Co' ché bdo mét (SRM - Security
Reference Monitor)

»Dugc st dung dé thyc hién van dé an ninh
trong hé théng Windows NT.

»Cac yéu cau tao mOt doi tugng phai dugc
chuyén qua SRM dé quyét dinh viéc truy cap
tai nguyen dugc cho phép hay khong.

»SRM lam viéc vGi hé théng con bdo mat
trong ché do user. HE thOng con nay dugc sur
dung dé xac nhan user login vao hé théng
Windows NT.
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»DE ki€m soat viéc truy cap, moi doi tugng
Windows NT c6 mOt danh sdch truy cap
(Access Control List - ACL).

»Danh sach truy cap clla moi dobi tugng gOm
nh(ing phan t& riéng biét goi 1a Access
Control Entry (ACE).

»MO0i ACE chlra mOt SecurityID (SID: sO hiéu
an toan) cUa nguoi sU dung hoac nhom. MOt
SID 1a mOt sO bén trong s dung v&i may tinh
Windows NT m6 ta mOt nguoi sU dung hoac
mOt nhém duy nhat gilta cic mdy tinh
Windows NT.
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* Ngoai SID, ACE chlfa mOt danh sich cac
hanh dOng (Aactlon) duagc cho phép hoac bi tu
ch®i clla mOt user hodac mOt nhém nao do.

Khi nguoi sU dung dang nhap vao mang
Windows NT, sau khi viéc nhan dang thanh
cong, mot Securlty Access Token (SAT)
dugc tao cho ngu’dl dung dé. SAT chta SID
cUa ngu’dl dung va SID cUa tat ca cac nhém
ngUoi dung thuOc mang Windows NT. Sau
do SAT hoat dOng nhu mOt "passcard” (thé
chuyen) cho phién lam vi€c cUa nguoi dung
do va duQc su dung d€ ki€m tra tat ca hoat
dOng cUa nguoi dung.

05/18/12 31



Access Control List - ACL

e

Access Control Entry (ACE).

SID1

User Login

A4

Group/User
Action

User/Group
decline

ACE-SID2

\

......... ACE-SIDn




»Khi nguoi dung tham gia mang truy cap
mOt dOi tuong, Security Reference Monitor
ki€m tra b0 md td bdo mat cla dOi tuong
xem SID liét ké trong SAT c6 phu hgp véi gia
tri trong ACE khong. Néu phu hop, cic quyén
v€ an ninh dugc liét trong ACE 4p dung cho
nguoi dung do.

05/18/12
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Vi du vé danh séch truy cép

&
(Access Control List)
ACE
— "*--.\
el l T
Tén: DATESTI-TXT Cho phep Cho phép Cho phép
Mé t3 bdo mdt “¥| moiuser John Tim
| Security Deseriptor) duye doc Ege, Ghi Boe, Ghi
|___".-' ,."l
— ACL e

05/18/12

34




D V4 A A
3. Quan ly nhap/xuat (/O
Manager) :
+ S dung mét kién tric 16p cho céc trinh diéu
khién.
. M06i bd phan diéu khién trong I6p nay thuc hién
mot chuc nang dudc xac dinh ro.

» Phuong phap tiép can nay cho phép mot thanh
phan diéu khién dugdc thay thé dé dang ma
khéng &nh hudng phan con lai clia cac bd phan
diéu khién.
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Céc trinh diéu khién thiét bi theo Idp

cua I/ O Manager
I/ I¥lapager
—ache I¥lanpager
Bile Syatem

Metwork Dreivers

DeviceDriversa
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V. Céc co che béo vé dir liéu

trong Windows NT

. Cd ché bao vé di lieu cla Windows NT
ggi la fault tolera,nce, nd cho phép hé
thong kha nang tiep tuc lam viéc va bao

toan di liéu cua hé thong trong tru’dng
mot phan cda hé thong cé su co6 hdng
sai léch.
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Trong Windows NT co ché fault
tolerance bao gdm cac bi€n phap sau

* ChoOng cip dién bat thudng.

* Cung cap khd ning bdo vé hé thong dia
(fault tolerance disk subsystem).

* Cung cap khd ndng sao chép du phong
(backup) tUr bang tu.
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* Kha ning bdo vé hé thong dia cUa
Windows NT la RAID (viét tat cUa
Redundant Array of Inexpensiredisk).
Thuc chat RAID la mOt loat cac bién
phap dé bado vé hé théng dia.

Cac bién phap trong RAID duogc chia
thanh 6 mUc.
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Mutrc 0: Pay la mUc Ung vGi bién phéap chia
nhd dia (disk striping). Thuc chat n6i dung
cUa bién phap nay la phan chia d li€u thanh
khoi va sau d6 sap x€p cac khoi dir liéu theo

th(r tU trong tat cd cac dia thanh 1 mang.

Drive 1 Drive 2 Drive 3 Drive 4
Block 1 Block2 | | Bleck3 | | Block4
Block 5 Block B Block 7 Block 8
Block 9 Block 10 Block 11 Block 12

Block 13 | | Block14 | | Block 15 | | Block 16

05/18/12
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Mtrc 1: MUc nay Ung vOi bién phap disk
Mirroring, bién phap nay cho phép tao ra
2 dia gibng nhau. Néu trong qua trinh
van hanh mang mot dia c6 su co thi hé
thong st dung d{r liéu cla dia kia.

Drive 1 Drive 2
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Mdrc 2: MUc nay Ung vOi bién phap phan chia
nho dia bang cach phén chia cac file thanh céc
byte va sap x€p cac byte sang nhiéu dia. MUc
nay st dung méa suUa sai (error correcting code)
trong qua trinh phan chia dia. N6i chung bién
phap dung & mulc nay tot hon bién phap ding
trong muc 1.

Drive 1 Drive 2 ECC #6 ECC #7
Bit 1 Bit 2 Ecc 1-32 Ecc 1-32
Bit 33 Bit 34 Ecc 33-64 Ecc 33-64
Bit 65 Bit 66 Ecc 65-96 Ecc 65-96
Bit 97 Bit 98 Ecc 97-128] |Ecc 97-128

05/18/12

42



Murc 3:
Luu tr(r d&r li€u 1én cac day (strip) bang nhau

trén mOt hoac nhi€u dia vat ly

05/18/12

Drive 9

Pty 1-8

Pty 9-16

Drive 1 Drive 2 Drive 3
Bit 1 Bit 2 Bit 3
Bit 9 Bit 10 Bit 11
Bit 17 Bit 18 Bit 19
Bit 25 Bit 26 Bit 27

Pty 17-24

Pty 25-32




Mtrc 4:
L4 hai ban sao cla mOt volume don gian.
Ban ding mOt 0 dia chinh va m6t O dia

phu.

Drive 1 Drive 2 Drive 3 Drive 4 Drive 5
Block 1 Block 2 Block 3 Block 4 Pty 1-4
Block 5 Block 6 Block 7 Block 8 Pty 5-8
Block 9 Block 10 Block 11 Block 12 Pty 9-12
Block 13 Block 14 Block 15 Block 16 Pty 13-16
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Murc 5:
Tuong tU nhu volume striped nhung RAID-5
lai dung thém mOt day (strip) ghi thong tin

ki€m 10i parity.

05/18/12

Drive 1 Drive 2 Drive 3 Drive 4 Drive 5
Block 1 Block 2 Block 3 Block 4 Pty 1-4

Block 6 Block 7 Block 8 Pty 5-8 Block 5
Block 11 Block 12 Pty 9-12 Block 9 Block 10
Block 18 Pty 13-16 Block 13 Block 14 Block 15




VI. Gi6i thiéu vé hoat déng cla
Windows NT Server

Beqin Logon

N Fress Chil + &k + Delete o log on

&
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Man hinh gia nhap mang

Logon Information

Enter a uzer name and pazsword that 1z walid for this
zpztem.

Uzer name: T
EEEEWDTI:': xxxx:-::-::-:;.:l
Diormair: SALES ~

aE. I Cancel Help | Shut Do,
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