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Van ban Phap ly

T4t ca chl quyén déu dwoc giti. Khong dugc sao chép hodc phat hanh bét civ phan nao clia cudn sach nay dudi
moi hinh thirc hoac moi phwong thirc, dién t&r hay trén giéy, bao gém ca viéc sao chup, ghi lai hoac béng mét hé
théng lwu trir hodc phuc hdi thong tin, ma khong cé sy cho phép bang van ban tir mét dai dién dwoc uy quyén clia
SOFTWIN. C6 thé bao gébm ca ban bao gia van tét khi xem xét lwu y dén ngudn trich dan. Khong duoc stra déi ndi
dung dwéi moi hinh thire.

Canh bao va khéng chap nhan. San phdm nay va céc tai liéu cda san phdm duoc bao vé bang luat quyén tac gia.
Théng tin trong tai liéu nay dwoc cung cép trén co s& “nguyén si” (gitr nguyén trang thai) ma khéng can bao hanh.
Méc du vay van cé nhitng buwéc canh bao khi soan théo tai liéu nay, cac tac gia khong co trach nhiém trudc ca nhan
hodc tb chirc déi véi moi tdn that hoac hw hai tric tiép hodc gian tiép gay ra bdi thong tin néu trong tai liéu nay.

Cubn sach nay bao gdm nhirng lién két véi cac trang website clia bén th(r ba ma SOFTWIN khong kiém soat dwoc,
vi vay SOFTWIN khéng chiu trach nhiém di véi ndi dung clia trang website dwoc két néi. Néu ban truy cap mét trang
website ctia bén thi ba nhuw liét ké trong tai liéu nay, ban sé& phai tw chju trach nhiém. SOFTWIN cung c&p cac duwéng
két ndi nay véi muyc dich tét va tién ich, va viéc bao gdbm dwong két néi khong co nghia 1a SOFTWIN xac nhan hoac
chép nhan trach nhiém cho ndi dung cua trang web clia bén thi ba.

Thwong hiéu. Thuong hiéu dugc dang ky co thé xudt hién trong cuén sach nay. Moi nhan hiéu da déng ky hoac
chwa dang ky trong tai liéu nay la tai san duy nhat ctiia nhirng nguoi s& htru hgp phap va dwoc xac nhan chinh thire.
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Gidy phép ban quyén va bao hanh

Giay phép ban quyén va bdo hanh

NEU BAN KHONG DONG Y VOI NHPNG PIEU KHOAN VA DBIEU KIEN NAY THi
HAY BU’NG NEN CAl PHAN MEM. NEU BAN CHON "TOI BONG Y", "OK", "TIEP
THEO", "YES"HOAC CAI DAT VA S’ DUNG PHAN MEM BANG BAT CUY PHUONG
PHAP NAO, VO HINH CHUNG BAN BAT BUOC HOAC DA HIEU LA PHAI CHAP
NHAN MOI BIEU KIEN CUA BAN THOA THUAN NAY

Nhirng diéu kién thoa thuan nay bao trum nhirng Gidi phap va Dich vu BitDefender
cho nguwi dung ca nhan ma da cung cap ban quyén cho ban, bao ham nhirng tai liéu
lién quan va nhirng cap nhat hay nang cap clia phdn mém da duoc ban cho ban dudi
hinh thirc ban quyén hodc thoa thuan dich vu nhw da dwec dinh nghia trong tai liéu
va moi sao chép clia nhirng diéu nay.

Hop ddng cip phép 1a mot thoa thuan hop phap gitra ban (mét ca nhan hodc td chire
st dung cudi) va SOFTWIN dé dwoc st dung san phdm phan mém SOFTWIN nhw
néu & trén, bao gdm phan mém may tinh va cé thé bao gdm cac mai trwdng két hop,
cac tai liéu dwoc in va cac tai liéu "truc tuyén" hodc dién t&r (sau day goi 1a
"BitDefender"), tat ca cac hang muc nay dwoc bao hod bdi luat ban quyén My va luat
ban quyén quédc té va bao vé hiép wéc qudc té. Bang cach cai dat, sao chép hodc st
dung BitDefender, ban dong y rang budc voi cac diéu khoan clia hop dong. Néu ban
khong ddng y véi cac didu khoan cla hcrp ddéng nay, khéng dwoc cai dat hodc st
dung BitDefender; tuy nhién ban cé thé gtvi trd vé noi mua dé doi hoan tra day da
khoan tién da mua trong vong 30 ngay sau khi ban mua. C6 thé can phai xac dinh
viéc mua hang cla ban.

Néu ban khéng ddng y véi nhivng didu kién clia thod thuan, hay dirng cai va st dung
BitDefender.

Ban quyén BitDefender. BitDefender dwoc bdo vé bdi luat ban quyén va cac hiép
wée qudc té vé ban quyén, cling nhw la cac luat phap va hiép wéc khac vé sé hiru
tri tué. BitDefender dwoc clp phép va khdng dwoc ban.

CAP GIAY PHEP. SOFTWIN cép cho ban va chi riéng ban gidy phép khéng déc
quyén, khéng dwoc chuyén nhwong va chi cé thé st dung cho BitDefender.

NG DUNG PHAN MEM. Ban c6 thé cai dat va st dung BitDefender, trén bao nhiéu
may tinh ca nhan ma ban can trong gi¢i han cQa s0 may tinh ghi trén ban quyén ma
ban nhan dwoc. Ban c6 thé sao chép CD dé cét gitr.

BAN QUYEN NGU'O'1 DUNG MAY CA NHAN. Ban quyén nay &p dung cho phan mém
BitDefender dwoc cai dat trén mot may tinh duy nhét va khéng cung cAp cho viéc st
dung cho céac dich vu mang. M&i nguwoi dung co thé cai trén may ca nhan va cé thé
sao chép lai dé cét gir trén mot may phu. S6 ngwdi dung chd yéu dwoc ghi trén to
ban quyén ma ban nhan duwoc.
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DIEU KHOAN CUA GIAY PHEP: Gidy phép duoc cap bat dau vao ngay ma ban cai
dat, sao chép hay st dung BitDefender lan dau tién va chi tiép tuc str dung trén may
tinh ma BitDefender dwoc cai dat ban dau.

NANG CAP. Néu san phdm BitDefender dwoc mang nhan hiéu la nang cap, thi trwéc
d6 ban phai dwoc cip phép dé st dung mot san phdm duwoc xac dinh bédi SOFTWIN
la hop phap dé nang cap va st dung tiép BitDefender. Mot phan mém BitDefender
¢6 nhan hiéu nang cap sé thay thé hoac/va bd sung san pham ma da cé trén co s&
vé tinh hop phéap ctia ban dé co thé nang cap. Ban c6 thé str dung sén phdm dwoc
nang cap theo cac diéu khoan ctia hop ddng cip phép nay. Néu BitDefender 1a mot
ban nang cap cla mét phan géi chwong trinh phan mém ma ban cap phép nhw la
mot san pham don 18, ban c6 thé str dung va chuyén nhwong BitDefender nhw 1a mot
phan clia goi s&n pham don 1& va khong thé tach rdi dé st dung trén nhiéu hon mot
may tinh.

BAN QUYEN. Moi quyén han, tw cach va quyén lgi dbi véi BitDefender va moi ban
quyén cé lien quan dén BitDefender (bao gbm va khéng gi¢i han cac hinh anh, anh
chup, biéu trwng bay, phan hoat anh, video, audio, &m nhac, van ban ké ca chwong
trinh ¥ng dung nhd vé&i mét nhiém vu cu thé dwoc két hop trong/véi BitDefender),
cac tai liéu in dinh kém va ban sao cua BitDefender la thudc s& hiru ciia SOFTWIN.
BitDefender dwoc bao vé béi luat ban quyén va cac diéu khoan lién quan cla hiép
wée qubce té. Vi thé ban phai coi BitDefender nhw [a mét tai liéu dwo'c cap ban quyén
ngoai trr viéc ban co thé cai dat BitDefender trén mot may tinh don 1é mién 1a ban
phai gitr ban gbc chi cho cac muc dich sao lai hodc niém cét. Ban khong thé sao chép
céc tai liéu in dwoc dinh kém BitDefender. Ban phai soan thao va bao gdm cac théng
bao vé& ban quyén trong mét mau géc cac ban sao duoc thiét 1ap trong bat ké& moi
trwdng hodc hinh thirc nao ma & dé BitDefender ton tai. Ban khéng dwoc phép cap
phép tiép, cho thué lai, ban ho&c cho thué BitDefender. Ban khong duwoc déo 16n trinh
tw k§ thuat, bién tap lai, thao roi, tao cac cdng viéc phat sinh, stra ddi, dich thuat hodc
im cach phat hién ma ngudn cla BitDefender.

GIOI HAN BAO HANH. SOFTWIN béo dam rang moi truong trong d6 BitDefender
dwoc phan phdi khong bi sai héng trong thoi glan 30 ngay ké tiy ngay ban giao
BitDefender cho ban. SOFTWIN Ia ngwdi duy nhét c6 thé va duoc quyén sira chua
nhi*ng san phdm duoc giao, trong pham vi cé thé, thay thé phuwong tién bi hédng néu
xay ra hodc hoan tra lai tién ma ban da thanh toan cho BitDefender. SOFTWIN khéng
dam bao réng BitDefender sé& khong bi gian doan hoéc khéng c¢6 16i hodc cac 16i sé
dwoc hiéu chinh ngay lap trc. SOFTWIN khéng d&m bao rang BitDefender sé& dap
¢ng moi yéu cau ctia ban. SOFTWIN KHONG CHAP NHAN MQI BAO HANH KHAC
CHO BITDEFENDER, DU'QC BIEU DAT HOAC NGAM BINH. BAO HANH NEU TREN
LA RIENG BIET VA THAY THE CHO MOI BIEU KIEN BAO HANH KHAC PUQOC
BIEU DAT HOAC NGAM BINH, BAO GOM CAC BAO DAM NGAM DINH VE KHA
NANG BAN HANG, THICH HOP CHO MOT MUC DiCH BAC BIET, HOAC KHONG
VI PHAM. CHINH SACH BAO HANH NAY TAO CHO BAN CAC QUYEN LQI HOP
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PHAP. BAN CO THE CO CAC QUYEN LOI KHAC THAY BOI TU QUOC GIA NAY
SANG QUOC GIA KHAC.

NGOAINHING DIEU NOI RO TRONG BAN THOA THUAN NAY, SOFTWIN KHONG
CHAP NHAN BAT KY MOT BAO HANH NAO KHAC, RO RANG HAY NGU Y, VOI
SU TON TRONG SAN PHAM, NANG CAP, BAO TRi HOAC HO TRO LIEN QUAN
HAY NH(PNG TAI LIEU KHAC (HO’U HINH HOAC VO HINH) HOAC NHU’NG DICH
VU DUO'C CUNG CAP. SOFTWIN KHANG BINH TU NAY TU CHOI MOI BAO BDAM
VA DIEU KIEN LIEN BOI, BAO GOM, NHUNG KHONG CHI, NHI’NG BAO HANH
LIEN BO1DOI VOI NHI’NG NHA KINH DOANH, NHOPNG NHU CAU CA NHAN, TO
CHUC, CHUC VU, CO HAY KHONG LIEN QUAN, BO CHINH XAC CUA SO LIEU,
CHUAN XAC CUA NOI DUNG DU LIEU, HE THONG TiCH HOP, SU BAT KHA XAM
PHAM KHI LOC THONG TIN, NGUNG SAN PHAM, HOAC XOA NHNG PHAN
MEM CUA BEN THU BA, GIAN BIEP, PHAN MEM QUANG CAO, COOKIE, E-MAIL,
TAI LIEU VAN BAN, QUANG CAO HOAC TUONG TU, CHO DU NO CO THE PEN
TU CHINH THE, LUAT PHAP, TRUYEN THONG, HAI QUAN HAY KINH DOANH.

TU CHOI CHAP NHAN THIET HAI. BAt cir ngudi nao st dung, kidm tra hodc danh
gia BitDefender déu phai chiu moi rti ro déi v&i chat lwgng va qua trinh thue hién cla
BitDefender. Trong moi trwong hop, SOFTWIN khéng chiu trach nhiém cho moi tdn
that dwdi moi hinh thirc, bao gdm va khéng gidi han cac thiét hai trwc tiép hodc gian
tiép phat sinh ngoai viéc st dung, thuc hién hodc giao phan mém BitDefender, tham
chi nédu SOFTWIN da dwoc théng bao vé kha nang cla cac tén that d6. MOT VAI
QUOC GIA KHONG CHO PHEP GIOT HAN HOAC LOAI TRU TRACH NHIEM BOI
VOl CAC THIET HAI NGAU NHIEN HOAC CAC THIET HAI SAU NAY, Vi THE CAC
GIOI HAN HOAC NGOAI LE TREN KHONG AP DUNG CHO BAN. TRONG MOI
TRUONG HOP TRACH NHIEM CUA SOFTWIN SE KHONG VUOT QUA GIA MUA
DO BAN THANH TOAN CHO SAN PHAM PHAN MEM BITDEFENDER. Tt chéi trach
nhiém va cac gi&i han néu trén sé dwoc ap dung bat ké ban cé chép nhan hoac st
dung, danh gia hoéc kiém tra BitDefender hay khong.

THONG BAO QUAN TRONG CHO NGUO'l DUNG. THONG BAO QUAN TRONG
DOIVOINHING NGUO'I S DUNG. PHAN MEM NAY KHONG DA NANG BE CHIU
MOI LOI VA KHONG BUQC THIET KE BE S DUNG TRONG MOI MOI TRUONG
NGUY HIEM CAN THU'C HIEN HOAC BIEU HANH AN TOAN KHI cO LOI. PHAN
MEM NAY KHONG DE S DUNG TRONG CAC HOAT BONG CUA NGANH HANG
KHONG, CAC PHUONG TIEN HAT NHAN HOAC CAC HE THONG TRUYEN THONG,
CAC HE THONG VU KHi, CAC HE THONG HO TRO' NHAN SINH TRUC TIEP HOAC
GIAN TIEP, KIEM SOAT KHONG LUU HOAC CAC NG DUNG HAY CAI BAT MA
LOICO THE DAN BPEN T VONG, THUYONG VONG NGHIEM TRONG HOAC THIET
HAI VE TAI SAN.

TONG QUAN. Thoa thuén nay sé& dwoc chi phoi boi Luat phap Romania va cac qui
dinh va hiép wéc vé ban quyén quoc té. Chi cé nhirng co quan luat phap ciia Romania
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m&i co quyén phan xt véi nhivng van d& mau thuan xay ra ngoai nhivng didu kién
cua Ban Thoa thuan nay.

Gia ca, gia thanh va phi s dung BitDefender cé thé dwoc thay ddi ma khéng can
phai bao trwdc cho ban.

Trong trudng hop bat ky mét diéu khoadn nao clia ban Thoa thuan nay khéng con céd
gia tri, diéu do s& khéng &nh hwéng dén tinh hiéu lwc cla cac diéu khodn con lai cta
ban thoa thuan.

BitDefender va bidu twong cta BitDefender la nhan hiéu da dwoc dang ky cla
SOFTWIN. Moi nhan hiéu khac la s& hiru clia nhirng ngwdi cht s& hiru hop phap
clia chung.

Ban quyén co thé bi huy ngay lap ttrc ma khong can phai bao trwéc néu nhuw ban vi
pham bat ky diéu kién nao trong ban nay. Ban ciing sé khéng nhan dwoc bat ct tién
tra lai nao t» SOFTWIN hodc nhirng nha phan phéi BitDefender vé viéc nay. Nhirng
didu kién lien quan dén viéc bao tin va han ché st dung van con hiéu luc ké ca sau
khi cat ban quyén.

SOFTWIN c6 thé xem xét lai nhixng Diéu kién nay bat c( Iiic nao va nhirng thay déi
nay sé dwoc ap dung ngay lap tirc dé phu hop véi tirng phién ban phdn mém duoc
phan phéi dé& phu hop véi nhivng didu kién thue tién mai. Néu bat ky diém nao trong
thoa thuan nay dwoc bd qua va mét hiéu lwc, né sé khéng con gia tri con nhivng diéu
con lai khac van con gia tri va co hiéu lyc.

Trong trwdng hop khong twong ddng gitra ban dich clia ban Thoa thuan nay sang
tiéng khac, ban Tiéng Anh dwoc SOFTWIN cung cép la ban chiém wu thé.

Lién hé v&i SOFTWIN, at 5, Fabrica de Glucoza street, 72322-Sector 2, Bucharest,
Romania, or at Tel No: 40-21-2330780 or Fax:40-21-2330763, dia chi e-mail:
<office@bitdefender.com>. Va dia chi e-mail dai dién tai Viét Nam:
<sales@bitdefender.com.vn>.
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Loi noi dau

L& ndi dau

Séach hwéng dan nay danh cho tat ca nhitng ngudi str dung da lwa chon BitDefender
Antivirus 10 nhw la mét gidi phap an ninh cho cac may tinh ca nhan ctia ho. Cac
thong tin thé hién trong cudn sach nay 1a thich hop khong nhirng déi véi nhirng ngudi
théng hiéu v& may tinh, ma con thich hop véi moi nguwdi ¢ kha ndng lam viéc trong
mai tredng Windows va co thé truy cap duoc.

Cubn sach nay miéu ta BitDefender Antivirus v10, cong ty va nhdm thiét ké da xay
dwng lén phdn mém nay sé& hwéng dan ban trong subt qua trinh cai dat, hwéng dan
ban cach Iap ciu hinh cho phan mém. Ban sé& nhan biét cach s dung BitDefender
Antivirus v10, cap nhat, kiém tra va ca nhan hoa phan mém. Ban sé biét dwoc nhivng
diéu tét nhéat tir BitDefender.

Chung t6i chuc ban c6 mot bai gidang hiru ich va ly tha.

1. Céc qui wée st dung trong cudn sach nay

1.1. Cac qui wéc vé nghé thuat in

M6t vai thé loai van ban dwoc st dung trong cudn sach dé nang cao kha ndng dé
doc. Pham vi va y nghia cla cac thé loai nay duwoc thé hién trong bang duéi day.

Thé hién Miéu ta

sample syntax Céac mau cu phap dwoc in v&i cac ky tu cach
don.

http://www.bitdefender.com Cac lién két URL dang chi t&i mot sb vi tri bén
ngoai, trén cac may chu http hoac ftp

<support@bitdefender.com> Cac thong diég email dwgc chéen vao van ban
dé thong bao vé cac dia chi lién hé.

“L&i n6i dau” (p. xiii) Day 1a mot lién két bén trong, hwéng vé mot sé
vi tri bén trong van ban.

filename Tép va thw muc dwece in st dung cac font ch
don cach.

option TAt ca cac Iwa chon san phdm dwoc in st dung

cac ky tw manh.

Danh sach ma hoa dwoc in v&i cac ky tu don

sample code listing e
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Thé hién Miéu ta

1.2. L&i nhac nhé

Nhirng 16 nhac nhé la cac théng bao bang van ban, dwoc bidu thi sinh dong, thu hut
sy chu y cla ban véi cac thong tin bd sung co lién quan dén doan hién tai.

Ghi chu

Thong bao chi la mét quan sat ngén. Mé&c du ban c6 thé bd qua nhung nhirng théng
béo nay van co thé cung cép nhiing thong tin co gia tri nhu mot dac diém cu thé hoac
mo&t moi lién hé véi mot de tai co lién quan nao do.

Quan trong
@ Phan nay dodi héi ban phai chu y, ban khéng nén bd qua. Théng thudng, né cung cap
nhirng thdng tin khdng phai la quan trong nhung ciing dang dé xem xét.

Canh bao

O Day la théng tin quan trong ma ban can xt ly v&i sw chi y cao. S& khong co gi xau xay
ra néu ban 1am theo cac chi dan. Ban can doc va hiéu né bdi vi né md ta mot van dé
gi do6 chira nguy co rat cao.

2. CAu truc ctia cudn sach

Cubn sach bao gébm 07 phan, chira cac dé tai chinh: Vé BitDefender, Lap d&t San
pham, Miéu ta va cac diém d&c trwng, Ban Quan ly, Cac thyc hanh tét nhat, CD Hbi
phuc BitDefender (Rescue) va Nhan Tro gilip. Hon nira c6 mét cudn sach chi giai
dwoc cung cap dé lam ré mot sé thuat ngiy k§ thuat.

N6i vé BitDefender. Gidi thiéu tém tat v& BitDefender. N6 giai thich BitDefender va
SOFTWIN Ia gi.

Cai dit san pham. Cac chi dan tirng buwéc dé cai dat BitDefender vao tram coéng
tac. Pay la hwéng dan toan dién vé cach cai dit BitDefender Antivirus v10. Bat dau
béng nhitng diéu kién tién quyét dé cai dat thanh cong, ban sé& dwoc chi dan trong
subt qua trinh cai d&t. Cudi ciing thi tuc d& bé dwoc miéu ta trong trwong hop ban
ban can phai d& bé phan cai dat BitDefender.

Miéu ta va cac dic trwng. BitDefender Antivirus v10, cac diém dac trwng va cac
module clia san pham dwoc gidi thiéu véi ban.

Ban Quan ly. M6 ta cac hoat dong quan ly va bao dwéng c6 ban cho BitDefender.
Cac chwong giai thich chi tiét tht ca cac phwong an cla BitDefender Antivirus v10,
dang ky san phdm nhuw thé nao, quét may tinh ctia ban nhw thé nao va nang cép cac
hang muc ra sao. Ban dwoc chi dan cach cau hinh va st dung tat ca cac module cla
BitDefender.
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Cac thwe hanh t6t nhat. Lam theo cac chi dan nay dé khai thac tét nhat san pham
BitDefender.

Pia CD Héi phuc BitDfender. Miéu ta dia CD Hbi phuc BitDefender. N6 gitp hiéu
va ndm cach s dung cac dac diém do dia CD nay cung cap.

Nhan tro’ gitp. Xem va yéu cau tro gitip & dau khi cé gi bat binh thworng xuét hién.

S6 tay thuat ngir. Cudn sb nay giai thich cac thuat ngir ky thuat va khéng théng
dung ma ban gap phai & cac trang trong tai liéu nay.

3. Xin y kién déng gop

Xin ban hay gitp ching t6i cai thién cuén sach nay. Chung t6i d& thtr nghiém va xac
minh tAt ca cac thong tin trong kha néng cia minh. Xin hdy gl thu va cho ching toi
biét cac thiéu sét ban phat hién dwoc trong cudn sach nay va theo ban, 1am cach nao
dé cai thién chiing dé chuing tdi c6 thé cung c&p cho ban cudn sach tét nhat co thé.

Cho chung t6i biét béng cach glri e-mail dén <documentation@bitdefender.com>.
Quan trong

Xin hay viét tit ca cac thw tir lién quan dén tai liéu bang tiéng Anh @& ching téi c6 thé
xtr ly chung mot cach cé hiéu qua.
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Noi vé BitDefender

1. Téng quan

1.1.

BitDefender™ cung cép céac giai phap an ninh thod man tat c& cac yéu cau bao vé
clia méi trwéng may tinh hién nay, dwa ra phwong phap quan ly cac mbi de doa mot
cach co hiéu qua cho hon 41 triéu may tinh ca nhan va ctia cac cong ty tai hon 200
quéc gia trén thé gioi.

« Céc déc diém chdng virus, twong Itva, chdng gian diép, chdng thw rac va kiém soat
tré em cac may tinh ctia cac cong ty va cac ca nhan;

+ Loat san phdm cua BitDefender dwoc thiét ké dé hoat dong trong cac cAu tric cong
nghé thong tin phirc tap (cac may tram, file servers, email servers va gateway), trén
cac nén Windows, Linux va FreeBSD;

+ Phan bd trén toan thé gidi, sdn phdm c6 sén trén 18 ngdn ngi;

+ D& sir dung, v&i mot thuat s (wizard) cai d&t hwéng dan ngudi st dung trong sudt
qua trinh cai dat va chi dat mét vai cau hai;

+ Céc san phdm dwoc cap chirng chi Quéc té: Virus Bulletin, ICSA Labs, Checkmark,
IST Prize, v.v...;

» Cham soc khach hang rpoi luc — Po6i cham soéc khach hang ludn cé mat méi ngay
24 gi¢’ va 7 ngay mét tuan;

+ Thoi gian dap ng nhanh vé&i cac cude tAn cong may tinh mai;
« Tilé phat hién cao nhét;

» Céap nhat hang gi¢ trén Internet nhirng chi ky cua virus ma&i - Tw dong hay quét
theo thoi gian bidu d& bao vé chéng lai cac virus méi nhét.

Tai sao lai la BitDefender?

D3 dwoc chirng minh. Nha san xuat cac phan mém chéng virus cé phan rng
nhanh nhat. Sy phan (rng nhanh cta BitDefender trong truéng hop c6é dich virus
may tinh da dwoc khang dinh, bat d&u véi sy bung nd gan day ciia cac loai virus nhu
CodeRed, Nimda and Sircam, cting nhw Badtrans.B va cac ma nguy hiém va cé kha
nang lay lan nhanh khac. BitDefenderla san pham dau tién cung cap cac phwong tién
chéng lai cac ma nay va lam cho chung hoat déng tw do trén Internet cho tat ca cac
déi twong nhiém bénh. Hién nay, véi su tiép tuc lay lan cla virus Klez - trong nhiéu
phién ban khac nhau thi viéc bao vé chéng virus tré nén mét nhu cau cép thiét déi
v&i bat cir mot hé théng may tinh nao.

Sang kién. Pwoc giai thwong Sang tao ctia Hoi déng chau Au va EuroCase.
BitDefender dwoc cong bd 1a san pham doat giai European IST-Prize, cia Cong ddng
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chau Au va cla dai dién 18 vién hang 1am & chau Au. Hién nay 1a ndm the 18,
European IST Prize Ia giai thuwdng cho cac san phdm mang tinh dot pha dai dién cho
nhirng sang kién tot nhat cta chau Au vé cong nghé thong tin.

Toan dién. Bao quat tirng diém mét trong mang céng tac cta ban, bao dam an
ninh tuyét déi. Cac giai phap an ninh cua BitDefender cho méi trwdng cdng ty thoa
man cac yéu cau bdo vé cla mdi trwéng may tinh hién nay, né gidp quan Iy tatc ca
cac méi hiém hé phirc tap, de doa mang, tir mét khu vire ndi bé nhé cho dén céac
mang dién rong da may chi va da nén.

Vé si cudi cung cta ban. Tién don cubi ciing bao vé hé théng may tinh cta ban
khoi moi hiém hoa. Do viéc phat hién virus dwa trén cac phan tich ma khong phai
lGic nao ciing cho cac két qua tét, BitDefender da thuc hién viéc bdo vé dwa trén hanh
vi, @@m bao an ninh chdng lai cac malware méi sinh ra.

C6 cac chi phi cac td chirc mudn tranh va cac san pham an ninh nao dwoc thiét ké
dé phong tranh:

+ Sau bo tan coéng

+ MAét lién lac do cac email bj nhiém.

* Huw hai E-mail

« Téy rra va khéi phuc cac hé théng

+ Nguoi st dung cudi cung bi mét nang suét lao ddng do thiéu cac hé théng

« Viéc truy cap clia hacker va cac déi twong khong duwoc phép tao ra hw héng

Mét sb hanh dong ddng thdi cac tién trién va loi ich c6 thé dat dwoc béng viéc sty
dung bd san phdm an ninh ctia BitDefender:

+ Tang cwdng kha nang ctia mang béng cach ngan chan sy lay lan clia cdc ma nguy
hiém (Vi du nhw Nimda, Trojan horses, DDoS).

« Bai vé nhitng nguoi st dung tir xa khdi bi tn cong.

+ Giam céc chi phi hanh chinh va trién khai nhanh cac kha néng quan ly doanh nghiép
béng BitDefender.

+ Ngén chén sy lay lan cta cac phan mém x&u qua e-mail, st dung chwong trinh
bao vé email cuia BitDefender ngay tai cdng vao cuia cong ty. Ngan chan tam thoi
ho&c thuweng xuyén cac két néi (rng dung trai phép, dat tién hodc cé nguy co tn
thwong cao.

1.2.Vé SOFTWIN

Ra doi vao nam 1990, doat giai thuwdng IST nam 2002, SOF:I'WIN hién lai dwoc coi
la nha cdng nghé hang dau ctia cdng nghiép phan mém Déng Au véi mirc ting trudng
hang nam dat trén 50 % trong nam nam tré lai day va dat 70% doanh thu tir xuét
khau.
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V&i mot ddi ngl gdm hon 800 nhan vién cé chuyén mén cao, va quan ly hon 10000
dv an tr trvdc toi nay, SOFTWIN tép trung vao viéc cung cap céac giai phap phan
mém va cac dich vu phtrc tap, gilp cac cong ty dang phat trién nhanh giai quyét cac
thach thirc co ban trong kinh doanh va khai thac cac co hdi kinh doanh méi. Qua
trinh phat trién ctiia SOFTWIN dwoc cip chivrng chi ISO 9001.

Do hoat dong trén hau hét céc thi truong cong nghé thong tin clia Hoa Ky va Lién
minh chau Au, SOFTWIN phat trién trén 4 interlinked tuyén kinh doanh s:

« eContent Solutions

» BitDefender

* Business Information Solutions

» Customer Relationship Management

SOFTWIN c6 cac van phong chi nhanh tai Birc, Tay Ban Nha, Anh Quéc va Hoa
Ky .


http://www.econtent-solutions.com/
http://www.bitdefender.com
http://www.softwin.ro
http://www.softwincrm.ro/eng/

BitDefender Antivirus v10




Cai d&t san pham o

Cai dat san pham



BitDefender Antivirus v10

Cai dat san pham




Cai d&t san pham

2. Cai dat BitDefender Antivirus v10

2.1.

Phan BitDefender Antivirus v10 Cai dat clta hwdng dan s dung nay bao gébm
nhirng dé tai sau:

+ Céc yéu ciu vé hé théng

* Cac buwoc Cai dat

« Thuat si cai dat dau tién

- Nang cép

« D& bd, Stra chiva hodc thay déi cac chirc ndng cua BitDefender

Céac yéu cau clia Hé thdng

Dé dam bao cho s&n pham hoat déng tét, trwdc khi lap d&t can xac nhan rang nhivng
doi hai vé hé théng sau day phai dwoc dap tng:

» Pentium Il 350 MHz hoac b6 xt ly cao hon

« Bo nhé RAM téi thiéu 1a 128 MB (khuyén céo nén str dung 256 MB )
« Dfa ctrng phai c6 dung lwong téi thiéu 1a 60 MB

* Moi trwdng hoat dong: Windows 98/NT-SP6/Me/2000/XP IE 5.5 (+)

BitDefender Antivirus v10 c¢ thé tai xubng dé danh gia tiv http://www.bitdefender.com
website cho cdng ty SOFTWIN danh cho anh ninh di liéu.

2.2. Cac budce cai dat

Binh vj file cai d&t va nh&p dup chudt. S& co cdm nang hwéng dan ban trong subt qua
trinh cai dat


http://www.bitdefender.com
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Cac bwérc cai dat

1. Nhap chuét vao Tiép theo dé tiép tuc hodc nhap vao Huy bé néu ban mubn thoat
khdi chwong trinh cai dat.

2. Nhép chuét vao Tiép theot dé tiép tuc hodc nhap vao Quay lai dé tré vé budc
dau tién.

3. BitDefender Antivirus 10 s& canh bao cho ban néu cé cac san phdm chéng virus
khac dwoc cai dat trong may tinh cta ban.

Canh bao

D Xin khuyén cdo réng tét nhat ban khéng nén cai dat bat civ chwong trinh tim va diét
virus nao khac trwdc khi cai dat BitDefender. Chay hai hodc nhiéu hon chwong trinh
diét virus cling moét ltc sé lam cho hé théng khong thé st dung duorc.

Nhép chutt quay lai dé tré vé budc trudc d6 hodc Huy bél dé thoat khoi chuong
trinh cai dat. Neu ban mudn tiep tuc, nhap vao Tiep theo.
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Ghi chu
Néu nhw BitDefender Antivirus v10 khdng phat hién ra cac san pham chdng virus
khac ttrong may tinh clia ban, ban sé bd qua bwéc nay.

4. Xin hdy doc Thoa thuan cp phép, chon Téi chap nhan cac diéu khoan trong

thoa thuan va nhép vao Sau dé. Néu ban khéng déng y véi cac diéu khoan nay,
hay nhép vao Huy bé. Qua trinh cai dat sé chdm dut va ban co thé thoat khoi
chwong trinh cai dat.

. Ban c6 thé chon loai cai dat ban mudn: Loai dién hinh, loai théng dung hoéc loai
hoan thién.
Dién hinh
Chuong trinh s& duoc cai dat voi cac phuong an pho bién nhat. Bay la phuong
an dwoc khuyén céo cho dai da s6 nguwdi st dung.

Théng dung
Ban c6 thé Iwa chon cac hop phan ma ban muén cai dat. Chi khuyén cao cho
nhirng ngwoi str dung cé trinh d6 cao.

Hoan thién
D& 1ap dat hoan thién san pham. TAt ca cac module clia All BitDefender sé&
dwoc cai dat.

Néu ban chon Bién hinh ho&c Hoan thién, ban sé& cé qua buéc 6.

. Néu ban da chon Tuy chon, mot cra sb sé& xuét hién chira tat ca cac hO’p phan
duoc liét ké clta BitDefender dé ban co thé chon nhitng phdn ma ban muén cai
dat.

Néu ban nhép vao tén clia bat ctr hop phan nao, s& cé mét moé ta van tét (bao goém

ca dung lwong téi thiéu clia dia cirng) s& xuat hién phia tay phai ctia ban. Néu ban

nhép vao bét c biéu twong nao clia hop phan, mét cira sb sé& xuét hién khi ban

chon phwong an cai dat hoac khéng cai dat module dwgc chon lwa.

Ban c6 thé chon thw muc noi ban muén cai d&t san pham. Thu muc méc dinh [a

C:\Program Files\Softwin\BitDefender 10.

Néu ban muén chon thw muc khac nhap chuét vao Browse va trén clra s6 mo,

hay chon thw muc ma ban mudn cai dat BitDefender Antivirus v10. Nhap vao Tiep

theo.

. Ban c6 hai phwong an lwa chon mac dinh:

+ Mé& readme file - d& mé& tap tin readme vao thoi diém cubi khi lap dat.

+ " Dat mot dwong tat trén man hinh nén - Bé dat dwong tat cho BitDefender
Antivirus v10 trén man hinh nén cla ban vao cudi thoi gian cai dat.

Nhap vao Cai dit dé& bat dau cai d&t san pham.

1
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Quan trong

Trong qua trinh cai d&t s& cd mot wizard xuat hién. C&m nang (wizard ) nay gitp
ban d&ng ky BitDefender Antivirus v10, tao ra moét tai khoan BitDefender va lap
dat BitDefender dé thwc hién cac nhiém vu an ninh quan trong.

Hay hoan tat qua trinh dwgc cAm nang hwéng dan dé chuyén sang cac buéc tiép
theo.

8. Nhap chuét vao Finish dé hoan tét viéc Iap dat san pham. Néu ban chap nhan Iap
dat mac dinh cho dwong dan lap dat thi mét thuw muc co tén goi la softwin dwoc
tao ra trong Program Files va no chira dwng thw muc phu BitbDefender 10.

Ghi chu
Ban c6 thé duwoc yéu cau khéi dong lai hé thbng dé wizard cai dat cé thé hoan tat
qua trinh lap dat.

2.3. Wizard cai dat dau tién

Trong qua trinh cai d&t, mot wizard s& xuét hién. Wizard nay giup ban dang ky
BitDefender Antivirus v10, tao ra mét tai khoan BitDefender va giao cho BitDefender
thwe hién cac nhiém vu an ninh quan trong.

Khong bat budc phai két thiic wizard ndy song chiing tdi khuyé&n cdo ban nén lam nhu
vay dé tiét kiém thoi gian va dam bao cho hé théng cla ban an toan tham chi la truvédc
khi BitDefender Antivirus v10 dwoc cai dat.

12



2.3.1. Bwdre 1/8 - Thuat si cai dat BitDefender lan dau

BitDefender Initial Setup Wizard

wWelcome to the BitDefender Initial Setup Wizard.

This wizard will helpp you register your product and activate your BitDefender
accourt, It will also update BitDefender, scan your system and help you set up
& scanning schedule.

Click 'Nesxt' to continue the Wizard Q

|

Ctra s6 chao doén

Nhéap chuét vao Next.

2.3.2. Buwdce 2/8 - Bang ky BitDefender Antivirus v10

Registration

This is @ trial version of BtDefender Antivirus v10. If you wish to evalute
the product, pleasse check "Continue evaluating the product”. If you wart to
register the product, please check "Register the product” and fil in your
license key. You can find it on:

- Produict registration card

- CD-ROM label

- Online purchase e-mail
If you don't have & serial number, please contact us &t
sales@bitdefender.com,

@ continue evaluating the product
O Register the product.

Click 'Next' to continue the Wizard Q

Dang ky

Chon Dang ky san phamdé dang ky BitDefender Antivirus v10. Danh chia khoa
cua giay phép vao Enter new key field.

Dé tiép tuc danh gia san phadm, chonTiép tuc danh gia san pham.
Nhap chuét vao Next.

13
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2.3.3. Buwde 3/8 - Tao mot tai khoan BitDefender

Register the Product

Please erter & valid

*V'ou need to create an account to have access to BitDefender technical e-mail address. A

support and other personalized BitDefender services. If you alresdy have & confirmation message

BitDefender accourt please fill in the data required. If you do not have a will be sert ta the

BitDefender account, please fil in your e-mail address and a password address you have
provided

Forgot your password?

O skip this step
Click 'Wext'to continus or ‘Cancel to exit the Wizard

[ <gook || mwem= || concel \|

Thiét lap tai khoan

Tbi khéng co tai khoan BitDefender
D& hwéng héd tro ki thuat mién phi ctia BitDefender va cac dich vu mién phi khac ban
phai thiét 1ap mét tai khoan.
Danh dia chi email dang con hiéu Iyc vao E-mail field. Nhd mat ma va danh vao

Password field. Khéng dinh mat ma vao Banh lai mat ma field. S dung mat ma va
dia chi email dé ndi vao tai khodn clia ban &http://myaccount.bitdefender.com.

Ghi chu

Mat ma phai c6 it nhat bén ky tw.

Dé thiét 1ap thanh cong mot tai khoan, dau tién ban phai kich hoat dia chi email ctia
ban. Kiém tra dia chi email cla ban va lam theo céc chi dan trong email do dich vu
dang ky BitDefender gtri dén cho ban.

Quan trong
@ Xin hay kich hoat dia chi email trwéc khi chuyén sang cac buéc tiép theo.

Néu ban khéng mudn tao ra moét tai khoan BitDefender, ban chi can chon Bé qua
bwéc nay. Ban ciing sé bd qua budc tiép theo clia cdm nang hwéng dan (wizard).

Click Next to continue or Cancel to exit the wizard.
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To6i da co tai khoan BitDefender

Néu ban da c6 mét tai khoan dang hoat doéng, hay cung cap dia chi email va mat khau
tai khodn cia ban. Néu ban cung cdp mat ma sai, ban sé duoc chi dan cach danh lai
khi ban nhap chudt vao Tiép theot. Nhdp Ok dé enter lai mat ma hodc Cancel dé
thoat wizard.

Néu ban quén mat khau, nhap Ban quén mat khau? va lam theo cac hudng dan.

Click Next to continue or Cancel to exit the wizard.

2.3.4. Budc 4/8 - Vao cac chi tiét tai khoan

Configure My Account

Pleass fil in the account information. The data you provide here wil be kept
contidertial. If you alrady had an accourt, the wizard wil display the
information you provided when you first crasted ft

Click ‘Wext' to continue or ‘Cancel to exit the Wizard, Q

<Back || mext- || cancel \|

Cac chi tiét Tai khoan

Ghi chu
Ban sé khong di qua dwoc budc nay ndu ban chon Bé qua bwéc nay & budc thiy ba.

Dién ho va tén cla ban va chon tén dat nwéc ban dang cuw tra.

Néu ban da co mot tai khoan, wizard sé& hién thi cac thong tin ban da cung cép trudc
day néu co. Tai day, ban co thé stra cac thong tin néu nhw ban muon.

Quan trong
Cac di¥ liéu ban da cung cap sé dwoc gitk bi mat.

Click Next to continue or Cancel to exit the wizard.
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2.3.5. Budc 5/8 - Céac thong tin vé RTVR

The Real Time ‘irus Reporting and the Outireak Detection modules report the
name of your country, the virus names, the numbers of viruses found and files
scanned and the information shout the running processes to BtDefender labs.
The report contains no idertifiable persanal information. The worldwide Virus
Ma, wwhich you can see at hitp: v hitdefender com is compiled using this
datar

Should you wish to de-activate this module, you can do so, after instaling by
unchecking the options "Send virus reports and "Enahle BitDefender Outhreak
Detection” from the section General = Settings.

Click 'Mext' to cortinue or 'Cancel to exit the Wizard

[ <gook || mwem= || concel \|

Cac thong tin vé RTVR

Click Next to continue or Cancel to exit the wizard.

2.3.6. Bwdc 6/8 - Chon Nhiém vu can phai lam

Select Tasks

It is recommended

W recommend to Lpdete BitDefender and run & system scan before you that you update the
cortinue. This wil ensure that your system is protected right from the product and run &
beginning. system scan bafore

you continue. This will
ensurs that your
system is protected
vight from the

Run & cuick system scan (may require reboot) beginning

Uptlats the BitDefendsr snginss (may reguirs reboot)

Run a full system scan every day ot 2 AM

Click 'Mext' to cortinue or 'Cancel to exit the Wizard

[ <gook || mwem= || concel \|

Chon Nhiém vu

Giao cho BitDefender Antivirus v10 thwc hién cac nhiém vy quan trong la dam bao
an ninh cho hé thong cua ban.

Co6 nhirng Iwa chon sau:



+ Nang cép BitDefender Antivirus v10 engines (c6 thé can phai kh&i dong lai)
- Trong buéece tiep theo, mot hoat ddng nang cap BitDefender Antivirus v10 engines
sé dwoc thwe hién dé& bao vé may tinh ctia ban khoi nhitng méi de doa méi nhét.

+ Quét nhanh hé théng (c6 thé can phai kh&i dong lai) - trong budc tiép theo, mot
doéng tac quét nhanh hé théng sé dwoc van hanh dé sao cho BitDefender Antivirus
v10 c6 thé ddm bao réng cac tap tin cGa ban tir cac thw mucwindows and Program
Fileskhodng bi nhiém virus.

* Van hanh viéc quét toe‘,m bé hé théng hang ngay vao ltc 2 gior sang - Van hanh
viéc quét toan bo hé thong hang ngay vao luc 2 gio sang.

Quan trong
Chuing t6i khuyén céo ban nén tao kha nang cho cac phwong an nay, trudc khi chuyén
sang buéc tiép theo d& dam bao an toan cho hé théng cla ban.

Néu ban chi chon giai phap cudi ciing ho&c khéng chon gidi phap nao ca, ban sé bo
qua buwéc tiep theo.

Ban co thé thay dbi bt civ nhirng gi ban muén bang cach quay lai cac buoc trede
day(nhap chuot vao Back). Sau do, sé khong thé quay lai qua trinh nay dwogc niva:
Néu ban mubn tiép tuc thi ban khéng thé quay lai cac budc trudc day duwgc niva.

Click Next to continue or Cancel to exit the wizard.
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2.3.7. Buwdc 7/8 - Hay doii dé cac nhiém vu dwoc hoan
tat

BitDefender Update

BitDefender Update
Download status:

Mo update availakle

File: 0% OKb
I ]

Total update: 100 % 0 kh

The Quick system scan has been started.

A full system scan has been scheduled to run every day at 2 AM. 5 g
Click "Next'to cortinue or ‘Cancel to ext the Wizard

\ =]

Tinh trang nhiém vu

Hay doi nhiém vu hoan tat. Ban c6 thé thay dwoc tinh trang nhiém vu (cac nhiém vu)
dwoc chon & buwoc trwde do.

Click Next to continue or Cancel to exit the wizard.

2.3.8. Bwdc 8/8 - Tom tat quan sat

BitDefender Artivirus w10 has been configured

Open my BitDstender Account (Internet connection reguired) Q

e ) coes |

Két thuc

Pay la budc cubi cling clia wizard cAu hinh.
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Chon M tai khoan BitDefender cuia t6idé vao tai khoan BitDefender clia ban. Can
nodi mang Internet.

Nhap Finish d& hoan tat wizard va tiép tuc qua trinh cai dét.

2.4. Nang cap
Tha tuc nang cap cé thé duoc thwe hién bdng mat trong cac cach sau day:
« cai dat khéng can d& bé phién ban trwéc day- déi véi v8 hodc cao hon, An
ninh mang bi loai trie
Nhap dup thw muc cai dat va theo chi dan (wizard) tai phan “Céc buéc cai dat’ (p.

9).

Quan trong
Trong qua trinh cai d&t, mot thong diép 16i do dich vu Filespy , sé xuét hién.
Nhap OK dé tiép tuc cai dat.

+ Khéng lap dat phién ban trwéc day ma lap dit phién ban méi - cho tat ca cac
phién ban BitDefender

Dau tién, ban can d& bd phién ban trwéc day, sau dé khéi dong lai may tinh va cai
d&t phién ban méi nhw dwo'c md ta trong phan “Céac budéc cai dat’ (p. 9).

Quan trong

@ Néu ban nang cép tir BitDefender v8 hoac cao hon, chiing toi khuyén cao ban nén luu
lai 'BitDefender settings. Sau khi két thic quéa trinh nang cép, ban cé thé tai ching
xuong.

2.5. D& bd, stra chira va thay dbi cac chirc
nang cua BitDefender

Néu ban muédn thay ddi, stra chiva hodc d& bd BitDefender Antivirus v10, ban hay
theo dwong dan tir thwc don khédi déng cla Windows Start — Programs —
BitDefender 10 — Thay déi, Stra chivra va Khéng cai dat .

Ban c6 thé dwoc yéu cau khang dinh sw lwa chon clia ban béng cach nhap chuét vao
Next. Mot clra s méi sé xuat hién dé ban co thé Iwa chon:

+ Thay dbi - D& Iva chon cac phan m&i clia chwong trinh dé bé sung hogc lwa chon
céac phan hién thoi da dwoc lap dat roi d& bo;

+ Stra chiva - dé cai dat lai tt ca cac phan clia chwong trinh da dwoc cai dat truwdc
do;
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Quan trong
Trwéce khi stva chiva san pham, ching toi khuyén céo ban nén lwu lai BitDefender
settings. Sau khi qua trinh stra chiva két thic ban c6 thé tai lai ching.

« Remove - d& d& bd tat ca cac phan da dwoc cai dat.

Dé tiép tuc cai dat, hay ch‘on mét trong ba phwong an néu trén. Chung t6i dé nghi ban
chon Remove dé cho phén cai dat lai dwoc sach sé. Sau khi qua trinh khéng cai dat
két thdc, chung téi khuyén céo la ban nén xoa di tap tin softwin ra khoéi pProgram
Files.
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3. BitDefender Antivirus v10

3.1.

Giai phap phan mém chéng gian diép va chéng virus cho may
tinh ca nhan cua ban!

BitDefender Antivirus v10la mdt cong cu chéng gian diép va chéng virus rat manh
Vi cac tinh chat dap (ng toi da cac yéu cau vé an ninh clia ban. Sy dé dang st dung
vg;\ nang cap tw ddng da lam cho BitDefender Antivirus tré thanh mét san pham 'cai
roi quén'.

Antivirus

Muc dich ctia module chéng virus la dam bao viéc phat hién va diét tit ca cac virus.
BitDefender Antivirus st dung cac dau quét manh dwoc cdp chirng chi ctia ICSA
Labs, Virus Bulletin, Checkmark, CheckVir va TUV.

Phat hién nhanh. B-HAVE ( Ty phan tich hanh vi trong cac méi trwdng do) tao mét
may tinh &0 ndm trong mét may tinh that noi ma cac bd phan ctia phadn mém duoc
chay thtr d& phat hién hanh vi nguy hiém tiém tang. Céng nghé doc quyén nay cla
BitDefender tao ra mot tAng bao vé mai gitk cho hé diéu hanh an toan khai bi cac virus
la xd&m pham béng cach phat hién cac bd phan nguy hiém ctia méa trong khi né chwa
dwoc swu tAm chiv ky dinh nghfa virus.

Choéng virus thwéng xuyén. Cac dau quét BitDefender méi va duoc cai tién sé
quét va lam sach cac tap tin bi nhie’;m khi tiép can, gidm toi da viéc mat div liéu. Cac
tai liéu bi nhiém virus dwoc phuc héi thay vi bi xoa bd di.

Phat hién va diét rootkit. M6t module BitDefender méi tim kiém cac rootkit (cac
chuwong trinh nguy hiém dwoc thiét ké va an ndp dé& khéng ché cac may tinh la nan
nhan) va tiéu diét chung khi phat hién dwoc.

Quét Web. Lwu lwvgng Web bay gio dwoc loc dung thdi han, tham chi dworc loc trwdc
khi cham dén hop thoai browser clia ban lam cho web an toan.

Hén‘g ngang va B?O Vvé cac l'Pl"Ig dung nhan tin. Céq bd loc chéng virus dwoc lan
truyén qua viéc nhan tin khdn cap va cac (rng dung phdn mém trao déi tap tin.

Béo vé hoan toan Email. BitDefende[ chay trén dinh wéc chudn POP3/SMTP loc
tat ca cac thu dién tir dén va di cho du bat ctr khach hang la ai da str dung (Outlook™,
Outlook Express™, The Bat!™, Netscape®,...), khéng can ciu hinh bd sung nao.
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3.2. Chbng gian diép

BitDefender theo di va ngdn ngira cac hiém hoa gian diép tiém tang dung thdi han,
trwée khi ching cé thé lam hu hai hé théng clia ban. Béng viéc st dung mét co s&
dir liéu toan dién cac chii ky gian diép né sé bdo vé cho may tinh ctia ban khai phan
mém gian diép.

Chéng gian diép tire thi. BitDefender theo déi hang chuc “diém néng” trong hé théng
ctia ban khi spyware c6 thé hoat déng va ciing kiém tra bat ct thay dbi nao trong hé
thdng cGa ban va trong phdn mém. Céac hidm hoa gian diép dwoc nhan biét ciing
dwoc chan drng tire thi.

Quét va lam sach cac chwong trinh gian diép. BitDefender c6 thé quét toan bo
hé thdng ctia ban hodc chi mot phan clia hé théng ddi véi cac hiém hoa gian diép da
dwoc biét dén. Hé thdng quét str dung co s& dir liéu dwoc cap nhat vé cac chiy ky
gian diép.

Bao vé riéng tw. Bao vé bi mat ca nhan theo doi lwu lwgng HTTP (web) va SMTP
(mail) di ra tir may tinh ctia ban c¢é thé chira cac théng tin ca nhan nhuw sé thé tin
dung, sé B&o hiém X4 hdi, va cac thong tin bi mat khac ctia nguwdi st dung (vi du nhu
mot phan clia cac mat khau).

Chéng quay dién thoai. Mot chwong trinh chéng quay dién thoai dwoc cu hinh ¢é
ngér] chan cac ng dung hiém ddc nham bat ban phai tra mot hoa don dién thoai voi
so tién lon.

Kiém soat Cookie. Phan mém chdng gian diép loc cac tap tin dén va di dé giw bi
mat ca nhan, s& thich ctda ban khi ban dang lwét web trén Internet.

Kiém soat ndi dung tich cwe. Chan trudc bét civ rng dung nao co tiém nang gay
nguy hiém nhw: cac ma loai ActiveX, Java Applets or Java Scripts.

3.3. Cac dac diém khac

Trién khai va str dung. Mot cdm nang (wizard) duoc cai san khdi dong ngay lap
tirc sau khi lap dat, gitp ngwif st dung lwa chon nhirng phan cai dt phi hop nhét,
thwe hién mét lich quét va cung cap duwéng dan nhanh dén viéc dang ky va kich hoat
san pham.

Kinh nghiém ctia ngwei str dung. BitDefender thiét ké theo kinh nghiém clia ngudi
st dung, tap trung vao viéc tao diéu kién s dung dé& dang va tranh su 16n xon. Két
qua la nhiéu module cta BidDefender v10 module doi hdi rat it twong tac clia nguoi
st dung, qua viéc st dung mot cach thuan loi k§ thuat tw dong va hoc bang may.

Nang cép tirng gio. Bé’n sao BitDefender ctia ban sé& dwoc cap nhat 24 lan mét
ngay trén Internet, trwc tiép qua Proxy Server. San phdm c6 kha nang tw stra chira,
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néu can thiét, bang cach tai xudng cac tap tin bj I16i hodc bi mat tir cac may chi (Server)
BitDefender.

24I7‘H6 tro. Duoc cung cAp trén mang béi cac dai dién tro gitip cé chuyén mén cao
va bang cach tiép can moét co sé di liéu trén mang véi cac cau tra |60 cho Cac Cau
héi Thwong xuyén.

Pia clru tro. BitDefender Antivirus v10duoc cung cap trén mét dia CD c6 thé khdi
déng. dia CD nay c6 thé dwoc sir dung dé phan tich, stra chira va lam sach virus cho
mot hé thdng bi tdn thwong khéng khéi dong duoc.
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4. Cac Module cua BitDefender

4.1.

BitDefender Antivirus v10 chira dwng cac module: General, Antivirus, Antispyware
va Update.

Module Chung

BitDefender dwoc cau hinh toan dién d& ddm bao an ninh cao nhét.

Trong module General ban c6 thé cAu hinh m&c an ninh va thwc hién cac nhiém vu
an ninh quan trong. ban c6 thé dang ky san phadm ctia ban va dat hanh vi téng thé
cho BitDefender.

4.2. Module chdng virus

BitDefender bao vé ban khéi virus, cac chwong trinh gian diép va cac chwong trinh
nguy hiém khac lot vao hé thdng ctia ban béng cach quét cac tap tin clia ban, cac thu
dién ttr; cac thong tin dworc tai trén mang xudng va tat ca cac ndi dung khac khi chiing
chay vao hé théng clia ban.

Cac phan bao vé do BitDefender cung cap dwoc chia ra thanh hai loai:

+ On-access scanning - ngan chén cac virus méi xam nhap hé théng cia ban nhuw:
cac chwong trinh gian diép va cac chwong trinh nguy hiém khac. N6 ciing con duoc
goi la sy bao vé dung luc - cac tap tin dwoc quét khi ngudi st dung tiép can chang.
BitDefender s&, vi du nhw, quét mét tai liéu phan word dé phat hién nhirng méi nguy
hiém da dwoc nhan biét trwdc khi ban mé tai liéu ra vva quét mét thw dién tir khi
ban nhan. BitDefender quét "nhw ban dung file" - khi kich hoat.

+ Quéttheo yéu cau - phat hién céc virus, cac chwong trinh gian diép va cac chuwong
trinh nguy hiém khac thudng tra tir trwdc trong hé théng ctia ban. Pay 1a kidu quét
truyén thdng do ngudi st dung khéi xwéng - ban chon 6 dia, thw muc hodc tap tin
nao ma BitDefender phai quét va BitDefender quét chiing theo yéu cau.

4.3. Module Chdng gian diép

BitDefender theo d&i hang chuc "diém néng" tiém tang trong hé thdng ctia ban, nhitng
noi ma chwong trinh gian diép cé thé hoat dong va ciing kiém tra luén bat cr thay
ddi nao trong hé théng va phan mém ctia ban. N6 hiéu qua trong viéc chan dirng cac
"Con ngwa thanh Trojan" va cac cong cu khac do hackers cai dat hong ¢ géng xam

27



BitDefender Antivirus v10

Cac Module cua BitDefender

nhap cac bi mat ca nhan ctia ban va g di théng tin ca nhan ctia ban nhw sb thé tin
dung tr may tinh cta ban cho hacker.

4.4. Module nang cap

Céac chwong trinh nguy hiém méi dwoc phat hién va xac dinh hé,ng ngay. Bay la ly
do tai sao phai luén cap nhat BitDefender v&i cac chiv ky mc’yi nhat C’L’Ja cac chuong
trinh nguy hiém. Béng cach mac dinh, BitDefender tw dong kiém tra dé cap nhat hang
gio.

Viéc cap nhat dién ra theo cac cach sau:

+ Cap nhat cho cac dau diét virus - khi cac mbi de doan méi xuét hién, cac tap tin
chta cac chiv ky virus phai dwoc cap nhat d& dam bao viéc bao vé thwdng xuyén
chéng lai chiing. Loai cap nhat nay ciing con dwoc biét dén nhw Cap nhat dinh
nghia Virus .

+ Cap nhat cho cac dau chéng gian diép - cac chir ky g[én Qiép méi sé duwoc bd
sung vao co s& dir liéu. Viéc cap nhat nay cling dwoc biét dén nhw Antispyware
Update.

« Nang cap san pham - khi mét phién ban san phdm méi ra doi, cac dac diém va
cac ky thuat quet m&i sé duoc ap dung dé cé hiéu luc véi chirc ndng duoc nang
cAp ctia san ph&dm. Loai cap nhat nay dwoc biét dén nhw Product Update.

Hon niva, dirng trén quan diém can thiép clia ngudi st dung, ching ta cé thé xem
xét:

« Automatic update - BitDefender tw dong tiép xtc v&i server nang cap dé kiém tra
xedm cé chwong trinh nang cAp maéi nao ra doi hay khong. Néu cd, BitDefender
sé dwoc tw dong cap nhat. Viéc cap nhat tw dong ciing cé thé duoc tién hanh bét
¢ ltic nao néu nhu ban nhap chudt vao Update now tir module Update.

+ Manual update - Ban phai tw minh tai xudng va I&p d&t nhirng chi ky nguy hiém
méi nhét.
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5. Tdng quan

BitDefender Antivirus v10 dwoc thiét ké véi console quan ly tap trung cho phép cau
hinh cta cac phwong an bao vé cho cac module clia BitDefender. N6i mot cach khac
tat c& nhirng viéc ban can phai lam 14 m& console quanr ly dé& cé duwdng tiép can voi
tat cd cac module: Antivirus, Antispyware va Update.

Dé tiép can console quan ly,sir dung thuc don Start ctia Windows, bang cach theo
dwong dan Start — Programs — BitDefender 10 — BitDefender Antivirus v10
hodc dé nhanh hon nh&p dup vao & BitDefender icon tir ngan hé théng.

BitDefender Antivirus v10

g Quick Tasks Welcome!

General &2 scan How [ update now
Last system scan: never Lastu This is the central
pdate: 7£31/2006
administration
window for
Antivirus Security Level BiDefender.

SlLocal system plus  LOCAL SYSTEM PLUS - Advanced protection ou can configure
H Seans files, e-mail messages and M transfers to offer the BMDetender
; Security level to
pratection from virusss and spywars while provising

% Local system : N better fit your needs
i full privacy, cookie, disl, registry and script control e it s
i Custormize the security level by pressing the "Custom slong the scale or you
£ Maintenance e bt can launch the mest

z
o B
®i4
AR
LA

@

frequently used
tasks: "Scan Now"
and "Update Now".

customeva ot |
Register and activate

your BitDefender by
pressing the "Erter

Registration Status new key” hutton.
Evaluation version (AErter New Key
More Help
(& bitdefender
2eqgendd

Ban Quan ly

O phia trai console quan Iy, ban c6 thé nhin thay hdp thoai chon module:

+ General -Trong phan nay, ban c6 thé dat mirc bdo vé an ninh tbng quat va thuc
hién cac nhiém vu an ninh thiét yéu. Tai day, ban ciing c6 thé déng ky san pham
va xem phan tém tat cta tat c& cac danh muc chinh dwoc cai d4t cia BitDefender,
céc chi tiét san pham va théng tin tiép xuc.

« Antivirus - Trong phan nay, ban c6 thé méc dinh module Antivirus.

+ Antispyware - Trong phan nay, ban cé thé méc dinh module Antispyware.

+ Update - Trong phan nay, ban cé thé méc dinh module Update.
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O phia bén phai ctia console quan ly, ban cé thé xem cac théng tin vé phan ban dang
& trong dé. Phwong an More Help, dwoc dat & phia dwdi bén phai, mé tap tin Help.

5.1. Ngan hé thdong

Khi console mé& & murc ti thiéu, mét biéu twong sé xuét hién trong ngan hé théng:

EN  Address @ ) OLL 425 PM

Close
Help

@ General

W Antivirus

@ Antispyware
@ Update

Exit
EN - Address € ) S0N 4125 M

Thwc don theo Hoan canh

Néu ban nhép dup biéu twong nay, console quan ly s& mé ra. Néu nhap chudt phai,
thwe don theo hoan canh sé md ra. N6 giip quan ly nhanh BitDefender:

+ Show / Close - M& console quan ly hodc lam hién thi & mc tbi thiéu thanh ngén
hé théng.
* Help - M& tap tin tro giup.
* ®General - quan ly module General.
+ Enter phim méi - kh&i ddng cdm nang (wizard) d&ng ky, hwéng dan ban trong
subt qua trinh dang ky.
+ Stra di¥ liéu tai khoan - khéi déng cdm nang gitip ban tao tai khoan BitDefender.
* WAntivirus - quan ly module Antivirus.
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+ ¢6 kha niang bao vé dung luc - hién thi tinh trang ctia bao vé ding luc (c6 kha
nang / Ihong c6 kha n&ng). Nhap chudt vao phuong &n nay dé cho phép hoéc
khong cho phép bado vé dung luc.

* Quét - M& mot thye don phy dé tir dé ban ché thé chon dé van hanh mot trong
cac nhiém vu quét cé tai phan Scan.

* @Choéng gian diép - Quan ly module Antispyware.

+ Choéng gian diéo hanh vi dwgrc cho phép / disabled - hién thj tinh trang cla
Bao vé -chéng gian diéo hanh vi (enabled / disabled). Nhdp chuét vao phuong
an nay dé cho phép hodc khéng cho phép bao vé, chéng gian diép hanh vi.

+ Advanced settings - Cho phép ban dinh dang cac phan kiém soat chéng gian
diép.

* ®Update - Quan ly module Nang cép.

+ Cap nhat ngay - hay tién hanh cap nhat ngay.

* Nang cép tw dong dwoc cho phép / khéng cho phep hién thi tinh trang cla
nang cap tw déng (dwoc phép / khéng dwoc phep) Nhap chuét vao phuong an
nay dé cho phép hoadc khong cho phép nang cép tw dong.

« Thoat - Tat r’ng dung nay. Khi lwva chon phwong an nay, biéy twong tr ngan hé
théng sé bién mét va dé tiép can va&i console quan ly, ban sé phai khi dong né lai
ttr thre don khéi dong cda Windows.

Ghi chu

Biéu twong sé bién thanh mau den néu nhw ban khéng cho phép mét hodc nhiéu hon
module BitDefender. Bang cach nay, ban sé biét liéu mot s module cé dwoc phép
hoat dong hay khéng ma khéng phai mé console quan ly.

Biéu twong sé nhap nhay khi dang cap nhat.

5.2. Thanh hoat ddng quét

Thanh hoat dong quét |a mot biéu twong trirc quan cua hoat dong quét trong hé
thdng clia ban.

Céac thanh mau xanh (File Zone) hién thj s cac tap tin duoc
quét méi giay, theo ti 1é tir 0 to 50.

‘Thanh Hoat dong

Ghi chu

Thanh hoat déng quét sé thong bao cho ban khi Virus Shield bi mat kha nang v&i
mot chiy thap dd trén khu vuc twong (ng (Vung tap tin ). Bing cach nay ba sé biét
ban cé dwoc bao vé khong ma khéng can phai mé console quan ly.
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Khi ban khéng mudn xem biéu twong tric quan niva, ban chi cAn nhap chudt phai
vao do va chon An .

Ghi chu

D& lam ctra s6 nay bién di hoan toan, hay thoat khoi Cho phép thanh hoat dong quét
(trén biéu do man hinh cua hoat ddng sane pham ) phwong an (tir module General,
Settings section).
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6. Module Chung

Phan General ctia cAm nang cho ngudi st dung nady chira cac dé tai sau:

* Quan ly Trung tam

» Cai dat thanh quan ly
* cac sw kién

+ Da&ng ky san pham

+ N6i vé

Ghi chu

D& co6 thém chi tiét vé module General module, hay kiém tra phan miéu ta ctia Phan 4.1,

“Module Chung’.

6.1. Quan ly Tr

ung tam

BitDefender Antivirus v10

Settings

Q Quick Tasks

About

General (€3 Sean ow
Last system scan: never

[ update now

Last update: 7/21/2008

Antivirus Security Level
@ =Local system plus
Antispyware

% Local system

Ugdste = Maintenance

Registration Status

LOCAL SYSTEM PLUS - Advanced protection

Seans files, s-mail messages and M transfers to offer
protection from viruses and spywars whils providing
full privacy, cookie, dial, registry and script control

Custormize ths security level by pressing the "Custom
Level" button

Custom Level

Evaluation version

CA\Erter New Key

Welcome!

This iz the central
administration
wvindowy for
BitDefender.

“Fou can configure
the BitDefender
Securty levelto
better fit your needs
by dragging the slider
along the scale or you
can launch the most
frequently used
tasks: "Scan Now"
and "Update Now".

Register and activate
your BitDefender by
pressing the "Erter
new key” buttan.

Wore Help

Quan ly Trung tam

Trong phan nay, ban c6 thé cau hinn mirc an ninh téng quat va thuc hién cac nhiém
vu quan trong cta BitDefender. ban ciling co thé dang ky san pham va xem ngay hét

han.
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6.1.1. Cac nhiém vu nhanh

BitDefender cho phép tiép can nhanh vé&i cac nhiém vu an ninh thiét yéu. St dung
cac nhiém vu nay, ban cé thé lam cho BitDefender dwoc cap nhéat, quét hé thdng cla
ban hay chan lwu lwgng tin.

Dé& quét toan bo hé thdng chi can nhap & Quét bay gi®. clra s6 quét s& xuét hién
va viéc quét toan bd hé thong sé dwoc bat dau.

Quan trong

@ Chung t6i xin khuyén céo la ban can van hanh chwong trinh quét toan bo hé thdng it
nhat méi tudn mot 1an.Dé& biét thém chi tiét vé& cac nhiém vu quét va qua trinh quét, xin
hay kiém tra phan Quét theo yéu clutrong cdm nang hwéng dan st dung nay.

Trwée khi quét hé thdng ctia ban, chuing t6i khuyén céo ban nén cap nhat BitDefender
dé& no co thé phat hién ra cac mdi hiém hoa méi nhat. Bé cap nhat BitDefender chi
can nhap chudt vao B Nang cép bay gio . Boi moét vai gidy cho qua trinh nang cép
hoan tat hodc tét hon la kiém tra phan Update dé& xem tinh trang nang cép.

Ghi chu
D& biét thém chi tiét, xin hay kiém tra phan Cap nhat Ty dong clia hwéng dan st dung
nay.

6.1.2. M{rc an ninh

Ban c6 thé chon mdc anh ninh phu hop hon voi yéu cau bao vé cla ban. Kéo con
trwot doc theo mat chia dé dé dat mirc an ninh phu hop.

C6 3 mirc an ninh:

Mtrc an ninh Miéu ta

Bao dwdng Khéng cung c&p chirc ndng bao vé. Chi cé Nang cap tw dong
la c6 kha nang hoat déng.

Chi cap nhat BitDefender. Mac du khéng coé chirc nang bao vé,
mirc an ninh nay van cé thé hiru ich d&i véi nguwdi quan.

Hé thdng Cuc bd  Cung cép chirc nang phong chdng virus. Dac biét khuyén cao
d& str dung cho cac may tinh khdng cé mang cong tac va khong
vao Internet. Mirc tiéu thu tai nguyén rat thap.

Cac tap tin dwoc tiép can dwoc quét virus.

Thém vao Hé thdng Cung cép cac chirc nang chong virus; chong gidn diép. Dac

Cuc bo biét khuyén cdo dé s dung cho cac may tinh khéng cé mang
cong tac va khong vao Internet. Mirc tiéu thu tai nguyén thap.
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Mtrc an ninh Miéu ta

Cac tap tin dwoc tiép can dwoc quét virus va cac chwong trinh
gian diép.

BitDefender Antivirus v10dwoc khuyén cao cho cac may tinh khéng cé mang céng
tac va hoac khéng vao Internet.

Ban c6 thé tuy chinh méc an ninh béng cach nhap chuét vao Custom level. clra s6
sau day sé hién ra:

Feeal time protection is enabled
]
™|
Artispyware is enabled
]
Automatic update is snablsd
Tuy chinh mirc bao vé

Ban c6 thé cho phép bét c» phwong &n bao vé nao Qﬂa BitDefender (Bao vé diung
lic , Chéng gian diép , va Nang cap Tw déng . Nhdp OK.

Nhap Mirc mic dinh dé& dt con trwot vao mirc méc dinh.

6.1.3. Tinh trang Dang ky

Ban co thé xem thong tin vé tinh trang gidy phép BitDefender clia ban. Tai day, ban
c6 thé dang ky san phadm va xem thoi gian hét hiéu lwc.

Dé& enter mét phim mai, nhap chuét vao ® Enter Phim méi. Két thic cdm nang dang
ky dé dang ky thanh céng BitDefender.

Ghi chu
D& biét thém chi tiét v& qua trinh dang ky, xin hay kiém tra phan Dang ky San phdm
cla hwdng dan s dung nay.
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6.2. Cac phan cai dat Console Quan ly

BitDefender Antivirus v10

Settings
General Settings General
settings
Gersral ] Enable password protection for product settings
Show BitDefender News (security refated notifications) The BitDefender

Hewss module wil
keep you up to date
Antivirus Load BitDefender ot Windows startup with the latest
security issues

Show pop-ups (on-scresn notes)

Enabls the Scan Activity bar (on screen tragh of product activity)

o
(\d; Minimize consdle at startup The Virus Repart and
P Ihe Outbreak
R ) ! Detection morules wil
linusReportiSettings, send the BitDefender
; Labs & report on the
e inus reports viruses faund en your
Wt Enable BitDefender Outbreak Detection PC and information
aboul running
Skin Settings processes withoul
including idertifiable
@ Defauit persanal information
O Bue
! If you are not the anly
Manags.Satiings, user of this computer,
Settings last saved never ou shauld protect
Bl A settings your BiDefender
() 5ave Al Settings seftings with 5
password

Wore Help

Cac phan cai dat Console Quan ly

Tai day, ban co thé thiét Iap hanh vi tbng quét clia BitDefender. Bang mac dinh,
BitDefender dworc tai tai phan khéi dong Windows va sau do van hanh toi thiéu tai
thanh tac vu.

C6 bdn pham tri phwong an: cai dit chung , Cai dat théng bao Virus , Cai dat
Iptro bén ngoai and Quan ly cai dat .

6.2.1. Cac phan cai dat chung

« Cho pheps bao vé mat ma dé cai dit san pham - Cho phép cai dit mét mat ma
dé bao vé cau hinh Console Quan ly cia BitDefender Management;
Ghi chu
Néu ban khog phai la nguoi duy nhat co quyén st dung may tinh nay thi ching toi
khuyén ban nén bdo vé cac phan cai dat BitDefender ctia minh bang mot mat ma.

Néu ban chon phwong an nay thi clra sb tiép theo sé& xuét hién:



Banh mat ma vao truong Password, danh lai vao
et I — trwong Panh lai mat ma va nhap chudt vao OK.

The password should be at least & characters ong

Enter mat ma

T nay tré di, néu ban mubn thay déi cac phwong an cén hinh ctia BitDefender,
ban sé dwoc yéu cau trinh bao mat ma.

Quan trong
Néu ban quén mat mat ma, ba s& phai stva chiva sdn phdm dé thay déi cAu hinh clia
BitDefender.

Hién thi cac tin tirc caa BitDefender (cac théng bao lién quan dén an ninh) -
hién thi lién tuc cac théng bao an ninh lién quan dén sw bung nd virus, do may cha
BitDefender gti t&i.

Hién thi cac trinh don (Cac ghi chi trén man hinh on-screen notes) - Hién thi
céc trinh don vé tinh trang san pham.

Tai BitDefender tai phan kh&i dong ctia Windows - Ty déng dwa ra BitDefender
khi kh&i déng hé théng.

Ghi chu
Chuing tdi khuyén cdo ban nén tiép tuc chon phwong an nay.

Cho phép thanh Hoat dong quét (trén dd thi man hinh caa hoat déng san
pham) - dwoc phép/ khéng duwgc phép Thanh hoat dong Quét .

Mé& console & mirc téi thiéu khi kh&i dong - M& console quan ly BitDefender
sau khi n6 dwoc tai tai phan khéi dong hé théng. Chi co @BitDefender lcon sé xuat
hién trong ngan hé théng.

6.2.2. Cai dat Bao cao vé Virus

+ Guri bao cao vé virus - gvi t¢i cac phong thi nghiém cuia BitDefender Labs cac
bao céo vé virus duwgc xac dinh trong may tinh ctia ban. Chung gitp ching téi theo
duwoc dau vét nhirng dot bung nd virus.

Cac bao cao sé khong chira dwng nhirng thdng tin bi mat nhw tén ctia ban, dia chi
IP va céac thong tin khac va sé khéng dwoc st dung cho cac muc dich thuwong mai.
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Thong tin dwoc cung cAp sé chi chiva tén cla virus va sé duoc str dung véi muc
dich duy nhat la thiét lap cac bao cao mang tinh chién lwoc.

* Cho phép BitDefender phat hién Sy bung né Virus cua BitDefender Outbreak

Detection - Gti dén cac phong thi nghiém clia BitDefender cac bao cao vé nhirng
dot bung nd virus c6 kha nang xay ra.
Cac bao cao sé khdng chira dwng nhirng thdng tin bi mat nhw tén cta ban, dia chi
IP va cac théng tin khac va sé khéng dwoc sir dung cho cac muc dich thwong mai.
Théng tin dwoc cung cap s& chi chira tén virus tiém tang va sé dwoc siv dung véi
muc dich duy nhét la phat hién cac virus mai.

6.2.3. Cai dat I&p bén ngoai

Cho phép ban chon mau cla console quan ly. Lép bén ngoai 1a hinh nén trénm giao
dién. D& chon I&p vo khac, hdy nhap vao mau twong éng.

6.2.4. Quan ly cai dat
St dung & Lwu tat ca cac phan cai dat / @ Tai tat ca cac phan cai dat cac nt
dé lwu / Tai cac phan ban vira cai dat chp BitDefender vao vi tri theo y muon. Bang
cach nay, ban cé thé str dung lai cac phan cai dat nay khi ban cai dat lai hodc stra
chiva s&n ph&dm BitDefender.

Quan trong
@ Chit nhixng ngwdi st dung ¢é quy&n quan ly méi co thé lwu va tai cac phan cai dat.

Nhép Apply dé lvu cac thay dbi. Néu ban nhép vao Default ban sé tai dwoc cac phan
cai dat da mac dinh.
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6.3. Cac suv kién

BitDefender Antivirus v10

Events

g Event List Event logger

General Select event source: | I - ‘
Detected viruses or
spyware progrems,
firevvall alerts,
Type Date [Time | Deseription [Sourel || attempts to rn
\dJinformation  7/3162006 1:28:58 .. Updste Success Ugoat] || prohibited software
or access blocked
webpages are logged
1o provide suppart far
informed decisians

7

Antispywars
@ about the security of
Updiate

Anitivirus

your system

Logged everts can
be fitered by module
or by importance.

Pressing 'Clear log'
you will permanently
delete all entries

< >
More Help
(& bitdefender
Loty

Cac sw kién

Trong phan nay tat ca cac sw kién dwoc xuat phat tir BitDefender dwoc hién thi.
C6 tét ca ba loai sy kién: & Information, £ Warning va @ Critical.

Cac vi du cla cac sw kién:

* Information - Khi mét thw dién t&r dwoc quét;

« Canh bao - khi m6t tap tin nghi ng& bi phat hién;
« Critical - khi mét tap tin bi nhiém virus dwoc phat hién.

NhLPng théng tin sau day duwoc cung cap cho mdi sw kién: ngay va glo khi sw kién
di&n ra, mot miéu ta ngan va ngudn cta né (Antivirus, Firewall, Chéng gian diép
or Update). Nhap dup chudt mot sy kién dé& xem cac dic tinh cla no.

Ban c6 thé loc cac su kién nay theo hai cach (Bang loai hodc bang ngudn):

« Click Loc dé chon kiéu sw kién nao dé hién thj.
+ Chon ngudn clia sy kién tlr thwe don réi bén duwéi.

Néu console quan ly mé tai phan Events va cling ltiic cé mét sw kién xay ra ban phai
nhap vao Lam mé&i dé xem sw kién nay.
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D& xo4 tat ca cac sw kién trong danh sach, nhap vao Ban ghi Xoa .

6.4. Dang ky San pham

BitDefender Antivirus v10

Registration

Q Product Information License

status
cenersl BitDefender Antivirus v10 By row!
o Press ‘Buy now! to
Registration Status et & i icense:
Evaluation version (5 Erter New Hey key
Artivirus
Licenze key: 08E23-BOFED-DACYT-2307C Press Erter new key'
Expires on 873072008 andl type in & vald

liseriss key to
e your sl
My Account Status lierise to fl liserss
status or o edend
Aecount data, - Sleat accourt your expired
BitDetendsr licenss

z
-
i®i4
P L
g

@

Fress "Edit Accourt”
to activate your
BitDstender account
and beneft from free
BitDstender technical
support and free
services

Wore Help

& bidefender

Ping ky San pham

Phan nay chtva dwng cac thdng tin v& san pham BitDefender (tinh trang d&ng ky, sé
chtrng minh clia san pham, ngay hét han) va tai khoan BitDefender. tai day ban cé
thé dang ky san ph&dm va dinh dang tai khoan BitDefender.

Nh&p vao nat ¢ Mua bay giodé cé dang ky mai tiv kho dw tri¥ trén mang cla
BitDefender.

Bang cach nhép chuét vao ¢ Enter phim méi ban co thé dang ky san phdm, thay
ddi khoa méi hodc cac chi tiét tai khoan. D& dinh dang tai khoan BitDefender clia ban,
hay nhép vao & Tai khoan Hiéu chinh . Trong cé hai trwdng hop, cdm nang dang
ky sé xuat hién.

6.4.1. Cam nang (Wizard) dang ky

Thuat sT Dang ky bao gdm 5 buéec.

42



Bwdc 1/5 - Chao mirng ban dén véi Cam nang Bang ky cla
BitDefender

BitDefender Initial Setup Wizard

wWelcome to the BitDefender Initial Setup Wizard.

This wizard wil help you activete and configure your BitDefender account.

Click 'Nesxt' to continue the Wizard

Ctra s chao doén

Nhap chudt vao Next.

Buwéc 2/5 - Bang ky BitDefender

Registration

This is & trial version of BRDefender Antivirus v10. f you wish o svaluste
the procuct, pleass check "Continus evaluating the product”. If you wart to
register the product, please check "Register the product” and fil in your
license key. You can find it on:

- Prociict registration card

- CD-ROM labs|

- Onling purchase e-mal
If you tont have & serial number, please contact us at:
salss@bitdetender.com

@ Continue evaluating the product
O Reaister ths product

|

Click Mext' to continue the Wizard.

|

N

Dang ky

Chon Dang ky san phamdé diang ky BitDefender Antivirus v10. Danh chia khoa

cta gidy phép vao Enter new key field.

Tiép tuc danh gia san pham, xin chon Tiép tuc danh gia san pham, .

Nhap chuét vao Next.
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Buwéc 3/5 -Lap mot tai khoan BitDefender

Register the Product

Please erter & valid

*V'ou need to create an account to have access to BitDefender technical e-mail address. A

support and other personalized BitDefender services. If you alresdy have & confirmation message

BitDefender accourt please fill in the data required. If you do not have a will be sert ta the

BitDefender account, please fil in your e-mail address and a password address you have
provided

Forgot your password?

O skip this step
Click 'Wext'to continus or ‘Cancel to exit the Wizard

[ <gook || mwem= || concel \|

Thiét lap tai khoan

To6i khdng co tai khoan BitDefender
Bé& hudng hé tro ky thuat mién phi cia BitDefender va cac dich vu mién phi khac ban
phai thiét 1ap mét tai khoan.
Danh dia chi email dang con hiéu Iyc vao E-mail field. Nhd mat ma va danh vao

Password field. Khang dinh mat ma vao Danh lai mat ma field. St dung mat ma va
dia chi email & néi vao tai khoan clia ban &http://myaccount.bitdefender.com.

Ghi chua

Mat ma phai co it nhat bén ky tu.

Dé thiét 1ap thanh cong mét tai khoan, diu tién ban phai kich hoat dia chi email cla
ban. Kiém tra dia chi email cia ban va Iam theo cac chi dan trong email do dich vu
d&ng ky BitDefender gtvi dén cho ban.

Quan trong
@ Xin hay kich hoat dia chi email trwéc khi chuyén sang cac buéc tiép theo.
Néu ban khéong muébn tao ra mét tai khoan BitDefender, ban chi can chon Bé qua

bwéc nay. Ban ciing sé& bd qua buéc tiép theo clia cAm nang hwéng dan (wizard).
Nhap Tiép theotd? tiép tuc.
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Toi da co tai khoan BitDefender

Néu ban da cé mot tai khoan dang hoat dong, hay cung cép dia chi email va mat khau
tai khoan c@a ban. Néu ban’cung cap mé’t ma sai, ban sé dwoc chi dan cach danh lai
khi ban nhap chudt vao Tiép theot. Nhap Ok dé enter lai mat ma hodc Cancel dé
thoat wizard.

Néu ban quén mat khau, nhap Ban quén mat khiu? va lam theo cac hwéng dan.
Nhap Tiép theotd? tiép tuc.

Bwoc 4/5 - Enter ca chi tiét tai khoan

Configure My Account

Pless il I ths sccount informstion. Ths dsts you provids here wil be kept

SOt 1 you siresdy Mact an sCooUMt, ths wizare wil displeny the

Intormation you prorvided wiver you first creste

Click Next ta continue or ‘Cancel to exi the Wizard Q
[ =Back || wet- | cancel | |

Cac chi tiét Tai khoan

Ghi chu

Ban sé& khong di qua bwéc nay néu nhw ban chon Bé qua bwéc nay trong bwdc thi
ba .

Hay dién ho, tén va chon nwéc cda ban.
Néu ban d& c6 mot tai khoan, cdm nang sé hién thi thong tin trwdc day ban da cung
cap, néu co. Tai day ban co thé stra lai cac thdng tin néu nhw ban mudn.

Quan trong
@ Céc di¥ liéu ban da cung cép sé dwoc gilr bi mat.

Nhap chuét vao Next.
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Bwdc 5/5 - Tém tat Téng quan

—

Thank you for configuring your BitDefender account!

D .4

<Back |[__Fmsh|[ cancel \|

Két thuc

Day 1a buéc cudi ciing clia cdm nang dinh cAu hinh. Ban cé thé thay déi bat c&v nhirng
gi ban mudn bang cach quay lgi cac buwdc trwdc dé (nhap chuédt vao Quay lai ).
Néu ban khéng mubdn thay ddi bat c diéu gi, hay nhap chuot vao Két thic dé thoat
ra khéi cam nang.

Chon M@ tai khoan BitDefender cuia t6idé vao tai khoan BitDefender clia ban. Can
noi mang Internet.
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About

g Product Information About

BitDefender
BitDefender Antivirus v10 - Buld 108
General
(¢ 20012008 SOFTVAIN. ANl rights reserved. BitDefender(im)
provides securty
Contact solulions thet mest
TS the protection
wieh e bitcietender com resuirements of
(‘6‘; Email salesi@bitietender com loday's computing
environment,
Fhane 954 776 6262 delivering effective
Artispyware
Fax 54776 6452 threat management to
over 41 million home
Wik i bildetender com and carporete users
in more than 200
Wt Technical Support countries.
Technical support support@hitdefender com BitDefender(im) has
oo it ooy bitdetender comisupportifag Hm been certified by all
KE: bt Skl biteletercer com! the majer indlependent
reviewers - ICSA
Labs, CheckMark and
Virus Bulletin- and it is
the only securty
product to have
received the ST
Prize
Wore Help
(& bitdefender
Serin oot vty

Thoéng tin chung

Trong phan nay, ban cé thé tim théng tin dé lién lac va cac chi tiét ctia sdn pham.
BitDefender™ cung cap cac giéi phap an ninh dé dap (rng céc yéu cau béo vé cho
moi trvdng may tinh ngay nay, quan ly cé hiéu qua cac moi de doa cho hon 41 triéu
may tinh ca nhan va cla cong ty trén hon 180 nwéec.

BitDefender™dwoc cap chirng chi clia cac nha thdm dinh doc 1ap tdm c& - ICSA
Labs, CheckMark va Ban tin Virus , va 1a san pham an ninh duy nhét gianh duoc
gidi thuwdng IST .
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7. Module chdng virus

Phan Chéngyvirus clia huéng dan st dung nay chira dung cac dé tai sau:
* Quét khi truy cép
* Quét theo yéu cau
+ Kiém dich
Ghi chu

D& biét thém chi tiét v& module Antivirus xin hay kiém tra moé ta vé Phan 4.2, “Module
chéng virus’.

7.1. Quét khi truy cap

BitDefender Antivirus v10

Shield Guarartine
Realti ion is enabled Real-time
protection
Genersl Last system scan: never (45, Scan now
This section contains
Protection Level the most important
realtime protection
Antivirus 1 Aggressive DEFAULT - Stendard security, low use of resources seftings and

Stetistics. BitDefender

P H - Scan all filss } scans accessed files

q\d: i - Sean incoming and outgoing e-mail messages against vinises

PDefault - Scan for viruses and spyware Stmyvvare and olher
H - Do not scan ‘b (HTTR) tratfic i

H - Actions on infected files: Disinfect, Deny

@ £ permissive - Scan using B-HAVE (heuristic analysis) Dragthe siider slang
he sealeto choose @

Upeiate predefined setting or

define your own

Antispyware

Statistics seltings by pressing
he "Custom Level"
Last scanned file: [Tgh Mo statistiss buiton. If unsure,
. - ’ - choose the Default
a1 Diimagestscresnshotsistaiantivirus_shield png s
Taffic [o
- |
CH A B wid
Ll lirs 120 =
Wore Help
(& bitdefender
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Bao vé ding luc

Tronng phan nay ban co thé dinh cau hinh Bao vé diing ltic va ban co thé xem thong
tin vé hoat dong cta no6. Real-time protectionsé bao vé cho may tinh cda ban an
toan bang cach quét cac thw dién ttr, cac thong tin dwoc tai va cac tap tin dworc truy
cap.
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Quan trong
D& ng&n chan virus xam nhap vao may tinh ctia ban, hay gi» khae nang hoat déng cho
cho bao vé dang luc .

Tai cacnhj day ctia phan nay, ban c6 thé& nhin thay cac sé liéu théng ké Bao vé ding
luc Vvé cac tap tin va cac thw dién tir da duoc quét. Nhap vao & Thém s6 ligu thong
ké néu nhw ban mudn xem mot ctra sd gidi thich chi tiét hon vé céac so liéu thong ké
nay.

7.1.1. Mwc bao vé

Ban c6 thé chon mirc bao vé phi hop hon véi cac yéu cau an ninh cla ban. Hay kéo
thanh trwot doc theo mét chia dd dé chon murc bao vé phu hop.

C6 3 mirc bao vé:

Mdrc bdové Miéu ta

Puoc chap Bao quat cac yéu cau an ninh co ban. Mirc tiéu thu tai nguyén rat
nhan thap.

Cac chuwong trinh va cac théng diép thw dién tlr chi dwoc quét
virus. Ngoai viéc quét dwa trén chiv ky cd dién, viéc phan tich dé
phat hién ciing dwoc st dung. cac hanh déng duoc tién hanh déi
v&i cac tap tin bi nhiém nhw sau: lam sach tap tin/ ttv chdi truy cap.

Mic dinh Gi mt&c an ninh tiéu chuan. Mdc tiéu thu tai nguyén thap.

TAt ca cac tap tin va cac thw dién tir dén va di dwocj quét virus va
cac chuong trinh gian diép. Ngoai viéc quét dwa trén chi ky cb
dién, viéc phan tich dé phat hién ciing dwoc st dung. cac hanh
dong duwoc tién hanh ddi véi cac tap tin bi nhiém nhw sau: lam
sach tap tin/ tir chdi truy cap.

Tan cong Gilr an ninh & mrc cao. Mtrc tiéu thu tai nguyén trung binh.

TAt ca céc tap tin, cac thw dien tlr dén va di cling nhw lwu lwong
thong tin web dwoc quét virus va cac chwong trinh gian diép. Ngoai
viéc quét dua trén chii ky c6 dién, viéc phan tich d& phat hién ciing
dwoc st dung. cac hanh déng dwoc tién hanh ddi véi cac tap tin
bi nhiém nhw sau: lam sach tap tin/ t&r chéi truy cap.

Nhirng ngudi str dung cé trinh d6 cao cé thé mudn tan dung cac loi thé cia cac phan
cai dat quét do BitDefender cung cap. May quét cé thé dwoc 1ap dat dé& bd qua cac
phén mé roéng tap tin, cac thw muc hodc cac tai liéu lwu trir ma ban biét rd la chung
vé hai. Viéc nay gidm di dang k& thdi gian quét va cai thién sy thich (ng clia may
tinh trong mot 1an quét.
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Ban c6 thé tuy chinh Real-time protectionbang cach nhap Custom level. Clra sb

sau day sé& xuat hién:

BitDefender Real-time Prot: Settings

w-[#] Scan accessed fies
Scan floppy drive on access
[ Scan inside archives
Scan packsd files
- Action to take when an infected flle i found
[=I] First action <Disintect file:
[F]] Second action <Deny access and continues
- Action to take when a suspect fll is found
[FI] First action <Deny access and continues
[F]] Second action <Deny access and continues
- B Exclude path from scan (applisd to ALL LEVELS)
Do not scan flles greater than [5000] Kb
=y Sean s-malltratfic
Scan incoming emails
Scan outgoing emails
[ Scan kg trattic
Shiwy watning when & virus is found

oK Cancel

Cai dat La chan

Cac phwong an quét dwoc td chirc gibng
nhw mét thwc don c6 thé mé rfong, rat
gibng véi cac phuong an kham pha
(exploring) ctia Windows.

Nh&p vao hop cé "+" d& mé mot phuong
an hodc vao hop co "-" dé dong mot
phuwong an.

Ban c6é thé quan sat thdy la mot sb
phwong &n quét khéng thé mé ra dwoc
mac du diu "+" da xuét hién. Ly do 1 cac
phwong an nay con chwa dwoc lwa chon.
Ban sé& thdy néu ban chon chuing, ching
sé co thé mé ra dwoc.

* Quét cac tap tin da dwoc truy cap va cac phwong an chuyen P2P - quét cac
tap tin dworc truy cap va cac giao tiép qua cac rng dung phdn mém truyén tin nhanh
(ICQ, NetMeeting, Yahoo Messenger, MSN Messenger). Tiép theo, chon loi cac

tap tin ma ban mudn quét.

Phuwong an Miéu ta

Quét  file Quét tat ca cac tap TAt ca cac tap tin da duoc truy cap sé dwoc
kich hoat tin quét, bat k& ching thudc loai nao.

Chi quét cac tap tin Chi c6 cac tap tin chwong trinh sé dwoc quét.
chwong trinh dié‘u nay co nghia la cac tap tin véi nhirng
phan mé& réng sau:.exe; .bat; .com; .dl1l;

.ocx, .scr; .bin; .dat; .386; .vxd, .sys,
.wdm, .cla; .class, .ovl, .ole; .exe; .hlp;
.doc; .dot; .xls; .ppt;, .wbk; .wiz; .pot;
.ppa, .xla; .xlt; .vbs, .vbe, .mdb; .rtf;
.htm; .hta; .html; .xml; .xtp; .php, .asp,
.Js; .shs; .chm; .1nk; .pif; .prc; .url; .smm,
.pdf; .msi; .ini,; .csc; .cmd; .bas; .eml and
.nwWs.
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Phwong an Miéu ta

Quét cac phan mé Chi cac tap tin véi nhitng phdn mé rong do
rong do ngwdi st nguoi sir dung chi ra sé duoc quét. Nhirng

dung xac dinh phan mé& rong nay phai dwoc tach ra bang ";".

Khéng quét phan Céc tap tin voi nhiing phan mé rong duoc

mé& rong: [ ] nguoi sir dung chi ra s¢ KHONG duoc quét.
Nhitng phan m& réng nay phai duoc tach ra
bang ";".

Quét cho phan cé Quét cho phan co nguy co. Nhirng tap tin nay

nguy co sé dwoc x& ly nhw nhivng tap tin bi nhiém.
Phan mém bao gém céc thanh té bd sung cé
thé ngtrng 1am viéc néu nhu cho phép phuong
an nay hoat déng.

Chon Bo qua, khéng ’quét dialers va cac
trng dung néu ban mudn boé qua, khdng quét
céac tap tin thudvj loai nay.
Scan floppy drive on access Quét 6 dia mém khi né dang dwoc truy xuat.
Quét cac tép lwu triv bén trong  Cac tép lwu trlr dwoc truy xuat sé dwoc quét.
V&i phwong an nay, may tinh ctia ban sé chay
cham lai.

Quét cac tap tin dwoc dong géi  All packed files will be scanned.

H?nh dong Chon tU’jﬁhU’C don roi bén dwéi hanh dong dau
dau tién tién dé 14y ra cac tap tin bj nhiém hoc bi nghi
ngo.

Tir chéi truy cap va Trong tréng hop mét tap tin bi nhiém dwoc
tiép tuc phét hién, viéc truy cap tap tin d6 sé bi tir chdi.

lam sach tap tin Lam sach tap tin bi nhiém.
Xoa tap tin Xoa cac tap tin bi nhiém ngay lap trc, khéng
can canh béo.
Chuyén dén noi Chuyén cac tap tin b nhidm dén noi kiém dich.
kiém dich
Hanh dodng Chon tir thwe don roi bén duwoi hé\lnh dong thtr
thir hai hai dé dé x( Iy tap tin bi nhiém néu nhw hanh
dong thir nhat that bai.
Tir chdi truy cép va Trong truong hop mét tap tin bi nhiém duoc
tiep tuc phat hién, viéc truy cap tap tin dé sé bi ttr choi.
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Xoa tap tin Xoa cac tap tin bi nhiém ngay lap tirc, khéng
can canh bao.

Chuyén dén noi Chuyén cac tap tin bi nhiém dén noi kiém dich.

kiém dich
DPirng quét cac tap tin ¢c6 dung Hay danh vao kich thuéc Ién nhat clia cac tap
lwong I&n hon [x] Kb tin chuén bi quét. Néu dung lwong cla tap tin

14 0 Kb, tit ca cac tap tin sx& dwoc quét, bat
ké kich thuwéc nhw thé nao.

B6 khong quét (4p dung cho TAT Nhép vao "+\ twong &ng véi phwong an nay

CACACCAPDO) dé& xac dinh thw muc sé duoc loai trir khong
quét. Hau qua cula viéc nay la phwong an sé
dwoc mé rong va mét phwong an moi New
item, s& xuat hién. Nhap vao hdp thoai kiém
tra twong ng cla danh muc méi va tw
exploring window, hay chon thw muc ma ban
mubn loai ra, khéng quét.

Cac doi twong dwoc chon & day sé dwgc loai
trte, khdng quét cho du mirc bao vé cod duoc
chon di niva (khong chi dbi véi Mire Théng
dung ).

Quét lwu lwong thw dién tr - Quét lvu lwgng thw dién tdr.

C6 nhirng Iwa chon sau:

Phwong an Miéu ta

Quét cac thw dén Quét tat ca cac thw dén.
Quét cac thuw di Quét tat ca cac thw di.

Quét lwu lwong http - Quét lwu lwong http.

Hién thi canh bao virus dé dwoc timra - M& mét cira sb canh bao khi virus dwoc
tim thay & mét tap tin hodc & trong mot thw dién tv.

D4i véi mot tap tin bi nhiém, ctra sé canh bao sé chiva tén cua virus,dwdng dan
dén virus d6 va hanh dong cla BitDefender va dwong két ndi véi vi tri cla
BitDefender, noi ban c6 thé tim thay thém thang tin vé& né. Béi véi moét thuw dién tor
bi nhiém, clra s canh bao ciing sé& chira cac thong tin v& ngudi glri va ngwéi nhan.
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Trong treong hgp mét tap tin bi nghi ngd dwoc phat hiér), ban cé thé khéi dong
wizard tir clra s6 canh bao, né sé gilp ban gi tap tin d6 dén phong thi nghiém cla
BitDefender Lab dé phan tich sau hcyn. Ban co thé danh dia chi thw dién ttr ciia ban
dé nhan cac thong tin lién quan dén bao cao nay.

Nh&p OKdé Iwu lai cac thay ddi va dong clra sb lai.

Néu ban mudn quy tr& vé miérc méc dinh, hay nhdp Mirc Mac dinh .

7.2. Quét theo yéu cau

BitDefender Antivirus v10

Cuararting

Scan

General

v

System Tasks

Deep System Scan
Last Rur: Mever

Full System Scan

B

Run predsfined
BitDstender Scan
Tasks or creats your

B

Last Run: Mever

Quick System Scan
Last Run: Never

owntasks by
prezsing the "New
Task" button to scan
your computer for
viruses, spyware and
other malware

Antivirus

Removable drives scan
Last Run: Never

Sean Memory

Last Run: Never

Sean For Rootkits

Last Run: Never

Uss the contestual
menu or double click
the task to chooss the
soan target, which
files not to scan and
the task scheduling
options

&l B Bl B

z
-
i®i4
P L
g

@

User Tasks

G MvDocuments
Last Run: Never

Misc Tasks

Contextual Menu Scan
- Last Run: Mever

Cevre [ oo |

Wore Help

& bidefender

Cac nhiém vu quét

Trong phan nay, ban cé thé cu hinh BitDefender dé& quét may tinh cta ban.

Muc tiéu chinh clia BitDefender |a gitr cho may tinh ctia ban sach virus. Diéu dau tién,
can thiét nhat phai lam la giir khéng cho cac virus méi xam nhap vao may tinh cla
ban va quét cac thw dién tir ctia ban, tat ca cac tap tin dwoc truy cap hodc sao chép
vao may tinh cta ban.

C6 nguy co' 1a mét virus da ndm s&n trong may tinh clia ban, tham chi 1a trwéc khi
ban cai d&t BitDefender. Chinh vi thé, sé& la mot y twéng hay néu snhuw ban quét may
tinh ctia minh dé loai trir cac virus thwong tru sau khi ban 1&p d&t xong BitDefender.
va di nhién, sé rét tbt néu ban thudng xuyén quét may tinh dé loai triv virus.



7.2.1. Cac nhiém vu quét

Quét theo yéu cau dwoc dwa trén cac nhiém vu quét.Ngudi st dung cé thé quét may
tinh, str dung cac nhiém vy mac dinh hodc cac nhiém vu quét ctiia minh (Cac nhiém
vy ngwoi str dung xac dinh ).

Co6 ba pham tru cta cac nhiém vu quét:

+ Cac nhiém vu Hé théng - chira danh sach cac nhiém vu hé thdng dwoc mac dinh.
C6 nhirng nhiém vu sau:

Nhiém vu mac dinh Miéu ta

Quét sau hé théng Quét toan bd hé théng, ké ca lwu triv, dé tim virus va
gian diép.

Quét toan bo hé thong  Quét toan bod hé thdng, trr lwu tri, dé& tim virus va
gian diép.

Quét nhanh Hé Quéttat ca cac chuong trinh dé tim virus va cac phan

thongQuick System Scan mém gian diép.

Quét 6 dia lwu déng Quét cac 6 dia lvu dong dé tim virus va cac phan
meéem gian diép.

Quét bo nhé Quét bo nhé dé tim cac mdi de doa gian diép da duoc
biét den.

Quét tim cac cong cu Goc Quét bd nhé dé tim cac chuwong trinh vung trom.

» Cac nhiém vu cua ngwei str dung - chra cac nhiém vu do ngudi str dung xac
dinh.
Mét nhiémvucoténla Tai 1iéu cua toi dwgc cung cép. S dung nhiém vu nay
dé quét cac tai liéu cia ban t thw muc Tai liéu cua to6i .

+ Cac nhiém vu hén hep - Chuwa sdanh sach cac nhiém vu quét hén hop. Nhirng
nhiém vu quét nay chi nhirng dang quét thay thé ma khong thé van hanh duwoc tir
ctra s nay. You can only modify their settings or view the scan reports.

C6 ba nut & bén phai méi mét nhiém vu:

+ @BNhiém vu theo lich - chi ra rAng nhiém vu dwoc chon da dwoc 1én lich cho thoi
gian sau nay. Nhap vao nit nay dé toi phan Scheduler tir cac cira s6 Properties
noi ban cé thé stra dbi phan cai dat nay.

* EXoa - B4 nhiém vu dwoc chon.
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Ghi chu
Khéng cé dbi cac nhiém vu hé thdng. Ban khong thé huy bé mét nhiém vu hé théng.

* EScan Now - van hanh mét nhiém vu dwoc chon, khéi dong mét immediate scan.

7.2.2. Cac dac tinh cia Nhiém vu Quét

M&i nhiém vu quét cé clra s ctia minh péc diém noi ban c6 thé dinh hinh cac phwong
éq quét, hay dét muc tiéu qu’ét, I&p ké hoach cho nhiém vu hoac xem cép bao céo.
Dé enter clra sO nay, hdy nhap dup vao nhiém vu. Clra sO sau day sé xuat hién:

Cai dat quét

Task

Task name; Full System Scan
Last Run newer

Scheduled: not scheduled

Sean Level

o MEDIUM - Starudard, modsrats ressurcs sonsumption
- Scanall files

i - Scen for wiruses and spyware
EMedium - FirstiSecond setion: Disinfect fies f Move to

i Auerartine

£ Low

custom ||

] Run the task with low priority

[] Shut down computer on scan completion

[ Minimize scan window to Sys Tray

[ Close scan window if no infected files are found

Sean oK Cancel

Cai dat quét

Tai day, ban c6 thé xem cac thong tin vé& nhitng nhiém vu (t&n, 14n van hanh cubi
cung, va tinh trang ké hoach) va tién hanh cai dat quét.

Merc quét
Trwéc tién, ban cin phai chon mirc quét. Kéo con trwot doc theo bang chia do dé dat
murc quét phu hop.

C6 tht ca 3 cap do:
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Mdrc baové Miéu ta

Théap Cung cAp hiéu suat phat hién hop ly. Mc tiéu thu tai nguyén thap.

Cac chong trinh chi dwgc quét tim virus. Ngoai viéc quét dwa trén
chi ky ¢ dién, phép phan tich theo kinh nghiém ciing dwoc st
dung. Cac hanh déng dwoc ap dung cho céc tap tin bi nhiém la:
lam sach tap tin/ gtvi t6i noi kiém dich.

Trung binh Cung cép hiéu suét phat hiién tét. Mirc tiéu thu tai nguyén trung
binh.

Tt ca cac tap tin déu dwoc quét dé tim virus va cac phan mém
gian diép. Ngoai viéc quét dwa trén chi ky cb dién, phép phan tich
theo kinh nghiém ciing dwoc st dung. Cac hanh déng dwoc ap
dung cho céc tap tin bi nhiém 1a: 1am sach tap tin/ gii téi noi kiém
dich.

Cao Cung c4p hiéu suat phat hiién cao. Mrc tiéu thu tai nguyén cao.

TAt ca cac tap tin va cac tai liéu lwu triy déu dwoc quét dé tim virus
va cac phan mém gian diép. Ngoai viéc quét dwa trén chiv ky cd
dién, phép phan tich theo kinh nghiém ciing dwoc st dung. Cac
hanh dong dwoc ap dung cho céc tap tin bi nhiém la: 1am sach tap
tin/ gtvi t6i noi kiém dich.

Quan trong
@ Quét tim cac Rootkit Nhiém vu c6 cung mirc quét. Song, cac phwong an lai khac:

+ Thép - Chi c6 cac qua trinh dwoc quét. Khong co hanh dong nao duoc tién hanh déi
v&i cac dbi twong duoc phat hién.

+ Trung binh - Cac tap tin va cac qua trinh duoc quét dé tim nhirng doi twong lan
tron. Khéng c6 hanh dong nao dwoc tien hanh doi voi cac doi twong dwoc phat hién.

+ Cao - Cac tap tin va cac qua trinh duoc quét dé tim nhirng dbi twong 1an trén. Cac
doi twong bi phat hién dwoc dat tén lai.

Nhitng ngwdi str dung cé trinh d6 cao cé thé mudn khai thac cac loi thé ctia nhitng
phan cai dat quét do BitDefender mang lai May quét cé thé duoc dat dé bd qua cac
phan mé réng cua tap tin, cac thu muc, cac tai liéu lwu trir ma ban biét rd 1a ching
v hai. Viéc nay c6 thé lam giam dang k& thai gian quét va cai thién toinh thirc (ng
clia may tinh trong qua trinh quét.

Click Tuy chinh dé dat cac phwong an quét ctia minh. clra sb sau day sé xuét hién:
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Cac phwong an quét dwoc td chire gibng
nhw mét thwe don cé thé mé rfong, rat
gibng véi cac phuong an kham pha
(exploring) clia Windows.

Sizan boot sectors
Sian memary
3 Detect riskware filss
=y Advanced scan options
Open packed programs
[] Open archives
Open email archives
Use heuristic detaction
Detect incomplete virus bodiss
Sl Spyware options
Sican registry
Sitan cookies
- Aection options
=y Action totaks when an infected fils is found
[F]] First Action <Disinfect files=
[F]] Second action <Move to Quarantine:
=y Action totaks when a suspect fil is found
[=]] First Action <hone (iog ohjects)=
[F]] Second action <Mone (log objscts)-
= Report options

[ show all scanned files w
oK Cancel Dsfaut Level

Cai dat quét

Cac phwong an quét dwgc nhom thanh nam pham tru:

» Cac phwong an quét virus
» Cac phwong an gian diép

» Cac phwong an hanh doéng
» Cac phwong an Bao cao

» Cac phwong an khac

Nhap vao hdp cé "+" d& mé mot phwong an hodc vao hop cé "-" dé déng mét phwong
an.

Quan trong

@ D6i voi nhiém vy Quét dé tim Rootkit chi co ba pham trii: Cac phwong an quét Rootkit
, Cac phwong an Bao cao va Cac phwong an khac . Tl pham tru th&r nhat, ban c6
thé chon nhirng gi dé quét ( cac tap tin hodc bo nho, hoéc ca hai) ava ban co thé dua
ra hanh ddéng cho cac déi twong bi phat hién (Khong (Ghl cac déi twong vao nhat
ky )/Bdi tén tap tin ). Hai pham trt cudi cling déng nhat véi cac pham tri duwoc miéu
ta dwdi day.

« Xac dinh rd loai cac déi twong dé quét (cac tai lieu lwu trir, thw Qién ter.....) va cé,c
phwong an khac. Viéc nay dwoc tien hanh quan Iwa chon mét s6 phwong an nhat
dinh tir pham tru Cac phwong an quét virus category.
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Phwong an

Miéu ta

Quét cac tap Quét tat ca cac tap T4t ca cac tap tin da dwoc truy cap sé dwoc

tin

tin
Chi quét cac tap tin
chwong trinh

Quét cac phan mé
rong do ngwoi s
dung xac dinh

Loai trir cac phan
mé rong do nguwoi
str dung xac dinh

Quét cac ranh ghi khéi dong

Quét bd nhe&

phat hién cac tap tin c6 nguy co

lay nhiém

quét, bat k& ching thudc loai nao.

Chi c6 cac tap tin chwong trinh sé dwoc quét.
biéu nay cé nghia la chi cé cac tap tin voi
nhirng phdn mé roéng sau: exe; bat; com; d11;
ocx;, scr; bin; dat; 386; vxd; sys,; wdm; cla;
class; ovl, ole; exe; hlp, doc, dot; x1s, ppt,
wbk; wiz; pot; ppa, xla; x1t; vbs; vbe; mdb;
rtf; htm; hta; html; xml; xtp; php,; asp, js,
shs; chm; 1nk; pif; prc; url, smm, pdf, msi,
ini; csc; cmd; bas; eml and nws.

Chi céc tap tin véi nhitng phdn mé rong do
nguwdi str dung chi ra sé dwgc quét. Nhirng
phan mé& rong nay phai dwoc tach ra bdng ";".

Céac tap tin véi nhitng phan mé rong duoc
nguoi sir dung chi ra s& KHONG duoc quét.
Nhirng phan m& réng nay phai dwoc tach ra

béng ";
Quét cac ranh ghi cta hé théng.

Quét dé tim virus va cac phan mém nguy hiém
khac.

Quét cac mbi de doa khac ngoai virus nhw
dialers va adware. Nhirng tap tin nay sé dwoc
xt ly nhw nhirng tap tin bi nhi&m. Phdn mém
chva cac thanh phan cta adware c6 thé
nglrng lam viéc néu nhw phwong an nay hoat
dong.

Chon T!'l‘P cac (rng dung va cac dialer Néu
ban muon loai trir khdng quét cac tap tin nay.

Cac phwong M& cac chwong Quét cac tap tin duwoc déng goi.

an quét cao
cap

trinh dwoc dong
goi
Mé& cac phan Iwu
triv

M¢& cac lwu trir thw
dién tw

Quét bén trong cac phan Iwu triv.

Quét bén trong cac Iwu triv thw dién te.
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Phwong an Miéu ta

Str dung phwong Bé siv dung phwong phap quét cac tap tin

phap phat hién bang kinh nghiém. Muc dich cla viéc quét

theo kinh nghiém  béng kinh nghiém |& dé xac dinh nhirng virus
mdi, dwa trén cac kiéu, dang, cac thuat toan
nhét dinh, trwéc khi tim ra dinh nghia vé loai
virus d6. Cac thong diép canh sé xuat hién khi
mét tap tin nhw vay dwoc phat hién va duwoc
liét vao loai bi nghi ngd. Trong nhirng trwdng
hop dd, chiing tdi khuyén céo ban nén gui t6i
phong thi nghiém cutia BitDefender dé duwoc
phan tich.

phat hién cac thwc Phat hién cac thwc thé virus chwa hoan thién.

thé virus chwa
hoan thién

* Xéac dinh muc tiéu quét cac chwong trinh gian diép (registry, cookies). Thwc hién
viéc nay bang cach chon mét s6 phwong an tir pham tri Cac phwong an quét cac
chwong trinh gian diép .

Phwong an Miéu ta
Quét ding ky Quét céac 16i vao dé dang ky.
Quét cookies Quét cac tap tin cookie.

« Xéc dinh ré hanh dong déi v&i cac tap tin bi nhiém hodc bi nghi ngd. Mé& pham tru

Action options d& xem tat ca cac hanh dong cé thé tién hanh déi véi cac tap tin
nay.
Chon hanh déng phai tién hanh khi mot tap tin bi nhiém hoac bi nghi ng® dwoc phat
hién ra.Ban c6 thé chi rd cac hanh dong khac nhau déi véi cac tap tin bi nhiém hay
bi nghi ng&. Ban ciing cé thé chon hanh déng thv hai néu nhu hanh déng dau that
bai.

Hanh déng Miéu ta

Khéng (Ghi lai cac ddi Khong co hanh dong nao duoc tién hanh doi vei cac
twong) tap tin bi lay nhiem. Cac tap tin nay sé xuat hién trong
tap tin bao cao.
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Hanh dong Miéu ta

Chi dan cho ngwoi sir Khi mot tap tin bj nhiém dwoc phat hién, mot cira s

dung phai hanh déng nhw sé& xuat hién chi dan cho ngudi stv dung cach chon

thé nao hanh déng cho tap tin d6. Tuy thudc vao tdm quan
trong clia tap tin, ban cé thé chon cach diét virus, cach
ly tai viing kiém dich hodc xoa bd né di.

Tay trung cho céc tap tin Lam sach tap tin bi nhiém.

Xoa cac tap tin Xoa cac tap tin bi nhiém ngay l4p tirc, khéng can canh
bao.

Chuyén tap tin dén Kiém Chuyén cac tap tin bi nhiém dén Kiém dich.

dichMove files to

Quarantine

Pébi tén cac tap tin Thay d6i phan mé rong clia cac tap tin bi nhiém. Phan
mé& réng mdi cla cac tap tin bi nhiém la .vir. Bang
céach ddi tén cac tap tin bi nhiém, kha nang hoat dong
va kha nang lay lan cla chung sé bi méat di. Dong thoi,
chung sé dwoc lwu lai cho viéc giam dinh va phan
tich tiép theo.

Quan trong

@ Thay déi tén cua cac tap tinRename files c6 hiéu qua twong tw di véi cac tap tin
4n (rootkits). Phan mé rong mai clia cac tap tin bi phat hién sé 1a .bd. ren. Bang
céch ddi tén cac tap tin bi nhiém, kha nang hoat déng va kha néng lay lan ctia ching
s& bi méat di. Ddng thoi, ching sé dwoc lwu lai cho viéc giam dinh va phan tich tiép
theo.

Hay chi rg') céac phwong an cho cac tap tin bao cdo. M@ pham tru Report options
dé xem tat ca cac phwong an cé thé.

Phuwong an Miéu ta

Hién thi tit ca cac file Liét ké tit ca cac tap tin da dwoc quét va tinh trang
dwoc quét ctia chuing (bi nhiém hay khéng) trong tap tin bao céo.
Khi phwong an nay mé, may tinh sé chay cham lai.

Xoa cac logs da tén tai lau Day [a mot trwéng hiéu chinh, né cho phép chi rd mot

hon [x] ngay bdo cdo sé dwoc gilr trong thoi gian bao lau trong
phan Quét Logs. Chon phwong an nay va danh vao
khodng céach thoi gian méi. Khodng cach thdi gian
mac dinh 1a 180 ngay.
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Ghi chu
C6 thé xem cac tap tin bao céo trong phan Scan Logstl clra sb Cac dic diém.

« Chi rd cac phwong an khac. M& pham tri Other options, tir day ban c6 thé chon
phwong an sau:

Phuwong an Miéu ta

Hay gwri tap tin bi nghi ngé Ban sé dwoc chi dan cach givi tAt c& cac tap tin bi
dén phong thi nghiém ctia nghi ngd dén phong thi nghiém cta BitDefender lab
BitDefender Lab sau khi qu trinh quét két thuc.

Néu ban nhap vao Mirc Mac dinh ban sé tai dwoc cac phan cai dat da dwoc mac
dinh.

Nhap OKdé Iwu lai cac thay dbi va dong ctra sb lai.
Céc phan cai dat khac

M®bt loat cac phwong an chung cho qua trinh quét cling dwoc hién dién:

Phuwong an Miéu ta

Van hanh nhiém vu c6 wu Gidm wu tién cho qua trinh quét. Ban s€ cho phép cac

tién thap chwong trinh khac chay nhanh hon va tang thoi gian
can thiét dé qua trinh quét két thuc.

Tat PC quét xong Tt may tinh khi qua trinh quét két thuc.

Hay gri tap tin bi nghi ng& Ban sé duoc chi dan cach gl tAt ca cac tap tin bi nghi

den phong thi nghiém ctia ngo dén phéng thi nghiém clia BitDefender lab sau khi

BitDefender Lab qu trinh quét két thuc.

Mé& cira s quét & mirc téi M& clra s6 quét & mirc tbi thidu téi ngén hé théng .

thiéu khi kh&i déng ngdn Nhép dup vao bidu twong BitDefender icon dé mé.

hé théng

Nhé&p OK dé Iwu cac thay ddi va dong clra sb lai. D& tién hanh nhiém vu nay, chi can
nhap Scan.

Muc tiéu quét

Nhép dip vao nhiém vu dwoc chon va sau dé nhals vao tab Scan Pathdé vao phan
nay.
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Local Drives

[ 5YSTEM (&)

]2 DvD-R Drive (D) [ etwork Drives
[Feeswar ) [ Bemaovahle Drives
[AwDaTA ) [ &l Ertries

52 mscarlat on terralissrsiComercialBim ()

Add files)
£ofd folder(s)
Remove item(s)

Sean oK Cancel

Muc tiéu quét

Tai day, ba c6 thé dat muc tiéu quét.

Phan nay chra cac nut sau:

« B sung cac tap tin - m& mot clra sb duyét qua, tai day ban co thé chon cac tap
tin ma ban muén quét.

+ B6 sung céac tap tin - gidng nhu trén nhwng ban chon cac thw muc ban muén
BitDefender quét thay vi chon cac tap tin.

Ghi chu
Ban ciing c6 thé kéo 1&n hodc kéo xubng dé bd sung thém céac tap tin/cac thuv muc.

* Loai bd cac muc - Loai bd cac tap tin/cac thw muc ma trwdc day da dwoc chon tir
danh muc cac doi twong phai quét.

Ghi chu
Chi c6 cac tap tin/cac thuw muc dwgc chon sau nay méi co thé xoa bd dwoc nhwng
khong phai déi vai cac tap tin/thv muc do BitDefender chon "seen\.

Ngoai nhirng nut dworc gidi thich & ttrén cling con cé mét sd phuwong an cho phép lva
chon nhanh cac vi tri phai quét.
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« Cac 6 dia noi boé - D& quét cac 6 dia noi bd.

+ Cac 6 dia ciia mang cong tac - D& quét cac & dia cia mang cong tac.

+ Cac 6 dia lwu dong - D& quét cac b dia lvu dong (CD-ROM, dia mém ).

+ TAt cac cac cong vao - dé& quét tt ca cac 6 dia, cho du chung la 6 dia noi bo,
mang cOng tac hay lwu déng.

Ghi chu
Néu ban njuén quét toan b may tinh dé tim virus, ban hay chon hép kiém tra twong
trng v&i Tat ca cac cong vao.

Nhép OK dé luu céc thay dbi va dong clra s6 lai. D& tién hanh nhiém vu nay, chi can
nhap Scan.
Lap lich trinh

Nhap dup vao mét nhiém vy dwoc chon va sau do nhap voa phim tab Scheduler dé&
vao phan nay.

Scheduled: not scheduled

Schedule

@ not scheduled
Q Once
Q) Perindically

Start Date: |:|
Start Time: I:l
Scan oK Cancel
Lap lich trinh

Tai day ban co thé thay nhiém vu da dwoc Ién ké hoach chwa va ban c6 thé stra ddi
cac dac diém nay.
Quan trong

\{fyi cé’c nhiém vu phL’yc'tap, qua trinh quét sé phai mét mot s6 thoi gian va sé hoat déng
tot nhat khi ban dong tat ca cac chwong trinh khac. D6 la ly do tai sao ban phai Ién ké
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hoach c;ho cac nhiém vu nhu"véy khi ban khéng st dung may tinh ctia ban va noé sé di
vao ché do dé khong dung dén.

Khi lén ké& hoach cho mét nhiém vu, ban phai chon mét trong cac phwong an sau:

« Khéng dworc Ién ké hoach -Khadi dong nhiém vu chi khi nao cé yéu cau ctia ngudi
str dung.

+ Once -Bat du quét chi mot 1an tai mot thoi diém nhat dinh. Néu cu thé ngay thang
va thoi gian bt dau tai cac trwérng emphasis role="bold">Ngay thang bat dau /Thoi
gian/emphasis>.

« Dinh ky - Khéi déng quét dinh ky, trong nhitng khoang thoi gian nhét dinh (Céac

gid, cac ngay, cac thang, cac nam), bat dau véi ngay, gior cu thé.
Néu ban muén quét lai vao nhirng khoang thai gian nhét dinh nao d6, hay chon
Periodically va danh vao méi hop hiéu chinh sé phut/gi¢/ngay/tuan/thang/nam,,
chi tan suat ctia qua trinh nay. Ban cling phai néu ré ngay, gi& bat dau trén cac
trwong Start Date/Time.

Nhép OK dé luu céc thay d6i va dong clra s6 lai. D& tién hanh nhiém vu nay, chi can
nhap Scan.
Quét cac ban ghi

Nhap dUp‘véo mot nhiém vu dwioc chon rdi sau d6 nh&p vao phim tab Scan Logs
dé vao phan nay.
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Full System Scan Properties

Scan Logs

Slatus Date & Time Summary
no viruses found /2872006 51523 Ph Scan aborted

Show log Delete log
Sean oK Cancel

Quét cac ban ghi

Tai day ban cé thé nhin thay cac tap tin bao cao nay sinh méi khi cé mét nhiém vu
duoc thwe hién. M6i tap tin co dinh kém céac théng tin vé tinh trang cia né (sach/bi
nhiém),ngay, gi® ltc viéc quét dwoc thuc hién va tom tat (Hoat dong quét két thac).

C6 hai nut:

« Hién thi ban ghi‘ - & xem tap tin bao cao duwoc lwa chon;
» Xoa ban ghi - dé xoa tap tin bao cao dwgc chon.

Va ciing d& xem hoac xoé3 mot tap tin, nhap chudt phai vao tap tin va chon phwong
an phu hop ti thye don tat.

Nhép OK dé luu céc thay d6i va dong clra s6 lai. D& tién hanh nhiém vu nay, chi can
nhap Scan.

7.2.3. Thyc don tat

M®&i nhiém vu c6 mét thwe don tat. NhAp chudt phai vao nhiém vu dwoc chon d& mé
thye don nay:
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Froperties
Change Scan Target
Schedule Task
View Scan Logs

Duplicate
Create Deskiop Shorteut
Delete

Scan Now

Thwe don tat

Céc liénh sau day co san trén thuc don tat:

Cac dac diém - md clra sd Cac dic diém, Téng quan tab, tai day ban c6 thé
thay dbi cac phan cai dét ctia nhiém vu dwoc chon;

Thay d6i Muc tiéu Quét - M& ctra sé Cac dic diém , Scan Path tab, tai day ban
c6 thé thay déi muc tiéu quét cho nhiém vu dwoc chon;

Nhiém vu lap ké hoach - m& clra sb Properties, Scheduler tab, tai day, ban cé
thé 1ap ké hoach cho md nhiém vu dwoc chon;

View Scan Logs - M& ctra sb Properties, Phiam tab Quét cac ban ghi tai day,
ban c6 thé xem cac bao cao phat sinh sau khi niém vu dwoc chon van hanh;
Nhan ban - Nhan ban nhiém vu dwoc chon;

Ghi chu
Phan nay co tac dung khi Iap cac nhiém vu méi béi vi ban co thé sira dbi cac ni
dung cai dat lién quan dén nhan ban nhiém vuy.

Tao dwdng tat cho Man hinh nén -tao ra mét 16i tat ciia man hinh nén cho nhiém
vu dwoc chon;
Xoa - xoa nhiém vu dwoc chon;

Ghi chu
Khong c6 dbi cac nhiém vu hé théng. Ban khong thé huy bd mét nhiém vu hé théng.

Quét bay gio - van hanh hoat dong dwoc chon, khéi xwédng mot hanh dong quét
ngay lap tuc.

Quan trong
Do tinh chét dac biét clia chung, chi cé cac phwong &n Properties va View Scan Logs
¢6 s&n cho cac nhiém vu trong pham tri Cac nhiém vu linh tinh .

7.2.4. Céac kiéu quét theo yéu cau

BitDefender cho phép ba kiéu quét theo yéu cau:
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« Quét ngay lap tlrc - van hanh mot nhiém vu quét tir hé théng / cac nhiém vu cla
nguwoi st dung;

+ Quét theo bdi canh - nhan chudt phai vao mét tap tin hodc mét thw muc va lwa
chon BitDefender Antivirus v10;

» Drag& Quét tha -kéo va tha mét tap tin hodc mét thw muc trén Thanh hoat dong
Quét ;

Quét ngay lap tirc

D& quét toan bd hay quét mdy phan clia may tinh, ban cé thé str dung cac nhiém vu
quét mac dinh hodc ban co thé ty tao ra cac nhiém vu quét ciia minh.Cé hai phwong
phap tao ta cac nhiém vu quét:

+ Nhan badn mét nhiém vu hién hanh, dbi tén nhiém cu do va tao cac thay déi can
thiét trong ctra s6 Cac dac diém ;
» Click New Task to create a new task and configure it.

Dé cho BitDefender hoan tat viéc quét, ban can phai déng tat ca cac chwong trinh
dang mé. Dac biét la chwong trinh thw dién t&r cdia ban (nhw. Outlook, Outlook Express
or Eudora) rat can phai déng lai.

Truwéc khi cho BitDefender quét may tinh cGa ban, ban can phéi chac chan réng
BitDefender da dwoc cap nhat tatc ca cac chiv ky cla virus,bdi vi cac virus méi duwoc
tim va xac dinh hang ngay. Ban cé thé xac dinh xem Ian cap nhat gan nhét Ia luc nao
& phia tréb ctia module Nang cép .

Dé bat dau quét, chi can chon nhiém vy quét ban mudn tlr danh sach va nhap vao
nut phia bén phai B Quét bay gi®. Ban ciing c6 thé nhip vao Run Task. Mét clra
sb quét sé& hién ra:

68



BitDefender Virus Scan

Fils Status Time
Sian time: 00:0:41
Estimated time left 00:07:44
San speed (files/sec) 26
Statistics
Boot zectors: 5
Files: 2681
Processes scanned: o
Folders: 612
Archives: o
Runtime packers: 214
Results
Infected objects: o
Suspect ohiects i}
Processes infectad o
Warnings: 1}
Disinfected, o
Deleted. o
Mowed. o
Identified viruses: L]

Show kst scanned fils

CIANDOWS Redister edP ackanes{DDS0041 0-1523-43E6-9416- 42331 BFOS74 flvwmpast dll %

——] |

[[pmee [ 3w |
Ctra sO quét

Mot biéu twong sé xuét hién tai ngan hé thdng khi qua trinh quét van hanh.
Khi quét, BitDefender sé& chi cho ban qua trinh quét va canh bao ban khi tim thy bét
c moi de doa nao. Tuy thudc vg‘ao nhiém vu quét, sé co thong tin v’é cac chwong trinh
gian diép va’hoac cac virus. Néu ¢ ca hai loai thénbg tin do, nhap vao phim twong
trng dé biét thém chi tiét vé qua trinh quét gian diép hoac virus.
Chon hop kiém tra twong (ng v&i Hay chi ra tap tin dwoc quét 1an cudi cuing va
chi cé cac thdng tin vé tap tin dwoc quét lan cudi cling dwoc hién thi.

Ghi chu

Qua trinh quét co thé mat mot lhoang thai gian, tuy thudc vao dod phire tap ctia lan quét.

Ba nut c6 san:
+ Stop - m& mét clra s6 mai, tr d6 ban cé thé két thuc qua trinh quét. Nhép vao
Yes&Dong lai dé thoat khdi cra sb quét.

« Tam dirng - Tam thoi ngung qué trinh quét - ban c6 thé tiép tuc béng cach nhap
vao Tiép tuc lai.

* Cho xem bao cao - mé bao cao quét.
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Ghi chu

Néu ban nhép chudt phai vao mét nhiém vu dang van hanh, mot thwc don tét (theo béi
canh ) gitip ban quan ly ctra s6 quét sé& hién ra. Cac phwong an Tam dirng / Ti(fap tuc
lai, Dtrng va Stop&Close)twong ty véi cac phwong an cla cac nut trong clra s6 quét.

Néu phwong an Chi dan cho Ng_u’c‘)’i str dung hanh déng dwoc dét trong clra sb
C‘éc dac diém , khi mot tap tin nhiem dwoc phat hiér_1 va mét clra sO canh bao sé yéu
cau ban chon mét hanh déng dé xt ly tap tin bj nhiém.

Ban c6 thé xem tén cla tap tin va tén cla virus.

File:

D WAldcore\2000-06T OPYYBS BLUBBELBOY\ABLUBELE-A V5
G=x{body)==(Comprassed Rifj=>(RH2Hm)

Infected with:
VBS.Bubbleboy.A

Select action to perform:
© Disinfect
© Delete
© Move to quarantine
Q lgnore

[ 2pply to sl

Chon hanh doéng

Chon mét trong cac hanh déng sau dé xt ly déi véi tap tin bi lay nhiém:

« Tay rira -TAy rira tap tin nhiém:

+ Xoa Xoa tap tin nhiém;

« Chuyén dén noi kiém dich - chuyén tap tin bi nhiém dén noi kiém dich ;

« Khéng déy - Khong dé y dén tap tin bi nhi&m. Khong c6 hanh dong nao dbi voi
tap tin bi nhiém.

Néu ban quét mét thu muc va ban mudn co hanh dong giéng nhau dbi véi cac tap tin
bi nhiém, chon hop kiém tra twong &ng véi Ap dung cho tat ca .

Ghi chu

Néu phuong an Tay trung khong c6 hiéu lwc, diéu d6 co nghia Ia tap tin khong thé
tay rl;ra duwoc. Cach lwa chon tét nhat 1a cach ly tap tin dé trong ving kiém dich va gwi
no6 dén cho chung téi phan tich hoac xoa né di.

Nhép vao OK.
Ghi chua

Tap tin baop cao sé dwoc ty dong lwu trong phén Scan Logs twr clra sb cla nhiém vu
twong rng Properties.
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Quét theo bdi canh

Nhép chudt phai vao tap tin hodc thw muc ban muébn quét va chon BitDefender
Antivirus v10.

Open
EditPlus
Open With »

Badd to archive...

Badd to "bdhelp_internetsecurityd_ko.rar”

B Compress and email..

B Campress to "bdhelp_internetsecurityd_ko.rar” and email
E-mail with Vahoo!

@SEBitDefendsr Antivirus v10
Send To v

Ccut
Copy

Create Shorteut
Delate
Rename

Properties

Quét theo bbi canh

Ban co thé stva ddi cac phwrong an quét va xem cac tap tin bao céo bang cach truy
cap vao nhiém vu Cac dic diém cira sb clia Quét theo Thwe don Bdi canh .
Quét kéo va tha

Kéo tap tin hodc thw muc ban mudn quét va tha chiing xudng trén Thanh Hoat ddng
quét nhw dwge mo ta dudi day.

Tha tap tin

Néu mét tap tin bj nhiém duoc phat hién thi mét clra s6 canh bao sé xuét hién yéu
cau ban chon mét hanh dong dé xtr ly déi vé&i tap tin bi nhiém.
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Trong ca hai phwong phap c6 thé lwa chon (quét theo bdi canh va quét kéo & tha,
ctra sd quét sé& xuat hién.

7.2.5. Quét cac Rootkit

BitDefender sé& giai quyét cac mdi hiém hoa ddi v&i an ninh méi nhat béng cach dwa
ra mot phwong tién phat hién rootkit cling véi cac dau quét chdng gian diép, virus rat
hiéu qua. Bay gid, BitDefender cé ka ndng phat hién cac rootkit ndng cach tim kiém
céc tap tin, cac thw muc va cac qua trinh &n. Hon ni¥a, né c6 thée bao vé may tinh
ctia ban bang cach dat tén lai cho cac malware str dung rootkit.

D& quét may tinh clia ban, tim cac rootkit, hdy van hanh nhiém vu Quét tim Rootkit.
M6t clra s6 quét s& mé ra.

Quan trong
Khi ban kiém tra tim rootkit, viéc rat quan trong ban can phai lam 1a cai dat cho
BitDefender khong dwoc cé bat clr hanh dong nao déi véi cac tap tin an.

Khi quét xong, ban c6 thé thay két qua quét.Néu cac tap tin &n bi phat hién, hay kiém
tra lai can than: sw hién dién cla cac tap tin 4n co thé biéu thi mot kha nang xam
nhap.

Néu ban chéc chan rang, cac tap tin dwoc tim ra thudc vé malware, ching téi khuyén
cao ban ban nén cai dat hanh déng P6i tén cac tap tin Rename files va van hanh
lai nhiém vu Quét dé tim Rootkit. Béang cach dé, cac tap tin an sé bj chank lai.

Canh bao

0 KHONG PHAI TAT CA CAC TAP TIN AN DEEUF LA MALWARE! Truwéc khi déi tin cac
tap tin &n, can chac chén rang chang khéng thudc vé mét (rng dung dang cé hiéu lyc
ma ciing khéng thudc vé& hé thdng. Doi tén cac tap tin nhe vay co thé 1am cho hé théng
clia ban khéng st dung duworc.

Quan trong
@ Néu hé théng clia ban bj hacker'qué'y phé, chi c6 mét cach duy nhét an toan tranh moi
sw xam nhap la cai dat lai hé thong.
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7.3. Kiém dich

BitDefender Antivirus v10

Ouarantine

Q Quarantine Folder Quarantine
General GQuarartine size limit; none (0 KE) Fsetings
The GQuarartine holds
[ Mors detais BB z:zl’;‘z‘l’;f"es for
Antvirus [ Fite: name Hams Fossibly infectsd with | Sent | il in Quaranting,

files cannct be
execuled or read. By
defaul, suspect fies
are sert for analysis
o the BitDefender

Labs. However, you

z
o B
®i4
AR
LA

@

can choose not to
submit files for
analysis.

To capy a suspect file
to the Quaranting,
click the 'Add button
ar simply drag & drop
the file inthe
GQuaranting list.

L woreon

& bitdefender

Kiém dich

BitDefender cho phép cach ly cac tap tin bi nhiém hay bi nghi ngé» trong mét khu v
an toan, goi la khu kiém dich. B&ng cach cach ly cac tap tin nay trong khu vuc kidm
dich, nguy c6 phét tan bénh sé& bién mét, ddng thei ban cé kha nang giri cac tap tin
nay t&i phong thi nghiém cla BitDefender dé phan tich tiép.

B6 phan dam bao viéc quan ly cac tap tin dwoc cach ly 1a Kiém dich. Module nay
duoc thiét ké véi chire nang ty déng gui cac tap tin bi nhiém dén phong thi nghiém
cla BitDefender.

Nhw ban c6 thé thay, phan Kiém dich chra mét danh sach tat ca cac tap tin dwoc
cach ly to trwde téi nay. M6i mét tap tin déu co dinh kém tén, kich c&, ngay thang
cach ly va ngay, thang gii. Néu ban muén xem thém théng tin vé cac tap tin dwoc
kiém dich, hay nh&p vao Thém Chi tiét .

Ghi chu
Khi virus dwoc kiém dich, chiing sé& khong thé tao dwoc tac hai nao niva bdi vi chiing
sé khong con co thé doc dwoc cling nhw khdng thé thwe thi dwoc cac nhiém vu niva.

Nhép vao nat (2 Add dé& bd sung vao viing kiém dich céac tap tin ban nghi la cé bi
nhiém. Mot ctra sb sé mé ra va ban co thé lwa chon tap tin tor vj tri cﬂg noé trén dia.
Bang cach nay, tap tin sé dwgc sao chép lai dé kiem dich. Néu ban mudn chuyeén tap
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tin dén vung kiém dich, ban can phai chon hop kiém tra twong (rng véi Xoa tip vi tri
nguyén thuy . M6t phwong phap bo sung nhanh hon cac tap tin bi nghi ngd vao khu
vire kiém dich la kéo va tha ching vao danh muc kiém dich.

Dé& xoa mot tap tin dwgc chon lwa khdi ving kiém dich, hay nhap vao nit 2 Remove.
Néu ban mudn khéi phuc lai mét tap tin dwoc chon tréd lai vi tri ban dau ctia né thi
nhap vao Restore.

Ban co thé glri bt civ tap tin nao tir vang kiém dich dén phong thi nghiém clia
BitDefender bang cach nhap vao Guri.

Quan trong

@ Ban can phai néu rd mot sé thong tin trwdc khi ban cé thé givi cac tap tin nay di. Bé
lam dwoc viéc d6, hdy nhép vao Settings va hoan tit cac trivéng tir phan Submission
settings, nhw dwgc miéu ta dwoi day.

Nhé&p & Settings d& mé& cac phwong an cao cap cho viing kiém dich. Clra sb sau
day sé dwoc mé ra:

><
BitDefender Quarantine Settings

- Quarantine settings
+ [ Limit the size of the quarartine folder
= Automatically send guarartine
Send every 60 minute(s)
O Automatically delete sent files
DragsDrop setlings
O Copy file(s)
® Move file(s)
O Prompt user
- Submission settings
“Your address:

Cac phan cai dit kiém dich

Cac phwong an kiém dich dwoc nhédm thanh hai pham tru:
« Cac phan cai dit kiém dich
+ Cac phan cai dat guvi di

Ghi chu
Nhap vao hdp cé "+" d& mé mot phwong an hodc vao hdp co
an.

dé déng mot phwong

Céc phan cai dat kiém dich
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Ban Quan ly

+ Han ché kich thwéc ctia thw muc kiém dich - duy tri trong tAm kiém soat quy
mé kiém dich. Phwong an nay dwoc thwe hién béng cach mac dinh va kich thuéc
cta né 13 12000 kB. Néu ban muén thay dbi loai gia tri nay, hay danh mot gia tri
méi vao trwdng twong ng. Néu ban chon hop kiém tra twong trng véi Tw dong
x0a cac tap tin cii , khi viing kiém dich day, va ban bd sung mét tap tin méi, cac
tap tin ci nhét trong khu virc kiém dich sé& dwoc tw déng xoa di danh chd cho cac
tap tin méi dwoc bd sung.

* Guri cach ly tw dong - tw dong gL’fj nhirng file céch‘ly toi BigDefender Labs dé phan
tich. Ban c6 thé cai d&t thoi gian bang phut gitra 2 1an glvi lién Gtri méi x phut field.

* Tw dong xo6a cac file da gwri - tw ddng xda cac file cach ly sau khi gwi toi
BitDefender Lab @& phan tich.

+ Drag&Bé cai dat - néu ban dung phuong phap Drag&Drop va cho file vao cach ly
tai day ban c6 thé chon hanh déng: copy, chuyén hay hdi nguoi stv dung.

Céc phéan cai dat kiém dich

« Dia chi ctia ban - g6 trong dia chi e-mail phong khi ban muén nhan thw méi tir cac
chuyén gia clia chiing t6i,d& cap dén cac file khong ré rang dwoc gti dé& phan tich.

Nhap Apply dé lvu cac thay déi. Néu ban nhap vao Default ban sé tai dwoc cac phan
cai dat da mac dinh.
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8. Module Chéng gian diép
Phan Chéngyvirus clia huéng dan st dung nay chira dung cac dé tai sau:

» Tinh trang Antispyware

- Cai dat cAp cao - Kiém soat riéng tw

- Cai dat cAp cao-Kiém soat dang ky san pham
- Cai dat cAp cao -kiém soat quay s6

- Cai dat cAp cao-Kiém soat cookie

- Cai dat cAp cao-kiém soat tap 1&nh

« théng tin hé théng

Ghi chu
D& biét thém chi tiét vé module Antispyware xin hay kiém tra mo ta vé Phan 4.3,
“Module Chong gian diép”.
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8.1. Tinh trang chdng gian diép

-
BitDefender Antivirus v10
Status
Q Behavioral Antispyware is enabled Antispyware
Settings
B Privacy module is disabled @Auvsn:eu Settings

BitDefender monitars
Protection Level dozens of potertial
hetspots in your
system where
spyware might act,

Antivirus 1 Aggressive DEFAULT

H - Registry cortrol is enabled and also checks any
@ i - Dil control is enabled changes made to
Defautt your system and
Artispyware H softwere.
@ 2 Permissive Sayware thrests,
licious cookies and
U ikr it oo ot

blocked in real-time
Antis| are Statistics

Private information klocked 0
Registry blocked 0
Dials blocked 0
Cookies blocked 0
Seripts blocked 0

Wore Help

& bitdefender

Tinh trang chéng gian diép

Trong phan nay, ban c6 thé hinh thanh Antispyware Thai dgva co thé xem thong tin
lién quan dén hoat dong.

Quan trong
D& ngan chan gian diép lay nhiém vao may tinh cla ban, hay gitr cho Hanh vi chéng
gian diépdwoc bao vé.

Tai cudi doan ban c6 thé thdyThéng ké chéng gian diép.
ModunAntispyware bdo vé may tinh ctia ban khéi gian diép théng qua 5 sy kiém
soat bao vé quan trong:

+ kiém soat riéng tw - bao vé nhirng dir liéu riéng tw ctia ban bang cach loc tat ca
nhirng giao dich ra HTTP va SMTP theo nhirng qui tac ban da dat trong phan Riéng
tw.

+ Kiém soat Registry - héi ban cé cho phép mét chwong trinh thay dbi registry dé
hoat déng trong Windows start-up.

+ Kiém soat quay dién thoai - hdi ban c6 cho phép mét chwong trinh quay mét sé
dién thoai khi dung dén modem.
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- Kiém soat Cookie - héi ban cé cho phép mét website mé&i mudn ghi vao cookie.
. Ki’ém soat Script - héi ban c6 cho phép mot website mudn khéi déng script hodc
bat c active content nao.

D& quét toan bd hé thdng chi cAn nhap @ Advanced Settings.

8.1.1. Mlrc bao vé

Ban c6 thé chon mirc bao vé phi hop hon véi cac yéu cau an ninh clia ban. Hay kéo
thanh trwot doc theo mat chia d6 dé chon mdrc bao vé phu hop.

C6 3 mirc bao vé:

Mcrc bdo vé Miéu ta

Pwoc chdp nhan  Chi khi Kiém soat Registry hoat dong.

Mac dinh Kiém soat Registry va Kiém soat quay dién thoai dang hoat
dong.

Tan cong Kiém soat Registry, Kiém soat quay dién thoai va Kiém

soat riéng tw dang hoat dong.

Ban c6 thé tuy chinh mlrc an ninh bang cach nhap chudt vao Mrc tw chon. clra sb
sau day sé hién ra:

Custom level settings

[ Privacy cortrol
Registry control
Dial corntral

O cookie contral

O seript control

[ o [ cws ||

Tuy chinh mirc bao vé

Ban c6 thé cho phép bt clr phwong an bao vé chéng gian diép nao (Kiém soat riéng
tw, Kiém soat Registry, Kiém soat quay dién thoai, Kiém soat Cookies and Kiém
soat Script).

Nhap Mirc mic dinh dé dat con trwot vao mirc méc dinh.
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8.2. Cai dat cap cao - Kiém soat riéng tw

D& vao muc nay hay nhap vao & Cai dit cap cao nit tr modul Antispyware, Tinh
trang.

Advanced antispyware seftings

Privacy

[ Enable Privacy protection
Total attempts blockec

23 E

Rule Mame [Rule Type Hitp Smtp | Description |
credil card credil card yes  yes My crecit card

oK | [ g | |

Kiém soat riéng tw

Gilr nhirng di¥ liéu an toan bi mat la mét van dé rat quan trong ma ai ciing quan tam.
Nhibng ké c&p di liéu ludn song hanh véi sw phat trién ctia Internet va st dung nhirng
céng nghé mai nhat dé lwa ngwdi st dung vé tinh dwa sé liéu co chang.

B4t ké dia chi e-mail clia ban hay s thé tin dung, khi n6 roi vao tay ké xau thi n6 co
the huf{ hoai ban: ba séc nhép du’gc khong biét bao nhiéu thw rac hoac ban sé bat
ngo thay tai khoan cua ban trong rong.

Kiém soat riéng tw gitip ban gitr di¥ liéu cta ban an toan. N6 quét nhirng giao dich
HTTP hodac SMTP, hodc ca hai, tim nhirng doan viét ma ban da dinh nghia. néu thay,
nhirng trang web hodc e-mail sé bi ngan chan.

Nhirng qui tac can duoc thiét Iap mét cach thi cong (Nhap nit 2 Thém va chon cac
thdng sb cla qui tac. Clra sO thuat si cai dat sé dwgc mé ra.

8.2.1. Thuat sT (Wizard) cai dat

Thuat si cai dat rut lai con 3 budc.



Buwdc 1/3 - Cai Loai Qui tac va D liéu

BitDefender Wizard

Al data you srter is
encrypted. For extra
safety, do not enter

th hole of the dat:

Rule Data [ 4545 705 3438

&

[ [ mete [ cance |

Cai Loai Qui tic va Div liéu

Vao tén cla qui tic trong trwéng duoc sira.

Ban can phai cai dat nhirng thong sb sau:

+ Loain Qui tac - chon loai qui t&c (dia chi, tén, thé tin dung, PIN, SSN v.v...).
+ Di¥ liéu Qui tic - vao trong D liéu Qui tac.

TAt ca cac dir liéu ban dwa vao dé dwoc ma hoa. D& an toan hon, dirng nén dwa toan
b6 nhirng dir liéu vao bao vé.

Nhap chuét vao Next.
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Buéc 2/3 - Chon Giao dich

BitDefender Wizard

Wish pages which
retuest your info il
not be displayed, and
the Information they
retuest wil not be
Scan Hitp sert. Outgaing
&-malls which
cortain your privats
information from
being sent

&

Scan SMTP

[ =msok |[ mets [ cance |

Chon Giao dich

Chon Giao dich ma ban muédn BitDefender sé& quét. Nhitng lwa chon sau cé thé co:

. Quét HTML - Quét giao dich HTML (web) va ngan chan di liéu ra ngoai theo qui
tac duwoc dat.

+ Quét SMTP - quét giao dich SMTP (mail) va ngan chan nhiing tin nhan e-mail trong
dir liéu qui tac.

Nhap chudt vao Next.
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Buwdc 3/3 - Mo ta Qui tac

BitDefender Wizard

Rule Descrigtion

My credt card|

<Back || Firish

Cancel

Erter & description
for this ruls. The
description should
help you of other
administrators
iclentify what
information you
blocked with more
sace

&

M6 ta Qui tac

Vao mét mé ta ngan cla qui tic trong trwéng stra.

Nhép vao Két thic.

bgan c6 thé thdy danh sach qui tac trong bang.

Dé& x0a mét qui tic, hdy nhap vao nut 2 Xoa. Néu ban chi muén tam thdi dirng qui

tdc ma khoéng xod, hay bé tich phan nay.

Dé sra mot qui tAc hay chon va bdm vao nit @ Stra hodc nhap kép. Clra sé sau day

sé hién lén:

Rule Name [ credt card
Rule Type [ credt card

L —"
Sean hitp

Sizan Smtp

Rule Description

My credit card

Cancel

Stra Qui tac
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Tai day ban co thé thay ddi tén, m6 ta va thong s6 cla qui tac (loai, di¥ liéu va giao
dich). Nhap chuét vao nut OK dé Ilwu lai.

Nhap OKdé Iwu lai cac thay dbi va dong ctra sb lai.
8.3. Cai dat cap cao - Kiém soat Registry

D& nhap vao muc nay hay vao clra sb cai dit chéng gian cap cao (t6i modul
Antispyware, Tinh trang va click & Cai dit cap cao) va click tab Registry.

Advanced antispyware seftings

Registry

Enable registry control
Total attempts blockec 1

s i [ Application Mame sction | Application
0 seroTray Deny ciprogram filesiadobelacrobat 7 Oldistilriacrot

[ oK | [ g | |

Kiém soat Registry

Mot phan hét strc quan trong ctia hé théng Windows duoc goi la Registry. D6 1a viéc
Windows gilr lay cai dat, chwong trinh cai dat, thong tin nguwdi dung, v.v...

Registry déng thoi dwoc ding dé dinh nghia chwong trinh ndo c6 thé khéi dong tu
déng cuing véi Windows. Virus thwéng ding noi nay dé tw déng khéi dong cling véi
may tinh cla ban.

Kiém soat Registry dé y dén Windows Registry - day cling viéc htru ich cho viéc
phat hién Trojan horses. N6 luén canh bao ban khi c6 mot chwong trinh muén khi
dong tai Windows start-up.
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Registry Alert g

AcroTray
Path: c:iprogram fllssiadobe\acrobat

7 Olistillfacrotray exe

Question:
This program is attempting to mocdify a registry entry.
This will allow the program to launch automatically
when Windows starts.

Do you want to allowy this?

Process information:
Company: Adobe Systems Inc

wersion: 7.0.7 2006011200

Copyright: Copyright 1354-2006 Adobe Systems
Incorparated and s licensors. Allrights reserved
[ Remember this answer

e

Canh bao Registry

Ghi chu

Ban co thé chan nhirng thay ddi bang cach nhan No
hoac ban c6 thé cho phép khi nhan Yes.

N‘éu ban mudn BitDefender nh& cau tra [&i cGa ban, ban
can phai tich vao: Nh& cau tra loi.

Cau tra |&i clia ban sé dwoc nhap vao danh sach qui tac.

D& xoa phan di liéu Registry, hdy chon né va nhap vao nit & Xoa. D& tam thoi ngirng
di liéu registry ma khong xoa thi chi can bé tich twong rng.

Ghi cha

BitDefender sé thwong xuyén canh bao khi ban cai dat chwong trinh mé&i ma phai chay
trong phan startup khi khéi dong lai may tinh. Pa sb cac trwéng hop, nhivng chwong
trinh dwoc phép c6 thé tin twéng duoc.

Nhap OKdé déng ctra sb lai.

8.4. Cai dat cap cao - Kiém soat quay dién
thoai

Dé tham nhap vao muc nay hay vao ctra s Advanced Antispyware Settings (toi
modul Antispyware, Tinh trang va click 2 Cai dit cap cao) va click tab Dial.
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Advanced antispyware seftings
Enable dial control
Total attempts biocksdt: 0
B &
x| Phane Numbers &pplication [ action ]
Ay Ay Dany
[ oK | [ g | |

Kiem soat quay dién thoai

Quay dién thoai (dialer) 1a mot '’ng dung st dung modem ctia may tinh dé quay mot
s6 dién thoai. Binh thwéng, nhirng dialer duoc dung dé quay vao nhirng sb c6 gia
tién cao.

V6i Dial Control ban c6 thé kiém soat dwoc nhivng sb dién thoai nao cho phép hay
ngan chan. Chirc nang nay theo ddi tAt ca nhirng dialer khi né mubn dung dén modem,
lap tlrc ngwdi dung dwoc canh bao dé cho phép hay ngan chdn hanh déng:

oot atert Ban co thé xem tén clia rng dung va sb diénn thoai n6
e
F A aaras s «

Tich vao lva chon Nhé cau tra 1&i va click Yes hoac No

-2 Path: ciprogram

fleehiahoctineseanaepager o va qui tdc dwoc ghi lai, ap dung va dwa vao dit liéu qui

puestion: tac. ban s& khong bi nhéc Ian sau niva khi quay cung sé
[c:arogram fileslyahoolimessengeriypager exe] dO.

is trying to dial the following number:
021544655

Do you want to allow this program to dial this number?

[ Remember this answer

e

Canh bao Dial

mbi qui tAc da duwoc nhé cé thé khéi dong trong phan Dial moi 1an sau.
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Quan trong
Qui tdc ma dwoc lwu lai theo thiy tw wu tién tir trén xudng. Qui tic Drag&drop theo thi
tw dé thay déi wu tién.

Dé& xo0a mét qui tac, hay chon n6 va nhép vao nt & Delete. Dé thay dbi thong sb cia
qui tac hay nhan dup trweong clia n6 va slra. Dé tam th&i nglrng qui tac ma khong xoa
thi chi can bé tich.

Qui téc co thé dwoc vao ty dong (qua clra s6 canh bao) hodc tha cong (click nut &
Thém va chon théng s6 cho nguyén tac). Thuat si cai dat sé hién Ién.

8.4.1. Thuat sT (Wizard) cai dat

Thuét si cai dat bao gébm 2 buéc.

Budc 1/2 - Chon Ung dung va Hanh déng

Select Application and Action

Check ‘Any' if you

Select application weant this rule to

@ any apply for ailthe

O Select application programs
If you wart to select

[ | & specific Application
click [Browse]
Select action Then chooss the

action for this ruls:

© permt Bermit or Deny

@ Deny

&

| (==

Chon Ung dung va Hanh déng

Ban c6 thé cai théng sb:

+ Ung dung - chon (ng dung cho qui tac. Ban co thé chi chon (ng dung (click Chen
rng dung, sau do Browse va chon trng dung) hodc tat ca cac rng dung (ci can
click Tat ca).

+ Hanh déng - chon hanh déng cho qui tac.

Hanh déng Miéu ta

Cho phép Hanh déng sé dwoc cho phép.
Chan Hanh don sé bi chan.
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Nhép chuét vao Next.

Buwdc 2/3 - Chon Sé dién thoai

Select Phone Numbers

Check Any it you

Select phone number wwant this rule to

@ any apply for any phone
O Specify phone number number
You can also create
] & rule that permits &
certain program to

dlial oy certain
numbers (such as
that of your Internet
Service Provider or
YOUr Tax news
sarvics)

i &

[ =msok|[ Fnish [ cancel ||

Chon S6 dién thoai

Click Chi rd Sé dién thoai, hay vao sé dién thoai ma qui tdc sé dwoc ap dung va
click Thém.

Ghi chu
Ban c6 thé dung khi thé clia ban trong danh sach sb dién thoai cam cia ban; nhu 1900*
nghia la nhirng so c6 bat dau bang 1900 sé bj khoa.

Tich T4t ca néu ban muén ngan chan tat ca cac sb dién thoai. D& xo4 mét sé nao d6
thi chon va click Xoa.

Ghi chu
Ban co thé dong thoi tao qui téc dé cho phép mot sé chuong trinh dé quay nhirng s6
dién thoai cho san (nhw so dich vu Internet hoac so6 Fax ma ban thwdng dung).

Nhép vao Két thuc.
Nh&p OKdé Iwu lai cac thay ddi va dong clra sb lai.
8.5. Cai dat cap cao - Kiém soat cookie
DPé vao trong phan nay hay vao cra sb Cai dat cdp cao Chéng Gian diép (di toi

phan Chéng Gian diép module, Tinh trang va click & Cai dat cao cap) and click the
Cookie.
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Advanced antispyware seftings

Pr R

Cookie

Enable cookies control
Total attempts blocksd: 0

= [Direction [Domain

Both e Softwin.com
Bath 140.251 98.1
Both v slsdl 1o

oK | [ g | |

Kiém soat Cookie.

Cookies rat chung cho cho cac tng dung Internet. N6 1 1 file nhé trong may tinh.
Websites tao nhirng cookies nay dé& nhé nhikng théng tin vé ban.

Cookie thwérng dung dé gitp d& ban khi str dung. Vi du nhw gidp ban nhé nhivng tén
ngwoi ding va mat khau va nhirng théng tin khac, dé ban khéi phai gé méi khi quay
lai web site do.

Nhuwng cookie ciing cé thé duwgc dung d& xam pham vao viing riéng tw clia ban, béng
céach theo déi nhirng khuén mau vao web ctia ban.

Pay la noi ma Kiém soat Cookie co thé gitip. Khi kich hoat, Kiém soat Cookie sé
héi ban cho phép nhitng website dwoc thay ddi cookie hay khong:
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Ban c6 thé xem tén clia (’ng dung ma né mubn gui file

g i

Firefox Tich vao lwa chon Nhé tra 1&i nay va click Yes hoac No
e‘ Path: xyprograim filesimozilla firefoxfirefoo exe
va qui tac sé dwoc tao, ap dung va 1én danh sach trong
Guestion: bang qui tc. Ban sé khoéng bi nhac lai 1an sau nira néu
e e o s she 152 s ek ookt nhw vao lai site do.
[ Remember this answer
ves

Canh bao Cookie

Viéc nay gitp ban chon website nao ban cé thé tin twéng dwoc va website nao khong.

Ghi chu

6 Vi hién nay nguwdi ta dung vo s cookie, nén ding Kiém soat Cookie cé thé gay ra
phién muén. Luc dau, né sé rat nhiéu cau hdi ban vé 1 web site mudn ghi cookie vao
may tinh cia ban. Khi ban thém nhirng qui tic vao thi né 1ap thanh mét danh sach quy
tac, sau do thi viéc truy cap sé nhe nhang nhuw truéece.

Méi qui tdc da dwoc ghi nhé cé thé dworc cho phép vao phan Cookie tiép tuc gidng
nhw viéc diéu chinh fine-tuning.

Quan trong
Qui tAc ma dwoc lwu lai theo thi tw wu tién tir trén xubng. Qui tdc Drag&drop theo thir
tw dé thay déi wu tién.

Dé& xo0a mét qui tac, hay chon n6 va nhép vao nit & Delete. Dé thay dbi thong sb cia
qui tac hay nhan dup treong cla no va stra. Bé tam thoi ngirng qui tac ma khéng xoa
thi chi can bo tich.

Qui téc co thé dwoc vao ty dong (qua cira s6 canh bao) hodc tha cong (click nut &
Thém va chon théng s6 cho nguyén tac). Thuat si cai dat sé hién Ién.

8.5.1. Thuat si (Wizard) cai d&t

Thuat si cai dat bao gébm 1 buéc.
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Buwd&c 1/1 - Chon bia chi, Hanh déng va Phwong huéng

Select Address. Action and Direction

Enter domain
O any
@ Ertter domain

oo sttt ]

Select action
@ Permit
O Deny

Select direction

O Outgoing
O Incoming
@ Both

Select the websites
&Nt domains that you
accept of reject
cookies from

Cookiss ars used to
track surfing
befavior and other
information. hote that
some sites will not
function properly
without cookies. You
can accept cookies
but never return
them - set the action

Finizh

=N

w

Ban c6 thé cai théng sb:

Chon Bia chi, Hanh dong va Phwong hwéng

Tén Mién - gb tén mién dé ap dung vao qui tac.
Hanh déng - chon hanh déng cho qui tic.

Hanh dong Miéu ta
Nhirng Cookie trong mién sé duoc ap dung.
Nhirng Cookie trong mién sé khéng duoc ap dung.

Hwéng - chon hwéng giao dich.

Go Miéu ta
Qui téc nay chi dwoc ap dung cho nhirng cookie dwoc g
ngam ra ngoai website dwg'c ndi vao.

Léira

Léi vao
duoc két nbi.

Ca hai

Qui t&c chi 4p dung cho cookie nhan dwoc tir cac website

Qui tac 4p dung cho ca hai huéng.

Nhép vao Két thuc.
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Ghi chu
Ban c6 thé chap nhép cookie nhwng khéng bao gio quay lai khi dat hanh dong la Ngan
chan va huwdng la Loi ra.

Nh&p OKdé Iwu lai cac thay ddi va dong clra s lai.

8.6. Cai dat cap cao - Kiém soat script

D& vao phan nay can vao cra sé Cai dit cip cao chdng gian diép (vao tab
Antispyware module, Tinh trang section and click @ Cai d&t cap cao) va click vao
Script.

Advanced antispyware seftings

Pr Reg Caokie Seript

Enable script control
Total attempts blocksd: 0

x| Domain [ action ]
W softwin.com Permit

oK | [ g | |

Kiém soat Script

Scripts va ActiveX controls and Java applets, qua dé né cé thé tao ra phan héi web
site, nhwng c¢é thé tao ra nhirng hiéu (rng cé hai. Nhitng yéu té ActiveX, vi du, cé thé
chiém Iinh hoan toan may tinh ctia ban va né cé thé doc dwoc tat ca nhirng di liéu
clia ban, xo4 théng tin, Iy cdp mat khau va co thé xem trom nhirng tin nhan online
ctia ban. Ban chi nén chap nhan active content tlr nhirng website ma ban thwc sw tin
twéng.

BitDefender cho phép ban chon dé chay hodc ngan chidn nhirng nhan té do.

V6i Script Control ban cé thé nap danh S?Ch nhirtng website c6 thé tin dwoc hay
khong thé tin dwoc. BitDefender sé& hai y kién ban khi mot website mudn khéi déng
mot script hoac mot active content:
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Ban c6 thé xem tén ngudn.

Script alert
g Tich vao Iwa chon Nhé cau tra 1&i nay va click Yes hodc
emm _ @ No va qui tac dwgc dat ra, ap dung va lwu trong bang
/Pathe c:iprogram filesmozilla firefoxifirefox axe qul téc Ban Sé khéng bl nhéc Ial khl truy Cép Cung Slte
auestion ké& ca khi né glri active content.
This program received active contert (ActiveXiava
Applet/Script) from [gw.dsd.ro] through hitp service.
Do you want to allow this program to store it locally?
[ Remember this answer
wes
Canh bao Script

Moi qui tic d& dwoc ghi nhé déu cé thé truy cp dwoc qua ving Script dé diéu chinh
nhu fine-tuning.

Quan trong
Qui tAc ma dwoc lwu lai theo thi tw wu tién tir trén xubng. Qui tdc Drag&drop theo thir
tw dé thay déi wu tién.

Dé& xo0a mét qui tac, hay chon n6 va nhép vao nit & Delete. Dé thay dbi thong sb cia
qui tac hay nhan dup trwong cla no va stra. Bé tam thoi ngirng qui tac ma khéng xoa
thi chi can bo tich.

Qui téc co thé dwoc vao ty dong (qua cira s6 canh bao) hodc tha cong (click nut &
Thém va chon théng s6 cho nguyén tac). Thuat si cai dat sé hién Ién.

8.6.1. Thuat si (Wizard) cai d&t

Thuat si cai dat bao gébm 1 buéc.
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Buwd&c 1/1 - Chon Dia chi va Hanh dong

Select Address and Action

Select the specific
domain(s) that you
[ v sottwin,con want 1o allow or
block scripting for
Generally, you
should use this

Erter doimain

Select action :
wizart to specify the

@ Permit domains you want to

O Deny Permit scripting from

1t Is recommended
that you block scripts
from &l domains you
dont explicily trust
Fleass note that

zome 3 il

[ [ Fnish [ cance |

Chon Bia chi va Hanh dong

Ban c6 thé cai théng sb:

+ Tén Mién - gb tén mién dé ap dung vao qui tac.
+ Hanh déng - chon hanh déng cho qui tac.

Hanh dong Miéu ta
Cho phép Script trén mién sé dwoc thue hién.
Chan Script trén mién sé khéng dwoc thwe hién.

Nhap vao Két thic.

Nhap OKdé Iwu lai cac thay ddi va dong ctra sb lai.
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8.7. Théng tin Hé thdong
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System Info
Current system settings System

information

Seneral & Run fems (9) Lo Here, you can see
# Start Up ltems (2) and change key

= Load tems (5) seftings related to:

Artiirus % Userinit (1) system startup and

shutdown, running

Current User Shell (not found)
= Local Machine Shell (1) processes, system
files, the Explorer and
Explorer exe
ZPOrer 220 running services.
Artispyware % Application Init DLLs (1)

4

% Winlagon lotify (10) These are crilical
@ # Il tems (2) system seftings, and
e # Known DLLs (21} should nat be
# File Assaciations: (8) changed unless
& Seripts (2) absaluely necessary.
¥ Services (2) A
Object: Explorer exe
File: Explorer exe
Peth: C.IWNDOWS Explorer exe
File version: .0.2000.2180
Praduct Yersion. 8.0.2900.2180
Publisher. Microsaft Corperation
Description. Windaws Explarer
Femove | | GoTo | | Fefresh | More Help
(& bitdefender
St en

Théng tin Hé théng

Tai day ban co thé thay dbi khoa cai dat thong tin.

Danh sach chira tat ca nhitng muc nap khi khéi dong hé théng ké ca nhirtng muc
dwoc nap bdi nhirng (rng dung khac.

Ba nut co sén:

¢ Xoa - xoa nhiém vu dwoc chon.

 Pi t&i - md mdt clra s6 mai, tr do muc duoc chon bi thay thé (vi du Registry).
+ Refresh - mé& lai muc Théng tin hé thong.
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9. Module nang cap

Phan Cap nhat clia cAm nang st dung nay chira cac dé tai sau:

+ Cap nhat Ty dong
+ Cap nhat Tha céng
« Cai dat Cap nhat

Ghi chu

D& c6 thém chi tiét vé module Cap nhat, hay kiém tra phan miéu ta ctia “Module néang

cép” (p. 28).

9.1. Cap nhat Tw déng

Anitivirus

<G

Antispyware

Update

BitDefender Antivirus v10

&

General

Update
ic update is enabled
Last checked 743112006 1:45:41 PM
Last updated 713112006 1:26:55 PM
Antivirus si
Virus Signatures 453436
Engine ersion 708352
status

Elupdate now

Elshow virus tist

Mo update available

File: 0%
I

Ok

Total update 0%
1

0 kb

Update
BitDefender

Click 'Update now' to
have BitDefender
check now for a
newver version.

BitDefender products

are ahle to self-repair,

if necessary, by
downloading the
damagesd or missing
files from BitDefender
servers,

Itis recommended to
keep the 'Autometic
update’ option
enabled.

Wore Help

& bitdefender

Cap nhat Tw dong

Trong phan nay, ban cé thé biét v& cap nhat - théng tin va thi hanh cap nhat.

Quan trong

Dé dwoc bao vé an toan chéng lai méi de doa mai nhét, hay gitv Cap nhat Tw déng

luén kich hoat.
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Néu ban két ndi vé&i Internet qua broadband hodc DSL, BitDefender tw 1am viéc nay.
N6 sé kiém tra cap nhat tirng gio ké tir khi ban bat may.

Néu no biét co6 mot cap nhat nao do, tiv thudc vao Iya chon clia ban trong phan Lua
chon cap nhat ty déng, ban sé dwoc hdi néu mudn hay khéng mudn cap nhat tw déng.

Cap nhat ty ddng c6 thé dwoc thwe hién bt cv IUc ndo ban mudn chi can nhan nat
& Update Now. Cap nhat nay ciing duoc biét nhw Ia Cap nhat theo yéu cau.

Modul Cap nhat sé két ndi v&i server cap nhat BitDefender va sé kiém tra xem cé
cap nhat nao xuét hién khong. Néu thay coé bat ky mét cap nhat ndo, tuy theo cai dat
cta ban trong phan Cai d&t cap nhat thd cdng, ba sé dwoc hdi néu mudn hay khéng
mubn cap nhat hodc cap nhat sé dwoc tw dong thwc hién.

Quan trong
@ Co6 thé can phai khdi dong lai may tinh sau khi ban cép nhat thanh cong. Chung t6i
khuyén nén lam viéc nay cang s&m cang tot.

Ghi chu
6 Néu ban két néi vi Internet bang dial-up, ban nén cap nhat thuong xuyén BitDefender
theo yéu cau.

Ban c6 th& nhan dwoc chir ky tin tdc trong BitDefender bang cach nhén nat & Hién
thi dah sach virus. Mét file HTML bao gém nhirng chi ky virus co thé cé duwocj tao
ngay. Click Ian ntra & Hién thi Danh sach Virus dé xem danh sach. Ban c6 thé tim
qua CSDL cho méi tng dung x&u hodc click Danh sach Virus BitDefender dé tra
ctru online CSDL chi¥ ky cta BitDefender.

9.2. Cap nhat Thu cbéng

Phuwong phap nay cai dét nhivng dinh nghia virus méi nhat. Bé cai nang cap t&i phién
ban cudi cting, hay dung Cap nhat Ty dong.

Quan trong
Chi dung Cap nhat Thi cong khi Cap nhat Ty dong khong thé hwc hién hodc khi may
tinh ctia ban bi gian don két néi Internet.

C6 2 cach dé ban thue hién viéc cap nhat tha cbng:

o VOifile weekly.exe;
* VOizip archives.

921 . Cép nhét thl] Céng Vé’l weekly.exe

Nhirng goi cap nhat weekly.exe dwoc xuat ban vao thir sdu hang tuan bao gdm toan
b6 cac dinh nghia virus va déng co quét néu cd cho dén phién ban cudi cung.
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D& cap nhat BitDefender ding weekly.exe, hdy tién hanh nhirng buéc sau:

. Download weekly.exe va luu lai vao trong 6 cing.

. Tim file vira tai v& va nhan kép chudt vao né dé khéi dong cap nhat.
. Nhap chudt vao Next.

. Tich Téi chap nhan Thoa thuan Ban quyén va click Tiép.

. Click Install.

. Nhap vao Két thuc.

D OO~ WODN -

922 Cép nhét Thl] Céng Vé’l zip archives

Co 2 file lwu trir zip (archives) trén update server, chira déng co’ quét va chir ky virus:
cumulative.zip va daily.zip.

* cumulative.zip dwoc xuét ban hang tudn vao thir hai va né bao gom nhirng dinh
nghia virus va déng co quét méi nhat.

* daily.zip duwocj xuét ban hang ngay bao g?)rp toan bd cac cap nhat dinh nghia
virus va déng co quét ke twr khi cap nhat lan cudi.

BitDefender diing mét dich vu-kién tric co s&. B&i vi d6 la thuat phap dé thay thé
nhirng dinh nghia virus khac nhau & nhitng hé diéu hanh khac nhau.

* Windows NT-SP6, Windows 2000, Windows XP.

* Windows 98, Windows Millennium.

Windows NT-SP6, Windows 2000, Windows XP

Buwac tiép theo:

1. Tai cap nhat gan nhat. Néu 1 thi hai, hay tai tiv link cumulative.zip va lwu vao
0 dia. Nhirng ngay khac thi tai ttr link daily.zip va Iwu vao 6 dia. néu day la lan dau
tién ban st dung cap nhat thd cdng, xin hay tai ca 2 ve.

2. Dtrng bao vé BitDefender antivirus.

+ Thoat BitDefender management console. Nhap chuét phai vao bidu twong
BitDefender tlr System Tray va chon Thoat.

+ M& dich vu. Ban click vao Start, sau dé Control Panel, nhan kép
Administrative Tools va click Services.

» Stop BitDefender Virus Shield service. Chon dich vu BitDefender Virus
Shield trong danh sach va click Stop.
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» Stop BitDefender Scan Server service. Chon dich vu BitDefender Scan
Server trong danh sach va click Stop.

3. Giai nén. Khéi dong cumulative.zip khi ca haifile lwu trir d&u cé. Giai nén vao
trong thw muc c:\Program Files\Common Files\Softwin\BitDefender Scan
Server\Plugins\ va chap nhan ghi de.

4. Khéi dong lai BitDefender antivirus.

* Khéi dong dich vu BitDefender Scan Server. Chon dich vy BitDefender Scan
Server tr trong danh sach va click Start.

* Khéi dong dich vu BitDefender Virus Shield. Chon dich vu BitDefender Virus
Shield tw trong danh séach va click Start.

+ M¢& BitDefender management console.

Windows 98, Windows Millennium
Buwaoc tiép theo:
1. Tai cap nhat gan nhat. Néu la tht hai, hay tai tiv link cumulative.zip va lwu vao

0 dTa. Nhirng ngay khac thi tai ti link daily.zip va lvu vao 6 dfa. néu day la lan dau
tién ban s dung cap nhat thii cong, xin hay tai ca 2 ve.

2. Giai nén. Khéi déng cumulative.zip khica haifile lwu trir déu cé. Giai nén vao
trong thw muc c:\Program Files\Common Files\Softwin\BitDefender Scan
Server\Plugins\ va chap nhan ghi de.

3. Khéi dong lai may tinh.
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9.3. Cai dat cap nhat

BitDefender Antivirus v10

Settings

Update
& sottings

= Uptlate location settings
General i
=y Primary updats losation settings Uncietes can be
http: fupgrads bitdstender coms performed aver the
[ Uss proxy Internet, directly or
Antivius =y Atternate updats location settings Irraugh & proxy
hittp: iupgrade bitdetendar com! server
— #-[] Use prosey
(\d; e Automatic update settings If you access the
Antispyware = [¥] Automatic check for updates nigrnet through 2
) proxy server, please
erify ewery <1= hours input vour groxy
= Confim update server address and
@ Silent update authentication data (f
Update ) Prompt betore downloading Updates applicalie).
O Prompt befors instaling updatss
o Manual update selings g;‘D‘g;‘:‘ér
© Silent upaate ) aulomatically checks
O Prompt betors downiading Updates for updates every
e Advanced setings hour. Plearse nate that
[ wwait for rebont, instead of prompting some updates may
Dont update it scan is in progress require & reboot.
BitDefender wil keep

using the old files urtil

Wore Help

& bitdefender

Cai dat cap nhat

Ccd thé cap nhat tir mét may ctiia mang LAN, thong qua Internet, tric tiép hoac qua
proxy server.

Cl 6 c6 bon pham tr phwong an cap nhat (Cai dat cap nhat ndi bg, Lwa chon
cap nhat tw dong, Cai dat cap nhat thi cong va Lwa chon cap cao) t6 chirc trong
mot menu, gibng nhu trong Windows.

Ghi chu
Nh&p vao hop co6 "+" d& mé mét phwong an hodc vao hop co
an.

dé& déng mot phwong

9.3.1. Cai dat Cap nhat Noi bo

D& cap nhat nhanh hon va hiéu qué hon, ban co thé cai dat 2 diém cap nhat: Diém
cap nhat dau va Diém cap nhat thay thé. Ban dé phai cai dat nhitng lwa chon sau
cho ca 2:

+ Diém cap nhat - Néu ban ndi v&i mang ndi bo ma cé mét may co cap nhat chu cia
BitDefender, ban cé thé chi cho mdy cap nhat qua dé. Mac dinh la:
http://upgrade.bitdefender.com.
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. D‘limg proxy - Néu coéng ty ban ding proxy server hdy xem lai lwa chon nay. Ban
can phai cai dat nhw sau:

+ Proxy sets - G6 IP ho&c tén cla proxy server va cdng dung cho BitDefender dé
ndi v&i proxy server.

Quan trong
@ Syntax: name:port Or ip:port.
+ Proxy user - hay vao t&n ngudi str dung ma proxy nhan biét duoc.
Quan trong
@ Syntax: domain\user.
+ Proxy password - hdy vao mat khau ding ctia nguéi dung.

9.3.2. Lwa chon Cap nhat Ty déng

* Tw ddng tim cap nhat - BitDefender tw déng tim dich vu dé cap nhat cho ban.

+ Kiém tra tirng x gi® - Thiét |ap nhip do BitDefender tim cap nhat. M&c dinh 1a 1
gio.
» Cap nhat im lang - BitDefender ty dong tai va cai dat cap nhat.
+ Héi trwére khi tai - mbi khi c6 ban cap nhat ban sé& dugc héi trwde khi tai.
« Héi trwére khi cai - sau mdi khi tai ban cap nhat v& ban sé duoc hai trwée khi cai.
Quan trong

Néu ban chon Héi trwéee khi tai hodc Héi trwée khi cai va ban dong&thoat thanh
quan ly cap nhat ty dong sé khong thwc hién.

9.3.3. Quan ly Cai dat Thu cbng

+ Cap nhat im lang - cap nhat thi cdng sé& duoc thwe hién tw dong déng sau.
« Hoi trwére khi tai - mbi khi ban mudn cap nhatn thi cong ban sé dwoc héi lai trudc
khi tai va cai dat cap nhat.

Quan trong
Néu ban chon Hai trwée khi tai va ban dong&thoat thanh quan ly cap nhat tha cong
sé khong dwoc thue hién.
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9.3.4. Lwa chon c4p cao

« Ch& kh&i dong lai, thay vi nhac - Néu nhuw cap nhat doi hdi phai khéi dong lai
may, san pham cé thé gitr cho may chay binh thwérng cho dén khi ban muén khéi
dong lai. Nguwoi dung sé khdng bj BitDefender nhac khdi dodng lai sau khi cap nhat
va ban khéng bi phién muén.

» Khong cap nhat khi dang quét - BitDefender s€ khong cap nhat khi dang quét
trén may. Nhuw vay viéc cap nhat BitDefender sé khong bi anh hwdng dén cong viéc
quét.

Ghi chu
Néu BitDefender dwoc cap nhat trong khi dang quét, qua trinh quét sé bj huy.

Nhé&p Ap dung d& Iwu cac thay dbi hodc nhap vao Mac dinh dé nap dwoc phan cai
dat mac dinh.

103



BitDefender Antivirus v10

Module nang cép

104



Cac thwc hanh tét nhat

Cac thwc hanh tot nhat
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10. Cac thwc hanh tdt nhat

Phan Nén lam nhét ctia cAm nang ngudi st dung nay chira cac dé tai sau:

+ Lam thé nao dé bao vé may tinh chong méi de doa tin tac
» Cai dat cong viéc quét nhw thé nao

10.1. Lam thé nao dé bao vé may tinh chong
moi de doa tin tac

Hay theo nhirng bwcrc sau dé bdo vé may tinh cta ban chéng virus, gian diép va
nhi*ng phdn mém xau:

1.

Két thic thuat si cai dat dau tién. Trong qua trinh cai d&t s& c6 mot wizard xuét
hién. Thuat s (wizard ) nay giup ban dang ky BitDefender Antivirus v10, tao ra
mot tai khoan BitDefender va 13p dét BitDefender dé thue hién cac nhiém vu an
ninh quan trong.

Quan trong
Néu ban c6 BitDefender Rescue CD, hay quét may tinh cta ban trwéc khi cai
BitDefender @& biét dwgc may tinh ctia ban c6 phan mém pha hoai hay khong.

. Cap nhat BitDefender. Néu ban chwa hoan thanh thuat si cai d&t dau tién, hay

cap nhat theo yéu cau (t¢i modul Cap nhat, Cap nhat va click £Cap nhat Ngay).

. Quét toan bd hé théng. Vao phan Antivirus module, Shield va click ©Quét Ngay.

Ghi chu
Ban c6 thé khéi dau quét toan hé théng tr phan Quét. Chon nhiém vu Quét toan
hé théng va click Chay nhiém vu.

. Ngan ngtra nhiém. Trong phan La chan gitr Bao vé tirc thi bat d& bao vé ban

chéng virus, gian diép va nhung phan mém xAu. Thiét lap muc bdo vé phu hop
véi yéu cau nhat. Ban cé thé tuy chon bat cr IGc nao ban mudn bang cach nhan
Mtrc tuy chon.

Quan trong
Bat trinh cho BitDefender Antivirus v10 dé quétca hé th'éng cta ban it nhat mot tudn
mét 1an bang cach dat lich nhiém vu Quét Toan Hé thong tir phan Quét.
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5. Hay giir cho BitDefender luén hién. Trong phan modul C’ép nha}t, phan Cap
nh§1t hay gilr cho Cép nhat Tw dong kich hoat dé bao vé hé thong chong lai nhirng
moi de doa m&i nhat.

6. Lap lich quét toan bd hé thong. Téi phan Quét va chuong trinh BitDefender dé
quét hé thong cﬂg ban it nhat moi tuan mét Ian bang cach Ién lich cho nhiém vy
Quét toan hé thong.

10.2. CAu hinh cho Nhiém vu quét nhw thé
nao
Hay theo cac budc sau dé 1ap va ciu hinh cho mét nhiém vu quét:

1. Thiét 13p nhiém vy m&i. Toi phan Quét va nhap vao Nhiém vu mei. Clra s6 Déc
diémsé xuat hién.

Ghi chu

6 Ban ciling c6 thé thiet 1&p mét nhiém vu maoi béng cach sao chép lai mot nhiém vu
da co6 sén. D& lam duoc diéu nay, nhap chudt phai vao mét nhiém vu va chon Sao
lai tir thuc don tat. Nhap dup vao sao lai (duplicate) d& mé civa sd Dac diém.

2. Dat mrc d6 quét. Téi phan Tdng quan dé cai mirc d6 quét. Néu ban mudn, ban
c6 thé tuy bién cac phan cai dat bang cach nhap chuét vao Tuy chon.

3. Cai muc tiéu quét. Di t¢i phan Pweng Quét va chon cac muc tiéu ban muén
quét.

4. Lén lich quét. Néu nhiém vu quét phirc tap, ban co thé phéi~lén Ith cho no & giai
doan sau khi may cta ban dang & trong tinh trang nhan roi. Bieu nay sé giup
BitDefender hoan thanh mét nhiém vu quét chinh xac hé thong cua ban. Téi phan
Lén Lich dén Lén lich cho nhiém vu .
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Pia CD Hoi phuc BitDfender

BitDefender Antivirus v10 di cling v&i mét dia CD c6 thé khé’[ dong duwoc (Bia CD ctru giup
duoc duaj trén LinuxDefender) c6 kha nang quét va tdy rira tt ca cac 6 dia clrng trwéc khi
ban khé&i dong hé thong.

Ban can st dung dia CD ctu gilp BitDefender bat c khi ndo hé théng hoat déng ctia ban
lam viéc khéng tét vi bi nhidm virus. Diéu nay thuwdng xay ra khi ban khéng st dung san
pham chéng virus.

Viéc cap nhat cac chi ky virus dwoc thwe hién tw ddng ma khéng can su can thiép clia nguoi
st dung méi khi ban khéi déng dia CD ctru gilp BitDefender.

LinuxDefender 1a mét loai Knoppix do BitDefender diéu khién, né hop nhat sdn pham méi
nhét clia BitDefender danh cho gidi phap an ninh Linux véi dia CD ddng GNU/Linux Knoppix,
cho phép bao vé nhanh chéng thw rac va virus (SMTP) va chéng virus trén man hinh- c6 kha
nang quét va tay rira cac & ctrng hién hanh (K& ca cac phan NTFS clia Windows), cac phan
diing chung Samba/Windows tir xa hodc cac diém cai d&t NFS. Mot giao dién cAu hinh dwa
trén web cho cac giai phap cla BitDefender cling dwoc dwa vao.
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11. Téng quan

Cac tinh nang néng

+ Ba&o vé nhanh email (Chéng virus & Chéng thw rac)

« Céc giai phap chéng Virus cho & clrng clia ban

+ H6 tro viét NTFS (Str dung Captive project)

« TAy rira cac tap tin bi nhiém trong cac phan ctia Windows XP

11.1. KNOPPIX la gi?

Trich dan tw http://knopper.net/knoppix:

“ KNOPPIX is a bootable CD with a collection of GNU/Linux (http://www.linux.com/)
software, automatic hardware detection, and support for many graphic cards, sound
cards, SCSI and USB devices and other peripherals. KNOPPIX can be used as a
Linux demo, educational CD, rescue system, or adapted and used as a platform for
commercial software product demos. It is not necessary to install anything on a hard
disk. ”

11.2. Céac yéu cau cla Hé thong

Trl,y('yc khi kh&i dong LinuxDefender, viéc Siéu tién ban phai xac minh xem liéu hé
thong clia ban c6 dap rng dwoc cac yéu cau sau day hay khong.

Loai bo xwr ly
x86 compatible, ti thiéu 166 MHz, nhwng drng nén trong doi vao mét s hoat
déng hoan hao trong trweng hop nay. Mot bd xir ly thé hé i686 generation,
800MHz sé& 1a mot sw lwa chon tét hon.

B6 nh¢
Tri sb ti thiéu dwoc chdp nhan la 64MB, khuyén cdo nén dung loai 128MB dé
c6 hoat ddng tét hon.

CD-ROM
LinuxDefender van hanh ttr mot CD-ROM, vi vay, doi hoi phai cé mét CD-ROM
va mét BIOS c6 kha nang khéi dong tir do.

Né6i mang Internet
Mac du Linnyefender sé \(én hénh’mé’khéng can phai ndi mang nhwng cac tha
tuc nang cap van sé& yéu cau mot két ndi HTTP dang hoat déng tham chi la qua

1M1


http://knopper.net/knoppix

BitDefender Antivirus v10

112

m;f)t proxy server. Chinh vi vay, dé viéc bao vé dwoc cap nhat hang ngay, viéc
noi mang Internet la BAT BUOQC.

D9 phan giai D6 hoa ) ) )
Do phan gidi dd hoa dwgc khuyén céo thap nhat la 800x600 cho cong tac quan
ly dwa trén web.

11.3. Phan mém duwoc dwa vao

CD ctru gitip cuia BitDefender bao gébm cac géi phan mém nhuw sau.

« BitDefender SMTP Proxy (Chéng thw rac & Chéng virus)

+ Quan ly BitDefender tr xa ( ciu hinh dwa trén web)

+ An ban BitDefender Linux (may quét virus ) + Giao dién GTK

* Tw liéu BitDefender (PDF & HTML format)

« Céc phan thém cua BitDefender (Artwork, Leaflets)

* Linux-Kernel 2.6

» Captive NTFS write project

+ LUFS — Heé théng Tap tin File System

+ Céc cong cu phuc hdi div liéu va stra chiva hé théng, tham chi 1a cho ca cac hé
thdng dang hoat déng khac

* Network va cac cong cu phan tich an ninh cho cac nhan vién quan tri network

» Giai phap sao chép duy phong Amanda

« thttpd

* Phan tich lwu lwgng mang Ethereal, Man hinh IPTraf IP LAN

+ Kiém dinh an ninh mang Nessus

+ Parted, QTParted and partimage, partition resize, save & Giai phap phuc hdi

» Adobe Acrobat Reader

» Mozilla Firefox Web browser

11.4. BitDefender Linux Security Solutions

Dfia CDLinuxDefender bao gdm BitDefender SMTP Proxy Chéng virus/Chéng thw rac
cho Linux, Quan trj BitDefender tir xa (Mot giao dién trén trang web-based dé céu
hinh may quét theo yéu cau BitDefender SMTP Proxy) va BitDefender Linux Edition.

11.4.1. BitDefender SMTP Proxy

BitDefender cho Linux Mail Servers SMTP Proxy la mét gidi phap kiém tra, tién hanh
bdo vé chong virus va thu rac & cap cong vao bang cach quét tat ca cac lwu Iucmg
thw tlr d& tim cac malware da dworc biét t&i hodc chwa dwoc biét téi. La két qua cla
mot cdng nghé ddc quyén va doc dao, BitDefender danh cho cac Mail Server twong
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thich v&i dai da sb cac nén thw dién tlr hién hanh va dwoc cip chirng chi "RedHat
Ready".

Giai phap chdng thw rac va chéng virus nay quét, tay rira va loc lwu lvong thw dién
tlr cho bat ct loai server thw tir hién hanh nao, bat k& nén va hé thdng van hanh.
BitDefender SMTP Proxy dwoc van hanh vao thdi gian khéi déng va quét tat ca cac
lwu lwgng thw tir dén va di. D& cAu hinh cho BitDefender SMTP Proxy, St dung Quén
tri T xa BitDefender theo cac chi dan dwéi day.

11.4.2. Quan tri T xa BitDefender BitDefender
Remote Admin

Ban cd thé ciu hinh va quan ly cac dich vu cua BitDefender tir xa hodc cuc bd (Sau
khi ban da cAu hinh mang clia ban ) bang cach theo cac buéc sau:

1. Khéi dong Firefox browser va tai BitDefender Remote Admin URL:
https://localhost:8139 (hodc nhap dlp vao bidu twong BitDefender Remote Admin
trén man hinh cta ban)

. Log in v&i "bd" ngwdi st dung va "bd" mat ma

. Chon "SMTP Proxy" trén thyc don phia bén trai

. Cai d&t Real SMTP server va céng nghe

. Thém céc viing email vao bd tiép séng

. Thém céc viing mang vao bd tiép séng

. Chon "Chéng thw rac " trén thwe don bén trai d& cau hinh cac kha nang chéng thw
rac

8. Chon "Chédng Virus" dé cau hinh cac hanh déng chdng virus ctia BitDefender (Lam

gi khi phat hién ra virus, noi kiém dich )

9. Thém vao dd, ban cé thé cau hinh "Céac théng bao thw t&r " va kha nang ghi chép

("Logger")

11.4.3. An ban BitDefender Linux

B& phan quét virus trong LinuxDefender dwoc dwa thang yéo man hinh ctia ban. Phién
ban nay mé ta nhirng nét ndi bat cia GTK+ giao dién do hoa.

~NOoO O~ WN

Chi can lwét qua dia cing clia ban (hodc cac phan dung chung dwoc cai dat san),
nhép chudt phai vao bat cir tap tin hodc thw muc nao va chon "Quét b BitDefender".
An ban BitDefender Linux s& quét nhitng danh muc dwoc chon va hién thi bao cao
tinh hinh. D& biét cac phwong an chi tiét,hdy xem tw liéu cia An pham BitDefender
Linux Edition (Trong thw muc tw liéu cta BitDefender ho&c trang cdm nang ) va chwong
trinh /opt/BitDefender/lib/bdc.
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12. LinuxDefender Howto
12.1. Khéi ddng va dirng lai
12.1.1. Khéi déng LinuxDefender

Dé khéi dong dia CD, cai d&t BIOS cho may tinh cia ban dé khéi déng duoc dia CD,
d&t dia CD vao & dia rdi khéi déng lai may tinh. Can chac chén rang may tinh cla
ban c6 thé khéi dong dwoc tiy dia CD.

Cho& cho dén khi man hinh tiép theo xuét hién va theo cac chi dan trén man hinh dé
khé&i dong LinuxDefender.

Khéi dong man hinh Splash

Nhén r2 dé ¢ cac phwong an chi tiét. Nhan 73 dé c6 cac phuong an chi tiét béng
tiéng Dirc. Nh&n ra dé co cac phwong an chi tiét béng tiéng Phap. Nhan 5 dé c6
cac phwong an chi tiét bang tiéng Tay Ban Nha. D& khéi ddng nhanh véi cac phwong
an méc dinh chi can nhan vao ENTER.

Khi qua trinh khoi dong két thic, ban sé nhin thdy man hinh nén tiép theo. Bay gid
ban c6 thé st dung LinuxDefender.
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‘Man hinh nén

12.1.2. Ding LinuxDefender

D& thoat diing cach khdi LinuxDefender, ching t6i khuyén céo
ban nén l4y tAt ca cac phan da dwoc dwa vao bang cach st dung
lénh umount ho&c béng cach nh&p chudt phai vao cac bidu twong
riéng trén man hinh nén va chon Unmount. Sau d6 ban c6 thé
tat may tinh cia minh mét cach an toan bdng cach chon Thoat
tr thwe don LinuxDefender (nh&p chudt phai d& mé ra ) hodc
bang cach phat I&énh halt trong mét thiét bi cudi.

BitDefender
Terminal

Terminal (as root)
Apps

Backup

Security

Het

Admin
Mail

Chon "EXIT"

Khi When LinuxQefender da dong thanh céng tat cé’céc chwong trinh, né sé hién thi
mot man hinh gidng nhw hinh anh sau. Ban c6 thé I4y dia CD ra dé khéi dong tir dja
clrng clia ban. Bay gi¢ ban co thé tat may tinh hodc khaoi dong lai ma khéng cé van

dé gi.
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I

NIT: Sending processes the KILL signal

etho

proc/bus usb umounted

ramndisk umounted

ould not umount ~KNOPPIX - trying sdev-scloop instead
dev/root umounted

NOPPIX halted.
lease remove CD, close cdrom drive and hit return.

‘Héy cho thong diép nay khi tat may tinh

12.2. Cau hinh n6i mang Internet

Néu ban dang & mang DHCP va ban cé mét card mang Ethernet network card, viéc

n
n

1.

2.
3.

6i mang Internet s& phai dwoc phat hién va cau hinh xong. D& c6 cau hinh cam
ang, hay theo cac buwdc tiep theo.

M& thuyc don LinuxDefender (nhap chudt phai ) va chon Terminal d& mé& mét

console.

Danh netcardconfig vao terminal mé dé& khéi dong cong cu cau hinh mang.

Néu mang cla ban dang st dung DHCP, hay chon yes (Néu ban khéng chéc chan,

hay héi nhan vién quan tri mang ). Néu khéng, mdi ban xem phan dwéi day.

. Viéc ndi mang sé& phai dwoc cAu hinh bay gi®. Ban c6 thé thay IP clia ban va cac
phan cai d&t card mang véi lénh ifconfig.

. Néu ban c6 mét IP tinh (ban khéng str dung DHCP), hay chon No trong cau hoi
DHCP.

. Hay theo céac chi dan trén man hinh. Néu ban khéng chac chén phai viét nhirng gi,

hay lién hé v&i hé théng cla ban hodc nhan vién quan tri mang dé biét thém chi

tiét.

Néu moi cong doan déu tréi chay, ban cé thé thir nghiém viéc ndi mang clia ban bang
"ping-ing" bitdefender.com.

S ping -c 3 bitdefender.com

Néu ban str dung cach néi mang quay sé, hay chon pppconfig t& LinuxDefender /
thwe don Quan tri Admin menu. Sau do, theo cac chi dan trén man hinh dé cai dat
mot két ndi Internet PPP.
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12.3. Cap nhat BitDefender

Caéc g6i ctia BitDefender cho LinuxDefender st dung dia do (ramdisk) ctia hé théng
cho cac tap tin c6 thé cap nhat dwoc. Bing cach nay, ban cé thé cap nhat tat ca cac
chi ky virus cac diu quét va cac co s& di¥ liéu chdng thw rac, tham chi néu nhw ban
van hanh hé théng tir cac phwong tién read-only media nhu mét CD LinuxDefender.

Hay chac chéan rang ban dang ndi mang Internet. Bau tién hdy mé Quén tri BitDefender
T xa va chon Live! Update tr thwc don phia bén trai. Nhan Cap nhat bay gio dé
kiém tra cac danh muc méi dwoc cap nhat.

Lan lwot, ban co thé phat Iénh sau trong mét terminal.
’ # /opt/BitDefender/bin/bd update

Tt ca cac qua trinh cé}p nhat sé& dwoc ghi vao sé ghi chép da dwoc méc dinh cla
BitDefender. Ban c6 thé xem bang 1&nh tiép theo.

’ # tail -f /ramdisk/BitDefender/var/log/bd.log

Néu ban st dung mét proxy cho cac két néi ngoai vi, hay cau hinh cac phan cai dat
Proxy settings trong Live! Cap nhat thwc don, Configuration tab.

12.4. Quét Virus

12.4.1. Téi truy cap cac dir liéu Windows cua minh
nhw thé nao ?

Hb tro ghi NTF

Hb tro viét NTFS c6 sén, siv dung Captive NTFS write project. Ban can hai tap tin
didu khién tir phan cai dat Windows clia ban: ntoskrnl.exe and ntfs.sys. Hién tai,
chi cé cac phan diéu khién cta Windows XP dwoc hé tro. Chu v 1a ban cling c6 thé
str dung chiing dé truy cap cac phan ctia Windows 2000/NT/2003.

Lap dat cac bo phan digu khidn NTFS

Dé truy cap cac phan NTFS Windows clia ban va dé co thé viét cac di liéu Ién do,
trwde tién, ban cén phai cai d&t cac bd phan diéu khién. Néq ban khéng st dung
NTFS cho cac phan Windows ma str dung FAT, ho&c ban chi can truy cap div liéu dé
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doc, ban cé thé dwa trwc tiép dia vao va truy cap cac dia ctia Windows giéng nhw bat
cl dia nao cla Linux.

D& tro giup tém cho cac phan NTFS, tridc tien ban can phai cai dat cac dia NTFS
tUj céc 6 dia clrng cla ban, tir cac phan dung chung tir xa, ttr USB hoac ttr phan Nang
cap cla Windpws [deate. Chung t6i khuyén céo ban nén st dung cac 6 dia tlr mot
vung dwoc biét chac |a an toan bai vi cac b dia cuc bd tlr may chd cia Windows cé
thé bi nhiém virus ho&c bi hw héng.

Nhép dup Cai dat cac dau ghi NTFS biéu twong trén man hinh nén dé van hanh
BitDefender Captive NTFS Installer. Chon gidi phap thir nhat néu ban mudn cai dat
cac 6 dia tir & dia clrng cuc bo.

If the drivers are in a common location, use Quick search to find the drivers."*m*s*gstr
“TAt ca cac lwa chon san pham dwoc in st dung cac ky tw manh.

Lan lwot, ban cé thé néu cu thé cacc 6 dia clia ban dwoc tim thdy & dau. Hodc ban
c6 thé tai cac 6 dia tr Windows Update SP1.

Cac 6 dia chwa dwoc cai dét trén 6 cirng nhuwng duoc LinuxDefender st dung tam
thoi dé truy cap cac phan cta Windows NTFS. Néu chuong trinh cai dat cac 6 dia
NTFS, ban cé thé nhap dup vao cac biéu twong trén man hinh nan cac phan cda
NTFS va duyét qua ndi dung. D& tang cuwdng quan ly tap tin, hdy st dung Midnight
Commander tr thye don LinuxDefender (hodac danh mec vao mot console).

12.4.2. Lam cach nao dé quét virus?

Duyét qua cac thu muc ctia ban, nhé&p chudt phai vao mét tap tin hodc mét thu muc
va chon Gtri dén . Sau dé chon May quét BitDefender .

Hod&c ban c6 thé phat 1&nh tiép theo nhw 1&nh gbc, tir mot terminal. May quét virus
BitDefender sé kh&i dong v&i cac tap tin hoac cac thw muc nhw céc vi tri mac dinh
dé quét.

# /opt/BitDefender/bin/bdgtk2/path/to/scan/
Sau d6 nhép vao Bat dau quét.

Néu ban muén cu hinh cac phwong an chéng virus, hay chon Cau hinh chéng virus
tab tlr bang bén trai cia chwong trinh.
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12.5. Thiét |ap mét Toaster loc nhanh cac thw
tin.

Ban co thé st dung LinuxDefender dé tao ra mét phwong an loc thu tr dac biét ma
khéng can phal cai dat bat ¢ mdt phan mém nao ciing nhw khdng can phai stra dbi
mail server. Y twéng ngdm & day la dat mot hé thdng LinuxDefender ngay trwedc mail
server clia ban, cho phép BitDefender quét tim thw rac va virus trong tat ca lwu lwong
SMTP va dat lai n6é vao mail server that.

12.5.1. Cac diéu kién tién quyét

Ban sé& can phai co6 mdt PC véi Pentium 3 compatible CPU hodc mai hon, it nhét [a
256MB RAM va mot dia CD/DVD dé khdi dong twr do. Hé théng LinuxDefender sé
phai nhan lww lwgng SMTP thay vi mail server that. Co mét sb cach dé cai dat no.

1. Bbi IP ctia mail server that ctia ban va &n dinh IP cii cho hé théng LinuxDefender

2. Ddi cac ban ghi DNS sao cho muc vao MX cho cac mién ctia ban nham vao hé
thdng LinuxDefender

3. Cai dat cac trang chl email clia ban dé st dung hé théng LinuxDefender méi nhuw
may chd SMTP.

4. Thay dbi cac phan cai dat twong Iva dé tiép t&i / chuyén hwéng tat ca cac két néi
SMTP t6i hé théng LinuxDefender thay vi dén may chd email that

LinuxDefender howto sé& khdng giai thich bat ctr diéu gi lién quan dén cac van dé trén.
D& biét thém chi tiét, ban c6 thé tham khao Cac huéng dan cho mang Linux and Tw
liéu Netfilter.

12.5.2. The email toaster

Khéi dong CD LinuxDefender va ch& cho dén khi hé théng X Windows dwoc tai va
hoat ddng.

Dé céu hinh BitDefender SMTP Proxy, nhap dip vao biéu twong trén man hinh nén
Quan trj BitDefender Tir xa . Clra sb sau day sé xuat hién. St dung bd tén nguoi
st dung va bdamatj ma dé d&ng nhap vao Quan tri BitDefender Tl xa.

Sau khi dang nhap thanh cong, ban sé c6 thé cau hinh cho BitDefender SMTP Proxy.

ChonSMTP Proxy dé ciu hinh may chi email that ma ban muén bao vé chéng thu
rac va virus.

Chon Cac mién Email tab dé vao tat c& cac mién ma ban mudn chap nhan email.
Nh&n vao Thém mién Email ho&c Thém cac mién thw tin hang loat va theo cac
chi dan trén man hinh dé cai cac mién email.
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Chon Cac mién Net tab dé vao tat ca cac mang ma ban muén dét lai email vao.

Nhé&n Thém Mién Net hodc Thém cac mién Net thw tin hang loat va theo céc chi
dan trén man hinh dé cai d&t cac mién mang relay.

Chon Chéng virus tir thyc don bén trai d& chon phai lam gi khi phat hién ra virus va
@& cAu hinh cac phwong an chéng virus khéc.

Bay gi& tat ca cac lwu lwgng SMTP duwgc quét va loc bdi BitDefender.Béng mac dinh,
tAt c& cac thong diép bi nhiém virus da duoc tdy riva hodc bd di va tat ca cac thu rac
bi BitDefender phat hién dwgc gom lai vao mét cha dé voi cai tén [spaM). Mot dau
d& email (x-BitDefender-Spam: Yes/No)dwoc bd sung cho tat ca cac email dé 1am
bét céng viéc loc thw cho phia déi tac.

12.6. Thyc hién kiém dinh an ninhh Mang

Ngoai cac kha ndng chéng malware, khoi phuc di liéu va loc thu tin, LinuxDefender
con c6 moét bd cac cdng cu thye hién cong tac kiém dinh an ninh mang host & Kiém
dinh an ninh mang. Viéc phan tich mang tinh phap ly cac hé théng bj tén thuong ciing
c6 thé tién hanh duoc bdng viéc st dung cac phwong tién an ninh gén kém véi
LinuxDefender. Doc chi dan nhd sau dé biét lam thé nao ban cé thé bat d&du mot cude
kiém dinh an ninh nhé cho cac may chi va cac mang cong tac cta ban.

12.6.1. Kiém tra tim cac Rootkit

Truwéc khi bat dau tim kiém cac van dé& an ninh trén cac may tinh néi mang, truéc
tién, ban phai chac chan rang, may chi LinuxDefender khéng bi hw hai.Ban co thé
thwe hién viéc quét virus cho cac 6 crng da duwoc cai dat nhw dwoc néu trong hwéng
dan Quét tim virus hodc ban cé thé quét cac Unix rootkit.

Trwéc tién hay cai tat ca cac phan cta 6 dia clrng, nhap dup vao cac bidu twong cla
chdng trén man hinh hodc bang cach st dung lénh mount trong console. Sau doé
nhép dup vao biéu twong Kiém tra RootKit dé kiém tra ndi dung ctia CD hodc khai
dong lénh chkrootkit trong console, st dung -r NEwrooT théng sb dé& xac dinh cu
thé& thu muc méi /(gbc) ctia may cha.

# chkrootkit -r /dev/hda3

Néu tim thay mot rootkit, chkrootkit s& hién thi phat hién nay trong BOLD, s& dung
chir viét hoa.

12.6.2. Nessus — May quét mang

Nessus la mot may quét cho nhirng diém yéu, n6 1a mét chwong trinh
mé, théng dung nhét trén thé gi¢i va dwoc trén 75.000 t chirc trén thé
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gi6i str dung. Nhiéu tb chirc Ién nhéat trén thé gisi da tiét kiém duoc dang
k& cac chi phi nhe st dung Nessus dé kiém tra céc thiét bi va cac ting
dung quan trong trong doanh nghiép.

—WWW.Nnessus.org

Nessus c6 thé dwoc sir dung dé quét tir xa cac may tinh trong mang ctia ban, chéng
lai r4t nhidu cac nguy co gay thwong tén cho may tinh va hé théng. M6t sb bién phap
dwoc khuyén cao phai tién hanh dé& lam giam nhe cac nguy co lién quan dén an ninh
va ngan ngira cac sw ¢ an ninh.

Nhap dup vao biéu twong trén man hinh May quét An ninh hodc van hanh
startnessus tir mot terminal. Boi cho dén khi ctra s sau xuét hién. Tuy thudc vao
céc tai nguyén trong phan cirng clia ban, cé thé phai mat t&i 10 phut dé tai Nessus
cung véi trén 5000 plugins chira cac co sé& di liéu co thé bi tén thwong. St dung
knoppix Ngudi st dung va knoppix mat ma dé dang nhap.

Nhap chuét vao Chon tab muc tiéu tab va enter IP clia may tinh ho&c tén ctia may
chd ma ban mudn quét dé& xt ly cac vi tri c6 kha ndng bi tén thwong. Phai chac chén
réng, ban tuy bién tat ca cac phwong an quét theo mang hoéc theo ciu hinh cta hé
thdng dé tiét kiém dang ké khoang cach dai tan va ngudn lyc ciing nhw dé cé két qua
quét chinh xac hon. Sau d6 nhap Bat dau quét.

Khi qua trinh quét két thic, Nessus sé hién thi cac kham pha va dua ra cac khuyén
cé’o. Bgn co thé Iu’y lai bao cdo & nhieu dang, ké ca HTML v&i cac hinh tron va qéc
biéu do. Ban c6 thé xem cac bao cao duwoc lwu trong phan trinh duyét ma ban muon.

12.7. Kiém tra 6 manh ciia RAM trong Hé
théng cua ban

Khi hé théng cta ban cé mét hanh vi khéng dwgc mong doi (treo hodc tw khéi ddng
lai hét 1an nay dén 1an khac ), nhw vay cé thé c6 van dé& véi bd nhé. Ban cé thé thiy
cac module RAM modules béng chwong trinh memtest, nhw dwoc miéu ta dudi day.

Khéi dong may tinh clia ban va khéi phat chwong trinh tir dia CD LinuxDefender.
Danh vao kiém tra bd nh& khi khéi dong va nhan Enter.

Chuong trinh Kiém tra Bd nhé (Memtest)sé khéi dong ngay lap tirc va sé tién hanh
mot s thtr nghiém dé kiém tra tinh trang RAM. Ban c¢é thé cAu hinh nhitng gi phai
kiém tra d& van hanh cac phwong an khac ctia Memtest béng cach nhén c.

M6t 1an kiém tra bé nhé hoan chinh phai méat téi 8 gidy, tuy thudc vao cong suét va
tbc d® RMA trong cac hé thdng cta ban. Ching t6i khuyén cédo ban nén dé& cho
Memtest chay tAt ca cac chuong trinh kiém tra ciia minh dé xac dinh dwoc toan bd
tht ca cac 16i vé RAM. Ban c6 thé thoat bat c Itiic nao bang cach nhan vao esc
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Néu ban cé y donh mua mét phan clrng mé&i ( Mot hé théng hoan chinh hodc chi mot
s hop phan ) ban nén st dung LinuxDefender va memtest d& kiém tra 16i hodc tinh
twong thich cla chung.
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13. HO tro
13.1. BO phan Hb tro

Nhw mét nha cung c&p san pham cé uy tin, BitDefender ludn cb gdng danh cho khach
hang sw hé tro nhanh, chinh xac va & mic dé cao nhat. Trung tm Hb tro' (ma ban
c6 thé lién lac theo dia chi dui day) ludn cb géng theo kip dé& x ly cac mdi de doa
m&i nhat ddi véi may tinh. Trung tdm 1& noi tat cd cac cau hdi clia ban déu dwoc tra
I&i dang ldc va kip thoi.

V&i BitDefender, viéc cbng hién dé tiét kiém thoi gian va tién bac cho khach hang
bang cach cung cap cac san pham tién tién nhat v&i gia ca hop Iy nhat ludn la méi
wu tién hang dau. Hon niva, chung téi tin twdng rang viéc kinh doanh thanh cong luén
dwa trén co s& giao tiép t6t va cam két hd tro khach hang tét nhét.

Ban luén dwoc hoan nghénh khi yéu cau tryo gilp tai <support@bitdefender.com>
vao bat ct ltiic nao. Bé dwoc tra 1o kip thdi, xin ban hay dwa vao email ctia ban cang
nhiéu chi tiét cang tét vé& BitDefender clia ban, hé théng cia ban va miéu ta van dé
ban gép phai mot cach cang chinh xac cang tét.

13.2. Tro giup trén mang

13.2.1. Co’ s& kién thirc clia BitDefender

Co s& Kién thirc cla BitDefender la mot kho trén mang chira nhitng théng tin vé cac
san phdm cla BitDefender. N6 lwu triy dwdi dang rat dé truy cap nhw: cac bao cao
vé két qua clia cong tac hd tro ky thuat dang tién hanh, cac hoat déng stra chiva 16i
cla cac doi phat trién va hd tro ctia BitDefender cling véi cac bai bao vé ngén nglra
virus, viéc quan ly cac giai phap cla BitDefender cuing véi gii thich chi tiét va nhiéu
bai viét khac.

Co s& Kién thirc cla BitDefender luén mé cho cdng chung truy cap mién phi. Cac
thong tin mé rong ma co sé& chiva dwng la mét phuwong tién khac @& cung cép cho
khach hang cac kién thirc vé ky thuat va cac van d& ho can hiéu sau hon. Tat ca cac
yéu cau vé théng tin hodc cac bao cdo vé sy cb do khach hang cla BitDefender guvi
dén cubi cung ciing sé di vao Co s& Kién thirc ctia BitDefender, nhw cac bao céo
khac phuc sy cd, cac véan ban dbi phé véi nhirng gian lan, hodc nhivng ban théng tin
bd sung cho cac tap tin hd tro san phadm.

Co s& Kién thic cla BitDefender ludn cd méat bat c& IGc ndo tai
http://kb.bitdefender.com.
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13.3. Théng tin dé lién lac

Thong tin hiéu qua la chia khoa cho sy thanh céng trong kinh doanh. Trong 10 nam
qua, SOFTWIN d4 tao dwng dwoc mot danh tiéng thue sw bang cach ludn nd lyc dé
c6 thong tin tét hon, vuot ca sy mong doi clia cac ban hang va déi tac. Néu ban co
b4t ct thc méc gi, xin dlrng ngan ngai lién lac véi ching toi.

13.3.1. Cac dia chi Web

Sales department: <sales@bitdefender.com>
<support@bitdefender.com>

Documentation: <documentation@bitdefender.com>
<support@bitdefender.com>

Marketing: <marketing@bitdefender.com>

Media Relations: <prebitdefender.com>
<support@bitdefender.com>

Virus Submissions: <virus_submission@bitdefender.com>
Spam Submissions: <spam_submission@bitdefender.com>
Report Abuse: <abuse@bitdefender.com>

Product web site: http://www.bitdefender.com

Product ftp archives: ftp://ftp.bitdefender.com/pub

Local distributors: http://www.bitdefender.com/partner_list
BitDefender Knowledge Base: http://kb.bitdefender.com

13.3.2. Cac van phong chi nhanh

Céc van phong chhi nhanh cua BitDefender sn sang dap (ng bat clr yéu cau nao
trong cac linh vwe hoat déng ctia minh, ca cac van dé vé thwong mai lan cac van dé
chung. Cac dia chi lién lac cla tirng van phong dwoc liét ké dudi day.
buc
Softwin GmbH
Dai ban doanh Tay Au
Karlsdorferstrasse 56
88069 Tettnang
buc
Tel: +49 7542 9444 44
Fax: +49 7542 9444 99
Email: <info@bitdefender.com>
Sales: <sales@bitdefender.com>

Web: http://www.bitdefender.com
Technical Support: <support@bitdefender.com>
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Nhan tro giup

UK and Ireland

One Victoria Square

Birmingham

B11BD

Tel: +44 207 153 9959

Fax: +44 845 130 5069

Email: <info@bitdefender.com>

Sales: <sales@bitdefender.com>
Web: http://www.bitdefender.co.uk

<support@bitdefender.com>

Tay ban nha

Constelacion Negocial, S.L

C/ Balmes 195, 22 planta, 08006

Barcelona

Soporte técnico: <soportetbitdefender-es.com>
Ventas: <comercial@bitdefender-es.com>

Phone: +34 932189615

Fax: +34 932179128

Sitio web del producto: http://www.bitdefender-es.com

US.A

BitDefender, LLC

6301 NW 5th Way, Suite 3500

Fort Lauderdale, Florida 33309
Technical support:

Email: <support@bitdefender.com>
Customer Service: 954-776-6262
http://www.bitdefender.com

Romania

SOFTWIN

5th Fabrica de Glucoza St.

PO BOX 52-93

Bucharest

Technical support: <suport@bitdefender.ro>
Sales: <sales@bitdefender.ro>

Phone: +40 21 2330780

Fax: +40 21 2330763

Product web site: http://www.bitdefender.ro
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Coéng nghé ActiveX

Cong nghé ActiveX 1a mot khudn mau dé viét cac chwong trinh sao cho cac
chwong trinh khac va hé diéu hanh co thé hiéu dwoc. Cdéng nghé ActiveX duoc
str dung v&i chwong trinh duyét internet ctia Microsoft dé bién cac trang web c6
tinh twong tac, cac trang web sé c6 hinh thai va cach &ng xt gibng nhw céac
chwong trinh may tinh, chi khéng gibng nhw cac trang tinh. Véi cong nghé
ActiveX, ngudi dung c6 thé hai va tra i cau hoi, co thé st dung cac nat day va
twong tac véi cac trang web theo nhidu cach thirc. Diéu khién ActiveX thudng
dworc viét bang ngdn ngl Visual Basic.

Co6ng nghé Active X c6 hiéu qua khi thiéu cac quan ly an ninh; cac chuyén gia
an ninh may tinh khong khuyén khich cédng nghé Active X trén internet.

Adware
Adware (advertising ware) 1 cac phan mém thuc hlen quang cao, thwong duoc
két hop voi cac rng dung may chd ma dwoc cung cap mién phi néu nguoi dung
dong y ch&p nhan cac phdn mém quang céo d6. Bai vi cac wng dung cla phan
mem quang cao thwong dwoc cai dat sau khi nguoi dung ddng y v&i cam két
cAp phép néi rd muc dich ctia rng dung, khéong cam két bat ky mot 16i nao.

Tuy nhién, cac muc quang cao db xubng cé thé gay kho chiu, va trong mét sb
trwong hop lam yéu di kha nang thao tac cla hé théng. Thong tin ma nhirng tng
dung nay thu thap dwoc ciing cé thé cé lién quan t&i tinh riéng tw dbi véi ngudi
duing khéng thuc sw hiéu hét cac diéu khoan ctia cam két cAp phép.

Lwu tin
Archive la dia, bang, hoac thw muc c6 chira cac tap tin da dwoc lwu cho muc
dich dw phong.

Mét tap tin co chira mot hay nhiéu tap tin khac dwéi dang nén.

Ctra sau
M6t 16 hdng an ninh dwoc ngudi thiét ké hay ngwdi bao dwdng dé lai mot cach
c6 tinh toan. Bong co ctia nhirng 16 hdng nay thwéng khéng to tat, mot vai hé
didu hanh, cé thé 14y vi du vay, dwoc bat ra véi nhivng tai khoan wu tién nhadm
muc dich cho viéc str dung b&i cac nha k¥ thuat dich vu hay b&i cac nha lap trinh
bao dwdng clia hdng cung cap.

Cung khéi dong
Cung kh&i ddng nam ngay dau cac dia sé nhan dang cAu truc cla dia (d6 I&n
cung, do6 1&n cluster, v.v). Dbi véi dia khéi dong, cung khéi dong ciing chira
chwong trinh tai hé diéu hanh.
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Virus khé&i dong
Virus khéi déng 1a mét loai virus tac dong lén cung khéi ddng ctia mét dia cb dinh
hay dfa mém. Cé gang khéi déng tir mot dia bi nhiém virus sé& bién virus hoat
dong trong bd nhé. Mbi 14n ban khéi déng hé théng tlr cung khéi dong dé, ban
sé c0 virus hoat dong trong bd nho.

Trinh duyét

Browser, dang viét ngén cia Web browser, 1a mét (rng dung phan mém dwoc
st dung dé dinh vi va hién thj cac trang Web. Hai trinh duyét théng dung nhét Ia
Netscape Navigator va Microsoft Internet Explorer. Hai trinh duyét nay la hai trinh
duyét dd hoa, nghia 1a chiing c6 thé hién thi @ hoa tét nhw hién thj van ban di
liéu. Thém vao do, phan Ién cac trinh duyét hién dai cé thé biéu thi cac théng tin
dang da truyén théng, bao gdm ca am thanh, hinh anh, du ching cé doi héi cai
thém vai chi tiét cho mét vai dinh dang.

Dong Iénh
Trong giao dién dong Iénh, ngudi dung cé thé danh Iénh trong khoang tréng duwgc
clp ngay trén man hinh, st dung ngdn ngtr 1énh.

Cookie

N&i trong nganh cong nghiép internet, cookies dwgc md ta nhw nhung tap tin nhé
chiva cac théng tin vé cac may tinh don 1é. Cac thong tin nay c6 thé dwoc cac
nha quang cdo phan tich va st dung dé tim hiéu s& thich va khau vi cta ban.
V&i muc dich nay, cong nghé cookie van dang dwoc phat trién va cha dinh 13 dé
dwa quéng céo di dung theo s& thich clia ban. D6 1a con dao hai lw&i dbi véi
nhiéu ngudi, bdi vi mot mat, né c¢é hiéu qua va xac dang khi ban chi xem quéng
cdo vé cac didu ban thich. Mat khac, né bao gém ca cac thao tac "tim" va "theo"
noi ban dén va ban nhan chuét vao dau. Co thé hiéu dwoc didu nay, cé sy tranh
luan vé tinh riéng tw va nhiéu nguwdi cdm thay bi xtic pham khi biét dwoc réng ho
dwoc phéng van nhu "mét con sé SKU" (Ban biét khong, d6 1a ma vach ndm phia
sau mot géi hang dé& quét tai ban tinh tién ctia mot cra hang rau qua). Trong khi
quan diém nay cé thé 1a qua khich, thi trong mét vai truerng hop quan diém d6
la chinh xac.

O dia
La mot may doc di liéu tir dia va ghi di¥ liéu Ién dia.

Mot b dia clrng doc va ghi lén dia clrng.
Mot & dia mém truy cap dia mém.

O dia c6 thé 1a b dia trong (ndm cb dinh trong mot may tinh) hay 6 dia ngoai
(dwoc gan véi mot hop riéng biét ndi véi may tinh).

Tai ‘ )
Tai la sao chép di liéu (thwong ca la moét tap tin) tir mot nguon chinh téi thiét bi
ngoai vi. Thuat ngtr nay thuwong dwoc st dung dé& mé ta mot qua trinh sao chép
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tap tin tr mot dich vu trwc tuyén vao may tinh ca nhan cia mét ai do. Tai co thé
mo td mot qua trinh sao chép mot tap tin ttr may chu hé thong t&i may tinh trén
mang.

Thw dién tor )
E-mail la mét thw dién tlzl". M6t dich vu gti tin nhan vao may tinh théng qua mang
cuc bd hay mang toan cau.

Cac sw kién
M6t hanh déng hay mét sw kién dwoc nhan biét béi mot chwong trinh. Cac sy
kién co thé 13 hanh dong clia ngudi dung, vi nhw nh&p chudt hodc nhan mot
phim, hay cac sw kién hé théng, vi nhw bé nhé da can.

Nhan dién nham
Nhan dién nham xay ra khi chwong trinh quét nhan dién mét tap tin nao doé la
nhiém virus trong khi tap tin d6 1a sach.

Phan mé& rong ciia mét tap tin )
Phan ctia mot tap tin di sau dAu cham, biéu thj dang di liéu dwoc lwu trik trong
tap tin.

Nhiéu hé diéu hanh st dung phdn mé roéng cua tap tin, vi nhw Unix, VMS, va
MS-DOS. Phan mé réng thudng la tir mot téi ba chi cai (Nhiéu hé didu hanh ci
khéng cho phép quéa 3 chi¥ cai). Vi du cé thé bao gdm "c" véi ngdn ngik ngudn
clia C, "ps" v&i PostScript, "txt" v&i chwong trinh di liéu dang van ban.

Phwong phap theo kinh nghiém
Heuristic la mét hinh thérc nhan dang virus méi dwa trén cac quy tdc. Phuong
phap quét nay khong dua trén ban chat clia mét loai virus cu thé. Cai hay cla
phwong phap nhan dang heuristic 1a né khéng bi cac bién thé mai clia mét con
virus dé ton tai lam md mét. Tuy nhién, d6i khi né théng bao cac dong mé nghi
ngd trong cac chwong trinh binh thwong, tao ra hién twong goi la "nhan dién
nham".

Giao thirc internet
Giao thirc internet [& mét giao thirc c6 thé dinh hwéng trong tap cac giao thirc
TCP/IP ma co6 trach nhiém dinh dia chi IP, dinh dwdng, va phan manh ciing nhw
tai gbp cac goi IP.

Phan mém Applet ciia Java
Java applet la mdt chwong trinh Java dwoc thiét ké dé& chay trén cac trang web.
D& s dung applet trén mot trang web, ban phai cu thé tén ciing nhw kich c& cla
applet (d6 dai, do réng tinh bang pixel) ma applet cé thé tan dung. Khi mét trang
web dwoc truy cap, trinh duyét sé tai applet ttr may cha va chay applet trén may
tinh ctia nguoi dung (may tram). Applet khac cac rng dung khac la & ché chung
dwoc khdng ché béi mét giao thirc an ninh nghiém ngét.

133



BitDefender Antivirus v10

Sé tay thuat ngir

Vi du, mac du cac applet chay trén may khach, chung k’h(“)ng thé& doc hodc ghi
d liéu Ién may tram. Hon nira, applet thwong bi han ché sao cho chidng ching
chi cé thé doc va ghi di¥ liéu tir cting pham vi ma chiing dang duoc phuc.

Cac virus dwéi dang macros
La mét dang clia cac virus may tinh dwoc viét dwdi dang macro nhing trong tai
liéu. Nhiéu ng dung, vi du nhw Microsoft Word va Excel, c6 ngén nglr macro
hung manh.

Céc trng dung nay cho phép nhing macro trong tai liéu, va macro sé dwoc kich
hoat tai mdi thoi diém tai liéu dwoc mé.

May tram cé chirc nang thw dién tor
May tram c6 chirc nang thw dién tlr la mét Png dung cho phép ban nhan va g
thw dién tcr.

B6 nh¢
B6 nh¢ 1a ving lwu trir trong may tinh ctia ban. Thuat nglr memory mé ta kho div
liéu dwéi dang cac con chip, va tir storage dwoc st dung cho cac bd nhé ton tai
trén bang hay dia. M6i may tinh cé mét dung lwong bd nhé vat ly nao do, va
thwong dwoc néi dén nhw bd nhé chinh hay bd nhé RAM.

Phwong phap khéng theo kinh nghiém
Phwong phap quét nay dwa trén ban chéat ctia mét loai virus cu thé nao dé. Cai
dwoc clha phwong phap Non-heuristic 1a & chd né khéng bi nhirng cai twdng la
virus lam mo mét, va khdng canh bao nham.

Cac chwong trinh dong goi
Chuwong trinh dong goi la mét tap tin dwdi dang nén. Nhiéu hé diéu hanh va nhiéu
(ng dung chtra cac cau lénh cho phép ban déng goi mét tap tin lam sao dé tap
tin d6 tén it bd nhé hon. Vi dy, ban dang c6 mét tap tin dang van ban co6 chira
10 ky tw trdng lién tiép. Thdng thuwdng, diéu d6 ddi héi phai cé 10 bytes bd nhé.

Tuy nhién, mét chuong trinh déng goi tap tin cé thé thay thé cac ky tw tréng bang
mot ky tw tréng dic biét va tiép theo 1& mot co sb cac khoang tréng duoc thay
thé. Trong trwng hop nay, 10 ky tw cé thé chi tén dén 2 bytes. D6 ciing chi la
mot k§ thuat dong géi, va con nhiéu ky thuat déng géi hon thé niva.
Pwong dan
La huwéng dan dworng di mét cach chinh xac téi mét tap tin trong méy tinh. Cac
hwéng gén nay thu(‘)jng dwoc mo ta nhw cac cach thirc ciia moét hé thong lwu triv
phan cap tr trén xudng duéi.
Puong dan gitra hai diém, gibng nhw cac kénh giao tiép gitra hai may tinh.
Phishing
Phishing la hanh ddng g&¢i mét thw dién tl t&i mét ngwoi stiv dung nao dé, noi
réang minh la mét ca nhan hop phap nham yéu cau ngudi st dung cung cép cac
théng tin ca nhan dwoc ding dé dinh dang trom. Thuw dién tlr nay sé chi dwdng
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cho ngudi dung téi thdm mét trang web noi ho dwoc d& nghi cap nhat cac thong
tin ca nhan, vi nhw mat khau va thé tin dung, an ninh xa hdi, va cac sé hiéu tai
khoan ngan hang, nhirng sb liéu ma cac tb chirc hop phap cé. Trang web, tuy
nhién, 1a trang ma, va dwoc dwng I&n dé& an cdp thong tin ngwoi ding.

Virus da séc
La mét loai virus thay ddi hinh thai theo tieng tap tin ching nhiém. Vi chung khong
c6 cac thanh phan nhj phan bat bién, nén virus loai d6 la rat khd nhan dang.

Céng két néi
La mét giao dién trén may tinh ma ban co thé& cam thiét bi vao do. May tinh ca
nhan cé nhiéu loai cdng. Xét vé thiét bj trong, c6 vai céng ndi 6 clrng, man hinh,
va ban phim. Xét vé thiét bi ngoai, may tinh ca nhan cé céng dé ndi modem, may
in, con chudt, va cac thiét bi ngoai vi khac.

Trong mang TCP/IP va mang UDP, cdng két ndi la mot diém cubi toi két ndi 16
gich. Sé hiéu céng két ndi dinh ra né 1a loai cdng nao. Vi du, céng 80 dwoc st
dung cho giao théng loai HTTP.
Tap tin bao cao

Tap tin bao céo la mot tap tin liét ké cac hanh dong xay ra. BitDefender cé6 mét
tap tin bao cdo cac dudng dan, cac thu muc, cac tap lwu div liéu va cac tap tin
dé’quét, bao nhiéu tap tin nhiém virus va bao nhiéu tap tin dang ng& dwoc tim
thay.

Rootkit
Rootkit I& mét bo cac cong cu phan mém cung cap quyén truy cap mdc quan tri
t&i mot hé théng. Thuat ngl 1an dau tién dwoc st dung cho hé didu hanh UNIX,
va no ndi dén cac cdng cu bién dich, cung cip cho ngwdi xam pham cac quyén
quan tri, cho phép ho che d4u sy cé mét ctia ho sao cho cac quan tri mang khong
nhin thay.

Vai trd chinh clia rootkit 1a 1am an cac qua trinh, cac tap tin, cac su truy cap ciing
nhw céac thao tac. Cac rootkits c6 thé chan di liéu tlr cac may, tir két ndi mang
hay tlr c4 thiét bi ngoai vi, néu ching hop nhét véi cac phan mém twong thich.

V& mét ban chét, Rootkit Ia khong pha hoai. Vi du, hé théng va tham chi mot vai
&ng dung d4u cac tap tin co tinh phé phan bang cach str dung rootkit. Tuy nhién,
chiing duoc st dung phan Ién dé& dau cac phan mém pha hoai hodc d&u sw c6
mét ctia mot k& xam pham khong hop phap vao hé thdng. Khi dugc két hop véi
cac phan mém pha hoai, rootkits sé cé sw de doa Ion tdi tinh toan ven va an ninh
hé théng. Chung c6 thé diéu khién giao thong, tao cac clra hau trong hé théng,
thay ddi tap tin va nhat trinh va chdng lai sy bj phat hién.
Script

Mot thuat ngL"f‘nCPa cUa tap tin da Iénh, script & mot danh sach c6 thé dwoc hoat
dong khdéng can sy twong tac ngudi dung.

135



BitDefender Antivirus v10

Sé tay thuat ngir

Spam
La cac thw rac hay cac dong nhén hang loat khéng y nghla Théng thwong spam
dwoc biét dén nhw la cac thw dién t khdong mong mudn.

Phan mém gian diép

Spyware la bat ky phan mé&m nao ma thu thap théng tin ngwoi dung théng qua
két ndi internet ma ngwdi ding khéng nhan biét dwoc, thweng 1a cho cac muc
dich quang céo. Cac (rng dung Spyware dwoc bé lai duwdi dang cac yéu tb &n
ctia mot phan mém mién phi hodc chwong trinh phdn mém chia sé ma cé thé
dwoc tai tir internet xuéng; tuy nhién, can phai lwu y rang muc dich chinh cla
cac rng dung chia sé va (rng dung mién phi khéng di kém vdispyware. Khi da
dwoc cai dat, spyware quan ly hanh déng trén internet va truyén cac di liéu co
s& t&i mot ai d6. Spyware cling thu thap théng tin vé cac dia chi thw dién tor va
tham chi mat khdu ciing nhw sb thé tin dung.

Su twong tw clia Spyware véi Trojan 1a & chd ngudi st dung cai dat san phdm
mét cach khéng cé y thire khi ho cai dat moét cai gi do khac. Kiéu tr& thanh nan
nhan clia spyware mét cach phd bién Ia tai cac san pham déi tap tin déng déng
ma dang cé san ngay nay.

Ngoai van dé& dao dirc va tinh riéng tw, spyware con &n trém clia ngudi ding
bang cach str dung tai nguyén bd nhé may tinh va tiéu tén bang théng khi né gii
thong tin v& dia chi cung cép spyware thong qua két néi internet clia ngudi ding.
Bdi vi spyware st dung bd nhé va tai nguyén hé théng, nén cac tng dung chay
trén nén do6 c6 thé dan t6i viec pha hdy hé théng hodc tao s mét 6n dinh cua
hé thdng chung.

Startup items
B4t ky tap tin nao trong thw muc nay (Startup items) d&u mé khi may tinh khdi
dong. Vi du, mét man hinh khéi dong, mét tap tin am thanh dwoc chay khi may
tinh khéi dong, mét lich nhic viéc, hay cac chuong trinh ('ng dung déu cé thé 1a
cac muc khai dong. Théng thwdng, bi danh cla tap tin dwgc dat trong thw muc
chr khéng phai ban than tap tin do.

Khay hé théng
Puoc gidi thiéu trong Windows 95, khay hé théng dwoc dat tai thanh nhiém vu
(taskbar) trong Windows (thwérng 1a ndm phia dwéi man hinh, canh déng hd), né
bao gdm céac biéu twong nhé dé truy cap mét cach dé dang hon cac chirc nang
hé théng nhu fax, may in, modem, &m lwong va nhiéu cai khac niva. Hay nhap
d6i nat chudt hay nhap nat chuét phai len mot biéu twong dé xem va truy cap cac
chi tiét cling nhw cac diéu khién.

TCP/IP
Nghta 1a giao thirc didu khién truyén tin/giao thirc internet. N6 la mét bo cac giao
thire mang dwoc st dung rong réi trén internet. Cac giao thirc nay cung cap sw
giao tiép thédng qua cac mang may tinh cé cac cAu tric phan cing da dang va
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cac hé diéu hanh khac nhau, dwoc ndi véi nhau. TCP/IP bao gdm ca cac chuén
muwc vé cach thirc cac may tinh giao tlep v&i nhau nhu thé nao ciing nhw qua
trinh chuyén dbi diing cho cac mang ndi véi nhau va giao théng phan tuyén.

Ngwa Trojan (mot loai virus)
La mét chwong trinh pha hady ty t6 v& nhw minh la mét (Png dung nhan ttr. Khdng
giéng nhuw virus, ngwa Trojan khéng tw nhan ban nhwng ching chinh xac 1a sw
pha hady. Mét trong s6 nhirng loai ngwa Trojan quy quyét nhat la mot chwong
trinh néi rdng co thé giét virus trong may tinh ctia ban, nhwng thay vi lam viéc
do, no lai gi¢i thiéu cho cac virus méi tham nhap may tinh cta ban.

Thuat nglr dwoc lay trong mét cau chuyén cla ban trwéng ca Homer. Trong cau
chuyén nay, ngudi Hy lap da tang Trojans, ké thu cGa ho, mét con ngua gb 1on,
bé ngoai nhuw mot vat cau hoa. Sau khi Trojans kéo ngwa vao thanh, linh Hy lap
thoat ra khoéi bung ngwa, mé céng thanh, cho phép déng ddi tién vao va lay lai
Troy.

Nang cap/cap nhat
Update 1a mét phién ban mé&i ctia sdn pham phan ciring hodc phan mém, dwoc
tao ra dé thay thé phién ban cii clia s&n pham cuing loai. Hon niva, mét thao tac
cai dat cap nhat 1a phai kiém tra dé& chac chan ring phién ban cii d4 tdn tai trong
may tinh clia ban, néu khong, ban khong thé cai dat dwoc phién ban cap nhat.

BitDefender cé md dun cap nhat cla riéng minh, né cho phép ban kiém tra mot
cach thd cong xem co phién ban maéi nao hay khéng, hodc cho phép may tinh
cla ban cap nhat san pham mét cach tw dong.

Virus
Virus la mét chwong trinh hodc mét doan ma dwoc tai vé may tinh ctia ban ma
ban khéng biét va chay chdng lai mong muén ctia ban. Phan I&n cac virus cé thé
tw nhan ban. T4t ca cac virus may tinh 1a do con ngudi tao nén. Ciing rat dé tao
ra mot virus don gian co thé tw nhan ban. Mét virus don gian cling rat nguy hiém
b&i vi né s& nhanh chéng dung chiém bd nhé dang cé va bién hé théng treo. Mot
dang virus nguy hiém hon la dang cé kha néng tw truyén qua nhiéu mang, vuwot
qua ca hé théng an ninh.

Nhan biét virus
M6t doan nhi phan cda virus, duwgc stv dung béi cac chwong trinh chéng virus
d& nhan dang va diét virus.

Sau
Sau la mét chwong trinh truyén ba théng qua mang. Trong qué trinh truyén ba
chung tw nhan déi. Worm khoéng tw dinh kém cac chwong trinh khac.
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