


Cau hinh VPN co ban

Tac gia Lé Anh Puc

M6 td: Bai lab thuc hién cdu hinh hai router , tao m&t kénh private gilta hai
mang LAN cUa 2 router qua mOt mdi trudng public.

172.201.0/24 172302024 RB
?ﬂ e_'
1n.n.1.w24 mnzwzq

Ta thay qua topo trén, mOt cong ty gdm 2 chi nhanh , mu6n tao mot két noi
private qua mOt méi trudng truy€n public ta st dung VPN dé thuc hién
nhiém

vU nay, ta tao moOt kénh riéng gilta 2 router: RA, RB, qua mdi truOng internet
vGi RI 1a ISP. Bat cU traffic TCP nao tUr 10.0.1.0/24 dén 10.0.2.0/24 déu sé
dugc

ma hod va gUi ra méi truOng public.

Cau hinh
RA

Building configuration...

Current configuration : 945 bytes
!
version 12.2

service timestamps debug datetime msec



service timestamps log datetime msec
no service password-encryption

hostname RA

memory-size iomem 10

ip subnet-zero

crypto isakmp policy 100 € tao IKE pha 1
hash md5
authentication pre-share

crypto isakmp key cisco address 172.30.2.2

crypto ipsec transform-set mine esp-des € C&u hinh IPSec

crypto map lee 10 ipsec-isakmp € Tao crypto map

set peer 172.30.2.2



set transform-set mine

match address 110

voice call carrier capacity active

mta receive maximum-recipients 0

interface Ethernet0/0

ip address 10.0.1.1 255.255.255.0



half-duplex

1

interface Serial0/0

ip address 172.30.1.2 255.255.255.0

no fair-queue

crypto map lee € gan crypto map vao interface

!

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0 € tao default gateway ra internet

ip http server

access-list 110 permit tcp 10.0.1.0 0.0.0.255 10.0.2.0 0.0.0.255 € Tao ACL
dé xac dinh traffic dugc ma hoa

call rsvp-sync

mgcp profile default

dial-peer cor custom



line con 0
line aux 0
line vty 0 4

end

RB

Building configuration...

*Mar 1 00:39:18.794: %SYS-5-CONFIG_I: Configured from console by
console

Current configuration : 962 bytes

!

version 12.2

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname RB



memory-size iomem 10

ip subnet-zero

crypto isakmp policy 100
hash md5
authentication pre-share

crypto isakmp key cisco address 172.30.1.2

crypto ipsec transform-set mine esp-des
!

crypto map lee 10 ipsec-isakmp

set peer 172.30.1.2

set transform-set mine

match address 100



voice call carrier capacity active

mta receive maximum-recipients 0

interface Ethernet0/0

ip address 10.0.2.1 255.255.255.0
half-duplex

I

interface Serial0/0

ip address 172.30.2.2 255.255.255.0



no fair-queue

clockrate 64000

crypto map lee

!

ip classless

ip route 0.0.0.0 0.0.0.0 Serial0/0

ip http server

access-list 100 permit tcp 10.0.2.0 0.0.0.255 10.0.1.0 0.0.0.255

call rsvp-sync

mgcp profile default

dial-peer cor custom



line con 0
line aux 0

line vty 0 4

end

RI

Building configuration...

Current configuration:

!

version 12.1

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

!

hostname RI



memory-size iomem 10

ip subnet-zero

interface Ethernet0/0
no ip address

shutdown

interface Serial0/0
ip address 172.30.1.1 255.255.255.0
no fair-queue

clockrate 64000

interface Serial0/1

ip address 172.30.2.1 255.255.255.0
I

ip classless

ip route 10.0.1.0 255.255.255.0 Serial0/0 € sU dung static route



ip route 10.0.2.0 255.255.255.0 Serial0/1

no ip http server

line con 0

transport input none
line aux 0

line vty 0 4

1

no scheduler allocate

end

Thuc hién

Sau khi da cau hinh cho c4c router thdy dugc nhau(sU dung default route
két hgp vdi static routing) ta budc qua cau hinh VPN.

Céac budc cau hinh VPN gbm nhiing budc sau:

B1: Cau hinh IKE

- BatIKE(néu di bj tat thi bat lai, mac dinh trén router 1a da dugc

bat):

Router(config)# crypto isakmp enable

« Tao IKE policy:

Router(config)# crypto isakmp policy priority

« Tao cac IKE policy & mode config-isakmp: (authentication,

encryption, hash,...)



B2: Cau hinh IPSec

«  Cdu hinh transform-set: tao transform set gitip ta 4p céc chinh sach
bdo mat cho traffic, c6 thé c6 3 transform trong mot set, moi set
dugc giGi han: 1AH va 2ESP. Mode mac dinh cho transform la tunnel.

Router(config)# crypto ipsec transform-set name [trans1
[trans2[trans3]]]

Router(cfg-crypto-trans)#

« Tao crypto ACL: thuc hién céc chlc nang sau: xac dinh cac dong d{r
li€u dugc bdo vé bdi IPSec, chon outbound traffic dugc bdo vé,...

+ Tao ACL dé xac dinh loai traffic can dugc bdo vé
+Tao crypto map

Router(config)# crypto map name seq ipsec-manual]
ipsec-iaskmp

=50 dung cac sequence no khac nhau cho moi peer, nhiéu
peer c6 thé dugc xac dinh trong cing mot crypto map.

+ Ap crypto map vao interface

Router RA
RA (config)#crypto isakmp enable € Bat crypto isakmp
RA(config)#crypto isakmp policy 100
RA(config-isakmp)#hash md5

RA(config-isakmp)#authentication pre-share € xac dinh cac phuong
phap xac minh

RA(config-isakmp)#exit

RA(config)#crypto isakmp identity address €-xac dinh cach xac dinh
peer qua dic chi ch(r khéng phai qua hostname

RA(config)#crypto isakmp key cisco address 172.30.2.2 €xac dinh key



cho preshare key cUa peer

RA(config)#crypto ipsec transform-set mine esp-des € xdac dinh gidi thuat
ma hod la esp-des cho transform-set tén mine

RA(cfg-crypto-trans)#exit
RA(config)#crypto map lee 10 ipsec-isakmp €tao crypto map tén lee
% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.

RA (config-crypto-map)#set peer 172.30.2.2 € xac dinh peer la interface
bén kia

RRA(config-crypto-map)#set transform-set mine < 4p transform set mine
vao crypto map lee

RA(config-crypto-map)#match address 110 €-xac dinh ACL
RA(config-crypto-map)#exit

RA(config)#access-list 110 permit tcp 10.0.1.0 0.0.0.255 10.0.2.0
0.0.0.255¢-tao ACL d€ xéc dinh traffic dugc ma hoa

RA(config)#int s0/0

RA(config-if)#crypto map lee € &p cryto map lee vao interface S0/0

Router RB: cdu hinh tuong tU nhu RA:

RB(config)#crypto isakmp enable
RB(config)#crypto isakmp policy 100
RB(config-isakmp)#hash md5

RB(config-isakmp)#authentication pre-share



RB(config-isakmp)#exit

RB(config)#crypto isakmp identity address

RB(config)#crypto isakmp key cisco address 172.30.1.2

RB(config)#crypto ipsec transform-set mine esp-des

RB(cfg-crypto-trans)#exit

RB(config)#crypto map lee 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

RB(config-crypto-map)#set peer 172.30.1.2

RB(config-crypto-map)#set transform-set mine

RB(config-crypto-map)#match address 100

RB(config-crypto-map)#exit

RB(config)#access-list 100 permit tcp 10.0.2.0 0.0.0.255 10.0.1.0 0.0.0.255

RB(config)#int s0/0

RB(config-if)#crypto map lee

- Chi y: cc gidi thuat ma hoa va cic phuong phép xdc minh phai dugc
dong b gilra 2 bén.

Ki€m tra:

Ta s dung cac 1énh show va debug d€ ki€m tra: y tuGng: bat telnet
service

trén hai pc cdm vao 2 LAN & 2 dau va telnet qua 1ai, ghi nhan debug trén
2 router:



Trén RA:
RA#sh crypto map
Crypto Map "lee" 10 ipsec-isakmp
Peer = 172.30.2.2
Extended IP access list 110
access-list 110 permit tcp 10.0.1.0 0.0.0.255 10.0.2.0 0.0.0.255
Current peer: 172.30.2.2
Security association lifetime: 4608000 kilobytes/3600 seconds
PFS (Y/N): N
Transform sets={ mine, }
Interfaces using crypto map lee:

Serial0/0

RA#sh crypto isakmp policy
Protection suite of priority 100
encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Message Digest 5
authentication method: Pre-Shared Key
Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume limit

Default protection suite



encryption algorithm:  DES - Data Encryption Standard (56 bit keys).

hash algorithm: Secure Hash Standard

authentication method: Rivest-Shamir-Adleman Signature

Diffie-Hellman group: #1 (768 bit)

lifetime: 86400 seconds, no volume limit

RA#sh crypto ipsec transform-set
Transform set mine: { esp-des }

will negotiate = { Tunnel, },

RA#debug crypto ipsec

Crypto IPSEC debugging is on
RA#debug crypto isakmp
Crypto ISAKMP debugging is on

Telnet trén pcl:

Y WINDOWS' System32' cmd.exe

Access Denied: Specified user is not a member of TelnetClients group.
Server administrator must add this user to the ahove group.

Telnet Server has closed the connection

Connection to host lost.

C=wDocuments and Settings“May Bli>telnet 18.8.2.3

LSy ot

-
d J -] [ﬁ' > J %Iee-HyperTer... ”w C WINDOWS, ... E,JCUmputer Mana...l '{j untitled - Paink




Va xem debug trén RA:

RA#

*Mar 1 00:49:32.924:

I[PSEC(sa_request): ,

(key eng. msg.) OUTBOUND local= 172.30.1.2, remote= 172.30.2.2,

local_proxy= 10.0.1.0/255.255.255.0/6/0 (type=4),

remote_proxy= 10.0.2.0/255.255.255.0/6/0 (type=4),

protocol= ESP, transform= esp-des,

lifedur= 3600s and 4608000kb,

spi= 0x9B717872(2607904882), conn_id= 0, keysize= 0, flags= 0x400C

*Mar 1 00:49:32.924:

*Mar 1 00:49:32.924:

*Mar 1 00:49:32.928:

IKE_SA_REQ_MM

*Mar 1 00:49:32.928:

=IKE_I MM1

*Mar 1 00:49:32.928:

*Mar 1 00:49:32.928:

MM_NO_STATE

*Mar 1 00:49:33.173:

MM_NO_STATE

*Mar 1 00:49:33.177:

IKE_MM_EXCH

*Mar 1 00:49:33.177:

=IKE_I MM?2

ISAKMP: received ke message (1/1)
ISAKMP: local port 500, remote port 500

ISAKMP (0:1): Input = IKE_MESG_FROM_IPSEC,

ISAKMP (0:1): Old State = IKE_READY New State

ISAKMP (0:1): beginning Main Mode exchange

ISAKMP (0:1): sending packet to 172.30.2.2 (I)

ISAKMP (0:1): received packet from 172.30.2.2 (I)

ISAKMP (0:1): Input = IKE_MESG_FROM_PEER,

ISAKMP (0:1): Old State = IKE_I_MM1 New State



*Mar 1 00:49:33.177: ISAKMP (0:1): processing SA payload. message ID
=0

*Mar 1 00:49:33.177: ISAKMP (0:1): found peer pre-shared key matching
172.30.2.2

*Mar 100:49:33.177: ISAKMP (0:1): Checking ISAKMP transform 1
against priority 100 policy

*Mar 1 00:49:33.181: ISAKMP:  encryption DES-CBC
*Mar 100:49:33.181: ISAKMP:  hash MD5

*Mar 100:49:33.181: ISAKMP:  default group 1

*Mar 100:49:33.181: ISAKMP:  auth pre-share

*Mar 100:49:33.181: ISAKMP: life type in seconds

*Mar 100:49:33.181: ISAKMP: life duration (VPI) of 0x0 0x1 0x51
0x80

*Mar 1 00:49:33.181: ISAKMP (0:1): atts are acceptable. Next payload is 0

*Mar 100:49:33.353: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Mar 1 00:49:33.353: ISAKMP (0:1): Old State = IKE_I_MM?2 New State
=JKE_I MM2

*Mar 1 00:49:33.357: ISAKMP (0:1): sending packet to 172.30.2.2 (I)
MM_SA_SETUP

*Mar 100:49:33.357: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Mar 1 00:49:33.357: ISAKMP (0:1): Old State = IKE_I_MM?2 New State
=JKE_I MM3



*Mar 1 00:49:33.714:

MM_SA_SETUP

*Mar 1 00:49:33.714:

IKE_MM_EXCH

*Mar 1 00:49:33.714:

=IKE_I_MM4

*Mar 1 00:49:33.718:

=0

*Mar 1 00:49:33.926:

message ID =0

*Mar 1 00:49:33.926:

172.30.2.2

*Mar 1 00:49:33.930:

*Mar 1 00:49:33.930:

*Mar 1 00:49:33.930:

*Mar 1 00:49:33.930:

*Mar 1 00:49:33.930:

*Mar 1 00:49:33.930:

*Mar 1 00:49:33.934:

*Mar 1 00:49:33.934:

*Mar 1 00:49:33.934:

ISAKMP (0:1): received packet from 172.30.2.2 (I)

ISAKMP (0:1): Input = IKE_MESG_FROM_PEER,

ISAKMP (0:1): OId State = IKE_I_MM3 New State

ISAKMP (0:1): processing KE payload. message ID

ISAKMP (0:1): processing NONCE payload.

ISAKMP (0:1): found peer pre-shared key matching

ISAKMP (0:1): SKEYID state generated
ISAKMP (0:1): processing vendor id payload
ISAKMP (0:1): vendor ID is Unity

ISAKMP (0:1): processing vendor id payload
ISAKMP (0:1): vendor ID is DPD

ISAKMP (0:1): processing vendor id payload
ISAKMP (0:1): speaking to another IOS box!
ISAKMP (0:1): processing vendor id payload

ISAKMP (0:1): Input = IKE_MESG_INTERNAL,

IKE_PROCESS_MAIN_MODE

*Mar 1 00:49:33.934:

=IKE_I_MM4

ISAKMP (0:1): OId State = IKE_I_MM4 New State



*Mar 1 00:49:33.938: ISAKMP (0:1): Send initial contact

*Mar 1 00:49:33.938: ISAKMP (0:1): SA is doing pre-shared key
authentication using id type ID_IPV4_ADDR

*Mar 1 00:49:33.938: ISAKMP (1): ID payload
next-payload : 8
type 01
protocol : 17
port : 500
length : 8
*Mar 1 00:49:33.938: ISAKMP (1): Total payload length: 12

*Mar 1 00:49:33.942: ISAKMP (0:1): sending packet to 172.30.2.2 (I)
MM_KEY_EXCH

*Mar 1 00:49:33.942: ISAKMP (0:1): Input = IKE_ MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Mar 1 00:49:33.946: ISAKMP (0:1): Old State = IKE_I_MM4 New State
=IKE_I MM5

*Mar 100:49:34.014: ISAKMP (0:1): received packet from 172.30.2.2 (I)
MM_KEY_EXCH

*Mar 100:49:34.018: ISAKMP (0:1): Input = IKE_MESG_FROM_PEER,
IKE_MM_EXCH

*Mar 1 00:49:34.018: ISAKMP (0:1): Old State = IKE_I_MMS5 New State
=IKE_I MM6

*Mar 100:49:34.018: ISAKMP (0:1): processing ID payload. message ID =
0

*Mar 100:49:34.018: ISAKMP (0:1): processing HASH payload. message



ID=0

*Mar 100:49:34.022: ISAKMP (0:1): SA has been authenticated with
172.30.2.2

*Mar 100:49:34.022: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN_MODE

*Mar 1 00:49:34.022: ISAKMP (0:1): Old State = IKE_I_MM6 New State
=IKE_I MM6

*Mar 1 00:49:34.026: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
IKE_PROCESS_COMPLETE

*Mar 1 00:49:34.026: ISAKMP (0:1): Old State = IKE_I_MM6 New State
=]KE_P1_COMPLETE

*Mar 1 00:49:34.026: ISAKMP (0:1): beginning Quick Mode exchange, M-
ID of -695191653

*Mar 1 00:49:34.030: ISAKMP (0:1): sending packet to 172.30.2.2 (I)
QM_IDLE

*Mar 1 00:49:34.034: ISAKMP (0:1): Node -695191653, Input =
IKE_MESG_INTERNAL, IKE_INIT_QM

*Mar 1 00:49:34.034: ISAKMP (0:1): Old State = IKE_QM_READY New
State = IKE_QM_I_QM1

*Mar 1 00:49:34.034: ISAKMP (0:1): Input = IKE_MESG_INTERNAL,
IKE_PHASE1_COMPLETE

*Mar 1 00:49:34.034: ISAKMP (0:1): Old State = IKE_P1_COMPLETE
New State = IKE_P1_COMPLETE



*Mar 1 00:49:34.399: ISAKMP (0:1): received packet from 172.30.2.2 (I)
QM_IDLE

*Mar 1 00:49:34.403: ISAKMP (0:1): processing HASH payload. message
ID =-695191653

*Mar 1 00:49:34.403: ISAKMP (0:1): processing SA payload. message 1D
=-695191653

*Mar 1 00:49:34.403: ISAKMP (0:1): Checking IPSec proposal 1
*Mar 1 00:49:34.403: ISAKMP: transform 1, ESP_DES

*Mar 1 00:49:34.403: ISAKMP: attributes in transform:

*Mar 1 00:49:34.403: ISAKMP:  encaps is 1

*Mar 100:49:34.403: ISAKMP:  SA life type in seconds

*Mar 100:49:34.407: ISAKMP:  SA life duration (basic) of 3600
*Mar 100:49:34.407: ISAKMP:  SA life type in kilobytes

*Mar 100:49:34.407: ISAKMP:  SA life duration (VPI) of 0x0 0x46
0x50 0x0

*Mar 1 00:49:34.407: ISAKMP (0:1): atts are acceptable.
*Mar 1 00:49:34.407: IPSEC(validate_proposal_request): proposal part #1,
(key eng. msg.) INBOUND local= 172.30.1.2, remote= 172.30.2.2,
local_proxy= 10.0.1.0/255.255.255.0/6/0 (type=4),
remote_proxy= 10.0.2.0/255.255.255.0/6/0 (type=4),
protocol= ESP, transform= esp-des,
lifedur= 0s and Okb,
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

*Mar 1 00:49:34.411: ISAKMP (0:1): processing NONCE payload.
message ID = -695191653



*Mar 1 00:49:34.411: ISAKMP (0:1): processing ID payload. message ID =
-695191653

*Mar 100:49:34.411: ISAKMP (0:1): processing ID payload. message ID =
-695191653

*Mar 100:49:34.419: ISAKMP (0:1): Creating IPSec SAs
*Mar 1 00:49:34.419: inbound SA from 172.30.2.2 to 172.30.1.2
(proxy 10.0.2.0 to 10.0.1.0)

*Mar 1 00:49:34.419: has spi 0x9B717872 and conn_id 2000 and flags
4

*Mar 1 00:49:34.419: lifetime of 3600 seconds
*Mar 1 00:49:34.423: lifetime of 4608000 kilobytes

*Mar 1 00:49:34.423: outbound SA from 172.30.1.2 to
172.30.2.2  (proxy 10.0.1.0 to 10.0.2.0 )

*Mar 1 00:49:34.423: has spi 1010876185 and conn_id 2001 and flags
C

*Mar 1 00:49:34.423: lifetime of 3600 seconds
*Mar 1 00:49:34.423: lifetime of 4608000 kilobytes

*Mar 1 00:49:34.423: ISAKMP (0:1): sending packet to 172.30.2.2 (I)
QM_IDLE

*Mar 100:49:34.427: ISAKMP (0:1): deleting node -695191653 error
FALSE reason ""

*Mar 1 00:49:34.427: ISAKMP (0:1): Node -695191653, Input =
IKE_MESG_FROM_PEER, IKE_QM_EXCH

*Mar 1 00:49:34.427: ISAKMP (0:1): Old State = IKE_QM_I_QM1 New
State = IKE_QM_PHASE2_COMPLETE



*Mar 100:49:34.427: IPSEC(key_engine): got a queue event...
*Mar 1 00:49:34.427: IPSEC(initialize_sas): ,
(key eng. msg.) INBOUND local= 172.30.1.2, remote= 172.30.2.2,
local_proxy= 10.0.1.0/255.255.255.0/6/0 (type=4),
remote_proxy= 10.0.2.0/255.255.255.0/6/0 (type=4),
protocol= ESP, transform= esp-des,
lifedur= 3600s and 4608000kb,
spi= 0x9B717872(2607904882), conn_id= 2000, keysize= 0, flags= 0x4
*Mar 1 00:49:34.431: IPSEC(initialize_sas): ,
(key eng. msg.) OUTBOUND local= 172.30.1.2, remote= 172.30.2.2,
local_proxy= 10.0.1.0/255.255.255.0/6/0 (type=4),
remote_proxy= 10.0.2.0/255.255.255.0/6/0 (type=4),
protocol= ESP, transform= esp-des,
lifedur= 3600s and 4608000kb,
spi= 0x3C40BF19(1010876185), conn_id= 2001, keysize= 0, flags= 0xC
*Mar 1 00:49:34.435: IPSEC(create_sa): sa created,
(sa) sa_dest=172.30.1.2, sa_prot= 50,
sa_spi= 0x9B717872(2607904882),
sa_trans= esp-des , sa_conn_id= 2000
*Mar 1 00:49:34.435: IPSEC(create_sa): sa created,
(sa) sa_dest= 172.30.2.2, sa_prot= 50,

sa_spi= 0x3C40BF19(1010876185),



sa_trans= esp-des , sa_conn_id= 2001
RA#

*Mar 1 00:50:24.429: ISAKMP (0:1): purging node -695191653

Qua debug ta thdy qua trinh tao private tunnel gi(ta 2 router khi c6 TCP
traffic gt dén, luc dau la xdc minh, néu thanh cong s& ma hoa traffic va
gUi sang bén peer kia.

Chay:
Céch bat telnet service trén 1 pc cai WinXP:

Start-> control panel-> Administrative tools—>service

Sau d6 s(ra service telnet bang cach nhan phdi chult vao Telnet
service—>properties=> ChoOn startup type la manual—> sau do start service lén.



