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MO PAU

V@i sy phat tri€n ngdy cang manh mé cla mang tin hoc toan cau Internet xudt hién
ngdy cang nhi€éu nhu cau vé ngudn nhan luc chuyén nghi€ép d€ quan tri hé thdng mang
dung riéng phlc hgp véi giao ti€p ra Internet.

La mOt don vi chiu trach nhiém qudn tri mang tin hoc clia Pai hoc qudc gia Tp HCM,
chiing t6i da c6 nhi€u kinh nghiém trong céng tac qudn tri mOt mang Intranet rong 16n véi
hang ngan may tinh két ndi va truy cap Internet qua dudng ding riéng (leased-line). Qua
gido trinh nay, ching t6i mudn dua dén ban doc nhiing kié€n thlic co bdn nhat, cho phép cai
dat va quan tri mot hé thOng server Unix cling v3i cac dich vu Internet co ban. Cac vi du
thuOng dugc dua trén hé diéu hanh (HDH) Linux hay Sun OS, 1a hai HDH dang dugc sU
dung rOng rdi trong mang DPHQG-HCM. Chiing tbi cling s€ dé cap dén giao thlc TCP/IP va
cach tri€n khai TCP/IP trén m&t may chU Unix.

V@i phuong cham “chi néi v@ nhiing gi chiing téi da st dung trong thuc te” chiing
t6i hy vong rang gido trinh rat ngan gon nay s€ c6 ich mot cach thiét thuc cho nhiing ban
doc mubn hoc vé hé diéu hanh Unix va cong nghé mang Internet, cling nhu cic quan tri
vién mang Internet trén c0 s& mdy chU Unix.

Do thdi gian rat eo hep cho cong tac chudn bi, ching t6i chac rang s& c6 nhimg thiéu
s6t, mong ban doc gép y va xin cdm oOn trudc cac nhan xét cla ban doc. MQi y kién xin
gUi ve :
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tnminh@vnuhcm.edu.vn



I. GiGi thiéu lich st phat tri€n clla Unix va Linux:

i. Vai dong vé lich st UNIX:

Gilta ndim 1960, AT&T Bell Laboratories va mOt sO trung tdm khéc tham gia vao mot
cO gang tao ra mot hé diéu hanh mdi dugc dat tén 1a Multics (Multiplexed Information and
Computing Service). P€n nam 1969, chuong trinh Multics bi bai bd vi d6 1a mot du 4n qua
nhi€éu tham vong. Tham tri nhi€u yéu cau doi véi Multics thoi d6 dén nay van chla c6
dugc trén cidc Unix mdéi nhat. Nhung Ken Thompson, Dennis Ritchie, va m&t s& déng
nghiép cla Bell Labs da khong bd cudc. Thay vi xay dung m&t HPH 1am nhiéu viéc mot
lic, ho quyét dinh phat tri€én mOt HPH don gidn chi 1am tot mot viéc 1a chay chuong trinh
(run program). HPH sé& c¢6 rat nhi€u cac cong cu (tool) nho, don gidn, gon nhe (compact)
va chi 1am t6t mOt cong viéc. Bang cach két hop nhi€u cong cu lai v6i nhau, ho sé c6 mot
chuong trinh thuc hién mét cong viéc phUc tap. B6 ciing 1a cach thlic ngudi 18p trinh viét
ra chuong trinh. Peter Neumann dat tén Unix cho HDH don gidn nay. ti€p tuc phat trién
theo m6 hinh ban dau va dat ra mOt hé thOng tap tin ma sau ndy dugc phét trién thanh hé
thOng tap tin cla UNIX. Vao nam 1973, s& dung ngdn ng(t C cla Ritchie, Thompson da
viét 1ai toan b0 HPH Unix va day 1a mOt thay dGi quan trong cUa Unix, vi nhG d6 Unix tU
ch6 1a HDH cho mOt may PDP-xx tr& thanh HDH cla cic méy khac véi mét c6 gang tbi
thi€u d€ chuyén d6i. Khodng 1977 ban quyén clla UNIX dugc gidi phéng va HDH UNIX
tr3 thanh mOt thuong pham.

ii. Hai dong UNIX : System V cua AT&T , Novell va Berkeley
Software Distribution (BSD) ctia Pai hoc Berkeley.

e SystemV:

Céc phién bdn UNIX cubi cting do AT&T xudt ban 1a System IIT va mot vai phat
hanh (releases) cUa System V. Hai ban phat hanh gan ddy cUa System V la Release 3
(SVR3.2) va Release 4.2 (SVR4.2). Phién ban SYR 4.2 1a ph& bién nhat cho tU may PC cho
tGi may tinh 16n.
* BSD:

TU 1970 Computer Science Research Group cUa University of California tai Berkeley
(UCB) xudt bdn nhi€u phién bdn UNIX, dugc biét dén dudi tén Berkeley Software
Distribution, hay BSD. Cai bi€n clla PDP-11 dugc goi la 1BSD va 2BSD. Trg gitip cho cic
may tinh cUa Digital Equipment Corporation VAX dugc dua vao trong 3BSD. Phét trién cUa
VAX dudgc tiép tuc véi 4.0BSD, 4.1BSD, 4.2BSD, va 4.3BSD

Trudc 1992, UNIX 14 tén thuOc s& h{tu cla AT&T. T 1992, khi AT&T ban b0 phan Unix
cho Novell, tén Unix thuOc s& hitu cla X/Open foundation. Tat cd cac hé diéu hanh thoa
man mot sO yéu cau déu co thé goi 1a Unix. Ngoai ra, Institute of Electrical and Electronic
Engineers (IEEE) da thi€t 1ap chudn "An Industry-Recognized Operating Systems Interface
Standard based on the UNIX Operating System." K&t qud cho ra d0i POSIX.1 (cho giao
dién C)va POSIX.2 (cho hé théng l1énh trén Unix)

Két lai, van dé chudn héa UNIX van con rat xa két qua culi cliing. Nhung day 1a qud trinh
can thi€t ¢6 10i cho sy phét tri€n cUa nganh tin hoc néi chung va sy séng con clla HDH
UNIX noi riéng.

Cdc phién ban cta Unix
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C. Lich st phdt trién cla Linux va giéi thiu cdc phdan phdi (distribution)
Linux ngay nay

Linux 1a m6t HDH dang UNIX (Unix-like Operating System) chay trén may PC v&i
b0 di€u khi€n trung tam (CPU) Intel 80386 hodc cac thé hé sau d6, hay cac b0 vi xU ly
trung tdm tuong thich nhu AMD, Cyrix. Linux ngay nay con c6 thé chay trén cic may
Macintosh hodc SUN Sparc . Linux thOa man chudn POSIX.1.

Linux dugc viét lai toan bo tUr con sO khong, tUc 1a khong st dung mOt dong 1€énh nao cla
Unix, dé tranh van dé ban quyen cUa Unix, tuy nhién hoat CIOng cua Linux hoan toan dua
trén nguyén tac cUa hé diéu hanh Unix. Vi vay n€u mOt ngudi nam dugc Linux, thi sé
nam dugc UNIX. Nén chii y rang gilta cic Unix su khac nhau ciing khong kém gi gi(fa Unix
va Linux.

Nim 1991 Linus Torvalds, sinh vién cUa dai hoc t&ng hgp Helsinki, Phén lan, bat dau
xem xét Minix, mOt phién ban cUa Unix, 1am ra v6i muc dich nghién c(u cach tao ra mét hé
di€u hanh Unix chay trén may PC v§i b0 vi xU 1y Intel 80386.

Ngay 25/8/1991, Linus cho ra version 0.01 va thong béo trén comp.os.minix cUa
Internet vé chuong trinh cUa minh.

1/1992, Linus cho ra version 0.12 vGi shell va C compiler. Linus khéng can Minix
n(fa d€ recompile HDH cUa minh. Linus dat tén HDH cUa minh la Linux.

1994, phién ban chinh thrc 1.0 dugc phat hanh.

Qua trinh phét trién cla Linux dugc tang tOc bdi su gitip d& cla chuong trinh GNU (GNU’s
Not Unix), d6 1a chuong trinh phét tri€n c4c Unix c6 khd ning chay trén nhiéu platform.
DPén hém nay, cudi 2001, phién ban mGi nhat cla Linux kernel 1a 2.4.2-2, ¢6 khd nang diéu
khi€n cac may da bO vi x(r 1y va rat nhi€u cac tinh ning khéc.

d. Van dé ban quyén cla GNU project

_ Cac chuoOng trinh tudn theo GNU Copyleft or GPL (General Public License) c6 ban
quyén nhu sau :



Téc gid van la s& hitu cla chuong trinh cla minh.

2. Ai ciing dugc quyén béan copy cla chuong trinh vGi gid bat ky ma khong phai trd
cho tac gid ban dau.

3. Ngudi sé hitu chuong trinh tao diéu kién cho ngudi khac sao chép chuong trinh
ngudn d€ phét trién ti€p chuong trinh.

e. Tai sao lai st* dung Linux ?

Linux 1a mi€én phi (free). P6i vGi ching ta hém nay khong quan trong vi ngay
WindowsNT server ciing “free”. Nhung trong tuong lai, khi chiing ta muOn hoa nhap vao thé
gidi, khi chiing ta mudn c6 mOt thu nhdp chinh ddng cho ngudi 1ap trinh, hién tugng sao
chép trOm phan mém can phai cham ddt. Khi d6, “free” 1a mot thong sO rat quan trong dé
chon Linux.

Linux rat 6n dinh. Trai vdi suy nghi truyén théng “cla ré la cla 6i «, Linux tlr
nh(ing phién ban dau tién cach day 5-6 ndm da rat 6n dinh. Ngay ca server Linux phuc vu
nh{ing mang 16n (hang trdim may tram) ciing hoat ddng rat 6n dinh.

Linux ddy du. Tt ca nhiing gi ban thay & IBM, SCO, Sun ... déu c6 & Linux. C
compiler, perl interpeter, shell , TCP/IP, proxy, firewall, tai liéu hudng dan ... déu rat day
du va c6 chat lugng. Hé thOng cac chuong trinh tién ich ciing rat day du .

Linux 1a HDH hoan toan 32-bit. Nhu c4c Unix khac, ngay tU dau, Linux da 1a mot
HDH 32 bits. Hién nay da c6 nhiing phién ban Linux 64 bits chay trén may Alpha Digital
hay Ultra Sparc.

Linux rat m&m déo trong c@u hinh. Linux cho ngudi st dung c&u hinh rat linh
dong, vi du nhu dd phan dai man hinh Xwindow tity ¥, dé dang sUta d0i ngay cd kernel ...

Linux chay trén nhi€u may khac nhau tir PC 386, 486 tu lap cho dén SUN
Sparc.

Linux duoc tr@ giup. Ngay nay, vGi cic server Linux st dung d(t li€u quan trong,
ngudi st dung hoan toan cé thé€ tim dugc su trg gitip cho Linux tU cac cong ty 16n. IBM da
chinh th(rc chao ban IBM server chay trén Linux. Tai liéu gidi thiéu Linux ngay cang nhiéu,
khong thua kém bat c(* mOt HDH nao khac.

Vi nguOn tai liéu phong phti, chuong trinh tU kernel cho dén cac tién ich mién phi
va b0 ma ngudn md, Linux 1a ngudi ban dong hanh 1y tudng cho nhiing ai mubn di vao
HDH chuyén nghi€p UNIX va cong cu tOt nhat cho cong tic ddo tao CNTT trong cac
truOng dai hoc.

Cac phién ban clia Linux. Cac phién ban cla HDH Linux dugc xac dinh béi hé
thOng s6 dang X.YY.ZZ. Né€u YY la s6 chan => phién ban On dinh. YY 14 s6 1é& => phién
ban th nghiém .

Cac phan phoOi (distribution) cUa Linux quen biét 1a RedHat, Debian, SUSE,
Slakware, Caldera ...

Chii y phan biét sO phién ban cUa hé di€u hanh (Linux kernel) vi phién ban cla cac
phan phoi (vi du RedHat 6.0 vdi kernel Linux 2.2.5-15).

II. Hé thOng ti€n trinh (process) clla Linux. Piéu khi€n cac ti€n trinh.:

Linux 1a mét HDH da ngudi s dung, da tién trinh. Linux thuc hién tat ca cac cong
viéc cla ngu0i st dung ciing nhu cUa hé thdng bang céc tién trinh (process). Do d6, hi€u
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dugc cach diéu khién céc tién trinh dang hoat dOng trén HDH Linux rat quan trong, nhiéu
khi ¢6 tinh chat quyét dinh, cho viéc qudn tri hé thong.

> Dinh nghia : Tién trinh (process) 14 mOt chudng trinh don chay trén khong gian
dia chi do cla n6 . Can phan biét tién trinh véi 1énh vi m&t dong 1énh trén shell c6 thé sinh
ra nhiéu tién trinh.

> Dong lénh :
nroff -man ps.1 | grep kill | more
sé sinh ra 3 tién trinh khac nhau.

C6 3 loai ti€n trinh chinh trén Linux :

. Tién trinh véi dGi thoai (Interactive processes) : 1a ti€n trinh khéi dOng va quén ly
bdi shell, k€ ca tién trinh forthground hodc background.

- Tién trinh batch (Batch processes) : Tién trinh khong gan lién dén ban diéu khién
(terminal) va duQc nam trong hang dgi d€ 1an luot thuc hién.

« Tién trinh &n trén b0 nh& (Daemon processes) : La cac ti€n trinh chay dudi nén
(background). Céc tién trinh nay thudng dugc khdi dong tUr dau. Pa s6 cac chuOng
trinh server cho cac dich vu chay theo phuong thUc nay. Pay la cac chuong trinh sau
khi dugc goi lén bb nhd, dgi thu ddng cac yéu cau chuong trinh khach (client) d€
trd 10i sau cac cOng xac dinh (cOng 1a khéi niém gan lién véi giao thlic TCP/IP BSD
socket. Chiing ta s€ gidi thich rd trong phan TCP/IP). Hau hét cac dich vu trén
Internet nhu mail, Web, Domain Name Service ... chay theo nguyén tac nay. Céc
chuong trinh dugc goi 1a cac chuong trinh daemon va tén cUa né thuOng két thiic
bang ky tu “d” nhu named, inetd ... Ky ty “d” cu®i dugc phat &m r0i ra nhu “dé «
trong tiéng viét. Vi du named dugc phéat 4m 1a “ném dé”.

Cach don gidn nhat d€ ki€m tra hé thOng ti€n trinh dang chay 1a s dung 1énh ps
(process status). Lénh ps c6 nhi€u tily chon (option) va phu thuGc mot cach mac dinh vao
ngudi login vao hé thOng. Vi du :

$ ps

PID TTY STAT TIME COMMAND

41 v01 S 0:00 -bash

134 vO01 R 0:00 ps
cho phép hién thi cac ti€n trinh lién quan t&i mOt ngudi s& dung hé thong.

COt dau tién 1a PID (Process IDentification). MOi ti€n trinh cUa Linux déu mang mot
sO ID va cac thao tac lién quan dén tién trinh déu thong qua sO PID nay. Gach nbi — truéc
bash dé€ théng béo d6 1a shell khéi dOng khi ngudi st dung login.

DE hién thj tat ca cac process, ta c6 th€ s dung 1énh ps —a. MOt ngudi st dung hé
th&ng binh thuOng c6 th€ thay tat cd céc ti€n trinh, nhung chi c6 th€ diéu khién dugc cac
ti€n trinh cla minh tao ra. Chi c6 super-user m&i c6 quyén diéu khién tat ca cac tién trinh
cUa hé théng Linux va cla ngudi khac. Lénh ps —ax cho phép hi€n thj tat ca céc tién trinh,
ngay ca nhiing ti€n trinh khéng gan lién dén c6 ban diéu khién (tty). Ching ta c6 théicoi
c4c tién trinh dang chay cing v&i dong 1énh ddy dU d€ khdi d Ong tién trinh nay bang
ps —axl. Lénh man ps cho phép coi cac tham s6 tu' chon khéac cUa 1énh ps .



& Ding mot ti€n trinh, 1€nh kill : Trong nhiu trudng hgp, mot tién trinh c6 thé
bi treo, mOt ban phim di€u khién khong trd 10i cac 1énh tU ban phim, m6t chuong trinh
server can nhan cau hinh md&i, card mang can thay déi dia chi IP ..., khi d6 chiing ta phai
dimg (kill) ti€én trinh dang c6 van dé . Linux c6 1énh kill d€ thuc hién cic cong tac nay.
Trudc tién ban can phai biét PID cUa ti€n trinh can dUng théng qua 1énh ps. Xin nhac lai
chi c6 super-user m&i c6 quyén ding tat cd céc tién trinh, con ngudi sU dung chi dugc
dUng céc tién trinh cla minh. Sau dé, ta s& dung 1énh

kill -9 PID_cUa_ tién_trinh

Tham s6 —9 1a gUi tin hiéu dUng khong di€u kién chuong trinh. Chd y n€u ban logged
vao hé thOng nhu root, nhap sO PID chinh xac néu khong ban c6 th€ ding mét tién trinh
khac. Khong nén dung c4c tién trinh ma minh khéng biét vi c6 th€ lam treo mdy hodc dich
vu.

MOt tién trinh c6 thé sinh ra cac tién trinh con trong qud trinh hoat déng cla minh.
Néu ban dung tién trinh cha, céc ti€n trinh con ciing s€ dung theo, nhu‘ng khong tlc thi. Vi
vay phai dgi mOt khodng thoi glan va sau d6 ki€m tra lai xem tat cd céc tién trinh con c6
dUng ding hay khong. Trong mOt s6 han hitu cic trudng hop, ti€n trinh c6 16i ndng khong
dUng dugc, phuong phép culi cling 1a khdi dOng 1ai may.

Khi dé ti€n trinh sau 1énh nohup sé khdng bi ding 1ai khi ban logout.

a Lénh at : Bén canh d6, Linux c6 cac 1énh cho phép thuc hién cac tién trinh & cac
thOi diém mong mun. Lénh at cho phép thuc hién mot tién trinh vao thdi di€m nhap trong
dong 1énh.

$ at 1:23<Return>
Ip /usr/sales/reports/*<Return>
echo “Files printed, Bossi| mail boss@company.com<Return>

<AD>

Dau AD c6 nghia la can gilt phim <Ctrl>, sau d6 nhan phim D va b ca 2 phim ciing
mOt luc.

Sau khi ban két thiic 1énh at, dong thdng béo gidng nhu sau s€ hién ra man hinh
job 756001.a at Sat Dec 21 01:23:00 2000

SO 756001.a cho phép tham chi€u t&i cong tac (job) d6, d€ dung néu ban mudn xda
job d6 b&i 1énh

at —r job_number

Lénh nay c6 thé khac vdi cac phién ban khac nhau. Vi du d6i v6i RedHat 6.2 1énh x6a
mOt job 13 atrm job_number . Trong mOi truOng hop coi manpage d€ biét c4c 1énh va tham
sO cu thé.

Ban c6 thé ding quy tac chuyén hudng (redirect) d€ 1ap lich trinh cho nhiéu l&nh
cting mOt lic

at 10:59 < tap_lénh

trong do, tdp_Iénh 1a mOt tap tin dang text c6 cac 1énh. DE ki€m tra c4c ti€n trinh ma
ban da nhap vao, dung 1énh at -1
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a Lénh batch : Khac vdi 1énh at 14 tién trinh dugc thuc hién vao cac thdi diém do
ngudi st dung chon, 1énh batch d€ cho hé thOng tu quyét dinh khi ndo ti€n trinh dugc
thuc hién dua trén mUc d6 tai cUa hé thGng. ThuOng la cac tién trinh batch duoc thi hanh
khi may ban dudi 20%. Cac ti€n trinh in an, cap nhat d(rliéu 16n ... rat thich hop véi kiéu
1€énh nay. Cu phép cUa batch nhu sau :

$ batch<Return>
Ip /usr/sales/reports/*<Return>
echo “Files printed, Bossi| mail boss@company.com<Return>

<AD>

Cac 1énh at va batch cho phép 14p k& hoach thuc hién tién trinh mot 1an. Linux con
cho phép 14p k€& hoach c6 tinh chat chu ky théng qua 1énh cron (vi€t tat cUa chronograph)
va c4c tap tin crontabs. Chuong trinh cron dugc khéi dOng ngay tUr dau véi khéi dong cla
hé thong. Khi khdi dOng, cron xem c6 cac tién trinh trong hang dgi nhap vao béi 1énh at,
sau d6 xem xét cac cac tap tin crontabs xem c6 ti€n trinh can phai thuc hién hay khong roi
“di ngl “:-) . Cron s& “thUrc day” moi phit d€ ki€m tra xem c6 phai thuc hién ti€n trinh
nao khong. Super-user va user déu c6 thé dat hang céc tién trinh sé dugc cho phép thuc
hién bédi cron. PE lam di€u nay, ban can tao moOt tap tin text theo cti phap cla cron nhu
sau.

Phut gi® ngdy_cUa_thdng thdng_cUa_ndm ngay_cUa_tud@n 1énh
0 8 * * 1 /u/sartin/bin/status_report
cho phép /u/sartin/bin/status_report dugc thutc hién vao 8gi0 00 phuit cac th(r hai.

MObi hang ch(ra thoi gian va 1énh. Lénh sé& dugc cron thuc hién tai thdi diém ghi &
trudc trén cung dong d6. Nam cOt dau lién quan téi thoi gian c6 thé€ thay thé bang dau sao
“*” y&i y nghia 1a “vGi mQi”. Cac gia tri c6 thé cho cac truOng 1a :

minute (0-59)

hour (0-23)

day of month (1-31)

month of year (1-12)

day of week (0-6, 0 is Sunday)
Command (rest of line)

Sau d6 dung 1énh crontab d€ cai dat tdp tin 1énh vao thu muc
/usr/spool/cron/crontabs. MOi ngudi st dung sé c6 moOt tap tin crontab tring tén minh (user
name) d€ luu tat cd cac 1énh can thuc hién theo chu ky trong thu muc nay. Cid phap st
dung crontab:

crontab tén_tap_tin_lénh

Sau khi hi€u 5 cdu tric cac tap tin, ngudi s& dung c6 th€ tu tao cac tap tin crontab
va dat vao thu muc theo dflng quy dinh cUa cron ma khéng can phéi dung crontab. Diéu
nay con dung cho dai da s0 cac dich vu khéc. Céc chu’dng trinh cUa Unix thu‘o‘ng tuan theo
mOt quy tac la c6 cac tap tin cau hinh dang text. Cac tap tin nay hoan toan cé thé dugc tao
ra bang cdc phan mém soan thdo vin ban. Cac chuong trinh tién ich chi 1a céng cu trg gitp
néu ngudi s& dung mudn va khong mang tinh chat bat budc. PE€ cé thé trd thanh moOt
ngudi quan tri Unix thuc thu, ban doc nén tap dan cung cach cdu hinh truc ti€p khong
thdng qua céc tién ich.
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Lénh top. Lénh top cho phép hién thi sy hoat ddng cla céc ti€n trinh, dac biét 1a cac
théng tin vé tai nguyén hé thong ciing nhu viéc st dung tai nguyén do cUa tUng ti€n trinh.
Vi 1énh don gidn top, ta s€ c6

11:09am up 46 days, 17:44, 2 users, load average: 0.08, 0.03, 0.01

63 processes: 61 sleeping, 2 running, 0 zombie, 0 stopped

CPU states: 0.1% user, 0.0% system, 0.0% nice, 99.8% idle

Mem: 126644K av, 121568K used, 5076K free, OK shrd, 25404K buff
Swap: 136544K av, 9836K used, 126708K free 36040K cached

PID USER PRI NI SIZE RSS SHARE STAT %CPU %MEM TIME COMMAND
27568 tnhminh 11 0 1052 1052 836 R 0.1 0.8 0:00 top

lroot 0 0 124 72 68S 0.0 0.0 0:25 init

2 root 80 0 0 OSW 0.0 0.0 0:00 kevent

SO % mady ranh (idle) in dam trén 1a rat quan trong. MOt may ranh dudi 50% la mot
mdy qua tdi va can dugc xem xét. Lénh top con cho phép theo ddi xem c6 tién trinh nao
chiém dung qua nhiéu thoi gian CPU ciing nhU truy cap dia khong.

Ngoai ra, mOt s6 1énh khac nhu vmstat. Mpstat, sar, iostat ... cling cho phép xem xét
v@i cac muc dich khac nhau hoat ddng clla may chu.

Inetd va cac dich vu mang :

Unix c6 hai cach d€ t6 chlic cac dich vu mang: hodc 1a khéi dOng ngay tUr dau
chuong trinh server dudi dang daemon, hodc 1a d€ cong tac khdi dOHg chuong trinh dich
vU theo yéu cau (khi c6 yéu cau két néi) véi su trg giup Cua mOt tién trinh daemon khéc 1a
inetd (doc 1a inét dé). Trong trudng hop dau, ta can cho mbi dich vu it nhat mOt daemon va
tai nguyén cla hé thong bi s& dung ngay cd khi khong c6 yéu cau két ndi. Con trong
trudng hgp sau ta can mOt daemon cho tat ca cac dich vu. Tai nguyén hé théng chi thuc sy
bi chi€m dung khi c¢6 yéu cau két ndi. Vi vay, chuong trinh server dang daemon thudng
truc dugc dung cho cac dich vu c6 yéu cau két n6i thudng xuyén nhu DNS, mail, Web ; con
s0 dO qua inetd danh cho cac dich vu v@i tan sO thua nhu ftp, telnet, secure shell ...

Chuong trinh inetd, con goi 1a super-server, dugc st dung d€ khdi dOng cac daemon
phuc vu cac dich vu mang. inetd dgi cac n0i mang sau mot s& cOng dugc quy dinh bdi tap
tion cdu hinh /etc/inetd.conf. RedHat Linux 7.1 st dung tap tin /etc/xinetd.conf va céc tap tin
trong thu' muc /etc/xinet.d. Khi cé yéu cau két n6i, inetd sé goi chuong trinh server tuong
Ung dé€ thiét 1ap cac két noi va phuc vu khach hang. Thong thudng, inetd dugc khdi dOng
ngay tU dau bdi cac script ding cho khéi dOng mdy. inetd sé& doc file cdu hinh
/etc/inetd.conf khi dugc goi 1én b0 nhd . Sau day 1a mot vai dong cUa tap tin /etc/inetd.conf

# <service_name> <sock_type> <proto> <flags> <user> <server_path> <args>
# Echo, discard, daytime, and chargen are used primarily for testing.

# To re-read this file after changes, just do a 'killall -HUP inetd'

#time stream tcp nowait root internal

#time dgram udp wait root internal

#



# These are standard services.
#
ftp stream tcp nowait root /usr/sbin/tcpd in.ftpd -1 -a

telnet stream tcp nowait root /usr/sbin/tcpd in.telnetd

Bén canh tap tin cdu hinh /etc/inetd.conf, tap tin /etc/services ciing dugc inetd sU
dung dé€ biét cac cOng (port) clla cidc chuong trinh server. Vi du mét doan cUa tap tin
/etc/services

ftp-data 20/tcp

ftp 21/tcp

fsp 21/udp fspd

ssh 22/tcp # SSH Remote Login Protocol
ssh 22/udp # SSH Remote Login Protocol
telnet 23/tcp

# 24 - private

smtp 25/tcp mail

# 26 - unassigned

time 37/tcp timserver

time 37/udp timserver

rip 39/udp resource # resource location
nameserver 42/tcp name #IEN 116

whois 43/tcp nicname

re-mail-ck  50/tcp # Remote Mail Checking Protocol
re-mail-ck ~ 50/udp  # Remote Mail Checking Protocol
domain 53/tcp nameserver  # name-domain server

domain 53/udp nameserver

Hai tap tin /etc/inetd.conf va /etc/services quan hé mat thi€t vi nhau. COt dau tién
bao gOm tén c4c dich vu mang va can phdi giéng nhau. M6t dich vu mubn dugc hoat
ddng nhd inetd phai khai bdo cOng ma né dgi khich hang théng qua /etc/services va dong
1énh khdi dOng no trong /etc/inetd.conf. Mubn tat mot dich vu, ta chi can dat dau chd thich
# truGc dong miéu ta dich vu va khi do, inetd sé khong biét va khong goi dich vu dé nita.
NhU cac ban doc nhan thdy ndi dung cla cOt <server_path> <args> cho céc dich vu 1a
/usr/sbin/tcpd in.telnetd. Chuong trinh tcpd dugc inetd goi 1én truGc dé€ 1am mot sO cong
tac ki€m tra va ghi log trudc khi chuong trinh dich vu thuc dugc goi 1én. Cu thé€ 1a tcpd sé
st dung

COt <flags> cho bi€t chudng trinh inetd c6 phai doi (wait) hay khong (nowait) két noi
két thic trudc khi “ti€p” mOt két noOi khac. Vi du trén véi telnet cho thdy nhiéu chuong
trinh khach c6 thé dugc phuc vu mot lic qua ciing mOt cOng telnet 23. Tat nhién chuong
trinh server telnet cing phdi dugc thi€t k€ thich hgp véi ki€u 1am viéc da khach hang nay.
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COt <user> quy dinh quyén cUa ti€n trinh khi né dugc chay trén b0 nhd. Trong
trudng hgp c6 nghi ngd vé tinh bao mat cla mOt dich vu, ta c6 thé gidm quyén cla no
bang céch thay d6i nli dung cUa cOt nay.

Qua vi du trén ta thdy dich vu ftp sé dugc inetd goi 1én thong qua dong 1énh
/usr/sbin/tcpd in.ftpd -1 —a khi c6 mOt chuong trinh khach hang dung giao thUc TCP goi qua
cOng 21.

Doc _thém. Tién trinh duoc sinh ra nhu thé nao? Trén mOt may ch( Unix,
thudng c6 hang chuc tién trinh dang déng thoi hoat ddng. Trén nhiing may chu 16n
va ban biu, c6 th€ c6 hang ngan tién trinh cling lic. Vay tién trinh dugc hinh thanh
nhu thé nao ?

Néu con ngudi dugc sinh ra b3i con ngudi thi tién trinh ciing sinh ra bdi tién trinh.
Chi c6 mOt diéu khac 1a phdi can 2 ngudi 1am cha me mdi c6 tré em (trlf nhig du
dinh clone ngudi hi€n nay), con ti€n trinh thi chi c6 mOt tién trinh cha. Khi hé thong
khGi dOng, ti€n trinh dau tién 1a init. Sau do, init s& sinh ra cac tién trinh khac can
thi€t cho su hoat déng cla hé théng. Vi du mdi khi ta dang nhép hé thong, tién
trinh login sau khi ki€m tra mat khdu s€ sinh ra moOt tién trinh shell d€ ngudi s
dung c6 thé€ 1am viéc thong qua cac dong 1énh cUa shell. C6 2 1énh lién quan t&i viéc
hinh thanh cac ti€n trinh 1a 1énh fork va execve. Lénh fork cho phép hinh thanh mét
tién trinh con giéng hét ti€n trinh cha va cd hai sau d6 cling dugc song song hoat
dOng va dugc HPH d6i xUf nhu nhau. Hai ti€n trinh nay chi khac nhau vé PID va
nguoi ta c6 th€ biét rang hién dang G ti€n trinh bang cach xem gia tri trd vé cla
1énh fork: néu bang 0, ta dang & ti€n trinh cha, néu khac 0 thi d6 1a PID cUa tién
trinh con. Lénh execve thi thay thé mot ti€n trinh bang mot tién trinh khac. Nhu
vay, néu ta dang c6 moOt tién trinh A, ti€n trinh B c6 thé sinh ra tU A bang cach A
fork ra A’ r6i trong A’ ta dung 1énh execve d€ thay thé A’ bang B.

Poan chuong trinh sau cho phép hi€u rd hon cac miéu ta trén

if (fork() == 0) {
/* I am the child, I will become Is /usr/bin */
execl(“/bin/1s”,”1s”,” /usr/bin”, (char *) 0);

}

else {

/* I’m parent, do whatever perent’s sopposed to do*/

Cac bién tau cla execve tao thanh mOt ho cac ham exec (exec family). Linux c6
thém clone d€ tao cac threads (ti€u tién trinh). Trong truOng hop hé th6ng qué tai,
1énh fork sé khong thanh cong do tai nguyén da bi vét can. Khi do ta sé c6 thong bao
16i trén man hinh gan truc ti€p vGi may chU va may chl can dugc xem xét sUa chlfa
hodc nang cap.

III. Hé thdéng tap tin cla Linux :
II1.1 Cdy thw muc cta Linux. POi voi hé diéu hanh Linux, khong cé khdi niém

cdc 6 dia khdc nhau. Sau qud trinh khéi déng, toan bé cdc thu muc va tép tin duoc
“gan” lIén (mount) va tao thanh mot hé théng tap tin théng nhat, bat dau ttr goc </’
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lomeeee /usr------ /usr/bin

! lommee /usr/sbin

! lomme fusr/local

! lommee /usr/doc

!

I /etc

lommee /lib

lomemee /var------- /var/adm
I /var/log
lommms /var/spool

Hinh trén 1a cdy thu muc cUa da s6 cic Unix. V6i cdy thu myc trén ta khong thé€ nao
biét dugc sO lugng 6 dia clng, cac phan manh (partition) cla moi dia va su tuong Ung
gifa c4c phan manh va thu muc nhu thé nao.

Chting ta c6 thé chia dia cng thanh nhiéu phan manh (partition). Mi partition 1a m&t
hé théng tap tin (file system) dbc 1&p. Sau d6, cac hé théng tap tin nay dugc ‘gdn ¢ (mount)
vao hé thOng tap tin thOng nhat cla toan hé théng. Chiing ta hoan toan c6 th€ gan thém
mOt dia cUng mdi, format rOi mount vao hé thdng tap tin dudi tén mot thu muc nao dé va
tai mOt di€m (mount point) nao dé. POi vdi cac chuong trinh chay trén Unix, khong hé cé
khai niém mot thu muc ndm & dia nao hay partition nao.
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Hinh sau day cho thdy su tuong quan gilta vi trf vat ly trén dia va vi tri logic trong cay

tap tin.
! !
! /! ! /
! ! ! |
__________________ 1 1 e
! | < == >| |

I I
! /usr ! /usr /squid  !----mmmmmmee-
___________________ 1
! ! /usr/home
! /usr/home !
! !
! /squid !

Thu muc /usr/home 13 thu muc con cUa /usr trong cay thu muc, nhung trén dia vat 1y,

day 1a hai phan mdanh (partition) canh nhau.

Hé thOng tap tin dugc OS Linux mount trong qua trinh khdi dOng tuan theo céc thong

sO ghi trong tap tin /etc/fstab (mOt 1an nifa, néu ban nam viing ci phap cUa tap tin nay,
ban c6 thé thay d6i n6 thong qua mOt chuong trinh soan thdo vin ban text bat ky va c6 mOt

ki€u khdi dbng hé thOng tap tin nhu ban mubn)

[tnminh@pasteur tnminh]$ more /etc/fstab

/dev/hda2 / ext2 defaults 11
/dev/hda3 swap swap defaults 00
/dev/fd0  /mnt/floppy ext2 noauto 00
/dev/cdrom /mnt/cdrom is09660 noauto,ro 00
none /proc proc defaults 00

none /dev/pts devpts mode=0622 00

COt 1 (fs_spec) : cac trang thiét bi (device) can mount
- 2(fs_file) : diém treo (mount point)

3 (fs_vfstype) : Ki€u cla hé thOng tap tin,

- 4 (fs_mntops) :
user néu cho phép user mount hé théng tap tin ndy ...

- 5(fs_freq) : hién thi (dumped ) hay khong hé thOng tap tin
- 6(fs_passno) : c6 can ki€m tra hay khong béi fsck

cac options. Default = mount khi khdi dOng, ro = read only,

Tap tin /etc/fstab dugc sU dung bdi chuong trinh mount trong qua trinh khéi dOng

cUa Linux. Dong

/dev/cdrom /mnt/cdrom is09660 noauto,ro 00
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cho phép 6 CDROM c6 th€ mount theo y mulOn cla ngudi dung (khéng mount
automatic) va gan vao /mnt/crdom véi ki€u hé théng tap tin is09660 vGi muc dich chi doc.
Néu khong c6 tir khéa user thi chi c6 root mdi dugc quyén mount 6 CDROM. Vi tap tin
/etc/fstab nhu trén thi 1énh mount/unmount 6 CDROM sé€ 1a :

mount /dev/cdrom hay umount /dev/cdrom

Mount khdng c6 théng s6 cho phép hién ndi dung tap tin /etc/mtab = nhiing hé thong
tap tin dd dugc mounted.

[root@pasteur tnminh]# mount

/dev/hda2 on / type ext2 (rw)

none on /proc type proc (rw)

none on /dev/pts type devpts (rw,mode=0622)
/dev/hdal on /home/tnminh/minh type vfat (rw)
So sanh vé&i

[root@pasteur tnminhJ# more /etc/mtab
/dev/hda2 / ext2 rw 0 0

none /proc proc rw 0 0

none /dev/pts devpts rw,mode=0622 0 0

/dev/hdal /home/tnminh/minh viat ™w 0 0
O day chiing ta thay 2 dong ddc biét :

none /proc proc rw 0 0

none /dev/pts devpts rw,mode=0622 0 0

/dev ch(ia nhimg tap tin dac biét : tap tin thiét bi ngoai vi. HE théng Linux sU' dung
cac tap tin nay dé€ truy xudt d{r li€u dén céc thiét bi ngoai vi. Nhu vay, Linux giao ti€p dén
cac thiét bi ngoai vi glong nhu véi cac tap tin. Vi du /dev/psaux dugc dung dé€ giao tlep
vGi chudt, /dev/hdal d€ giao ti€p vGi phan manh 1 cla dia cUng master cUa controler sO
0...

brw-rw---- 1root disk 3, 1May 6 1998 hdal
crw-rw-r-- 1root root 10, 1May 6 1998 psaux

Crw------- 1root tty 4, 64 Oct 3 15:55 ttySO
Crw------- 1root tty 4, 65 May 6 1998 ttyS1
Crw------- lroot tty 4, 66 May 6 1998 ttyS2
Ccrw------- lroot tty 4, 67 May 6 1998 ttyS3

Ky tu cQt dau tién ‘b’ d€ théng bao ki€u giao ti€p block (cho thi€t bi nhur & dia), ‘¢’ -
giao ti€p ki€u ky tU (cho thiét bi nhu' ban phim, chubt ...).

Tém lai, ta nhan thdy cdy thu muc cUa Unix ciing giéng nhu cay thu muc clUa MS
DOS hay Windows.
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/proc 1a hé théng tap tin do cho phép doc cac thdng tin cla cac process trén b0 nhé. D&
thuc tap , ta c6 thé dung ps dé coi céc tién trinh va thdy cc tap tin twong Ung trong /proc
nhU vi du sau :

[oracle@appserv]$ ps ax|grep 582
5827 S  0:17 nmbd -D
8724 pts/5 S 0:00 grep 582

[oracle@appserv]$ cd /proc/582

[oracle@appserv 582]$ Is -1

Is: exe: Permission denied

Is: root: Permission denied

Is: cwd: Permission denied

total 0

-r--r--r-- 1root root 0 Oct 12 17:39 cmdline
lrwx------ 1root root 00Oct 12 17:39 cwd

B 1root root 0 Oct 12 17:39 environ
lrwx------ 1root root 0 Oct 12 17:39 exe
dr-x------ 2r00t TOOt 0 Oct 12 17:39 fd
pr--r--r-- 1root root 0 Oct 12 17:39 maps
-TW-----—- 1root root 0 Oct 12 17:39 mem
lrwx------ 1root root 0 Oct 12 17:39 root
-r--r--r-- 1root root 0 Oct 12 17:39 stat
-r--r--r-- 1root root 0 Oct 12 17:39 statm
-r--r--r-- 1root root 0 Oct 12 17:39 status

[oracle@appserv 582]$ more cmdline
nmbd-D
[oracle@appserv 582]$

Cac ky tu in dam trong vi du trén cho phép thay dugc moi lién hé gilta /proc va tién
trinh dang chay. Céc thao tac trén c6 thé thuc hién b&i mOt user bat ky.

IIL.2 Quyén truy cdp, s& hitu tdp tin va thu muc cla Linux (directory and file
permission and ownership) :

Do Linux 12 mOt hé diéu hanh multitasking va multiuser, nhi€éu ngudi ciing c6 thé s
dung mOt may Linux va mOt ngudi c6 th€ cho chay nhiéu chuong trinh khac nhau. Cé hai
van dé 16n dugc dat ra: quyén sG h{tu cac dit liéu trén dia va phan chia tai nguyén hé
thOng nhu CPU, RAM ... gi(ta cac process. Chting ta s& ban vé s& hitu cac tap tin va cac
quyé€n truy xudt tap tin.

Tat cd cac tap tin va thu muc cla Linux déu c6 ngudi s& hltu va quyén truy nhap.
Ban c6 thé dGi céc tinh chat ndy cho phép nhi€u hay it quyén truy nhap hon déi véi mot
tap tin hay thu muc. Quyén cla tép tin con cho phép xac dinh tap tin c6 14 mbt chuong
trinh (apphcatlon) hay khong (khac véi MSDOS va MSWindows xac dinh tinh chat nay qua
phan ma réng cUa tén tap tin) .Vi du v&i 1énh Is —I chiing ta c thé thay
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-rw-r—r— 1 fido users 163 Dec 7 14:31 myfile

COt ddu chi ra quyén truy cép tap tin

COt 2 chi s0 lién két (link) dGi v0i tap tin hay thu muc
COt 3, 4 chi chu sO h{tu va nhém s hiru

COt 5 chi d0 dai cUa tép tin

COt 6 chi thoi gian thay dOi cubi cling

COt 7 la tén tap tin hay thu muc

Trong vi du trén, cac ky tU -rw-r—r— biéu thi quyén truy cp cUa tap tin myfile. SG
h(tu cGa myfile 13 fido va nhém s& h{ru myfile 1 users . Fido dugc quyén doc va ghi vao
myfile, con nhiing ngudi s& dung clla nhém users va nhiig ngudi khac chi dugc quyén
doc myfile.

Linux cho phép ngudi st dung xéc dinh cc quyén doc (read), vi€t (write) va thuc
hién (execute) cho tUng d0i tugng trong nhém sau : s& hiiu (the owner), nhém (the group),
va nhling ngudi con 1ai ("others" (everyone else)).

Quyén doc cho phép ban doc ndi dung cla tap tin. DOi thu muc quyén doc cho phép
ban st dung 1énh Is d€ xem ndi dung cla thu muc.

Quyén viét cho phép ban thay d6i nbi dung hay x6a tap tin. POi v6i thu muc, quyén
viét cho phép ban tao ra, x6a hay thay doi tén trong thu muc.

Quyén thuc hién cho phép ban goi chuong trinh 1én bd nhé bang cach nhép tUr ban
phim tén cUa tap tin. B&i v&i thu muc, ban chi c6 thé vao thu muc béi 1énh cd néu ban c6
quyén thuc hién vdi thu muc .

Xem xét lai vi dU trén :

-rw-r—r— 1 fido users 163 Dec 7 14:31 myfile

Ky v dau tién cla quyén la ky tur “~“ &m chi rang d6 1a mot tap tin binht thudng,
Néu myfile 1a mOt thu muc, ta sé thay vao do ky tur d. Ngoai ra con ¢6 ¢ cho thi€t bi ngoai
vi dang ky tu (nhu ban phim), b cho thiét bi ngoai vi dang block (nhu' 6 dia clng).

Chin ky tU ti€p theo chia thanh 3 nhém, cho phép xac dinh quyén cUa ba nhém s& h{iu
(owner), nhém (group) va con lai (other) MObi cap ba nay cho phep xac dinh quyen doc, viét
va thuc hién theo th(r tu ké trén. Quyen doc viét tat 1a “r” G vi tri dau tién, quyén viét viét
tat bang “w” @ vi tri th( hai va vi tri th( ba 1a quyén thL_IC hién ky hiéu bang chir “x” . Néu
mOt quyén khong dugc cho, tai vi tri d6 s€ co ky tur “-« .

Trong trudng hgp cUa tap tin myfile, s& h(tu c6 quyén rw tlc 1a doc va viét. Myfile
khong phdi 1a mOt chuong trinh. Nhém cung v&i con 1ai chi ¢c6 quyén doc tap tin (read-
only). Hinh sau cho ta thay rd hon cach “doc” quyén truy cap doéi v4i tap tin.

Quyén truy cdp co ban cUa tap tin
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—I'wXrXry—-X--—-

Apcess granted 9 non-owner, non-groug
Access granted 1o group members
Acress granted fo file's owner

File type (file, directory, device, efc.)

Song song vGi cach ky hiéu miéu ta bang ky tu nhu & trén, quyén thao tic tap tin con
c6 thé€ cho dudi dang 3 s6 . Poi véi myfile, quyén dé 1a 644. Bi€u quan trong 1a phai hi€u
cach ky hiéu bang s6 vi né lién quan dén viéc thay d6i cic quyén sau nay. Cac s6 cé thé
nhan tat cd cac gid tri t 0 dén 7. SO dau tién miéu td quyén cla s& hiiu, s th( hai cho
nhém va sO th( ba cho con lai.

MOi s 1a téng cla cac quyén theo quy tac sau :

read permission 4
Write permission 2
Execute permission 1

Vi vay, moOt tap tin v&i quyén 751 c6 nghia 1a s& hitu c6 quyén read, write, va execute
bang 4+2+1=7, Nhém c6 quyén read va execute bang 4+1=5, va con lai c6 quyén execute
bang 1.

Né€u ching ta xem kY, ching ta sé thdy moi sO tUr 0 dén 7 déu tuong Ung vGi mOt tO
hop duy nhat cac quy€n truy nhap tap tin.

0 or —-: No permissions at all

4 or r—: read-only

2 or -w-: write-only (rare)

1 or —x: execute

6 or rw-: read and write

5 or r-x: read and execute

3 or -wx: write and execute (rare)

7 or rwx: read, write, and execute

Néu ban quen vGi hé nhi phan, hdy suy nghi bang hé théng nhi phan. Khi d6, rwx
s€ nhu sO nhi phan 3 bits. Néu quyén dugc cho, sO nhi phén tudng Ung s€ bang 1,
ngudc lai, né sé bang 0. Vi du r-x sé la s nhi phan 101, va theo hé thap phan sé la
4+0+1, hay 5. —x sé€ tuong Ung 001, hay 0+0+1 =1 ...

Chii y: Ngu0i st dung c6 quyén doc thi c6 quyén copy tap tin va tap tin sao
chép sé thudc s& h{tu ngudi 1am copy nhu minh hQa sau

[tnminh@backup thminh]$ Is -1 /etc/passwd
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-rw-r--I-- 1root root 1113 Oct 13 12:30 /etc/passwd

[tnminh@backup tnminh]$ cp /etc/passwd ./

[tnminh@backup tnminh]$ Is -1 passwd

-rw-r--r-- 1 thminh admin 1113 Oct 15 10:37 passwd

Cac quyén d9inh khi tao tap tin. Khi mt tap tin hay thu muc dugc tao ra, permission
mac dinh sé dugc xac dinh bdi cac quyén trir b6t bdi cac quyén hién thi bang umask

[tnminh@pasteur tnminh]$ umask

002

[tnminh@pasteur tnminh]$ echo tao mot file > tmp

[tnminh@pasteur tnminh]$ Is -1

total 5472

-rw-rw-r-- 1 tnminh tnminh 13 Oct 3 21:55 tmp

[tnminh@pasteur /etc]$ umask 022

[tnminh@pasteur tnminh]$ echo tao mot file khac >tmp1

[tnminh@pasteur tnminh]$ 1s -1

-rw-rw-r-- 1 tnminh tnminh 13 Oct 3 21:55 tmp

-rw-r--r-- 1 tnminh tnminh 18 Oct 3 21:59 tmp1l

Trong vi du trén, quyén mac dinh lic dau x4c dinh béi umask=002. Khi d6, tap tin
tmp tao ra s& c6 quyén 1a 664 va dé chinh 1a bt dén 6 cUa umask. Quyén thuc hién chuong
trinh can dugc gan c6 ¥ bdi ngudi st dung hay cac chuong trinh bién dich. Sau dé ta doi
gia tri cUa umask thanh 022 va tap tin tao ra c6 quy€n 644. Gia tri mac dinh cla cac quyén
thudng dugc gan moOi khi ngudi st dung login vao hé thOng thong qua cac tap tin khdi tao
bi€n mai truGng nhu .profile, .bashrc. DUng trén quan di€ém bdo mat hé thOng, gié tri 024
1a tOt nhat, né cho ngudi cing nhém c6 quyén doc va khdng cho quyén nao v4i nhimg
ngudi khac.

- Lénh chown, chgrp va chmod :
Pay 1a nhém 1énh dugc s dung rat phé bi€n, cho phép thay quyén truy cap cla tap
tin hay thu muc. Chi c6 cht s& hitu va superuser mdi c6 quyén thuc hién cac 1énh nay.

Cach ding 1énh : chmod quyén_truy_cap_méi tén_file.

darkstar:~$ Is -1 myfile

-rw-r—r— 1 fido users 114 Dec 7 14:31 myfile
darkstar:~$ chmod 345 myfile

darkstar:~$ Is -1 myfile

—wxr—r-x 1 fido users 114 Dec 7 14:31 myfile
darkstar:~$ chmod 701 myfile

darkstar:~$ Is -1 myfile

-rwx—=x 1 root users 114 Dec 7 14:31 myfile
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Vi du thay d6i va hién thi cho thdy sy thgay dGi quyén truy c@p tap tin myfile . Chi y
14 ta c6 quyén cap phat quyén thuc hién (execute) ma khong can biét 1a tap tin ¢ phai 1a
mOt chuong trinh hay khong.

Phuong phap thay doi tuyét doi nay c6 moOt s6 Uu di€ém vi né 1a cach dinh quyen
tuyet doi, két qua cudi Cung khong phu thubc vao quyén truy Cap trudc do cla tap tin.
DPOng thoi, dé néi “thay quyén tap tin thanh bay-ndm-nidm” thi dé hon l1a “thay quyén tép
tin thanh doc-viét-thuc hién, doc-thuc hién, doc-thuc hién”

Ban ciing 6 th€ thay dGi quyén truy nhap mot cich tuong d0i va dé nhé. BE chira
nhom quyen nao can thay d6i, ban 6 the sur durlg u (user), g (group), o (other), hay a
(all). Tlep theo do la dau + d€ thém quyen va — d€ b6t quyén. Cui cung 1a ban than cac
qyuyén viét tat bdi r,w,x. Vi du nhu d€ b6 sung quyén thuc hién cho nhém va con 1ai, ta
nhap vao dong 1énh

darkstar:~$ chmod go+x myfile

Pay la cach thay d6i tuong d6i vi két qua cudi cing phu thudc vao quyén di cé trudc
d6 ma 1énh nay khong lién quan dén. Trén quan di€m bao mat hé th6ng, cach thay dGi tuyét
doi dan dén it sai s6t hon. Thay d6i quyén truy cdp cla mot thu muc ciing dugc thuc hién
gidng nhu doi véi mot tap tin. Chi y 1a n€u ban khéng c6 quyén thuc hién (execute) doi
vGi mOt thu muc, ban khong th€ thay d6i thu muc cd vao thu muc d6. Moi ngudi st dung
c6 quy€én viét vao thu muc déu cé quyén xda tap tin trong thu muc dé, khdng phu thube
vao quyén cla ngudi dé doi vai tap tin. Vi vay, da sO cc thu mUc cé quyén drwxr-xr-x.
Nhu vay chi c6 ngudi s& htu cla thu muc mdi c6 quyén tao va xéa tap tin trong thu muc.
Ngoai ra, th muc con c6 mot quyén ddc biét, d6 1a cho phép moi ngudi déu c6 quyén tao
tap tin trong thU muc, moi ngLrOl déu co quyen thay d6i n0i dung tdp tin trong thu muc,
nhung chi c6 ngu‘dl tao ra mdi c6 quyén xo6a tap tin. PG 1a sticky bit cho thu muc. Thu
muc /tmp thuOng c6 sticky bit bat 1én

drwxrwxrwt 7 root root 16384 Oct 21 15:33 tmp
Ta thay chit t cudi cling trong nhém cac quyén, thé€ hién cho sticky bit clla /tmp

IIL.3 Lién két (link) t@p tin: Trong Unix c6 2 hinh thc lién két hoan toan khac nhau,
d6 1a hard link va soft link hay symbolic link. Hard link cho phép tao mOt tén m&i cho tap
tin. C4c tén ndy c6 vai trd hoan toan nhu nhau va tap tin chi bi hoan toan x6a b khi hard link
cuOi cling cla né bi x6a. Lénh Is -1 cho phép hién thi sO hard link dén tap tin. Symbolic link
c6 chUc ning gidng nhu shertcut clla MS Windows. Khi ta doc/ghi soft link, ta doc/ghi tap
tin; khi ta x6a symbolic link, ta chi x6a symbolic link va tap tin dugc gi(t nguyén. Link dudc
tao béi 1énh In . TU chon In —s cho phép tao symbolic link. Vi du

[tnminh@pascal tnminh]$ls -1

“TW=mmmmmm 1tnminh pkt 517 Oct 27 12:00 mbox

drwxr-xr-x 2 tnminh pkt 4096 Aug 31 17:50 security
[tnminh@pascal tnminh]$ln —s mbex mybox

[tnminh@pascal tnminh]$In —s security securproj
[tnminh@pascal tnminh]$ln -1

“TW---m--- 1tnminh pkt 517 Oct 27 12:00 mbox

Irwxrwxrwx 1 tnminh pkt 4 Oct 27 17:57 mymail -> mbox
Irwxrwxrwx 1 tnminh pkt 8 Oct 27 17:57  secrproj -> security

drwxr-xr-x 2 tnminh pkt 4096 Aug 31 17:50 security
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[tnminh@pascal tnminh]$
Ban doc c6 thé thay khé rd két qua cla symbolic link qua thi du trén.

Symbolic link rat c6 nhi€u Ung dung. Vi du nhu mot tap tin XXX cla mOt chuong
trinh YYY nam trong thu muc /var/ZZZ. Néu phan manh cla /var/ZZZ bi qua day, ta c6
th€ “sg tan” XXX qua mOt thu muc khac thudc phan manh khac va tao moOt link thé vao d6
ma chuong trinh YYY van khong hé “hay biét” vi né van truy cap dén /var/ZZZ/XXX nhu
thuOng 1€.
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Cac thao tac trén tap tin. Cac 1énh co ban cho phép lam viéc vdi cac tap tin 1a
Is : xem nOi dung m&t thu muc
cp : copy tap tin/thu muc
mv : di chuyén tap tin/thu muc
rm : x04 tap tin. rm —rf cho phép xéa thu muc khong rng va tat ca cac thu muc con
mkdir : tao thu muc mdi
more, less, cat : xem ndi dung tap tin
diff : so sanh nOi dung hai tap tin
touch : ghi lai thdi gian tap tin hodc tao tap tin m&i né€u chua cé
vi, pico, emacs ... cho phép soan thdo van ban, 1ap trinh.

Tién ich mc giéng nhu Norton Cammander trén DOS cho phép thao tac dé dang céc tap tin,
k€ ca thao tac vdi tap tin cUa mdy khéc théng qua mang.

Lenh tar va gzip. Day 1a 2 1énh cho phép 1uu trlt (backup) cling nhU sao chep dCtliéu
chl yéu cUa Unix. Lénh tar cho phép dong g6i mOt hé th0ng tap tin thanh mOt tap tin voéi
phan dudi .tar. Cau tric cla hé thong tap tin nay (hé théng cac thu muc con) duoc 1uu trr
va phu hoi trong qué trinh m& géi (untar). Lénh gzip cho phép nén (compact) mot tap tin.
Thong thudng, d€ luu trlt, ngudi ta tar cac d{F liéu, roi sau dé zip tap tin két qua cUa tar.
Quaé trinh phuc hi 1am theo quy trinh ngugc 1ai. Lénh tar va tily chon phd bién 1a :

D& tao ra mot luu trir tar
tar -cv dir_name > dir_name.tar

Khi dé, toan b ndi dung va cau triic thu muc con cUa dir_name s& dugc luu trong tap tin
dir_name.tar. Ngu'dc lai, d€ phuc hoi luu trlt, ta ding

tar -xvf dir_name.tar

Lénh df, du. Lénh df (disk free) cho phép hién thi tinh trang st dung cla cac 6 dia
nhu dung lugng, da s& dung va dung lugng con ranh. Lénh du thu_muc cho phép hién thi
d6 16n cla thu muc do.

Lénh fsck. Linux doi hdi can dugc dUng theo diing quy trinh, tlc 1a phai shutdown
may trudc khi tat dién bang cong tac. MOi khi may Linux bj tat d0t ngdt, hé thong tép tin
bi hu hai va can dugc sla chta qua dich vu fsck (file system check). Thong thudng, fsck
s(ra ch(fa thanh cong mot cach tu dOng hé théng tap tin va Linux khdi dOng lai dé dang.
Tuy nhién, n€u hu hdng qué nang, Linux sé& chuyén qua ché d0 single mode d€ sta chifa.
Khi d6, chiing ta chi c6 th€ lam viéc v6i mdy truc ti€p trén ban phim cUa né. Ta s€ phai sUr
dung 1énh

fsck thi@t_bi_dia_cUng_bi_hu

d€ slra chita. Vi du nhu fsck /dev/hdal sé sita pphan doan dau cla 6 dia master cUa
controller s6 0.

IV. Qua trinh khéi dOng va két thiic cia UNIX :

Nhu thong 18, khi mét may tinh dugc khéi ddng, sau khi ki€m tra céc thiét bj phéan
cUing gan trén mdy tinh qua cac chuong trinh kiém tra ghi trong ROM, hé diéu hanh dudgc
tai 1én b0 nhG. Cong tac dau tién cUa hé di€u hanh l1a ki€m tra cac thi€t bj ngoai vi va tai
cac chuong trinh di€u khién (driver) can thi€t lén bd nhd. Sau cac cong tac nay, bat dau
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giai doan dinh hinh hé théng va mo&i hé diéu hanh, thdm tri m&i phién ban cla mot hé
di€u hanh thuc hién mot khac. Chiing t6i xin gidi thi€u cach thic khéi dOng va cdu hinh hé
thOng cla Linux RedHat 6.x . Cac Unix khac nhu' SUN OS 6.x, 7.x ciing c6 hé thGng cac
tap tin khéi dOng va co ché hoat dOng gan giong nhu Linux RedHat 6.x.

Tap tin dau tién ma hé diéu hanh xem xét d€n 1a /etc/inittab

[tnminh@proxy tnminh]$ Is —I /etc/ inittab

-rw-r--r-- 1root root 1756 May 30 15:51 inittab
[tnminh@proxy tnminh]$ more /etc/inittab

#

#inittab  This file describes how the INIT process should set up
# the system in a certain run-level.

# Default runlevel. The runlevels used by RHS are:

# 0 - halt (Do NOT set initdefault to this)

# 1 - Single user mode

# 2 - Multiuser, without NFS (The same as 3, if you do not have networking)
# 3 - Full multiuser mode

# 4 - unused

# 5-X11

# 6 -reboot (Do NOT set initdefault to this)

#
id:

3:initdefault:

MUc (level) 1am viéc mac dinh dugc quy dinh trong tap tin ndy. Vi du trén cho thdy
mUc mac dinh 1a mUc 3 & dong cudi ciing. Unix néi chung c¢6 7 mUc hoat ddng khac nhau tUr
0 dén 6. MUc 0 1a d€ shutdown hé thdng. M(c 1 1a don ngudi si dung (single user ) va
thudng dugc diung dé€ stra chita 16i hé théng tap tin, mUc 2, 3 1a hai mUc cho da ngudi st
dung, mUc 6 ding dé€ reboot hé thdng, mUc 4,5 do ngudi st dung tu thiét k& cho minh.
Tuong Ung véi cac mUc trén, trong thU muc /etc/re.d c6 cac thu muc rc0.d — re6.d, chUa cac
tap tin khéi dOng trong tUng mUtc (rc 1 viét tat cla run command). RedHat 6.x cé thu muc
/etc/re.d/init.d chifa tat cd cac tap tin khéi dOng. Thudng cac tap tin ndy 1a céc shell script
(tdp hgp 1énh shell) hodc perl script (nhu Debian Linux chang han). Trong cac thu’ muc
rc?.d chi c6 céc lien két hinh thUc (symbolic link) dén céc tap tin khdi dbng trong
/etc/rc.d/init.d. SUN OS 7.0 lai dat thuc su cac script kh@i dOng vao cc thu muc rc?.d thay
vi symbolic link.
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[tnminh@proxy /etc/rc.d]$ 1s -1

total 22

drwxr-xr-x 2 root root 1024 May 10 09:44 init.d
-TWXr-xr-x 1 root root 2722 Apr 15 1999 rc
-ITwxr-xr-x 1 root root 693 Aug 17 1998 rc.local
-TWXI-Xr-x 1root root 9822 Apr 14 1999 rc.sysinit
drwxr-xr-x 2100t  root 1024 May 3 01:44 rc0.d
drwxr-xr-x 2 root  root 1024 May 3 01:44 rcl.d
drwxr-xr-x 2100t  root 1024 May 3 01:44 rc2.d
drwxr-xr-x 2 root root 1024 May 10 09:47 rc3.d
drwxr-xr-x 2root root 1024 May 3 01:44 rc4.d
drwxr-xr-x 2 r1oot  root 1024 May 3 01:44 rc5.d
drwxr-xr-x 2 root root 1024 May 3 01:44 rc6.d

Trong céc thu muc rc?.d, cc script bat dau bang S (start) dugc st dung khi khéi
dOng, con cac script bat dau tir K (kill) dung d€ ding cac tién trinh truGe khi qua mOt mUic
hoat dOng khéc.

Toan b0 céc tap tin nay quyét dinh cdu hinh 1am viéc cla mdt may Unix sau khi hoan
thanh qué trinh kh&i dOng. Viéc khéi dOng hé théng cac dich vu ciing thuc hién thong qua
cO ché nhu da miéu ta trén.

Lénh init s6_muc cho phép chuyén giita cac mUc cla hé théng. Vi du
[root@proxy /etc/rc.d]# init 1

cho phép chuyén hé thong tUr mUc hién hanh qua mUc 1 d€ slta chfa. Sau d6 init 3
cho phép quay vé mUc 3 da ngudi ding.

Khi chiing ta danh 1énh shutdown, toan b hé théng chuyén vé mic 0 va ching ta
dUng hé thOng. Chii y luén shutdown hay halt hé thdng trudc khi tat cong tac dién.

Quan ly ngudi st dung :

Trong qué trinh cai dat Linux ching ta khéi tao ngudi st dung root cho hé thong.
P4y 1a superuser, tlc 1a ngudi st dung dac biét va khong c6 gidi han nao vé quyén han
d6i vdi root. SU dung quyén root chiing ta rdt thay thodi mai vi ching ta 6 thé€ lam dugc
thao tac ma khong phal lo lang gl dét xét quyén truy cap nay hay khac. Tuy nhién, khi hé
théng bi su cd do mot 16i 1am nao do, chung ta mGi thdy su nguy hiém khi 1am viéc nhu
root. Ban th( hinh dung toan bd cdc Email cla mOt mail server cUa toan cong ty bi x6a do
danh mot 1énh sai thi tdc hai s& lon dén mUc nao ( dUng dén gdp truc ti€p giam dOc khi
bao tin ndy ma nén thong bdo qua dién thoai d€ tranh mot cai ... bat tai, ®). Vi vay, hdy chi
dung quyén root khi ban khong cé cach nao khac.

~ Can phan biét ban dang login nhu root hay ngudi st dung thudng thong qua ddu
nhac cUa shell.

login: tnminh
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Password:

Last login: Sat Oct 28 14:30:15 from 172.16.10.199
[tnminh@pascal tnminh]$ su -1 root

Password:

[root@pascal /root]#

Dong 4 v6i dau $ cho thdy ta dang két nOi nhu mOt ngudi s& dung thulng (tnminh).
Dong cudi cung vGi dau # cho thdy ban dang thuc hién cac 1énh nhu root. Lénh su cho
phép ban thay dGi login dudi mdt user khdc ma khong phai logout rdi login 1ai.

Ban can tao cac tai khodn (account) cho ngudi st dung thudng sGm nhat cé thé
dudgc (dau tién 1a cho ban than ban). V&i nhling server quan trong va cé nhiéu dich vu khac
nhau, tham tri ban c6 thé tao ra cac superuser thich hgp cho ting dich vu d€ tranh dung root
cho cac cong tac ndy. Vi du nhu superuser cho cong tac backup chi can chlc ning doc
(read-only) ma khong can chlc ning ghi.

Tap tin /etc/passwd. Tap tin /etc/passwd déng moOt vai trd sOng con doi véi moOt hé
thOng Unix. Moi ngudi déu cé th€ doc dugc tap tin nay nhung chi c6 root mdi c6 quyén
thay dGi né. Tép tin /etc/passwd dugc luu dudi dang text hi€én nhu dai da s6 cac tap tin cdu
hinh cUa Unix.

[oracle@appserv oracle]$ more /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:

tnminh:x:501:501: TNMinh:/home/tnminh:/bin/bash

MO0i user dugc luu trong mét dong gdm 7 cOt.
COt 1 : tén ngudi st dung

COt 2 : ma lién quan dén passwd cho Unix chuén va ‘x’ d6i v4i Linux. Linux luu ma
ndy trong mot tap tin khac /etc/shadow ma chi ¢6 root mdi c6 quyén doc.

COt 3:4 : user ID:group ID

COt 5: Tén day dU cla ngudi st dung. MOt s6 phan mém pha password st dung dit
liéu cUa cOt nay d€ th(r doan password.

COt 6: thu muc ca nhan

COt 7: chuong trinh sé chay dau tién sau khi login (thuGng 1a shell) cho user

Tap tin mG dau bdi superuser root. Chu y 1a tat cd nhiing user c6 user ID = 0 déu 1a
root!!! Ti€p theo 1a cic user hé théng. Pay la cic user khéng cé that va khong th€ login vao
hé thGng. Cubi cling 1a cac user binh thudng.

Tap tin /etc/shadow. Unix truy€n thOng 1Uu céc thong tin lién quan tGi mat khdu dé
ding nhap (login) & trong /etc/passwd. Tuy nhhién, do day 1a tap tin phai doc dudgc béi tat
cd moi ngudi do mdt sO yéu cau cho hoat dOng binh thudng clia hé thdng (nhu chuyén
User ID thanh tén khi hién thi trong 1énh Is chdng han) va nhin chung cac user dat mat khau
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“y€u”, do d6 hau hét cac Unix phién bdn mdi déu luu mat khdu trong mot tap tin khac
/etc/shadow va chi co root dugc quyén doc tap tin nay.

Cht y: Theo cach xay dung ma héa mat kh&u, chi ¢6 2 cdch pha mat khau 1a vét can (brute
force) va doan. Phuong phap vét can, theo tinh todn chat ché, 1a khong th€ thuc hién nGi vi
doi hdi thoi gian tinh toan qua 10n, con doan thi chi tim ra nhiing mat khdu ngan, hodc
“y€u”, vi du nhu nhiing tU tim thay trong tUr di€n nhu god, darling ...

Tao user (account) méi : PE tao mot mdt account, ban c6 thé s dung 1énh
adduser (hodc useradd tity vao phién ban). Tat nhién 1a ban phai lam thao tac nay dudi
quyén root (ddu nhac #)

[root@appserv oracle]# /usr/sbin/adduser foo
[root@appserv oracle]# passwd foo

Changing password for user foo

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully

[root@appserv oracle]#

Sau khi ban tao xong user b&i dong dau tién cla vi du trén, user foo van chua két noi
dugc vi thi€u password. Ban phdi khéi tao password cho foo bdi 1énh passwd foo nhu
thay & trén.

Vi van dé an ninh cUa méy Unix nay va kéo theo su an toan cUa toan hé théng mang
cUa ban, rat quan trong chon diing password. MOt password g0i 1a ding néu :

. C6 d6 dai toi thi€u 8 ky tu.
. Phéi hagp gilta ch(t thudng, chit hoa, sO va cac ky tu dac biét
+  Khong lién quan dén tén tuGi, ngdy sinh ... clia ban va ngudi than

. Khéng c6 trong tU di€n

Trong vi du trén, ban khdi tao ngudi ding va khong quan tdm gi dén nhém (group)
cUa ngudi dung. Rat tién 10i n€u ban tap hop nhiéu ngudi ding vao chung mot nhém cé
cing mOt chlc ning va cung chia s nhau d{r liéu. Khi ban tao ngudi s& dung nhu trén,
Linux sé& tao cho mOi ngudi mOt nhém. PQc tap tin /etc/passwd ta thdy

[root@appserv oracle]# more /etc/passwd|grep foo
foo:x:1012:1013::/home/foo:/bin/bash
[root@appserv oracle]#

foo 1a user sO 1012 va thudc nhém 1013.

Xem tap tin /etc/group ta thdy
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[root@appserv oracle]# more /etc/group

root:x:0:root
users:x:100:
foo:x:1013:

va ta c6 th€ két nap foo vao nhom users bang cach thay s6 1013 bang 100, 1a group
ID cUa users.

Xéa user (account) : Lénh userdel ding d€ x6a mOt user. Ban ciing c6 thé xéa mOt
user bang cach xda di dong dir li€u tuong Ung trong tap tin /etc/passwd.

VI. Quyén truy cdp cla ti€n trinh. Setuid va setgid.

Ngu0i st dung khi thao tac trén hé thOng va truy cap céc tap tin déu thuc hién théng qua
cac ti€n trinh. Nhin chung cac tién trinh s€ c6 quyén nhu ngudi st dung né. User foo khi
danh 1énh more /etc/passwd s€ g0i 1én bd nhd tién trinh more va ti€n trinh s& hién thi t n6i
dung cUa /etc/passwd. Ti€n trinh more ndy s€ c6 quyén truy cap nhu foo va do /etc/passwd
cho phép tat cd déu doc dugc va 1énh nay thuc hién thanh cong. Tuy nhién more /etc/shadow
sé khong thanh cong vi vGi quyén cUa foo, ti€n trinh more khong th€ hién thi ndi dung
cUa /etc/shadow. Nhu ta biét, nguc\ii str dung c6 th€ thay dGi mat khau cUa ban than minh
thong qua 1énh passwd. N€u van theo cO ché trén, 1énh passwd sé c6 quyen nhu ngl.rdl g01
né va do do khong co quyen ghi vao tap tin /etc/shadow. DE gidi quyet nh{ng yéu cau la c6
nh{ing thao tdc ngudi sU dUHg can c6 quyén root, Unix dat ra co ché setuid/setgid cho cac
chuong trinh. Theo cG ché nay, chuong trinh khi dugc ngudi s dung (goi 1a real user) goi
1én bd nhG sé€ c6 quyén nhu ngudi s& hitu cla tap tin chuong trinh (g0i 14 effective user).
Vi du néu ta coi chuong trinh passwd ta sé thay

[tnminh@backup tnminh]$ Is -1 /usr/bin/passwd

-r-s--X--x 1 root root 13536 Jul 12 2000 /usr/bin/passwd

[tnminh@backup tnminh]$

Chuong trinh nay c6 s@ hitu 1a root va c6 mot ky tu “s” ddng vao vi tri cla “x”. Ky tU nay
no6i 1én rang passwd dugc setuid va cho du ai goi passwd 1én b nhd, passwd sé c6 quyén
root. Hoan toan tuong ty d6i vdi setgid.

Chii y: Trén quan di€m bdo mat hé théng, cic chuong trinh ¢6 setuid v& quyén root la
nh{ing diém quan trong can xem xét vi da sO cac xam nhap hé thdng lién quan tGi 16i cla
cac chuong trinh loai nay.

VII. K&t ndi mang théng qua TCP/IP:

Chiing ta s& xem xét qua trinh n6i m&t may Linux vao mang Ethernet d€ trao doi
théng tin bang giao thlc TCP/IP trén Ethernet.

VII.1. HDH Linux va card mang:

D€ ndi mOt may Linux vao mOt mang Ethernet, ban can phai c6 dau tién 1a mot card
mang ma Linux di c6 chuong trinh driver. Sau ddy 1a mot s6 mang ma Linux c6 trQ gitp
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(danh sich sau khong ddy dd va cac phién ban mdi cla Linux hé tro rat nhiéu cac card
mang khac nhau) :

3Com 3C509

3Com 3C503/16

Novell NE1000

Novell NE2000

Western Digital WD8003
Western Digital WD8013
Hewlett-Packard HP27245
Hewlett-Packard HP27247
Hewlett-Packard HP27250

Gid s cac ban muOn gan may cUa minh vao m&t mang LAN Ethernet va ban da cé
mOt card mang. Van dé dau tién 1a su nhan biét cla Linux d6i v&i card ndy. N€u card cla
ban 1a mdt card kha phd bién nhu 3¢509 clla 3COM hay NE2000 cUa Novell, HDH Linux
sé nhan biét su hién dién cla card trong qua trinh boot. D€ biét xem két qua nhan biét
card mang, ta c6 th€ xem xét cac thong bao cUa kernel Linux trong qud trinh boot cla hé
thOng qua 1éng dmesg
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Freeing unused kernel memory: 60k freed

Adding Swap: 72572k swap-space (priority -1)

eth0: 3c509 at 0x300 tag 1, BNC port, address 00 a0 24 4f 3d dc, IRQ 10.
3¢509.¢:1.16 (2.2) 2/3/98 becker@cesdis.gsfc.nasa.gov.

eth0: Setting Rx mode to 1 addresses.

Hai dong in d&m béo rang card mang 3c509 di dugc kernel nhan biét. Trong truOng
hop kernel khong nhan biét card ®, chiing ta phai lam lai kernel Linux va dat module diéu
khién (driver) cUa card vao trong kernel hay cau hinh & ché d0 load module.

DPE cau hinh ti€p n6i mang qua TCP/IP ching ta phai xac dinh 18 cac thong tin lién
quan dén dia chi IP cUa may. C4c thong tin can biét 1a :

Dia chi IP cla mdy
Netmask

Dia chi cUa mang
Broadcast

Dia chi IP cUa gateway

Chiing ta s€ 1an lugt di€ém qua cac khai niém co ban trén va sé hoc sau hon trong
phan TCP/IP cUa khoa hoc.

Pia chi IP cla may la m6t day 4 s6 viét dudc dang A.B.C.D, trong d6 moi s6 nhan
gia tri t 0-255. Néu may cUa ban két n6i mOt mang nho tai nha do ban thiét 1ap thi dia
chi ki€u 192.168.1.D 1a mot dia chi nén dat, vGi D 1a cac sO khac nhau cho tlng may. Néu
may cUa ban s& hoa nhap vdi mOt mang LAN da c6 trudc dé va ban mudn két ndi véi cac
may khéc thi hdi ngudi quan tri mang v€ dia chi IP ban c6 th€ gan cho may cUa minh cling
v0i tat ca cac thong sO ti€p theo.

Netmask. Tuong tU nhu trén, n€u ban tu quan, netmask sé 1a 255.255.255.0
Pia chi mang. Néu ban tu quan, dia chi clla mang sé€ 1a 192.168.1.0
Broadcast. Néu ban tU quan, broadcast 12 192.168.1.255

Pia chi gateway. DAy la dia chi clla may cho phép ban két n6i véi mang LAN khéc,
tlrc 1a cAc mdy tinh vGi 3 sO dau cla dia chi khong giOng ban 1a 192.168.1. Ban bd trOng
néu ban chi lién lac vGi cac may cling mang 192.168.1.XXX. Chu y 1a dia chi mang cUa
may gateway bat buOc phai tring v§i dia chi mang cUa ban.

Sau khi da xac dinh cac théng sO, vi du nhu

IP address = 192.168.1.15

Netmask = 255.255.255.0

suy ra network address = 192.168.1.0 va broadcast = 192.168.1.255
Gateway = 192.168.1.1
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VIL2. C&u hinh card mang:

» Lénh ifconfig. Sau khi 1am cho kernel nhan biét sy hién dién cUa card mang,
cong tac ti€p theo 1a cdu hinh TCP/IP cho card. Trong qué trinh cai dat Linux Redhat
6.X, binh thudng ching ta di dugc chuong trinh cai dat hdi va cdu hinh h0 . Trong
trudng hop khi chiing ta bo sung card mang sau khi Linux da dugc cai dat, ching ta c6
th€ s(f dung tién ich netconf cho muc dich nay hodc chiing ta st dung 1énh ifconfig dé
ty cai dat.

Lénh ifconfig dugc st dung trong qué trinh boot hé théng d€ cdu hinh cac trang thiét
bi mang. Sau do, trong qua trinh Véln hanh, ifcor‘lfig duagc s dung cho debug, hodc d€ cho
ngUdi quan tri hé théng thay d6i cdu hinh khi can thiét .

Lénh ifconfig khong c6 tily chon ding d€ hi€n thi cau hinh hién tai cla may.

[root@pasteur tnminh]# /sbin/ifconfig
eth0O  Link encap:Ethernet HWaddr 00:A0:24:4F:3D:DC
inet addr:192.168.2.20 Bcast:192.168.2.255 Mask:255.255.255.0
UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:531 errors:4 dropped:0 overruns:0 frame:4
TX packets:1854 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

Interrupt: 10 Base address:0x300

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:3924 Metric:1
RX packets:1179 errors:0 dropped:0 overruns:0 frame:0
TX packets:1179 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:0

DE gan dia chi IP 193.105.106.10 cho card mang Ethernet dau tién ta dung 1énh

ifconfig eth0 193.105.106.10 netmask 255.255.255.0 broadcast 192.105.106.255

Linux cho phép ban s dung bi danh (alias) cho card mang, tUc 1a cho phép ban c6
nhiéu dia chi IP cho ciing m6t card vat ly. K&t qua nhén dugc gén gibng nhu ban c6 gan
nhiéu card vat 1y 1én may. Do d6, ban c6 thé dung mét card d€ ndi v6i nhiéu mang logic
khac nhau. Cu phap cUa 1énh nay 1a :

ifconfig eth0:0 208.148.45.58 netmask 255.255.255.248 broadcast 208.148.45.255 up

Céc tap tin cau hinh cla két nOi mang 13 /etc/sysconfig/network-scripts/ifcfg-ethX
vGi X 1a 0,1 ... hay 0:0, 0:1 .... Ban c6 thé€ thay d6i cdu hinh két n6i mang bang cach sUa
d6i 1ai tap tin nay bang mOt chudng trinh soan thdo text nhu' me chang han, sau dé khéi
doOng lai k&t n6i mang bang

/etc/rc.d/init.d/network restart
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Nh& ki€m tra lai két qud qua 1énh ifconfig.
» Lénh route.

Lénh Route cho phép lam cac thao tac dén lgéng ldén duong (forwarding table) cla
kernel. N6 dugc sU dau tién d€ xac dinh dudng dan c0 dinh (static) dén nhling méy hoac
nh{ing mang qua cac card mang ethernet dd dugc cau hinh trudc do bdi ifconfig.

Lénh route khong c6 tiy chon (option) cho phép hién thi bang dan dudng hién tai
cUa kernel (Lénh netstat —r ciing c6 tac dung tuong ty)

[root@pasteur tnminh]# /sbin/route

Kernel IP routing table

Destination ~Gateway Genmask Flags Metric Ref Use Iface
192.168.2.20 * 255.255.255.255UH 0 0 O ethO
192.168.2.0 * 255.255.255.0 U 0 O O ethO
127.0.0.0 * 255000 U 0 0 0 lo

default  192.168.2.10 0.0.0.0 UG 0 0 O0ethO

DE chi ra rang card mang eth0 dugc néi véi mOt mang 208.148.45.56 ta dung 1énh
route nhu sau :

route add -net 208.148.45.56 ethO

Con néu ching ta mu6n s dung bi danh cUa card mang d€ n6i vao mot mang logic
khac, ta c6 thé sir dung 1énh

route add -net 193.105.106.0 eth0:0
Cong tac cuOi cting 1a phdi chi ra cac dia chi clla gateway mdc dinh.

route add default gw 193.105.106.1 metric 1

Biét sU dung thanh thao ct phap cla 2 1énh ifconfig va route rat quan trong, né cho
phép cac can bd qudn tri thay dGi cdu hinh két n6i mang cla mot server mOt cach nhanh
chéng va khéng phai khGi dOng lai may. Vi vay, server ludn san sang. Ban ciing c6 thé st
dung tién ich netconfig d€ cau hinh lién két mang néu chua thanh thao nhiéu ct phép cla
cac 1énh trén.

» Lénh ping. Ung dung cla 1énh nay la dé thtf xem 2 may c6 két néi duoc véi
nhau chua. Cid phap co ban cla 1énh rat don gidn 1a ping dia_chi_IP_mdy_dich. Vi du
nhu

[tnminh@proxy tnminh]$ ping sun

PING sun.vnuhcm.edu.vn (172.16.1.4): 56 data bytes

64 bytes from 172.16.1.4: icmp_seq=0 tt1=255 time=0.1 ms
64 bytes from 172.16.1.4: icmp_seq=1 tt]=255 time=0.2 ms
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64 bytes from 172.16.1.4: icmp_seq=2 tt]=255 time=0.1 ms
64 bytes from 172.16.1.4: icmp_seq=3 tt1=255 time=0.1 ms

--- sun.vnuhcm.edu.vn ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.1/0.1/0.2 ms
[tnminh@proxy tnminh]$

Né€u 2 mdy c6 thé€ lién lac dugc véi nhau, ddng thdi ching ta sé cé trd 10i cing véi
thOi gian trd 10i d€ cho biét sy thong thodng vé mang gilta 2 may. C6 thé€ néi, ping phai
chay trudc tién trudc tat cd cac hoat ddng mang khac.

Chti y: Nén st dung ping —n d€ trdnh truc trac do dich vu DNS lam anh hudng tdi
viéc két qud thi két n6i mang.

» Lénh Traceroute. Day ciing la 1énh cho phép chadn doan hoat ddng cUa mang.
Cti phap cUa 1énh giong nhu 1énh ping nhung két qua khong chi ding & sy trd 10i ma
con chi ra cac thié€t bj trung gian nam giita 2 may.
# tnminh@nefertiti ~ > traceroute 203.162.44.33
traceroute to 203.162.44.33 (203.162.44.33): 1-30 hops, 38 byte packets
1 makeda.pasteur.fr (157.99.64.3), 1.66 ms, 1.66 ms, 1.66 ms
2 418.ATM4-0.GW21.Defense. OLEANE.NET (195.25.28.149), 5.0 ms, 4.17 ms, 4.17 m
3 FastEth0-0.GW16.Defense. OLEANE.NET (195.25.25.208), 4.17 ms, 4.17 ms, 4.17s
4 100.ATM6-1.GW2.Telehouse. OLEANE.NET (194.2.3.245), 5.0 ms, 5.0 ms, 5.0 ms
14 210.132.93.210 (210.132.93.210), 849 ms (ttl=2411), 807 ms (ttl=2411), 970
s (t1=2411)
15 202.167.121.195 (202.167.121.195), 905 ms H 203.162.3.42 (203.162.3.42), 1
88 ms (ttl=242!)
Chii y 1a khi ching ta th( két ndi v6i mOt may & xa trong Internet, do nhiéu mang ap
dung cac bl tudng 10a (firewall) nén nhi€u khi 1énh ping va traceroute khong chay nhung
trén thuc chat la mang van thong.

VIII. X-Window. X-window (chi y window khéng c6 “s” nhu' Windows cla
Miscrosoft) 1a giao dién d6 hoa cUa Unix. X Window System dugc phét tri€n tai Laboratory
for Computer Science, Massachusetts Institute of Technology vao 1984.

Tuy nhién, do Unix 1ahé diéu hanh mang nén phuong thlc hoat dOng cla X-widow
cling khac han Windows cla Microsoft. Co ch€ hoat ddng clla Xwindow dugc miéu ta
trong sa dO sau:

Xserver (XF86-SVGA) Xclient (netscape, xterm)
User------- May tram WS <------ mangTCP/IP------ - May chu S
(man hinh, ban phim, chudt)
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Tham gia vao mo hinh X window c6 chuong trinh X server va X client. Nhin chung, X
server 1a chuong trinh chay trén mdy tram lam viéc WS cUa ngudi sU dung, con X client
chay trén may ch( S nam xa ngudi s& dung. Chuong trinh Xserver trén may tram chiu trach
nhiém quan 1y tai nguyén cla mdy tram (man hinh, ban phim, chut) va thuc hién giao ti€p
gilta nguGi st dung va chuong trinh X client chay trén mdy chU (néi chung 1a & xa nhudi
st dung). K&t ndi gilta X server va Xclient c6 th€ thuc hién hoan toan trén TCP/IP qua
mang LAN ciing nhu WAN. MOt Xserver c6 th€ cho phép “hién thi” nhiéu Xclient & nhiéu
may khéac nhau va dé 1a uu di€m co ban cla Xwindow. Xserver “nghe” tai céng 6000 va
Xclient m& mot két noi tr mOt cOng nao dé (16n hon 1023) v€ cGng 6000 cla Xserver.

Trudc khi két ndi, Xserver phdi cho phép Xclient dugc quyén két néi thong qua 1énh
xhost +dia_chi_méy_Xclient trén man hinh clla Xserver.

DE Xclient biét phai hién thi di dau, ta can thay dGi bién méi truong DISPLAY trén
may c6 Xclient qua 1énh export DISPLAY=dia_chi_may_Xserver:0.0. Sau d6 goi chuong
trinh Xclient, vi du xterm & hay netscape & (cht y dau & & culi cho phép chuong trinh
chay background).

Nhitng cong tac trén thuc chat phdi lam d€ cau hinh mOt Xserver 1a :

+ Xéc dinh nha sdn xudt, phién bdn cla video controller. Qua d6 xac ding duoc
chuong trinh Xserver. Trong nhi€u truOng hgp, XF86-SVGA la tuong thich.

« Xac dinh man hinh d€ qua dlo xac dinh cac thdng sO vé tOc dO quét doc va ngang
cUa man hinh

+  X&c dinh d0 phan gidi cla man hinh, da s6 1a 800x600 hay 1024x768

« Ngu0i st dung lua chon chuong trinh quan ly clta s6 (Window Manager). Su lua
chon nay phu thudc vao s thich 1a chinh. KDE va GNOME 1la 2 1ua chon chinh cUa
Linux.

Ra&t may man la viéc cai dat giao dién Xwindow trén Linux hién nay da duoc tu ddng héa
rat nhiéu. Trong truGng hop cé truc trac, 1énh X —probeonly >/tmp/test 2>&1 cho phép
chiing ta ghi lai toan b céc théng bdo clia Xserver vao tap tin /tmp/test va ding cho xem xét
tim nguyén nhan truc trdc cUa Xserver. Ta th( xem trong vi du sau:

[root@backup X11]# more /tmp/t

XFree86 Version 3.3.6a / X Window System

Configured drivers:

SVGA: server for SVGA graphics adaptors (Patchlevel 1): (tén Xserver)

s3_savage, NV1, STG2000, RIVA 128, RIVA TNT, RIVA TNT2,
... danh sdch cdc video controller ma Xserver ho tro .....
ct65550, ct65554, ct65555, ct68554, ct69000, ct64200, ct64300,
mediagx, V1000, V2100, V2200, p9100, spc8110, 1740, i740_pci,
Voodoo Banshee, Voodoo3, i810, i810-dc100, i810e, smi, generic

XF86Config: /usr/X11R6/1ib/X11/XF86Config (t@p tin c@u hinh)
(**) stands for supplied, (--) stands for probed/default values
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(**) XKB: keycodes: "xfree86"

(**) Mouse: zaxismapping: (-)4 (+)5

(**) SVGA: Graphics device ID: "Cirrus Logic GD5480"

(Xserver nh@n dang duoc video controller — Pac biét quan trong)

(**) SVGA: Monitor ID: "My Monitor"

(**) SVGA: Using 16 bpp, Depth 16, Color weight: 565 (d6 phdn gidi man hinh)
(--) SVGA: Maximum allowed dot-clock: 100.000 MHz

(**) SVGA: Mode "800x600": mode clock = 40.000, clock used = 39.991

Tién ich Xconfigurator ciing c6 thé gitdp ich cho ban. Tat cd cdu hinh cla Xserver dugc
ghi lai trong tap tin text /etc/X11/XFConfig. Ban c6 th€ tu thay dbi cc théng sO trong nay
néu hi€u 15 ¥ nghia cla ching.
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IX. Theo déi hoat ddng cta hé thdng.

Tién ich syslog. Syslog la tién ich cUa Unix cho phép ghi nhan lai mot cach tap trung
va chudn (gilta cac Unix) hoat dOng cla hé théng cac dich vu va théng bdo cla kernel.
Théng qua syslog, ta c6 thé:

« Xem thong béo 16i khi khGi ddng mOt chuong trinh dich vu, qua d6 c6 thé st déi
lai cdu hinh cho thich hop

+ Xem xét 1ai nhiing gi da xdy ra, dich vu ndo da khdi dOng lai, nhiing ai da thuc hién
két ndi tai thdi di€m nao ...

 Viét chuong trinh dich vu va gUi dén syslog cac thong bao nham ghi lai hoat dong
cUa chuong trinh cUa minh.

DE thuc hién cac chlc ning k€ trén, syslog c6 mot ti€n trinh server syslogd thudng duoc
khdi déng cung véi hé thOng. Chuong trinh syslogd ndy doc tdp tin cdu hinh
/etc/syslog.conf d€ xac dinh phai ghi lai nhiimg gi va & dau. Ta th coi /etc/syslog.conf (mOi
user d€u c6 thé doc tap tin ndy)

[tnminh@backup X11]$ cat /etc/syslog.conf

# Log all kernel messages to the console.

# Logging much else clutters up the screen.

#kern.* /dev/console

# Log anything (except mail) of level info or higher.

# Don't log private authentication messages!

* info;mail.none;authpriv.none;cron.none /var/log/messages
# The authpriv file has restricted access.

authpriv.* /var/log/secure

# Log all the mail messages in one place.

mail.* /var/log/maillog
# Log cron stuff
cron.* /var/log/cron

# Everybody gets emergency messages, plus log them on another
# machine.

*.emerg *

# Save mail and news errors of level err and higher in a

# special file.

uucp,news.crit /var/log/spooler

# Save boot messages also to boot.log

local7.* /var/log/boot.log
# Receive log from center router

local0.* /var/log/router
[tnminh@backup X11]$

Hai khai niém can biét d€ hiéu tap tin nay la facility va priority. Facility chinh la danh séch
cac dich vu c6 thé log. Priority bi€u thi cdp d0 nghiém trong cla thong bdo. Cii phap trong
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tap tin /etc/syslog 1a facility.priority. COt bén phdi xac dinh dia chi ghi log. /etc/log/maillog
1a tap tin ghi lai thong béo cUa mail.*; ddu “*” am chi thong bao s& dugc hién ra & tat ca
cac man hinh cUa c4c user; @may_khac cho phép gui thong bao tdi syslogd cUa may khéc; |
chuong_trinh_xU_ly cho phép gUi thong bao qua pipe “|” t6i chuong_trinh_x(r_ly...

Syslog facilities:

Name Facility

Kern Kernel

User Regular user processes

Mail Mail system

Lpr Line printer system

auth Authorization system, or programs that ask for user names and passwords (login, su,
getty, ftpd, etc.)

daemon Other system daemons

news News subsystem

uucp UUCP subsystem

localo... Reserved for site-specific use

local7

mark A timestamp facility that sends out a message every 20 minutes

syslog Priorities

Priority

emerg

Alert

Crit

Err
warning
notice
Info
debug

None

Meaning

Emergency condition, such as an imminent system crash, usually broadcast to all
users

Condition that should be corrected immediately, such as a corrupted system
database

Critical condition, such as a hardware error

Ordinary error

Warning

Condition that is not an error, but possibly should be handled in a special way
Informational message

Messages that are used when debugging programs

Do not send messages from the indicated facility to the selected file. For example,
specifying *.debug;mail.none sends all messages except mail messages to the
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Name Facility
Kern Kernel
User Regular user processes

selected file.

Cht y néu ta log mot priority thi ta sé log toan b priorities c6 d® nghiém trong cao hon. Vi
du néu trong /etc/syslog c6 mail.info thi tat cd mail.notice hay mail.emerg déu dudgc log.
VGi mOt may chU ban rdn, tap tin log phinh to rat nhanh va ching ta dUng trudc mot bai
toan 1a dong thoi phai gilr log 1au nhat c6 thé dugc dé€ dé phong su cO va x6a log d€ c6
khong gian dia cho mdy hoat dOng. Logrotate 1a mOt tién ich gitip cho nha quan tri xoay
vong (rotate), nén (compact) va gUi mail théng tin log. Logrotate doc tap tin cdu hinh
/etc/logrotate.conf d€ bi€t chu ky quay vong va cac théng tin khac. Vi du sau

# sample logrotate configuration file
errors sysadmin@my.org

compress

/var/log/messages {
rotate 5
weekly
postrotate
/sbin/killall -HUP syslogd

endscript

cho thdy tap tin /var/log/message dugc luu va quay vong 5 tudn. Lénh /sbin/killall -HUP
syslogd cho phép khdi tao lai tap tin /var/log/message vi tap tin cii da bi dGi tin va nén.

X. Cai dat RedHat Linux. RedHat 1a mOt Linux distributor phG bi€n nhat hién nay.
RedHat 1ua chon phién bdn kernel cla Linux va cdc chuong trinh dich vu khac déng thanh
cac gbi (tap tin c6 phan mé rdng .rpm) va Iuu vao mdt hodc hai dia CDROM. Phién ban
cu0i ciing clla Redhat Linux hién nay 1a 7.1 v&i kernel 2.4.2-2. C4c dia CDROM cUa RedHat
déu c6 thé dung dé€ boot mdy va di€u ndy 1am don gidn rat nhiéu qud trinh cai dat RedHat
Linux. C6 th€ miéu ta s lugc cac budc can phai qua khi cai ddt RedHat Linux la

. sUfa cau hinh may dé€ boot tir 6 CDROM
. bat dia s6 1 clla RedHat Linux vao 6 CDROM va khdi dOng lai may

—

2

3. Lua chon m&t phuongphép cai dat, vi du text

4. 1ua chon ki€u cai dat, server hay tram lam viéc hay custom
5. Chia lai G dia cUng

6. luc chon cac goi sé cai dat

7. d€ cho chuong trinh cai dat Linux tu 1am viéc

8

. thuc hién mOt sO cdu hinh néu c6 yéu cau hi€n thi trén man hinh.
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Sau khi Linux dugc cai xong, ta c6 th€ thém bt cac gbi (package) vao/ra hé théng thong
qua tién ich rpm (Redhat Package Manager). C4c g6i cUa RedHat thudng ndm trong thu
muc RPMS clla CDROM. D€ cai mét géi X, ta ding 1énh

rpm -i [install-options] <package_file>+

Céc tap tin cla gbi X s& dugc rpm dat vao cac vi tri quy dinh ddm bdo cho su hoat dOng
cUa dich vy X. Trong mOt sO truGng hgp chiing ta muon cai “de” 1én géi da cai trudc va c6
truc trac. Khi d6 option --force cho phép thay goi cii bang g6i mai.

Lénh

rpm -e <package_name>+

cho phép x6a mOt goi da cai dat. Ngoai ra rpm con cho phép xem xét tinh toan ven cUa mot
chuong trinh, nang cap moOt dich vu, liét ké céc tap tin trong mdt goi hodc chi ra géi chlc
mOt tap tin ... Py 1a m&t cong cu rat manh cho phép quadn tri mOt may Linux. Ban doc ¢6
th€ doc manpage cUa rpm d€ biét thém.

-37-



