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DNS Trong Linux

B Gidi thiéu vé DNS

B CO ché phan gidi

B Ch(ng nhan tén mién (FQDN)
® Phan loai Domain Name Server
® Su Uy quyén

® Resource record

B Hoat dOng cUa Name Server trong Linux
B Cu hinh
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1. Gi6i thiéu vé DNS

® Djch vu hoat ddng theo mo hinh Client-Server. Trong do:
Server (name server): 1a may chU phuc vu tén.
Client (resolver): trinh phan giai tén.
B DNS 1a mOt co sO dir liéu phan tan.
® DNS dudc thi hanh nhu mot giao thlc & tang
Application trong mo hinh TCP/IP.
B DNS phan b0 theo co ché phan cap tuong tU nhu sy
phan cap cla hé thOng tap tin Unix/Linux.
B C0O sG dfliéu clla DNS 1a mOt cdy ddo ngugc mOi nit
trén cay ciing 1a gbc clla mOt cay con.
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1. Gi6i thiéu vé DNS
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1. Gi6i thiéu vé DNS

B MOi cay con 1a mOt phan viing con trong toan b0
CSDL DNS g0i 1a Domain.

B MOi Domain c6 th€é phan chia thanh cac phan ving
con nhO hon goi 1a cdc mién con Subdomain.

Lé Thi Thanh Hién DNS trong Linux



1. Gi6i thiéu vé DNS
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1. Gi6i thiéu vé DNS

® Dija chi tén mién tOng quat:
host.subdomain.domain

® Trong do:
host: ten may.
subdomain: tén mién phul.

Domain (top-level domain): tén mi€n chinh.
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1. Gi6i thiéu vé DNS

‘ ah""‘“"“ 201731684

tén may la mail tén mién la yahoo.com

@”““"""‘“ 20015136158

tén may www tén mien la yahoo.com




1. Gi6i thiéu vé DNS

B C4ch phan b6 d{tliéu qudn 1y domain name

Nh{ng root name server (.) quan 1y nhiing top-level
domain trén internet. Tén mdy va dia chi IP cUa nhing
name server nay dudc cong bd cho moi ngudi biét.

SO d6 13 root name server trén ban do thé gidi.
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Vi tri 13 Root Name Server trén thé giGi

a Versign, Dulles, VA

c Cogent, Herndon YA (also Los Angeles)

d U Maryland College F'ark MD

g US DoD Vienna, VA k RIFE Lﬂhdﬂn (also Amsterdam, Frankfurt)
h ARL Aberdeen. MD I Autonomica, Stockholm (plus 3 qther

j Verisign, ( 11 locations) locations)

m WIDE Tokyo
3 mdy chu ten
goc tren thé gidi

e NASA Mt View, CA

f Internet Software C. Palo Alto, CA
{and 17 other locations

b USC-ISI Marina del Rey, CA
| ICANN Los Angeles, CA
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2. Co ché phan gidi

B Phan gidi tén thanh IP

Vai tro cUa Root name server: 1 mdy chU quan ly cac
name server 0 mUc top-level domain.
Khi c6 truy van vé mOt tén mi€n nao do thi root name
server phai cung cap tén va dia chi IP clla name server
qudn 1y top-level domain ma tén mié€n nay thudc vao.
Co6 hai loai truy van:

® Truy van dé quy

® Truy van tuong tac
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2. Co ché phan gidi

B Phan gidi IP thanh tén may tinh
C6 thé phan gidi tén mdy tinh thanh moOt dia chi
IP trong khong gian tén mi€n nguodi ta bO sung
thém mOt nhanh tén mién ma dudc lap chi muc
theo dja chi IP. Phan khong gian ndy c6 tén mién
la:
.In-addr.arpa.
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2. Co ché phan gidi

P address 15.716. 192. 152

in-addr
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- hostname winnie.corp.hp.com
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2. Co ché phan gidi

B Su khac nhau gitta Domain Name va Zone
Zone: bao gdm mOt domain hay nhiéu subdomain.

Domain Name: gOm nhi€u submain va zone.
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Fully Qualified Domain Name (FQDN)

B MOt tén mién day dU clia mOt nut chinh 13 chuoi
tuan tu cac tén goi cUa nut hién tai di nguoc 1én
nit gOc, mOi tén goi cach ra bdi ddu cham (.)

B Tén tuyét dOi cling dugc xem 1a tén mién day du

da dugc chUng nhan (fully qualified domain

name FQDN)

® VD: https://viethamnet.vn.
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3. Phan loai Domain Name Server

® Primary Name Server:
MOi mi€én phai c6 mOt Primary Name Server. Ngudi quan trj
DNS sé t6t chUc nhirng tap tin CSDL trén Primary Name Server.
Server ndy c¢6 nhiém vu phan giai tat ca cdc may trong mi€n hay
zone.

® Secondary Name Server

SU dung sao luu tat cd nhiing d{r liéu tran Primary Name Server
va khi Primary Name Server bi gidn doan thi n6 s€ dam nhan
phan giai tén may thanh dia chi IP va ngugc lai.

Theo chu ky Secondary sé€ sao chép va cap nhat CSDL tu
Primary Name Server, va tén va dia chi IP cUa Secondary Name
Server ciing dUgc moOi nguOi trén Internet biét dén.
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3. Phan loai Domain Name Server

B Caching Name Server
C6 chUrc nang phan gidi tén may trén nhiing mang 4 xa
thong qua nhing Name Server khac. N6 luu gitr nhUng
tén may da dugc phan gidi trudc do va sU dung:
® Lam ting tOc dO phan gidi bang cach st dung cache.
® Giam bOt gdnh nang phan giai tén may cho cdc Name Server.
® Giam viéc luu thong trén nhing mang 16n.
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4. SU uy quyén

® Su Uy quyén (Delegating Subdomains): Thong
thuOng mién cha cung cap cac domain cho mién
con dudi hinh thlc uy quyén cho mién con tu
qudn 1y va t0 chUrc CSDL cho mién con.
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5. Resource Record

® SOA (Start of Authority)

Trong moOi zone file phdi c6 mOt va chi c6 mOt SOA
Record SOA chi ra rang may chU name server la noi
cung cap thong tin tin cay tu d{r li€u c6 trong zone.
Cu phap: [tén-mién] IN SOA [tén-server-dns] [dia chi
email](

® Serial number;

B Refresh number;

" Retry number;

" Experi number;

" Time — to — live number;)
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5. Resource Record

B Serial:

Khi may chu secondary lién lac vOi mdy chU Primary,
trudc tién nd sé hoi soO serial, n€u sO serial clla may
chU Secondary nhé hon s0 serial clla may Primary tUc
la dr li€u zone trén Secondary da cii va sau d6 may
Secondary sé sao chép d{r li€u maOi tur may Primary
thay cho d{r li€u dang c6 hi€n hanh.

Thong thudng ta dinh dang theo thdi gian nhu sau:
YYYYDDMM

Vi du: 2004122901
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5. Resource Record

B Refresh: chi ra khodng thoi gian may chU
Secondary ki€m tra d(t li€u zone trén mdy chU
Primary d€ cap nhat néu can.

Vi du: 10800; refresh sau 3 gi0.

B Retry: n€u mdy chU Secondary khong két noi
dugc may chU Primary theo thOi gian md ta trong
refresh thi né phadi tim cach két noi 1ai v4i may
chU Primary theo mOt chu ky thoi gian mé ta
trong réty. ThuOng gia tri nady nho hon refresh.

Vi du: 3600; Retry sau 1 giO.

Lé Thi Thanh Hién DNS trong Linux



5. Resource Record

B Experi: néu trong khodng thoi gian nady may chU
Secondary khéng két ndi dugc v4i may chul
Primary thi may chU Secondary sé& khong tra 10i
cho viing d{r liéu do khi dugc truy van, vi n6 cho
rang d{f liéu nay da qué cil. Gia tri ndy phai 16n
hon gia tri refresh va retry.

Vi du: 604800; Experi sau 1 tuan
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5. Resource Record

B Time-to-live: gia tri dugc dung cho tat cd cac
resource record trong file c@ s& dr liéu. Gia tri
nay cho phép nhUng server khac cache lai dU liéu
trong mot khoang thoi gian xac dinh TTL.

Vidu: 86400; TTL la 1 ngay

B NS (Name Server)

Record ti€p theo can ¢ trong zone 1a NS record. MOi
name server cho zone sé& c6 mOt NS record.

Cu phap: [ten-domain] IN NS [may-DNS-Server]

® Vi du: movie.edu. IN NS terminator.movie.edu
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5. Resource Record

B Record A:

Anh xa tén vao dia chi

Ct phép: [tén may] IN A [dia chi IP]

V1 duU: terninator.movie.edu. IN A 192.168.11.100
B Record CNAME:

Tao tén bi danh alias tro vao moOt tén canonical. Tén
canonical 1a tén host trong record A hoadc lai tro vao
ten canonical khac.

Cu phép: [tén mdy alias] IN CNAME [tén may gOc]

® Vi du: server.movie.edu. IN CNAME terminator.movie.edu
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5. Resource Record

B MX (Mail Exchange)

DNS ding record MX dé€ thuc hién chuy€n mail trén
mang internet.

Cu phéap: [tén-domain] IN MX [d0 uu tién] [tén mail
server|

V1 du: t3h.com IN MX 0 mail.t3h. Com
® PTR (Pointer):
Dung d€ 4anh xa dia chi IP thanh hostname.
Ct phép: [dia chi IP] IN PTR [tén m4y]
Vidu: 1.14.29.172.in-addr. arpa IN PTR server.t3h.com
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6. Hoat dOng clla Name Server trong Linux

B T3t cd cac DNS server duoc két n0i mOt cich
logic vGi nhau:
Tat cd cac DNS server déu dugc cdu hinh dé€ biét it
nhat mOt cach dén root server.

MOt may tinh két nOi vao mang phdi biét 1am thé nao
dé lién lac v0i it nhat 1a mOt DNS server.

DNS trong Linux
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6. Hoat dOng clla Name Server trong Linux

Address lf ' cOm
Bt com '
Address of
yahoo.com
I @i server ahoo[
’ ~Hemm—

Address of =
www.yahoo.com | |

B iR
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6. Hoat dOng clla Name Server trong Linux

B Khi c6 truy van DNS thi client c6 thé€ tu tra 10i
bang cach st dung cac thong tin da dugc luu trr
trong bO nh& cache cla né tU nhiing truy van
trudc do.

B DNS server ciing c6 thé st dung théng tin trong
cache hodc né cé thé hdi DNS server khac.
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6. Hoat dOng clla Name Server trong Linux

® Trong Linux chuong trinh quan 1y domain name
o0i la BIND (Berkely Internet Name Domain)

B Chuong trinh server cUa DNS name server 1a mOt
chuong trinh Daemon (named).

® Trong qua trinh khdi dOng named doc cac tap dir
liéu roi chd cac yéu cau phan gidi qua cOng xac
dinh trong tap tin /ect/services.
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6. Hoat dOng clla Name Server trong Linux

® Khi nhan dugc mOt yéu cau tU resolver, dau tién

named dung giao thUc UDP d€ truy van. Néu giao
thUc nay khong c6 két qua thi named dung giao thic
TCP/IP.

B Truy van tU Client dén Server s& dung cOng nguOn
1a 16n hon 1023, cOng dich 1a 53.

B Server trd 10i truy van cho s dung cOng ngubn 53,
cOng dich 1a 16n hon 1023.

® MOt truy van va trd 10i server-to-server: vOi giao
thUc UDP port ngubn va dich déu 1a 53, v&i TCP truy
van cUa server sé sUf dung port > 1023.
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8. Cau hinh

B C3u hinh tap tin named.conf
Options: Pinh nghia nhiing cau hinh toan cuc cho Bin
options {

Directory “thu’_muc_chUa_csdl”; mac dinh 1a
thU' muc /var/named

}

Zone: Dinh nghia mOt zone d€ quan 1y CSDL cho
mié€n hay mién con.

zone “tén_mién” {
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8. Cau hinh

B T3p tin cau hinh named.conf

Zone: Dinh nghia mOt zone d€ quan ly CSDL cho
mi€n hay mién con.
zone “tén_mién” {
type master/slave/hint/stub;
masters {D/c IP cUa Primary Name server; }’
file “tén_file CSDL”; };
® type: + Master: server c6 ban copy chinh csdl.
+ salve: Iuu ban sao csdl tU master.
+ stub: tuong tu' nhu slave chi cho phép record NS tU Master
+ hint: zone chi ra nh{rng root name server.
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8. Cau hinh

B C3u hinh Primary name server

Tao tap tin named.conf

Thém vao 2 zone: Vidu

zone “domain_name" { zone “diendanspkt.net” {

type master; type master;

file "named.localhost”; file “diendanspkt.localhost”;
F i
zone “domain ngwecc” { zone “11.168.192.in-addr.arpa” {

type master; type master;

file "named.loopback™; file “diendanspkt.loopback”;
}; };
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8. Cau hinh

B Vi du: Tap tin named.conf

/var/named/chroot/etc/named.cont

zone “test.com” IN {

type master;

file “test.com”;
b
zone “5.168.192.in-addr.arpa.” IN {

type master;

file “192.168.5.db”;

};
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8. Cau hinh

B Cau hinh cho Secondary name server:

ChUtc nang cUa Secondary Name Server 1a backup dir
liéu tu Primary Name Server.

Khéng can tao cac tap tin CSDL.
Chi khai bdo 2 zone trong tap tin cau hinh nhu sau:
Zone “tén_mién” {
Type slave;

Masters {D/c IP cUa Primary Name server; }
File “téen_file CSDL”; }

Khoi dOng lai named
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8. Cau hinh

B Tao tap tin named.conf

Thém vao 2 zone: Vidu

zone “domain name" {
type slave,;

masters {IP Primary NS;};
file "named2.localhost™;

h

zone “domain ngwoc” {
type slave;

masters {IP Primary NS;};
file "named2.loopback™;

%

zone “net.com" {
type slave,
masters {192.168.11.1;};
file "named2.localhost™;

b

zone “11.168.192.in-addr.arpa” {
type slave;
masters {192.168.11.1;};
file "named2.loopback”;

b

Lé Thi Thanh Hién
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8. Cau hinh

B C3u hinh DNS Clijent:

Cau hinh DNS client nham s dung céng cu nslookup
d€ ki€m tra nh{ing Name Server vira dugc cau hinh.

Trong Linux, nh{ing thong s6 cau hinh DNS Client
duoc luu trong tap tin /etc/resolv.conf.

B NOi dung tap tin nay:
nameserver <dia chi IP cUa Name-Server>
domain <tén mién>

®Vidu

Nameserver 172.29.50.1; Domain netO1.com
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CAau hinh

B C3u hinh DNS master server va DNS slave Server.

[

Master Server Slaves Server

*Cau hinh DNS master — slave , cha con




	DNS TRONG LINUX
	DNS Trong Linux
	1. Giới thiệu về DNS
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Vị trí 13 Root Name Server trên thế giới
	2. Cơ chế phân giải
	Slide 12
	Slide 13
	Slide 14
	Fully Qualified Domain Name (FQDN)
	3. Phân loại Domain Name Server
	Slide 17
	4. Sự uỷ quyền
	5. Resource Record
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	6. Hoạt động của Name Server trong Linux
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	8. Cấu hình
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Cấu hình

