1. Gidi thiéu vé Registry: Registry 1a mot co sd di liéu diing dé luu trif thong s6 ky thuat clia
Windows. N6 ghi nhan tat c& cac thdng tin khi ban thay déi, chinh stia trong Menu Settings,

Control Panel....

2. Registry dé & dau:
Trong Win95 & 98, Registry dudc ghi trong 2 file: user.dat va system.dat trong thu muc
Windows. Trong Windows Me, Registry dudc luu trong file Classes.dat trong thu muc Windows.

Trong Win2K Registry dugc luu trong thu muc "Windows\System32\Config".

3 Registry c6 thé chinh stia dudc khéng?
Registry ¢6 thé chinh sia truc tiép, 1am thay ddi cac thong sé thdng qua trinh chinh siia

Registry Editor. Chay Registry Editor bang cach gé regedit vao clta sé Run.

4 Cau trac cla Registry: Registry c6 cau trlic cay, gibng cau tric thu muc. Théng thudng co
sau nhanh chinh. M6i nhanh dudc giao hiém vu luu gili nhiing théng tin riéng biét. Trong cac
nhanh chinh ¢6 rat nhiéu nhanh con. Nhiing nhanh con nay ciing dudc luu giti nhung théng tin
riéng biét.

HKEY_CLASSES ROOT: Luu nhiing théng tin diing chung cho toan bd hé théng.

HKEY_CURRENT_USER: Luu nhiing thong tin cho nguai diing dang Logon




HKEY_LOCAL_MACHINE: Luu nhiing théng tin vé hé thdng, phan ciing, phan mém.

HKEY_USERS: Luu nhiing thong tin cla tat c& cac User, mdi user 1& mot nhanh véi tén la s6

ID cUa user dé

HKEY_CURRENT_CONFIG: Luu théng tin vé phan cting hién tai dang dung.

HKEY_DYN_DATA: Day ciing la mét phan clia nhanh HKEY_LOCAL_MACHINE

5. Cac kiéu dir liéu dung trong Registry:

-REG_BINARY: Kiéu nhi phan

-REG_DWORD: Kiéu Double Word

-REG_EXPAND_SZ: Kiéu chubi mé réng dic biét. VD: "%SystemRoot%"
-REG_MULTI_SZ: Kiéu chudi dic biét

-REG_SZ: Kiéu chubi chuan

6. Tai sao can phai biét vé Registry? - Registry Iuu tat ca cac théng tin vé& phan ciing, phan
mém, nhiing lua chon clia ngudi diing....kiém soat dudc ndi dung clia Registry 1a yéu cau tat
yéu dé ban st dung PC mét cach khoa hoc, hiéu sau hon vé méi trudng lam viéc ctia Windows.
- Mubn tién xa hon trong ky thuat 14p trinh trén nén Windows, cach bao mat, cracking, hacking
ban can phai ¢ hiéu biét nhat dinh vé Registry.

- Hau hét cac thl thuat trong Windows ma cac tap chi tin hoc tén tudi clia Viét Nam da va sé



dang c6 lién quan mat thiét dén Windows Registry.

7. Canh bao! Khi st dung Registry Editor hay bat ctt phan mém chinh stia Registry ban phai
tién hanh sao luu Registry. Moi thay ddi c¢é thé lam may clia ban khéng khdi dong, treo

may, ..... . Sao luu bang cach chay Registry Editor : File - Export ...... va luu vao ché an toan.

Néu chua c6 kién thiic vé Windows Registry xin ban doc mét chit cac dong hudng dan bén

dudi.

- Dong sau cac tu: User K.@.Y, Sytem K.@.Y, hodc K.@.Y cho biét dudng dan dén nhanh can
s(ia chita hodc tao méi néu né khéng ton tai.

Luu y: User K.@.Y: 1a dé thay ddi d6 c6 tac dung véi ngudi dang Logon. System K.@.Y: la dé
thay déi d6 cé tac dung vdi tat ca ngudi dung.

-Dong Name 1a tén clia khod can tao, né la nhanh con bén clia s6 bén phai clia Registry
-Dong Type 12 kiéu dii liéu cla khoa méi tao

-Dong : Value la gid tri cia khoa

ACTIVE DESKTOP

Cho phép ché doé Desktop hoat dong hay khéng:

User K@.Y: HKEY CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer

Name: ForceActiveDesktopOn

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1 = enabled)



Mat s6 ngan can khi cho phép ché do Desktop hoat dong.

NoChangingWallpaper - Khéng cho phép thay déi hinh Wallpaper.

NoComponents - Khdng cho phép hién thi cac thanh phan.

NoAddingComponents - Khéng cho phép thém cac thanh phan méi.

NoDeletingComponents - Khéng cho phép xod cac thanh phan.

NoEditingComponents - Khéng cho phép siia cac thanh phan.

NoCloseDragDropBands - Khdng cho phép chiic nang ding chudt kéo tha trén Desktop.
NoMovingBands - Khong cho phép chtic nang kéo tha cac Taskbar di nai khac trén Desktop.
NoHTMLWallPaper - Chi cho phép hinh dang bitmaps (BMP).

User K@.Y:HKEY_ CURRENT USER\ Software\ Microsoft\ Windows\ CurrentVersion\ Policies\
ActiveDesktop.

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ ActiveDesktop.

Type: REG_DWORD (DWORD Value)

Value: (0 = disable restriction, 1 = enable restriction)

An chic nang Active Desktop tu Menu Settings trén Start Menu. User K.@.Y:
HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\ Policies\ Explorer.
System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer.

Name: NoSetActiveDesktop

Type: REG_DWORD (DWORD Value)

Value: (0 = disable restriction, 1 = enable restriction)

Khong cho thay dai ché do Active Destop.

User K@.Y: HKEY CURRENT _USER)\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer

Name: NoActiveDesktopChanges

Type: REG_DWORD (DWORD Value)

Value: (0 = disable restriction, 1 = enable restriction)



CONTROL PANEL
Khong cho phép thay déi kiéu dang chia cac Controls.

Phan nay sé han ché mét phan hodc tat ca cac chiic nang trong muc (Tab) Appearance trong
Display. Gan gia tri 0: dé hién, 1 dé an vdi cac tén khoa dua ra phia bén dusi.

NoVisualStyleChoice - khong cho phép thay ddi kiéu dang clia cac clra s6 va Gt nhan.
NoColorChoice - Khong cho phép thay ddi so do mau.
NoSizeChoice - Khong cho phép thay ddi ¢g chd.

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ System.

Name: NoColorChoice, NoSizeChoice, NoVisualStyleChoice, SetVisualStyle.
Tat ché do6 Themes Settings trong Display trong Control Panel:

Themes Settings dé thay déi kiéu dang cla cac clia s6 cac nat nhan. Néu khong thich sai thi
cat chiing di bang cach tao mdt khoa méi véi tén 'NoThemesTab' va gan gid tricho né la 1.
User K@.Y: HKEY CURRENT _USER)\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer.

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer.

Name: NoThemesTab

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1 = enable restriction)

Tat ché do thay doi Keyboard Navigation Settings trong Control Panel:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer.

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer.

Name: NoChangeKeyboardNavigationIndicators

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1 = enable restriction)



Ngén can tinh nang trinh dién hoat hinh Animation Settings.

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer.

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer.

Name: NoChangeAnimation

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1 = enable restriction)

Diéu khién ché do hoat hinh : User K.@.Y: HKEY_CURRENT_USER)\ Control Panel\
Desktop\ WindowMetrics

Name: MinAnimate

Type: REG_SZ (String Value)

Value: (O=disable, 1=enable)

Tat Settings clia Display trong Control Panel:

Piéu nay ciing c6 nghta la ban khdng thé thay déi dudc do phan gidn clia man hinh muc
Settings khong dugdc phép hoat dong.

User K@.Y: HKEY CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ System.

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ System.

Name: NoDispSettingsPage

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = enabled)

Tat muc ScreenSaver cua Display trong Control Panel:

Khi tat muc ScreenSaver khdng ¢ nghta 1 tat ché dd ScreenSaver tu chay, ma |a 4n khong
cho thay déi, chinh sita ScreenSaver. Vi vay trudc khi tat né di ban phai can nhac.

User K@.Y: HKEY CURRENT _USER)\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ System.

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ System.

Name: NoDispScrSavPage

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = enabled)



Tat muc thay doi hinh nén cta Display trong Control Panel:

Khéng cho thay déi hinh nén, mau nén clia Desktop.

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ System.

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ System.

Name: NoDispBackgroundPage

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = enabled)

Tat muc Appearance cua Display trong Control Panel.User K.@.Y:
HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\ Policies\ System.
System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ System.

Name: NoDispAppearancePage

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = enabled)

DISK DRIVES
Thay d6i thong s6 canh bao s6 % khong gian dia ctling con trong (Windows XP).

Gia tri mac dinh 1a 10%.K.@.Y: HKEY_LOCAL_MACHINE\ System\ CurrentControlSet\
Services\ LanmanServer\ Parameters

Name: DiskSpaceThreshold.

Type: REG_DWORD (DWORD Value)

Value: 0 - 99 percent (Default is 10)

Diéu khién thong s6 han ché khong gian cho Master File Table.

Gia tri mac dinh 1a 1.K.@.Y: HKEY_LOCAL_MACHINE\ System\ CurrentControlSet\ Control\
FileSystem

Name: NtfsMftZoneReservation

Type: REG_DWORD (DWORD Value)

Value: 1 (default) - 4 (maximum)

Tat ché do ghi dia CD truc tiép tir Window Explorer (Windows Xp)



Trong Windows XP cho phép ban ghi mét dia CD dé dang bang cach kéo nhiing tap tin hodc
thu muc rdi tha vao biéu tudng dia CDR. Ban c6 thé tat ché do nay di.

User K@.Y: HKEY_ CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer

Name: NoCDBurning

Type: REG_DWORD (DWORD Value)

Value: (0 = Allow CDR, 1 = Disable CDR)

Thay d6i tén va biéu tucong cla 6 dia.

K.@.Y: HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows\ CurrentVersion\
Explorer\ Drivelcons

Name: Default

Type: REG_SZ (String Value)

Chi dinh chuong trinh choi dia CD Audio.

Méc dinh khi ban dua dia Cd Audio vao dia thi CD Player clia Microsoft s& md dia 1én. Nhung
néu c6 chuong trinh khéc hay hai ban c6 thé chi dinh cho chuong trinh d6 thay thé.

K.@.Y: HKEY_CLASSES ROOT\ AudioCD\ Shell\ Play\ Command

Name: (Default)

Type: REG_SZ (String Value)

Value: Command-line to Execute - nhap vao dudng dan ctia chuong trinh chai dia ban muén.

Dién khién ché do tw dong md dia CD khi dua dia vao 6.

K.@.Y: HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet\ Services\ CDRom.
Name: Autorun

Type: REG_DWORD (DWORD Value)

Value: (O=disable, 1=enable)

EXPLORER

An muc Distributed File System trong Windows Explorer

User K@.Y: HKEY _CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer.

Name: NoDFSTab



Type: REG_DWORD (DWORD Value)
Value: (0 = default, 1 = enable restriction)

An muc Security

User K@.Y: HKEY CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ Explorer.

Name: NoSecurityTab

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1 = enable restriction)

An muc Hardware User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\
CurrentVersion\ Policies\ Explorer.

Name: NoHardwareTab

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1 = enable restriction)

Tat Menu New.
Tim dén khod sau va thém cho né dau ' sau dau {' :

System K.@.Y: HKEY_CLASSES_ROOT\ CLSID\ {D969A300-E7FF-11d0-A93B-
00AOC90F2719)

INTERNET EXPLORER

An mot s6 nut trén thanh ToolBar cla Internet Explorer.

Can tao mot khoa vdi tén 13 'SpecifyDefaultButtons' va gan gia tri cho né 1a 1 dé thuc hién céé
dd 4n mdt s nt trong danh sach liét ké bén dodi, budc ké tiép mubn 4n mét nat bat ky trong
danh sach bén dudi thi ban can tao mét khoa méi véi tén nGt dé va gan cho né gia tri 1a 2.

- Btn_Back

- Btn_Forward

- Btn_Stop

- Btn_Refresh

- Btn_Home



- Btn_Search

- Btn_Favorites

- Btn_Folders

- Btn_Media

- Btn_History

- Btn_Fullscreen

- Btn_Tools

- Btn_MailNews

- Btn_Size

- Btn_Print

- Btn_Edit

- Btn_Discussions

- Btn_Cut

- Btn_Copy

- Btn_Paste

- Btn_Encoding

- Btn_PrintPreview

User K@.Y: HKEY CURRENT _USER)\ Software\ Microsoft\ Windows\ CurrentVersion\



Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: SpecifyDefaultButtons

Type: REG_DWORD (DWORD Value).

Khong cho phép thay doi (Customize) trén Toolbar cia Internet Explorer.

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoToolbarCustomize

Type: REG_DWORD (DWORD Value)

Value: (1 = enable restriction)

Khéng cho hién nit Option trong Menu Tool cua Internet Explorer:

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoBandCustomize

Type: REG_DWORD (DWORD Value)

Value: (1 = enable restriction)

Khéng cho hién mét s6 nit trén Menu Help:

NoHelpMenu - Disable the entire help menu

NoHelpltemNetscapeHelp - Remove the "For Netscape Users" menu item
NoHelpltemSendFeedback - Remove the "Send Feedback" menu item
NoHelpltemTipOfTheDay - Remove the "Tip of the Day" menu item
NoHelpltemTutorial - Remove the "Tour" (Tutorial) menu item



User K@.Y: HKEY_ CURRENT_USER\ Software\ Policies\ Microsoft\ Internet Exploren
Restrictions

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Policies\ Microsoft\ Internet Explorer\
Restrictions

Type: REG_DWORD (DWORD Value)

Value: (0 = restriction disabled, 1 = restriction enabled)

Khong cho phép tai file t Internet ve:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Internet Settings\ Zones\ 3

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Internet Settings\ Zones\ 3

Name: 1803

Type: REG_DWORD (DWORD Value)

Value: (0 = downloads enabled, 3 = downloads disabled)

Khong cho phép truy file tr mot duang dan Internet.

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoFileUrl

Type: REG_DWORD (DWORD Value)

Value: (0 = Enable File URLs, 1 = Disable)

An mét s6 nit trong Internet Explorer:

NoBrowserClose - Disable the option of closing Internet Explorer.
NoBrowserContextMenu - Disable right-click context menu.
NoBrowserOptions - Disable the Tools / Internet Options menu.
NoBrowserSaveAs - Disable the ability to Save As.

NoFavorites - Disable the Favorites.

NoFileNew - Disable the File / New command.

NoFileOpen - Disable the File / Open command.

NoFindFiles - Disable the Find Files command.

NoSelectDownloadDir - Disable the option of selecting a download directory.



NoTheaterMode - Disable the Full Screen view option.

NoAddressBar - Disable the address bar.

NoToolBar - Disable the tool bar.

NoToolbarOptions - Disable the ability to change toolbar selection.

NoLinksBar - Disable the links bar.

NoViewSource - Disable the ability to view the page source HTML.

NoNavButtons - Disables the Forward and Back navigation buttons

NoPrinting - Remove Print and Print Preview from the File menu.

NoBrowserBars - Disable changes to browsers bars.

AlwaysPromptWhenDownload - Always prompt user when downloading files.

User K.@.Y: HKEY_CURRENT_USER\ Software\ Policies\ Microsoft\ Internet Explorer\
Restrictions

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Policies\ Microsoft\ Internet Explorer\
Restrictions

Type: REG_DWORD (DWORD Value)

Value: (0 = disable restriction, 1 = enable restriction)

Dau mét so tinh nang trong Internet Options trong Control Panel
Advanced - Prevent changes to advanced settings
Autoconfig - Prevent changes to Automatic Configuration
Cache - Prevent changes to temporary file settings
CalendarContact - Prevent changes to calender and contacts
Certificates - Prevent changes to security certificates
Check_If Default - Prevent changes to default browser check
Colors - Prevent Color changes

Connection Settings - Prevent changes to connection settings
Connection Wizard - Disable the Connection Wizard

Fonts - Disable font changes

History - Disable changes to History settings

HomePage - Disable changes to Home Page settings
Languages - Disable Language changes

Links - Disable Links changes

Messaging - Disable Messaging changes

Profiles - Disable changes to Profiles

Proxy - Disable changes to Proxy settings

Ratings - Disable Ratings changes

Wallet - Disable changes to Wallet settings



User K@.Y: HKEY_ CURRENT_USER\ Software\ Policies\ Microsoft\ Internet Exploren
Control Panel

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Policies\ Microsoft\ Internet Explorer\
Control Panel

Type: REG_DWORD (DWORD Value)

Value: (0 = disable restriction, 1 = enable restriction)

Dau mét so tinh nang trong Internet Options trong Control Panel

Accessibility - disables all options under Accessibility

GeneralTab - removes General tab

SecurityTab - removes Security tab

ContentTab - removes Content tab

ConnectionsTab - removes Connections tab

ProgramsTab - removes Programs tab

PrivacyTab - removes Privacy tab

AdvancedTab - removes Advanced tab

CertifPers - prevents changing Personal Certificate options

CertifSite - prevents changing Site Certificate options

CertifSPub - prevents changing Publisher Certificate options

SecChangeSettings - prevents changing Security Levels for the Internet Zone
SecAddSites - prevents adding Sites to any zone

Privacy Settings - prevents changs to privacy settings

FormSuggest - disables AutoComplete for forms

FormSuggest Passwords - prevents Prompt me to save password from being displayed
Connwiz Admin Lock - disables the Internet Connection Wizard

Settings - prevents any changes to Temporary Internet Files

ResetWebSettings - disables the Reset web Setting button

User K.@.Y: HKEY_CURRENT_USER\ Software\ Policies\ Microsoft\ Internet Explorer\
Control Panel

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Policies\ Microsoft\ Internet Explorer\
Control Panel

Type: REG_DWORD (DWORD Value)

Value: (0 = disable restriction, 1 = enable restriction)

Xoa nhiing dia chi web ban da vao. Vao Registry tim dén khoa bén dudi, xoa cac nhanh con
bén clra s6 bén phai, trit Default
User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Internet Explorer\ TypedURLs



Khéng cho cai chuong trinh tir mét website nao doé. Ban tao mot khoa méi véi dudng dan
bén dudi. HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows\ CurrentVersion\
Internet Settings\ ZoneMap\ Domains\ restricted.com

Under the sub-K.@.Y create a new DWORD value called "*" and set it to equal "4"

System K.@.Y: HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows\ CurrentVersion\
Internet Settings\ ZoneMap\ Domains

Name: *

Type: REG_DWORD (DWORD Value)

Value: (4 = restricted)

Diéu khién ché do thong bao I6i.
System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Internet Explorer\ Main

Name: IEWatsonDisabled, IEWatsonEnabled
Type: REG_DWORD (DWORD Value)

MAIN BOARD - CPU

Hién thi théng tin vé BIOS:

K@.Y: HKEY_LOCAL_MACHINE\ HARDWARE\ DESCRIPTION\ System
Name: SystemBiosDate, SystemBiosVersion, VideoBiosDate

Type: REG_SZ (String Value)

Hién thi théng tin vé CPU:

K.@.Y: HKEY_LOCAL_MACHINE\ HARDWARE\ DESCRIPTION\ System\ CentralProcessor\ 0
Name: ~MHz, |dentifier, Vendorldentifier

SECURITY



An biéu tuong My Computer trén Start Menu va Desktop:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

NonEnum

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\ NonEnum

Name: {20D04FEOQ-3AEA-1069-A2D8-08002B30309D}

Type: REG_DWORD (DWORD Value)

Value: (0 = show, 1 = hide)

An céc 6 dia trong My Computers:

Chuing ta c6 thé &n cac 6 dia ti A dén Z, ké ca cac 6 mang. 0 la hién tat ca. 1 1a 4n.Ban mudn
an & nao thi cong cac sb thap phan nay lai. Vi du mubn an & A va C thi cho gié tri clia khoa
NoDrives 13 5 = 4(6 C) + 1(6 A).

A:1,B:2,C:4,D:8,E: 16, F: 32, G: 64, H: 128, |: 256, J: 512, K: 1024, L: 2048, M: 4096, N:
8192, O: 16384, P: 32768, Q: 65536, R: 131072, S: 262144, T: 524288, U: 1048576, V:
2097152, W: 4194304, X: 8388608, Y: 16777216, Z: 33554432, ALL: 67108863

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_ MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoDrives

Type: REG_DWORD (DWORD Value)

Tat clia s6 Task Manager:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

System

Name: DisableTaskMgr

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1 = disable Task Manager)

Han ché mét s6 thay déi cac thu muc riéng clia ngusi dung:



- DisablePersonalDirChange - Han ché thay déi thu muc My Documents.
- DisableMyPicturesDirChange - Han ché thay déi thu muc My Pictures.
- DisableMyMusicDirChange - Han ché thay déi thu muc My Music

- DisableFavoritesDirChange - Han ché thay ddi thu muc Favorites

User K@.Y: HKEY_ CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer.

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer.

Name: DisablePersonalDirChange, DisableMyPicturesDirChange, DisableMyMusicDirChange,
DisableFavoritesDirChange.

Type: REG_DWORD (DWORD Value)

Value: (0 = allow changes, 1 = restrict changes)

Tat ché do theo ddi ngudi dung:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: Nolnstrumentation

Type: REG_DWORD (DWORD Value)

Value: (1 = enable restriction)

Khéng cho phép dung cong cu Registry Editor dé chinh siia Registry:

User K@.Y: HKEY CURRENT_USER\ SOFTWARE\ Microsoft\ Windows\ CurrentVersion\
Policies\

System

System K.@.Y: HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows\ CurrentVersion\




Policies\

System

Name: DisableRegistryTools

Type: REG_DWORD (DWORD Value)
Value: (0 = allow regedit, 1 = disable regedit)

Tat Iénh Shut Down:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoClose

Type: REG_DWORD (DWORD Value)

Value: (0 = shutdown enabled, 1 = shutdown disabled)

Ngan can truy cap thanh phan cap nhat Windows.

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_ MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoWindowsUpdate

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1 = disabled)

Khéng cho phép dung phim Windows:

User K@.Y: HKEY CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer



Name: NoWinKeys
Type: REG_DWORD (DWORD Value)
Value: (0 = disable restriction, 1 = enable restriction)

Xoa Page File khi tat may:

System K.@.Y: HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet\ Control\ Session
Manager\

Memory Management

Name: ClearPageFileAtShutdown

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = enabled)

Tat cac Iénh Run da chi dinh trong Registry:

User K@.Y: HKEY CURRENT _USER)\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: DisableLocalMachineRun, DisableLocalMachineRunOnce, DisableCurrentUserRun,
DisableCurrentUserRunOnce

Type: REG_DWORD (DWORD Value)

Value: (0 = enable run, 1 = disable run)

Han ché mét s6 ting dung ma cac ngudi diing c6 thé chay:

Tao cac khoamdgiténla, 2,3, ...... vdi kiéu REG_SZ va nhap dudng dan vao cho gia tri cac
khoda d6 dé chi dinh cac chuong trinh khéng cho phép ngudi diing chay.

User K@.Y: HKEY CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer



Name: DisallowRun

START MENU
Anva hién Administrative Tools Menu.

User K.@.Y: HKEY CURRENT _USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Explorer\

Advanced

Name: StartMenuAdminTools

Type: REG_SZ (String Value)

Value: Yes or No

Tat ché d6 nhém cac chuang trinh dung chung cho tat ca cac ngudi dung:

Trong Windows 2000 va Windows Xp khi ban chon ché d6 ctia Start Menu 1a Use Personalized
Menu thi nhiing chuong trinh diing chung sé& bi nhém lai, va ban thay menu Programs bi xép lai
rat buc minh. Hay s(ia chting néu ban muén.

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoCommonGroups

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = enabled)

Dau Start Menu:

Ban c6 thé dau Start Menu dé chiing con thanh TaskBar va mot chii Start nhung khi nhan
chudt vao dé thi né van im lim. Hay tim dén K.@.Y bén dudi va d&t mét dau '-' vao sau dau {'.
Ban c6 thé dat mot ky tu khac. Nhung theo khuyén cdo cla cac lap trinh vién hé thdng clia
Microsoft thi lam cach khac c6 thé dan dén truc trac I16n d6 ban a.



System K.@.Y: HKEY_CLASSES_ROOT\ CLSID\ {5b4dae26-b807-11d0-9815-00c04fd91972}

Dau biéu tuong My Network Places trén Start Menu:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoStartMenuNetworkPlaces

Type: REG_DWORD (DWORD Value)

Value: (0 = show, 1 = remove)

Dau biéu tuong Network Connections trén Start Menu:

User K@.Y: HKEY CURRENT _USER)\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoNetworkConnections

Type: REG_DWORD (DWORD Value)

Value: (0 = disable restriction, 1 = enable restriction) - restricton: su han ché, cam doan

D4au biéu tuong My Documents trén Start Menu:

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoSMMyDocs

Type: REG_DWORD (DWORD Value)

Value: (0 = disable restriction, 1 = enable restriction)

Dau biéu tuong Recent Documents:




User K.@.Y: HKEY CURRENT _ USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoRecentDocsMenu

Type: REG_DWORD (DWORD Value)

Value: (0 = display, 1 = remove)

Khong cho luu trir danh sach cac tai liéu da lam viéc:

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoRecentDocsHistory

Type: REG_DWORD (DWORD Value)

Value: (0 = disable restriction, 1 = enable restriction)

Xoa cac tai liéu da lam viéc khi tat Windows:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: ClearRecentDocsOnExit

Type: REG_DWORD (DWORD Value)

Value: (0 = disable, 1 = enable)

Khong cho hién thi danh sach cac tai liéu da truy cap hién thi trén Start Menu:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\



Explorer

System K.@.Y: HKEY_LOCAL MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoRecentDocsMenu

Type: REG_DWORD (DWORD Value)

Value: (0 = display, 1 = remove)

An menu Favorites Menu trén Start Menu:

User K@.Y: HKEY CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Explorer\

Advanced

Name: StartMenuFavorites

Type: REG_DWORD (DWORD Value)

Value: 0 = disable, 1 = enabled

An ciia s6 hudng déan ciia Windows:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Explorer\

Advanced

Name: EnableBalloonTips

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = enabled)

Tu dong an nhiing biéu tuong dudi khay hé thong khi chuong trinh khéng hoat dong:
User K@.Y: HKEY CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Explorer

Name: EnableAutoTray

Type: REG_DWORD (DWORD Value)

Value: (0 = display inactive icons, 1 = hide inactive icons)

Tat dong chi¥ "Click Here to Begin" day vé khoe khoan cia Windows khi ban khéi dong
may.

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\




Policies\

Explorer

Name: NoStartBanner

Type: REG_BINARY (Binary Value)

Value: (00 = start banner, 01 = no start banner)

Cho phép nhém hay khéng nhom cac chuong trinh giong nhau tré TaskBar:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Explorer\

Advanced

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Explorer\

Advanced

Name: TaskbarGlomming

Type: REG_DWORD (DWORD Value)

Value: (0 = not grouped, 1 = grouped)

Thay d6i s6 nhém chuang trinh dudc phép nhém lai trén TaskBar:

User K@.Y: HKEY_CURRENT_USER\ SOFTWARE\ Microsoft\ Windows\ CurrentVersion\
Explorer\

Advanced

System K.@.Y: HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows\ CurrentVersion\
Explorer\

Advanced

Name: TaskbarGroupSize

Type: REG_DWORD (DWORD Value)

Value: Number of windows (default = 3)

An danh sach cac chuaong trinh thuong xuyén s dung trén Start Menu:

User K@.Y: HKEY CURRENT _USER)\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoStartMenuMFUprogramsList



Type: REG_DWORD (DWORD Value)
Value: (0 = default, 1 = enable restriction)

An danh sach cac chuong trinh da dudgc gan san mac dinh trén Start Menu nhu Internet
Explorer va Email:

User K@.Y: HKEY_ CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoStartMenuPinnedList

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1= enable restriction)

An tén ngudi dung trén Start Menu:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoUserNamelnStartMenu

Type: REG_DWORD (DWORD Value)

Value: (0 = display username, 1 = hide username)

An nat "All Progams" trén menu Windows XP:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoStartMenuMorePrograms

Type: REG_DWORD (DWORD Value)

Value: (0 = default, 1 = disable button)



An nut Unlock Computer trén Start Menu:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoStartMenuEjectPC

Type: REG_DWORD (DWORD Value)

Value: (0 = show undock, 1 = hide undock)

Sap xép cac thanh phan cia Start Menu va Menu Favorites theo thir tu Alphabe.
HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\ Explorer\
MenuOrder

Xoa nhifing dong lénh da chay tur Run.

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Explorer\

RunMRU.

Xin luu y: Khdéng dudc xod K.@.Y Default.

Khong cho hién menu Context khi nhan chuét phai trén TaskBar:

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: NoTrayContextMenu

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = enabled)

Trong Windows 2000/Me/Xp cho phép ban di chuyén truc tiép dén cac thanh phan con clia
Control Panel, Network Connections, My Documents, Printers, My Pictures,... chi bang click
chudt tUr Start Menu. Tudng Uing véi tling thanh phan ban sé thay ddi cac tén khoa liét ké phia
dudi cho phu hagp.

User K@.Y: HKEY CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\



Explorer\ Advanced
CascadeControlPanel
CascadeNetworkConnections
CascadeMyDocuments
StartMenuScrollPrograms
CascadePrinters
CascadeMyPictures

Type: REG_SZ (String Value)
Value: Yes or No

Thay d6i s6 tai liéu gan nhat dudc phép hién thi:

User K@.Y: HKEY_ CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

System K.@.Y: HKEY_LOCAL_MACHINE\ Software\ Microsoft\ Windows\ CurrentVersion\
Policies\

Explorer

Name: MaxRecentDocs

Type: REG_DWORD (DWORD Value)

Value: Number of Documents (32-bit)

Khoa khong cho thay doi kich thudc va vi tri cila TaskBar:

User K.@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\
Explorer\

Advanced

Name: TaskbarSizeMove

Type: REG_DWORD (DWORD Value)

Value: (0 = locked, 1 = unlocked)




Dua mét thu muc, biéu tuong hé thong ra mot noi bat ky.

Ban tao mdt thu muc mdi va sau dé déi tén chiing thanh mét trong cac day tén va sb sau. Sau
d6 chiing sé hién lai véi phan tén ma théi, rat gon gan va nhanh chéng.For Dial Up Networking

Dial-Up Networking.{992CFFA0-F557-101A-88EC-00DD010CCC48}

For Printers
Printers.{2227A280-3AEA-1069-A2DE-08002B30309D}

For Control Panel
Control Panel.{21EC2020-3AEA-1069-A2DD-08002B30309D}

My Computer
My Computer.{20D04FEOQ-3AEA-1069-A2D8-08002B30309D}

For Network Neighborhood
Network Neighborhood.{208D2C60-3AEA-1069-A2D7-08002B30309D}

For the Inbox
InBox.{00020D75-0000-0000-C000-000000000046}

For the Recycle Bin
Recycle Bin.{645FF040-5081-101B-9F08-00AA002F954E}

For more check out the HKEY_CLASSES ROOT\ CLSID K.@.Y.

System K.@.Y: HKEY_CLASSES_ROOT\ CLSID

SYSTEM

Ngan quyén truy cap dia mém (Windows NT/2000/XP):

System K.@.Y: HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows NT\

CurrentVersion\ Winlogon

Name: AllocateFloppies

Type: REG_SZ (String Value)
Value: (0 = enabled, 1 = disabled)




Ngan quyén truy cap dia cting (Windows 2000/XP):
Ban can tao mét khoa c6 tén 'AllocateDASD' va cho né cac gia tri 0, 1, 2, 3.

1: Chi ¢6 nha quan tri mdi dugc truy cap.
2: Nha quan tri va ngudi cé quyén Power.
3: Nha quan tri va ngugdi tuang tac.

System K.@.Y: HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows NT\
CurrentVersion\ Winlogon.

Name: AllocateDASD

Type: REG_SZ (String Value)

Ngan quyén truy cap dia CD-Rom:

System K.@.Y: HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows NT\
CurrentVersion\ Winlogon

Name: AllocateCDRoms

Type: REG_SZ (String Value)

Value: (0 = enabled, 1 = disabled)

Chi dinh tap tin c6 kha nang tu thuc thi khi ddng nhap hé thong: (Windows
NT/2000/XP):

System K.@.Y: HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows NT\
CurrentVersion\ Winlogon

Name: System

Type: REG_SZ (String Value)

Value: (default = Isass.exe)

Ngan quyén truy tu Network vao Registry.(Windows NT/2000/XP):

System K.@.Y: HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet\ Control\
SecurePipeServers\

winreg.

Ngan quyén truy cap vao cac doi tuong co ban cia hé thong tu Netwrok:

System K.@.Y: HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet\ Control\ Session
Manager.

Name: ProtectionMode



Type: REG_DWORD (DWORD Value)
Value: (0 = disabled, 1 = enabled)

Diéu khién ché do tv dong khdi lai khi c6 su soWindows NT/2000/XP):

System K.@.Y: HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet\ Control\ CrashControl
Name: AutoReboot

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = auto reboot)

Khgi dong lai nong mét cach tu déng: (Windows NT/2000/XP):

System K.@.Y: HKEY_LOCAL MACHINE\ SOFTWARE\ Microsoft\ Windows NT\
CurrentVersion\ Winlogon]

Name: AutoRestartShell

Type: REG_DWORD (DWORD Value)

Value: (0 = disable, 1 = enabled)

Bung clfa s6 yéu cau Password khi ban tré vao Windows tu’ ché dé ngli dong cla
Windows XP:

User K@.Y: HKEY CURRENT _USER\ Software\ Policies\ Microsoft\ Windows\ System\ Power
System K.@.Y: HKEY_LOCAL MACHINE\ Software\ Policies\ Microsoft\ Windows\ System\
Power

Name: PromptPasswordOnResume

Type: REG_DWORD (DWORD Value)

Value: (0 = no prompt, 1 = prompt)

Ngan quyén truy cap Event Logs (Iuu vét cac su kién):

System K.@.Y: HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet\ Services\ EventLog
Name: RestrictGuestAccess

Type: REG_DWORD (DWORD Value)

Value: (0 = guest access, 1 = restricted access)

VIDEO & GRAPHIC

Display High Color Icons:
K.@.Y: HKEY_CURRENT_USER\ Control Panel\ Desktop\ WindowMetrics



Name: Shell Icon BPP
Type: REG_SZ (String Value)
Value: 16

Control the Windows Animation Function:

K.@.Y: HKEY_CURRENT_USER\ Control Panel\ Desktop\ WindowMetrics
Name: MinAnimate

Type: REG_SZ (String Value)

Value: (O=disable, 1=enable)

Enable Font Smoothing:

User K.@.Y: HKEY_CURRENT_USER\ Control Panel\ Desktop
Name: FontSmoothing

Type: REG_SZ (String Value)

Value: (0 = disabled, 2 = enabled)

Control the Font Smoothing Mode:

User K.@.Y: HKEY_CURRENT_USER\ Control Panel\ Desktop
Name: FontSmoothingType

Type: REG_DWORD (DWORD Value)

Value: (0 = disabled, 1 = standard, 2 = ClearType)

NHUNG THU THUAT TUYET KY

Hién thi thong tin ho trg, nhiing thong tin vé tén cong ty:

Trong Tab General clia System Properties trong Control Panel ¢cé phan bén dudi cho phép hién
thi thong tin dé hd trg ky thuat. Trong cac ban full ban cho cac doanh nghiép, t6 chuc thi

Microsoft s& cho hién thi thong tin hé trd dé khach hang cé thé lién lac khi ban Windows dé truc
trc. Nhung trong cac ban ban I& thi phan dé bi bé tréng. Chiing ta c6 thé siia chiing cho chiing

hién thi mot tAm hinh c& nhan va mét vai 18i gidi thiéu vé minh chdng han. Khi cé khach mé ra



nha hang lién.

Pé thém thong tin ban muén vao dé thi ban phai tao mdi 2 tap tin va Iuu vao thu muc hé théng
clia Window. Théng thudng |& "C:\WINDOWS\SYSTEM" néu sai Windows 95, 98, Me va

"C:AWINNT\SYSTEM32" néu sai Windows NT/2000/XP.

Tap tin dau tién dat tén la "OEMINFO.INI". Dung notepad soan tap tin véi ndi dung ma ban

mubn hién thi véi cau tric bén dudi va luu chiing vao thu muc hé théng.

CODE

[General]

Manufacturer = Théng tin vé cong ty
Model= cai gi tuy thich
SupportURL=www.ueco.edu.vn

LocalFile=c:\your\local\support\file.htm

[Support Information]

Line1= ndi dung dong thir nhat
Line2= n6i dung dong thu hai
Line3= ndi dung dong thu ba

Line4= ndi dung dong thu tu



LineN= ndi dung déng n

: Tao bao nhiéu dong tuy theo y ban, Mubn cach hang thi hang dé bd tréng.

Ban can mét file &nh véi kich cd chinh xac 1a 172 x 172 pixels luu thanh "oemlogo.bmp" vao thu
muc hé théng.

Thay déi thdng tin da khai bao khi cai ddt Windows:

User K@.Y: HKEY_CURRENT_USER\ Software\ Microsoft\ MS Setup (ACME)\ User Info
Name: DefName, DefCompany

Type: REG_SZ (String Value)

Thay d6i chir 'Start' trén Start Menu:

Ban c6 mubn thay chii Start thanh mot t khac, cé thé la tén ban hodc mét ti khac nhiéu nhat
1a 5 ky tu. Diéu nay co thé 1am dudc trong tam tay.

Théng thudng mudn ddi chit Start thi phai dling mét chuang trinh doc File dudi dang s6 Hex.
Nhiing c6 mot diéu nguy hiém 13 c6 thé 1am hdng hé théng clia ban véi mot xac suét rat I6n.
Néu mubn thir thi ban phai luu lai tap tin Explorer.exe trong thu muc Windows, hodc WinNT vao
mOt ndi an toan.

Tim chuang trinh doc tap tin dugi dang s6 Hex va cai ching vao may ban dé tién hanh
phau thuat Explorer.

Tao mdt ban copy clia tap tin explorer.exe va déi tén chiing thanh mét tén khac. Vi du 1a
Expolorer_Vn.exe. Luu n6 & mét thu muc khac.

Dung chuong trinh doc File explorer_vn.exe va tim dén day s6 sau :"53 00 74 00 61 00 72 00
74" chiing khdp véi chii "Start". Va ban ¢é thé sita chiing thanh mét tr khac tuy y nhung nhd 1a
tling ky tu phai ddi ra Hex va copy thay vao day sb clia chii Start. Cac offset dé tim ra day s
dé tuang Ung vai cac phién ban ctia Windows dudc liét ké bén dudi.

o Windows 980ffset: 0x00028D6E - 0x00028D76



o Windows NT4Offset: 0x00028BEE - 0x00028BF6
o Windows MEOffset: 0x00033DDE - 0x00033DEG6

o Windows 2000
Offset: 0x0003860E - 0x00038616

o Windows XPOffset: 0x000412B6 - 0x000412BE

Luu y néu ban thay bang mot ti c6 it hon 5 ky tu thi phai thém khodng trang & gilia chiing dé
cho né du 5 ky tu. Cudi cling xin kiém tra kiém tra that ky ba da thay diing ché chua rdi luu tap
tin Explorer_vn.exe lai.

Budc ké tiép sé phu thudc vao hé diéu hanh ma tién hanh theo cach khac nhau:

o Windows 95, 98 & MET

hoat ra dos, hodc dung dra book trong Windows ME va diing [énh remove dé ddi tén
‘explorer.exe' thanh 'explorer.old'. Sau dé copy file 'Explorer_vn.exe' vao thu muc Windows va
déi tén chiing thanh 'explorer.exe’. Khdi dong lai may va ........... néu moi chuyén suén sé thi
ban sé thay mdt chii méi thay chii 'Start'.

o Windows 2000 and XP

Vao Registry Editor tim khoa HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft\ Windows NT\
CurrentVersion\ Winlogon. Tim khoa con ctia n6 cé tén Shell gan gia tri méi cho né la
"explorer_vn.exe". Khdi dong lai may va hdi hop chd dai. Khi mubn tr6 vé trang thai 'Start!
nguyén thuy thi chi viéc sira gia tri ciia khoa "Shell" Ia "explorer.exe".

Chay bat ky ting dung tuf clfa s6 Run:Trong Windows chiing ta cé thé chay béat clf chuong trinh
nao tUf cra s6 Run, vi du nhu Word thi gé winword, Excel thi g Excel, Access thi gé msaccess,
Windows Media gé mplayer2 hoac wmplayer. Ta cling c6 thé lam cho chuong trinh khac chay
tU clfa Run. Cach l1am nhu sau: M& Registry tim dén: <span

style="color:yellow">SHKEY LOCAL_ MACHINE\ SOFTWARE\ Microsoft\ Windows\
CurrentVersion\ App Paths. Thém mét khoa mdi véi tén gdi nhé dé khi mudn chay chuang trinh
thi g6 tén khoda ban da dat thi chuong trinh sé chay. Ban luén nhé tén khoa mdi phai c6 dudi
.exe. Vi du ban muén chay chudng trinh Herosoft tif cira s6 Run thi phai dét tén khoa mdi 1a
'hero.exe’ hodc 1a <tentoinho.exe> G day 'tentoinho’ a tén tuy thich theo y ban.



Sau khi tao ti khoa mdi xong, nhan dip vao Defaul va nhap dudng dan day du, tlic dudng dan
cla file .exe clia (ing dung ban mubn chay. Xong viéc tat Registry Editor. Start Menu - Run gé
tén khoa (khong can .exe) dé chay chuong trinh.

V6i th( thuat nay ban c6 thé chay mét chuaong trinh bi mat ma nhiing ké t& mo khac khéng biét
n6 nam & dau. Nhung sau khi chay mét chuang trinh trong clra s6 Run thi dong lénh sé dudc
Windows Iuu lai, ban muédn xo4 thi xem lai th(i thuat 6 Start Menu. Ho&c nhan chudt phai trén
TaskBar chon Properties chon Tab Start Menu - Customizes nhan n(t Clear dé xo4 hét cac
dong Iénh da luu dé ké to mo khong biét dau ma lan.

M6t cach tranh su td mo clia ké khac. Néu mudn chay mét chuong trinh bi mat ti clra sé Run
thi c6 thé tao ShortCut clia chuong trinh dé. B&i tén ching lai cho dé& nhd réi Cut va Paste
chlng vao mot trong cac thu muc sau: Windows, Winnt, System, Sytem32. Nhu vay ban cling
c6 thé di chuyén cac ShortCut trén man hinh Desktop vao céac thu muc trén dé Desktop gon
gan sach sé.

Tuong tu nhu trén doi vai tat ca cac tap tin .exe nam trong thu muc Windows, WIinNT, System,
System32 bang cach gé phan tén chiing vao clia s6 Run. Vi du ban mudn chay NotePad thi tir
Run go Notepad ch( hai dau ma click chudt Ién Start Menu cho mét phai khéng ban. Trong
Windows 2000 va Windows XP ban cling cé thé chay cac thanh phan clia Control Panel. Vi du
mudn chay applet Display dé st hinh nén ma ban thudng lam bang cai click chudt phai ngoai
man hinh réi chon Properties hay chay Control Panel réi méi cahy dudc né, thay vi vay ban gé
desk.cpl vao ctta s6 Run. Va cling nhu thé ban cé thé chay tat ca cac thanh phan (applet) clia
Control Panel tr Run. Hay tim c&c tap tin .cpl. Va muén chay cac Screen Saver thi tim cac tap
tin c6 dudi .scr.

Con day la téng hop Regedit clia Win XP né :

Disable Tool Tips

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Explorer\Advanced.



Modify or create, "ShowInfoTip" and set the Value to 0. To restore set the Value to 1. This edit

excludes the Start Button.

Disable Status Messages During Boot, Logon, Logoff, Shutdown

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\Policies\System
Right click in the right pane and select New, DWord value. Name the new value
DisableStatusMessages. Double click the new value and set it to 1. Status messages will no

longer show during boot/shutdown/logon/logoff.

Disable Balloon Tips

Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Explorer\Advanced.

Modify or create, "EnableBalloonTips" and set the Value to 0. To restore set the Value to 1.

Disable Media Player Update Message

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MediaPlayer\ PlayerUpgrade. Value Name:
AskMeAgain, Data Type: REG_SZ (String Value), Value Data: "yes" or "no". Create a new
String value, or modify the existing value, called 'AskMeAgain' and edit the value according to

the settings below. Exit your registry, you may need to restart or log out of Windows for the



change to take effect.

Disable/Enable Boot Defrag

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Dfrg\BootOpt imizeFunction

Select Enable from the list on the right. Right on it and select Modify. Change the value to Y to
enable and N to disable.

Reboot your computer.

Disable the Windows K.@.Y

Start/Run/Regedit

Create a new Binary value, or modify the existing value, called 'Scancode Map' and edit the
value according to the settings below. HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Contro \ Keyboard Layout. Value Name: Scancode Map, Data Type: REG_BINARY (Binary
Value), Value Data: 00 00 00 00 00 00 00 00 03 00 00 00 00 00 5B E0 00 00 5C E0 00 00 00

00.

Disable Error Reporting

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\PCHealth\Err orReporting. Value: DoReport,



1 = Send Reports, 0 = Don't Send.

Disable Crash Control Auto Reboot

Start/Run/Regedit
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro NCrashControl In the right pane,

"AutoReboot" set the Value to 1. To disable set the value back to 0.

Disable Run Commands Specified in the Registry

Start/Run/Regedit

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Curr entVersion\ Policies\Explorer.
Value Name: DisableLocalMachineRun, DisableLocalMachineRunOnce,
DisableCurrentUserRun, DisableCurrentUserRunOnce. Data Type: REG_DWORD (DWORD
Value), Value Data: (0 = enable run, 1 = disable run). Create a new DWORD value for each of
the optional values above depending on which Run function to stop and set the value to "1" to

disable. Restart Windows for change to take effect.

Disable All Caps on Files and Folders

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Explorer\Advanced]

Value Name: DontPrettyPath Data Type: REG_DWORD (DWORD Value) Value Data: (0 =



adjust caps, 1 = show caps) Create a new DWORD value, or modify the existing value, called
"DontPrettyPath" and set it to equal "1" to display the file using their original capitalization or "0"

to adjust the caps. Restart Windows for the change to take effect.

Disable Low Disk Space Message

Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Policies\Explorer.
Create or modify: NoLowDiskSpaceChecks REG_DWORD and set the value to 1.

Logoff/Reboot.

Disable Search Assistant

Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Explorer\CabinetState.

In the right pane, look for or create a string value called: Use Search Asst set the value to: no

Disable the Thumbnail Cache

Start/Run/Regedit
HKEY_ CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Explorer\Advanced.
Value Name: DisableThumbnailCache, Data Type: REG_DWORD (DWORD Value), Value

Data: (0 = enabled, 1 = disable cache). Create a new DWORD value, or modify the existing



value, called 'DisableThumbnailCache' and edit the value according to the settings below. Exit

your registry, you may need to restart or log out of Windows for the change to take effect.

Disable/Turn Off System Beeps

Start/Run/Regedit
HKEY_CURRENT_USER\Control Panel\Sound In the right pane, right click "Beeps", modify,

set the value to no. Exit, reboot.

Disable/Stop Error Messages When Booting

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro \Windows. Value Name:
NoPopupsOnBoot, Data Type: REG_DWORD (DWORD Value), Value Data: (1 = disable
messages). Stops the annoying Windows pop-up messages notifying you a device is not
functioning when you boot-up Windows. Create a REG_DWORD value of 'NoPopupsOnBoot' in
the K.@.Y below (if it doesn't already exist). Set the value to '1' to disable pop-up messages

from appearing.

Disable Desktop Cleanup Wizard

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\



Explorer\Desktop\CleanupWiz. Value Name: NoRun, Data Type: REG_DWORD (DWORD
Value), Value Data: (0 = enabled, 1= disable wizard). Create a new DWORD value, or modify
the existing value, called 'NoRun' and edit the value according to the settings below. Exit your

registry, you may need to restart or log out of Windows for the change to take effect.

Disable Auto-Run of Windows Messenger

Start/Run/Regedit
HKEY_CURRENT_USER\SOFTWARE\ MICROSOFT\WINDOWS\CURRENTVERSION\RUN.

Delete the Value named MSMSGS.

Disable Auto-Expanding Trees in Windows Explorer

Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Explorer\Advanced

Change the value of "FriendlyTree" to 0.

Change the Text in Internet Explorers Title Bar
Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main. In the right pane, change

the value of the string, "WindowTitle".

How to Change Name and Company Information After You Install Win XP



Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion In the right
pane, double-click RegisteredOrganization. Under "Value data", type the name that you want,
and then click OK. To change the name of the registered owner, do the following: In the right
pane, double-click RegisteredOwner. Under "Value data", type the name that you want, and
then click OK/Exit.

Get Rid of the "Links" Folder in Favorites

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Toolbar. Set the String value of
"LinksFolderName" to equal a blank string. Open IE and delete the Links folder from the
Favorites menu. The next time you start Internet Explorer the Links folder will not be recreated.

Run Explorer Full Screen

Start/Run/Regedit

HKEY_CURRENT_USER\Console. In the right pane find FullScreen and modify the value to 1.
Then go to: HKEY_CURRENT_USER\Software\Microsoft\InternetExplo rer\Main. In the right
pane find FullScreen and modify the value to yes. Exit/Reboot.

Change the Location of Special Folders

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Explorer\User Shell
Folders. Note the current location of the folder you want to move, and then using explorer move
the folder to the new location. Edit the value in the K.@.Y above for the folder you moved to
reflect the new directory location. Log off or restart Windows for the changes to take effect.

Remove My Documents from the Desktop

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ExplorenCLSID\
{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder Value Name: Attributes Data Type:
REG_DWORD (DWORD Value) Value Data: (0xf0500174 = Hidden, 0xf0400174 = Default)
Modify the value called "Attributes” and set it to either "0xf0500174" to hide or "0xf0400174" to
display My Documents.



Click on a blank area of desktop and press F5 to refresh for the change to take effect. Note:
This tweak can also by used on a system wide basis by entering the same values under the
[HKEY_LOCAL_MACHINE] hive.

Add Explore From Here to Every Folder

Start/Run/Regedit

HKEY_CLASSES_ROOT\Directory\shell\Explore. Value Name: (Default), Data Type: REG_SZ
(String Value), Value Data: explorer.exe /e,/root,"%1" Change the value of '(Default)' to equal
'E&xplore From Here'. Create a new K.@.Y under the [Explore] K.@.Y called command, and
edit the (Default) value to equal explorer.exe /e,/root,"%1".

Customize the Windows Logon and Security Dialog Title

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\ CurrentVersion\Winlogon.
Value Name: Welcome, Data Type: REG_SZ (String Value), Value Data: Text to display.
Create a new String value, or modify the existing value, called 'Welcome' and edit the value
according to the settings below. Exit your registry, you may need to restart or log out of
Windows for the change to take effect.

Legal Notice Dialog Box Before Logon

Start/Run/Regedit

HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
Modify the value named 'LegalNoticeCaption' to represent the caption on the dialog box (e.g.
'WARNING!"). If this value doesn't already exist create it. Modify the value named
'LegalNoticeText' to represent the body of the dialog box (e.g. 'Do Not Attempt to Logon to this
system unless you are an authorized user!") Exit your registry and restart Windows, and the
next time you boot up you should be presented with the dialog box before logging on.

Change the Message Shown on the Logon Box
Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\ CurrentVersion\Winlogon.
Value Name: LogonPrompt, Data Type: REG_SZ (String Value). Create a new string value



named 'LogonPrompt' and enter the text you want to display. The default message is: 'Enter a
user name and password that is valid for this system.' This feature can be used in conjunction
with the Legal Notice Dialog Box Before Logon tweak.

Change the Title of Windows Media Player

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Policies\Microsoft\ WindowsMediaPlayer. Value Name:
TitleBar, Data Type: REG_SZ (String Value). Create a new string value called "TitleBar" and set
it to the text you would like display in the title. Restart Media Player for the change the take
effect.

Display the Attributes Column in Explorer

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Explorer\Advanced.
Value Name: ShowAttribCol, Data Type: REG_DWORD (DWORD Value), Value Data: (0 =
disable, 1 = enable). Create a new DWORD value called 'ShowAttribCol' and set the value to '1'
to enable the attributes column.

Force the Use of the Classic Start Menu

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Policies\Explorer.
Value Name: NoSimpleStartMenu, Data Type: REG_DWORD (DWORD Value), Value Data: (1
= force classic menu, 0 = default). Create a new DWORD value, or modify the existing value,
called 'NoSimpleStartMenu' and edit the value according to the settings below. Exit your
registry, you may need to restart or log out of Windows for the change to take effect.

Remove Common Groups from the Start Menu

Start/Run/Regedit>

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Policies\Explorer
Create a DWORD called NoCommonGroups and set the value to 1 to hide them, 0 to display

them.

Create a Useful Name for My Computer




Start/Run/Regedit

HKEY_CLASSES_ROOT\CLSID\ {20D04FE0-3AEA-1069-A2D8-08002B30309D}. Data Type:
REG_EXPAND_SZ (Expanded String Value). Rename the value named "LocalizedString" to
"LocalizedString.old". Create a new REG_EXPAND_SZ value named "LocalizedString", and set
the value to "%USERNAME% on %COMPUTERNAME%". Exit the registry editor, click on your
desktop and press F5 (for refresh). The "My Computer" icon should now be rename to
"Username on Computername”.

Add Your Own Tips

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\ ExplorenTips.
Data Type: REG_SZ (String Value), Value Data: Tip Text. Create a new string valued named by
incrementing the existing value names and set it to the required tip text.

Change the Transition Effect for Menus and Tooltips

Start/Run/Regedit

HKEY_CURRENT_USER\Control Panel\Desktop] Value Name: UserPreferencesMask Data
Type: REG_BINARY (Binary Value) Double-click on the "UserPreferencesMask" value to open
the Edit Binary Value screen. Press the right arrow to move over to the second set of digits.
Press the delete K.@.Y to remove the digits and type either '28' for the scroll effect or '3e' for
the fade effect. Restart Windows for the change to take effect.

Preventing the Logon Screen Saver from Launching

Start/Run/Regedit

HKEY_USERS\.DEFAULT\Control Panel\Desktop. Value Name: ScreenSaveActive, Data Type:
REG_SZ (String Value), Value Data: (0 = disabled, 1 =enabled). Change the value of
'ScreenSaveActive' to '0' to disable the screen saver. Restart Windows for the change to take
effect. Note: Windows has a default screen saver called login.scr, which runs even if no screen
saver has been selected.

Enable Start Menu Scrolling

Start/Run/Regedit




HKEY_CURRENT _USER\Software\Microsoft\Windows\Curre ntVersion\Explorer\Advanced.
Value Name: StartMenuScrollPrograms, Data Type: REG_SZ (String Value), Value Data: "Yes"
or "No". Create a new String value, or modify the existing value, called
‘StartMenuScrollPrograms' and edit the value according to the settings below.

Exit your registry, you may need to restart or log out of Windows for the change to take effect.
Note: This can be used either on a user by user basis by adding it to HKEY _CURRENT_USER
or on a computer wide basis by adding it to HKEY_LOCAL_MACHINE.

Change the Login Window

Start/Run/Regedit K.@.Y

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\ CurrentVersion\Winlogon]
Value Name: LogonType Data Type: REG_DWORD (DWORD Value) Value Data: (0 = Classic
Mode, 1 = Welcome Screen) Create a new DWORD value, or modify the existing value, called
'LogonType' and edit the value according to the settings below. Reboot.

Activate Clear Type on the Welcome Screen

Start/Run/Regedit
HKEY_USERS/.DEFAULT/Control Panel/Desktop. In the right pane, right click
"FontSmoothingType", modify, change the value to 2.

Clear the NetMeeting Call History

Start/Run/Regedit

HKEY_ CURRENT_USER\Software\Microsoft\Conferencing\ UNCallIMRU. Open your registry
and delete the K.@.Y above. Restart Netmeeting for the change to take effect.

Clear Cached Command Lines from the Run Menu

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ExplorenRunMRU.
Delete the value corresponding to the command you want to remove, or remove all the entries

to clear the list completely.

Disable Show Last User Name




Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\ Policies\System
Value Name: dontdisplaylastusername Data Type: REG_DWORD (DWORD Value) Value Data:
(1 = remove username) Create a new DWORD value, or modify the existing value, called
'dontdisplaylastusername' and edit the value according to the settings above. Exit your registry,
you may need to restart or log out of Windows for the change to take effect.

Remove Frequent Programs List from the Start Menu

Start/Run/Regedit

You may need to create the K.@.Y if it does not already exist. Create a new DWORD value, or
modify the existing value, called 'NoStartMenuMFUprogramsList' and edit the value according
to the settings below.

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Policies\Explorer
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Curr entVersion\ Policies\Explorer
Value Name: NoStartMenuMFUprogramsList Data Type: REG_DWORD (DWORD Value)
Value Data: (0 = default, 1 = enable restriction).

Note: This setting only applies to the Windows XP Start Menu, not the Classic Start Menu. Exit
your registry, you may need to restart or log out of Windows for the change to take effect.

Remove Pinned Programs List from the Start Menu

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Policies\Explorer
HKEY_ LOCAL_MACHINE\Software\Microsoft\Windows\Curr entVersion\ Policies\Explorer
Value Name: NoStartMenuPinnedList Data Type: REG_DWORD (DWORD Value) Value Data:
(0 = default, 1= enable restriction) Create a new DWORD value, or modify the existing value,
called 'NoStartMenuPinnedList' and edit the value according to the settings below.

Note: This setting only applies to the Windows XP Start Menu, not the Classic Start Menu. Exit
your registry, you may need to restart or log out of Windows for the change to take effect.

Remove Username from the Start Menu



Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Policies\Explorer
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Curr entVersion\ Policies\Explorer

Value Name: NoUserNamelnStartMenu Data Type: REG_DWORD (DWORD Value) Value
Data: (0 = display username, 1 = hide username) Create a new DWORD value, or modify the
existing value, called 'NoUserNamelnStartMenu' and edit the value according to the settings
below. Exit your registry, you may need to restart or log out of Windows for the change to take
effect.

Remove "All Programs" Button from the Start Menu

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Policies\Explorer
HKEY_ LOCAL_MACHINE\Software\Microsoft\Windows\Curr entVersion\ Policies\Explorer

Value Name: NoStartMenuMorePrograms Data Type: REG_DWORD (DWORD Value) Value
Data: (0 = default, 1 = disable button) Create a new DWORD value, or modify the existing
value, called 'NoStartMenuMorePrograms' and edit the value according to the settings below.
Exit your registry, you may need to restart or log out of Windows for the change to take effect.
Hide the Keyboard Navigation Settings

Start/Run/Regedit - This restriction disables the "Hide keyboard navigation indicators until | use
the ALT K.@.Y" option in the Display Control Panel.

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Policies\Explorer
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Curr entVersion\Policies\Explorer

Value Name: NoChangeKeyboardNavigationindicators Data Type: REG_DWORD (DWORD
Value) Value Data: (0 = default, 1 = enable restriction) Create a new DWORD value, or modify
the existing value, called 'NoChangeKeyboardNavigationIndicators' and edit the value
according to the settings above.

Speed Up Browsing (Windows Explorer and IE)

Start/Run/Regedit HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Curr
entVersion\Explorer\RemoteComputer\NameSpace In the left pane find: {D6277990-4C6A-
11CF-8D87-00AA0060F5BF} Value and delete it.



Configure Internet Downloads

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Internet Settings. To
increase the number of simultaneous connections that are allowed to 10, follow these steps: On
the Edit menu, click Add Value , and then add the following registry values:
"MaxConnectionsPer1_0Server"=Dword:0000000a
"MaxConnectionsPerServer"=Dword:0000000a.

Auto Disconnect for Internet Explorer

Start/Run/Regedit
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Servic es\LanmanServer\Parameters In
the right pane, find Autodisconnect and change the time accordingly.

Disable the Custom Search Page in Internet Explorer

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main. Value Name: Use Custom
Search URL, Data Type: REG_DWORD (DWORD Value), Value Data: (0 = disabled, 1 =
enabled). Create a new DWORD value, or modify the existing value, called 'Use Custom
Search URL' and edit the value according to the settings below. Exit your registry, you may
need to restart or log out of Windows for the change to take effect.

Change the Text in Internet Explorers Title Bar

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main. In the right pane, change
the value of the string, "WindowTitle".

Change default Internet Explorer Download Directory

Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer

In the right pane, double click on the Download Directory value. Enter the path to the folder you
want as your download location.




Next, right click on the Internet Explorer subkey and select Permissions. Then click the
Advanced button on the Security tab. In turn, Highlight Administrators, your user account and
System. For each one, click the Edit button. In the Deny column, put the check mark in Set
Value. Then click OK. Repeat for each of the remaining user accounts. Once done, click the
Apply button on the Advanced Security Settings dialog.

This removes the "permissions” for anything or anyone to write to the Download Directory
value. It also prevents changes to any of the other values listed directly under the Internet
Explorer sub-K.@.Y, so you may wind up preventing something else from being changed as
well. Unfortunately, its not possible to remove permissions from individual values.

Run Explorer Full Screen

Start/Run/Regedit

HKEY_CURRENT_USER\Console. In the right pane find FullScreen and modify the value to 1.
Then go to: HKEY_CURRENT_USER\Software\Microsoft\InternetExplo rer\Main. In the right
pane find FullScreen and modify the value to yes. Exit/Reboot.

Control the Internet Explorer Script Debugger

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main] Value Name: Disable
Script Debugger Data Type: REG_SZ (String Value) Value Data: yes or no. Create a new string
value, or modify the existing value, named "Disable Script Debugger" and set it to either "yes" to
disable the debugger or "no" to enable it. Restart Internet Explorer for the change to take effect.

Control Internet Explorer Error Reporting

Start/Run/Regedit

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet Explorer\Main. Value Name:
IEWatsonDisabled, IEWatsonEnabled, Data Type: REG_DWORD (DWORD Value). Create a
new DWORD value called "I[EWatsonDisabled" and set it to "1". Create another DWORD value
called "IEWatsonEnabled" and set it to "0". Restart Internet Explorer for the changes to take
effect.

Prevent Account Changes in Outlook Express



Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Outlook Express, Value Name: No Modify
Accts, Data Type: REG_DWORD (DWORD Value), Value Data: (1 = enable restriction). Create
new DWORD value called "No Modify Accts" and set it to "1" to enable the restriction or "0" to
allow users to modify accounts. Restart Outlook Express for the change to take effect.

Change the Default Internet Explorer Search Page

Start/Run/Regedit

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\Main. Value Name: Search
Bar, Data Type: REG_SZ (String Value), Value Data: Search URL. Create a new String value,
or modify the existing value, called 'Search Bar' and edit the value according to the settings
below. Exit your registry, you may need to restart or log out of Windows for the change to take
effect. Note: This tweak can also be applied on a per-user basis under the
[HKEY_CURRENT_USER] hive.

Disable Automatic Modem Connections at Startup

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Ole. Value Name: EnableRemoteConnect,
Data Type: REG_SZ (String Value), Value Data: "Y" = enable automatic connections, "N" =
disabled. Create a new String value, or modify the existing value, called
'‘EnableRemoteConnect' and edit the value according to the settings below. Exit your registry,
you may need to restart or log out of Windows for the change to take effect.

Disable the "Log on using dial-up connection" Check Box

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon.
Value Name: RasDisable, Data Type: REG_SZ (String Value), Value Data: (0 = restriction
disabled, 1 = restriction enabled). Create a new String value, or modify the existing value, called
'RasDisable' and edit the value according to the settings below. Exit your registry, you may
need to restart or log out of Windows for the change to take effect.

Modify the Internet Auto-Dial Settings



Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Internet Settings Value
Name: EnableAutodial Data Type: REG_BINARY (Binary Value) Value Data: (00 00 00 00 =
disabled, 01 00 00 00 = enabled) Create a new binary value named "EnableAutodial”, and set
the new value to equal "01 00 00 00" to enable autodial or "00 00 00 00" to disable it. Note: This
restriction can be used either on a user by user basis by adding it to HKEY_CURRENT_USER
or on a computer wide basis by adding it to HKEY_LOCAL_MACHINE.

Remove MSN Messenger from Outlook Express

Start/Run/Regedit

HKEY_ LOCAL_MACHINE\SOFTWARE\Microsoft\Outlook Express. Value Name: Hide
Messenger, Data Type: REG_DWORD (DWORD Value), Value Data: (2 = remove messenger).
Create a new DWORD value, or modify the existing value, called 'Hide Messenger' and set the
value to 2.

Control the Auto Complete Mode

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\
Explorer\AutoComplete Value Name: Append Completion Data Type: REG_SZ (String Value)
Value Data: yes or no Create a new string value, or modify the existing value, named "Append
Completion" and set it to "yes" to append the suggested text as you are typing or "no" to only
show a drop-down list. Restart Windows for the change to take effect.

Change the Search Assistant in Internet Explorer

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\ Search Value Name:
SearchAssistant Data Type: REG_SZ (String Value) Value Data: Search URL Create a new
String value, or modify the existing value, called 'SearchAssistant' and edit the value according
to the settings above.

Exit your registry, you may need to restart or log out of Windows for the change to take effect.
Note: To use the Google search assistant page enter "http://www.google.com/ie" as the URL.




Change Source Path

Start/Run/Regedit
Copy /i386 to your hard drive. HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion. In the right pane, change SourcePath to reflect your settings.

Show Hidden Operating System Files

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Explorer\Advanced.
Value Name: ShowSuperHidden, Data Type: REG_DWORD (DWORD Value), Value Data: ( 0
= Hide Files, 1 = Show Files). Create a new DWORD value, or modify the existing value, called
'‘ShowSuperHidden' and edit the value according to the settings below. Exit your registry, you
may need to restart or log out of Windows for the change to take effect.

Unload DLL's

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\Curr entVersion\Explorer. Create a
new sub-K.@.Y named 'AlwaysUnloadDLL' and set the default value to equal '1' to disable
Windows caching the DLL in memory. Restart Windows for the change to take effect.

Stop Error Messages When Booting

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro \Windows. Value Name:
NoPopupsOnBoot, Data Type: REG_DWORD (DWORD Value), Value Data: (1 = disable
messages). Stops the annoying Windows pop-up messages notifying you a device is not
functioning when you boot-up Windows. Create a REG_DWORD value of 'NoPopupsOnBoot' in
the K.@.Y below (if it doesn't already exist). Set the value to '1' to disable pop-up messages
from appearing.

End Task Time Out
Start/Run/Regedit

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro | Add a new string value called,
"WaitToKillServiceTimeout" and change the Value to 2000. Exit, reboot.



Change Default Search Options

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Explorer. Data Type:
REG_DWORD (DWORD Value), Value Data: (0 = unselected, 1 = selected). Modify the
following values, setting them to "1" to select the parameter as a default or "0" as unselected.
CaseSensitive, IncludeSubFolders, SearchHidden, SearchSlowFiles, SearchSystemDirs.
Restart or logoff Windows for the change to take effect.

Automatically Close Non-Responding Applications on Shutdown

Start/Run/Regedit

HKEY_USERS\.DEFAULT\Control Panel\Desktop, Value Name: AutoEndTasks, Data Type:
REG_SZ (String Value), Value Data: (0 = disabled, 1 = enabled). Modify the value of
'AutoEndTasks' to equal '1' to automatically end tasks or '0' to prompt for action. Note: This
change will affect all users but the value can also be changed on a user-by-user basis by
modifying [HKEY_CURRENT_USER\Control Panel\Desktop] with the same values.

Speed Up Menu Display

Start/Run/Regedit
HKEY_CURRENT_USER\Control Panel\Desktop In the right pane select, "MenuShowDelay".
Right click, modify and set the value to 100. Reboot.

Enable/Disable Boot Defrag

Start/Run/Regedit
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\DfrgBootOpti mizeFunction Right click,
modify and change to value to Y to enable, N to disable.

Force Exit

Start/Run/Regedit

HKEY_CURRENT_USER\Control Panel\Desktop

In the right pane find, "AutoEndTasks" (Create if not present). Set the Value of 0 or delete it. No
reboot needed.



Startup a Program Just Once then delete from the Registry

Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Runonce. Data Type:
REG_SZ. Value: path to the program.

Startup Programs Without the Startup Folder

Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Run. Data Type:
REG_SZ. Value: path to program.

Speed up Share Viewing

Start/Run/Regedit

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Curr ent
Version\Explorer\RemoteComputer\NameSpace. Delete the K.@.Y called {D6277990-4C6A-
11CF-8D87-00AA0060F5BF} and reboot.

Prioritizing IRQs

Start/Run/Regedit

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Contro \PriorityControl. Create a new
DWORD value called IRQ8PRiority and set the data to 1, reboot.

Remove Properties from My Computer

This restriction removes the properties option from My Computer and hides

the "System Properties" screen.

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Policies\Explorer
Value Name: NoPropertiesMyComputer, Data Type: REG_DWORD (DWORD Value) Value
Data: (0 = Properties, 1 = No Properties) Create a new DWORD value, or modify the existing
value, called 'NoPropertiesMyComputer' and edit the value according to the settings above.
CD or DVD Disappeared After an Upgrade

Remove the Upperfilters and Lowerfilters values completely from the following registry K.@.Y:



Start/Run/Regedit HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro \Class\
{4D36E965-E325-11CE-BFC1-08002BE10318}

Enable DVD Player in Media Player

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\MediaPlayer\P layer\Settings. Value Name:
EnableDVDUI, Data Type: REG_SZ (String Value), Value Data: yes or no. Create a new string
value called "EnableDVDUI" and set it to "yes" to enable DVD functionality.

How to Increase Shutdown Time For Services To Close Properly

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro I. On the Edit menu, click Add
Value. Value Name: WaitToKillServiceTimeout, Data Type: REG_SZ, String: In milli-seconds;
default is 20,000. Ok/Exit/Reboot.

New Command Missing in Windows Explorer

Start/Run/Regedit

HKEY_ CLASSES_ROOT\Directory\Background\shellex\ ContextMenuHandlers\New. Value
Name: (Default), Data Type: REG_SZ (String Value), Value Data: {D969A300-E7FF-11d0-
A93B-00A0C90F2719} Open your registry and verify that the K.@.Y listed below has the value
listed, and if needed, edit the value to match the value listed.

Add Explore From Here to Every Folder

Start/Run/Regedit

HKEY_CLASSES_ROOT\Directory\shell\Explore. Value Name: (Default), Data Type: REG_SZ
(String Value), Value Data: explorer.exe /e,/root,"%1" Change the value of '(Default)' to equal
'E&xplore From Here'. Create a new K.@.Y under the [Explore] K.@.Y called command, and
edit the (Default) value to equal explorer.exe /e,/root,"%1".

Change Default Search Options

Start/Run/Regedit
HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\ Explorer. Data Type:



REG_DWORD (DWORD Value), Value Data: (0 = unselected, 1 = selected). Modify the
following values, setting them to "1" to select the parameter as a default or "0" as unselected.
CaseSensitive, IncludeSubFolders, SearchHidden, SearchSlowFiles, SearchSystemDirs,
Restart or logoff Windows for the change to take effect.

Control the Auto Complete Mode

Start/Run/Regedit

HKEY_CURRENT _USER\Software\Microsoft\Windows\Curre ntVersion\
Explorer\AutoComplete. Value Name: Append Completion, Data Type: REG_SZ (String Value),
Value Data: yes or no. Create a new string value, or modify the existing value, named "Append
Completion" and set it to "yes" to append the suggested text as you are typing or "no" to only
show a drop-down list. Restart Windows for the change to take effect. Note: This setting also
changes the auto complete functionality of Internet Explorer.

Control Automatic Boot Disk Optimization

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Dfrg\ BootOptimizeFunction. Value Name:
Enable, Data Type: REG_SZ (String Value), Value Data: (Y = enabled, N = disabled). Create a
new String value, or modify the existing value, called 'Enable’ and edit the value according to
the settings below. Exit your registry, you may need to restart or log out of Windows for the
change to take effect.

View Which Hot Fix Patches Have Been Installed

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\ CurrentVersion\Hotfix.
Periodically Microsoft releases Hot Fix's to patch bugs in Windows and other products, this
K.@.Y contains information about which Hot fix's have been installed.

Restrict Users from Running Specific Applications

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Policies\Explorer.Value
Name: DisallowRun

[HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion \Policies\Explorer]



Create a new DWORD value and name it "DisallowRun" set the value to "1" to enable
application restrictions or "0" to allow all applications to run.

Then create a new sub-K.@.Y called
[HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\
Policies\Explorer\DisallowRun] and define the applications the are to be restricted. Creating a
new string value for each application, named as consecutive numbers, and setting the value to
the filename to be restriced (e.g. "regedit.exe"). Restart Windows for the changes to take effect.

Restrict Applications Users Can Run

Start/Run/Regedit

HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion\Policies\Explorer.
Value Name: RestrictRun Open your registry and find the K.@.Y
[HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion \Policies\Explorer]
Create a new DWORD value and name it "RestrictRun" set the value to "1" to enable
application restrictions or "0" to allow all applications to run.

Then create a new sub-K.@.Y called
[HKEY_CURRENT_USER\Software\Microsoft\Windows\Curre ntVersion
\Policies\Explorer\RestrictRun] and define the applications that are allowed. Creating a new
string value for each application, named as consecutive numbers, and setting the value to the
filename to be allowed (e.g. "regedit.exe"). Restart Windows for the changes to take effect.

Note: If you are the person who applies Group Policy, do not apply this policy to yourself. If
applied too broadly, this policy can prevent administrators from running Group Policy or the
registry editors. As a result, once applied, you cannot change this policy except by reinstalling
Windows.

Enable Path Command Line Completion

Start/Run/Regedit

HKEY_CURRENT_USER\Software\MicrosofttCommand Processor] Value Name:
PathCompletionChar Data Type: REG_DWORD (DWORD Value) Value Data: Hex Control
Character Create a new DWORD value, or modify the existing value, called
'PathCompletionChar' and set it to equal the hex value of the required control character.



For example to use the TAB K.@.Y set the value to '9', to use Ctrl-D set the value to '4' and for
Ctrl-F set the value to '6". Now when you are using a command prompt and type the first part of
a directory name then press the specified K.@.Y, Windows will complete the remainder for you.
Pressing the K.@.Y multiple times will scroll through the available options.

Automatic Window Refresh

Start/Run/Regedit

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro NUpdate. Value Name:
UpdateMode, Data Type: REG_DWORD (DWORD Value), Value Data: default = 1. Create a
new DWORD value, or modify the existing value, named "UpdateMode" and set it to equal "0"
for faster updates. Restart Windows for the change to take effect.



