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CHU'ONG TRINH DAO TAO i
REDHAT LINUX CHO MCSA,MCSE ﬂ

Giéi thiéu LINUX L

Linux 1a mién phi (free). Bbi v&i ching ta hdm nay khéng quan
trong vi ngay WindowsNT server ciing “free”. Nhwng trong twong lai,
khi chiing ta mudn hoa nhap vao thé gidi, khi ching ta mudn c6 moét
thu nhap chinh dang cho nguw&i 1ap trinh, hién twong sao chép trom
phan mém can phai chdm dit. Khi do, free la mét thong sé rét quan
trong dé chon Linux.

Linux rat én dinh. Trai v&i suy nghi “truyén thdng” la “ctia ré 1a cla
oi “, Linux tt nhirng phién ban dAu tién cach day 5-6 nam da rat én
dinh. Ngay ca server Linux ctia nhirng mang I&n (hang tram may
tram) ciing hoat dong rat 6n dinh.

Linux day du. Tat ca nhirng gi ban thdy & IBM, SCO, Sun ... déu ¢
& Linux. C compiler, perl interpeter, shell , TCP/IP, proxy, firewall, tai
liéu hwéng dan ... déu rat day du va cé.chat lwong. Hé théng cac
chwong trinh tién ich cling rat day da..

Linux la HDH hoan toan 32-bit. Nhw cac Unix khac, ngay tir dau,
Linux da la mét HDH 32 bits.

Linux rat mém déo trong cau hinh. Linux cho nguoi st dung cau
hi_nh rat linh dong, vi_du.nhw d6 phan dai man hinh Xwindow tuy y,
dé dang stra doi:ngay ca kernel ...

Linux chay trén-nhiéu may khac nhau tir PC 386, 486 tw lap cho
den SUN Sparc.

Linux dworc trer gitip. Ngay nay, voi cac server Linux st dung di
liéu quan trong, ngwoi str dung hoan toan cé thé tim dwoc sy tro
gilp cho Linux ttr cac cong ty Ién. IBM da chinh thirc chao ban IBM
server chay trén Linux. Tai liéu gi¢i thiéu Linux ngay cang nhiéu,
khong thua kém bat cir mét HDH nao khéc.
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Cai dat Redhat 7.3
Thiét bj can thiét :
a. Server : yéu cau c4u hinh :
+ CPU : Intel PIl 400 hoac cao hon.
+ RAM : 128MB hoac cao hon.
+ HDD : 10GB hoac cao hon.
+ NIC card : 100 Mbps
+ External Modem
b. Swicth c6 tbc d6 100 Mbps.
c. Cable va céac thiét bi can thiét khac.
d. Cac may client c6 cau hinh :
+ CPU tlr 486 tré 1é€n
+ RAM : 64 MB
+ HDD : 4.3GB hoac cao hon.
+ NIC card : 100 Mbps.

Cai dat va cau hinh :

Buwdc dau tién, ching ta cai dat va khéi-déng tr COROM. Pua dia
Red Hat 7.3 thi 1 vao, tai ddu nhac “boot : ”, nhadn ENTER. Khi vao
dwoc bén trong, bd qua budc kiém tra CDROM, man hinh tiép theo
S8 xuat hién nhw sau :

~ Red Hat Linux

Qnilieg Help Languags Selkecmn
What language should be used during
. me instaliation prooessT
Language Selection
Cheors the language pruwenld &ﬁ,rfh
Mo bo s dring Bl ed Hat l:_
Limee inctallation. French
Gagrman
Fmgasian
g elandic
Nakan
Japarain
Mossogian
Fomanian
b
Sarlan
Shoval
Shyvenin
Spaniih
Swndish
Turkish
Ukraieian
T Hige Helpl ¥ Reaio Makas < i I > mea
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Default Ia ngén ngir

Qnling Help

Kevyboard
Configuration

Clug s e By ard that baest fits
UM YT

I wou can't Ond an exact mebch,
choose the dosest Feneric match
e example, & enedc ID0-key

Then chooze the bayow e for
onr keyboard {for exesmple, 1 5.
English),

Entesing special ch ara chers { such
as W0, and ) it deme ussig “dead
leesre” (adsm nown as Comgsie Key
segaenees). I o wish tnase
special charncters requinng the
Wil e B, PEMACE Crable
dend Beps. Mnot, select Disadle
dpad Beps.

U thees b lonk s Ol ot the

boktem of the sereen be best your

¥ miesren | % Reesse o |

o tié

= |test yeer beyboand selecion by eniering hepe hare

ng Anh, Click Next.

Kayboard Configuration

Ef

Red Hat Linu

Gemerte 101-kap PC
102 - Ray ey P
104~ kay PC

HE Intamat
JAparELe 1 05= ey
Kaytonic FlsPro

]

[l -

Siis Gaman
Thai
Turkisk

1.5, Englsh w deadbeys
L5, Englah WS 009953
Ukrarian

(0

[y

[t able dead beys

Test oL sslaction hang

Hay Iwa chon thiét bi phan cirng cho thich hop, sau d6 Click Next,
man hinh tiép theo sé nhw sau

_ Red Hat Linu

-
Qniies Help

Mouse
Configuration

Chio ot I Esrrect masse Iype for
PR T

Don ot bvioe: s P/, Buis & satrianl
matsre” (Fist [he sennecher
Four mouse phugs inbods round, yoa
hava s PEC or & Baz mauze: ¥ it
rectamgudar, it"s a serisl mouse.)

Tryrto-findd om 2xn o2 ot in the
first boo at right. [f an exart match
cannet be foernd, cho ose soe which
Is comgatiie with yeurs
Ctherwiss, chagss the spprepriate

Crirkiric mgrases firpes.

Hyou have o seried mewe, plchthe
device smad poct It | Conneched ton
ke fel Eos

The X Windoro Spetemis designed
e e
magee, I ey have o roe—Batien

¥ o] P Pewese roe |

=

HUsE Canligaratsn

-

AUFE CiidePont (FRE
B ASCH
AT Guss Mowig
- GEmEnp
2 Biits Mt (PSE2)
2 Buhon mMouse (UZE)
= Butian Mouss Geal

3 Bunee Moz (IS5
& Buhion Mouse (eral)
b Gk
Eanungtan
LLingitat b
MM
Pdicwn 5ot
Bdouse Syshems Mowse (serial)
Fone MR
Sin: Mo

o

Ix

Ll

[ Efiilii 3 BB
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Click NEXT dé tiép tuc.

= Red Hat Linux

 —

Onlins Help sl Ty

e
Install Options o @ E Instal

Cho oge: veisether pen weud e 1o

perform s full instalstion o an

upgrade. i Workstation

A ol Encrtallmtion well, destroy any

previously saved indormacen ontee - Sarwer 5ystem
welected partidons.

Arupgrade will presesve cxdating

Bied Hot Limoe system data. L Ligteq
Ewou want te pertorm o bl

nstallaton, pou must chees e the = “ Cushom Syidem
Class for bppe) of the instalation

Weur aptinne sre! Warketases

Ferees, Laphop, or Dustom @ ‘
-

» Lk & Lipig racds
Hyau don't knas erbich instalasn

Class you e, resd ihe following

wery careiully.

ot In addition to the stallation
i mendeood bolaw, Red

Hust Lbrs o drs bt dnstaied

*wrihin® on plready cxdsting FAT =l

B rseren| P Pewane roes | <o | Fre |

Hay Iwa chon loai hinh mudn st dung; & day chiing ta sé chon la
“Custom System” dé thém mot so package can thiét. Click NEXT.
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[ Red Hat Linux

Cnlies Help Disk Faritioning
Flmase selact the fype of disk pasitioning you weould Bke fo use

R fauion i pationing will ersse any peeedsling Lines instalislion ¢
D lSl( O yOUP SEtem

Paﬂitioning n&:lﬂa;nng reanEEl pEIlinning AN i 8 Craate INa pakliong by

One of the largest
obstacles for @ new user
during o Linus
installation is partitioning,
Red Hat Linux makes this

process much simpler by
providing, an option for - suvmanc ally paritan and REMOVE DATA
automatic partitioning. e MIBRUBIS b aPISER yth Dk Dol

« MnURlEY pArEON weth fdisk [Rpers only]
By selecting autom atic
ptrli.h‘unina, you wall net
have touse the Disk
Druidor fdisk
partitioning tools to assign
mount points or allocaee
space for your installation, |,

?umnalul ?mmmﬁat| dml b st |

O day c6 2 lwa chon cho ching ta la muc chon th 1, hé diéu hanh
sé x6a hét DATA trén may va tw dong chon phan vung dé cai dat.
Con muc chon thir 2 12 do chinh ta sé chi dinh phan ving nao muén
cai va cai véi dung luwong 1a bao nhiéu. Chiing ta c6 so d6 :

Partion01:S (Root File Sy=ste m)
P artifion 02: Linue Swoap parktion (Witual Fike System)
Farbtion 032 /bootiLinw= Kernel partdion)
Farttion 04 fusr (Shared Binaries partiion)
F arbtion 0% /home (User parition)
P arttion 0G; Sohroot € hmoot jail partitiom
F artition 07 ; Avar (Accounting & Adminis rative’)
F arttion 02 fvardlib (D atabas ez p artion)
F artition &9 Amp (Termpaora i file p artition)
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Vi du chiing ta sé tao cac phan vung nhw sau :

{boot 3 MB
Swap> 512 MEBE
256 MB

212 MB

S700ME

£ 256 MB
329 MB

Lwu y la véi / boot la noi chira toan bd nhirng anh clia kernel,
partition Swap sé la noi lam bd nh¢ &o cla Linux, phan vung Swap
sé c6 dung lweng gap déi sb dung lwong RAM hién ¢co6. Phan ving
/nome sé& la noi chira dung lwong clia méi user, nghiala méi user sé
¢6 dung lwong 1a 100MB, /home sé& bang sé-user x 100.

Khi d6 sé c6 giao dién nhw thé nay :

N Red Hat Linux

R

Onling Halp Dhk Dnsid

& | -Fations
Rt Paint| Davic of Requaried]  Achial| Typs
Partitions
Ll rdss ATHM ETM Linus st ve
b age volsire W woeuld Mee Rad S » hdab 18] = R ]

Mot Lime 2o be nsmlied

Mebtias 1 il gt pirfarisg &
Partitinrless Installation o
will need to define an mxdisting
DO i oo prarminien ad mast,
showm as . Chck onthe FAT
wartitien ¥ e wank e sekect for this
meralatsn. Omee |t 2 Mighlghred,
clicks Eaif bo assign it the mank biake ROE Device
paknt of I{mdt}nfg.:ruknﬁwnm il . I e I I
oure done. (rece srow hasme rbrs S ummany
confirmed this chaice, Jou wil
mexd U delne the: approprigie
st o meet Eeayatem and svwag
i?li!! fmr :,'\‘!Ilf ¥ ?IMJ'!\

Por mone dekailed matruiee, poa
misct refertn the chapter fnsfulling
Wstbowr Parfifiamima in the Fad
Har Liwes: fsrallntionr Giade,

Hyou don'tknoww how topartiton g

7w e | P mewasa o | e | > Nea
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Server clia chiing ta sé c6 cac phan vung sau :
+ /boot : 100MB
+ swap : RAM x 2
+ /home : tuy theo sbé user

+/var :3GB
+/opt :512 MB
+/ ;s dung toan b dung Iwong con lai.

Ngoai ra chung ta cung c6 thé sé cd mot sb phan viing khac tuy theo
tirng package s& s dung chang lam noi lwu trie nhw thé nao.(vi du :
/cache, /chroot,......).

Sau khi tao xong phan viing, man hinh tiép theo sé 1a :

- Red Hat Linux

Cinling Help Thogss partlons fo Fremal
7 Fdewtdas
Choose Partitions F Adewidal ool
to Format

Choose the partiions thei you
sl Kue va farmnt o Rad Eiat
Lirnme

Dits rera weatit by chiech darbad
locks?

Chie ki o Baed Bls ki 248 help
PrEWERL dakn (a5 by tmding e Bad
hlncks on: o drive and makdng o st
of e to prevent deta from being
written fo them i the futare,

[ Chssli for Dad blncki wiils omsting

P e | @ mesase e | Qme | Brea |

Hé diéu hanh s& danh d4u nhirng phan ving can format, click NEXT.
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o Red Hat Linux

Oriie Halp Liig Congurason
21 | 7 Creae boot sk
L IL{} 7 Ingiall LILC
Configuration PR

17 rdmuihds Mastar Boot Recoed (MER)

LILO, the LI 1.O-s8¢2, in I~ fimwihEal First sachor of boot panion

eeftorare (n oan be uzed (950t

Red Hot Limoc on jour compater. 1t [ Wi Ingas mode (needed for sems SC51 dnves)

can als@ stert Sther epersEng mn'pumu:'i

systems, such as Windews P,

Here, peill be siked hew (o Parkbion: Adavwbdad TypaLines Malive
:I-‘F;WIHII R i £ordigure [ Doetall bl image

LiLa. B Favel: |1 ree

Create hoos disk: ¥ eu sheuld

creahe o hoot disk. f pou wee met DEfaul Device | Famiion type | B0 lsbe
instading LILC o= the MBR or if
yum are oot mstalbng LILD atall

Do mod inestal] LILO: You can
chogse to ship LILS  youdo o
weant to write LILE to powr deive. 1
ok have T hard deiwed with &
difterent O smtnch drive, yai
may prefer ouse »hoot, disk rather
thaa LILD.

Toinsted LILO, selext where o ;I

?Hldal-lalul ?mnsmﬁat| dml I b= Mend I

Click NEXT va hé diéu hanh s&dung LILO lam phan mém boot
default Linux.
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nling Help Hetennk Gonfigumien

= i I
Network [ Sandgurs using DHCP

Configuration it i

Chosse your netwerk cand and e A
o her pew wed e b Mot ask: £55 255 850
canfigure using THEP. B youwhave Heteork: | 182 965 0 254
reusitiple Etharnat devicas, mach Mezaesol |
device wil have 28 own Epadcrnt e

Confguratisn seroes. Wed can
FEREh BEWCEE A8V CE SLTSCn,

{Hor exomple il mnd eth); the [RIE [1mas redhat com
irfmrmation you give wilhe EnEeay 1981 66.8.1

specifiic to each soreen. I you v o —

, Acri an Bacr, Fexr Brimcary NS EOTA TS5 4215
nevwork cand will be started wherns o | Sétoadiey DRS: ||
o boat Temary Ghs

Hyou do mothowe DHEP chent
BELEES 0T B0E unFurs o e what
Wl infedimation [, pleadt dohlae
o Mero ek A diinigeanes,

Mext enter, wibere spplicable, e
1P Address, Netnal, Metorork,
and Broadeast sddnesses, 16 ye

s smsnre whonst an of these 1=

P tide Help | P Prirane iotes |

e |

Bhes |

Tiép theo la ching ta sé& quy dinh nhitng thong sb vé mang theo nhw

hinh trén. Click NEXT.

_ Red Hat Linu

Qnling Help Firgwil Corfiguration

2! | Flaase choose your securty lavel
. ¥ High
Firewall
Conﬁguration = Uss defoull frenwall ndas
i~ Cuilomize

Fued Hat Live also sflers o

1~ tedim

= mio frereall

revrall pesdsat an fa T &b anced TrUstE 38 i
spshem sacuriy. A Srewonld sty
hek=een pour camprtar and the

nebmork, and deterrines which *
MESSUTCER On PO COmpaier

TEMSLG WEETH G e nENErs we

able t0 mocess. A property

configured firewall cen grealy

ineremie the gub-of—tne-Thow

ey Gl your sFsiem

000000l 0od

Chio oga: e sppropriste sacasiy
lewE] bor your Sy siem.

High Sascowrity By cheecimg High
Security. Fear system wil not
mccept connections that are not
cxplicitdy defned by you. By
defadt, only the follewiag

o CrEhd e allaved

= DNS reples =
e ron| @ Reswe rows |
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T&i day, ching ta sé quy dinh ché dé bao mat cho hé thdng, theo tuy

>

chon 1a “No Firewall”, & chtrc ndng nay, ching ta cé thé thay dbi dé
dang khi vao trong giao dién cuta Linux. Click NEXT.

~_bay latuy chon dé chung ta quy dinh nhirng ngon ngir ma hé
thong cung cap. Click NEXT.

. Red Hat Linux |

i -

Cinlies: Higlkp Time Zona Salechon
Lacamon |I.ITC mi

Time Zone Wi, Wonid tl I Swilen clock uses UTG @

Selection

WU can el your dme 2one elber
By iR, your Compuless
physicad booaton, or by pour e
zoma's olfset from Unbrersad
Coprdmeted Time {50 bnswm as
UECY

|3

Mz the oo tahs ot the tepad
the soreen. The Oret tab offers yow
et b 05y b caf geires B b cathan,

Witk this oo, yom: cam chamss I
our view In chossig Wiew, roar
aptEns e Wl Meeth Amenize,
Exmh fmasies, Pacifiz P,

AmaricaMorisvidan
Ammerica e Eztrioin Ties - Oniang & Queber - mog i a0 ng
AmEntahaeeEsaral

Burope, Africa, and dsin | Amnarcaititian o

= MY W aE EaEiEm Tina

Freentth: istersctive mup, pou can AmeicaNipigon Ealiein Tird = QMG & GDUBDEC = pIACHS Tk el 10

el ooy s el i, e tendlenced America/ome Alatka Timg - wesl Alaike

Iy the. yeDiew done, and & red £ vall AmeritaNeronha AllaBE bind:

sppear ot your selectan. AmericaFanana I
Mt A mieireory it Wi Grmsmistiiem i =]

You can alee seroll treuph the oty a = |

list aned £hieg 15 o ur desired tme: =

?Hmhalpl ?m.rsermca;[ dht:l J B risa I

Chon mui gi&» khu vire noi cai dat. Click NEXT.

O day, ching ta sé quy dinh mat khau cla user root( Administrator),
va viéc tao mot s6 account khac. Click NEXT.
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= Red Hat Linux

Qnlies Halp

Authentication
Configuration

Wi ean gioip this seotiom £ yey 1
THOR b Fertng ke merwark
pagsveerds. I yow mre ansure, ask
yrour sy=tern adreinkserator for
asistane

Unless yew sre setsg up an dIE
pasevsacd, you wil notic & that bats
SDS pmd 2 hadorw pre peleeted
Usirg both will make your cyshern
#F spoire as posshie.

& Epghip WD Fescwonds ==
ellowes o long password to
B used (4 ba 256
chrartrciers) dusteed ol the
Etudard dlpht lartars oy |21

= Dire Fheodorw Pazsworas —
BIREALL b VR ESLEE
mnethad sf retainmg
pecewnrds for pou. The
password Hed in the

T Hice Helul # Reiwas biotes |

=t

Aufneriication Configuralion
[+ Enabile WDS passeonss

7 Enable shadoer pasmwerds

[~ Enable NS

-

™ Enablg LD

| i LE st

I~ Enable ferbams

=l EaCE I

[ rea |

Cudi cuing 1a noi quy dinh ché do béo mat st dung co ché ma hoa
MD5 va Shadow passwords, mac dinh la default. Click NEXT.

Red Hat Linux |

.

Oniies Help

Selecting Package
Groups

Stil the poikape. fres that you
vk b nrmll. To relect apackage
group, click em the check box
hasida it

To select packages sdvidualy,
ok it Ehedk e Seles?
Individual Packazes box ek the
hottom of the gereen

?oeron | F Aesae o

PRCKADR Group Sekecion

F@ Primier Suppord
FE% W Wi Sy Ham
F % GRCHE

o Py
o | EDE
i 1-{;.}::

oy
F g-# MWWy Tonts

= E OiOEMIndows Connec iviy

=4 @ Graphic§ Maepulation

L * Gamses
[ S it ieviatisal i ki i

Tistes] rwilzl 2ime: S5

< gt |

=l

e |
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Tuy theo muc dich st dung ma ching ta sé cai dat nhirng package
can thiét. Click NEXT va hé diéu hanh sé bat dau cai dat.

Red Hat Linux

-
Qnlies Halp Inciladling PRckages

Fatingo: wir-common-60-018
Sint 100G Kyi6E
lﬂ.sm ]]ing Pa{'kageﬂ Suammary: The common flies reeeded by any wersion of fe Wik edrior.

‘We've gahered ol the nlermaten

ded i Bed el Furkage Pivgrsii-
necded e inated Red Hat Lo on
K, I

yuur systern. may takes a while to o o

instell everything, depending on =

howe ey paciosges needto be E I — = | 22 TI?QI

mitaded, Tatsl 483 o998 M 02723
Coempistad 178 248 M [ELEL]
Remaining a85 750 M 2033

redhat

I ¥ mmem&aﬂ

"-|I v’|

Sau khi cai dat xong, hé diéu hanh sé béo chdng ta khéi doéng lai
may. Xem nhw qua trinh cai dat da hoan tat.
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init
Linux cho phép kh&i dong ttr 6 ché dé khac nhau:

Ché do Trwéng hop st dung
(Run level) (Common Usages)
Tat may — shutdown
ché dd 1 ngudi dung (single user)
Pa nguwoi ding — khong hé tror Network
Pa nguwoi ding — ¢6 hd tro Network
Chuwa st dung
Da ngwoi dung, network, Graphic
Restart

OO~ WNEFEO

Cu phap:
# init [run level]

Vidu:

dé vao ché do Graphic clia Redhat :  # init 5

dé vao ché do textmode da nguwdi dung: # init 3

- Trong qua trinh kh&i dong, mac dinh'init sé chay tap tin /etc/inittab
& ché d6 3. Ban c6 thé chinh stra ché do khéi dong trong tap tin nay.
Trong méi thw muc /etc/re.d/rcX.d sé lwu trir cac files, mai file nay la
1 script ma néu tén file bat dau bang chir K cé nghia la file nay
khéng duwoc kich hoat, néu bat dau bang chir S thi file nay sé duoc
kich hoat trong ché do do.

Shutdown
Cu phép: # shutdown —h <minute:seconde>
Vi du: # shutdown —h 22:00 (t&i 10:00pm sé& tién hanh shutdown
may)
# shutdown —h now (shutdown ngay [ap tirc)
# shutdown —r now ( restart ngay lap tc )
# shutdown —h+10 (tién hanh shutdown sau 10 phat niva )
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VI
CU phap: # vi <tén file>
Vi du: # vi/etclissue
Sau khi vao chwong trinh soan thdo cua vi thi c6 2 ché dé can quan
tam:
Ché d6 soan thao va ché dd nhap lénh. Mac dinh khi vao Vi 1a ban
hién & ché d6 nhap lénh, néu mudn vao ché dd soan thao thi nhan
phim “i” ho&c “a”. Sau khi & ché dd soan thao ma muén thoat ra ché
dd nhap lénh thi nhan “ESC”. C4c chirc nang cla Vi ban can quan
tam:
- “i"dung dé bat dau & ché do soan thao van ban
- Ochédo nhap Iénh co cac chire nang chinh sau

+ “w” ding dé lwu doan van ban vira dwgc thay ddi

+ “:q” dung dé thoat khai Vi

+ “dd” dung dé& x6a 1 dong tai dAu nhac con trd hién thoi

+ “/string” dung dé tim kiém 1 chudi trong doan v&n ban

+ “u” undo

+ Ctrl + F cudn xudbng 1 trang man-hinh Vi

+ Ctrl + B cudn |én 1 trang man hinh Vi

cat : 1énh dung xem néi dung cutia 1 tap tin
Cl phép: # cat <tén_file can_hién_thi>
Vi du: # cat myfile.txt

# cat tmp/temp.text

Logging in and out of a Linux System
Tai dau nhéc hé thédng phai nhap tén ban va Password dé& ding
nhap vao hé théng Linux.
DAu nhac : “#” nghia la dang la account root
“$" nghia la dang la account thwong

Linux 12 mét hé diéu hanh da ngwdi dung, cho phép nhiéu ngudi
cung lac st dung hé théng bang nhiéu dwdng khac nhau:

C6 2 loai console d& nguwoi ding c6 thé vao hé thdng Linux: Telnet
(vc) va Linux Terminal (tty). Mdi loai c6 11 dwong: ve/lave/1l va
ttylattyll. D& bdo mat hon, thi nén gi¢i han chi con 2 dwdng cho
méi loai ma thoi. Cach thirc dé gi¢i han nhw sau:
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Dung vi d& modify file /etc/securetty nhw sau:
vc/l
vc/2
#vcl/3
#vcla

#vc/10
#vc/ll
ttyl
tty2
#ity3
#ity4

#ity10
#ttyll

Man : hién thj théng tin chi tiét vé céng dung cach dung céc lénh
khéc

Cu phap: # man <tén_lénh_khéac>

Vidu: #manls

# man man

( D& két thac Iénh man hay g6 ki tw “q”)

s: liét ké danh sach tép tin va thw muc hién thoi
Cl phap: #1s <tham so> . .
Vidu:#Is —la (sé hién thi toan by dang sach ke ca file an)

cd: thay déi thw muc hién thoi
Cu phap: # cd <dwéng dan>
Vidu: # cd /root
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de : hién thij thw muc hién thdéi Ca phép: # pwd

cp: copy tap tin va thw muc

Cu phép: # cp <tham sé> [source] [destination]

Vidu: # cp —R /tmp/ /etc/ (copy toan b thw muc tmp sang /etc/)
# cp /etc/shadow /tmp/ (copy tap tin shadow sang thw muc /tmp)

MV: di chuyén tap tin va thw muc. Lénh nay sé di chuyén-hay ddi
tén file tlr noi nay dén noi khac

Cl phép: # mv  <file_hodc_thw _muc_nguén>
<file_hoac_thw_muc_dich>

mkdir: tao thw muc
Cu phap: # mkdir [tén thw muc]
Vi du: # mkdir jupiter (tao thw muc Jupiter)
# mkdir —p /etc/1/2/3 (tao 1 loat thr muc pha hé )

rmdir: dung & xéa 1 thu:muc )
Cu phap: # rmdir <thw-muc_muon_xba>
Vidu: # rmdir tmp

I'M: xoa tap tin va thw muc
Cl phap: # rm <tham s6> [tén]
Vi du: # rm:=rf sé xoa sach ndi dung bén trong 1 thw muc => Iénh
nay rat nguy hiém, ban can kiém tra lai trwéc khi x6a
# rm —f /etc/khangves.txt

exit va logout: trong text mode, Linux cung cip cho ban 6
desktop (ttyl...tty6) dé& lam viéc. P& di chuyén qua lai gitra cac
desktop bang cach nhan t hop phim Alt-F1, Alt-F2...., Alt-F6. HAi
lénh nay dung dé thoat khai phién lam viéc desktop tré v& man hinh
login
Cu phap: # exit

# logout
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chown : 1enh nay dung dé thay di cht s& hiru cta 1 tap tin hay
thw muc, gan cho tap tin thw muc thuéc vé quyén sé hivu ctia 1 user
nao do
Cu phéap: # chown username[.groupname]
<tén_file_hoac_thw _muc>
# chown .groupname <tén_file_hoac_thw_muc>

Vi du: # chown userl.user /tmp

# chown .user /tmp
Néu chown quyén cho username thi file/thw muc sé dwoc dat la
thuéc quyén s& hiru cla username d6. Néu chown quyén cho
group thi file/thw muc sé& thudc vé group d6. Hai phan nay doc lap
véi nhau, thay dbi quyén s& hiru user sé khong lam thay déi quyén
s& hiru group va nguoc lai.

chmod : ienn nay dung thay ddi thudc tinh cua file va thw muc.
C6 tat ca 3 thudc tinh read, write, execute dwoc ap dat 1én 3 nhom
Owner, Group, Other.

Quyén Gia tri
r (read) 4
w (write) 2
X (execute) 1

Cu phép: # chmod thudc_tinh_dang_sé
<tén_file_hoac_thw_muc>

Vidu: # chmod.755 /tmp

Thw muc /tmp owner sé& c6é quyén (r,w,x = 4 + 2 + 1=7), group Sé& c6
quyén (rx= 4 +1=5), other (rx =4+ 1=5)

Ta tao 2 account (ul, u2), 2 account nay thuéc nhém User. Khi login
bang ul tao tap tin test.txt, m&c dinh test.txt s& c6 quyén 700 (chi c6
ul co toan quyén trén test.txt ). Néu muén u2 doc duoc test.txt ta
phai gan quyén 740 (group User sé co quyén doc tap tin test.txt, u2
thudc group User sé c6 quyen doc trén test.txt). Néu 1 account khac
khong thudc group user muén doc tap tin test.txt ta phai gan quyén
744 (group other s& c6 quyén doc)
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useradd : dung dé& them 1 account vao hé théng

CU phap: # useradd <username>

Vi du: # useradd usertest

Sau khi tao mét account méi ban phai dat password cho account
bang I&énh “passwd”

userdel : xé6a 1 account ra khéi hé théng
Cu phép: # userdel <username>
Vi du: # userdel usertest

passwd: thay ddi mat ma cla 1 account
CU phép: # passwd <username>
Vidu: # passwd usertest

ch kCOI’]fIg : kiém tra va battt cac dich vu trong Linux

Cu phép: # chkconfig --<tham s6> <tén dich vu> <on/off>

Vi du:_# chkconfig --list ( liét k& danh sach céc dich vu dang ton tai
)

# chkconfig —level 345 kudzu on (bat dich vu kudzu & ché d6 345)

* Khi str dung Iénh nay sé khong tac dung ngay lap tirc ma chi tac
dung khi ban kh&i déng lai:may twong trng véi teng Level

NtSYSV: gibng chkconfig nhung & giao dién GUI

mount : dung dé anh xa é dia vao thw muc bat ki

20/ 80



DICH VU CUNG CAP PIA CHI IP PONG 2
(DHCP Server) L

1. Khéai niém:

Khi quan tri mot hé théng mang, thwo’ng ta phal cung cap mét dia chi
IP cho m&i may tinh khac nhau d& cac may nay c6 thé lién lac duwoc
v&i nhau. V&i mé hinh mang twong déi nhé (khodng 10 dén 20 may),
viéc cung cép IP cho méi may tinh trong mang thi twong déi dé dang
cho mét quan tri vién, anh ta chi viéc s dung vai thao tac quen
thudc trong viéc gan céac dia chi IP. Nhwng néu déi véi mét mé hinh
mang I&n ( t» 20 may tré 1én ) thi viéc cung cép IP nhw thé 14 that sy
mét méi va khé khan rdi, thinh thodng néu cé van dé di chuyén
thwdng xuyén gitra nhirng may tinh véi nhau thi day la mét céng
viéc kha phtrc tap va phi strc.

Chinh vi nhirng Iy do nhw thé ma ngay nay, hau hét trén tat ca cac
hé diéu hanh déu cung cép cho chang ta mét dich vu dé giai quyét
van dé can thiét trén, d6 la dich vu cung cap dia chi IP déng DHCP
(Dynamic Host Configuration.Protocol ).

Khéng nhitng cung cép dwoc IP ma dich vu trén con dwa ra cho
chiing ta nhiéu tinh 'nang @& cung cap nhitng yéu t6 khac cho cac
may client, vi du nhw cung cép dia chi ciia may tinh dung dé giai
quyét tén mién DNS, dia chi ciia mét Gateway router, dia chi may
WINS .v.v...

Thanh.phan ctia moét DHCP server bao gém bdn muc chinh sau :

Thanh phén Chdrc nang

Options Dung dé cung cap cac yéu toé cho phia client nhw
dia chi IP, dia chi subnet mask, dia chi Gateway,
dia chi DNS .v.v...

Scope M6t doan dia chi dwgc quy dinh trwéc trén DHCP
server ma ching ta sé dung dé gan cho cac may
client.

Reservation | La nhitng doan dia chi diing dé “dé danh” trong mot
scope ma chung ta da quy dinh & trén.

Lease Thoi gian “cho thué” dia chi IP dbi véi méi client.
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2. Cai dat:

Pé s dung dwoc dich vu DHCP nay, ban phai cai dat vao hé théng
théng thwdng bang goi dich vu c6 san trén dia CD c6 phan dudi mé
réng la .rpm, ngoai ra ching ta cé thé cai dat package & dang
source code va tai goi nay vé tir trang web ciia GNU. Qua trinh cai
dat bao gdm nhirng buwéc sau day :

O dang phan dudi mé réng 1a .rpm, ta chay Iénh:
rpm —ivh dhep-*.rpm

(0] dang source code, ta bién dich nhuw sau.:
tar —xzvf dhcp-*.tar.gz
cd dhcp-*
Jconfigure
make
make install

- Sau khi hoan tat xong qué trinh-cai dat, ké tiép ching ta sé
cAu hinh dé dich vu nay cé thé hoat dong theo y mudn cda
chiing ta béng céch tao va stra déi file /etc/dhcpd.conf. Tap
tin nay sé c6 nhirng ndi'dung sau :

deny client-updates;
ddns-update-style interim;

subnet 192.168.0.0 netmask 255.255.255.0 {
range dynamic-bootp 192.168.0.190
192.168.0.240;

option routers 192.168.0.10;
option subnet-mask 255.255.255.0;

option nis-domain "mydomain.com";

option domain-name "mydomain.com”;
option domain-name-servers 192.168.0.20;
option netbios-name-servers 192.168.0.100;
option ntp-servers 192.168.0.25;

option smtp-server 192.168.0.35;
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default-lease-time 360000;
max-lease-time 259200;

}

# Client-definitions

host big-daddy {
hardware ethernet 00:a0:d9:cb:94:8a;
fixed-address 192.168.0.18;

}

- Cacdong trén c6 y nghia nhw sau :
- Hai dong dau tién sé khéng cho phép DHCP
Server cap nhat déng DNS:
Dong ké tiép la doan dia chi ma ban can
cung cap cho hé théng cac may con cla ban,
bao gém dia chi NET. IDs va mot doan dia
chi. (Nhw & trén Server sé cap cho phia may
con mot doan dia chi:chay tlr 192.168.0.190
dén 192.168.0.240 )
o Option routers cung cap cong gateway méc
dinh.
0 Option subnet-mask Subnet mask mac dinh
cho phia client.
0 . Option nis-domain cung cép tén NIS Domain
Server
0 Option domain-name cung c4p tén domain
mac dinh néu st dung FQDN
o Option domain-name-servers cung cap name-
servers cho mang cta ban.
0 Option netbios-name-servers cung cap dia chi
mac dinh ctia WINS-server
o Option ntp-servers cung cap dia chi
timeserver.
o Option smtp-server cung cap dia chi smtp-
server (duy nhét chi 1 server)

Dong cubi cung la néu ban dy dinh cap mot
dia chi co dinh cho mdt may nao dé thi ban
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phai khai bao dia chi MAC cla may d6 va IP
twong &ng

- Vatrwédce khi khéi dong DHCP Server Ién thi ban
phai tao mot tap tin cudi cung dung dé xem xét viéc
cap phét céac dia chi IP cho phia client:

touch /etc/dhcpd.lease

- Dé bat tat dich vu DHCP thi ban chi chay hai script
twong &’ng nhw sau:
/etc/init.d/dhcpd start
/etc/init.d/dhcpd stop
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DNS Server: Bind 3

Day la dich vu co ban dau tién va quan trong nhat cla Internet. DNS
la quan trong vi néu DNS hoat déng sai hodc khéng hoat déng, toan
b phan mang Internet lién quan sé bi té liét hoan toan. Hiéu rd DNS
rat quan trong véi quan tri vien may chi c6 két ndi Internet.-N6 cho
phép quan tri vién tim ra nhanh chéng cac nguyén nhan cda cac truc
trac trén mang.

DNS néi mét cach don gian la dich vu cho phép anh xa , chuyén dbi
tén ctia mot hé théng ndi Internet ra dia chi IP ciia n6. Nguyén nhan
cla sw ton tai DNS la do con ngudi c6 thoéi quen dat tén cho céac
trang thiét bi ma céc trang thiét bj thi lai chi ¢6 thé dung sb dé lién
lac v&i nhau. Vao nhitng thei ky dau tién cla Internet, ngudi ta lap
bang vé méi lién hé gitva tén va dia chi IP va cai d&t trén mot may
tinh dé tat ca cung tham khdo. Nhung véi sy phat trién quéa nhanh
cla Internet, bang nay phat trién nhanh chéng va khéng mét may
nao c6 thé hoan thanh ndi nhiém vu tuy don gidn nhuwng lai rét quan
trong ndy. Hon nira, mdi thay déi du & dau ciing phai théng qua
server trung tam. Didu nay tr& nén khong thé chap nhan duoc vi
lubn c6 thay déi trén Internet. Mét gidi phap dwoc cong ddng Internet
chap nhan la chia toan békhong gian cac dia chi IP va tén ra thanh
c&c nhém logic nhé hon . M&i nhém cé quyén té chire thong tin cla
cac may cta minh.

Nhw vay buwéc dau tien, mét may ndi vao Internet, khong phu thudc
vao viéc n6é c6 chay hay khéng DNS server, phai dwgc ciu hinh
resolver, tlec 1a chi ra cach thire hanh dong khi co yéu cau phan giai
dia chi. Resolver dwoc cau hinh qua tap tin /etc/host.conf :

[root@pasteur tnminh]# more /etc/host.conf

order hosts,bind

multi on

Dong thir nhat ctia /etc/host.conf cho biét khi c6 yéu cau
phan giai tén, resolver sé xem xét dau tién tap tin /etc/hosts
sau dé dén st dung DNS server (bind).
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Dong tht hai cho phép mét host cé nhiéu dia chi IP trong tap
tin /etc/hosts.

Tap tin /etc/hosts chinh Ia tién than cta dich vu DNS. Hién nay,
fetc/hosts chi con thwdng lwu cac dia chi cia mang ndi bg hay dung
t&i nhat dbi véi moét may. Khi yéu cau phan gidi vwot qua kha nang
tra 1&i cha /etc/hosts tir khoa bind chi ra can phai st dung dich vu
DNS. BIND la viét tét cha Berkeley Internet Name Domain va mét
trién khai réng rai nhat cta dich vu DNS hién nay.

Khi d6, resolver can théng tin tiép theo vé DNS server. Théng tin nay
lwu tri» trong tap tin /etc/resolv.conf. Tap tin nay kiém tra cach
resolver sir dung DNS dé& phan giai dia chi . N6 quyét dinh DNS
server cu thé can phai truy van va cach bb sung phan domain cho
phan tén ctia may. Vi du mét tap tin /etc/resolv.conf

[root@linuxsrv root]# more /etc/resolv.conf

search mcsevietnam.com

nameserver 192.168.2.10

[root@linuxsrv root]#

Dong dau tién cho phép resolver khong chi phan giai tén nhuw
chwong trinh client yéu cau, ma trong treéng hop phan giai khong
thanh cong, tlep tuc thr phan glal tén voi phan domain tiép ndi sau.
Vi du ban muédn tim dia chi may khangves . Néu qua trinh phan glal
khangves khong thanh .céng, resolver sé& th& phan gidi
khangves.mcsevietnam.com. Dong tiép theo |a dia chi cta name
server can phai truy van. Nhé rang dia chi ciia name server |a sé IP
chi khdng phéi la tén, vi néu nguoc lai, ai sé 1a ngwdi phan gidi tén
cho may lam nhiém vu phan giai tén?

Bay gi® chang ta s& chuyén qua xem xét dén c&u hinh cltia ban than
name server. Chwong trinh server cia DNS name server la mét
chwong trinh daemon named (doc la ném dé). Named thwong dwoc
kh&i déng ngay tir dau cung véi khéi déng cua hé thdng. Thweng thi
named dwgc chay théng qua mét script trong letc/re.d/rc3.d/named .
Trong qua trinh khéi dong named doc cac tap tin di liéu réi chd cac
yéu cau phan gidi qua cong xac dinh trong tap tin /etc/service (thong
thwo’ng la cong 53). Named dung dau tién 1a giao thtrc UDP dé phan
giai tén, néu phan gidi bang UDP khéng co6 ké qua, named sé dung
TCP sau dé .
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a
Tap tin dau tién dwoc named tham chiéu |a /etc/named.conf. Noi
dung tap tin nay cla Linux Redhat 7.3 dwoc cai mac dinh la :

options {

directory "/var/named";

3

zone "." {

type hint;

file "root.hints";

3

zone "0.0.127.in-addr.arpa” {

type master;

file "pz/127.0.0";

3

M& dau la tiv khda options cho phép nhap cac tuy chon (options)
toan cuc. directory "/var/named"; cho biét la cac tap tin sau day sé |a
twong déi dbi véi thw muc

nay.

Ta c6 thé bd sung thém trong phan options dong lénh :
forwaders {205.15.2.10 ; 193.214.2.12;};

Khi d6, DNS server cla ching ta sé tham chiéu cac name server
205.15.2.10; 193.214.2:12 mdi khi né khong tim thdy cau tra 1oi
trong di¥ liéu ma né c6 . Sau phan tham sb toan cuc options, ta thay
cac khdi zone “tén_zone “ { type master (hodc slave ho&c hint); file
“tén_tap_tin”; }; lién tiép nhau.

DPbi v&i mbi domain, ching ta can 2 tap tin dir liéu. Tap tin thi nhat
lwu tri® cac dik liéu lién quan dén phan gidi “xudi “ tir name sang IP
va tap tin the hai d& phan giai “ngwoc” t IP ra name. Tri¥ mién “.”
c6 tinh chat gitp d& 1a c6 tap tin cache dac biét

; There might be opening comments here if you already have
this file.

; If not don't worry.

. 6D IN NS G.ROOT-SERVERS.NET.

. 6D IN NS J.ROOT-SERVERS.NET.

. 6D IN NS K.ROOT-SERVERS.NET.

. 6D IN NS L.ROOT-SERVERS.NET.

. 6D IN NS M.ROOT-SERVERS.NET.
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. 6D IN NS A.ROOT-SERVERS.NET.

. 6D IN NS H.ROOT-SERVERS.NET.

. 6D IN NS B.ROOT-SERVERS.NET.

. 6D IN NS C.ROOT-SERVERS.NET.

. 6D IN NS D.ROOT-SERVERS.NET.

. 6D IN NS E.ROOT-SERVERS.NET.

. 6D IN NS LROOT-SERVERS.NET.

. 6D IN NS F.ROOT-SERVERS.NET.
G.ROOT-SERVERS.NET. 5w6d16h IN A 192.112.36.4
J.ROOT-SERVERS.NET. 5w6d16h IN A 198.41.0.10
K.ROOT-SERVERS.NET. 5w6d16h IN A 193.0.14:129
L.ROOT-SERVERS.NET. 5w6d16h IN A 198.32.64.12
M.ROOT-SERVERS.NET. 5w6d16h IN A 202.12.27.33
A.ROOT-SERVERS.NET. 5w6d16h IN A 198.41.0.4
H.ROOT-SERVERS.NET. 5w6d16h IN-A.128.63.2.53
B.ROOT-SERVERS.NET. 5w6d16h IN A 128.9.0.107
C.ROOT-SERVERS.NET. 5w6d16h IN'A.192.33.4.12
D.ROOT-SERVERS.NET. 5w6d16hIN A 128.8.10.90
E.ROOT-SERVERS.NET. 5w6d16h IN A 192.203.230.10
.LROOT-SERVERS.NET. 5w6d16h IN A 192.36.148.17
F.ROOT-SERVERS.NET. 5w6d16h IN A 192.5.5.241

Day thwc chét la dia chi IP cia cac name server gbc (root) clia
Internet.
Vi du nhw ddi véi mién mesevietnam.com ta can co6 :
zone "mcsevietnam.com"” {
type master;
file "db.mcsevietnam.com";
|3
zone "1.16.172.in-addr.arpa” {
type master;
file"db.172.16.1";

Chu y céc viét ci phap 1.16.172.in-addr.arpa cho tén cia mién phan
gidi ngwoc IP ra name.

Sau day ta sé xem xét dén cau tric tap tin
/var/named/db.mcsevietnam.com
@ IN SOA mcsevietnam.com. root.mcsevietnam.com. (
199609206 ; serial, todays date + todays serial #
8H ; refresh, seconds
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2H ; retry, seconds

1W ; expire, seconds

1D ) ; minimum, seconds

NS mcsevietnam.com.

MX 10 mcsevietnam.com. ; Primary Mail Exchanger
TXT "MCSEVIETNAM Corporation”
localhost A 127.0.0.1
mcsevietnam.com. A 172.16.1.1
linuxsrv A 172.16.1.1

www A 172.16.1.1

ftp CNAME mcsevietnam.com.

mail CNAME mcsevietnam.com.
news CNAME mcsevietnam.com.

Ky tw “@” dau tién thay cho mién mcsevietnam.com;.IN 1a Internet ;
SOA la Start Of Authority; tiép ndi b&i tén mién va dia chi nguwdi chiu
trach nhiém. Chu y la trong dia chi email cia ngwoi chiu tradch nhiém,
dau @ quen thugc dugc thay bang ddu cham “.". Sau cac tén mién
c6 dau chdm “.” & cubi. Trong tt c& cac tap tin dir liéu cia DNS,
nhing tén khong két thic béi ddu chdm sé dwoc DNS server thém
vao bdi tén mieén twong ng cla tap tin do. Vi du day la tap tin tng
v&i mién mcsevietnam.com, khangves sé dwoc bd sung thém thanh
khangves.mcsevietham.com:

Sau phén ngo&c don véi 5.6 miéu ta sé serie va cac thong sb thei
gian cda thong tin, bat dau cac dong (record) di ligu. Khoang trang
& dau dong twong dwong véi tén mién (nhw dau @), NS am chi
record dang nameserver. MX la mail exchange, dung dé chi ra may
chiu trach_hiém nhan thw dién t& cho domain nay. Sé 10 Ia muc do
wu tién_cho mail server nay. D wu tién sé& cang cao néu sb cang
nhd . A la viét tdt cia Address, sé tiép theo bdi mét dia chi IP.
CNAME la canonical name . V&i CNAME ta c6 thé gan cho may biét
danh tuy'y tién cho viéc st dung. Cac dong bat dau bdi ; 1a cac cha
thich.

Vi du tap tin dung cho phan gidi ngwoc /var/named/db.172.16.1
@ IN SOA mcsevietnam.com. root.mcsevietham.com. (
199609206 ; Serial
28800 ; Refresh
7200 ; Retry
604800 ; Expire
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86400) ; Minimum TTL
NS mcsevietnam.com.

; Servers

1 PTR simbahcm.mcsevietnam.com.
2 PTR trantungbtre.mcsevietnam.com.
3 PTR hungden.mcsevietnam.com.

CAu trdc tap tin /var/named/db.172.16.1 ¢ phan dau gidng hét nhw
tap tin phan giai xu6i. Chi c6 tlr khéa PTR = Pointer la khac.

Viéc clu hinh céac dir liéu cha name server can rat than trong vi
nhiéu khi 18i cta no rat khé tim. Méi khi ching:ta thay dbi di liéu,
can phai kh&i déng lai named bang cac st dung kill -9 named_PID
dé ding named rdi khéi dong lai bang cach nhap dong lénh named.
Tap tin /var/log/messages c6 thé gitp. d& nhiéu dé& tim ra I6i néu
named khong hoat dong theo y ching ta muén. Pé thir hoat dong
cla qud trinh phan giai tén, Linux cé-lénh nslookup v&i nhiéu tinh
nang rat manh. Xem manpage cta nslookup dé biét cach s dung.
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SAMBA |_4J

Gi¢i thiéu
1.

Khai niém:

Ngay nay nhu ciu chia sé tai nguyén trong mang néi bo 1a
khong thé thiéu. Chia sé dia, chia s& thu muc, may in dung
chung trong mang néi bd. Trong bai nay hwéng dan néi mang
Linux v&i Windows st dung giao thirc Server Message Block
(SMB) , hay con goi la Session Message Block dé giao tiép va
chia sé tap tin, may in 1an nhau. S& dung chwong trinh Samba
dé dap ng nhu cau trén. Biéu twong Linux PC xuét hién trong
Windows Network Neighborhood.

Samba: giao thirc Server Message Block (SMB) , hay con goi
la Session Message Block

Giao thirc SMB dwoc dung dé chia sé dia va may in cho
Microsoft Windows 3.11, NT va-95/98. Str dung cong cu
Samba trén Linux c6 thé chia sé tai nguyén cla Linux cho
Windows. Bén diéu co ban Samba c6 thé lam:

- Chia sé dia Linux cho Windows

- Chia sé SMB v&i may. Linux

- Chia sé may in trén.Linux cho Windows

- Chia sé may in trén Windows cho Linux

Cai dat

1.

Cai dat va cau hinh Samba
- Kiém tra xem Samba da cai chwa
rpm —qi samba
+ Néu chwa cai thi man hinh terminal sé tra vé
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Bl s [
% e Sclecs Hap

[roou@esey=y Jrwms - rpr =y zambay _‘l
pordsogn sy 1z o Inatal Ted

[root@terrn e o=

+ Néu da cai man hinh terminal sé:tra vé

F i Wrmaaw fringe el

—gctBoE-oy erock MorEr 3 camen
arm g=" 1 T3

T Rs yantla

Qe [ i
Thw muc cai Samba
|Directory |Miéu ta
|/usr/local/samba |Thw muc chinh
|/usr/local/samba/bin | Binaries
/usr/local/samba/lib smb.conf, Imhosts, configuration files,
etc.
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Thw muc cai Samba

|Directory |Miéu ta

|/usr/l0cal/samba/man |Téi liéu hwéng dan Samba

|/usr/l0cal/samba/private | File password da mé héa

|/usr/l0cal/samba/swat | Files SWAT

/usr/local/samba/var Samba log files, lock files, browse:list
info, shared memory files, process ID
files

- Néu chwa cai Samba ban c6 thé vao website
www.samba.org theo hwéng dan clatrang web dé
tai tap tin RPM. Dé cai dat dung Iénh

rpm —i samba

- Tw Version 2.0 tr& di Samba kém theo tén ich Swat
( cobng cu quan tri Samba qua giao dién Web) , cong
cu nay cho phép ciu hinh Samba mét cach dé dang.
Swat cho phép ban ding trinh duyét web thay ddi
true tiép 1&n tap tin ciu hinh chinh cia Samba
/etc/smb.conf

- File c&u hinh chinh Samba /etc/samba/smb.conf

# Samba config file created using SWAT
#from localhost (127.0.0.1)
# Date: 2000/05/25 10:29:40
# Global parameters
[global]
workgroup = ONE
netbios name = TERRY
server string = Samba Server
security = SHARE
log file = /var/log/samba/log
max log size = 50
socket options = TCP_NODELAY
SO_RCVBUF=8192 SO_SNDBUF=8192
wins support = Yes
hosts allow = 192.168.1.
hosts deny = all
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[homes]
comment = Home Directories
read only = No
[printers]
comment = All Printers
path = /var/spool/samba
guest ok = Yes
print ok = Yes
browseable = Yes

[test]

path = /tmp/sambatest

valid users = test

read only = no

guest ok = no

browseable = yes
[global]
[Global] 1& phan dau tién cta smb.conf, méi phan trong
smb.conf gdm lwa chon va gia tri dinh dang: option =
values .Ban c6 hang tram lwa chon va gia tri dinh dang
khac nhau. Dwéi day la nhirng dinh dang chung nhéat

Workgroup = HUNG tén clia workgroup xuét
hién trong network properties trén may windows
Netbios.name = Linux la tén ma Samba server
sé dwoc biét bdi may windows

Server string = Samba Server la tén clia
Samba server

Security = SHARE murc do quyén trén Server,
cac mirc do khac: User , Default, Domain,
Server. St dung Share sé dé dang tao chia sé
cho anonymous, khong can ching thuec.
Log_file = /var/log/samba/log thw muc cha
tap tin log

max log size = 50 dung lwong téi da cta tap tin
log tinh béng KB

socket options = TCP_NODELAY
SO_RCVBUF=8192 SO_SNDBUF=8192 téi wu
héa server

wins support = Yes samba server dong vai tro
la Wins Server
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tr network nay . )
hosts deny = all khong nhan yéu cau tlr tat ca
cac host

[Homes]
Lwa chon nay cho phép nguwdi dung nhanh chong truy
nhap vao thw muc home ctia ho

comment = Home Directories ghi cha
read only = No nguoi dung c6 toan quyen trong
thw muc home cla ho

[printers]
Thiét 1ap Iya chon may in

Path = /var/spool/sambathir. muc cta may in
Guest ok = Yes cho phép.guest truy cap vao
may in

Print ok = Yes cho phép:ngw¢i dung st dung
may in

Browseable = Yes biéu twong may in sé xuét
hién trong browse list

Céu hinh chia sé thw muc test trén Linux

Path = /tmp/sambatest dwéng dan thuw muc
chia sé

Valid users = test chi dinh ngwdi dung st dung
thw muc nay

Read only = No cho phép quyén ghi trén thw
muc

Guset ok = No khdng cho guest quyén truy
nhap

read only = No ngudi dung co toan quyén trong
thw muc home cla ho

Browseable = Yes thw muc share sé xuat hién
trong browse list

2. Strdung Swat: . . .
Trwdce khi cé thé sir dung Swat can thay doi 2 tap tin dé bat tién

+ Thém vao /etc/services
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Swat 901/tcp
+ Thém vao /etc/inetd.conf
Swat stream tcp nowait.400
root /usr/sbin/swat swat
+ khé&i dong lai Inetd
killall -HUP inetd
- Sl dung trinh duyét web dé chay Swat http://localhost:901
.Hop thoai y&u cu nhap User ID va mat khau xuét hién, déng
nhap v&i quyén root:

___
[ et P
’ Entar usamana for SWAT & ocahiosks01:

wer o |

Passward: | -

4] 3 Claar Cantal

- Dau tién ban phai cdu hinh[globals] bang cach badm vao biéu
twong GLOBALS
[N voetiscapn: Sowmbe Wesh AuliminiatFation Too

s

File Edil  Wigew Go Conmuricaor Halp

< = 3 A a u + o &
Back Foraan Fe=loa=d Home Search  hletscape Prird Securly t

' 2 " Booknarks & Locaion: http: rlocalbost :00LY

4| 3" vnats Ralatad
' o wentaal g Cortact g People g velow Pages g Downinad @ Find Stes 4§ Channels

3|
Slo|m @313
HOME GLOBALS || SHARES ||PRINTERS|| sTATUS VIEW ||PASSWORD

| Waleama t SWATI

| Pluare chanss a soxfigurstion. sctin naing ane of the abave bt
| Docummemdadsan

* Daenos
O shd - the SIE deenoa
O urbd - the HREICE 0w L ue
* Administratien TiEzea
O smhetatas — manitoing Samia
I O ZWAT - wel ronfigoeasirtan]
I O srkpacswd - muugng 8B passwards 1
= o0 i o P 0 WE

£
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Nhirng bién Global xuét hién. Gia tri nay l1a gia tri file

smb.conf
5 b
Fila Edi “iew Go Connuonicator Halp
4 2 : = ; 3]

8 | & =
HOME GLOBALS PASSWORD! |
EG]MVM&

1 {‘hnﬂuclmgﬂl Reser Valies | | Advanced Wiew

 Base Cotions

| Help  warkgoouy e Sex Dty

| Help  nedries neame Torer Ser Diefartt

| Heb  ssome irng Tt pCeer Bes Tefarks|

irm el i Sut Dafucit
. : -~ PP : "f
| R A B e

Trang Global Variables cho'chtng ta dé& cu hinh [Globals] trong
file smb.conf

Trang Global Variables chia thanh 6 Iya chon
Base Options
Security Options
Logging Options
Tuning Options
Browse Options
WINS Options
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ﬂ = q - M
Fila Edi View Go Conmunicatr Halp
e - or = . a |
| Bose Gyiions
! Hip  warkgrroy e St Deforlt
| Help  nethiss pame Yurer Fer Deladtl
| Heb  seovec sicing by perver et Defarit
i Help  owrdeces H Eur Dafanlr]
bl e
| He  ssewicy | SHARE o | [Ser Dol
i Hsk sacoptpeereards | Ho = | Tet Dellm):_
ar e g | Sax Cafack
Help  guese sasvamr Treobea iy Bex Dhefanly
| Help  hoste allow 1 It Deladtl
{ Hik  heste dear 1 B Defanie|
| (|
& | [ G e
Base va Security:Options
B - *
Fila EdH VWiew Go Conmunicatar Halp
| Heb  loglewel | Fex Defonl i E 1
| Heh oyt ey Lo nada dog St Dt
: Help  maxlog sime =a Bt D enlr|
+ Tundg Otz

: Help  #acker apdons XoF_RIDELAT 20_BCUBLT=E1SE S0_s30NU0=111 |Ser Defanlc
| Brirwen Dpthsns
| Hekp  ealevel » Ber Delenlr

| Hilp  poefemed noar Mo i | |SecCafank

! Help  local messosr ¥es L | |SecDefank

b Help  duimam masner Ho =3 Her Defanlk

| YINE Options

! Help s proxy Mo i | |SecDefauk

| Hep  wins server 1 Ser Deforit &

o (Y e (.
:i‘l PR IR i e [
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Log, tuning, browse, va WINS options
Sau khi dien vao nhirng gia tri can thiét, bam vao Commit
Changes dé lwu thay doi

- Tiép theo chon biéu twong SHARES dé mé trang Share

Parameters
Rl i snibich Wesh Sl minigtration Tool - ™
Film Edii View Go Connonicshr Halp
A 4 a nm $ o &
Back BOrkar Reloaad Har Search  RMetscape Frird Secunly t
' o " Booknames & Locaon: hrtp: f/localkoot 001 fuhaces .-'l 1" wnars Rolaten

' o WebMzl g Contact g# People g Welow Pages g Downinad g# Find Sties 4 Channels

G | g | =

o}
&

8| &

HOME GLOBALS SHARES FHINTERS STATUS VIEW PASSWORD
| Share Paratnerers
i | Choome Sl =1 | [ Dielene Hhose
i Crowte Bhacn| |[
=d | S e s

Trang Share Parameters

D& tao chia sé dién vao tén share va nhan nut
Create Share
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3
File EdH YView Go Connuricatr Halp
-~ ¢ 3 # a @ + of #
Back  Foraar Felo=d Hor Search  hetscape Pril  Secunty t
' o~ Booknamke £ Lecsfion: htep://localkost 001/ ahaias .-'lﬂ'-lj:' ‘Wwhal's Ralatad
' o WenMal g# Carlact g Feople g Yelow Fages 4 Download g Find Sites Z Channels
L JL JL IL IL IL JL J I
Share Parameters
1| Choope Fhae ATy Tieleie Fhae
i | Cireane Sheee, L
i | Gammit Changna | | Reset Values| | Sl Vime
| Enpo Optionz =
| Hab  commant | Sat Dl malt]
:I:l&h piti |:|'an'|:. St Dl
| Secudey Cptio
| Hep  usiCacciuse |kt| Sar Dt
| {7 |
=] i & a0 W2

Dién vao nhirng thong tin cau-hinh.dé Windows c6 thé truy cap
vao Samba server
Sau khi hoan tat nhdn Commit Changes dé lwu vao file
smb.conf

Tiép theo chia sé may in cho may Windows st dung. Chon
biéu twong PRINTERS
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Flle Edii Wiew Go Communicator Help
L S 2o p— - - - . |

Printer Parameters &

Tmporiant Mote:

Printer numes marked with [<] i the Choose Pronter drop-down box sve autoloaded printecs feom Printosp Haoe, Attempting to delete these

printers feun EWAT will have no effect

|Clmasepjinml PF 1| | Delene prue]

| Cewsrr Prinnee| | |1

Cnmmixchu\gtsl Rgut\'nlnul ﬁﬂvn::ﬂ\’ml

Ease Options.

Hely  comment | Fe1 Dmfrke

Help  puh [rvaerepentis s St Dol

EeCANy CTU0RS

Ealp  gueet sccomme |51.m-m et Defeult]

Help  guest ok ¥es o1 | |Ber Defoun

Hlaln  haate allaw |#as 466 9 199 0 0 e Ttk i
= ot R B 2

Hién thi tén may.in ma ban da chon

Dé& tao m&i chon Create Printer, néu ban da c6 s&n may in
ban c6 thé chon t&r menu Drop-down. Chil y néu ban da cai sén
may in trong RedHat, n6 sé dwoc str dung nhw may in mac dinh
trong samba va khong thé x6a. Nhan vao Commit Changes dé lwu
lai vao smb.conf

- Sau khi da hoan t4t st dung tién ich testparm dé kiém tra lai.
Tw man hinh dong 1énh gb vao: testparm
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@ - EE

File Spssions  Option:  Help

[rookBterty Sroob]¥ Lesbparn Jl
psd =nb config files from fetcszmb.conf

roceselng sectlon Chowes]?

rocessing section “[printers]”

recessirg section "[Chancgl”

osded srvlces FLle OF.

re=sz anter bo s=a & cunpe of gaur service de=findtiars

i

tién ich testparm kiém tra I8i tap tin smb.conf

- Sau khi thay ddi file smb.conf, ban phai khéi dong lai samba.
Kh&i dong Samba bang dong 1énh: /usr/sbin/samba start
hoac /etc/init.d/samba start..Dé& khéi dong Samba béng Swat
chon biéu twong STATUS. 2 dich vu smbd va nmbd phai dwoc
khé&i dong.
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v: Sikch Wi Sl i saration Tool - 3
Fila Edi “Wiew Go Conmuricabar Halp
& W AR a
HOME GLOBALS || SHARES |[FRINTERS|| sTATUS VIEW ||PASSWORD
| Server Status
] oo Befyesh)
| Feiresh Intarval |¥
| Cmln't open stams file femlsckisbeS TATUS. LER
! werman 2050
{omald: rooing Stop embd Pertart embd
I Toakd:  wstronng | Stertraokd) | Biestatoonbd)
Aptive Comnestions
P10 | Coignt [IP aibdroes (D (K@
Artive Shanes
e, e Grmp PID Clion (Dot | I
! 1 A
&l FELN A A B Y.

Trang Server Status cho biét hién trang cta samba server

- Sau khi Samba kh&i dong, dung Iénh smbclient trén localhost
dé thay thong tin cAu hinh samba: smbclient —L localhost

* Elle Fessions Dpios  Help

Croct@terny Sroot]s mbclient -L Jocslbost = |
Fedced IntarFace Lp=192,1EE,1,.3 boast =192, 163 1 200 rnacl =200 2095, 000 0
Pasguordt
Deamir=[ME] [E=[Unix:] Sarver=[Senbs 2,0.5a]
Shareraan Turm Conmert.
hones Disk Home Tirectories
AaCL D st
IFCE IFC IFC Beruica (Essba S=rver?
Im Frimter
Jerver Coomnenrt.
TERRY Sankia Eerver
Harkgrougp Mlaste=r
oE TEFFT
Croct@termy Sroctl ﬁl

3. Cau hinh Samba Client
Trén may Windows Client phai dwoc cai “Client for
Microsoft Network” va “File and printer sharing for
Microsoft Networks”
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Canfgrstian | igenmeation | Aceess Contl |

Tha Folkovang pedecik. conporenlz sie metslnd:
Ot or Mz icadlt Habuabis
FHETGEAR FASIOTNE Fand Ebarnet PTI St
3 HeBEUI
3 TCFAF
B Fie sind painkisn shaning bot Picrascil Metiaks

Frimar Mok Logon:
| Cherit bou bl icssclt Hewark s B

Eie end Fiint Shaing . |

Desoriphon

Hép thoai Network Properties

4. Kiém tra Samba server

Ban hay kiém tra lai moi thtr ban da Iam va chac chan réng sé
khéng c6 sai s6t. Trén may Windows -> Network Neighborhood
.Trong ctra s& Network Neighborhood ban c6 thé thdy dwoc danh
sach may Windows, nhirng thw muc chia s, ban cling sé thay
Linux Server.-Trén may Linux ban ciing c6 thé truy cap vao thw
muc Windows bang I&nh smbclient: smbclient /tén may tinh/tén
thw muc

Két luan

Vay la ban c6 thé cu hinh Samba server dé két ni may tinh dung
HDH Linux v&i Windows thdng qua giao thiec SMB ( Server
Message Block). Ban ciing c6 thé dung NFS ( Network File
System ) dé chia sé file trong mang néi b, nhwng sé dé cu hinh
hon néu dung Samba.
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DICH VU UY QUYEN (Proxy) LgJ

1/. Khai niém:

- Proxy cho phép ban chi can mot méy hoic mot nhdm nho cac may dé
trg gilp cho viéc truy cap Internet cho tat ca cac méy cia ban. Sir dung
proxy ¢6 hai lgi thé quan trong, thir nhat 1& ban chi can it, hay mot dia chi IP
chinh thirc malai c6 thé cho nhiéu méy cling duoc truy cap Internet; thir hai
lanéu mot trang Web da duoc lay vé, nd s8 duoc luu trén dia ciamay
proxy vakhi c6 mot yéu cau khéc 1ay ding trang web do, proxy khéng can
phai ra Internet 1ay dir liéu nitama lay thang tir trong dia ciing caaminh da
dugc luu lai 1an truge d6 vanhu vay s3 tiét kiem duoc dirong két ndi ra
Internet thuong rat mac tién va ban biu. Mé hinh sit dung Proxy c6 thé dugc
minh hoa nhu sau :

External Hebtwork

Fiprawall

Internal Hetwork

nae

- Nhung véi cip d6 l6n hon, chiing ta c6 thé sir dung m6 hinh cache
nhiéu 16p bao gom nhixtng nhém may Proxy tuong ty nhu sau :
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ISP
ar
MNATHIMAL NETWORE.

ORCANIZATION

Extarnal Natbwork

Firewall

Parent for Caches A, BAC
Internal Hetwork

-~ R

Bibling relations

Parent relation

2/. Linux SQUID Proxy Server:

Squid lamét proxy server, kha nang cia squid latiét kiém bang
thong(bandwidith), céi tién viéc bao mat, tang toc do truy cap web
cho nguoi sir-dung vatre thanh mot trong nhitng proxy pho bién
dugc nhidu ngudi biét dén. Hién nay, trén thi truorng co rat nhiéu
chuong trinh proxy-server nhung ching lai c6 hai nhugc diém, thir
nhat 1 phai tra tién dé sir dung, thir hai 1ahau hét khéng hé tro
ICP ( ICP dugc sir dung dé cap nhat nhitng thay d6i vé noi dung
cianhiing URL sin cd trong cache —lanoi luu trit nhitng trang
web ma ban datirng di qua). Squid & sy lya chon tét nhat cho mot
proxy-cache server, squid d&p (ng hai yéu cau cia ching tala sir
dung mién phi va co thé sir dung dic trung ICP.

Squid dwaraky thuat leu trir & cap do cao cia cac web dlient, dong
thoi hd tro cac dich vu thong thuong nhu FTP, Gopher vaHTTP.
Squid luu trir théng tin méi nhat caa céc dich vu trén trong RAM,
quan ly mot co so dix liéu [6n cha cic théng tin trén dia, co mot ky
thuat diéu khién truy cap phuc tap, hd tro giao thirc SSL cho céc
két ndi bao mat théng qua proxy. Hon nira, squid c6 thé lién két
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Véi céc cache ciia CAc proxy server khéc trong viéc sip xép luu trix
cac trang web mot cach hop ly.

- Sau déy chdng ta s thuc hién cach thiec cai dat mot Proxy server
nhu thé ndo.

3./ Cai dat:

- Pautién ching tanén cd mot sd khéi niém vé doi hoi phan cing

cia mot proxy server:

*** T§C d6 truy cap diacang : rat quan trong vi squid
thudng xuyén phai doc va ghi dit lidu trén 6 cang. Mot 6 dia SCSI vai
téc do truyén dix liéu lon [amot ang cir vién tét cho nhiém v nay.

*** Dung luong dia danh cho cache phu thudc vaokich
& ciia mang ma Squid phuc vu. Tir 1 dén 2 Gb cho mét mang trung
binh khoang 100 may. Tuy nhién day chi lamot con sb €6 tinh chat vi
du vi nhu cau truy cap Internet méi 1a yéu té quyét dinh su can thiét do
[6n cia dia cing.

*** RAM : rat quan trong, it RAM thi Squid s3 cham hon
maot cach ré rang.

*** CPU : khdng can manh lam, khoang 133 MHz 1a
ciing co thé chay tot véi tai 1a 7 requests/second.

- Cai dat Squid voi RedHat Linux rat don gian. Squid s8 duoc cai
néu ban chon no trong quétrinh cai dat ngay tir dau. Hoac néu ban
da cai Linux khdng Squid; ban c6 thé cai sau quatién ich rpm voi
[énh :

rpm— tén_go6i_Squid
Khi d6 squid s& duoc cai va ban c6 thé budc qua phan ciu hinh
squid.
- Céc thu:muc mac dinh cua squid:

Jusr/sbin

/etc/squid

/var/log/squid

- Cai dat tir source;

+ Taco file source cia squid la squid-version.tar.gz, ta

thuc hién cac budc [énh sau:

tar —xavf squid-version.tar.gz

cd squid-version

Jconfigure

make

make install

Sau khi ta thyc hién cac [énh trén, coi nhu tada cai dat xong squid.
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3./ Cdu hinh Squid:

- Saukhi cai dat xong squid, ta phai cau hinh squid dé pht hop véi
tirng yéu cau riéng. Ta cau hinh mot sb tham s trong file
/etc/squid/squid.conf nhu sau

** http_port: mac dinh 14 3128.

** jcp_port: mac dinh 14 3130.

** cache dir: khai béo kich thuéc the muc cache cho
squid, mac dinh la: cache dir /var/spool/squid/cache 100 16 256

Giatri 100 tirc la ding 100MB dé |am cache, néu
dung luong dia ciing 16n, ta co thé ting thém tuy thude vao kich
thudc dia. Nhu vay squid s2 leu cache trong thu muc
/var/spool/squid/cache véi kich thuéc cache [a 100MB.

** Access Control List va Access Control-Operators:. ta
c6 thé ding hai chtre nang trén dé ngan chan vagisi han viéc truy xuit dya
vao destination domain, |P address cia may hodc mang. Mac dinh squid s&
tir chdi phuc vu tat ca, vi vay ta phai ciu hinh lai tham s ndy. DBé dugc vay,
ta ciu hinh thém cho thich hop véi yéu cau bang hai tham s6 1a: acl va
http_access.

Vi dy: Tachi cho phép mang 172.16.1.0/24 dugc dung proxy
server bang tir khod src trong acl.

acl MyNetwork src 172.16.1.0/255.255.255.0

http_access allow MyNetwork

http_access deny:all

+ Taciing c6 thé cam cac may truy xuat dén nhiing site
khong dugc phép bing tir khod dstdomain trong acl, vi du:

acl BadDomain dstdomain yahoo.com

http_access deny BadDomain

http_access deny all

+ Néu danh sach cim truy xuat dén cac site dai qué, ta co thé luu
vao 1 filetext; trong file @6 la danh sach cac dia chi nhu sau;

acl BadDomain dstdomain *“ /etc/squi d/danhsachcam”

http_access deny BadDomain

+ Theo cau hinh trén thi file /etc/squid/danhsachcam la file van
ban luu céc dia chi khong duoc phép truy xuat dugc ghi 1an luot theo ting
dong.
+ Tach thé co nhidu acl, tng v6i mdi acl phai 6 mét http_access
nhu sau:
acl MyNetwork src 172.16.1.0/255.255.255.0
acl BadDomain dstdomain yahoo.com
http_access deny BadDomain
http_access allow MyNetwork
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http_access deny all
+ Nhu vay cau hinh trén cho ta thiy proxy cim c&c méy truy xuét
dén site www.yahoo.com va chi c6 mang 172.16.1.0/24 |a duoc
phép duing proxy. “http_access deny all” : cim tat ca ngoai trir
nhirng acl da duoc khai bao.

- Néu proxy khong thé két néi truc tiép véi Internet vi khong co dia
chi IP thuc hodc proxy nam sau mét Firewall thi ta phai cho Jproxy
query dén mot proxy khéc cé thé dung Internet bang tham sb sau :

cache_peer khangves.linuxsrv.mcsevn.com
parent 8080 8082
+ CAu hinh trén cho ching tathay proxy s& query Ién
proxy “cha’ 1a khangves linuxsrv.mcsevn.comvéi tham so parent théng qua
http_port 1a8080 vaicp port 1a 8082.
- Ngoai ratrong ciing mét mang néu cd nhiéu proxy server thi ta co
thé cho cac proxy server ndy query |an nhaunhur sau:
cache_peer proxy2.linuxsrv.mesevn.com sibling
8080 8082
cache_peer proxy3.linuxsrv.mcsevn.com sibling
8080 8082
sibling dung cho céc proxy-ngang hang véi nhau.
4./ Khai déng Squid:
- Saukhi dacai dat vaciu hinh lai squid, ta phai tao cache trugc khi
chay squid bang lénh:
squid —z

- Néu trong qua trinh tao cache bj I3i, tachil y dén cac quyén trong
thu muyc cache duoc khai béo trong tham sb cache_dir. C6 thé thu
muc d6 khong duoc phép ghi. Néu cd ta phai thay d6i bang:

chown squid: squid /var/spool/squid
chmod 770 /var/spool/squid

- _Saukhi tao xong thu muc cache, takhoi dong va ding squid bang
script nhu sau:

/etc/init.d/squid star
[etc/init.d/squid stop

- Saukhi squid da khoi dong, mudn theo dai va quan |y viéc truy
CAp cua céc client hay nhitng gi squid dang hoat ¢éng cache nhu
thé nao, ta thuong xuyén xem xé nhiing file sau day:

*** cache_log: bao gom nhitng canh béo va
thong tin trang tha cua cache

*** gtore_log: bao gom nhitng co s dir liéu vé
nhirng théng tin gi méi duoc cap nhat trong
cache vanhiing gi d& hét han
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*** gocess |og: chuatat ca nhitng thong tin vé
viéc truy cap cua client, bao gom dia chi nguon,
dich dén, thoi gian......
- Vé phan Server dacai dat xong, con vé phiaclient, ban phai higu
chinh lai ciu hinh dia chi cua Server vaport proxy cia Server, vi

du nhu hinh sau:
Manual Proxy Configuration

-~ Serverg
Type Address of proxy serves to use Part
HTTR:  [17216.2321 -+ GFT]
Secuiy  [17216.2321 8 EIEE
ETP: [17216.232. EE
Secks: | [1080
Gopher: [ :il]
WAIS: | 0

— Exceptions
Do pot use proxy servers for domains begnning with;
hanet mec. es uciter. mec. 24 i'
Use commas [] to separate erdries.

[ ok ] come |

Chuc bgn thanh.cong.
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APACHE Web Server L\

I. .Gidithiéu

A. Quatrinh phét trién

- Apache web Server di vao thé gi¢i Server tir gitra nhirng nam
90. M6t nha l1ap trinh da nhan dinh: “Apache nhw la 1 vién da qui
ctia chwong trinh ma nguén mé, chi phi cho né thi hau nhw
khodng c6, hoat ddng tét hon nhixng ddi tha canh tranh khac, do
d6 né dwgc str dung ngay cang réng réi hon nhirtng Web
Servers thuwong mai khac”.

- Apache thuwéng di kém véi ban phan phdi cung Linux hodc tai tw
trang www.apache.org (n6é ddm bao cho ban luén co6 phién ban
méi nhét)

Index of /dist/httpd

Make sure yon're downloading from a neatby mirrer site!

I yena're hannne trouble accessme thess files. there's probably & eleser sommar Begow
a0 here o finad 1t

Apache 1.3.20 [s now available.

Apacha 2016 Hata iz now available far testing.

Parenr Tireccory 1B<duf-200d 3722 -

Anrouncemsnt . hitml 21-Hay-gDO0O1 13:11 Tk lpachk= 1.3 Relemse nate
inmouncem=nk , bt 20-Msp-2001 05:07 Gk Apschs 1.7 Heles== noks

AEEmaRC kT D4-ApE-Z001 1Z:0E5 4k Aol 2 .0 lalecde naTs
A ExXt Di-Apr-2001 1210E 4K /Apegk= 2.0 Rzlease nate

Apmchie—-1.53-doca. pdf . g= 03-Aprc-2000 135:03 104 Apmch= 1.3.12 documents
CEAIGES 1.3 20-Hay-z0OO1 O5:0E 67K Liac of changes in 1.3

D&-Apc-2001 13:0% d4l%K Liat of change=s in .0

dE-Mar-i001 11357 q3K Developer PGP OResa
apszbhe 1.3.15. mar. 3 28-F=k—2001 Og+.l3 2.90 1.3.19 compressed sours

apmches 1510 eamr. 2, a=c 20-Felb—2000 lds 11 1k POP =igomturs

[ () o ) (08 100 5 (1] ) () 5]

apoche Fo3 1oehar. 2 nds 2 E-Feb- 700 0y
Trang www.apache.org/dist/htppd
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- Apache théng tri thi truérng web Server tr rat sém. Thong tin
tham khao tai Netcraft (www.netcraft.com), Ziff-Davis
(www.zdnet.com), Apache Week (www.apacheweek.com), va
Apache Today (www.apachetoday.com)

i =
o350 pEEL_ ) o BL o FolLEy S D Ml

B. Tién trinh giai quyét yéu cau va dac diém Apache
- Web Server la sy két hop gitra phan cirng va phan mém phuc
vu cho nhirng tai liéu HTTP khi client y&éu cau. Mét web Server
co ban la mot may tinh voi hé diéu Linux, mot file hé théng day
da kha n&ng hé tro tét cho tng dung Web Server, va mét két ndi
mang (d6 la dat trwng cho Internet hodc td chirc intranet). Khi
lam viéc véi Web Server can ¢é sy can nhéc vé céac loai ngudi
dung ddm b&o hé théng chay thuwe sw hiéu qua, nhw la:
Muc dich Web:Server
Tién trinh request/response cho Client
+ Muc dich ciia Web Server c6 thé thay ddi. Tl don gian nhw
mang server ndi bd, dén phirc tap nhw e-commerce server. NO
rat quan trong dé xac dinh muc dich Server trwéc khi xay dung
va dwa vao hoat dong
+ Tién trinh request/response bat dau t viéc Client yéu cau,
thwdng la tiy trinh duyét Web, va sy tra |&i tlr Server, tré vé
théng tin cho Client
- Tién trinh hoat déng Web Server
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GET document

SEMD document

Web Client Wieh Server

+ Client st dung trinh duyét Web két n6i dén Server va dwa ra yéu
cau. Yéu cau nay st dung giao thirc HTTP ma ngwoi dung ' mudn
Server cung cép, va néi cho Server biét phién bannao HTTP dung
dé tra I&i. Web Server 1dng nghe nhirng yéu cau trén mang. Khi mot
yéu cau dwoc glivi dén , Web Server phan tich thanh 3 phan:
Céach thtre siv dung la GET, POST, hay HEAD.
Phwong phap GET yéu cau Uniform Resource
Indicator (URI <'sw chi'dinh tai nguyén ddng nhat)
hodc tai liéu tir Web server. Phwong phap POST g
d@ liéu diéu khién chi-dinh b&i URI. Phwong phap
HEAD chi yéu cau headers t» Web server.
Tai nguyén dang dwoc yéu cu: Web Server dbi
URI, xac dinh déi twong yéu cau thanh dworng dan
vat Iy trén-hé théng file cia Web server
Phién ban HTTP
+ Web Server tiép tuc-quy trinh g|a| quyét yéu cau bang viéc dung
child processes ( tién trinh con ) dé& hoan thanh yéu cau, va gl tra
loi lai cho ngwoi dung Trong khoan thoi gian d6 Web Server sé
kiém tra quyen han cda Client. Trwéc khi hoan tat yéu cau Web
Server sé xac dinh loai MIME cuia dbi twong dwoc yéu cau va sap
dat lai aliases
+ Yéu cau Client d& dwoc thwc hién. Trinh duyét Web sé cap nhap
thong tin. Vi du mét trang HTML, mét file, mét thong béo 16 sé xuat
hién. Khi két thic yéu cau Web server s& cap nhap lai file log va ngat
két nbi dén Client.
- Dac diém Web Server:
La phdn mém ma ngudn mé& va hoan toan mién phi. H8 tro trén
nhi*ng hé diéu hanh khac nhau nhw: Linux, UNIX, Windows (95, 98,
NT, and 2000), OS/2, Solaris, FreeBSD, OpenBSD, va HP/UX.
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Apache l& mot Modular, dé& lwa chon va c6 thé tich hop véi san
pham khac nhw 1a IBM Websphere

Il. Cai dat va cau hinh
A. Xay dwng va cai dat Apache Web Server
- Khi ban tai phién ban Apache. C6 2 cach dé cai : tir source code
hodc tir tap tin nhi phan ( RPM ). Ban c6 thé st dung ca 2 cach
dé cai aat.
- Cai dat tv RPM

+ Tai file RPM tw trang http://www.rpmfind.net

+ Login v&i quyén Root va gé lénh:
rpm —ivh apache-1.3.xx-y.i386.rpm

+ Néu mubn nang cap ban phai stop Apache va gd lénh
rpm —Uvh apache-1.3.xx-y.i386:rpm

- Cai dat tr Source: viéc cai dat twr nguc:“)n khéng dé nhw Qéi (V4
RPM. C6 nhirtng doi hdi khac nhau doi véi nhirng hé diéu hanh
khac nhau

+ Tai file .tgz hay tar.gz tw trang
http://www.apache.org/dist/httpd/ vao thw muc /usr/local/src

+ T thw muc /usr/local/src gidi nén file apache_1.3.24.tar.gz go
[énh

tar zxvf apache. 1.3.24.tar.gz

+ Apache source da giai nén nam trong thw muc
/usr/local/src/apache _1.3.24

+ Tao User:va Group mac dinh cho Apache

groupadd www ( tao group www)

useradd —g www wWww
Cha y: Sau khi tao user www, duing Iénh passwd véi tham s6 -I
dé khoa user www. Piéu nay sé dam bao tinh bao mat cao vi
sau nay chi st dung root dé& c4u hinh.

+ S dung configure Script g6 |énh:

#./configure --prefix=/usr/local/apache --server-uid=www --
server-gid=www --htdocsdir=/opt/web/html --cgidir=/opt/web/cgi-
bin --enable-module=most --enable-shared=max
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Tham sb --server-uid=www chi dinh Apache server sé chay véi
user www. User www phai dwoc tao trwéc
Tham sb --server-gid=www chi dinh Apache server sé chay véi
nhém www.

Tham s6 --htdocsdir chi dinh Web site files mac dinh sé& dat
trong thw muc /opt/web/html.

Tham s --cgidir=/opt/web/cgi-bin chi dinh thuw muc mé&c dinh
cai CGl /opt/web/cgi-bin.

+ GO |énh make
+ GO |énh make install

+ Hwéng dan cai dat tham khao tw

http://www.php.net/manual/en/install.unix.php

1. gunzip apache_l.3.x.tar.gz

2. tar xvf apache_l.3.x.tar

3. gunzip php-®x.x.x.tar.gz

4. tar xvf php-x.x.x.tar

k. cd apache_l.3.x

6. Jjeconfigure --prefis=/wew

7. cd ..Jphp-x.%.x

4. .jconfigure --with-mysql --with-apache=../apache_1.3.% --
enable-track-vars

9. make

10. make install

11. cd ../apache_l.3.x

12. ./configure --activate-module=src/modules/phpd/1ibphpd.a
13. make

14, make install

16, cd ../ php-x.®%. %

l6. cp php.ini-dist fusr/local/lib/php.ini

17. Edit wour httpd.conf or srm.conf file and add:

AddType application/x-httpd-php .php
18, Use your normal procedure for restarting the Apache

server. (You must stop and restart the server, not just cause

the server to reload by use a HUP or USRL signal.)

Kiém tra chay thir Apache http://127.0.0.1
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] Test Page for Apache installation — Mogilla [Build |0 2001031614]
File Edit View Search Go Bookmarks Tasks Help

“ hittpoilocaimost’

[ o can s this_it mesns thatthe nstallsdon of the Apsche web perver software an this speem was maccessful. You may
reree ad connene e dit drecrony aned reploce di page

Secing this instead of the website youn expecied?
This perje b here because the sie wdmbxrroo s chiorg d the. confl guradon of ths web server. Please coniact tha parssn

I"'ﬁl.lilﬁmh Tar mlt L G 'ﬂlllfﬂlhli. The P-Fiﬂ‘lt Salroe Faandaden, widkch woule e web sover
sofrevare this sin sdmimerator is urreg, bas nethineg be da with madnaining this sis snd cauet help rercbee configursion is sues.

The A pache decgrentaton hasbeen inchded wich this distibutan
"o are frew o ee thee brraege teloer anan Spache-poeeered web szrver. Thanks far usng Apache!

- PN

Doz et D ome {680 se0s)

Figure 15-2: Apache's test page

B. Céau hinh Apache

1. Céu hinh Apache tbng quéat

- Trong muc nay chiing ta sé& nghién ctu ban hwéng dan bang
hwéng dan cu hinh Apache téng quéat. Gia tri clia ban dwéi day
la gia tri mac dinh.

Tham s6 Miéu ta

ServerType standalone Diéu khién Apache chay nhw
la standalone process hay
chay & inetd

ServerRoot /etc/httpd Dinh nghia thw muc gbc
Apache chra tap tin cAu hinh
vatap tinlog

PidFile /var/run/httpd.pid Qui dinh tap tin chtra PID (
Process ID) cla tién trinh
Master Server

Timeout 300 Thoi gian tbi da tinh bang
giay ma Apache cho dé gui
va nhan packet.

KeepAlive On Cho phép nhiéu requests
trong cung két ndi,. Tang tbc
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MaxKeepAliveRequests
100
KeepAliveTimeout 15

MinSpareServers 5

MaxSpareServers 20

StartServers 8

MaxClients 150

MaxRequestsPerChild 100

Listen [ipaddress:]80

LoadModule modname

filename

ClearModuleList

AddModule module.c

phan phat tai liéu HTML

bat so lvgng request cho
phép cho m&i connection
Khoan th&i gian tréi qua gitra
nhirng yéu ciu tw cing 1
Client trén cuing két ndi khi
KeepAlive & ché do On

Thoi gian ranh téi thiéu cho
Child servers

Thoi gian ranh téi da cho
Child servers ( do master
server sinh ra)

Sé lwgng Child server dwgc
tao khi Apache dwoc khéi
doéng

S6 luvong két néi cung mot ltc
ma Child server. hd tro

Sé lvgng Requests téi da cta
méi:Child: Server trwéc khi dat
dén gidi han

X&c dinh sw két hop gitra dia
chi IP va Port ma Apache cho
phép két ndi, nhiéu port c6
thé dwoc st dung

Puwérng dan module hoac tap
tin thw vién trén server va
thém vao danh sach modules
dang hoat déng Modname
Xoba list cla module dang
hoat dong, no6 sé dwgc xay
dwng lai khi dung Iénh
AddModule

Kich hoat nhirng built-in
nhwng khong active module
module.c

Khi chi dwérng dan tap tin log file trong cau hinh, méc dinh sé
dwoc gan duwdng dan /etc/httpd. Vi du: tap tin log dwoc khai bao
/logs/mylog.log thi dwdrng dan sé 1a /etc/httpd/logs/mylog log.
Khai bao KeepAlive On sg cai thién hoat dong cua Server, lam
tang sw két ndéi thanh céng gitra Client va Server. Théng sb
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MinSpareServers va MaxSpareServers cho phép Apache tw diéu
chinh, them vao va x6a di c4c tién trinh khi tai nguyén hé théng
thay ddi dot ngot. Khi cé nhiéu hon s MaxClient két néi, mdi
yéu cau s& dwoc dwa vao hang chd ( first-in-first-out vao truéc
ra trwdc ), nhirng dich vu sé& nhan theo thv tw nhivng két hién
thoi va dong lai, thong s nay c6 lgi cho nhirtng WebSite c6
lwong truy cap I&n.

- Déi v&i nhiéu Sites gia tri tap tin cAu hinh mé&c dinh & trén khong
can thay ddi. Va ciing khéng can thay ddi thir tw nap Module va
kich hoat Module bang tham s LoadModule va AddModule cho
dén khi nao ban biét ban dang lam gi. M6t vai Module 1& thuéc
vao cac Module khac dé hoat dong. Apache sé khong Start 1én
khi Module nap khéng ding

- Hinh bén dwéi & tap tin cAu hinh mac dinh ctia Apache khong
c6 tham sé AddModule, AddModule va ClearModuleList.

ServerType standalone
ServerRoot "Jetc/httpd”
LockFile fvard/lock/httpd.lock
FidFile fvar/run/httpd.pid
ScoreBoardFile Svar/run/httpd.scoreboard
Timeout 200

KeepAlive On
MaxkeepdliveRequests 100
kKeepiliveTimeout 15
MinSpareServers &
MaxspareServers 20
startServers B

MaxClients 150
MaxRequestsPerChild 100
Listen 80

- Céc thong sb trén khong can thay ddi nhiéu, gia tri nay dwoc
dwa ra b&i Apache Group.

2. Céu hinh mac dinh ( khéng cha Virtual hosts)

- Trwdc day, néi dén Default Server hay Primary Server 1a néi dén
Web Server tra 1&i tAt ca yéu cau HTTP khéng ding dén Virtual
Hosts hay Vitual Servers. Virtual Hosts hay Vitual Servers la
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Web Server chay trén 1 may giébng nhw Default Server nhwng né
l[a Main Server c6 nhleu host name hoac IP. C4u hinh Default
Server c6 thé dung c4u hinh Vitual Servers.

Bang huéng dan ciu hinh Default Server

Tham sb
Port 80
User [#]apache
Group [#]apache
ServerAdmin
root@locahost
ServerName

DocumentRoot
“Ivariwww/html”
UserDir public_html
Directorylndex filename
AccessFileName

.htaccess

UseCanonicalName On

TypesConfig
/etc/mime.types
DefaultType text/plain

HostnameLookups Off
ErrorLog
Ivar/log/httpd/error _log

LogLevel warn

LogFormat formatstr

Miéu ta
Céng dung cho két ndi dén Server
Chi dinh UID c6 quyén thuc thi Apache
Chi dinh GID c6 quyén thyc thi Apache
Dia chi mail sé dwoc giri dén Client khi
c6 16i
Tén Server nhw la
www.mydomain.com , khac tén-host
trén server
Puwéng dan thu mue mac dinh chiva
trang web
Puwérng dan thu muc con trong thw
muc Home clia User dung chira trang
web
Chi dinh mét hay nhiéu tén file Index
khi-ma yéu cau khong thé xac dinh file
Qui dinh quyén truy cap tap tin trong
thwmuc hay trong thw muc con, khi
tap tin nay dwoc chi dinh béi
AccessFile
Apache ty tham chiéu dén URL. Néu
On st dung tén Server va Port, néu off
st dung tén Host va Port cung cap cho
Client
Quy dinh tén tap tin theo chudn MIME,
phan m& réng dwoc phép trén Server
Chuén méc dinh cla kiéu MIME khi c6
yéu cau dwoc glri dén.
Qui dinh viéc Apache dung DNS
lookup khi két ndi dén
Xac dinh dwong dan file error log

Xéac dinh théng tin chi tiét Apache ghi
vao tap tin error log

Dinh dang kiéu formatstr, Apache ghi
lai log vao Access log
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CustomLog

Xac dinh tén cla tap tin access log va

Ivar/log/httpd/access_log dinh dang tap tin log.

combined
ServerSignature On

Alias urlpath dirpath

ScriptAlias urlpath
dirpath
IndexOptions
Fancylndexing
AddlconByEncoding
mimeencoding

AddiconByType icon
mimetype

Addlcon icon name

Defaultlcon
f/icons/unknown.gif

AddDescription str file
AddEncoding
mimeencoding name

AddType mimetype
name

Hién thi tén Server va phién ban vao
cubi trang khi ¢ thong béao 16i, liét ke
tép tin trong FTP,..

Lién két dwdng dan thw muc lién quan
dén DocumentRoot, dén thu muc tap
tin hé théng, ndm ngoai hé théng tap
tin server

Hoat déng giéng Alias va ciing dung
chi dworng dan chiee script CGl

Xéac dinh d&c diém hoat-ddng thu muc
Apache indexing.

Dat biéu twong xuét hién bén canh tap
tin dang mimeencoding, st v&i
Fancylndexing

D4t biéu twong xuat hién bén canh tap
tin dang mimetype, st v&i
Fancylndexing

Dt biéu twong bén canh nhivng tap tin
c6 phan mé& rdéng name

Dat nhirng biéu twong mac dinh véi
nhirng tap tin MIME hoac khdng xac
dinh loai nao

Gan kiéu String cho phan miéu ta véi 1
hay nhiéu tap tin file, dung v&i
Fancylndexing

Gan kiéu m& hoa MIME béi
mimeencoding cho tap tin c6 phan mé&
rong name

Thém mimetype cho tap tin c6 phan
mé& réng name vao danh sach MIME
type
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Port 80

User apache

Group apache

ServerAdmin root@localhost
DocumentRoot “/var/www/htm|”
<Directory />

Options FollowSymLinks

AllowOverride None

</Directory>

<Directory “/var/www/htm|”>

Options Indexes Includes FollowSymLinks
AllowOverride None

Order allow,deny

Allow from all

</Directory>

UserDir public_html

Directorylndex index.html index.htm index.shtml:index.php index.php4 index.php3
index.cgi

AccessFileName .htaccess

<Files ~ “MN.ht">

Order allow,deny

Deny from all

</Files>

UseCanonicalName On

TypesConfig /etc/mime.types

DefaultType text/plain

<IfModule mod_mime.magic.c>
MIMEMagicFile conf/magic

</IfModule>

Hostnamel ookups: Off

ErrorLog /var/log/httpd/error_log

LogLevel warn

LogFormat “%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"” combine
LogFormat“%h %l %u %t \"%r\" %>s %b” common
LogFormat “%{Referer}i -> %U” referer
LogFormat “%{User-agent}i” agent
CustomLog /var/log/httpd/access_log combined
ServerSignature On

Alias /icons/ “/var/wwwf/icons/”

<Directory “/var/www/icons”>

Options Indexes MultiViews
AllowOverride None

Order allow,deny

Allow from all
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</Directory>

ScriptAlias /cgi-bin/ “/var/www/cgi-bin/”
<Directory “/var/wwwi/cgi-bin">

AllowOverride None

Options ExecCGl

Order allow,deny

Allow from all

</Directory>

IndexOptions Fancylndexing
AddlconByEncoding (CMP,/icons/compressed.gif) x-compress x-gzip
AddlconByType (TXT,/icons/text.gif) text/*
AddlconByType (IMG,/icons/image2.gif) image/*
AddlconByType (SND,/icons/sound2.gif) audio/*
AddlconByType (VID,/icons/movie.gif) video/*
Addlcon /icons/binary.gif .bin .exe

Addlcon /icons/binhex.gif .hgx

Addlcon /icons/tar.gif .tar

Addlcon /icons/world2.gif .wrl .wrl.gz .vrm| .vrm .iv
Addlcon /icons/compressed.qgif .Z .z .tgz .gz .zip
Addlcon /icons/a.qgif .ps .ai .eps

AddIcon /icons/layout.gif .html .shtml .htm - pdf
Addlcon /icons/text.gif .txt

Addlcon /icons/c.gif .c

Addlcon /icons/p.gif .pl .py

Addlcon /icons/f.gif .for

Addlcon /icons/dvi.gif .dvi

Addlcon /icons/uuencoded.qgif .uu

AddlIcon /icons/script.gif..conf..sh .shar .csh .ksh .tcl
Addlcon /icons/tex.qgif .tex

AddIcon /icons/bomb.gif core

Addlcon /icons/back.gif ..

AddIcon /icons/hand.right.gif README

AddIcon /icons/folder.gif "'DIRECTORY™
AddIcon‘/icons/blank.gif ™BLANKICON™M
Defaulticon /icons/unknown.gif

ReadmeName README.html

HeaderName HEADER.html

Indexignore .??* *~ *# HEADER* README* RCS CVS *v *t
AddEncoding x-compress Z

AddEncoding x-gzip gz tgz

AddLanguage en .en

AddLanguage fr .fr

AddLanguage de .de

AddLanguage da .da

AddLanguage el .el

AddLanguage it .it
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<IfModule mod_php4.c>

AddType application/x-httpd-php .php4 .php3 .phtml .php
AddType application/x-httpd-php-source .phps
</IfModule>

<IfModule mod_php3.c>

AddType application/x-httpd-php3 .php3
AddType application/x-httpd-php3-source .phps
</IfModule>

<IfModule mod_php.c>

AddType application/x-httpd-php .phtml
</IfModule>

AddType application/x-tar .tgz

AddType text/html .shtml

AddHandler server-parsed .shtml

AddHandler imap-file map

BrowserMatch “Mozilla/2” nokeepalive
BrowserMatch “MSIE 4\.0b2;” nokeepalive downgrade-1.0 force-response-1.0
BrowserMatch “RealPlayer 4\.0” force-response-1.0
BrowserMatch “Java/1\.0” force-response-1.0
BrowserMatch “JDK/1\.0” force-response-1.0
<IfModule mod_perl.c>

Alias /perl/ lvariwww/perl/

<Location /perl>

SetHandler perl-script

PerlHandler Apache::Registry

Options +ExecCGl

</Location>

</IfModule>

Alias /doc/ /usr/share/doc/

<Location /doc>

order deny,allow

deny from all

allow from‘localhost .localdomain

Options. Indexes FollowSymLinks

</Location>

- Tham sbé User va Group cho biét apache |a cht ctia Child
Server. Biéu nay sé an toan hon vi nd khéng can nhirng quyén
nhw root

- Tham sé ServerName chi rd nhirng tén duoc trd vé cho Client.
Vi du: néu tén Server DNS |a webbeast.mydomain.com ban cé
thé d&c tén Server la www.mydomain.com , lic nay Server sé tra
|&i yéu ciu gli dén www.mydomain.com
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- DocumentRoot /var/www/html xac dinh thw muc chira trang Web
cla Server. Vi du: tén server www.mydomain.com khi Client
truy cap trang www.mydomain.com/index.html ,server sé tra vé
tap tin ivar/www/html/index.html cho Client

- Méi thé <Directory> </Directory> cau hinh quyén thw muc hay
thw muc con. Thé dau tién sé dat quyén cho tat ca thu muc:

<Directory />
Options FollowSymLinks
AllowOverride None
</Directory>

+ Thé nay sé tac dung Ién /var/www/html, var/www/icons va
Ivariwwwi/cgi-bin
+ Duwéi day la nhirng Options ap dung |én thw-muc la:
- All : chép nhan tat ca Option triv MultiViews. All 1a gia tri
mac dinh
ExecCGl : cho phép thuc thi CGI
FollowSymLinks : cho phép Link symbolic trong thw muc
Includes : cho phép SSI (server-side includes)
IncludesNOEXEC : cho phép SSI nhw khdng cho phép
I&énh #exec va #include cho CGI scripts
Indexes : cho Server tra vé danh sach list thw muc va
tap tin néu khong c6 index.html
MultiViews : cho phép tim kiém MultiViews. Néu Server
nhan dwe'c yéu cau cho nhirng tai nguyén khong tén tai
vi du'/doc/resource, sau dé Server sé scans nhirng thw
muc tén resouces.* ,néu co sé lwa chon phi hop va tra
vé cho Client
None : tat hét nhirng option cho thw muc va thw muc con
SymLinkslfOwnerMatch : chi cho Server dwérng dan dai
dién cta nhirng tap tin va thw muc ctda UID
+ O phan trén chi c6 mét Option cho tat ca thw muc tr / (root) la
FollowSymLinks. Tt d6 tr& vé sao tat ca nhirng sw khac biét véi
Option / (root) sé c6 tac dung trén thw muc ban qui dinh
<Directory “/var/www/htm|”>
Options Indexes Includes FollowSymLinks
AllowOverride None
Order allow.deny
Allow from all
</Directory>
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+ Muc AllowOverride néi cho Server biét c6 quyén truy cap
nhirng tap tin dwoc qui dinh béi AccessFileName
(AccessFileName .htaccess trong trwéng hop trén). Néu chon
None Server sé |& di tap tin access file. Néu chon All tap tin
AccessFileName .htaccess sé c6 hiéu lyc
+ Order diéu khién thir tw &p dac quyén han cho nhirng tai
nguyen Order c0 céc gia tri:
Order Deny.Allow : Xét quyén Deny trwéc Allow sau,
mac dinh cho phép truy cap. Client khdng bi Deny va
dwogc Allow thi dwogc truy cap
Order Allow.Deny : Xét quyén Allow trwéc Deny sau va
mac dinh 1a Deny. Client néu khdng Allow hoac bi Deny
thi khéng dworc truy cap
Order Mutual-failure : chi nhirng Client c6 trong danh
sach Allow va khéng c6 trong danh'sach Deny thi dwoc
truy cap
- Cai dat quyén han cho file va thw mug rat quan trong cho
Apache chay 6n dinh va bdo mat. Root $é& 1am chu file httpd.conf
va thv muyc bin. Nhirng User (web)-sé lam chi thw muc log v.v..

3. Cau hinh Virtual Hosts )
- Ban hwdng dan sau day.dung cho cau hinh Vitual Server

Tham sbé Miéu ta
<Virtual Host ipaddr[:port]> Xac dinh dia chi IP cua Virtual
directives host. Directives la nhirng tham
</VirtualHost> s6 cAu hinh default server
NameVirtualHost Dia chi IP cta Vitual Host
ipaddr[:port]
ServerName fqdn Tén day du cda Server

VitualHost

ServerAlias althname Cho phép Vitual Host tra I&i

nhirng host names khac.

- CAu hinh chuén Vitual Server :

Port 80

ServerName webbeast.domain.com
NameVirtualHost 192.168.0.1
<VirtualHost 192.168.0.1>
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DocumentRoot /var/www/thisdomain
ServerName www.domain.com
</VirtualHost>

<VirtualHOst 192.168.0.1>
DocumentRoot /var/www/thatdomain
ServerName www.that.domain.com
</VirtualHost>

- Trong vi du trén www.domain.com va www.that.domain.com la
nhirng aliases (CNAME records) cho dia chi 192.168.0.1", ¢6
nghia 2 tén mién trén va webbeast.domain.com déu trd dén
192.168.0.1. NameVirtualHost dwoc qui dinh la dia-chi
192.168.0.1, tén ServerName la tén may tinh chay Server
webbeast.domain.com . Yéu cau g dén
www.that.doamain.com sé dwgc dap rng tee
Ivar/wwwi/thatdomain, nhwng yéu cau gl dén www.domain.com
sé dwgc dap wng tir /var/wwwithisdomain.

lll. Cai dat cau hinh két hop bao mat Apache hé trgy PHP
A. Chién lwoc bdao méat co’ ban khi'str.dung Apache

- Viéc bado mat Apache gan lién v&i viéc bao mat PHP, mét ngon
ngt 1ap trinh st dung dé tao ra nhirng trang web dong twong tac
v&i nguwdi dung va nhivng dir liéu cta ngwdi dung dwoc lwu
trong co s& d¥ liéu tai local. Viéc bao mat sé mang lai :

. PHP dwoc c4u hinh tdi wu trong mot co ché bao mat tét
Doan:ma PHP sé thyc thi trong méi trwc‘)’ng chrooted
Apache Server sé tir chdi nhwng yéu cau (Get va Post)
chtra nhirng thé HTML ( c6 thé bi tAn cong bang phuong
phap Cross-Site-Scripting) hoac nhirng ki tw (‘) hay (%) (
chdng lai sw tAn cong bang phwong phap SQL Injection )
Khong co 16 canh bao PHP hodc nhirng théng bao 16i

B. Cai dat cau hinh Apache

- Can dam bao MYSQL da dwoc cai trén Server va duoc dat
trong thu muc “/usr/local/mysql” sé tich hgp SQL v&i PHP.
Trudc tién chang ta can tai vé phién ban ma nguén méi nhat
clia Apache, PHP, va nhi*rng modules mod_security (
www.modsecurity.org ) nhirng module nay dwoc dung bao vé
CSS va tn cdng bang SQL injection. Tién hanh gidi nén chuong
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Q)
trinh vao thw muc HOME, va mod_security dwgc chép vao
apache_1.3.27/src/modules/extra/

gzip -dc apache_1.3.27.tar.gz | tar xvf -

gzip -dc php-4.3.2.tar.gz | tar xvf -

gzip -dc mod_security_1.5.tar.gz | tar xvf -

cp mod_security _1.5/apachel/mod_security.c
apache_1.3.27/src/modules/extra/

- Trwéc khi bién dich chwong trinh ching ta can quyét dinh 3
phwong phap ma PHP sé dwgc cai nhw :

Mot Web Server véi module tinh
Mét Web Server véi module déng
Thé hién nhw CGI

CAc céch trén c6 wu diém va nhwoc diém riéng. Bién dich PHP
nhw mét module tinh sé cai thién hoat déng Web Server nhwng khi
nang cap phién ban méi PHP thi can bién dich lai hoan toan. Lua
chon th& 2 bién dich nhw module ddng khi nang cap khdng can bién
dich lai nhwng hoat déng web server:sé giam 5%. Phwong phap the
3 cai PHP nhw |a CGI d6 1a sv lién két co ché suEXEC cuia Apache,
né hoan toan la mét giai phap tét, nhwng néu khong cai dat dang sé
tr& thanh 16i bdo mat nghiém trong. Lwa chon tbt nhat cho viéc bao
mat va tdi wu 1a dung phwong phéap thé nhat. Phan hwéng dan sau
day lam theo phwong phap thir nhat

- Qua trinh cai d&t Apache c6 PHP gidng v&i cai qué trinh cai
Apache & phan trén nhung c6 thém 2 modules 1a mod_php va
mod. security. Can tao User va Group “apache” trwédc khi bién
dich Apache. Lam theo céc buéc sau:

cd apache_1.3.27
Jconfigure
+ Bién dich module PHP
cd ../php-4.3.2
Jconfigure --with-mysql=/usr/local/mysqgl --with-
apache=../apache_1.3.27 --enable-safe-mode
make
su
make install

67/ 80



Reghfd-BE Merge and Split Unregistered Version - http://Awww.simpo,

+ Chuyén vao thuw muc Apache va tiép tuc cai d&t
cd ../apache_1.3.27

.Jconfigure --prefix=/usr/local/apache --disable-module=all
--server-uid=apache --server-gid=apache --enable-
module=access --enable-module=log_config --enable-
module=dir --enable-module=mime --enable-module=auth
--activate-module=src/modules/extra/mod_security --
enable-module=security --activate-
module=src/modules/php4/libphp4.a
make
su
make install
chown -R root:sys /ust/local/apache

“ Jconfigure” & trén chi nhirng module ¢an thiét cho bao
méat dwoc cai

+ Budc tiép theo chuyén vao thw muc PHP va chép tap tin cAu
hinh PHP mac dinh
cd ../php-4.3.2

mkdir /usr/local/lib

chmod 755 /usr/local/lib

cp php.ini-recommended /ust/local/lib/php.ini

chown root:sys /usr/local/lib/php.ini

chmod 644 /ustr/local/lib/php.ini

+ CAu hinh /usr/local/apache/conf/httpd.conf diéu khién PHP
Script

AddType application/x-httpd-php .php

+ Llc nay chling ta c6 thé tién hanh chay thir va kiém tra PHP c6
thé giao tiep v&i MySQL chuwa, Tao tap tin “test.php” trong thu muc
Nar/www/html

<html><body>
<?php
$link = mysql_connect("localhost", "user_name",
"password")
or die;
print "Everything works OKI";
mysqgl_close($link);
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?>
</body></html|>

Néu khong chay can kiém tra lai qua trinh cai dit Apache va

MySQL

C. Bao mat Apache

1. Chrooting Server

Buwéc dau tién ctia bado mat 1a tao méi trudng chrooted cho
Apache v&i module PHP. Dé tao méi trwdng “Chrooting Server”
xem tai liéu hwong dan di keém. Phan thém vao sau day dung
cho PHP. Trwéc khi chay Apache lan dau trong moi trwdng
chrooted can chép thém vao nhirng thw vién sau:

cp /usr/local/mysqgl/lib/mysqgl/libmysglclient.so.12
/chroot/httpd/usr/lib/

cp /ust/lib/libm.so.2 /chroot/httpd/ust/lib/

cp /ust/lib/libz.so.2 /chroot/httpd/usr/lib/

Chép tap tin cau hinh PHP mé&c dinh

umask 022
mkdir -p /chroot/httpd/usr/local/lib
cp /usr/localllib/php.ini /chroot/httpd/usr/local/lib/

Tao thu muc “/chroot/httpd/tmp” . Thu muc nay phai cua Root va
dwoc chmod 1777. Sau khi tao mai trwdng moi ching ta co thé
kiém tra'néu Apache hoat dong tot:

chroot /chroot/httpd /usr/local/apache/bin/httpd

Trwée khi cdu hinh PHP c&n phai c&n than kiém tra lai sy giao
tiép gitba PHP va MySQL. B&i vi sy giao tiép gitra PHP va
MySQL trén local bang viéc siv dung socket “/tmp/mysql.sock”.
Sau khi dung PHP trong méi trwéng chrooted can tao hard link
dén mai trwéng chrooted

In tmp/mysql.sock /chroot/httpd/tmp/
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2. Cau hinh PHP )
- Bé Apache tich hgp PHP can thém vao tap tin httpd.conf

AddModule mod_php4.c

AddType application/x-httpd-php .php
AddType application/x-httpd-php .inc
AddType application/x-httpd-php .class

C6 thé thém phan mé rong khéac nhw html, dhtml tdy thudc
vao Server
- Nhirng thay déi quan trong cai thién bao mat cia PHP cho tap
tin “/chroot/httpd/usr/local/lib/php.ini”

Tham sb Miéu ta
Safe_mode= on PHP Script chi c6 thé truy cap nhirng tap
tin khi ma Owner nhirng tap tin nay la
Owner clia PHP: Script..D6 la ki thuat bao
mat quan trong.cho. PHP. Ngan chan hiéu
qua viéc truy cap file hé théng
(/etc/passwd)
Safe_mode_gid=off Khi safe_mode on va safe_mode_gid off,
PHP script c6 thé truy cap tap tin cung
Ownerva cung group
Open_basedir = Khi open_basedir dugc thiét 1ap PHP chi
directory[:...] cO thé truy cap nhirng tap tin trong thw
muc dwoc chi dinh ( va thw muc con)
safe_mode_exec_dir | Khi safe_mode on, ham system(), exec()
= directory[:...] va nhirng hoat dong thwc thi chwong trinh
sé bi tir chéi ,néu khong dat vao thu muc
chi dinh
expose_php = Off Tét “expose_php” PHP sé tiv chéi cho
HTTP Headers gvi dén Client khi tra I&i
yéu cau
register_globals = Off | Khi register_global on tat ca cac bién
EGPCS ( Environment, Get, Post, va
Server) tw déng dang ki nhw bién global,
né c6 thé tao ra 16i bao mat nghiém trong.
Nén tat register_global ( M&c dinh tw
phién ban 4.2.0 tham s nay off)
display_errors = Off Néu display_errors tat, PHP error va |&i
canh béo sé khong xuét hién. B&i vi loi
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canh bao nay thudng dé 16 nhirng thdng
tin dwdng dan, cau truy van SQL v.v..

log_errors = On Khi log_errors dwoc bat, tat ca 16i va canh
bao dwgc ghi nhan vao tap tin dwoc khai
béo trong error_log. Néu khong khia bao
error_log nhirng thdng tin nay sé duoc
Apache server ghi nhan lai

Error_log = filename | Chi dinh tén tap tin dwgc dung ghi lai

canh bao va 16i (User va group Apache co
guyén ghi)

3. Chéng lai cach tdn cong CSS va SQL Injection

Buwdc cudi cung cho viéc bao mat la thye hién viéc logging GET
va POST, dbng thdi thuc hién viéc bao vé CSS va SQL
injection. Chling ta sé str dung module mod_security. Thém vao
tap tin httpd.conf

AddModule mod_security.c
Bat ché dd logging GET va POST, thém vao tap tin httpd.conf

<IfModule mod_security.c>
AddHandler.application/x-httpd-php .php

SecAuditEngine On

SecAuditLog logs/audit_log

SecFilterScanPOST On

SecFilterEngine On
</IfModule>

Nhirng Iénh trén sé bat chirc nang Audit Engine c6 nhiém vu
logging lai nhirng yéu cau, va bd loc POST Engine log lai yéu
cau POST. Bé bao vé (rng dung Web chéng lai CSS can thém
vao trwéce “</IfModule>”

SeckFilterDefaultAction "deny,log,status:500"
SeckFilter "<(.|\n)+>"

Dong dau tién Server sé tra vé thong bao “Internal Server Error”
khi mét yéu cau tim kieém cum ttr trong bién SecFilter dwoc gl

71/ 80



Reghfd-BE Merge and Split Unregistered Version - http://Awww.simpo,

dén. Dong thir 2 thiét 1ap cho bd loc tim nhirng thé HTML trong
yéu cau GET va POST

- Mét trong nhirng ki hiéu dién hinh cla viéc tAn cong SQL
Injection la d4u (*) hodc (*) trong yéu cau GET hay POST. Bang
viéc tir chdi nhing yéu cau chira nhirng ki tw trén ching ta sé
lam cho viéc tAn cong SQL Injection tré nén khé hon, thém vao
tap tin httpd.conf

SecFilter ™
SecFilter "\""

- Viéc loc nhivrng ki tw <,>,",” gitip chéng lai viéc tAn cong CSS va
SQL Injection, nhwng nhwng wng dung PHP sé& hoat déng khéng
tét, vi ngudi dung khong thé str dung nhwng ki-tw nay trong
nhirng forms HTML. D& giai quyét van dé nay ngon ngtr
JavaScript c6 thé dwoc dung cho phia Client, né c6 thé thay thé
nhirng ki tw trén véi nhivng thé nhw &lt; &gt; &quot; ...

IV. Nhirng lién két tham khao
- Apache HTTP Server Project: http://httpd.apache.ora/
- Sample httpd.conf: www.securityfocus.com/data/tools/httpd.conf
- Sample apache.sh:
www. securityfocus.com/data/tools/apache.sh
- Securing Apache: Step-by-Step:
www. securityfocus.com/infocus/1694
- Sample httpd.conf.with PHP support:
www. securityfocus.com/unix/linux/images/maj_httpd.conf

- PHP: www.php.net
- mod_security:: www.modsecurity.org
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=2
DICH VU THW BIEN TU (Sendmail) |_7J

1. Khai niém:

Thw dién t&, Electronic mail, Email, 1a dich vu cé thé néi Ia quan
trong nhat dbi véi ngwdi st dung Internet. Do tinh phd cap cla
email, viéc cAu hinh tét Mail server, tao diéu kién cho ngwdi st dung
c6 thé trao d6i Email Ia cong viéc dau tién va quan trong nhét cla
ngwoi quan tri. Mot ciu hinh sai email c6 thé dan dan tinh trang
khong gt hodc nhan dwoc thw, hodc té hon la mat thw.ma khong co
phan héi. Hoat dong cua dich vu mail gan rat chat ché véi cau hinh
cla DNS.

Chng ta the hinh dung qua trinh giri mail dé hiéu vé co ché hoat
dong cla hé thong Email.

Dau tién, ban phai c6 mét chwong trinh cho phép ban soan thao
mail. C6 rat nhiéu chwong trinh thwe hién nhiém vu nay : Internet
Explorer, Eudora, Netscape cho-Windows; eml, netscape, mail cho
Unix ... Cac chwong trinh dau tién cho phép ban danh dia chi Email
cla ngwodi nhan. Bia.. chi d6 ngay nay c6 dang
recepient_name@domain-name.top_ domain , vi dy nhw
vgthang@mcsevietnam.com; Sau dé ban soan thao ndi dung thw va
gi di bang mot Iénh-hay moét nhap chuét. Khi do, chwong trinh mail
client sé& theo clu-hinh ma ban da lam, tim mét SMTP server,
outgoing server. SMTP la viét tat cGa Simple Mail Transfer Protocol
va server str dung giao thirc SMTP dwoc goi la SMTP server. Nguoi
ta con thwdng quen dung la mail server. Khi ban khai bao SMTP
server-ban thirdng dung tén va nhw vay ban phai st dung DNS
server ma may ban phai khai bao tir trvéc dé nhd phan giai va tim
dia chi IP twong Gng. Sau khi tim ra dia chi IP cia SMTP server,
chwong trinh mail clia ban sé& thywc hién mot két ndi TCP/IP Vi
SMTP server vao cong 25, la cdng quy dinh cho SMTP server. Hai
tién trinh mail client va mail server sé trao déi thong tin v&i nhau
théng qua SMTP protocol. Néu moi viéc théng subt, email cta ban
sé dwoc chap nhan lwu triy trén SMTP server va chwong trinh mail
client ctia ban két thac phién lam viéc.
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Cong viéc tiép theo 1a SMTP server cla ban tim cach g&ri mail cia
ban t&i nguwdi nhan. Pé lam viéc nay, SMTP server cla ban thuc
hién 2 thao tac :

+ Tim mail server clla ngwoi nhan clia email clda ban

+ GWi email clia ban dén mail server ciia ngwoi nhan trong

email cda ban.

Thao tac dau tién hoan toan dwa vao DNS servers. Cu thé 1a SMTP
clia ban sé dong vai tro mot DNS client dé& hoi DNS server ctia mién
cta ban xem “ai |& mail server cGia mién mcsevietnam.com ?” Quéa
trinh tra hdi nay dwa dén viéc tim ra moét record c¢6 dang
mcsevietnam.com. IN MX 10 mailserver.mcsevietnam.com. nam
trong CSDL cla mdt DNS server nao dé, thwong l1a DNS server cla
mién mcsevietnam.com.
Néu qué trinh nay khéng thanh céng, thw cta ban sé khong glvi di
dwoc va ban sé nhan dwoc moét thong béo tra 1&i rang-email cta ban
khong duwgc vi “host unknown”. Néu nguoc lai, SMTP cla ban sé
mé& mot két ndi TCP/IP dén mailserver.mcsevietnam.com vao cong
25 dé glri email cda ban. Lic nay SMTP cta ban déng vai trd mot
mail client. Giao thtrc SMTP lai dwoc str dung d& chuyén thw trong
khau nay.
Néu moi the thanh céng, email cla ban s& dwoc lwu trip trén
mailserver.mcsevietnam.com va ngwoi nhan vqthang sé phal két nbi
v&i mailserver.mcsevietnam..com dé |4y thw vé may cia minh va
doc thw.
Trén day |& miéu t& mét qua trinh glri mail dién hinh trén Internet.
Trén thuc t&, qua trinh ndy c6 thé phirc tap va thay ddi kha nhiéu
phu thudc vao cau hinh cda tirng mang. D6 chinh 1a yéu té 1am phirc
tap héa rat nhiéu hé théng Email va kho khan dbi véi cong tac quan
tri dich vu Email. Céc ban cling nhan thay cé it nhat 4 may tinh tham
gia vao qua trinh chuyén mail, nhiéu Ian DNS server tham gia vao va
néu hé théng DNS server khdng chay hoan hao, ching ta khéng thé
gli Email duoc.

2. Dich vu mail server trén Linux (Sendmail):

C6 nhiéu chwong trinh SMTP server, nhuwng Sendmail c6 18 14
chuwong trinh SMTP server néi tiéng nhét trén Unix tr lau nay bdi
tinh nang manh va cling b&i tinh phirc tap clda n6. Chwong trinh
Sendmail dwoc viét bi Eric Allman khi 6ng 1a mét sinh vién cla
University of California at Berkeley vao nam 1979. RedHat Linux c6
hai chwong trinh mail server [a smail va sendmail. Nhin chung smail
thich hop cho mét mang don giadn, con sendmail thi c6 thé dung cho
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ca hai. Trong khuén khé bai viét nay, ching ta sé nghién ctru
chwong trinh sendmail.

Chuwong trinh sendmail c6 thé dwoc goi Ién bd nhé béi hai cach.
Céch thir nhat |a sendmail duoc goi Ién b&i chwong trinh mail client,
vi du nhw chwong trinh cung tén mail. Khi d6 sendmail s& mé& mét
két ndi dé& gt mail di. Day la cAu hinh sendmail néu may cta ban
khong phai 1a SMTP server. Cach th& hai la sendmail dwgc hoat
dong theo kiéu daemon, tic 1a thwong trd trén bo nhé. Khi do,
daemon sendmail “nghe* sau céng 25 cac két ndi dén. Mdi khi co két
ndi dén cdng 25, sendmail daemon sinh ra mét tién trinh sendmail
con dé tiép nhan két ndi nay, con ban than minh thi tiép tuc chd doi
cac két nbi khac. Vi 1énh netstat —n ta c6 thé hién. thi cac két noi
dang trong thwc hién. Sendmail s& dung céc tap tin cdu hinh va thw
muc nhw sau:

- D4u tién, Sendmail s dung tap tin cu hinh /etc/sendmail.cf
méi khi duoc goi 1én bd nhé. Tap tin nay rat thich hop cho cac cong
tac ctia sendmail nhwng cwe ky khé hiéu déi véi nguwei doc. Vi du
nhw doan sau day clia sendmail.cf:

R$- $@ $1@3${HUB} user.-> user@hub
R$-@3%w $@ $1@${HUB} user@local -> user@hub

- Day 1a mot nhuwoc diém ddng thdi 1a mét wu diém cha sendmail
vi n6 cho phép ciu hinh sendmail cwc ky uyén chuyén va théa man
cac yéu cau du éo le nhat ctia mot mail server. Néu ban chuwa mot
lan phai “v& dau” bdi nhivng ky tw & rap nay thi ban chwa phai la
quan tri vién thwc thu .

- Trong tap tin sendmail.cf c6 mét sb trudng quan trong la :

# Alias for this host
Cwkhangves.mcsevietnam.com. vgthang.ittvn.com.
Cwlocalhost linuxsrv.mcsevietham.com.

- Dong thr 2 xac dinh rang tat ca cac email véi dia chi
user@khangves.mcsevietnam.com, user@vgthang.ittvn.com la
thudc v& may ma chuwong trinh sendmail dang chay, can phai dwa vé
cho chuwong trinh chuyén mail trén may local va phai thir xem user la
c6 tdn tai trén may nay khong. Tat ca nhwng mail v&i phan domain
ngoai Cw déu dwoc coi la cho mién ngoai va phai chuyén di qua
mang bang sendmail.

# Smart host

Dssrv.mcsevietnam.com

# Use this mailer to reach the Smart host
DNsmtp
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- Dong thir 2 ctia vi du trén chi ra rang véi tat ca cac mail khéng
local, chi cn chuyén dén tram mail trung chuyén (mail relay) va tén
ctia mail relay la chudi ky tw nam sau DS.

- Dé thtr xem sendmail c6 phan gidi dia chi va chuyén thw ding
theo y dinh cia minh hay khong, ban c6 thé ding Iénh sendmail —bt
hoac mail —v dia_chi [root@linuxsrv root]$ /usr/sbin/sendmail -bt
ADDRESS TEST MODE (ruleset 3 NOT automatically invoked)
Enter <ruleset> <address>
> 3,0 a@khangves.mcsevietnam.com
rewrite: ruleset 3 input: a @ khangves.mcsevietnam.com
rewrite: ruleset 96 input: a < @ khangves.mcsevietnam.com:>
rewrite: ruleset 96 returns: a < @ khangves.mcsevietnam.com.>
rewrite: ruleset 3 returns: a < @ khangves.mcsevietnam.com. >
rewrite: ruleset O input: a < @ khangves.mcsevietnam.com. >
rewrite: ruleset 196 input: a < @ khangves.mcsevietnam.com. >
rewrite: ruleset 196 returns: a < @ khangves.mcsevietnam.com. >
rewrite: ruleset 98 input: a < @ khangves.mcsevietnam.com. >
rewrite: ruleset 98 returns: a < @ khangves.mcsevietnam.com. >
rewrite: ruleset 195 input: a < @ khangves.mcsevietnam.com. >
rewrite: ruleset 195 returns: $# local $::a
rewrite: ruleset O returns: $# local $::a
>
> 3,0 a@yahoo.com
rewrite: ruleset 3 input: a @ yahoo . com
rewrite: ruleset 96 input: a <@ yahoo . com >
rewrite: ruleset 96 returns: a < @ yahoo . com . >
rewrite: ruleset 3.returns: a < @ yahoo . com . >
rewrite: ruleset O input: a < @ yahoo . com . >
rewrite: ruleset 196 input: a < @ yahoo . com . >
rewrite: ruleset 196 returns: a < @ yahoo . com . >
rewrite: ruleset 98 input: a < @ yahoo . com . >
rewrite: ruleset 98 returns: a < @ yahoo . com . >
rewrite: ruleset 195 input: a < @ yahoo . com . >
rewrite: ruleset 90 input: < yahoo . com > a < @ yahoo . com . >
rewrite: ruleset 90 input: yahoo . < com > a < @ yahoo . com . >
rewrite: ruleset 90 returns: a < @ yahoo . com . >
rewrite: ruleset 90 returns: a < @ yahoo . com . >
rewrite: ruleset 95 input: < srv.mcsevietnam.com > a < @ yahoo .
com. >
rewrite: ruleset 95 returns: $# smtp $@ srv.mcsevietnam.com $: a <

@
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yahoo . com . >

rewrite: ruleset 195 returns: $# smtp $@ srv.mcsevietnam.com $: a <
@

yahoo . com . >

rewrite: ruleset O returns: $# smtp $@ srv.mcsevietnam.com $: a <
@

yahoo . com . >

3. Cai dat va cdu hinh Sendmail:
+ Cai dat :
- Dé cai dat Sendmail tir package rpm, ta dung lénh ;
rpm —ivh sendmail-X.xx.X-xx.rpm
+ Céu hinh :
- D& cAu hinh Sendmail, ta cu hinh trong file
letc/mail/sendmail.cf. Trong file nay, ta chi cAu hinh mét sé cac tham
sb thuweng dung nhuw sau :

Céac tham sé6 can diéu chinh Giai thich

Cwlocalhost mcsevietnam.com Cau hinh cho sendmail nhan
mail cho mién
linuxsrv.mcsevietnam.com.

# "Smart" relay host (may be null) | Cac mail sé dwoc chuyén Ién

Dslinuxsrv.mcsevietnam.com may linuxsrv.mcsevietnam.com
dé gdi di.

# maximum number .of recipients Giéi han s6 nguwdi nhan trong

per mét 1a mail.

SMTP envelope
O MaxRecipientsPerMessage=50

# maximum:message size Gidi han kich thwérc tdi da cua
O MaxMessageSize=3000000 mot 1& mail, tinh theo don vi
bytes

- Ngoai ra phai cAu hinh cho sendmail nhan relay mail cho mién
da khai bao(linuxsrv.mcsevietnam.com) trong file
/etc/mail/sendmail.cf ta thém tén mién dé
(linuxsrv.mcsevietnam.com) vao trong file /etc/mail/access nhw sau :

Linuxsrv.mcsevietnam.com RELAY

- Dong khai bao nay cho phép cac client gtvi dwoc mail théng qua
mail server sendmail nay, mat khac mail server nay cé thé nhan mail
cho mién linuxsrv.mcsevietnam.com goi la co ché chéng relay :
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ngoai mién nay, sendmail khdng nhan chuyén mail cho bat ct» mién
nao.

- Sau khi thém dong nay vao, ta phai chuyén file dang text sang
dang chuan clia sendmail c¢6 thé doc dwoc bang Iénh sau :

Cd /etc/mail/
Makemap hash access<access
- Khi d& thuc hién xong cac budc trén, ta cé thé khéi dong
sendmail bang lénh :
/etc/init.d/sendmail stop
/etc/init.d/sendmail start
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PPP SERVER I_g

Cai dat PPP Server trén Linux ( st dung kernel 2.2.x hay 2.4.x).

PPP server twong tw RAS server bén windows. Cho phép client truy

cap tlr xa vao server thdng qua modem. Server st¢ dung modem

External gan vao COM1 hoac COM2

1. DBam bdo cac package sau day da dwoc cai dat:
mgetty-1.1.28-9.i386.rpm
mgetty-sendfax-1.1.28-9.i386.rpm (netpbm)
mgetty-viewfax-1.1.28-9.i386.rpm
mgetty-voice-1.1.28-9.i386.rpm
mingetty-1.00-3.i386.rpm
ppp-2.4.1-7.i386.rpm

2. M@ tap tin /etc/inittab tim dén
# Run gettys in standard runlevels
1:2345:respawn:/shin/mingetty tty1
2:2345:respawn:/sbhin/mingetty tty2
3:2345:respawn:/shin/mingetty tty3
4:2345:respawn:/sbin/mingetty tty4
5:2345:respawn:/sbin/mingetty tty5
6:2345:respawn:/sbin/mingetty tty6
Thém vao :
7:2345:respawn:/sbin/mgetty ttySO -n 1 ( Néu
modem gan vao COM1)
8:2345:respawn:/sbin/mgetty ttyS1 -n 1 ( Néu modem
gan vao COM2)

# s6 1an Ring duoc xac dinh bang tham sé -n 1 (ring 1 1an)
3. Kich hoat lai inittab
kill -HUP 1

Sau khi kich hoat lai inittab dén tin hiéu AAva TR (AA: Auto
Answer, TR: Terminal Ready) bat sang. Luc nay néu quay so
vao PPP Server sé thay tin hiéu tra 10i

4. M@ tap tin /etc/mgetty+sendfax/login.config them vao:
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/AutoPPP/ - a ppp /usr/sbin/pppd auth -chap +pap login
debug

5. M@ tap tin /etc/ppp/pap-secrets va them vao “*” cho server, “ “" ¢
cho secret va “* cho dia chi IP, ban ciing c6 thé chi dinh tén,
password va IP cho viéc chirng thwc PAP

6. M tap tin /etc/ppp/options them vao nhirng options:

lock
-detach
modem
crtscts
proxyarp
asyncmap O

lock: Tao taptin lock gianh riéng quyén truy xuét nhirng
thiét bj dat biét
-detach: néi cho pppd khdng phan manh thanh nhirng
tién trinh nén khac, cho dén khi thiét bj serial dwoc chi
dinh
modem: ngudi ding sé phai dei tin hiéu tr modem dé
c6 thé dwoc xac nhan khi thiét bi serial dwoc mé, néu
khoéng dwoc chi.dinh trwéc
crtscts: st dung phan ctng diéu khién flow
proxyarp: chi dinh cho client xuét hién trén mang Lan
ngang hang
asyncmap:0: thiét 1ap pppd khong cai va st dung
escape control sequences
7. Tao tap tin /etc/ppp/options.ttyname chi dinh IP cho client va

servertrén mdi cong tty
192.168.0.1:192.168.0.100
#serverlP:clientlP

Dung windows tao két néi vao PPP Server véi Username va
Password cta user trén hé diéu hanh Linux
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