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Huéng dan st dung cai dat
va cau hinh Surfcontrol for
ISA dung Monitor Website




Hudng dan st dung cai dat va cau hinh Surfcontrol for ISA dung
Monitor Website

. Gidi thiéu :

Software Surtcontrol 13 1 soft dugc cai thém vao hé thOng ISA Firewall, Surfcontrol dugc cai va
ding dé€ ho trg cho ISA trong viéc Monitor hoat déng cUa user trong hé théng khi s dung proxy
cho protocol HTTP, HTTPS va FTP. Pay 1a mOt trong nh{ing chuong trinh manh cho phép ngudi
qudn 1y c6 thé theo d&i ngudi dung Internet theo thdi gian thuc, theo Iuu Iuong st dung va ap
dung céc quyén truy cap Internet linh hoat theo yéu cau

cla c4c doanh nghié€p, Surfcontrol con cho phép xuat cac két qud bao cdo v€ hoat ddng clla nguoi
dung st dung dich vu Web trong mang mot cach chi tiét va cu thé.

I1.Chuan bi

Bai lab st dung 2 may 1 mdy lam DC va 1 may lam ISA Server

A. cau hinh..

+May DC :

-C6 1 NicvacoIP 172.16.7.2/24 — DG : 172.16.7.1 — DNS: 172.16.7.2

-DC 1én Domain va tao cac user kt1,kt2 kt3,kt4 pass 123, tao 2 Group Sep va nhanvien , kt1 va kt2
thubc group sep, kt3 va kt4 thudc group nhanvien

-Cai Firewall client -> detect ISA server

+May ISA

-Co 2 Nic va c6 IP nhu sau:

Nic 1: IP 192.168. 7.1/24 — DG 192.168.7.200 — DNS khéng st dung -> n0i vao router ADSL
Nic 2 : IP 172.16.7.1/24 — DG khéng st dung — DNS 172.16.7.2 -> ndi v6i méy DC qua hé thdng
Switch

-Cai ISA 2004 + SP1

-Join may ISA vao Domain

III Thuc hién
+Budc 1 :Cai SQL2005 hodc SQL express d€ 1am nGi ch(ta database cUa surfcontrol. SQL dugc
cai trén May DC :

Link download SQL express http://surfcontrol.com/popup.aspx?id=5990
4 bai lab nay t6i s& dung SQL 2005 d€ lam store database st dung cho surfcontrol



http://surfcontrol.com/popup.aspx?id=5990

-chay file setup.exe d€ ti€n hanh cai SQL2005
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Budc 2 : cai Surfcontrol trén may ISA

- Download trial software va xem thdng tin cUa surfcontrol tai www.surfcontrol.com
cai surcontrol SP1 va SP2

Link download surfcontrol SP1

http://surfcontrol.com/popup.aspx?id=6704

Link download surfcontrol SP2

http://surfcontrol.com/popup.aspx?id=7564

cac Link Download khac + documents

http://www.symbolic.it/download/surf...sa server.html



http://www.symbolic.it/download/surfcontrol/web_filter_isa_server.html
http://surfcontrol.com/popup.aspx?id=7564
http://surfcontrol.com/popup.aspx?id=6704
http://www.surfcontrol.com/

- Chay file vira download vé dé cai dat surfcontrol
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Budc 3 : M6 ISA Server Management, tao 3 rule nhu hinh bén dudi

Hinh anh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh anh gdc véi kich
thudc 1a 800x581

E= Microsoft Internet Security and Acceleration Server 2004 . =1=1 %]
fle  Action  Yiew  Help
e AERILAFXPE* @S
(=3 Mezrosofit Internet Securty and Accels Microsoft 3
5 Gl pez1 Internet Security & 5 .
- La:_g Maritoring Acceleration Sewe F 2004 Firewall Policy
- Standand Edition
14 Firewall Pobcy
<53 Virkual Priv J Fircwall Policy %
I 5; co:a;lu:-leﬂelwks (VFH) Toohox Y Tasks '\ Help
=}
% tetsars 0. = | Hame liaction | Protocots | From f Listener | To | condition Al
Cache = 71 ds Gaalow LJpns . Inkernal ) Extomnal All Users '
Emw 4 9 = i & Firewall Policy
E al R Tasks
e 2[¥]2  nobo @ atow L] Al Guthou,.. <. Inbernal . Inkemal e, All Ussrs
A Locsl Host A Locsl Hast =) Create New Access Rule
e @ s LIHTIP <. Intermal @estemal B Allusers 5 Publish 3 Web Server
LiHTTIPS i Locs| Host =) Publish 5 Secure Web
. Server
[ 7] Last Dk audt e L) Al Traffic <k Allbetworks ... < Allbetwork... B2, All Use
(7 O oeny Llart e =t & s 51 Publish a Mal Server
5} Creabe New Servar
Publizhing Rule
j Edik Selected Rule
[ 2 Delete Selectad Rules
P # Move Selected Rules Down
~  (#) Disable Selected Rules
System Policy Tasks
[ Edit System Pobcy
B Show System Poby Rubss
(#) Export System Polcy
@ Import System Pokcy
Related Tasks
5 Define I Preferences
@_-') Export Firesall Policy
"I I L’ 4| | » () Import Frrewal Polcy :l
Dane | |

ButGc 4: cau hinh ISA chiing thuc user truGe khi sit dung http, https

- Vao Configuration->Networks-> Properties Internal Network



- Chon Tab Web Proxy -> Chon Authentication
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- Panh diu check vao Require all user to authenticate



i

ey et mehos s e e e
et e 54 S conpute,

e st ez

| II IEI:I

et

iz

B

il
P

L
flnte b
|
|

1 et

hihetrates s g e RADILS ot




Budc 5: cau hinh Surfcontrol
- Vao Start\Program\SurfControl Web Filter\Rule Administrato

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc véi kich
thudc 1a 800x600

[@ Database Tools
Windows Update @ Documentakion »
@ Enkerprise User Monitaring 3
é e I Accessories v B Client Adrinistrator
E [m Administrative Tools 3 . Configure Corporate MNetwork Detection Service
% < Documents ¥ | Microsoft 154 Server ¥ §1 cuskom Cateqgorization
g g' _— ! I Startup v @B Display Web Filter Iron in System Tray
Settings :
E . & Internet Explarer BB FReal-Time Monitor
E I‘) Search v % Microsaft Yirtual PC W) Release Motes
@ Qutlook Express f  Rules Administrator
’5 @) e Ec LR peE . Remate Assistance 4 sScheduler
7 Run @ Microsoft SQL Server 2005 ¥ S SurfControl Web Filbsr Manager
~ @@ sSurfControl Web Fiker 3 EQ ‘Wehb Filter Help
E Sk i, @ Haowig's Quick Screen Caphure #
I Microsoft Cffice »

o) 1526M

-Mat dlnh Surfontrol sau khi setup xong da cé sang 1 sO rule nhung chua dugc Enable
-bé& tao 1 rule mGi ban vao Rule, chon New

| i s ik Sereen Ca |

Hinh anh nay da duoc thay d6i kich thudc. Click vao day d€ xem hinh anh gdc véi kich
thudc 1a 800x576



# SurfControl Rules Administrator - [.] o = |

Eile Wiew | pule Object Tools Help

Bl [E3XE++ B mOE|

g:f::j;te | where | ‘what | when :I
O\:erride Travel AMYTHIMG Workkime

= web-based E-mail, Chat, Peer-to-Fesr  ANYTHIMNG AMNYTIME

fictive ANYWHERE pzp ANYTIME

Inactive AMYWHERE Instant Messaging and Chat AMYTIME

Shopping ANYTHIMNG After wark, We
Shopping, Sports, Ringtones/Mobile ... ANYTHING ANYTIME

it Delete

4 I Move g | »

[Move Do

e, hatI @ \A-"henl .&Ilowancel 5@ Bandwidthl Nntif_l,JI & Http Deny Page

e E MOMTOF e WoFRSTatns Dizplay objects which contain: |
()-8 NT Domain Ohijects _
g #ctive Directory bject Name |

[+ & User Defined Who Cbjects
[, Mobils Who Objects

Create a new rule 0 Objects
**% Cac thanh phan cau tao nén 1 rule

a> Type : loai rule c6 4 loai

+ Allow access : Cho phép truy cap

+ Allowance : Cho phép truy cap theo hang dinh ( bang thong, th0Oi gian)

+ Disallow access : Khong cho phép truy cap

+ Override : cho phép truy cap nhung s€ c6 canh béo cho user user

b> Who : IP, user hodc group nao bi anh hudng

¢> What: loai gi

d> When: khi nao rule nay dugc thuc hién

e> Where : dnh huéng khi dén dau ( c6 th€ 1 1 trang web hodc 1 categories ( chlfa cac trang web
ma surfcontrol monitor dugc ) )

f> Allowance: hang dinh bang théng theo 1uu lugng hodc thOi gian chi dung dugc khi type cla
Rule 1a Allowance

g> Bandwidth: d6 uu tién cla bang thong

h> Notify : email thong bao dén user chi dinh

i> Http deny page : ch(fa cic trang web thong bao dugc surfcontrol redirect vé khi user vi pham
rule, c6 thé tao mdbi

***] Utu ¥ surfcontrol ciing hoat dOng theo gia th(r tU rule tU trén xuGng dudi rule nao théa thi cac
rule phia dudi xem nhu khdng c6 tic dung

Nguyén tac tao rule : cac rule Disallow ndng trén cling dén cac rule Allowance rdi dén dén rule
override r&i dén rule allow access cu0i cting ludn 1a 1 rule disallow tat ca

Bay gi0 chiing ta s& di 1am 1 vai rule tiéu bi€u md ta cac Rule cUa surfcontrol

Rulel: Tao rule cho phép cac user dugc quyén truy cap Internet khong giGi hang :



- Vao Rule chon New

- O tab rule, chon Allow access va lam theo mac dinh
- Nhap Apply

-logon kt3 test thay ra dugc trang web bat ky

-logon kt4 test

thay ra dugc trang web bat ky

Rule 2: Tao rule cam user kt1 truy cap trang web www.nhatnghe.com
- Vao Rule chon New

- O tab Rule, chon Disallow access

- O tab Who, chon Modify, chon kt1, chon Add

Tab WHO

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc véi kich
thudc 1a 735x522

Rule Objects ' x|

‘t'ou can modify the filter objects that pou have created by selecting the group from the ree zo that it appears in the bottom rnight
pane and then dragaing and dropping items on to the member pane.

Members:
€ 1
i Moritored Workstations Display obigcts which contair: |
[#l-£& NT Domain Cbjects :
(1) Active Directory Chject Name | =
E@ nhomz3,com ket
-] Builin € k2
|:| Computers € k3
[#-[&8] Domain Controllers € ktd
@ DomaininsZones ﬁNhanvien Dbject List
|:| ForeignaecurityPrincipals mR,QS and IAS Servers
@ ForestDnsZones €5 schema admins Iew..
([ Users ﬁﬁep Delete
[]---Q Llser_ Defined wha Chjects ﬂ SUPPORT 38894520 m
[ -4 Mohilz Who Ohjects ﬁTeInetClients I Lrop
{8, Who Lists -
0k | Cancel |

-0 tab Where, chon Modify, chon trang web www.nhatnghe.com ( 1uu ¥ ban chi c6 thé add nhfj‘pg
trang web ma user da tUng truy cap nhu vay ban phai c6 1 khodng thoi gian cho user truy cap tat
cd trang web d€ surf 1uu 1ai rOi sao d6 méi c6 thé dung dugc ), nhdn Add

Tab WHERE

Hinh anh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh goc véi kich
thudc 1a 735%522


http://www.nhatnghe.com/
http://www.nhatnghe.com/

Rule Objects :

'ou can modify the filter objects that pou have created by selecting the group from the ree 2o that it appears in the battom right
pane and then dragaing and dropping items on to the member pane.

Members:

wany, nhatnghe. com

il = Monitored Destinations
B[ User Defined Where Objects
@ Hosts and Domains

T Subniets

“Eh Cateqories
g ‘Where Lists

Dizplay objects which contain: |

Chiject Mame |

ad, vigldmanager . com
adserving.cpxinkeractive,com
logging. vnexpress. net
pagead?, googlesyndication. com
wilick, com

¥NExpress.net

v, google, com,wn

i, nhatnghe, com

AL EUitrE, com.vn

w3, buitre com.vn

tember List

Obiject List

Hew..

[1elete

Eroperties,..

ok | Cancel |

- O tab HTTP Deny Page, ban chon Modify va chon Default( chon edit, dé€ chinh stta ndi dung
trang web s& hién thi khi thanh vién truy cap trang web cam)

- Nhan Apply.

~click niit commit & goc trai phia trén dU0i task file
- Log on KT1, truy cap vao trang web : www.nhatnghe.com, mOt trang web s€ hién ra

Hinh anh nay da duoc thay dGi kich thudc. Click vao day d€ xem hinh anh gdc véi kich

thudc la 800x600



http://www.nhatnghe.com/

3 SurfControl - Access Denied - Microsoft Internet Explorer =]l

File Edit “iew Favorites Tools Help | l’f

EJEack - 63 - [x] 2] | ) Sgarch < Favorites 4% | s =

Address IE_] http: e nhatnghe., comy _'J G0 | Links >
Al

WEB CAM

Hin lot, ban khong co quyen han vao trang web nay.

&
|&] Dane iTliclicliclis |@ Trusted sites
.ri,-‘Startl J =] J I@ SurfControl - Access ... Wi 2:43pM

Luu y : surf control qui dinh phan biét www.abc.com khéc vGi abc.com vi v@y khi add cac url phai
luu y add hét cac sub domain cUa trang web

Rule 3 : Tao 1 rule cho phép kt2 chi duoc truy cap internet 30 phit

- Vao Rule, chon New

- O tab Rule, chon Allowance

- 0 tab Who, chon KT2, nhan Add.

- O tab Htttp Deny Page, add trang web Allowance( chinh sfa n0i dung trang web theo y ban)
- U tab Allowance , ban chon 30 minutes (ban c6 thé stta d6i lai thdi gian), Add

Tab Allowance

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gbc véi kich
thudc 1a 735x522


http://www.abc.com/

Rule Objects x|

'ou can modify the filter objects that you have created by selecting the group from the tree 2o that it appearz in the battom right
pane and then dragaing and dropping items on to the member pane.

tembers:
tember List——
Y10 me
Delete |
""" Allowance Objects Dizplay abjects which contain: |
Chiject Mame |
10 MB
30 minutes
Object List
New...
Delete
Froperties...
(] | Cancel |
A
- Nhan Apply.

- Log on KT2, vao trang web bat ky, 30 phiit sau n€u ti€p tuc truy cap sé hién ra mot trang web
ma ching ta vUa s(fa va add & trang http deny page

Hinh anh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh goc véi kich
thudc 1a 800x600



3 SurfControl - Access Denied - Microsoft Internet Explorer =]l

File Edit “iew Favorites Tools Help | l’f

EJEack - 63 - [x] 2] | ) Sgarch < Favorites 4% | H- s B

Address IE_] hitp: i, google, com, vy _'J G0 | Links >
=

HET THOI GIAN TRUY CAP

Thod gian truy cap cua ban da het va ban da dewnload dung luong qua lon

Lien he voi Admin de duoc huong dan them

&
|&] Dane iTliclicliclis |@ Trusted sites
.ri,-‘Startl J =] J I@ SurfControl - Access ... Bz 3:03PM

Rule 4 : Qui dinh luu lugng truy cap web

Tuong tu ban tao 1 rule gidi han tdi n0i dung trang web chi 10MB

- Vao Rule, chon New

- O tab Rule, chon Allowance

- 0 tab Who, chon KT2, nhan Add.

- O tab Htttp Deny Page, add trang web Allowance( chinh s(fa ndi dung trang web theo  ban)
- O tab Allowance , ltic nay ban chon 10 (ban c6 thé s(ta d6i lai dung lugng), Add

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc véi kich
thudc 1a 735x522



Rule Objects i x|

'ou can modify the filter objects that you have created by selecting the group from the tree 2o that it appearz in the battom right
pane and then dragaing and dropping items on to the member pane.

tembers:

Y10 me

tember List——

Delete |

Allowance Objects

Dizplay objects which contain: |

Chiject Mame

10 MB
30 minutes

Object List

New...

Delete

Froperties...

0k | Cancel |

- Log on KT2, vao th( trang web www.tuoitre.com.vn, khi né download ndi dung trang web vUQt
qué 10MB thi trang web sé dugc redirect vé trang deny http page ltic ndy

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc véi kich

thudc 1a 800600



http://www.tuoitre.com.vn/

3 SurfControl - Access Denied - Microsoft Internet Explorer _ 8] x]

File Edit “iew Favorites Tools Help | l’;'

€ Eack = £ - ¥ 2] | ) Search = Favorites 42 | -5 =

Address I@] hittp: e, buitre, conn,vny TiamyonIndes:. aspx j G0 | Links >
=

WEB CAM

MNoi dung Trang Web ban xem da vuot qua dung luong cho phep

Hin ban vt long len he voi admin de duoc truy cap

2

|&] Dane ’_ ’_ ’_ ’_ ’_ |@ Trusted sites
Ef}Startl J @ Q J I@ SurfControl - Access ... # @ 11:45 AM

Cac Van dé Md&i vui long Open Topic m&i.

Céc bai vi pham Rules cUa Forum sé bi Move vao Box Offtopic.

Vui long Search céac yéu cdu cla ban trén Forum trudc khi hoi d€ tranh loan dién dan.
thay d6i ndi dung bdi: kabivn, 19-01-2008 lic 21:20.

37 QUOTE"

Remove advertisements

Sponsored links

Néu topic clia ban sau 48h van chua c6 dudc gidi phap thich hop, hiy nhan tin kéem dudng
link tGi nick NhatNgheSupport o )
Luu y : Chiing t6i s& khong hoi dap cac van dé da co6 gidi phap trong forum hodc nhan tin
sai quy dinh.

kabivn

Xem ho so

GGi nhan tin tGi kabivn

Tim bai g&i bdi kabivn

#2
[26-12-2007, 23:13



http://nhatnghe.com/forum/showpost.php?p=96744&postcount=2
http://nhatnghe.com/forum/search.php?do=finduser&u=248
http://nhatnghe.com/forum/private.php?do=newpm&u=248
http://nhatnghe.com/forum/member.php?u=248
http://nhatnghe.com/forum/private.php?do=newpm&u=6843
http://nhatnghe.com/forum/register.php
http://nhatnghe.com/forum/newreply.php?do=newreply&p=96743

Tham

gia

= kabivn ngay:

s, @ Aug

’ 2006
Thflnh Noi Cu
Vién Ngu: In
Moi internet
Bai gdi:

2,483

Rule 5: Tao rule thong bao cho user KT3 bi€t, user KT3 sé bi theo déi n€u truy cap vao
trang web cé'm(chéng han www.nhatnghe.com) (khac véi Disallow la cdm )

- Vao Rule, chon New

- O tab Rule, chon Override

- O tab Who, chon KT3, nhan Add.

- O tab Hitttp Deny Page, add trang web Override(chinh sUfa ndi dung trang web theo y ban)

- Log on KT3, truy cap vao trang www.nhatnghe.com, mot trang web canh béo s€ hién ra

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc véi kich
thudc 1a 800x600

4} SurfControl - Access Denied - Microsoft Internet Explorer 12 =l

3,
I

File Edit ‘iews Favoribes  Tools  Help

@Back ) |ﬂ @ o | S search G Favorites 42 | i B
Address Iﬁ bt v, nhatnighe, comy _ﬂ =] | Links >
Al
SurfControl
CANH BAO
Ban la WHOM 1Mt

Ban bt cam truy cap tot trang www.nhatnghe com/
www tthatnghe comf 15 categonzed as: Uncategonzed

Ban van co the vao dusc trang nay nhung canh bao cho ban biet, ban se bi theo ded ke tu lue ban click vao dueng link ben duo

Continue |

4 uil

|i&] Dane i i i i i /& Trusted sites
ti,-‘Startl J @ £ J |y trong “@ SurfControl - Access ... w L-J_B 12:03 PM

- Néu user KT3 nhan Continue, trén man hinh real time monitor cUa surfcontrol s& nhin thdy dugc
user cO gang truy cap mac du da c6 canh béo.


http://www.nhatnghe.com/
http://www.nhatnghe.com/
http://nhatnghe.com/forum/member.php?u=248
http://nhatnghe.com/forum/member.php?u=248

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc véi kich
thudc 1a 800x581

= SurfControl Real-Time Monitor ;lﬂﬁl

Ele Options b
RN

Dieeshination I Categary I Lisar | Cionnechion Status |
v nhatnghe.comy Uncategorized O TS Onrerride
ey nhatreghe, comyf U ategorized NHOM1TikES Creerride

Ready WCollector = locahost
Luu y: ching ta s& dung real time monitor d€ giam sat hoat ddng cUa cac rule trén cc user

Rule 6: Tao rule uu tién cho cac user sép dugc truy cp web tru@c cac user nhan vién ( ché
dd uu tiéng bang thong cho Group sep truy cap trudc group nhanvien) .

- Vao Rule chon New

- O tab rule, chon Allow access

- O tab Who, add group Sep

Tab WHO

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc véi kich
thudc 1a 735x522



Rule Objects N x|
Y'ou can modify the filker objects that vou have created by selecting the aroup from the tree 2o that it appears in the battom right
pane and then dragaing and dropping itemz on to the member pane.
Members;
Member List
€isen
[Eelete |
@ Monitored Warkstations Display objects which contain: |
(- £ NT Domain Objects :
EI@ Active Direckary Object Narme | =
=2 nhom17.com € kit
(2] Builtin £ iz
(23 Computers £ itz
Domain Cantrallers € ks
@ DomainCnsZones ﬂENhanvien Dbiject List
[:| FaoreignSecurityPrincipals ﬁRF\S and IAS Servers
@ ForestDnsZones €7 Schema Admins [ew.
D Users mEEp o
Eﬂg User Defined Who Objects ﬂ SUPPORT 388945a0 el
[+ Mahile Wha Ohjects ﬁTeInetClie;ts (. Eraperties...
~[fly, who Lists -
0k | Cancel |

-0 tab Bandwidth, chon Modify, & day c6 cac gia trj Priority tU 1 dén 5, x€p theo ché& d§ uu tién

gidm dan

Ban chon Priority 1 (c6 nghia 13 gi(ta Sep voi nhanvien cung truy cap web, thi s& Uu tién cho Sep).
Hinh anh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc vdi kich
thudc 1a 735x522



Rule Objects x|

Y'ou can modify the filker objects that vou have created by selecting the aroup from the tree 2o that it appears in the battom right
pane and then dragaing and dropping itemz on to the member pane.

Members;

Member List

‘... QEIEtE

3 Priarity 1

B s
1’#’ Bandwidth Dizplay ohjects which cortain: |
Object Mame |

?# Priarity 1

3 Priarity 5
Object List
Hew...
Delete

Properties. .
0k Cancel

- Nhan Apply d€ cé hiéu luc.

vi> Tao Categories dé quan I cac URL

MOt cong ty v6i hang tram user, mOi ngdy céc user truy cap hang trdm trang web, nhu vay ban sé
kho qudn ly. Vi tinh ndng uu viét cla SurfControl, ban c6 thé dé dang quan ly bang cach tao ra
nhiing categories d€ quan Iy nhiing trang web ma ban mu0n user khéng dugc phép hay duoc truy
cap.

- b€ lam dugc viéc nay, ban vao SurfControl Rule Administrator
- Chon tab Where, chon Categories, SurfControl cung cap san cho ban hon 50 Categories, ban c6
th€ chon nhimg Categories nay hodc tao mdi

Hinh anh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh goc véi kich
thudc 1a 800x581



§ SurfControl Rules Administrator - [.]

| where

4]

DISALLCAY  ANYEODY

@ who @ Where | =) what| © when| £ Alowance | 0 Bandwidh | =1 oty | @ Hitp Dery Page |

G Menitored Destinations

) g User Defined ‘Where Objects

G Wwhere Lists

Display obiects which contain: |

| Cibject Name:

B Company & Intranst
ByircultSexsally Expher
< inkolerance & Hate
B Criminal Activity

B Phishing & Fraud
JQT.asteless & Offensive
Bviclence
J&\k‘uepms

<l tegal orugs

<) Gambling

ByHacking

By spyware

@Pmms & Translakors
B irkimate Apparel & Swimmwe s
B web-based E-mal
B Dowrioads

B chat

B sports

B shopping

<l Alcohicd & Tobacco
JﬂTravd

B Personals & Dating
*Ehms

By Finance & Investment
e

- Click phai chon New, nhdp tén Categories , vi du : Webcam, nhan Ok

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc véi kich
thudc 1a 800x581



§ SurfControl Rules Administrator - [.] ;I_!Iﬁl
PEAZGES6O(ETE + + |0 mB¢|
Type | wha | where
v iBaLow

DISALL

Web-basad E-mal. Chat, Pasr-to-Pesr

(@ who @ Wheee | =) what| @ when| T Alonance | 3 Bandwidin| =1 Hotty| @ Hip Deng Page|

G Menitored Destinations

=l [g} User Defined Where Objects
Ay Categories
5] Wwhere Lists

Display obiects which contain |

| Object Hame:

B Company & Intranst

I dultfSesasally Exphe
B inkolerance & Hate
B Criminal Activity

Bl Phishing & Fraud
@Tas{eless & Offensive

By spyware

JQE’V\:]:MS & Translakors
B irkimate Apparel & Swimmwe s
Bweb-based E-mal
I Dowrioads

B chat

By sports

Bl shopping

<l Alcohicd & Tobacco
ﬂTravd

B Personals & Dating
JENWS

B Finance & Investmenk
L.m

Create a new object 55 Objects

Category List ] x|

Mame: IWEI:u:am

Cateqaries:

[ Adult/Sexually Explicit -
[] Advertizements & Popups

[] Alcohaol & Tobaceo

[] Atz

[] Blogs & Forums

[] Business

[] Chat

[ Cormpary & lntranet

[ Computing & Intermet

[ Crirnital Auctivity

[ Downloads

[ Education

[T] Entertainment ;I

SmartScan... |

ok I Cancel

- Ban chon 1én muc Monitored Destination, s& xudt hién nhiing trang web ma céc user da truy
cap.
Luu y : URL data chi c6 khi ndo user truy cap web thi surfcontrol md&i 1uu lai data URL va lic d6




chiing ta m&i add url vao categories, chiing ta khong tu tao ra URL cho surfcontrol

Hinh dnh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh gOc véi kich
thudc 1a 800x581

i SurfControl Rules Administrator - [.]
Pa8ze060|HTHE+ <+« |0mOYE|

Type | who | wihere

vilaLow ANYEODY

10 M8
30 mirastes
MCHIE

(& who @ Where | =) what| © when | ] Atowance | 35 Bandwidth | (=1 totiy| @ Hitp Dery Page |

 Ionitored Destinations Display objects which contain: |
§ User Defined Where Objects

16 Cbjecks

- Add nh{mg trang web ma ban mudn cam vao Categories, click phdi vao tén cac trang web, chon

set Category

Hinh anh nay da dugc thay ddi kich thudc. Click vao day d€ xem hinh dnh gbc véi kich
thudc 1a 800x581



i SurfControl Rules Administrator - [.] e ;La_lﬁl
e Wew RAue Ohject Toos Help
PEAZGESGO(ETE + ¢+ |0mB¢|
Type | o | whers
viPALOW  ANYBODY

B who G Where | B what| @ when| & Alowance | 3 Bandwidh | (=1 Notty | @ Heip Dary Pags |

(G Monitored Destinations g s bt e |
@ [gll User Defined Where Objects
ARy Categaries Cibject Mare: T
5 where Lists [5d auta.search.msn.com
]
(3] looging wnexpress et

[ search fve.com

- Chon categories Webcam, nhan ok

Set Category il

LCategories:

Spam URLz -]
Sportz

Spyware

Streaming Media

T azteless & Offenzive

Trawvel

Ilncategonzed

Wiolence

Weapons

web-based E-mail
Webcam

Mate: Thiz categorization will be uzed for
future connectionz and will not affect
hiztoncal data.

k. I Cancel

V> Tinh Nang Monitor

Surf control c6 kha ning monitor 1 cach chi ti€t cac hanh dOng cUa user tUr d6 gitip cho nha quan
tri hé thOng c6 kha ning biét user dang lam gi, D& lam dugc diéu nay, ban vao Start—>Program—>
SurfControl WebFilter—> chon Real Time Monitor.

Hinh anh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh goc vdi kich



thudc 1a 800x600
Hinh anh nay da dugc thay d6i kich thudc. Click vao day d€ xem hinh dnh goc véi kich
thudc 1a 800x581

= 181%]
file Options  Help
e e n
Dieeshination J Category | Liser | Conmechion Status
tvawy, nhatnghe. comy Uncategorized MHOML TS Crverride
ey nhatreghe, comyf Uncategorized WEHOM1 TS Crverride
Ready Collector = locahost

Destination : cho biét nh{ing trang web ma user dang truy cap
Category : cho biét nh{ng trang web d6 thudc Categories nao
User: cho biét user ndo dang truy cap

Connection Status : Trang thai két n6i

VI> Xuat Report

Ngoai ra, cach xuat két qud béo cdo cla SurfControl cho ban cac s0 liéu cuc ky day du vé thong
tin clla ngudi s dung ciing nhu ndi dung trén Internet dugc s& dung bang 55 kiéu bao céo chi
tiét khac nhau duoc dang file HTML. N6 cho phép sap x€p 10 ngudi st dung nhi€u nhat trong
bat ky khodng thOi gian nao, hodc 10 website hodc nhém n0i dung ma tat cd ngudi dung truy cap
thudng xuyén nhat, cling nhu 1a béo céo chi tiét vé thOng ké bang théng ngudi ding da st

dung .Céac béo céo nay c6 thé dugc chuyén thanh cac dinh dang can thiét nhu pdf, xls, cvs...

I11. Két Ludn :

Khi ISA dugc cai thém Surfcontrol thi viéc quan 1y, bdo céo viéc user st dung giao thUc http va
https dugc ro rang hon va surfcontrol gidp tdng thém sUc manh cho ISA trong viéc quan ly bang
thong, thoi gian truy cap web, d0 Uu tién cUa 1 user,anti ad-ware,virus ....., Surfcontrol cung cap
day du cac tinh ndng d€ ban c6 thé nhin thay chi tiét tUng Megabyte ra vao trén hé thOng mang
cUa ban v4i bao cao hét slc rd rang. VGi nhling ngudi quan 1y mang chuyén nghiép thi
Surfcontrol 1a chuong trinh khong thé€ thi€u khi st dung ISA server d€ ki€m soat viéc si dung
Internet cUa ngudi ding trong mang.
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