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MO dau

Thé ky XXI thé ky coéng nghé thong tin, théng tin di va dang tdc dOng
truc ti€p dén moi mat hoat dOng kinh t& xa hOi cla hau hét cac qudc
gia trén th€ gidi. Thong tin c6 mot vai trd hét slc quan trong, bdi vay
chiing ta phai 1am sao ddm bdo dugc tinh trong subt cUa thong tin nghia
1a thong tin khong bi sai 1&ch, bi thay d6i, bi 10 trong qua trinh truyén tir
noi gUi dén noi nhan.

V@i su phat tri€n rat nhanh cla cong nghé mang may tinh dac biét 1a
mang INTERNET thi kh6i lugng théng tin ngay cang chuyén tai nhiéu
hon. Nhing tdp doan cong nghiép, nhiing cong ty da qulc gia, thi
truOng chling khoan ti€n hanh xUr 1y va truyén nhan nhiing thong tin
dat gia, nhlmg phién giao dich hay mua ban c6 phiéu, trai phi€éu déu
dugc tién hanh qua mang. Gi0 day vdi su ting trudng nhanh cla cac
siéu thi dién t(, thuong mai dién tU thi hang ngdy c6 mOt khoi lugng
tién rat 1én dugc luu chuyén trén mang toan cau INTERNET, van dé
khé khan dat ra 1a 1am sao gi(t dugc thong tin bi mat va gilt cho tién
dén ding duogc dia chi can dén.

Ban sé ra sao n€u nhu ban gUi thu' cho mOt ngudi ban nhung lai bi
mOt ké 1a mat nao d6 xem trOm va slta d0i ndi dung blc thu trai véi
chl y cla ban, té hai hon n{ta 1a khi ban ky m&t hop dong, gli thong
qua mang va lai bi ké xdu sUa d6i nhitng di€éu khodn trong do, va sé
con nhiéu diéu tuong tu nhu vay nlfa ... Hau qua s& nhu th€ nao nhi ?
Ban bi nguoi khac hi€u nham vi n6i dung bUrc thu bj thay d6i, con hgp
dong bi pha v& béi nhing di€u khodn da khéng con nguyén ven. Nhu
vay la cd tinh cdm, tién bac cla ban va néi rOng hon 1a cd su nghiép
cUa ban déu bi de doa n€u nhu nhiing thong tin ma ban gUi di khong

ddm bdo dugc tinh nguyén ven cla ching. Ma hod théng tin 12 mOt
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trong cac phuong phap ddm bdo dugc tinh trong sult cUa thong tin. N6
c6 thé gidi quyét cac van rac r6i G trén gitp ban, mot khi thong tin da
dugc ma hod va gl di thi ké xdu rat khé hodc khong thé gidi ma
duagc.

MOt s6 khai niém co bdn vé ma hod théng tin, phuong phap ma
hoa thong tin RSA va xdy dung mOt thu vién cdc ham ma hoa phuc vu
trao d6i thong tin trong md hinh Client/Server.

Chuong I  Co sG toan hoc
Chuong I Mat ma

Chuong TII Hé ma hod RSA.
Chuong IV Mo hinh Client/Server
Chuong V  Xay dung ham thu vién
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Chuong i CO sG toan hoc

DPE c6 nhiing thuat toan ma hoa tot, ching ta phdi c6 nhimg kién
thlrc co bdn vé todn hoc dap Ung cho yéu cau, chuong ndy md td
nh{ing khéi niém co ban vé 1y thuyét thong tin nhu Entropy, tOc d6 cla
ngon nglt, hi€u bi€t vé dd phirc tap cla thudt todn, d0 an toan cla
thudt todn, cting v&i nhiing kién thlc toan hoc: modulo s6 hoc, so
nguyén t0, dinh 1y phan du trung hoa, dinh 1y Fermat . . . va cdc phuOng
phép ki€m tra xem mOt s6 c6 phai 1a nguyén t6 hay khong. Nhiing van
dé chinh sé dugc trinh bay trong chuong nay gom :

¢ Ly thuyét thong tin
¢ Ly thuyét d6 phuc tap

¢ Ly thuyét sd hoc.

1.Ly thuyét théng tin

Mo hinh Iy thuyét théng tin dugc dinh nghia 1an dau tién vao nam 1948
bGi Claude Elmwood Shannon. Trong phan nay chiing ta chi dé cap tdi
mOt s chU dé quan trong cUa ly thuyét thong tin.

1.1 Entropy
Ly thuyét thong tin dugc dinh nghia 1a khoi lugng thong tin trong mot
théng béo nhu 1a s6 bit nhd nhat can thi€t d€ ma hoa tat cd nhimg
nghia c6 thé€ cla thong béo doé.
Vi du, truOng ngay_thang trong mOt cO s& d{r li€u chlta khong

qué 3 bit théng tin, bdi vi thong tin tai day c6 thé ma hod vdi 3 bit.

000 = Sunday

001 = Monday

010 = Tuesday

011 = Wednesday
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100 = Thursday

101 = Friday

110 = Saturday

111 is unused
Néu théng tin ndy dugc biu dién bai chuli ky tu ASCII tuong Ung, n6
sé& chiém nhi€u khong gian nhG hon, nhung ciing khong ch(fa nhiéu
théng tin hon. TuOng tyu nhu truOng gioi_tinh clla mOt cO sG dr li€u
chlfa chi 1 bit théng tin, né c6 th€ luu trlt nhu mot trong hai xau ky tu
ASCII : Nam, N{.
KhOi 1lugng thong tin trong mOt théng bdo M 1a do bdi Entropy cla
thong bao do, ky hiéu bdi H(M). Entropy cUa thong bao gioi_tinh chi ra
1a 1 bit, ky hiéu H(gioi_tinh) = 1, Entropy cUa théng bao sO ngay trong
tuan 1a nho hon 3bits.
Trong trudng hop t6ng quat, Entropy clia mOt thong bao 1a log,n, vGin
1 s6 kha ning c6 thé.

H(M) = log.n

1.2 T6c¢ d) cuia ngén nglr. (Rate of Language)
PGi véi mOt ngdn nglt, tdc dO clla ngdn nglr 1a

r = H(M)/N
trong truOng hop nay N 1a d0 dai cUa thdng bao. TOc db cla tiéng Anh
binh thuOng c¢6 moét vai gia tri gilra 1.0 bits/ch{r cai va 1.5 bits/ch{r cai,
ap dung vGi gié tri N rat 16n.
TOc do tuyét dbi cla ngdn ng(r 1a sO bits 16n nhat, ching c6 th€ ma hoa
trong mOi ky tu. N&u c6 L ky tu trong mOt ngdn nglk, thi tbc do tuyét
doi
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N

la:

R =log,L.
Pay la s6 Entropy 16n nhat cla moi ky tu don 1é. B6i véi tiéng Anh
gbm 26 chir cai, toc d0 tuyét doi 1 log,26 = 4.7bits/chit cai. S& khong
c6 diéu gi 1a ngac nhién déi vdi tat cd moi ngudi rang thuc té téc do
cUa ti€éng Anh nhd hon nhiéu so véi tdc d6 tuyét doi.

1.3 An toan cUa hé thGng ma hod

Shannon dinh nghia rat rd rang, ti mi cdc md hinh toan hoc, di€u dé cé
nghia 1a hé thong ma hod 1a an toan. Muc dich cUa ngu0i phan tich la
phét hién ra khoa k, ban rd p, hodc ca hai th(r d6. Hon nifa ho c6 thé
hai long v&i mOt vai thong tin c6 khd ning vé ban rd p néu dé 1a 4m

thanh s6, n€u né 1a vin ban ti€ng PUc, n€u né 1a bang tinh d{t liéuy, v. v

Trong hau hét cac 1an phan tich ma, ngudi phan tich c6 mOt vai thong
tin c6 khd ning v€ ban 15 p trudc khi bat dau phan tich. Ho c6 thé biét
ngon ng(r da dugc ma hoa. Ngon ng(r nay chac chan c6 su du thira két
hgp véi chinh ngdn ng(t d6. N€u n6 1a mot thong béo gUi téi Bob, né c6
th& bat dau v4i "Dear Bob". Chac chan 1a "Dear Bob " s& 1a mOt kha
nang cé th€ hon 1a chudi khéng mang y nghia gi chang han "tm*h&rf".
Muc dich cUa viéc tham ma 1a stta nhitng tap hop kha ning c6 thé c6
cUa ban ma v6i mOi kha ning c6 thé clia ban rd.

Co6 mOt di€u gidng nhu hé thdng ma hod, chiing dat dugc su bi mat
tuyét d6i. Hé thOng ma hod ndy trong d6 ban ma khong mang 1ai thong
tin c6 th€ d€ tim lai ban rd. Shannon phét trién 1y thuyét cho rang, hé
thdng ma hoa chi an toan tuyét d6i n€u né€u s khod c6 th€ it nhat Ia
nhi€u bang sO théng bado c6 thé. Hiéu theo mOt nghia khac, khoa toi

thi€u dai bang thong bao cUa chinh né.

X©y dung th viOn c¢,c hum m- ho,.



Khoa C«ng NghO Th«ng Tin

Ngoai trlr an toan tuy€t doi, bdn ma mang lai mét vai thong tin ding
vGi badn 16, diéu nay 1a khong thé€ tranh dugc. MOt thudt todn mat ma
tOt gilt cho thong tin & mUc nho nhat, mOt ngudi thim ma tOt khai thac
nhiing thong tin ndy d€ phat hién ra ban 18.
NgUudi phan tich ma st dung su' du thlra tu nhién cUa ngdn ngt d€ 1am
gidm sO khd ning c6 th€ clia ban rd. Nhiéu théng tin du thUa cla ngdn
nglt, s& dé dang hon cho su phan tich mat ma. Chinh vi Iy do ndy ma
nhiéu sy thuc hién ma hoa st dung chuong trinh nén ban 16 d€ gidm
kich thudc van ban trudc khi ma hoa ching. BSi vay qua trinh nén lam
gidm su du thUra cUa théng béo.
Entropy cUa hé th6ng ma hoé 1a do kich thudc cla khong gian khoa
(keyspace).

H(K) = log,(number of keys )
1.4 Su'16n xOn va su rudm ra. (Confusion and Diffusion)
Theo nha khoa hoc Shannon, c6 hai kY thudt co ban d€ che dau su du

thUra thong tin trong théng bao gbc do 1a : su16n xOn va su' ruGm ra.

KV thuat 10n xOn (Confusion) che ddu mOi quan hé gita ban o
va ban gbc. KY thuat nay lam that bai sy c6 gang nghién c(tu ban ma
tim ki€m thong tin du thira va théng ké mau. Phuong phap dé nhat dé
thuc hién diéu nay 1a thong qua kY thuat thay thé. MOt hé ma hoa thay
th€ don gidn, chang han hé mi dich vong Caesar, dua trén nén tang
cUa sy thay thé cac chif cai, nghia 1a ch(r cai nay dugc thay thé bang
ch(t cai khac. Su tOn tai clla mOt ch{r cai trong ban ma, 1a do viéc dich
chuyén di k vi tri cQa ch{f cai trong ban rd.

KV thuat rudm ra (Diffusion) 1am mat di su du thUa cUa bdn 16

bang bé rOng cla né vugt qua ban ma (nghia 1a ban ma kich thudc nho
hon ban 18). MOt ngudi phan tich tim kiém su du thira d6 s€ c6 mot
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thoi gian rat kho khin d€ tim ra chiing. Cach don gidn nhat tao ra su

ruOm ra 1a thong qua viéc d6i cho (hay con goi la hoan vi).

2.Ly thuyét do phtrc tap.

Ly thuyét d0 phUc tap cung cap mOt phuong phap d€ phan tich do
phUc tap tinh todn cUa thuadt todn va cac ky thuat ma hoa khac nhau. N6
so sanh cac thuat todn ma hoa, ky thuat va phat hién ra d0 an toan cUa
cac thudt toan do. Ly thuyét thong tin dd cho chiing ta biét rang mot
thudt todn md hod cé thé€ bj bai 10. Con Iy thuyét dd phlc tap cho biét
néu liéu chiing cé thé bi bai 10 trudc khi vii tru xup dd hay khéng.

PO phlrc tap thGi gian cUa thudt toan 1a ham sO vGi dO dai dau vao.
Thuat todn c6 d phUrc tap thoi gian f(n) dOi véi moi n va db dai dau
vao n, nghia la su thuc hién cUa thuat toan 16n hon f(n) budc.

P06 phirc tap thdi gian thuat todn phu thudc vao md hinh cla cic thuat
toan, sO cac budc nhd hon néu cac hoat ddng dudc tap chung nhiéu
trong mOt budc.

Cac 18p cUa thuat toan, thdi gian chay dugc chi rd nhu ham s6 mil cUa
dau vao 1a "khong c6 kha ning thuc hién dugc". Cac thudt toan c6 do
phUc tap giOng nhau dugc phan loai vao trong cac 16p tuong duong. Vi
du tat cd cac thuat toan c6 d6 phuc tap 1a n® dugc phan vao trong 16p n®
va ky hiéu b3i O(n®). C6 hai 18p tOng quat s€& dugc chi dan 1a 16p P va
16p NP.

Cac thuat toan thuOc 16p P c6 d phic tap 1a ham da thlc cla dau vao.
Néu moOi budc ti€p theo cla thudt toan 1a duy nhat thi thudt toan goi 1a
don dinh. Tat cd thudt toan thudc 16p P don dinh c6 thoi gian gidi han
1a P_time, di€u ndy cho biét chiing sé thuc hién trong thdi gian da thUc,
tuong duong v3i dO phic tap da thic trong d6 dai dau vao.
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Thuat toan ma & budc ti€p theo su tinh toan phai lua chon gidi phéap tUr
nh{ing giGi han gia tri cUa hoat dOng goi 1a khong don dinh. Ly thuyét
d0 phirc tap s dung cac may dac biét mo tad dac diém bang cach dua
ra k€t ludn bdi cac chudn. May Turingld mOt may ddc biét, may hoat
dOng trong thdi gian roi rac, tai mot thoi di€ém né nam trong khodng
trang thai day du sO cla tat cd cac trang thai c6 th€ 1a h(tu han. Ching
ta c6 th€ dinh nghia ham d0 phUc tap thOi gian két hgp v4i may Turing
A.

fA(n) = max{m/A két thic sau m budc vGi ddu vao w = n°}

Chung ta gid s rang A 1a trang thai két thic d6i vdi tat ca cac dau
vao, van dé s& trd nén khé khin hon néu cac trang thai khong nam
trong P . May Turing khong don dinh hoat d0ng trong thuat toan NP.
May Turing khéng don dinh c6 th€ c6 mOt vai trang théi chinh xac. S(w)
la trang thai do su thanh céng ngan nhat cUa thudt toan, (Nghia 1a su
tinh todn dan dén trang thai cubi cing)
Ham s6 d6 phuc tap thdi gian clla may Turing khong don dinh A dugc
dinh nghia :

fa(n)=max{1,m/s(w) c6 m budc dodi v4i w/w=n},
& moOi budc may Turing khéng don dinh b tri nhiéu bdn sao cla chinh
né nhu c6 mOt vai gidi phap va tinh toan ddc 1ap v&i moi 10i gidi.
Cac thudt todn thuOc 16p NP 1a khéng don dinh va cé thé€ tinh toan trén
mdy Turing khong don dinh trong thdi gian P.

3.Ly thuy@t toan hoc.

3.1 Modular sé hoc.
Vé cO bdn a = b(mod n) néu a = b+kn trong dé k 1a mOt s6 nguyén.
Néu a va b duong va a nho hon n, ban c6 thé nghi rang a 1a phan du
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cUa b khi chia cho n. Néi chung a va b déu 1a phan du khi chia cho n.
Péi khi b goi 1a thang du cla a, modulo n, doi khi a goi 1a dong du cla
b, modulo n.
Tap hop cac sO nguyén tUr 0 dén n-1 con duoc goi 1a tap hop thang du
hoan toan modulo n. Pi€u ndy c6 nghia 13, véi moi s6 nguyén a, thi
thang du modulo n 1a m6t s tUr 0 dén n-1.
Modulo sO hoc ciing gidng nhu s6 hoc binh thudng, bao gbm cac phép
giao hoan, k€t hgp va phan phGi. Mat khac gidm mai gia tri trung gian
trong sudt qud trinh tinh toan.

(a+b) mod n = ((a mod n) + (b mod n)) mod n

(a- b) mod n = ((a mod n) - (b mod n)) mod n

(ax b) mod n = ((a mod n) x (b mod n)) mod n

(ax (b +c))mod n = (((a * b)ymodn) + ((a X ¢) mod n)) mod n
Hé th6ng ma hod su' dung nhi€u su tinh todn modulo n, bdi vi van dé
ndy gidng nhu tinh todn logarithm roi rac va dién tich hinh vudng 1a khé
khan. Mat khac né lam viéc dé hon, bdi vi né bi gi6i han trong tat ca
gia tri trung gian va két qua. Vi du : a 1a m&t sO k bits, n 1a két qua
trung gian cUa phép cOng, trlr, nhan sé khéng vugt qua 24 bits. Nhu vay
chting ta c6 thé€ thuc hién ham mii trong modulo s6 hoc ma khong can

sinh ra k€t qud trung gian do6 sO.

3.2 SO nguyén t0.

SO nguyén t0 1a mét sO 16n hon 1, nhung chi chia hét cho 1 va chinh né,
ngoai ra khong con s® nao né cé thé chia hét nita. S6 2 1a mbt s6
nguyén t6. Do vay 7, 17, 53, 73, 2521, 2365347734339 ciing 1a sO
nguyén t0. SO luong s6 nguyén td 1a vo tan. H& mat ma thuong sU
dung sO nguyén t0 16n c¢G 512 bits va tham chi 1én hon nhu vay.
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3.3 U'éc s6 chung I16n nhét.
Hai s6 goi 1a cap sO nguyén t0 khi ma ching khong c6 thlra s& chung
nao khéc 1, hay néi mOt cach khac, néu udc s6 chung 16n nhat cla a va
n 1a bang 1. Chiing ta c6 thé viét nhu sau :
gcd(a,n)=1
SO 15 va 28 1a mOt cap sO nguyén t6, nhung 15 va 27 thi khong phai
cap sO nguyén t0 do c6 UGc sO chung 1a 1 va 3, dé dang thay 13 va 500
ciing 12 mOt cap sO nguyén t0. MOt sO nguyén tO 1a mOt cap sO nguyén
t0 v&i tat cd nhiing sO khac loai trr nhiing s0 1a boi s6.
MOt cach dé nhat dé€ tinh todn ra udc s6 chung 16n nhét cla hai s0 1a
nhO vao thuat todn Euclid. Knuth md ta thudt todn va mOt vai mé hinh
cUa thudt toan d3 dugc stra doi.
Dudi day 1a doan ma nguon trong ngdn nglt C.
/* Thudt todn tim udc s chung 16n nhat cla x va y, gid st x,y>0 */
int ged(int x, int y)
{
int g;
if(x<0)
X=-X;
if(y<0)
y=y
g=y;
while(x>0){
g=x;
x=y%X;
y=8;
}

return g;
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Thudt toan sau day c6 th€ sinh ra va trd lai udc s chung 16n nhat cla
mOt mang m sO.
int multiple ged (int m, int *x)
{
size t,1i;
int g;
if(m<1)
return(0);
g = x[0];
for(i=1;i<m;++i){
g=gcd(gx[il);
if(g==1)

return 1;

}

return g;

}

3.4 SO nghich déo Modulo.
SO nghich ddo cla 10 1a 1/10, bdi vi 10 x 1/10=1. Trong sO hoc modulo
thi van dé nghich ddo phuc tap hon.
4x x= 1mod7
Phuong trinh trén tuong duong vdi tim x va k sao cho
4x = 7k+1
v0i diéu kién 1a cd x va k déu 1a s6 nguyén.
Van dé chung dat ra tai day 1a tim x sao cho
1=(a% x) modn
c6 thé viét lai nhu sau :
a'= x(modn)
Su thu nhd van dé Modulo 1a rat khé gidi quyét. Dai khi né 1a moOt van
dé, nhung doi khi lai khong phai vay.
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Vi du : nghich ddo cUa 5 modulo 14 1a 3 bGi

5x 3=15= 1 (mod 14).
Trong truOng hop chung a* = x (mod n) chi c6 duy nhat mot gidi phap
né€u a va n 1a mOt cdp sO nguyén t0. Néu a va n khong phai 1a cdp sO

'= x (mod n) khong c6 gidi phdp nao. Thuat toan

nguyén to, thi a
Euclid c6 thé tinh ra dugc sO nghich ddo cla s6 Modulo n, ddi khi thudt
todn ndy con goi 1a thuat todn Euclid m& rOng. Sau ddy thuat todn dugc

mo ta trong ngdn ngl C.

static void Update(int *un,int *vn, int q)

int tn;

tn = *un-vn*q;
*un = *vn;
*Vn = tn;

int extended euclidian(int u,int v,int ul_out,int u2_out)
{

intul=1;

int u3=u;

int v1=0;

int v3=v;

int qg;

while(v3>0){
gq=u3/v3;
Update(&ul,&v1,q);
Update(&u3,&v,q);

}
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*ul_out=ul;
*u2_out=(u3-ul*u)/v;

return u3;

3.5 Ky hiéu La grdang (Legendre Symboy)
Ky hiéu L(a,p) dugc dinh nghia khi a 1a mOt s& nguyén va p 1a mot sO
nguyén t6 1&n hon 2. N6 nhan ba gia tri 0, 1, -1 :
L(a,p) = 0 néu a chia hét cho p.
L(a,p) = 1 néu a la thang du bac 2 mod p.
L(a,p) = -1 né€u a khéng thang du mod p.
MOt phuong phap dé dang d€ tinh toan ra L(a,p) 1a :
L(a,p) =a®"* mod p

3.6 Ky hiéu Jacobi (Jacobi Symboy)
Ky hiéu Jacobi dugc viét J(a,n), n6 1a su khai quat hod cUa ky hiéu
Lagrang, n6 dinh nghia cho bat ky cdp s6 nguyén a va n. Ky hiéu Jacobi
1a m6t chc nang trén tap hop sO thang du thap cla uGc sO n va c6 thé
tinh toan theo céng thUc sau:

Né€u n 1a sO nguyén t0, thi J(a,n) = 1 v&i diéu kién a 1a thang du bac

hai modulo n.

Néu n 1a s6 nguyén t0, thi J(a,n) = -1 v&i di€u kién a khong 1a thang

du bac hai modulo n.

Néu n khong phai 1a s6 nguyeén t0 thi Jacobi

J(a,n)=J(h,p:) x J(h,p2) x...x J(h,pm)

vOi p1,pe. . .,.pm 12 cac thira s6 16n nhét cla n.

Thuat to4n nay tinh ra sO Jacobi tuan hoan theo céng thlc sau :
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—

Ik =1
2. J(ax b,k) = J(a,k) x J(b,k)
3. J(2,k) =1 Néu (k>1)/8 1a chia hét
J(2,k) =-1 trong cac truOng hgp khac.
4. J(b,a) = J((b mod a),a)
5. Néu GCD(a,b)=1:
a. J(a,b) x J(b,a) = 1 néu (a-1)(b-1)/4 1a chia hét.
b. J(a,b) x J(b,a) = -1 néu (a-1)(b-1)/4 1a con du.
Sau day 1a thuat toan trong ngén ng(r C :

int jacobi(int a,int b)

{
int al,a2;
if(a>=b)
a%-=b;
if(a==0)
return 0O;
if(a==1)
return 1;
if(a==2)
if(((b*b-1)/8)%2==0)
return 1;
else
return -1;

if(a&b&1) (cd avab déula so du)
if(((a-1)*(b-1)/4)%2==0)
return +jacobi(b,a);
else
return -jacobi(b,a);
if(gcd(a,b)==1)
if(((a-1)*(b-1)/4)%2==0)

return +jacobi(b,a);
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else
return -jacobi(b,a);
factor2(a,&al,&a?2);
return jacobi(al,b) * jacobi(a2,b);
}
Né€u p 1 sO nguyeén t0 c6 cach tOt hon d€ tinh s Jacobi nhu dudi day :
1. Néu a=1 thi J(a/p)=1
2. Néu a la sO chai hét, thi J(a,p)=J(a/2,p) x (-1)®2-8

3. Néuala sO du khac 1 thi J(a,p)=J(p mod a, a) X (-1)@V*C-D4

3.7 Dinh ly phan du trung hoa.
Néu ban biét cach tim thira s6 nguyén t6 cla mOt sO n, thi ban c6 thé
da s&r dung, mOt sO di€u goi 1a dinh 1y phan du trung hoa d€ gidi quyét
trong sudt hé phuong trinh. Ban dich co ban cla dinh 1y ndy dugc
kham phé bdi toan hoc Trung Hoa vao thé ky th(t nhat.
Gid s, su phan tich thtra s6 cUa n=p;X p,X . . .x p, thi hé phuong trinh
(X mod p)) = a;, v6ii=1,2,. . .t

c6 duy nhat mot cach gidi, tai d6 x nhd hon n.
Bai vay, vGi a,b tuy ¥ sao cho a < p va b < q (p,q 1a sO nguyén t0) thi tOn
tai duy nhat a,x ,khi x nhd hon px q thi

x = a (mod p), va x = b (mod q)
PE tim ra x dau tién st dung thudt toan Euclid d€ tim u, vi du :

ux q= 1 (mod p)
Khi d6 can tinh toan :

x=(((a-b)xu)modp ) x q+b
Dudi day 1a doan ma dinh 1y phan du trung hoa trong ngdn ngit C :

Int chinese remainder(size t r, int *m, int *u)

{
X©y dung th viOn c¢,c hum m- ho,.




Khoa C«ng NghO Th«ng Tin

size t i;

int modulus;

int n;

modulus = 1;

for (i=0; i<r:++i)
modulus *=m[i];
n=0;

for (i=0; i<r:++i)

{

n+=uli]*modexp(modulus/m[i],totient(m[i]),m[i]);
n%=modulus;

}

return n;

}

3.8 Dinh ly Fermat.
Néu m la s6 nguyeén t0, va a khong phdi 1a b0i s6 cla m thi dinh 1y
Fermat phat bi€u :

a™' = 1(mod m)

4. Cac phép ki€m tra s nguyén t0.

Ham mOt phia 1a m&t khii niém cO ban cUa ma hod cong khai, viéc
nhan hai s6 nguyén t6 dugc phong doan nhu 1a ham mot phia, né rat dé
dang nhan cac sO dé€ tao ra mOt sO 16n, nhung rat khé khin d€ phan tich
s 16n d6 ra thanh cac thira s6 1a hai sO nguyén t6 16n.

Thuat todn ma hoa cong khai can thiét t&i nhiing sO nguyén t0. Bat ky
mang kich thudc thé nao ciing can moOt s6 lugng 16n s6 nguyén t0. Co
mOt vai phudng phap d€ sinh ra sO nguyén t6. Tuy nhién c6 mOt sO van
dé dugc dat ra doi vGi s6 nguyén td nhu sau :
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Néu moi ngudi can dén nhiing s6 nguyén tO khac nhau, chiing ta sé&
khong dat dugc diéu dé ding khong. Khong ding, bdi vi trong thuc
t€ c6 tdi 10'™ sd nguyén tO c6 d dai 512 bits hodc nhd hon.

Diéu gi s& xdy ra néu c6 hai ngudi ngdu nhién chon cung modt s
nguyén t0?. Vi su chon lua tUr sO lugng 10'° sd nguyén td, di€u ky
qudc ndy xdy ra la xac xudt nhd hon so véi su tu bOc chdy cla may
tinh. Vay né khong c6 gi 1a dang lo ngai cho ban hét.

4.1 Soloway-Strassen
Soloway va Strassen da phat tri€n thudt toan c6 thé ki€m tra s nguyén
t0. Thudt toan ndy s dung ham Jacobi.

Thudt toan ki€m tra sO p 1a sO nguyén t0 :

1. Chon ngau nhién mot s6 a nhd hon p.

2. Néu udc s6 chung 16n nhat ged(a,p) # 1 thi p 1a hgp s6.

3. Tinh j = a®"? mod p.

4. Tinh s6 Jacobi J(a,p).

5. Néu j # J(a,p), thi p khong phai 1a sO nguyén t0.

6. Néu j = J(a,p) thi néi p c6 thé€ 1a s6 nguyén t& véi chac chan

50%.

Lap lai cac budc nay n 1an, v6i nhiimg n 13 gia tri ngdu nhién khac nhau
cUa a. Phan du cla hgp s6 vGi n phép th(r 1a khong qua 2"
Thuc t€ khi thuc hién chuong trinh, thudt toan chay vdi tOc d0 nhanh.

4.2 Rabin-Miller

Thuadt toan ndy dugc phét tri€n béi Rabin, dua trén mOt phan y tudéng
cUa Miller. Thuc t€ nhiing phién ban cUa thudt todn da dugc gidi thiéu
tai NIST. (National Institute of Standards and Technology).

Pau tién 1a chon ngdu nhién mot s6 p d€ ki€m tra. Tinh b, vdi b 1a s0
mii cUa 2 chia cho p-1. Ti€p theo tinh m tuong tw nhu'n = 1+2°m.
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Sau day 1a thuat ton :

1.
2.
3.

Chon mOt s6 ngau nhién a, va gid st a nhd hon p.
bat j=0 va z=a™ mod p.
Né€u z=1, hodc z=p-1 thi p di qua budc ki€m tra va c6 th€ 1a

sO nguyeén t0.

4. Néuj> 0 vaz=1 thi p khong phai la s6 nguyén t0.
5. Patj=j+1.Néuj<bvaz # p-1thi datz=z>mod p va tr& lai
budc 4

6. Néuj=bvaz# p-1, thi p khong phai la s& nguyén t0.
4.3 Lehmann.

MOt phuong phép don gidn hon kiém tra sO nguyén tO dugc phét trién

dOc 1ap bdi Lehmann. Sau day 1a thuat toan véi sO budc 1ap 1a 100.

1.
2.

Chon ngau nhién mot s6 n d€ kiém tra.
Chac chan rang n khéng chia hét cho cic sO nguyén t0 nhd
nhu 2,3,5,7 va 11.

3. Chon ngau nhién 100 sO ay, ay, . . . , aip gilfa 1 va n-1.

Tinh a™"? (mod n) cho tat cd a; = ai. . . a0 . DUng lai néu
ban tim thdy a; sao cho phép ki€m tra 12 sai.
Né€u ai(n-1)/2 = 1 (mod n) v&i moi i, thi n c6 th€ 1a hgp s6.

Néu ai(n-1)/2 # 1 hodc -1 (mod n) vé&i i bat ky, thi n 1a hop

s0.
Néu a(n-1)/2 = 1 hodc -1 (mod n) v&i moi i # 1, thi n 1a sO
nguyen t0.
4.4 Strong Primes.

Strong Primes thuOng dugc s dung cho hai sO p va q, ching 1a hai s

nguyén td v&i cac thudc tinh chac chan rang c6 thé tim dugc thifa sO
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bang phuong phap phan tich thlra sd. Trong sO cac thudc tinh dat dugc
bao gbm

+ U'éc s6 chung 16n nhat cla p-1 va g-1 1a nho.

+ Hai sO p-1 va g-1 nén c6 thlUra sO nguyén t0 16n, dao ham riéng
p' vaq'

+ Hai sO p'-1 va -1 nén c6 thira sO nguyén t6 16n, dao ham riéng

p"vaq"

+ C3& (p-1)/2 va (q-1)/2 nén 1a s6 nguyeén t0.
Trong bat cU truOng hop nao Strong Primes rat can thiét 1a dOi tugng
trong cac budi tranh ludn. Nhimg thuOc tinh d3 dugc thiét ké can tré
mOt vai thudt todn phan tich thUfa s6. Hon nita, nhiing thudt toan phan

tich thira sO nhanh nhat c6 co hdi tot d€ dat cac tiéu chudn.
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Chuong 11 Mat ma

Trong chuong trudc ching ta di néu ra cac khai niém co bdn vé ly
thuyé€t thong tin, vé d0 phUc tap cUa thudt toan, va nhlng khai niém co
ban v€ toan hoc can thiét. Chuong ndy sé mé ta mot cach t6ng quan
v€ ma hod, bao gdm nhing khai niém v€& ma hod thong tin, mot hé
thOng ma hoa bao gdm nhiing thanh phan nao, khai niém protocol, cac
loai protocol. M4 hoa dong 1a gi, ma hoa khoi 1a gi, thé€ nao 1a hé thOng
ma hoé cG di€n, thé nao 1a hé thGng ma hoa cong khai. Va cudi cling 1a
bang nhlng cach nao ké dich tan cong hé thOng ma hod. Nhiing van dé
sé dugc dé cap trong chuong nay:

¢ Khai niém co ban clia ma hoa.

¢ Protocol

¢ Ma dong , ma khéi (CFB, CBC)

¢ Cac hé mat ma doi x(Ung va cong khai

¢ CAc cach tham ma

1. Khai niém co ban.

-Ban rd (plaintext or cleartext)
ChUra cac xau ky tu gOc, thong tin trong ban o 1a thong tin can ma
hoé d€ gilt bi mat.

-Ban ma (ciphertext)
ChUa cac ky tu sau khi dd dugc ma hod, ma ndi dung dugc gilr bi
mat.

-Mat ma hoc (Crytography)
La nghé thudt va khoa hoc dé€ gi(r thong tin dugc an toan.

-SU'ma hoa (Encryption)
Qua trinh che dau thong tin bang phuong phap nao dé d€ 1am an

nOi dung bén trong goi 1a s’ ma hoa.
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-Sur gidi ma (Decryption)

Qué trinh bién dGi trd 1ai ban ma ban thanh ban 16 goi 1a gidi

ma
Qué trinh ma hod va gidi ma dugc thé€ hién trong so d0 sau:
Banrd Ban Banrd
——{ Ma hoa ma » Giaima |—g6e—

-Hé mat ma : 1a mOt hé bao gbm 5 thanh phén (P, C, K, E, D) thod man
cac tinh chat sau

P (Plaintext) 1a tap hop h(tu han cac ban 16 c6 thé.

C (Ciphertext) 1a tp hgp hitu han cac ban ma c6 thé.

K (Key) la tp hop cac ban khod c6 thé.

E (Encrytion) 1 tp hop cac qui tac ma hoa cé thé.

D (Decrytion) la tap hop cac qui tac gidi ma co thé.
Chiing ta da bi€t mOt thong béo thudng dudgc t6 chlic dudi dang ban
rd. Ngudi gli s€ 1am nhi€ém vu ma hod ban 15, k€t qud thu dugc goi 1a
bdn ma. Badn mi nay dugc gli di trén mét dudng truyén téi ngudi
nhan sau khi nhan dugc bdn mad ngudi nhan gidi ma né d€ tim hiéu
nOi dung.
Dé dang thay duoc cong viéc trén khi s dung dinh nghia hé mat ma :

EK(P):CVé.DK(C):P
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2. Protocol

2.1 Gidi thiéu Protocol
Trong sult cd qud trinh clla hé thdng mat ma 1a gidi quyét cac van dé,
nh{ing van dé cla hé bao gdm: gidi quyét cong vi€c xung quanh sur bi
mat, tinh khong tin cdy va nhimg ké bat luong. Ban c6 thé hoc moi
diéu vé thudt toan ciing nhu cac ky thudt, nhung c6 mot diéu rat dang
quan tdm d6 1a Protocol. Protocol la mét loat cdc burdc, bao gém hai
hodc nhiéu ngudi, thiét ké dé hoan thanh nhiém vu . “M0Ot loat cac
budc” nghia 1a Protocol thuc hién theo m6t tudn tu, tir khi bat dau cho
tGi ldc két thic. MOi budc phai dugc thuc hién tuan tu va khong cé
budc nao dugc thuc hién trudce khi budc trude dé da hoan thanh. “Bao
gOm hai hay nhiéu ngudi” nghia 1a can it nhat hai ngudi hoan thanh
protocol, mOt ngudi khong thé tao ra dugc mot Protocol. Va chac chan
rang mOt ngudi c6 thé thuc hién modt loat cac budc d€ hoan thanh
nhiém vu, nhung dé khong phai 1a Protocol. Cudi cing “thiét k& dé
hoan thanh nhiém vu” nghia 1d m6i Protocol phdi lam mot vai diéu gi
do.
Protocol c¢6 mOt vai thulc tinh khac nhu sau :
1. Moi ngu0i can phai trong mOt Protocol, phdi biét protocol d6
va tuan theo tat cd moi budc trong su phat trién.
2. M0Oi ngu0i can phai trong mot Protocol, va phai dong ¥ tuan
theo no.
3. MOt Protocol phdi 16 rang, mOi budc phai dugc dinh nghia
tOt va phdi khong c6 ca hdi hi€u nham.
4. Protocol phdi dugc hoan thanh, phdi c6 nhiing hanh dOng chi
16 cho mOi trudng hop c6 thé.
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2.2 Protocol mat md.

Protocol mat ma 1a protocol sU dung cho hé théng mat ma. MOt nhém
c6 th€ gdm nh{fng ngudi ban bé va nhiing ngudi hoan toan tin cay khac
hodc ho c6 th€ 1a dich th( hodc nhiing ngudi khong tin cdy moOt chiit
nao hét. MOt diéu hién nhién 1a protocol ma hoa phdi bao gdm mot sO
thudt todn ma hod, nhung muc dich chung cUa protocol 1a mét diéu gi
d6 xa hon 1a di€u bi mat don gian.

2.3 Muc dich cua Protocol.

Trong cuQc sdng hang ngdy, c6 rat nhi€u nghi thUc than mat cho hau
hét tat cd moi di€u nhu goi dién thoai, chai bai, bau cl. Khong c6 gi
trong sO chiing 1ai khéng c6 protocol, ching tién trién theo thOi gian,
mOi ngudi déu biét s{r dung ching nhu thé nao va lam viéc v4i ching.

Hon n{ra bay gi0 moi ngudi giao ti€p v&i nhau qua mang may tinh thay
cho su’ gdp mat thong thudng. May tinh can thi€t mot nghi thlc chudn
d€ l1am nh{ng viéc giGng nhau nhu con ngudi khong phdi suy nghi.
Néu ban di tUr mot dia di€m nay tdi dia di€ém khéc, tham chi tUr quoc
gia nay tdi quOc gia khac, ban thdy mOt tram dién thoai cong cOng
khéc hoan toan so v&i cai ban da st dung, ban dé dang dap Ung. Nhung
may tinh thi khong mém déo nhu vay.

Thét ngay tho khi ban tin rang moi ngudi trén mang may tinh la chan
that, va ciing that ngdy tho khi tin tudng rang ngudi quan tri mang,
nguoi thi€t k€ mang 1a chan that. Hau hét sé 1a chan that, nhung no sé
la khong chan khi ban can dén su an toan ti€p theo. Bang nhiing
protocol chinh thifc, chiing ta c6 th€ nghién ctru nhiing cdch ma
nhiing ké khong trung thuc cé thé Itra ddo va phdt trién protocol d€
ddnh bai nhiing ké Itta dao dé. Protocol rat hira ich bdi vi ho trlu
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tuong hod ti€n trinh hoan thanh nhiém vu tU ky thuat, nhu vay nhiém
vU da dugc hoan thanh.

SU giao ti€p gilta hai mdy tinh giéng nhu' m&t may tinh 1a IBM PC, méy
kia 14 VAX hodc loai mdy tuong tU. Khai niém trUu tuong nay cho
phép chiing ta nghién c(fu nhiing ddc tinh tOt cUa protocol ma khong bi
xa 1ay vao su thuc hién chi tiét. Khi chiing ta tin rang ching ta c6 m0t
protocol tOt, thi ching ta c6 th€ thuc hién né trong moi di€u tU mot
may tinh dén dién thoai, hay dén m&t 16 nuéng banh théng minh.

2.4 Truyén thong st dung hé mat ma déi xUng.
Hai may thuc hién viéc truyén thong an toan nhu th€ nao ? Ching sé
ma hoad su truyén théng do, duong nhién rOi. PE hoan thanh mot
protocol 1a phUc tap hon viéc truyén thong. Chiing ta hdy cling xem xét
diéu gi sé xdy ra néu may Client mubn gUi théng bdo ma hoa tdi cho
Server.
1. Client va Server dong y s& dung mOt hé ma héa.
2. Client va Server thOng nhat khod v3i nhau.
3. Client 1ay bdn rd va ma hoa s dung thudt todn ma hoa va
khod. Sau d6 ban ma da dugc tao ra.
4. Client gUti ban ma t&i cho Server.
5. Server gidi md ban ma dé v6i cing mOt thuat toan va khoa,
sau d6 doc duoc ban ro.
Diéu gi sé xdy ra dOi v4i ké nghe trOm culc truyén thoéng gilta Client
va Server trong protocol trén. N€éu nhu ké nghe trdm chi nghe dugc su
truyén di ban ma trong budc 4, ching sé& c6 gang phan tich ban ma.
Nh{ng ké nghe trOm chiing khong ngu rot, chiing biét rang néu c6 thé
nghe trOm tU buGc 1 dén budc 4 thi chac chan sé thanh cong. Chiing
sé bi€t dugc thuat toan va khoa nhu vay chiing sé biét dugc nhiéu nhu
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Server. Khi ma thong bdo dugc truyén di trén kénh truyén thong trong
budc th(r 4, thi ké nghe trdm s€ gidi ma bang chinh nhimg diéu da
biét.

Pay 1a ly do tai sao quan ly khoa lai 1a van dé quan trong trong hé
thOng ma hod. MOt hé thOng ma hoa tOt 1a moi su an toan phu thudc
vao khod va khong phu thubc vao thuat toan. V&i thuat todn doi xUng,
Client va Server c6 th€ thuc hién budc 1 1a cong khai, nhung phai thuc
hién budc 2 bi mat. Khod phai dugc gilt bi mat trudc, trong khi, va sau
protocol, mat khac thong bao sé khong gilr an toan trong thOi gian dai.

Tém lai, h& mat ma dbi xng c6 mot vai van dé nhu sau :

. Néu khoa bi tGn thuong (do dénh cap, du doan ra, khdm pha, hoi 10)
thi d6i th( 1a ngudi c6 kho4, anh ta c6 thé gidi ma tat ca thong béo
vGi khoa d6. MOt di€u rat quan trong 1a thay doi khoa tuén tu dé
gidm thi€u van dé nay.

Nh{ng khoa phai dugc thdo ludn bi mat. Chiing c6 th€ cé gia tri
hon bat ky thong bao nao di dugc ma hod, tU su hi€u biét vé khod
c6 nghia 1a hi€u biét vé thong béo.

. SU dung khoé riéng biét cho mOi cdp ngudi ding trén mang vay thi
tOng sO khod ting Ién rat nhanh giOng nhu sy ting 1én cUa sO ngudi
dung. Bi€u nay cé thé gidi quyét bang cach gilt s ngudi ding &
mUrc nhd, nhung diéu nay khong phai 1a ludn ludn c6 thé.

2.5 Truyén théng s’ dung hé mat ma céng khai.

¢ Ham moOt phia (one way function)

Khai niém ham mot phia 1a trung tdm cUa hé ma hoa cong khai. Khong

c6 mOt Protocol cho chinh né, ham mOt phia 1a khoi xay dung co ban

cho hau hét cadc md ta protocol.
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M6t ham mot phia 1a ham ma dé dang tinh toan ra quan hé mot chiéu
nhung rat khé d€ tinh ngurge 1ai. Vi nhu : biét gid thiét x thi ¢ th€ dé
dang tinh ra f(x), nhung néu biét f(x) thi rat khé tinh ra dugc x. Trong
trudng hop nay “khé” c6 nghia 1a d€ tinh ra dugc két qua thi phdi méat
hang triéu ndm d€ tinh toan, tham chi tat cd mdy tinh trén thé gidi nay
déu tinh toan cong vi€c dé.

Vay thi ham mot phia tOt & nhiing gi ? Chiing ta khong thé s dung
ching cho sy ma hod. M6t thong bao ma hoa v&i ham mot phia 1a khong
h(tu ich, bat ky ai cling khong gidi ma dugc. POi véi ma hoa ching ta
can mOt vai diéu goi l1a c(fa sap ham moOt phia.

CUra sép ham mOt phia 1a mOt ki€u dac biét cla ham mOt phia véi cla
sap bi mat. N6 dé dang tinh toan tU mOt di€u kién nay nhung khé khin
dé€ tinh toan tUr mot diéu kién khac. Nhung né€u ban biét diéu bi mat,
ban c6 th€é dé dang tinh toan ra ham tUr di€u kién khéc. Vi du : tinh f(x)
dé dang tU x, rat khé khin d€ tinh toan x ra f(x). HOn nifa c6 mot vai
thong tin bi mat, y gibng nhu f(x) va y né c6 thé tinh toan dé dang ra x.
Nhu vay van dé cé thé da dugc gidi quyét.

HOp thu 1a moét vi du rat tuyét vé clra sap ham moOt phia. Bat ky ai
ciing c6 th€ bo thu vao thing. B thu vao thung 1a m&t hanh dOng cong
cOng. M@ thung thu khong phadi 1a hanh dOng cong cOng. N6 1a khé
khin, ban s& can dén md han d€ pha hodc nhiing cong cu khac. Hon
n(fa n€u ban cé diéu bi mat (chia khoa), n6 that dé dang ma hop thu.
Hé ma hod cong khai c6 rat nhiéu di€éu gidng nhu vay.

¢ Ham bidm mOt phia.
Ham bam moOt phia 1a mOt khoi xay dung khac cho nhiéu loai protocol.
Ham bam mOt phia da tUng dugc s dung cho khoa hoc tinh toan trong

mOt thOi gian dai. Him bim 1a mOt ham todn hoc hodc loai khéc, né 18y
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chudi ddu vao va chuyén dGi thanh kich thudc c6 dinh cho chubi dau
ra.

Ham bidm mOt phia 14 mOt ham bam né s dung ham mOt phia. N6 rat
dé dang tinh toan gia tri bam tU xau ky tu vao, nhung rat khé tinh ra mot
chuOi tr gié tri don 1& dua vao.

C6 hai ki€u chinh cUa ham badm moOt phia, ham bam v&i khod va khéng
kho4. Him bim mOt phia khong khod c6 th€ tinh toan b&i moi ngudi gia
tri bdm 1 ham chi c6 don ddc chubi dua vao. Ham bam mot phia véi
khoa 1a ham cd hai th( chudi vao va khod, chi mOt vai ngudi c6 khoa

mai c6 thé tinh toan gia tri bam.

¢ Hé ma hod st dung khod cong khai.

Vi nhiing su m6 td & trén c6 thé nghi rang thudt todn d6i xUng 1a an
toan. Khoa 1a su k&€t hgp, mOt vai ngudi nao dé vGi su két hgp cé thé
m& su an toan nay, dua thém tai liéu vao, va déng né lai. M6t nguoi
nao d6 khac vGi su két hdp c6 th€ mé dugc va 1ay di tai liéu dé.

Nim 1976 Whitfied va Martin Hellman da thay d6i vinh vién m6 hinh
cla hé thOng ma hod. Ching dugc md ta 1a hé ma hod s dung khod
cong khai. Thay cho mOt khod nhu truGc, hé bao gbm hai khoa khéc
nhau, mOt khod 1a cong khai va mOt khoa kia 1a khod bi mat. Bat ky ai
vGi khod cong khai ciing c6 th€ ma ho4 thong bao nhung khong thé gidi
ma né. Chi mOt ngudi vGi khod bi mat mdi cé thé gidi ma duoc.

Trén cO s& todn hoc, ti€n trinh ndy phu thulc vao cla sap ham mot
phia dd dugc trinh bay & trén. SU' ma hoa 1a chi thi dé dang. L&i chi dan
cho s ma hoa 1a khoa cong khai, bat ky ai cling c6 th€ ma hod. Su gidi
ma 1a mOt chi thi khé khin. N6 tao ra khé khin dU d€ mOt ngudi su

dung mady tinh Cray phdi mat hang ngan nim mdi c6 th€ gidi ma. Su bi
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mat hay c(fa sdp chinh 1a khod riéng. VGi su bi mat, sy gidi ma sé dé
dang nhu sU' ma hoa.

Chung ta hdy cing xem xét khi may Client gUi thong béo t&i Server sU
dung hé ma hod cong khai.
1. Client va Server nhat tri s&t dung hé ma héa cong khai.
2. Server gUi cho Client khoé cong khai cUa Server.
3. Client 1ay ban rd va ma hod sU dung khoa cong khai cUa
Server. Sau d6 gUi ban ma t&i cho Server.

4. Server gidi ma ban ma do6 s dung khod riéng cla minh.

Cht y rang hé thong ma hoa cong khai gidi quyét van dé chinh cla hé
ma hoa d6i x(ng, bang cach phan phoi khoa. Vi hé théng ma hoa déi
xUng da qui udc, Client va Server phdi nhat tri véi cing mo6t khoa.
Client c6 th€ chon ngau nhién mOt khod, nhung né van phai thong bao
khod d6 t&i Server, di€u ndy gay lang phi thOi gian. POi v&i hé théng
ma hoé cong khai, thi day khong phdi 1a van dé.

3. Khoa

3.1 DO dai khod.

PO an toan cUa thudt todn ma hoa c6 dién phu thuQc vao hai diéu dé 1a
d0 dai cla thudt toan va d0 dai cla khoa. Nhung d6 dai cUa khoa dé bj
16 hon.

Gid sU rang d0 dai cUa thudt toan 1a 1y tudng, khé khin 16n lao nay cé
th€ dat dugc trong thuc hanh. Hoan toan cé nghia 1a khong c6 cach nao
bé giy dugc hé thOng ma hod trlr khi ¢6 gdng th(r v4i mOi khoa. Néu
khod dai 8 bits thi ¢ 28 = 256 khod c6 th€. Néu khod dai 56 bits, thi co
2% khod c6 thé. Gia sU rang siéu mdy tinh c6 thé thuc hién 1 triéu phép

tinh mOt gidy, né ciing s& can tGi 2000 nim d€ tim ra khoa thich hap.
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Néu khoa dai 64 bits, thi véi mdy tinh tuong tu ciing can téi xap xi
600,000 ndm d€ tim ra khoéa trong sO 2% kho4 c6 th€. N€éu khod dai 128
bits, n6 can téi 10* nidm , trong khi vii tru cUa chiing ta chi tOn tai c&
10' ndm. Nhu vay vGi 10 ndm c6 thé 1a du dai.

Trudc khi ban gUi di phat minh hé ma hoé v6i 8 Kbyte d6 dai kho4, ban
nén nhé rang mot nla khac cling khong kém phan quan trong dé 1a
thuat todn phadi an toan nghia la khdng c6 cach nao bé giy tru khi tim
dugc khoda thich hop. Piéu nay khong dé dang nhin thdy dudc, hé
thOng ma hoa né nhu' mot nghé thuat huyén do.

MOt di€m quan trong khac 1a d0 an toan cUa hé thOng ma hoa nén phu
thuOc vao khoa, khong nén phu thuQc vao chi ti€t cUa thuat toan. Néu
dd dai cUa hé thOdng ma hod mdi tin rang trong thuc té& ké tan cong
khong th€ biét ndi dung bén trong cUa thudt toan. Néu ban tin rang gilr
bi mat n6i dung cla thudt toan, tan dung d0 an toan cUa hé théng hon
la phan tich nhiing 1y thuyét s& h{tu chung thi ban di nham. Va that
ngay tho hon khi nghi rang mot ai d6 khong thé g& tung ma ngubn cla
ban hodc ddo ngugc lai thuat todn.

Gid s rang mOt vai ké thdm ma c6 thé biét hét tat cd chi tiét vé thudt
toan cUa ban. Gid s rang ho c6 rat nhiéu ban ma, nhu ho mong
muln. Gid s& ho c6 mOt khoi luong bdn 16 tan céng vGi rat nhiéu dir
liéu can thi€t. Tham chi gid s& rang ho c6 thé lua chon ban 16 tan
cong. Néu nhu hé thGng ma hod cla c6 th€ du thira d an toan trong tat

cd moi mat, thi ban da c6 dU d6 an toan ban can.

Tém lai cdu hoi dat ra trong muc nady la : Khod nén dai bao nhiéu.
Trd 10i cau hoi nay phu thulc vao chinh nhiimg Ung dung cu thé cla

ban. D{ liéu can an toan cla ban dai bao nhiéu ? D{ liéu cUa ban tri
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gia bao nhiéu ? ... Thdm chi ban c6 thé€ chi chi 16 nhiing an toan can
thiét theo cach sau.
DO dai khoa phai 1a mOt trong 2*? khod d€ tuong Ung v&i né 1 ké
tan cong phai trd 100.000.000 $ d€ bé giy hé thong.

3.2 Quan ly khod céng khai.
Trong thuc t€, quan ly khoa 1a van dé kho nhat cUa an toan hé ma hoa.
DE thié€t k€ an toan thudt toan ma hoa va protocol 1a mOt viéc 1a khong
phai 1a dé dang nhung dé€ tao va luu tr{t khoa bi méat 1a mot diéu khé
hon. K& thdm ma thuOng tan cong cd hai hé ma hoa d6i xUng va cong
khai thong qua hé qudn 1y khod cUa chiing.
Poi v6i hé ma hod cong khai viéc quan 1y khoa dé hon d6i v6i hé ma
hod d6i xUng, nhung né c6 mot van dé riéng duy nhat. Moi ngudi chi
c6 mOt khod cong khai, bat k€ s6 ngudi & trén mang 1a bao nhiéu. Néu
Eva muOn gUi thong bdo dén cho Bob, thi ¢6 dy can c6 khoé cong khai
clUa Bob. C6 mOt vai phuong phap ma Eva c6 th€ 1ay khoa cong khai
cla Bob :

¢ Eva c6 th€ 1ay n6 tU Bob.

¢ Eva c6 th€ 1ay tU trung tdm c0 sG dit liéu.

¢ Eva c6 th€ 1ay tU co s& d{r liéu riéng cla cd ay.

Churng nhan khoa cong khai :

ChUng nhan khoa cong khai 1a xac dinh khod thuc vé mot ai do, duoc
quan ly bdi m6t ngudi dang tin cdy. Chlng nhan d€ s dung vao viéc
can tré su cOng gang thay th€ mot khoa ndy bang moOt khoa khéc.
ChUng nhan cla Bob, trong so s& d{t li€u khoa cong khai, 1uu trlt nhiéu
théng tin hon ch(r khong chi 1a khod cong khai. N6 1uu tr(r thong tin vé
Bob nhu tén, dia chi, ... va n6 dugc viét bdi ai d6 ma Eva tin tudng,
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ngUdi dé thudng goi 1a CA(certifying authority). Bang cach xac nhén
ca khoa va thong tin vé Bob. CA xac nhan thong tin vé Bob 1a diing va
kho4 cong khai thudc quyén s3 hitu cla Bob. Eva ki€m tra 1ai cac dau
hiéu va sau d6 c6 ay c6 thé sir dung khoa cong khai, su an toan cho Bob
va khéng mOt ai khac biét. ChUng nhan déng mot vai tro rat quan trong

trong protocol cUa khod cong khai.

Quan Iy khoa phan phoi :

Trong mOt vai trudng hop, trung tdm quan ly khoa c6 thé khong 1am
viéc. Co 1€ khong c6 mOt CA (certifying authority) nao ma Eva va Bob
tin tuéng. C6 1€ ho chi tin tudng ban bé than thi€t hodc ho khong tin
tudng bat c(r ai.

Qudn ly khod phéan phoi, s& dung trong nh{ing chuong trinh mién cong
khai, gidi quyét van dé nay vGi ngudi gidi thiéu (introducers). Nguoi
gidi thiéu 1a mét trong nhiing ngudi ding khac clla hé thOng anh ta la
ngudi nhan ra khoa cong khai cla ban anh ta.

Vidu:

Khi Bob sinh ra khoa cong khai, anh ta dua ban copy cho ban anh ay la
Bin va Dave. HQ déu biét Bob, vi vay ho c6 khoa clla Bob va dua cho
cac dau hi€u cla anh ta. Bay gi® Bob dua ra khoa cong khai cUa anh ta
cho ngudi 1a, gid st d6 1a Eva, Bob dua ra khod ciing v6i cac dau hiéu
cUa hai ngu0i gidi thi€u. Mat khac néu Eva da biét Bin hodc Dave, khi
d6 cb ta c6 ly do tin rang khoé clla Bob 1a diing. Néu Eva khong biét Bin
hodc Dave thi cd dy khong cé 1y do tin tudng khoa clla Bob 1a ding.
Theo thOi gian, Bob sé tap hgp dugc nhi€u ngudi gidi thi€u nhu vay
khod cUa anh ta sé dugc bi€t dén rbng rai hon. Lai ich cla ky thuat
ndy 1a khong can téi trung tim phan phoi khoa, moi ngudi déu cé su'tin

nhiém, khi ma Eva nhan khoa cong khai cla Bob, sé& khong c6 su bao
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dam nao rang c6 8y sé biét bat ky diéu gi cla ngudi gidi thiéu va hon
nlfa khéng c6 su ddm bdo nao 1a c6 8y sé tin vao su ding dan cla

khoa.
4. Ma dong, ma khoi (CFB, CBC)

4.1 M6 hinh ma hod khoi.
M3 hod sU dung cac thuat toan khOi goi dé 1a ma hod khoi, thong
thuong kich thudc cla khoi 1a 64 bits. MOt sO thuat toan ma hoa khoi
sé& dugc trinh bay sau day.

4.1.1 M6 hinh day truyén kh6i ma hoa.

Day truyén st dung kY thuat théng tin phan hoi, bdi vi két qud cla
khOi ma hoa trudc lai dua vao kh6i ma hoa hién thoi. N6i mOt cach
khéac khoi trudc dé st dung d€ sra d6i su ma hoa cla khoi ti€p theo.
MOi khOi ma hoa khong phu thudc hoan toan vao khoi cla ban rd.
Trong day truyén khoi ma hod (Cipher Block Chaining Mode), ban rd da
dugc XOR v&i khoi ma hoa k€ trudc d6 trudc khi né duoc ma hoa.
Hinh

4.1.1 th€ hién cac budc trong day truy€n khoi ma hoa.

Sau khi khOi ban rd dugc ma hod, két qua cla s ma hoa duogc luu tri
trong thanh ghi théng tin phdn hoéi. Trudc khi kh6i ti€p theo clla bdn rd
dugc ma hod, n6 s€ XOR vdi thanh ghi thong tin phdn hoi d€ trd thanh
dau vao cho tuy€én ma hoa ti€p theo. K&t qua cla su ma hod ti€p tuc
dugc luu trlf trong thanh ghi théng tin phan hoi, va ti€p tuc XOR véi
khOi ban rd tiép theo, ti€p tuc nhu vay cho téi két thiic théng bao. SU
ma hoa clla moi khéi phu thudc vao tat ca cac khoi trude dé.
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%IO
Ma hoa
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K
A Ma hoa
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P3 ><> > Ma hoa » E(P3 0 = | C3
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Hinh 4.1.1 SO d6 md hinh ddy chuyén khGi ma ho4 .
SU gidi ma 1a can doi 16 rang. MOt khoi ma hoa gidi ma binh thudng va
mat khac dugc cat gilf trong thanh ghi théng tin phdn hoi. Sau khi khoi
ti€p theo dugc gidi md n6 XOR vdi két qua cUa thanh ghi phan hoi.
Nhu vay khoi ma hoa ti€p theo dugc lua trt trong thanh ghi théng tin
phan hoi, ti€p tuc nhu vay cho tdi khi két thiic thong béo.

Cong thUc toan hoc cUa qua trinh trén nhU sau :

C. = Ex(P: XOR Cy.)

P, =G,y XOR Dk(C))
4.1.2 M6 hinh ma hod véi thong tin phan hoi.
Trong md hinh day truyén khoi ma ho4(CBC_Cipher Block Chaining
Mode), s’ ma héa khong thé bat dau cho t6i khi hoan thanh nhén dudgc
mOt khOi dit liéu. Pay thuc su 1a van dé trong mOt vai mang Ung
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dung. Vi du, trong méi truOng mang an toan, moOt thiét bi dau cubi
phai truyén moi ky tu téi mdy tram nhu né da duoc dua vao. Khi dir
liéu phai xUr Iy nhu' mOt khiic kich thudc byte, thi mé hinh day truyén
khOi ma hoa 1a khéng thod dang.

Tai m6 hinh CFB d{r liéu 1a dugc ma hda trong mOt don vi nhd hon 1a
kich thudc cla khoi. Vi du sé ma hod mot ky tu ASCII tai mOt thdi
di€m (con goi 1a md hinh 8 bits CFB) nhung khong c6 gi 1a bat kha
khéng vé sO 8. Ban c6 th€ ma hoa 1 bit dit liéu tai mot thoi diém, sUr
dung thuat toan 1 bit CFB.

4.2 M6 hinh md hoad dong.
M3 héa dong 1a thudt toan, chuy€n doi ban rd sang ban ma 1a 1 bit tai

mOi thdi di€m. Su thuc hién don gidn nhat cla ma hoa dong dugc thé

hién trong hinh 4.2
B6 sinh BO sinh
khoa khod
dong dong
Khod K Khod K
dong ' dong
Ban rd f"\ Ban mé f"\ Ban rd
p c L/ 99 I;
| Ma hoa i Gidi i
ma
Hinh 4.2 Ma hoa dong.
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B0 sinh khoa dong 1a ddu ra mOt dong cac bits : ki, ko, ks, . . . k.. Pay la
kho4 dong da dugc XOR v@i mOt dong bits clUa ban 10, pi, pz, P, - - Pis
d€ dua ra dong bits ma hoa.

¢ = pi XOR ki
Tai di€ém két thic cla su gidi md, cac bits md hoa dugec XOR véi khoa
dong dé€ trd lai cac bits ban rd.

pi = ¢ XOR k;

TU lic pi XOR k; XOR k; = p; 1a mOt cong viéc ti mi.

PO an toan cla hé thOng phu thudc hoan toan vao bén trong bd sinh
kho4 dong. N&u dau ra b0 sinh khoa dong v6 tén bang 0, thi khi d6 ban
rd bang ban ma va ca qua trinh hoat dOng sé 1a v6 dung. Néu b0 sinh
khod dong sinh ra su 1dp lai 16 bits mau, thi thudt toan sé& 1a don gidn
vGi dO an toan khong dang ké.
Néu bd sinh khoa dong 1a v6 tan cUa dong ngdu nhién cac bits, ban sé&
c6 mOt viing dém (one time-pad) va d0 an toan tuyét doi.
Thuc t€ ma hoa dong né nam dau dé gilta XOR don gidn va mot ving
dém. BO sinh khoa dong sinh ra mOt dong bits ngdu nhién, thuc t€ diéu
nay quy€t dinh thudt todn c6 th€ hoan thién tai thoi diém gidi ma. Pau
ra cUa b0 sinh khoa dong 1a ngau nhién, nhu vy ngudi phan tich ma sé
khé khin hon khi bé giy khoa. Nhu ban di doan ra dugc rang, tao mot
b0 sinh khod dong ma sdn pham dau ra ngdu nhién 1a mdt van dé
khong dé dang.
5. Cac hé mat ma doi xUng va cong khai
5.1 Hé mat md doi xUng
Thudt todn dOi xUng hay con goi thudt todn ma hod c6 dién 1a thudt
toan ma tai d6 khod ma hoa c6 thé tinh toan ra dugc tir khod gidi ma.

Trong rat nhi€u trudng hop, khod ma hod va khoa gidi ma 1a gibng
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nhau. Thudt todn nay con cé nhi€u tén goi khac nhu thuat toan khod bi
mat, thuat toadn khod don gidn, thuat todn mOt khod. Thuat todn ndy yéu
cau nguoi g va nguoi nhan phdi thod thudn mot khod trudc khi
théng béo dugc gl di, va khod nay phai dugc cat gilr bi mat. PO an
toan cUa thudt todn nay van phu thudc va khoa, néu d€ 10 ra khoa nay
nghia 1a bat ky ngudi ndo ciing c6 th€ mai hod va gidi ma théng béo
trong hé thOng ma hoa.

SU ma hod va gidi ma cUa thudt todn doi xUng bi€u thj bdi :

Ex(P)=C
DK( C ) = P
K1 K2
Ban ro i Ban i Ban rod
—  Mahoa S » Mahoa | gée—

Hinh 5.1 M3 ho4 va gidi ma v6i khoa doi xUng .

Trong hinh vé trén thi :
K1c6 thé tring K2, hodc
K1 c6 thé tinh toan tU K2, hodc
K2 c6 thé€ tinh toan tU K1.
Mét s6 nhuroc diém ctia hé md hod cé dién
Cac phuong ma hod cG dién doi hdi ngudi ma hoa va ngudi gidi ma
phdi cing chung moét khoa. Khi d6 khod phai dugc gilr bi mat tuyét
doi, do vay ta dé dang xac dinh mOt khoa néu biét khoa kia.
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Hé ma hod doi xUng khong bdo vé dugc su an toan néu c6 xac sudt
cao khoa ngu0i gUi bi 10. Trong hé khoé phai dugc gUi di trén kénh
an toan n€u ké dich tan cong trén kénh nay c6 th€ phat hién ra khoa.
Van dé quan 1y va phan phoi khoa 1a khé khin va phic tap khi st
dung hé ma hoa c0 dién. Ngudi gl va ngudi nhan ludn ludn thong
nhat v4i nhau vé van dé khoa. Viéc thay d6i khoa 1a rat kho va dé
bi 16.
Khuynh hudng cung cap khoa dai ma né phdi dugc thay dGi thudng
xuyén cho moi ngudi trong khi van duy tri ca tinh an toan 1an hiéu
quad chi phi s cdn trd rat nhiéu t6i viéc phat trién hé mat ma c6
dién.

5.2 Hé mat mad cong khai

Vao nhiing nam 1970 Diffie va Hellman da phat minh ra m&t hé ma hoa

m&i dugc goi 1a hé ma hoa cong khai hay hé ma hoa phi d6i xUng.
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Thudt todn ma hod cong khai 1a khac biét so v&i thuat toan doi xUng.

Chiing dugc thiét k& sao cho khoea sUt dung vao viéc ma hod 1a khac so

K1 K2

Banro i Ban l Banro
— » Mahoa RS Gidima |—gée— >

A 4

vGi khoa gidi ma. Hon n(fa khoa gidi ma khong thé tinh todn dugc tU
khod ma hod. Chiing dugc goi v6i tén hé théng ma hoa cong khai béi vi
khoa d€ ma hoa c6 th€ cong khai, mét ngudi bat ky c6 th€ st dung
khod cong khai d€ ma ho4 thong bdo, nhung chi mOt vai ngudi cé ding
kho4 gidi ma thi mGi c6 khd ning gidi ma. Trong nhiéu hé thdng, khoa
ma hoa goi la khod cong khai (public key), khod gidi ma thuOng dugc
goi la khoa riéng (private key).

Hinh 5.2 Ma hod va gidi ma v&i hai khoa .

Trong hinh vé trén thi :

K1 khéng thé tring K2, hodc

K2 khong thé tinh toan tU K1.
DPac trung nGi bat cla hé ma hoa cong khai 1a cd khod cong khai(public
key) va ban tin ma hoé (ciphertext) déu cé th€ gl di trén mdt kénh
thong tin khong an toan.
Diffie va Hellman dd xdc dinh ré cdc diéu kién ctia mét hé md
hod cong khai nhu sau :

1. Viéc tinh to4n ra cap khod cong khai Kz va bi mat ks dua trén

cO s@ cac diéu ki€én ban dau phdi dugc thuc hién mot cach

dé dang, nghia 1a thuc hién trong thdi gian da thifc.
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2. Ngudi gli A c¢6 dugc khod cong khai cUa ngudi nhan B va c6
ban tin P can gUi di thi c6 th€ dé dang tao ra dugc ban ma C.

C = EKB (P) = EB (P)

Cong vi€c nay ciing trong thoi gian da thUc.
3. Ngu0i nhan B khi nhan dugc ban tin ma héa C v4i khod bi

mat kg thi c6 th€ gidi ma badn tin trong thoi gian da thUc.
P = DKB (C) = DB[EB(M)]

4. Né&u ké dich biét khoa cong khai Kz cO gang tinh todn khoa bi
mat thi khi d6 ching phdi duong dau véi truOng hop nan
gidi, truOng hop nay doi hodi nhi€u yéu cau khong kha thi vé
thOi gian.

5. Néu ké dich biét dugc cap (Ks,C) va cd gang tinh todn ra ban
rd P thi gidi quyét bai toan kho véi sO phép thir1a vo cung 16n,
do d6 khong kha thi.

6. Cac cach tham ma
C6 sau phuong phap chung d€ phan tich tan cong, dudi day 1a danh sach
theo th(t tu khd ning cUa tUng phuong phap. MOi phuong phép trong
sO chiing gid st rang ké thim ma hoan toan c6 hiéu biét vé thudt todn
ma hod dugc sUr dung.

1. Chi c6 ban ma. Trong trudng hop nay, ngudi phan tich chi c6
mOt vai ban tin cla ban ma, tat ca trong sO ching déu da
dugc ma hod va cing s dung chung mot thuat todn. Cong
viéc cUa nguoi phan tich 1a tim 1ai dugc ban 5 cla nhiéu
bdn ma c6 thé hodc tOt hon nita 1a suy ludn ra dugc khoa st
dung ma ho4, va s dung d€ gidi ma nhlmg ban ma khac véi

cung khoa nay.
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Gia thi€t : C, = Ex(P1), Co= E(Py), . . .Ci = Ex(P)

Suy ludn : M6i P,,P,, . . P;, k hodc thuat toan két luan P
tu

Cin = Ex(Pin)

2. Bi€t ban rd. Ngudi phan tich khéng chi truy cdp dugc moOt
vai ban ma mat khac con biét dugc ban rd. Cong viéc 1a suy
ludn ra khoa d€ sU dung gidi ma hodc thudt toan gidi ma dé
gidi ma cho bat ky bdn ma nao khac vdi cling khoa nhu vay.

Gia thiét : P;, C; = Ei(P,), P2, C2=Ei(P>), . . . Pi, C; = E(P)
Suy ludn : MOi k hodc thudt todn két ludn Pi tl Ciy =
Ex(Pi+1)

3. Lua chon ban rd. Ngu0i phan tich khong chi truy cap dugc
bdn ma va két hgp ban rd cho mOt vai bdn tin, nhung mat
khac lua chon ban rd d3 ma ho4d. Phuong phép nay td ra c6
kha ning hon phuong phap bi€t bdn ré bdi vi ngudi phan
tich c6 th€ chon cu th€é kh6i ban rd cho ma hod, mdt diéu
khéc c6 thé 1a sdn lugng thong tin vé khod nhiéu hon.

Gia thiét : Py, C; = Ex(Py), P2, C2= E(Py), . . . Pi, C; = E(P)
tai ddy nguOi phan tich chon P, Py,. .. P;

Suy ludn : MOi k hodc thudt todn k&t ludn Pi ti Ciy =

Ex(Pi+1)

4. Mo phong lua chon ban ré. Pay 1a truOng hop ddc biét cla
1ua chon ban rd. Khong chi c6 thé 1ua chon bdn rd dd ma ho4,
nhung ho con c6 th€ sta d0i su' 1ua chon co ban két qud cla
s ma hoa 1an trudc. Trong trudng lua chon bdn ma ngudi
phan tich c6 th€ da chon mOt khoi 16n ban 16 dd ma hoa,
nhung trong trOng hop nay c6 thé€ chon mot khoi nhd hon va

chon cin cU khéc trén két qua cla 1an dau tién.
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5. Lua chon ban ma. Ngudi phan tich c6 thé chon ban ma khéc
nhau di dugc ma hoa va truy cap ban rd da gidi ma. Trong vi
du khi mOt ngudi phan tich ¢6 m6t hdp chling c§ xdo chdn
khong th€ tu dOng gidi ma, cong viéc 1a suy ludn ra khoa.
Gid thiét : Cy;, P, = D(Cy), C2, P2= Dy(Cy), . . . Ci, P; =
Di(C)) tai Suy luan : k
6. Lua chon khoa. Day khong phai 1a mOt cach tan cong khi ma
ban da c6 khod. N6 khong phai 1a thuc hanh thdm ma ma chi la su
gidi ma thong thudng, ban chi can lua chon khoa cho phit hop
v@i ban ma.
MOt di€m dang chd y khac 1a da sO cac kY thudt thAim ma déu dung
phuong phap thong ké tan sudt xuat hién cla céc tU, cac ky tu trong
bdn ma. Sau d6 thuc hién viéc thr thay thé vi cac chit cai c6 tan sudt
xudt hién tuong dong trong ngdn ng(r tu nhién. Tai day chiing ta chi
xem xét dOi vGi ngdn ng(r thong dung nhat hién nay d6 la ti€ng Anh.
Viéc thOng ké tan sudt xudt hién cla cac ky tu trong truOng hop nay
dugc tién hanh dua trén cac bai bao, sach, tap chi va cc vin ban cling
v&i mOt sO loai khéc ...
Sau day 1a bang thOng ké tan sudt xudt hién cla 26 ch(r cai trong bang

ch(r cai ti€ng Anh theo tai liéu cUa Beker va Piper.

Kytu | XacSuat| Kytu | Xacsudt | Kyty | Xacsuat
A 0.082 J 0.002 S 0.063
B 0.015 K 0.008 T 0.091
C 0.028 L 0.040 U 0.028
D 0.043 M 0.024 \ 0.010
E 0.127 N 0.067 w 0.023
F 0.022 0 0.075 X 0.001
G 0.020 p 0.019 Y 0.020
H 0.061 Q 0.001 Z 0.001
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| 1 | o070 | R | 0.060 | | |

Cung v3i viéc thOng ké cac tan xudt cla cic ky tu trong ti€ng Anh,
vi€éc thOng ké tan sudt xudt hién thudng xuyén cla cac diy gOm 2
hodc 3 ky tu lién ti€p nhau ciing c6 mot vai trd quan trong trong cong
vi€c tham ma. Sysu Deck dua ra 30 b0 doi xuat hién thudng xuyén cla
ti€ng Anh dugc sap theo th(f tu' gidm dan nhu sau :

Tinh h{tu dung cla cac phép thOng ké ky tu va cac diy ky tu dugc
ngUOi phan tich md khai thac triét d€ trong nhitng 1an thAm ma. Khi
thuc hién viéc thAm ma ngudi phan tich thGng ké cac ky tu trong bdn
ma, tU d6 so sanh v&i ban théng ké mau va dua ra cac ky tu phéng doan
tuong tU. Phuong php nay dudc si dung thuOng xuyén va dem lai
hi€u qua khé cao.
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Cap ch(r | Tan suat Cap | Tansuat | Capch(r | Tansudt
ch(r
TH 10.00 ED 4.12 OF 3.38
HE 9.50 TE 4.04 IT 3.26
IN 7.17 TI 4.00 AL 3.15
ER 6.65 OR 3.98 AS 3.00
RE 5.92 ST 3.81 HA 3.00
ON 5.70 AR 3.54 NG 2.92
AN 5.63 ND 3.52 CcO 2.80
EN 4.76 TO 3.50 SE 2.75
AT 4.72 NT 3.44 ME 2.65
ES 4.24 IS 3.43 DE 2.65
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Chuong III Hé ma hoa RSA.

Vi dé tai xay dung thu vién cdc ham ma hod dung cho viéc bdo mat
thong tin trao dGi trong mo hinh Client/Server, thi can thiét mOt phuong
phéap ma hoa d€ 4p dung, thudt toan ma hoé cong khai RSA da dugc lua
chon cho gidi phap ndy. Phuong phap nay cé nhiing uu di€m, nhugc
di€m, ddc tinh gi d6 1a phan sé trinh bay trong chuong nay

¢ Khéi niém hé mat ma RSA

¢ Phan phOi khod cong kkai trong RSA

¢ DO antoan cla hé RSA

¢ MOt s0O tinh chat clla hé RSA

1. Khai ni@ém hé mat ma RSA
Khai niém hé mat md RSA d3 dugc ra dOi ndm 1976 bdi céc tac gid
R.Rivets, A.Shamir, va L.Adleman. Hé m3 ho4 ndy dua trén cO s& cUa
hai bai toan :

+ Bai toan Logarithm r0i rac (Discrete logarith)

+ Bai toan phan tich thanh thlra s0.
Trong hé ma hoa RSA céc ban rd, cidc ban ma va cic khod (public key
va private key) 1a thuQc tap sO nguyén Zx = {1, ..., N-1}. Trong d6 tap
Zx vOi N=px q la cac s6 nguyén td khac nhau cung véi phép cOng va
phép nhan Modulo N tao ra modulo sé hoc N.
Kho4 ma hoa Exs 13 cdp sO nguyén (N,Kz) va khoa gidi ma Dy, 1a cap s6
nguyén (N,kg), cac sO 1a rat 16n, sO N c6 thé 1én t6i hang tram ch{r sO.
Cac phuong phap ma hoa va gidi ma 1a rat dé dang.
Cong viéc ma hod 1a su bi€n d6i ban ré P (Plaintext) thanh bdn ma C
(Ciphertext) dua trén cdp khoa cong khai Kz va ban rd P theo cong thUc
sau day :

C =Exs(P) =Eg(P)=P** (mod N). (1)
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Cong viéc gidi ma 1a su bi€n dGi ngugc 1ai ban ma C thanh ban o P
dua trén cap khoa bi mat ks, modulo N theo cong thUtc sau :

P = Du(C) = Dy(C) = C*® (mod N) . (2)
Dé thay rang, ban rd ban dau can dudc bién d6i mot cach thich hop
thanh ban m3, sau dé dé c¢ thé tai tao lai ban o ban dau tU chinh ban
ma do :

P= DB(EB(P)) (3)

Thay thé (1) vao (2) ta c6 :

(P*®)® =P (mod N ) 4)
Trong toan hoc da chimg minh dugc rang, n€u N 1a sO nguyén t6 thi
cong thUc (4) sé c6 10i gidi khi va chi khi Kp.kg = 1 (mod N-1), &p dung
thudt toan ta thdy N=px q vGi p, q 1a sO nguyén t0, do vay (4) sé& c6 10i
giai khi va chi khi :

Koks = 1 (mod y(N)) ©)

trong do y(N) = LCM(p-1,9-1) .

LCM (Lest Common Multiple) 1a bdi sO chung nho nhat.
N6i mOt cach khac, dau tién ngudi nhan B 1ua chon mOt khod cong khai
Ks mOt cach ngau nhién. Khi d6 khoa bi mat ks dugc tinh ra bang cong
thUrc (5). Pi€u nay hoan toan tinh dugc vi khi B biét dugc cdp sO

nguyén t0 (p,q) thi sé tinh dugc y(N).
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Chon p va
g
Tinh
N=px q
Tinhy(N) Ban rd
P
K
, B KB
Chon khoa N C =P" (mod N)
KB
Ban ma
Y k Y ¢
B
Chon khoé | P=C®(modN
K )

(»]
=]

Ban rd goc P

Hinh 1.1 SO d6 cac budc thuc hién ma hoa theo thudt todn RSA.

2. PO an toan cla hé RSA

MOt nhan dinh chung 1a tat cd cac cubc tan cong gidi md déu mang
muc dich khong tOt. Trong phan d0 an toan cla hé ma hoa RSA sé dé
cap dén mot vai phuong thiic tdn cong di€én hinh cla ké dich nham
gidi ma trong thuadt to4n nay.

Chiing ta xét dén trudng hgp khi ké dich nao dé bi€t dugc modulo N,
khoé cong khai Kg va ban tin ma hoé C, khi d6 ké dich sé tim ra ban tin
gOc (Plaintext) nhu thé ndo. PE lam dugc diéu dé ké dich thudng tan
vao hé théng mat ma bang hai phuong thic sau day:

X©y dung th viOn c¢,c hum m- ho,.



Khoa C«ng NghO Th«ng Tin

Phuong thic th( nhat :
Trudc tién dua vao phan tich thUfa s6 modulo N. Ti€p theo sau chiing s&
tim cach tinh toan ra hai sO nguyén t0 p va g, va c6 kha ning thanh cong
khi d6 sé tinh dugc A(N) va khoa bi mat ks. Ta thady N can phai la tich
cUa hai s6 nguyén t0, vi néu N 1a tich cUa hai s6 nguyén t0 thi thut
to4n phan tich thlrta sO don gidn can t0i da VN budc, bdi vi c6 mot s
nguyén t6 nho hon /N . Mat khac, néu N 1a tich cUa n sO nguyén t0, thi
thudt toan phan tich thUra s6 don gidn can t6i da N budc.
MOt thudt todn phan tich thira sO c6 th€ thanh phitc tap hon, cho phép
phan tich mét sO N ra thanh thUa s6 trong O(+/P ) budc, trong do p 1a sO
chia nhd nhat cla N, viéc chon hai s6 nguyén t0 1a cho thudt toan ting
hiéu qua.
. Phuong thUrc th( hai :

Phuong thitc tan cong th( hai vao hé ma hoa RSA 1a c6 th€ khéi dau
bang cach gidi quyét trudng hop thich hgp cUa bai toan logarit roi rac.
Truong hgp nay ké dich da co trong tay ban ma C va khod cong khai Kp
tlc 1a c6 cap (Kg,C)

C3 hai phuong thic tan cong déu can mot s6 budc co bdn, do 1a

O(exp + InNIn(InN) ), trong d6 N 1a s6 modulo.

3. MOt sO tinh chat ctia hé RSA
Trong cdc hé m&t md RSA, mét ban tin cé thé duoc ma hod trong
thoi gian tuyén tinh.
PGi v&i cac ban tin dai, dO dai cla cac sO dugc diing cho cac khoa c6
th€ dugc coi nhu 1a hang. Tuong tu nhu vy, nang mot s6 1én luy thlra
dudgc thuc hién trong thdi gian hang, cac s6 khong dugc phép dai hon

mOt d0 dai hang. Thuc ra tham sO nay che dau nhiéu chi tiét cai dat c6
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lién quan dén viéc tinh todn véi cac con sO dai, chi phi cla cac phép
toan thuc sy 1a mOt y€u tO0 ngin cdn sy phO bién Ung dung cla
phuong phap nay. Phan quan trong nhat cUa viéc tinh toan cé lién quan
dén viéc ma hoa ban tin. Nhung chac chan 1a sé khong c6 hé ma hoa
nao hét n€u khong tinh ra dugc cac khoé cUa chiing 1a cac sO 16n.

Cdc khod cho hé md hod RSA c6 thé duoc tao ra ma khong phai

tinh todn qud nhiéu.
MOt 1an nifa, ta 1ai n6i dén cac phuong phap ki€m tra sO nguyén t0.
MOi s nguyén t6 16n c6 thé dugc phét sinh bang cach dau tién tao ra
mOt s6 ngdu nhién 16n, sau d6 ki€m tra cac s6 ké ti€p cho tGi khi im
dugc mot sd nguyén t6. MOt phuong phap don gidn thuc hién mot
phép tinh trén mOt con s6 ngdu nhién, vdi xac sudt 1/2 sé& chlng minh
rang sO dugc ki€m tra khdng phai nguyén t0. Budc cubi cung 1a tinh p
dua vao thuat toan Euclid.
NhU phan trén da trinh bay trong hé ma hoé cong khai thi khoa gidi ma
(private key) kg va cac thUra sO p,q 1a dugc gilt bi mat va su thanh cong
cUa phuong phap 1a tuy thuOc vao ké dich c6 kha nang tim ra dugc gia
tri cUa ks hay khong néu cho truGe N va Kg. Rat khé c6 thé tim ra dugc
kst Kg can bi€t v€ p va q, nhu vay can phan tich N ra thanh thUa so
dé€ tinh p va q. Nhung viéc phan tich ra thUa sO 1a mOt viéc 1am tOn rat
nhiéu thoi gian, véi kY thuat hién dai ngdy nay thi can t&i hang triéu
ndm d€ phan tich mo6t s6 ¢6 200 chit sO ra thlra s0.
D0 an toan cUa thuat todn RSA dua trén cd s& nhiing kho khin cla viéc
x4c dinh cac thra sO nguyén t6 clla m6t sO 16n. Bang dudi day cho biét
cac thoi gian du doén, gid sUf rang moOi phép toan thuc hién trong mOt

micro giay.
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SO céac chlt sO trong Thdi gian phan tich
sO dugc phan tich

50 4 gio

75 104 gid

100 74 nam

200 4.000.000 nam

300 5x 10" nam

500 4x 10* nam
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Chuong IV M6 hinh Client/Server

Trong thuc t€, mé hinh Client/Server da tr3 nén rat phd bién trong hé

thOng mang di€m t&i di€m, va chiing dugc 4p dung hau hét cho nhiing

mdy tinh truy€n théng ngay nay. Ki€n triic mé hinh Client/Server va khi

nao can ma hod théng tin truyén trong Client/Server 1a chU dé sé& dugc

trinh bay trong chuong nay.

1.Mo hinh Client/Server
N6i chung, mOt Ung dung khéi tao truyén thong tU di€ém tdi diém

duogc goi 1a client. Ngu0i dung cudi thuOng xuyén goi phan mém client

khi ho cén téi nhiing dich vu trén mang. M6 hinh Client/Server c6 gang

t0 chlrc 1ai cAc may PC, trén mang cu bd, dé€ thich hgp v&i cdc mdy tinh

16n mainframe, ting tinh thich Ung, tinh hiéu qua cla hé thong. Mac du

c6 sU thay doi rat 16n cac quan diém v€ mé hinh Client/Server, nhung

ching c6 mOt vai dac tinh dudi day.

L4

May Client 1a cdc mdy PC hay 1a cidc workstations, truy cap vao
mang va st dung céc tai nguyén trén mang.

Giao dién ngudi s dung vGi Client, n6i chung sU dung giao
dién ngu0i ding d6 hoa (GUI), vi nhu Microsoft Windowns
Trong hé thOng Client/Server c6 mOt vai Client, v&i mOi Client
st dung giao dién riéng cUa minh. Céac Client s& dung cac tai
nguyén dudgc chia sé bdi Server.

Server c6 thé la molt workstation 16n, nhu mainframe,
minicomputer, hodc c4c thiét bi mang LAN.

Client c6 th€ gUi cac truy van hodc cac 1énh tdi Server, nhung
thuc hién ti€n trinh ndy khong phai 1a Client.

Server trd 1ai k€t qua trén man hinh cla Client.
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+ Cac loai Server thong thuOng 1a : database server, file server,
print server, image-processing server, computing server va
communication server.

+ Server khong th€ khéi tao bat ky cong viéc nao, nhung né thuc
hién cac yéu cau to 16n cUa Client.

+ Nhiém vu chia 1a hai phan : phan mat trudc thuc hién béi
client, va phan mat sau thuc hién bai Server.

+ Server thuc hién viéc chia sé File, luu tr(f va tim ra cac thong
tin, mang va quan ly tai liéu, quadn ly thu dién t(, bang thong

bao va van ban video.

2. Ma hoa trong mé hinh Client/Server.
Trong mé hinh Client/Server vi€c trao dGi thong tin dién ra thuOng

xuyén nén rat dé bj ké x&u 10i dung, bdi vy bado vé thong tin trén
duong truy€n 1a vd cling quan trong, chiing ddm bdo thong tin trén
duong truyén 1a ding dan. Tai mo hinh nay moi khi nhiing yéu cau
dugc gUi tU Client dén Server hodc khi Server gUi trd lai két qud cho

Client thi nh{ing thong tin ndy déu dugc ma hoa trong khi truyén.
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Chuong V Xay dung ham thu vién
Xu hudng trén thé gidi hi€én nay 1a phdn mém dugc ban va phan phoi &
dang cadc modul phan mém. Céc hinh thlc cla modul phu thubc vao
cac g6i phan mém cu thé€ va cac ngdén nglt ma ngudi s dung dung. Vi
du ban c6 thé tao cac thu vién tinh vdi céc file c6 phan mé rOng .LIB
hodc ban c6 thé€ tao mOt di€u khién ActiveX v4i phan md rOng OCX,
hodc hon n(ta ban cé th€ tao cac thu vién lién két ddng vdi cac file
.DLL .
Cac ngon ng(r 1ap trinh hién nay c6 tinh modul d0c 1ap rat cao, nghia la
ban c6 thé tao ra cac Ung dung bang cach két hop nhiéu modul phan
mém dOc 14p nhau thanh mot Ung dung cu thé. Thong thudng khi thiét
k€ mOt phan mém Ung dung thuOc loai phUc tap, ban sé tim ki€m cac
modul c6 thé s&r dung dugc d€ gidm chi phi, gidm thoi gian thiét k& va
tap chung nhi€u hon cho nhiing phan Ung dung tu ban viét ra.
MOt cau hdi dat ra tai day la vi sao chiing ta lai khong tao ra cac ham
thuc hién cac cong vi€éc chuyén biét va phan phdi né cho ngudi si
dung, c6 mOt vai ly do sau day khong cho phép thuc hi€n diéu nay :
Ngu0i ding c6 th€ vo tinh thay dGi lam xdo trOn cac 1énh trong
chuong trinh.
Ban khong mudn ngudi dung biét "bi quyét" cla ban ma chi mubn
ho s dung két qua ban tao ra.
Trong chuong nay cUa cudn ludn van trinh bay thu vién lién két dOng
13 gi, va chiing thuc hién nhu thé nao. Thu vién lién két dOng DLL
(Dynamic Link Library) 1a mOt tap tin thu vién chla cac ham. NguGi
1ap trinh c6 th€ goi mot tap tin DLL vao trong chuong trinh cla ho va
st dung cac ham trong DLL dé.
DLL 1a mOt thu vién lién két dOng v6i cac chuong trinh st dung no,

nghia 1a khi ban tao ra tap tin EXE cla chuong trinh ma khong can lién
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két tap tin DLL v&i chuong trinh cla ban. Tap tin DLL sé& duoc lién
két dOng v&i chuong trinh trong thoi gian thi hanh chuong trinh. B&i
vay khi viét mOt Ung dung c6 s dung DLL, ban phai phan phoi tap
tin DLL cung v@i tap tin EXE cUa chuong trinh ban viét.

1.Xay dung thu vién lién két ddng CRYPTO.DLL
Thu vién crypto.dll dugc xay dung déi day cung cap cho cc ban cic
ham can thiét phuc vu cho viéc ma hod thong tin, chiing bao gbm

int enciph(char *, char *) : ham ma hoa.

int deciph(char *, char *) : ham gidi ma.
0 Ham Enciph.c
Cac ban c6 thé s dung ham nay d€ thuc hién cac thao tac ma hoa v&i
xau ki tu, bang cach dua vao mOt xau ky tu (bdn 16) G dau ra ban sé
nhan dugc mOt xau ky tU dd dugc ma hod (ban ma). V4Gi ban ma nay
cac ban c6 th€ yén tam v€ ndi dung thong tin sé€ rat khé bi 10. Ham
thuc hién c6 s& dung khoa cong khai 13y vao tU File PUBLIC.KEY.

// Ham Enciph.c
#include <stdio.h>
#include <conio.h>
#include <miracl.h>
#include <stdlib.h>

#include <string.h>

/%
#define RSA

*/

int enciph(char *sin,char *sout)

{ /* encipher using public key */
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big x,ke;

FILE *ifile;

int ch,i,leng;

long seed;

miracl *mip=mirsys(100,0);
x=mirvar(0);

ke=mirvar(0);

mip->IOBASE=60;

if ((ifile=fopen("public.key","r"))==NULL)
{
return 1;
}
cinnum(ke,ifile);
fclose(ifile);
seed=123456789;
irand(seed);
bigrand(ke,x);
leng=strlen(sin);
for(i=0; i <= (leng-1); i++)
{ /* encipher character by character */
#ifdef RSA
power(x,3,ke,x);
#else
mad(x,x,x,ke,ke,x);
#endif
ch=*(sin+i);
chA=x[1]; /* XOR with last byte of x */
sout[i]=ch;
}

return 0O;

}
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miracl *mirsys(int nd,mr_small nb)
{ /* Initialize MIRACL system to *
* use numbers to base nb, and *
* nd digits or (-nd) bytes long */
int i;
mr_small b;
mr_mip=(miracl *)mr_alloc(1,sizeof(miracl));
mr_mip->depth=0;
mr_mip->trace[0]=0;
mr_mip->depth++;
mr_mip->trace[mr_mip->depth]=25;
if (MIRACL>=MR_IBITS) mr_mip->TOOBIG =(1<<(MR_IBITS-2));
else

mr_mip->TOOBIG =(1<<(MIRACL-1));

#ifdef MR_FLASH
mr_mip->BTS=MIRACL/2;
if (mr_mip->BTS==MR_IBITS) mr_mip->MSK=(-1);
else mr_mip->MSK=(1<<(mr_mip->BTS))-1;
#endif

#ifdef MR_NO_STANDARD_IO
mr_mip->ERCON=TRUE;

#else
mr_mip->ERCON=FALSE;

#endif
mr_mip->N=0;
mr_mip->MSBIT=((mr_small)1<<(MIRACL-1));
mr_mip->OBITS=mr_mip->MSBIT-1;
mr_mip->user=NULL;

mr_set_align(0);
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#ifdef MR_NOFULLWIDTH
if (nb==0)

{
mr_berror(MR_ERR_BAD_BASE);
mr_mip->depth--;
return mr_mip;

}

#endif

if (nb==1 || nb>MAXBASE)

{
mr_berror(MR_ERR_BAD_BASE);
mr_mip->depth--;
return mr_mip;

}

mr_setbase(nb);

b=mr_mip->base;

mr_mip->1g2b=0;
mr_mip->base2=1;

if (b==0)

{
mr_mip->1g2b=MIRACL;
mr_mip->base2=0;

}

else while (b>1)

{
b/=2;
mr_mip->1g2b++;
mr_mip->base2*=2;

}

if (nd>0)

mr_mip->nib=(nd-1)/mr_mip->pack+1;
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else
mr_mip->nib=(mr_mip->1g2b-8*nd-1)/mr_mip->1g2b;
if (mr_mip->nib<2) mr_mip->nib=2;
#ifdef MR_FLASH
mr_mip->workprec=mr_mip->nib;
mr_mip->stprec=mr_mip->nib;
while(mr_mip->stprec>2 && mr_mip->stprec> MR_FLASH/ mr_mip->Ig2b)
mr_mip->stprec=(mr_mip->stprec+1)/2;
if (mr_mip->stprec<2) mr_mip->stprec=2;
mr_mip->pi=NULL;
#endif
mr_mip->check=0N;
mr_mip->[OBASE=10; mr_mip->ERNUM=0;
mr_mip->RPOINT=0FF;
mr_mip->NTRY=6;
mr_mip->EXACT=TRUE;
mr_mip->TRACER=OFF;
mr_mip->INPLEN=0;
mr_mip->PRIMES=NULL;
mr_mip->IOBUFF=mr_alloc(MR_IOBSIZ+1,1);
for (i=0;i<NK;i++) mr_mip->ira[i]=0L;
irand(OL);
mr_mip->nib=2*mr_mip->nib+1;
#ifdef MR_FLASH
if (mr_mip->nib!=(mr_mip->nib&(mr_mip->MSK)) || mr_mip->nib > mr_mip-
>TOOBIG)
#else
if(mr_mip->nib!=(mr_mip->nib&(mr_mip->OBITS)) || mr_mip->nib>mr_mip-
>TOOBIG)
#endif

{
mr_berror(MR_ERR_TOO_BIG);
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mr_mip->nib=(mr_mip->nib-1)/2;
mr_mip->depth--;
return mr_mip;
}
mr_mip->modulus=NULL;
mr_mip->A=NULL;
mr_mip->B=NULL;
mr_mip->fin=FALSE;
mr_mip->fout=FALSE;
mr_mip->active=0ON;
mr_mip->w0=mirvar(0); /* w0 is double length */
mr_mip->nib=(mr_mip->nib-1)/2;
#ifdef MR_KCM
mr_mip->big_ndash=NULL;
mr_mip->ws=mirvar(0);
#endif
mr_mip->w1=mirvar(0); /* initialize workspace */
mr_mip->w2=mirvar(0);
mr_mip->w3=mirvar(0);
mr_mip->w4=mirvar(0);
mr_mip->nib=2*mr_mip->nib+1;
mr_mip->w5=mirvar(0);
mr_mip->w6=mirvar(0);
mr_mip->w7=mirvar(0);
mr_mip->nib=(mr_mip->nib-1)/2;
mr_mip->w5d=&(mr_mip->w5[mr_mip->nib+1]);
mr_mip->w6d=&(mr_mip->w6[mr_mip->nib+1]);

mr_mip->w7d=&(mr_mip->w7[mr_mip->nib+1]);

mr_mip->w8=mirvar(0);
mr_mip->w9=mirvar(0);

mr_mip->w10=mirvar(0);
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mr_mip->w11=mirvar(0);
mr_mip->w12=mirvar(0);
mr_mip->w13=mirvar(0);
mr_mip->w14=mirvar(0);
mr_mip->w15=mirvar(0);
mr_mip->depth--;

return mr_mip;

flash mirvar(int iv)
{ /* initialize big/flash number */

flash x;

if (mr_mip->ERNUM) return NULL,;

mr_mip->depth++;

mr_mip->trace[mr_mip->depth]=23;

if (mr_mip->TRACER) mr_track();

if (!(mr_mip->active))

{
mr_berror(MR_ERR_NO_MIRSYYS);
mr_mip->depth--;
return NULL;

}

x=(mr_small *)mr_alloc(mr_mip->nib+1,sizeof(mr_small));

if (x==NULL)

{
mr_berror(MR_ERR_OUT_OF_MEMORY);
mr_mip->depth--;
return Xx;

}

convert(iv,x);

mr_mip->depth--;

return Xx;
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int cinnum(flash x,FILE *filep)

{ /* convert from string to flash x */
int n;
if (mr_mip->ERNUM) return 0;
mr_mip->depth++;
mr_mip->trace[mr_mip->depth]=14;
if (mr_mip->TRACER) mr_track();
mr_mip->infile=filep;
mr_mip->fin=TRUE;
n=cinstr(x,NULL);
mr_mip->fin=FALSE;
mr_mip->depth--;

return n;

void power(flash x,int n,flash w)
{
copy(x,mr_mip->w8);
zero(w);
if (mr_mip->ERNUM || size(mr_mip->w8)==0) return;
convert(1,w);
if (n==0) return;
mr_mip->depth++;
mr_mip->trace[mr_mip->depth]=51;
if (mr_mip->TRACER) mr_track();
if (n<0)
{
n=(-n);
frecip(mr_mip->w8,mr_mip->w8);

}
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if (n==1)

{
copy(mr_mip->w8,w);
mr_mip->depth--;
return;

}

forever
{
if (n%2!=0) fmul(w,mr_mip->w8,w);
n/=2;
if (mr_mip->ERNUM || n==0) break;
fmul(mr_mip->w8,mr_mip->w8,mr_mip->w8);
}

mr_mip->depth--;

void mad(big x,big y,big z,big w,big q,big r)
{

if (mr_mip->ERNUM) return;

mr_mip->depth++;

mr_mip->trace[mr_mip->depth]=24;

if (mr_mip->TRACER) mr_track();

mr_mip->check=OFF;

if (w==r)

{
mr_berror(MR_ERR_BAD_PARAMETERS);
mr_mip->depth--;
return;

}

multiply(x,y,mr_mip->w0);

if (x!=z && y!=z)add(mr_mip->w0,z,mr_mip->w0);
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divide(mr_mip->wO0,w,q);
if (q!=r) copy(mr_mip->w0,r);
mr_mip->check=0ON;

mr_mip->depth--;

0 Ham Deciph.c

Ham st dung d€ thuc hién céc thao tic gidi ma hod vdi xau ki tu da
dugc ma hoa bang ham enciph.c & trén, bang cach da vao mOt xau ky tu
da ma hod (bdn ma) & dau ra ban s& nhan lai mot xau ky tu ban dau
(ban 15 gdc). Ham thuc hién c6 st dung khoé bi mat 1ay vao tU File
PRIVATE.KEY. Hai File PUBLIC.KEY va PRIVATE.KEY chiing cung
dugc sinh ra do chuong trinh genkey, chiing c6 quan hé mat thiét véi
nhau va khong thé tach roi, néu c6 khoa cong khai ma khong c6 khod bi
mat thi cling khong thé gidi ma dugc, con n€u cé khoa bi mat ma khong

c6 khoa cong khai thi ciing chang ich 1gi gi.

//Deciph.c

#include <stdio.h>
#include <miracl.h>
#include <stdlib.h>

#include <string.h>

int deciph(char *strinputde, char *stroutputde)
{
/* decipher using private key */
big x,y,ke,p,q,n,a,b,alpha,beta,t;
FILE *ifile;
int ch,i,leng;
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long ipt;
miracl *mip=mirsys(100,0);
x=mirvar(0);
ke=mirvar(0);
p=mirvar(0);
g=mirvar(0);
n=mirvar(0);
y=mirvar(0);
alpha=mirvar(0);
beta=mirvar(0);
a=mirvar(0);
b=mirvar(0);
t=mirvar(0);
mip->IOBASE=60;
if ((ifile=fopen("private.key","r'"))==NULL)
{

return 1;
}
cinnum(p,ifile);
cinnum(q,ifile);
fclose(ifile);
multiply(p,q,ke);
leng=strlen(strinputde);
cinstr(x,strinputde);
xged(p,qg,a,b,b);

lgconv(leng,n); /* first recover "one-time pad" */

#ifdef RSA
decr(p,1,alpha);
premult(alpha,2,alpha);
incr(alpha,1,alpha);
subdiv(alpha,3,alpha);
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#else
incr(p,1,alpha);
subdiv(alpha,4,alpha);
#endif
decr(p,1,y);
powmod(alpha,n,y,alpha);
#ifdef RSA
decr(q,1,beta);
premult(beta,2,beta);
incr(beta,1,beta);
subdiv(beta,3,beta);
#else
incr(q,1,beta);
subdiv(beta,4,beta);
#endif
decr(q,1,y);
powmod(beta,n,y,beta);
copy(x,y);
divide(x,p,p);
divide(y,q,9);
powmod(x,alpha,p,x);
powmod(y,beta,q,y);
mad(x,q,q,ke,ke,t);
mad(t,b,b,ke,ke,t);
mad(y,p,p,ke,ke,x);
mad(x,a,a,ke,ke,x);
add(x,t,x);
divide(x,ke,ke);
if (size(x)<0) add(x,ke,x);

for (i=0;i<leng;i++)

{ /* decipher character by character */
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ch=*(strinputde+i);
chA=x[1]; /* XOR with last byte of x */
stroutputde[i]=ch;
#ifdef RSA
power(x,3,ke,x);
#else
mad(x,X,x,ke,ke,x);
#endif
}

return O;

void multiply(big x,big y,big z)
{ /* multiply two big numbers: z=x.y */
int i,x1,yLj,ti;
mr_small carry,sz;
big wO0;
#ifdef MR_NOASM
mr_large dble;
#endif
if (mr_mip->ERNUM) return;
if (y[0]==0 || x[0]==0)
{
zero(z);
return;
}
wO=mr_mip->w0; /* local pointer */
mr_mip->depth++;
mr_mip->trace[mr_mip->depth]=5;
if (mr_mip->TRACER) mr_track();
#ifdef MR_FLASH

if (mr_notint(x) || mr_notint(y))
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mr_berror(MR_ERR_INT_OP);
mr_mip->depth--;
return;

}

#endif
sz=((x[0]&mr_mip->MSBIT)A\(y[0]&mr_mip->MSBIT));
x1=(int)(x[0]&mr_mip->OBITS);
yl=(int)(y[0]&mr_mip->OBITS);
zero(w0);
if (mr_mip->check && xl+yl>mr_mip->nib)
{

mr_berror(MR_ERR_OVERFLOW);
mr_mip->depth--;

return;

void mad(big x,big y,big z,big w,big q,big r)
{

if (mr_mip->ERNUM) return;

mr_mip->depth++;

mr_mip->trace[mr_mip->depth]=24;

if (mr_mip->TRACER) mr_track();

mr_mip->check=OFF;

if (w==r)

{
mr_berror(MR_ERR_BAD_PARAMETERS);
mr_mip->depth--;
return;

}

multiply(x,y,mr_mip->w0);
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if (x!=z && y!=z)add(mr_mip->w0,z,mr_mip->w0);

divide(mr_mip->wO0,w,q);
if (q!=r) copy(mr_mip->wO0,r);
mr_mip->check=0ON;

mr_mip->depth--;

int cinstr(flash x,unsigned char *string)
{ /* input big number in base IOBASE */
mr_small newb,oldb,b,1x;
int ipt;
if (mr_mip->ERNUM) return 0;
mr_mip->depth++;
mr_mip->trace[mr_mip->depth]=78;
if (mr_mip->TRACER) mr_track();
newb=mr_mip->IOBASE;
oldb=mr_mip->apbase;
mr_setbase(newb); /* temporarily change base ... */
b=mr_mip->base;
mr_mip->check=OFF;
ipt=instr(mr_mip->w5,string); /* ... and get number */
mr_mip->check=0ON;
Ix=(mr_mip->w5[0]&mr_mip->OBITS);
#ifdef MR_FLASH
if ((int)(Ix&mr_mip->MSK)>mr_mip->nib || (int)((Ix>>mr_mip->BTS)&mr_mip-
>MSK)>mr_mip->nib)
#else
if ((int)lx>mr_mip->nib)
#endif
{ /* numerator or denominator too big */

mr_berror(MR_ERR_OVERFLOW);
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mr_mip->depth--;
return 0O;
}
mr_setbase(oldb);  /* restore original base */
cbase(mr_mip->w5,b,x);
mr_mip->depth--;

return ipt;

void incr(big x,int n,big z)

{

/* add int to big number: z=x+n */
if (mr_mip->ERNUM) return;
mr_mip->depth++;
mr_mip->trace[mr_mip->depth]=7;
if (mr_mip->TRACER) mr_track();
convert(n,mr_mip->w0);
select(x,PLUS,mr_mip->w0,z);

mr_mip->depth--;

void decr(big x,int n,big z)

{

/* subtract int from big number: z=x-n */
if (mr_mip->ERNUM) return;
mr_mip->depth++;
mr_mip->trace[mr_mip->depth]=8;

if (mr_mip->TRACER) mr_track();
convert(n,mr_mip->w0);

select(x, MINUS,mr_mip->w0,z);

mr_mip->depth--;
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2.Chuong trinh Demo thu vién CRYPTO.DLL

Phan nay xdy dung mot Ung dung don gidn d€ Demo thu vién
CRYPTO.DLL, chuong trinh xay dung nhap vao mOt xau r0i ma hoa,
gidi ma va trd lai két qud ban dau.

{ LOAD CRYPTO.DLL I I=] B3
! ~LoadDll Demo
Load
Mhap matxdu,  [Hello World |
Enciph
W&umahoa  [A5YillJMicdr
Deciph
WAL gidi mé. Hello ‘Warld !|
Clear
Exit
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