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Dinh nghia -

° A cryptosystem is a five-tuple (P,C,K,E, D)
where the following conditions are satisfied:

1. P is afinite set of possible plaintexts

2. C is afinite set of possible ciphertexts

3. K, the keyspace, is a finite set of possible keys

4. Foreach K, there is an encryption rule e, € E.
and a corresponding decryption rule d, € D. Each
ey P— C and dy: C—P are functions such that
dx(ex(x)) = x for every plaintext
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a.

Mat ma thay thé don gian

I.  Mat ma dich vong
Il. Mat ma thay thé
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Mat ma thay thé

* P =C =Z, va k chira moi hoan vj cé thé c6 cla 26
ky tw ttr O t&i 25. V&I mbi hoan vin e K, ta dinh
nghia: e,(x) = n(x) va d,(y) = n-!(y) trong dé n-"la
hoan vi ngwoc clian

Ky tw ban ro a |b |c |[d e |f |g |h |i [j |k [I |m

Ky tw ban ma X I[N |Y |[A |[H |P |O |G |Z |Q |W B |T

Ky tw ban ro n [o |p |q |r |s |t |[u |[v |w |x |y |z

Ky tw ma S |[F (L |[R|C |V [M|U|E (K |J |D |I
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i. Mat ma dich vong

° Gidst:P=C=K=2Z,;v6i0<k<25
° g =x+kmod 26

° dy,=y—-kmod 26

° X, Y EZy

Ky tw A |B |C |[D |E |[F |G |H |I |J |[K [L M

Ma twong (rng 0o |1 |2 |3 |4 |5 |6 |7 |8 [9 [10 |11 ]12

Ky tw N |O [P |Q [R |S |T [U |V |[W |X |Y |Z

Ma twong (rng 13 |14 (15 |16 |17 |18 [19 |20 (21 |22 |23 |24 |25
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ii. Mat ma thay thé

° Nhuwvay e, (a) = X; e (b) =N, ...

* Ham gidi ma la phép hoan vi nguoc. Biéu nay thyc
hién bang cach viét hang thi hai Ién trwde roi sap
xep theo th ty chir cai.

Ky tw bdn ma A |B |C |[D |[E |[F |G [H |I J K |L |[M

Ky tw ban ro d |l |r |y |v |o |[h |e |z [x |w |p |t

Ky tw ban ma N |[O [P |Q |[R |S |T |U |V |[W]|X |Y |Z

Ky tw ma b |g |f |j |9 |[n |mju |s |k |a |c [i
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b. Polyalphabetic cipher E Polyalphabetic Cipher E

° The most common method used is Vigenére cipher

* MDV va MTT la cac loai mat ma thay thé don ky tuw.
° Vigenere cipher starts with a 26 x 26 matrix of

’ Vl?enere la tnot loai mfﬁ ma th?y the da ky tip. alphabets in sequence. First row starts with ‘A’,
° S dung phép thay thé twong ’ng: A - 0,B < 1, .., second row starts with ‘B’, etc.
Z < 25. ° Like the ADFGVX cipher, this cipher also requires a
* Khoa k = CIPHER « (2, 8, 15,7, 4, 17) Esnygvord that the sender and receiver know ahead of
* Céc phép cong duoc thire hién theo modulo 26 * Each character of the message is combined with the
characters of the keyword to find the ciphertext
character

Ban rd 12 |4 |4 19 (12 |4 |0 19 (18 |20 |13 |18 |4 19
Khoa 2 15 |7 |4 17 (2 |8

Banma |14 [12 |19 17 |9

©
N
o
~
£
N
3
N
©

o
=
o
B
N
-
~
-
(o2}
-

Gido vién Lé Thj Thanh Page 9 Gido vién Lé Thj Thanh Page 10

Vigenére Cipher Table E Vigenére Cipher Table (cont’d) E

ABCDEFGHIJKLMNOPQRSTUVWXYZ ABCDEFGHIJKLMNOPQRSTUVWXYZ
A/ABCDEFGHIJKLMNOPQRSTUVWXYZ N NOPQRSTUVWXYZABCDEFGHIJKLM
B|BCDEFGHIJKLMNOPQRSTUVWXYAB Q OPQRSTUVWXYZABCDEFGHIJKLMN
C/|CDEFGHIJKLMNOPQRSTUVWXYZAB P PQRSTUVWXYZABCDEFGHIJKLMNO
D DEFGHIJKLMNOPQRSTUVWXYZABC Q QRSTUVWXYZABCDEFGHIJKLMNOP
E[EFGHIJKLMNOPQRSTUVWXYZABCD RRSTUVWXYZABCDEFGHIJKLMNOPQ
FIFGHIJKLMNOPQRSTUVWXYZABCDE SISTUVWXYZABCDEFGHIJKLMNOP QR
G GHIJKLMNOPQRSTUVWXYZABCDEF HNTUVWXYZABCDEFGHIJKLMNOPQRS
HHIJKLMNOPQRSTUVWXYZABCDEFG YUVWXYZABCDEFGHIJKLMNOPQRS T

VIVWXYZABCDEFGHIJKLMNOPQRSTU
| 1TJKLMNOPQRSTUVWXYZABCDEF GH W WXYZABCDEFGHIJKLMNOPQRSTUV
JUKLMNOPQRSTUVWXYZABCDEFGHI X XYZABCDEFGHIJKLMNOPQRSTUVW
KIKLMNOPQRSTUVWXYZABCDEFGHIJ Y YZABCDEFGHIJKLMNOPQRSTUVWX

loiad MMN@F QRSTUVWXYZABCDEFGHIJK Lk Brfandd EF GHIJKEMNOPQRSTUVWXY




Polyalphabetic Cipher h

° E.g., Message = SEE ME IN MALL
° Take keyword as INFOSEC
° Vigenére cipher works as follows:
SEEME | NMALL
I NFOSECINFO

ARJAWMPUNQZ
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Polyalphabetic Cipher h

° Decryption of ciphertext:
ARJAWMPUNQZ
| NFOSECINFO

SEEMEIN MALL

° Best feature is that same plaintext character
is substituted by different ciphertext
characters (i.e., polyalphabetic)
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Polyalphabetic Cipher h

° To decrypt, the receiver places the keyword
characters below each ciphertext character
° Using the table, choose the row

corresponding to the keyword character and
look for the ciphertext character in that row

° Plaintext character is then at the top of that
column
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Vigenére Cipher h

° Easiest way to handle Vigenére cipher is to
use arithmetic modulo 26

° This approach dispenses with the need for
the table

* Keyword is converted to numbers and
corresponding numbers in message and
keyword are added modulo 26

° “thiscryptosystemisnotsecure. *
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Ma Affine h Ma Affine h

* M6t trudng hop déc biét ciia mat ma thay thé ° Prlu’o’r)_g tri_nh p_éy ch_i c‘(') mff)t n_ghiém duy
la mat ma Affine Cipher,ban rd va ban ma 13 nhat d6i véi moi y khi va chi khi gcd(a,26) =
e(x) = ax + b mod 26 (a,b € Z,). 1. ‘

o (A b3 3 1A A - * Dinh ly 3.2: dong dw thirc ax = b mod m chi
Cac ham nay goi la ham Affine c6 mét nghidm duy nhét x € Z,, véi moi b €

* DPé co6 thé giai ma: ham Affine phai don anh Z.. khi va chi khi gcd(a,m) = 1

* Tirc la dong nhat thirc: ax + b =y mod 26 * Dinh nghia3.4: gid s*a=1vam=221acac
phai c6 nghiém duy nhat. Vi y thay doi trén sO nguyén. gcd(a,m) = 1 thi ta n6i a va m la
Z,¢Nén y-b cung thay ddi trén Z,, Do vay, chi cac sO nguyén to cung nhau. S6 cac so
can xét phwong trinh: ax =y mod 26 nguyén trong Z, nguyén to clng nhau véi m

thwong dwoc ky hiéu la ¢(m)—ham phi Euler
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Ma Affine h Ma Affine h

* Xét phwong trinh déng dv y = ax + b mod 26
° Phuwong trinh twong dwong: ax = y —b mod26
* Vigcd(a,26) = 1 nén a c6 nghich dao theo

* BDinh nghia 3.5: gia st a € Z,,.. Phén t&r nghich
dao (theo phép nhan) clia a la phan tir a' €
Z,saochoa.a'=a'a=1modm.

n>er o modulo 26.
° Dinh ly 3.3: gia st m :11[ o * a'l(ax) = a'(y-b)(mod 26)
’ i1 * Ap dung tinh két hop ciia phép nhan modulo:
* Trong do cac sb nguyén p,; khac nhau va >0, * a'(ax) = (a'a)x = 1.x
1<i < n, khi do: * - x = a'l(y-b)(mod 26)

o(m) :H(piei _ piei—l) . lz\lgu vay ham gidi ma la: d(y) = a'(y-b)mod
i=1
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Ma Affine h Ma Affine h

* Xét phwong trinh déng dw y = ax + b mod 26
phuong gdury=ax © Vidu: gia stk = (7,3) — 7' mod 26 = 15
° Phuwong trinh twong dwong: ax = y —b mod26 . SR :
* Vigcd(a,26) = 1 nén a co nghich dao theo Ham ma hoa la: e (x) = 7x + 3
modulo 26. * Va ham gidi ma twong rng la:
* al(ax) = a'(y-b)(mod 26) d,(x) = 15(y-3) = 15y — 19
* Ap dung tinh két hop ctia phép nhan modulo: dy(ey(X)) = X V&I MOi X € Zyg ?
© a'(ax) = (a'a)x = 1.x dy(e (X)) = di(7x + 3)

* —x= a’(y-b)(mod 26) . =15(7x +3)— 19 = x + 45 - 19 =
* Nhuw vay ham giai ma la: d(y) = a"'(y-b)mod
26
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Phéan tich mat ma Affine h Phéan tich mat ma Affine h

* Cac sb kha nghich -15¢c6151=7 * $6 thi tw bang chl cai Anh ngir
trong Z4 -17¢c6171=23
-1eo =1 - 19¢6 19" =11 ol1[2]3]4[5]6]7]8]9][10]11]12
-3c637=9 -21¢c6211=5 AlBlc|D|E[Fla|H|1J]K[L]|M
- 5¢651=21 - 9306231=17 1314 (15|16 |17 |18 [ 19|20 | 21| 22| 23 |24 | 25
-7c671=15 - 25¢c6 251 = 25 N|O|P|Q|R|S|T|U|V|W|X|Y]|Z
-9¢c691=3

-11co111=19
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Giai thuat phan tich ma Affine E

* Théng ké xac suét xuat hién cta cac ky tw

* Tim ky tw xuét hién nhiéu nhat, thir v&i suy
doan no la e (trong Anh ngi).

* Tim ky tw xuét hién nhiéu ké tiép, thtr v&i suy
doan né la t (trong Anh ngi»).

* Giai cap phwong trinh trén dé tim a, b voi
UCLN cua a va 26 phai khong I1&én hon 1.

* V&icap a, b tim dwoc kiém chirng xem ban
ré dich dwoc cé nghia hay khéng.
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Bang xac suat xuat hién m
Letter Frequency Letter Frequency

A 2 N 1
B 1 o 1
c 0 P 2
D 7 Q 0
E 5 R 8
F 4 S 3
G 0 T 0

v 2
1 0 v 4
J 0 w 0

x 2
L 2 Y 1
M 2 z 0
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Vi du E

* Phan tich chudi ma:
* FMXVEDKAPHFERBNDKRXRSREFMORUD
SDKDVSHVUFEDKAPRKDLYEVLRHHRH
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- A X ~ - X
14
12
S w
£
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© 7
=4
< - I
S 2 £
2 v
“Q
n ﬁ =
c g |
“«© =
= s @
2 H 5 8
oi w F 2 i = -
o § = = S = 5
2 b = =
= & E
I z 3 5 HE
o 2 I S s s
B C D F G H J K L™ P QR UV WX Y 2
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014
012

01
0.08
0.06
0.04

0.02

0

etaoinshrdlcumwfgypbwk]jxgz
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Phép thir 2 -

Chi¥ E thanh ch? R: 4a + b = 17 (mod 26)(1)
Chr T thanh chi E: 19a + b = 4 (mod 26)(2)
* Trir theo vé (2) cho (1): 15a = -13 (mod 26)
* Haya = (-13)157 = (-13)7 = 13.7 = 91 = 13

(mod 26).
* UCLN(a,m) = UCLN(13,26) = 13 khong hop
[

Phép thir 1 -

Chir E thanh chir R: 4a + b =17 (mod 26)(1)
Chir T thanh ch¥ D: 19a + b = 3 (mod 26)(2)
Trr theo vé (2) cho (1): 15a = -14 (mod 26)
Hay a = (-14)151 = (-14)7=12.7=84=6
(mod 26).

* UCLN(a,m) = UCLN(6,26) = 2 khdng hop 1&
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Phép thir 3 -

Chi E thanh ch¥ R: 4a + b = 17 (mod 26)(1)
Ch T thanh chi H: 19a + b = 7 (mod 26)(2)
Trir theo vé (2) cho (1): 15a = -10 (mod 26)
Hay a = (-10)15 = (-10)7 = -70 = 8 (mod 26).
UCLN(a,m) = UCLN(13,26) = 2 khéng hop 1&
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Phép ther 4 h

Chir E thanh chi¥r R: 4a + b =17 (mod 26)(1)
* Chir T thanh ch®r K: 19a + b = 10 (mod 26)(2)
* Trir theo vé (2) cho (1): 15a = -7 (mod 26)

* Haya=(-7)15"= (-7)7 = -49 = 3 (mod 26).

* UCLN(a,m) = UCLN(13,26) = 1 la hgp 1&

* Thé a=3vao (1) taduwocb = 5.
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c. Mat ma hoan vi h

* Y twdng ctia ma hoan vi la giCP cac ky tw cla
ban rd nhwng khéng ’Ehay doi nhy’ng’sé thay
dbi vi tri ciia chung bang cach sap xép lai cac
ky tw nay.

* Vidu: gia s&* m = 6 va khoa la phép hoan vi
sau:
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Phép thir 4 h

° Vay ma hoa: y = 3x + 5 (mod 26)

° Suyra: 3x =y -5 (mod 26)

* x=(y-531T=(y-59=9y-45=9y +7
(mod 26)

* Giai ma:

* ALGORITHMSAREQUITEGENERALDEFINI
TIONSOFARITHMETICPROCESSES

° Doc la: algorithms are quite general
definitions of arithmetic processes
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c. Mat ma hoan vij h

° Khi dé phép hoan vi nguoc sé la:

1 2 3 4 5 6

3 6 1 5 2 4

* Gia s ta co ban rd: asecondclasscarriageonthetrain
— asecon|dclass|carriajgeonth|etrain

* M®&i nhdm 6 chir cai lai dwoc sap xép theo phép hoan
vin, ta co

EOANCS|LSDSAC|RICARAIOTGHNE|RIENAT
* Cudi cling c6 bang mé sau
EOANCSLSDSACRICARAOTGHNERIENAT

Gido vién Lé Thj Thanh Page 36




c. Mat ma hoan vi — dinh nghia

* Cho m 1a mét s6 nguyén dwong xac dinh nao
do.

* P=C=(Zy)"va cho K la tat ca moi hoan vi
c6thécocta{1,2,.,m}

* D6i v&i mot khoa 1 (tire 1a mot phép hoan vi
nao do), ta xac dinh:

© e = (Xg oy Xin) = Kggays -or Xeym))

¢ dTr = (X15 T Xm) = (yn-1(1)’ S yn_1(m))
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MY

* Ma hoa va gidi ma theo mat ma hoan vi bép
tin: “Hello my dear” theo khoéa K trong so do

Gido vién Lé Thj Thanh Page 39

Vi du mat ma hoan vi -

Plaintext Key n Plaintext
(block) (block)
| g 12 34 fs 4
Reorder ? g Reorder
(downward direction) X é [upward direction)
Uy 1 2 3 4 L
Encryption Decryption

Ciphertext (block)
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Vi du: Mat ma Hill -

* Do Lester S.Hill dwa ra nam 1929

* Gid s& m la mot sb nguyén dwong, dat
P=C=(Z)™

* y twdng: lay m t6 hop tuyén tinh clia m ky tw
trong mét phén t&r cGia ban rd dé tao ra m ky
tw & mét phan t&r cha ban ma.

* Vidy: m = 2 ta c6 thé viét mot phan tir cla
ban rd la: x = (x4, X,) va mot phan t&r cia ban
malay = (yq, ya)-
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Mat ma Hill -

« O dayy,, y,déu la mot
t6 hop tuyén tinh cla
X1, Xo:

- Y XL 3%
- V=8 X4 T X,

° Hoac:
11 8
(Y1 YZ)=(X1 XZ{B 7}
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Mat ma Hill -

* VAan dé |a lam sao dé tinh x tir y?
* Dung ma tran nghich dao: x =yk-
° Vidu: gid str khoa 11 8

{33

e 7 18
23 11

° Ma tran nghich dao:
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Mat ma Hill -

* Khoa K: ma tran kich

thwéc m xm
Ky ke kg
W o Ya)=(4 o %, kfl k” kz
K Kp oo Ko
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Mat ma Hill -

* Gia st cAn ma hoa ban ré “July’. Ta c6 hai phan ti
clia ban ré la: (9,20) (¢¢ng v&i Ju) va (11,24) (rng Vo
ly

o 20)(131 jj:(99+60 72+140)=(3 4)

11
(11 24)[3 3}:(121+72 88+168)=(11 22)

Gido vién Lé Thj Thanh Page 44

11



Mat ma Hill h

* Do vay ban ma cuia July |a DELW. Dé giai ma
Bob sé tinh:

* (3 4)k'=(920)

© Va (11 22)k'= (11 24)

Lwu y réng cac phép toan duwoc thyc hién trén
Z26
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d. Cac hé mat ma tich h

* Quy tac giai ma: dq ko) (¥) = diq(dia(y)

* Trwdc tién ma hoa x bang e, réi ma lai ban
két qua bang e,,. Qua trinh gidi ma thyc hién
twong ty nhuwng theo thr tyw nguoc lai.

* dikrk)(€xikz) (X)) = dier ko) (€kal€k4(X)))

= diq(dia(E2(E41(X))))
dis(€q(x))

=X
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d. Cac hé mat ma tich h

* XétC=P,81=(P,P,K1,E1,D1),52= (P,
P, K2, E2, D2) la hai hé mat tw dong cau co
cung khdéng gian ban ma va ban ro

* S1X82=(P,P,K1XK2, E, D)

* Khoa cta hé mat tich c6 dang k = (k,, k,) v&i
ki€ K; va k,e K,

° Quy téc ma hoa: V&i mdi k = (k4, k) ta co mét
quy tac méa e, xac dinh theo cong thirc: e o
(x) = exa(e(x)
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d. Cac hé mat ma tich h

* Cac hé mat ma déu co cac phan bd xac xuét
(rng v&i cac khong gian khoa cua chung.

* Chon k; c6 phan bd xac xuat p(k,) roi chon
mot cach ddc lap k, c6 phan bd xac xuat p(k,)

* P(ky.kg) = p(ky). p(ky)

Gido vién Lé Thj Thanh Page 48
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d. Cac hé mat ma dong h

* Trong cac hé mat ma nghién ctru & trén, cac
phan t lién tiép cta ban ré déu dwoc ma
héa bang cuing mét khoa k. Chudi ky tw ma
hoa nhéan duwoc co dang:

‘ Y = Y1Y2.--=€(Xq). €(X2)...

° Cac hé mat thudéc dang nay thwdong dwoc goi
la cac ma khéi.

* M6ét y twdng khac la tao ra mét dong khoa z =
2,2,... @& méa hoa mét chubi ky tw x = X,X,...
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d. Cac hé théng mat ma dong h

° Moty twdng khac la tao ra mét dong khoa z =
Z1Z,... 4& ma hoa mot chudi ky tw x = X;X,...
theo quy tac: y = y,y,...=€,4(X4). €,5(X3)...

* Hoat dong cuia mat ma dong: gid st k e K
la khod va x = X;X,... [a chudi ky tw m& hoa.

* z = fi(k, Xq,...s Xiq)

* z,dung dé ma x; tao ra y= e,,(x;).

* Do vay, dé& ma hoa chubi ky tw x,X,... ta phai
tinh lién tiép z;, y4, 2, ,Yo...
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d. Cac hé mat ma dong h

* Trong cac hé mat ma nghién ctru & trén, cac
phan t lién tiép cta ban tin déu dwoc ma
héa bang cung mot khoa k. Chudi ky tw ma
hoa nhan duwoc co dang:

¢ Y = Y1Y2--T€(Xq). €(Xp)- .

* Cac hé mat thuéc dang nay thwong dwoc goi
la cac ma khéi.
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d. Cac hé thong mat ma dong h

* Viéc gidi ma chudi y,,y, c6 thé duwoc thuc
hién bang céach tinh lién tiép z,, X;, Z, X,...
° Binh nghia: mat ma dong la mét bé (P, C, K,
L, F, E, D) thod man cac diéu kién sau:
- P la mét tap hiru han cac ban tin cdn ma hoa.
- C la mot tap hivu han cac ban ma co thé.
- K 1a tap htru han cac khoa c6 thé (hodc khong
gian khoa)
L la tap hiru han cac by chi¥ clia dong khoa.
- F= (f,f,...) 1a bd tao dong khoa. V&i i = 1

Gido vién Lé Thj Thanh ‘ Page 52
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d. Cac hé théng mat ma dong E

° Dinh nghia (tt):

- F=(f,f,...) la bd tao dong khoa. V&ii =1

- fiiKxP > L

- Voi mdi z € L co mot quy tdc ma hoa e, € E va mot
quy tac gidi ma twong rtng d, e D. e,: P,vad,: C
— P la cac ham thoa mén d,(e,(x)) moi ban tin x
thudc P.

Ta c6 thé coi ma khéi 1a mot trwdng hop dac biét
cla ma dong, trong dé dung khoa khong doi:

z,=Kvoimoiiz1
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e. Chuan ma dir liéu E

* Kich thuwéc khdi van ban rd 1a 64 bit. DES
thwe hién ma hoéa dir liéu qua 16 vong lap ma
hoa, mdi vong st dung mét khoa chu ky 48
bit dwoc tao ra tlr khéa ban dau co do dai 56
bit. DES st dung 8 bang hang sé S-box dé
thao tac.

* Biéu dién théng diép ngudn n x€ P bang day
64bit. Khda k c6 56 bit. Thwc hién ma hoéa
theo ba giai doan:
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e. Chuan ma dir liéu E

* Vao khoang 1970, tién si Horst Feistel da dat
nén méng dau tién cho chudn ma héa dir liéu
DES v&i phwong phap ma hoéa FeistelCipher.

* Vao nam 1976 Co quan Bao mat Quéc gia
Hoa Ky (NSA) da cong nhan DES dwa trén
phuwong phap Feistel la chudn ma hoa di liéu
[25]. Kich thuwéc khda ctia DES ban dau la
128 bit nhwng tai ban céng bé FIPS kich
thuwdc khda duoc rat xubng con 56 bit.
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e. Chuan ma dir liéu E

* Giai doan 1. Tao day 64 bit 0 x bang cach
hoan vi x theo hoan vi IP (Initial Permutation).

* Biéu dién x, =IP(x)=L Ry, L, gom 32 bit bén
trai cta x ,, R, gom 32 bit bén phai cua x0.

° Giai doan 2: Thyc hién 16 vong lap tir 64 bit
thu dwoc va 56 bit ctia khoa k (chi str dung
48 bit clia khod k trong méi vong 1ap).

* 64 bit két qua thu duoc qua méi vong 1ap sé
la dau vao cho vong lap sau.

Gido vién Lé Thj Thanh Page 56
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e. Chuan ma dir liéu h

° Caccaptw32bit Li, Ri (v&ii1<i<16 ) duwoc

xéac dinh theo quy tac sau:
*Li=Ry4
* Ri=Li4 ® F(Ri4, Ky)

* v6i @ biéu dién phép toan XOR trén hai day
bit, K1, K2, ..., K16 la cac day 48 bit phat sinh
tlr khda K cho truée (Trén thue t&, mdi khoa
Ki dwoc phat sinh

* bang cach hoan vj cac bit trong khda K cho
trwéece).

Gido vién Lé Thj Thanh Page 57

e. Chuan ma dir liéu h

A‘(32 bit) dwgc mé rong thanh day 48 bit
bang ham mé réng E, E(A) la mét day 48 bit
duwoc phat sinh tr A bang cach hoan vi theo
mot thk tw nhat dinh 32 bit cﬂg A, trong dé co
16 bit cua A dwoc Iap lai hai lan trong E(A).

* E(A) ® J = B (48 bit)

* Biéu dién B thanh tirng nhém 6 bit nhw sau:

B = B,B,B, B, B;B,

Gido vién Lé Thj Thanh

Page 59

e. Chuan ma dir liéu h

* Giai doan 3: Ap dung hoan vi nguoc /P-" doi
v&i day bit R, L4, thu duwoc tir y gom 64 bit.
Nhw vay, y=IP ' (Rs Ly6).

* Ham f dwoc str dung & budc 2 c6 hai tham
sb:

- Tham s6 thir nhét A 1a mét day 32 bit, tham sé thir
hai J 1a mét day 48 bit. Két qua ctia ham fla mot
day 32 bit. Cac buédc xt ly cia ham f (A,J) nhw
sau:

Gido vién Lé Thj Thanh Page 58

e. Chuan ma dir liéu h

Gido vién Lé Thj Thanh Page 60
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e. Chuan ma dir liéu - Giai thuat DES -

* Strdung 8 matran S,S, ... S, kich thudc ,_k_l - : e T

4x16 == |z==||l=
* Xét day B;= B,B,B; B, BsBy; S(B) = . s T e B e
* r:bsbg; c=bybsbybs & lA._ : _.l.- — - w.,‘w J{—l
*C=§(B),1<j<8 — |_ |L | ey E_E”H
* C=C,C,C;C,CsCsC,Cq; hodn vj P clia day e - [

C cho ta ham F(A,J) ——

[ Il'.l-nill\xlll | | R = 1S | Function 1 (R Ki=1)
Faistel Scheme (16 rounds) Pt | Ctwrien - 4tes |

Kha nang pha ma DES - 3DES -

* Khoa 56 bit co 256 = 7,2 x 106 gia tri co thé
* Phuwong phép vét can té ra khong thuc té
* Tbc dd tinh toan cao cd thé pha dwoc khda
- 1997 : 70000 may tinh pha ma DES trong 96 ngay
- 1998 : Electronic Frontier Foundation (EFF) pha m& DES
bang may chuyén dung (250000%) trong < 3 ngay
- 1999 : 100000 may tinh pha ma trong 22 gi¢
* Thuc té DES van duoc st dung khéng ¢ van dé
nho cac luat an ninh cla lién bang.
* Néu can an ninh hon : 3DES hay chudn méi AES

Gido vién Lé Thj Thanh Page 63

* S dung 3 khéa va chay 3 1an giai thuat DES
- Méhoa: C = Ey [Dy [Ex, [P]]
- Gidi mé : p = Dy [Ey [D [C1l]
* Do dai khoa thue té 1a 168 bit
- Khéng tén tai K, = 56 sao cho C = Ex,(P)
° Visao 3 1an : trdnh “ man-in-the-middle attack "
-C = EKZI(EK,'(p)) =>X= EK1(p) = DKZ(C)
- Neéu biét mét cap (p, C)
+ Ma hoda p véi 2% khoda va gidi ma C vdi 2% khda
= So sanh tim ra K, va K, twong trng
+ Kiém tra lai v&i 1 cap (p, C) méi; néu OK thi K, va K, 1a
khoa

Gido vién Lé Thj Thanh ‘ Page 64
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f. AES chuin ma hoa tién tién -

° Advanced encryption standard.

* Puwoc chap nhan lam tiéu chuén lién bang
sau 5 nam tiéu chuan hoa béi NIST

* Tac gia: Joan Daemen va Vincent Rijmen

° Con dugc dat tén Rijndael

* Trén thuc t& AES va Rijndael khac nhau.

° DES dQng mang Feistel, Rijndael dung mang
thay thé — hoan vi

Gido vién Lé Thj Thanh Page 65

f. AES — mo ta thuat toan -

° SubByte

By| Bt | Bp2| By b, by, .hn_: b,
3,018,818, b, ,ib,,lb. b,

[ -
£ |8
Al
v
oo
£ |8
N L&
il
")
|

=2

Gido vién Lé Thj Thanh Page 67

f. AES — mo ta thuat toan -

° Addround key

aﬂ.ﬂ ao,] a\l.! aﬂl bn.n bﬂ.l bU,I‘ bﬂ.!

Gido vién Lé Thj Thanh Page 66
f. AES — mé ta thuat toan -
* ShiftRows
[
cange] 20| 01| 20| %a o By B[ 3a| Ba
ShiftRows|
shift1 a, ?u ?m ?1,.1 a,(3,,; al,: 3,
sft2( 80( 3| 85, ?z,: 3| 8yl 3y0( 2y
o -
sin3| 8yo( 8,18, ?u 8] 8y0( 35|85
.
Gido vién Lé Thj Thanh Page 68
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f. AES — mé ta thuat toan h

* MixColumns

Ea‘u Poz| 20 b, O Doz
8,4 % Pa| A, A4 P P

=

Gido vién Lé Thj Thanh Page 69

3.INhirng khai niém vé mat ma hoa khoa
khai

* Con goi la mat mé hai khoa hay bt dbi xirng
* Cac giai thuat khoa cong khai str dung 2 khoa
- Mot khda cong khai
« Ai cling c6 thé biét
- Dung d& ma héa thong bao va thdm tra chi ky
- Mot khoéa riéng
« Chi noi gir dwoc biét
- Dung dé giai ma thong bao va ky (tao ra) chir ky
* Cé tinh bat dbi xirng
- Bén ma héa khong thé giai ma théng bao
- Bén thdm tra khong thé tao chi ky

Gido vién Lé Thj Thanh Page 71

Chwong 3: Mat ma hoa coéng khai h

3.1 Khai niém vé mat ma hoa khoa céng khai
3.2 S hoc modulo

3.3 Mat ma hoa RSA

3.4 Mat ma hoa Rabin

3.5 Mat ma hoa Diffie — Hellman

3.6 Mat ma hoa Merkle — Hellman

3.7 Mat ma hoa trén dwong cong Eliptic

3.8 Mat ma hoa Mc Elice

Gido vién Lé Thj Thanh Page 70

3.1 Ma héa khéa cong khai h

Cac khoéa cong khai

Ted
Joy J

Mike Alice
Khoéa cong khai Khoéa riéng
cua Alice cua Alice
Ban ma
= truyén di
=l @ {8
Ban tin
gbc Giai thuat Giai thuat géc
ma hoa giai ma
Gido vién Lé Thj Thanh Page 72
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Receiver

Plaintext

»| Decryption

Ciphertext

Gido vién Lé Thj Thanh Page 73

M6 hinh mat ma cé dién/déi xirng

Shared secret key

_______________ _______________

Ciphertext

Gido vién Lé Thj Thanh Page 75

Hai loai mat ma hoa

Cryptography

I

Symmetric-key

Secret-key

Gido vién Lé Thj Thanh

Asymmetric-key

Page 74

Public-key

==

i
.
'
Alice i
\
:
.
.
.

M6 hinh mat ma hoa khoa céng khai

To the public
A

Gido vién Lé Thj Thanh

e
Plaintext Y
L Ciphertext

Page 76
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a. Trao déi khoa

Khéa ngiu nhién

B4 412308 1C F7 63

Alice

Ma héa

|

0

Khéa cong khai cua Bob

Gido vién Lé Thj Thanh Page 77

Khéa ngau nhién
B4.4129 0B 1CF7 63

Bob

Giai ma

1

0

Khéa riéng cua Bob

3.1.1 Xac thuc

S Joy
Khoa riéng
cua Bob

@ truyén di
[ S—

Ban ma

Y

Nguyén ban
déu vao Giai thuét
ma héa
Gido vién Lé Thj Thanh Page 79

Cac khoéa cong khai

Ted

ctia Bob

Mike | Bob
l Khoéa coéng khai

Nguyén ban

Giai thuat daura
giai ma

3.1 Nhirng khai niém vé mat ma hoa
cong khai

* Nhirng han ché clia mat ma ddi xirng
- Vé&n dé phan phdi khoa
» Kho dam bao chia sé ma khong lam 16 khoa bi mat
+ Trung tdm phan phéi khéa co thé bi tAn cong
- Khéng thich hop cho chi ky sb
- Bén nhan c¢é thé lam gia thong bao néi nhan dwoc tir
bén gtvi
* Mat ma khoa cong khai dé& xuét bai Whitfield Diffie va
Martin Hellman vao nam 1976
- Khéc phuc nhitng han ché ctia mat ma dbi xing
- C6 thé coi la bwéc dot pha quan trong nhét trong lich str clia
nganh mat ma
- B sung chir khong thay thé mat ma déi xirng

Gido vién Lé Thj Thanh Page 78

3.1.2 ’'ng dung mat ma khoa cong kh

* C6 thé phan ra 3 loai (rng dung
- Ma hoal/gidi ma
» Bam bdo sw bi mat ctia thong tin
- Chir ky s6
+ Hb tro xac thwe van ban
- Trao dbi khoa
- Cho phép chia s& khéa phién trong ma héa dbi xirng
* Mot sb giai thuat khéa cong khai thich hop cho ca 3 loai
&ng dung; mét sb khac chi c6 thé dung cho 1 hay 2 loai

Gido vién Lé Thj Thanh Page 80
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a. Cac diéu kién can thiét

* Bén B dé dang tao ra dwgc cap (KU, KR,)

° Bén A dé dang tao ra dwoc C = Exu, (M)

° Bén B dé dang gidima M = Dy, (C)

* Dbi tht khong thé xac dinh duwoc KR, khi biét KU,

* Dbi tht khong thé xac dinh dwoc M khi biét KU, va C

* Mat trong hai khéa c6 thé dung mé héa trong khi khéa kia
c6 thé dung giai ma
- M= DKRb(EKUb(M)‘) = leub(EKRb(M))
- Khéng thyc sy can thiét

Gido vién Lé Thj Thanh Page 81

3.3 Hé thong mat ma héa RSA h

* D& xuét béi Ron Rivest, Adi Shamir va Len Adleman
(MIT) vao nam 1977

* Hé ma héa khéa céng khai phd dung nhét

* Ma héa khéi véi méi khdi 1a mot sb nguyén < n
- Thuwong kich ¢& n la 1024 bit = 309 chir sO thap phan

° Dang ky ban quyén ndm 1983, hét han ndm 2000

* An ninh vi chi phi phan tich thiva s6 clia mt s6 nguyén
I&n larat lon

Gido vién Lé Thj Thanh Page 83

3.2 S6 hoc modulo h

* x mod n = phan dw cla x khi chia x cho n
Ménh dé:
[(@a mod n) + (b mod n)] mod n = (a+b) mod n
[(@a mod n) - (b mod n)] mod n = (a-b) mod n
[(@a mod n) * (b mod n)] mod n = (a*b) mod n
° Do dé:

(@amod n)dmod n=ad4mod n
Vi du: x=14, n=10, d=2:
(x mod n)d mod n =42mod 10 =6
xd4=142=196 x9mod 10 =6

Gido vién Lé Thj Thanh Page 82

Mat ma RSA — mé hinh hoat dong h
Bob §
4 4 4 Key calculation =
S U T 1. I Select p.q
i To public =[0G
: | Selecteand d
Alice \
= i Privatel(d)
v
e, n
T o C: Ciphertext I
P | — YV R
Plaintext Encryption Decryption Plaintext
Gido vién Lé Thj Thanh Page 84

21



Tao khéa RSA h

* Mbi bén tw tao ra mot cap khoa coéng khai - khoa riéng
theo cac buwéc sau :
- Chon ngau nhién 2 s nguyén t6 da I6n p = q
- Tinhn=pq
- Tinh @(n) = (p-1)(a-1)
- Chon ngau nhién khéa ma hoa e sao cho 1 < e < ®(n) va gcd(e,
®(n)) =1
- Tim khoa gidi ma d < n théa man e.d = 1 mod ®(n)
* Cong bd khda ma hoa cong khai K= {e, n}
° Gilr bi mat khoa giai ma riéng K, = {d, n}
- Cac gia tri bi méat p va q bi hay bo

Gido vién Lé Thj Thanh Page 85

Vi sao RSA kha thi h

° Theo dinh ly Euler
- Va,n:ged(@,n)=1=a*Mmodn=1
- ®(n) 1a sb cac sb nguyén dwong nhd hon n va nguyén té cling
nhau v&i n
° Déi voi RSA ¢
- n=pq vdip vaqlacac sb nguyén té
- eMm=(p-Na-1)
- ed =1 mod ®(n) = 3 s6 nguyén k : ed = kd(n) + 1
- M<n
° Coéthésuyra
- C4mod n =Med mod n = MM +1"modn=Mmodn=M

Gido vién Lé Thj Thanh Page 87

Thwe hién RSA h

* Pé ma héa 1 théng bao nguyén ban M, bén glri thuc
hién
- LAy khoa cong khai ctia bén nhan KU = {e, n}
- Tinh C = Me mod n

* Pé giai ma ban ma C nhan dwoc, bén nhan thyc hién
- St dung khoa riéng KR = {d, n}
- Tinh M = C¢ mod n

° Lwuy la théng bao M phai nhd hon n
- Phan thanh nhiéu khéi néu can

Gido vién Lé Thj Thanh Page 86

Vi du tao khéa RSA h

* Chon2sbnguyéntép=17vaq=11

° Tinhn=pq=17 x11=187

° Tinh®(n)=(p-1)(gq-1)=16x 10=160

* Chone:gcd(e, 160)=1va1<e<160;ldye=7

* Xacdinhd:de=1mod 160 vad=<187
Giatrid=23vi23x7=161=1x 160+ 1

* Coéng bb khoa cong khai KU = {7, 187}

° Gilr bi mat khoa riéng KR = {23, 187}
- Huay béd céac gia tri bimatp =17 vaq =11

Gido vién Lé Thj Thanh Page 88
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Vi du thwc hién RSA

Giai ma
Ban .
ma Nguyén
ba
" an

Ma hoéa
Nguyén
ban
88—t » ss@inod?z 11
KU=1,187

Gido vién Lé Thj Thanh

> 115 modd87)= 88 +— 88

|

KR =23, 187

Page 89

An ninh ciua RSA

=n/In(n) =2128/In(2'28) =

102 s6

tru)

Gido vién Lé Thj Thanh

* Khoa 128 bit 1a mot sé gitra 1 va mot sé rat 1on
340.282.366.920.938.000.000.000.000.000.000.000.000
° Cé bao nhiéu s nguyén tb giva 1 va sb nay

3.835.341.275.459.350.000.000.000.000.000.000.000
° Can bao nhiéu thdi gian néu méi giay cé thé tinh dwoc

Hon 121,617,874,031,562,000 nam (khoang 10 triéu 1&n tudi cta vii

* An ninh nhung can dé phong nhirng diém yéu

Page 91

Chon tham s6 RSA

* Can chon p va q dilén

° Thwong chon e nhd

* Thuwong co thé chon cling gia tri clia e cho tat ca ngudi
dung

* Trwéc day khuyén nghi gia tri ctia e 1a 3, nhwng hién nay
dworc coi la qua nhd

* Thwong chon e =216 -1 = 65535

* Giatri ctia d sé Ion va kho doan

Gido vién Lé Thj Thanh Page 90

Pha ma RSA

° Phwong phap vét can
- Ther tAt ca cac khéa riéng co6 thé
» Phu thuéc vao do dai khoéa
° Phwong phap phén tich toan hoc
- Phan n thanh tich 2 sb nguyén td pva q
- Xéc dinh tryc tiép @(n) khong théng qua p va q
- Xac dinh truc tiép d khong théng qua @(n)
° Phwong phap phén tich thoi gian
- Dua trén viéc do thoi gian giai ma
- C6 thé ngan ngira béng cach lam nhiéu

Gido vién Lé Thj Thanh Page 92
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Phan tich thira s6 RSA -

* An ninh cia RSA dya trén do phirc tap clia viéc phan
tich thira s6 n
* Thoi gian can thiét dé& phan tich thira s6 mot sb 16n tang
theo ham mi v&i s6 bit ciia sé d6
- M4t nhiéu nam khi s chi s6 thap phan cta n vuot qua 100 (gia
str lam 1 phép tinh nhj phan mat 1 ns)
* Kich thwdc khoa Ién ddm bao an ninh cho RSA
- T 1024 bit tré 1&én

- Géan day nhat nam 1999 da pha ma dwoc 512 bit (155 chir sb
thap phan)

Gido vién Lé Thj Thanh Page 93

Mat ma Rabin -

Bob

2

Key generation

S O ! Selectp, g
Public n=pxq

1
1
1
1
Alice H
g {p. q) | Private
v
n¥ T §
p—] C=Pmodn | ] o A P
Plaintext C Ll Plaintext
Encryption in Decryption in
S K> <L >
Gido vién Lé Thj Thanh Page 95

Mat ma Rabin -

° Mat ma hoa Rabinlcé thé coi nhw RSA Vi
gia tri cia e va d co dinh. BAn ma C = P2
(mod n)vabanréla P = C"2(mod n)

Gido vién Lé Thj Thanh Page 94

Mat ma Rabin - tao khoa -

* Chon hai s6 nguyén t6 p, q c6 kich thwéc
xap xi nhau sao cho p = q = 3 (mod 4).

°* Tinhn=p.q

* Khoa céng khai la n, khoa bi mat la (p,q)

Gido vién Lé Thj Thanh Page 96
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Mat ma Rabin — ma hoa h

* Alice nhan khoa céng khai ctia Bob.

* Biéu thi ban tin dwoi dang mét s6 nguyén.
nam trong dai [0, n-1].

* Tinh C = P2 (mod n).

* GWri ban ma cho Bob

Gido vién Lé Thj Thanh Page 97

Mat ma Rabin - vi du h

* Ma hoda va gidima véibanro x=9,p =7,

q=11.
° X=25p=19,9q=23
°p=23,q=7

Gido vién Lé Thj Thanh Page 99

Mat ma Rabin - giai ma h

* Bob phai tim 4 can bac 2 cta C mod n.

* St dung thuat toan Euclide mé rong dé tinh
a, bsaochoap +bqg=1.

* Tinh r = cP*14 mod p.

* Tinh s = c@"4 mod q.

* Tinh x = (aps + bgr) mod n.

* Tinhy = (aps — bgr) mod n.

* Bbn gia tri can bac 2 ctia ¢ mod n 13 x,-x mod
n,y va-y mod n.

Gido vién Lé Thj Thanh ‘ Page 98

3.5.1 Mat ma hoa Merkle Hellman- gi&i
thiéu

* Dinh nghia day siéu tang: Day cac sb nguyén
dwong a 4, @ ,,... a, dwoc goi la siéu tang néu
a>a;+ta,+t..+tavéimoi2<sisn

* Bai toan xép balo: xép mot dbéng cac goi cod
trong lwong khac nhau vao ba 16 dé ba 16 c6
mot trong lwgng cho trude.

Gido vién Lé Thj Thanh Page 100
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3.5.1 Mat ma hoa Merkle Hellman h

° Trén phwong dién toan hoc: cho tap cac gia
tri My, M,, ..., M, va mét tbng S. Hay tinh cac
gia tri b, dé:

- S=by M+ b,M,+ ..+ b, M,

- v6ibe[0,1]

- b;=1: g6i M, dwoc xép vao ba |6

- b;= 0: g6i M, khéng khdwoc xép vao ba 6

Gido vién Lé Thj Thanh Page 101

3.5.3 Giai thuat Merkle Hellman h

° (1)ien
° (2) While i=1do
- alfSzMthenx;«—1vaS—S-M,
—Elsex; <0
-bi—i-1
° (3) return (b)
* Néu M khéng phai day siéu tang thi 1o giai
cua bai toan la mét trong 2" phwong an cé
thé xay ra. Diéu nay khéng dé vai n lon!!

Gido vién Lé Thj Thanh Page 103

3.5.2 Bai toan xap ba 16 h

* Giai bai toan xép ba 16 trong trwdng hop day
M= {M,, M,, ..., M, } |a day siéu tang.
* Viéctimb = (b4, b,, ..., b,)) twong dwong voi
bai toan tim biéu dién nhj phan cta S
* Giai thuat:
- Vao: Day siéu tang M= {M;, M,, ..., M} va mét sb
nguyén S la tong clia mét tap con trong M
- Ra: (b4, by, ..., b,) v&i b; = 0,1 sao cho:
S=b; M+ b,M,+ ...+ b, M,

Gido vién Lé Thj Thanh Page 102

3.5.3 Mat ma hoa Merkle Hellman - tao
khoa

1) Chon mét day siéu tdng My, M,, ..., M, va
mot modul M > My, M,, ..., M,

2) Chon mét sé nguyén ngau nhién W sao cho
1SW<M-1, (W, M)=1

3) Chon mét phép hoan vi ng&u nhién T cia
cac so nguyén {1, 2, ..., n}

4) Tinh ai = WM., mod Mvoii=1,2,..,n

5) Khoa céng khai la tap céc sb (ay, ay, ..., a,)

6) Khoa bi mat 1a (1, M, W(M,, My, ..., M.))

Gido vién Lé Thj Thanh Page 104
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3.5.4 Mat ma hoa Merkle Hellman-thuat
toan ma khoa cong khai

* B ma hoa ban tin m dé gtvi cho A ban ma can
giai ma.
° Ma hoa
- nhan khoa cong khai clia A: (a,, a,, ..., a,)
- biéu thj ban tin m nhw mot chudi nhj phan co6 dé
dain. Véim=m,, my, ..., m,
tinh s6 nguyén c= m,a,;+ mya, + ..+ m.a,
- G ban ma cho A

Gido vién Lé Thj Thanh Page 105

3.6 Thuat toan trao doi khoa Diffie
Hellman

* Giai thuat mat ma khéa cong khai d4u tién
* Pé xuat béi Whitfield Diffie va Martin Hellman
vao nam 1976
- Malcolm Williamson (GCHQ - Anh) phat hién
trwdc may nam nhwng dén nam 1997 mai cong
bo
* Chi dung dé trao dbi khéa bi mat mot cach an
ninh trén cac kéch théng tin khéng an ninh
* Khoéa bi mat dwoc tinh toan b&i ca hai bén
* An ninh phu thudc vao dé phtrc tap cla viéc
tinh logarithm r&i rac

Gido vién Lé Thj Thanh ‘ Page 107

3.5.5 Giai ma Merkle Hellman h

* Giai ma:
- Tinh s =W-1c mod M
- St dung gie}i thuat xép balo trong trvdng hop day
siéu tang dé tim cac so nguyénry, r,, ..., r € {0,1}
saocho:d=r, M+ r,M, + ...+ 1, M,
- Cacbitcuabanrdlam =ry,, i=12,..,n

Gido vién Lé Thj Thanh Page 106

3.6.1 Thiét lap Diffie-Hellman h

* Céc bén théng nhat véi nhau cac tham sé chung
- qla mot sé nguyén té da I16n
- o la mét nguyén can clia q
* amod g, > mod q,..., o' mod q Ia cac sb nguyén giao hoan
clacacsotlr1denq-1
° BénA
- Chon ngau nhién lam khéa riéng X, < g
- Tinh khoa cong khai Y, = oA mod q
° BénB
- Chon ngu nhién lam khoa riéng Xz < q
- Tinh khoa c6ng khai Yg = o*® mod q

Gido vién Lé Thj Thanh Page 108




3.6.2 Trao ddi khoa Diffie-Hellman h

° Tinh toan khoa bi mat
- Bén A biét khoa rieng X, va khéa cong khai Yg
K=Yg*"mod q
- Bén B biét khoa rieng Xg va khoa cong khai Y,
K=Y, ®modq
° Ching minh
Y, 8 mod q = (A mod g)*® mod q
=8 mod q
= oA mod q
= (o”® mod q)* mod q
=Y;** mod q
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3.7 Mat ma hoa trén dwong cong elliptic h

° Elliptic Curve Cryptography - ECC

* Ma hoa cong khai dwa trén dé kho cua cac bai toan
kho giai quyét.

* Cho dén nay chi con hai bai toan:

- Bai toan logarithm r&i rac
- Bai toan phan tich thira sb ctia s6 nguyén.

° 1985: Neal Koblitz va Victor S.Miller da doc lap
nghién cru va dwa ra dé xuat (ng dung ly thuyét
duwong cong elliptic trén trwdng hiru han.

* Puwoc phat hién 1an dau tién vao thé ky 17 dwéi dang
c6ng thirc Diophantine: y, —x; =Cv&iC € Z
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Vi du Diffie-Hellman h

* Alice va Bob mudn trao ddi khoa bi mat
° Cungchongq=353vaa=3
* Chon ngau nhién cac khoa riéng
- Alice chon X, = 97, Bob chon Xz = 233
° Tinh toan cac khda céng khai
- Yo=3Ymod 353 =40 (Alice)
- Yg =32 mod 353 = 248 (Bob)
° Tinh toan khéa bi mat chung
- K= YB><A mod 353 = 2489 mod 353 =160  (Alice)
- K= YAXB mod 353 = 40233 mod 353 =160 (Bob)
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3.7.1 Khai niém vé dwong cong elliptic

3.7.1.1 Cbng thirc Weierstrase

3.7.1.2 Budng cong elliptic trén treong R2
3.7.1.3 Budng cong elliptic trén trwdng hiru
han

3.7.1.4 Bai toan logarithm r&i rac trén dwong
cong elliptic (ECDLP)
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3.7.1.1 Cong thirc Weierstrase h

* Puwdng cong elliptic E(K) dwgc dinh nghia
trén trwong K bang cong thirc Weierstrase:

° y2+axy +agy = x3+ax? +a,x + agtrong dé
ay,8,,83,8,,a5,a5 € K

* S6 cac diém nguyén trén E(K) ky hiéu la #E
hoac #E(K)
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Thuat toan cong tréen dwong cong
Elliptic

° Input:
- E(R) v6i cac tham sb ax + ag
- Diém P(x;,y4) € E(R) va Q(x,,y,) € E(R)
° Qutput:
- R=P+Q, R=(x3Y3) € E(R)
- IfP=0then R—Q
- fQ=0thenR—P
- If x;=x,then
* If y,= y, then 8 (3x,2+ a,)/2y,
* Else ify,=-y,then RO
- Else 6 (y, — y1)/(X; — X¢)
- Endif
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3.7.1.2 Bbwong cong elliptic trén trwé'ng
Bz hl

* Puwéng cong elliptic trén trwdng sb thwe R21a
tap hop cac diém (x,y) thod man:
-y =x3+ax+ag
- Diém O tai vo cuc.
° Phép cbng:
- diém tai vé cuc O la diém con véi diém nao ciing
ra chinh diém dé.
- P+(-P)=(xy) + (x-y)= O
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Thuat toan cong tréen dwong cong
Elliptic

° X3 = 02 (3x,2 + a,)12y,
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3.8 Mat ma hoa McElice -

* Cho G la mét ma tran sinh cia ma Goppa

°* C[nk,d],véin=2m,d=2t+1, k=n—-mt

* S la mo6t ma tran kha nghich cép k x k trén Z,
* Plamatran hoanvicdp nxn
°*PbatG’=SGP

* Cho P =(Z,)? vaky hieuK={(G, S, P, G)}

° G, S, Pdugc gitr bi mat

° G’ dwoc cong khai
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MY
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3.8 Mat ma hoa McElice -

* V&i K={(G, S, P, G")} ta xay dinh nghia: e,(x,
e) =xG’' + e voi e € (Z,)" va la mét vector
ngau nhién cé trong s6 t

° Bob gidi ban may € (Z,)" theo cac buéc sau:
- Tinhy, = yP-

- Y1=X e, x¢eC
- Tinh x4 € (Z,)< sao cho x,G = x4
- Tinh x = x,S-"
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