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Phan 1

Gi6i thiéu vé phan mém ma
nguon mo va Linux



Chuong 1

Phan mém ma nguoén md



1.1 Khai niém phan mém ma nguén md

1.1.1 Khai niém phan mém tu do-ma nguon mé

Cac thao tac c6 thé thuc hién trén phan mém Phan mém 14 mot san
pham tri tué dic biét, ddc trung cho nganh CNTT va CNPM. Trén céc phan
meém, c6 thé thuc hién céc thao tac:

San xuat phan mém : nghién ctu nhu cau NSD, thiét ké, coding, com-
piling and releasing.

Cai dat phan mém : Dé c6 thé dugc stt dung, phan mém can dudc cai dat.
Cai dat 1a thao tac ghi cac méa can thiét cho viéc thuyc hién moi truong
vao bo nhé thich hgp dé NSD c6 thé sit dung. Nhu vay dé cai dat phan
mém can c6 cac ma may can thiét cho viec thyc hien phan mém. Cac
méa nay c¢6 thé dé dudi dang hiéu duge bdi con ngusi hoic dudi dang
ngon nglt may.

St dung phan mém : cai dit va st dung phan mém trén may tinh. May
tinh nay c6 thé 1a may tinh ca nhan, may chii, may tinh cong cong, . .. ..
Tiy theo titng bbi canh viéc sit dung phan mém c6 thé cé cac rang budc
khac nhau. (cai trén 1 mdy, trén nhiéu may, trén nhieu CPU, ... .. ).
Cac phan mém c6 ban quyeén thuong bao vé viéc sit dung phan mém
bang serial key, activate code va c6 nhiing trudng hop bang khéa vat
1y!

Thay d6i phan mém Trong qué trinh st dung c6 thé xuit hién nhu cau
thay doéi. Viec thay doi nay cé thé dugc tién hanh béi tac gid phan
mém hoic c6 thé do mot ngusi khac. Dé thay doi tinh nang phan mém
can c¢6 ma nguodn ciia phan mém. Néu khong c¢6 ma nguon, c¢6 thé dich
ngugc dé thu duge ma ngudn tit méa thye hien. Ma ngudn phan mém c6
thé dugc phan phoi theo nhiéu kénh khac nhau (mang, Iuu trit, truyén
tay, lay nhiém)

Cac thao tac khac Phan tich nguge ma nguon, phan tich giao dién, mo
phong, thyc hién luan phién ...

Phan mém dudc quan 1y bdi cac qui tac vé ban quyén va sd hitu trf tue,
cho phép thuc hién hoac khong thuc hién cac thao tac noéi trén trong céc
dieu kién khac nhau.



Ban quyén phan mém (BQPM) Ia tai lidu qui dinh viéc thuc hién cac
thao tac trén phan mém. C6 thé c6 cac ban quyén phan mém s6 hitu, ban
quyén cho phan mém mién phi/phan mém chia sé, ban quyén cho phan mém
tu do vd ma nguon mad

1.1.2 Phan mém sé hitu

13 phan mém c6 ban quyen rang budc chiat ché cac thao tac trén phan meém,
dam bao quyen lgi ctia ngudi lam ra phan mém. Copy Right (ban quyén)la
thuat ngtt chi quyén quan 1y d6i v6i phan meém, cho phép/khong cho phép
thiic hién cac thao tac khac trén phan mém. Véi cac phan mém sé hitu, thong
thuong ban quyeén c6 cic rang buoc chit ché ddm bio quyen lgi clia nguoi
lam ra phan mém, nhat 13 viéc bdo luu ban quyeén khi thic hién céc thao tac
trén phan mém. Do d6, ban quyén clia cac phan mém chii sé hitu thuong rat
chiit ché vé quyén phan phdi va quan 1§, han ché quyén thay doi va cai tién
va hau nhu khong cho phép viéc phan tich ngugc ma. Mot s6 phan mém sé
hitu con phan biét cac quyén nay cho cac déi tuong sit dung Ban doc c6 the
tham khéo trong cac thoéa thuan ban quyén danh cho NSD duge phan phoi
kem theo cac phan mém sdé hitu.

Viéc rang buoc chit ché cac quyen phan phdi va quan 1y trén phan mém
mot mat dam bao quyen lgi va tit d6 1a dong lic cho ngudi phat trién phan
mém, mit khac han ché nhitng thanh phan khac hoan thién va bd sung tryc
tiép cac tinh ning, chitc ning ctia phan meém.

Trong thyc té, cac chti sé hitu phan mém chi cung cap 1 phan quyen st
dung (vi du sit dung trén mot méy tinh, khong duge st dung trén may chu,
khong dugc sit dung dich vu két néi tit xa dé sit dung phan mém). Khi NSD
mudn c¢é quyen stt dung bo sung can tra tién bo sung theo tinh chat va qui
mo clia quyen st dung. Cac quyen phan phdi thuong bi han ché. NSD khong
c6 quyen phan phéi cho NSD khéac. Dé dam béo ki thuat cho céc han ché
nay, cic phan mém sé hitu thudng c6 mot mo dun dé xac thyc va kiém tra
quyen st dung. Day ciing 1d mot Iy do ma quyén thay ddi phan mém khong
bao gis dugce cung cap, trit khi chit s6 hitu ¢6 ¥ dinh chuyén ddi s hitu ciia
phan mém. Quyén quan 1y phan mém c6 gia rat cao, c6 thé coi la gia tri tri
tué ctia phan mém.

1.1.3 Phan mém tuv do ma ngudn md

Mot xu huéng khéic trong viéc phan phdi cdc phan meém 1a khong han ché
cac quyen thuc hién trén phan mém. Hién nhién 1a cac quyén quan 1y phan
mém khong thé khong bi han ché, néu khong phan mém sé tré thanh sé hitu
ctia mot chii thé khac c6 quyén han ché cac quyen thuc hién khac ctia phan



meém. Nhu vay, cdc phan mém nay sé duge phan phoi kem theo tat ca céac
quyen, trit quyen quan ly. Cac chii thé c¢6 thé sit dung hoan toan tir do phan
mém, trit viec sit dung quyén quan 1y dé ap dit han ché lén cac quyén con
lai. Cdc phan mém dugc phan phdi theo cach thitc nay goi 1a phan mém ti
do. Dé dam bao cho viéc thuc hién cac quyén chinh sita, nang cap, phan tich
ngude phan mém, cdc phan mém nay thuong duge phan phdi kém véi ma
nguon. Chinh vi nguyén nhan nay nén thuat ngt phan mém ty do thuong
dude goi 1a phan mém tir do ma nguon md hodic phan mém ma ngudn md.

Cha y  Trong khai niém phan mém ma nguon md, khong qui dinh viéc tra
phi cho viéc thyc hién cac thao tac trén phan mém. Diéu nay c6 nghia la
phan mém ma ngudn mé hoan toan c6 thé duge ban, duge kinh doanh giéng
nhu phan mém sd hitu. Tat nhién, viec NSD c6 trong tay ma nguon, ma thic
hién tit mot ngudn khac khong méat phi ¢6 dong lyc dé tra mot khoan phi
nao d6 cho nha phat trién phan mém mang tinh chat tai trg nhiéu hon la
thanh toan phi.

Cha y Cing lien quan dén phi ctia phan mém, can phan biét phan mém
ma nguon md véi cac phan mém mién phi. V6i cdc phan mém mién phi, NSD
sé ¢6 quyen st dung cht khong c6 quyén phan phoi lai, thay ddi, chinh sta,

Chii y Do c¢6 han ché vé quyén quan 1y phan mém, nén phan mém tir do
ma nguon mdé khi phan phdi van can keém theo ban quyén. Ban quyén clia
phan mém ma ngudn ma chi ra NSD c6 thé sit dung bat cit quyén nao trén
phan meém, trit viec han ché b6t quyén trén phan mém. Day ciing 1a 1y do
ban quyén ctia phan mém ma nguon mdé thuong dude goi bang thuat ngi
Copy Left thay cho Copy Right.

Ranh gi6i gitta quyén quan 1y va cac quyen khac 1a mot ranh giéi mda, do
do khai niém ma ngudn mé duge hiéu mot cach khac nhau béi cac chi the
khac nhau, phu thuoc vao tap hop quyén dude cung cap. Ban quyén GPL
(Global Public License) tap hgp céc tiéu chi chinh dé mot phan mém c6 the
dudc coi 1a phan mém ma nguon ma:

e Tu do phan phdi

e Luon kém ma nguon

Cho phép thay déi phan mém

Khong cho phép thay doi cac rang budc ban quyén



e (6 thé c6 rang budc vé viéc

e Tich hgp ma nguon

e Dat tén phién ban

e Khong phan biét c4 nhan/nhém khac nhau
e Khong phan biét muc dich sit dung

e Khong han ché cac phan mém khac

e Trung lap vé cong nghé

Mot s6 cac nha phat trién khac khong coi viéc phan biet nhém, ca nhan khac
nhau, han ché cdc phan mém khac 1a mot diic diém ctia PMMNM. Vi vay,
trude khi st dung phan mém mé nguoén md, can kiém tra xem ban quyen
clia phan mém ma nguon md nay qui dinh nhitng gi.Trai véi suy nghi cia
nhiéu NSD, PMMNM c6 ban quyén va c6 thé bi vi pham ban quyeén. C6 rat
nhiéu truong hop méa nguon sau khi chinh sita da bi déng lai.

1.2 Phat trién PMMNM

Néu nhu cadc phan mém s hitu do mot chii thé duy nhat phat trién, qua
trinh phan tich thiét ké xay dung phan mém dugc hoach dinh va kiém soat
chit ché (mo6 hinh dan nhac) thi PMMNM dugc phat trién theo mo hinh chg
troi, trong d6 NSD déng vai tro clia ngudi phat trién phan mém. Qué trinh
ra quyét dinh 1a dong, khong c6 mot dinh huéng ciing nhéic tit thoi diém ban
dau. Do tu do ctia nha phat trién 1a rat 16n, c6 thé lya chon cac quyét dinh
theo xu huéng ca nhan, thiéu s6 va ciing c6 khi la da s6. C6 rat nhiéu trudng
hop khi cac ¥ kién khong thong nhat da sinh ra 2 dong phan mém tir mot
phan mém ban dau trong qué trinh phat trién( vi du iTexMac va TexShop).

Kich ban phét trién phd bién ctia PMMNM la: ¢6 mot nha phat trién dua
ra mot phieén ban dau tién+y tudng vé phan mém. Céc nha phat trién khac
hoan thién cac chiic nang dé ra trong ¥ tudng do, tiép tuc dé xuat tinh ning
méi. Quéa trinh lien tuc duge lap lai. Dé thuan tien hon cho cac loai NSD,
cac phién ban cia PMMNM thuong duge qui dinh nhu sau:

e Phien ban dich dém: véi ma ngudn duge thay doi thudng xuyén, hang
ngay vao buoi déem ban nhi phan ctia phién ban mdi nhat nay dugc
dich. Phién ban nay chita cac tinh nang mdi nhat, tuy nhién chua duge
kiém tra va ra soat ki cang, con tiém an nhiéu 16i, chua 6n dinh. Phién
ban nay chii yéu cho cac nha phat trién thit nghiém va hoan thien.



e Phién ban thit nghiem: Da dudgc ra soat cac 16i, tuy nhién van chua 6n
dinh. Danh cho NSD thtt nghiem dé c6 ¥ kién phan hai.

e Phién ban bén vitng: khong tich hop cac tinh nang chua 6n dinh. Danh
cho NSD dinh khai thac phan mém.

1.3 Lich s phat trien PMMNM

Viéc stt dung hé dieu hanh UNIX va cac cong cu hd trg di kem da khién cho
cac nha phat trién phan mém cam thay ban quyén han ché su sang tao ciia
ho. Nam 1983, du an GNU (GNU is NOT UNIX) ra dsi, do Richard Stallman
sang lap. Dy 4n nay phat trién thanh T6 chitc phan mém ty do (FSF-Free
Software Foundation). T6 chitc nay tap hgp cac nha phat trién thuong xuyén
stt dung UNIX, huéng t6i muc tiéu la phat trién cac cong cu tuong tu nhu
ctia UNIX nhung hoan toan ty do va ma nguon mdé. gec (GNU C Complier)
la san pham dau tién, cho phép phat trién cac sdn pham khéc. vi 1a chuong
trinh soan thao thong dung, ... va rat nhiéu san pham khac.

Nam 1998 cac n6 luc ting ho PMMNM da hinh thanh OSI (Open Source
Initiative). OSI nd hyc dé tao ra cac khung phap 1y, cung cap cac thong tin
can thiét cho NSD, céc nha phat trién, cac cong ty dich vu c6 thé phat trién,
khai thac, cung cap dich vy, kinh doanh PMMNM.

Mic dit ¢6 mot qua trinh phat trien kha lau dai, tuy nhien trén thuc té
phai dén nam 2008 méi c¢6 nhitng qui dinh chat ché ctia phap luat mot sd
nuéc bdo ho PMMNM. Vi du khi vi pham ban quyén ctia phan mém, tat ca
cac quyen dude gan trong ban quyén lap tic trd thanh vo hieu. Qui dinh nay
khong tac dong nhiéu dén phan mém sé hitu, nhung véi PMMNM, khi céc
quyén tré thanh vo hieu hau nhu chic chan NSD sé vi pham cac s6 hitu tri
tué.

1.4 Nguon luc phat trién phan mém ma nguoén
mad

Khéi niem PMMNM khoéng rang budc vieéc phan mém cé thé duge ban hay
khong, tuy nhién, véi viec cung cap kém theo ma nguon va cho phép NSD c6
thé tiy ¥ sita doi, viec thu mot khodn phi tit NSD véi cac PMMNM khong
c6 co s6 hop 1y, trit nhitng truong hop rat dac biét khi phan meém chi phuc
vu cho s6 lugng it NSD nao dé. Viéc phét trién phan mém, cho dit 1 s hitu
hay tu do, déu can c6 nguon lyc vé con ngudi, tai chinh. Cau héi dat ra la



lam thé ndo dé thu hat duge nguon luc dé phét trién mot PMMNM nao dé.
C6 thé liet ke mot s6 cach thite dé thu hit cac ngudn hyc.

Tu van Ngudn lyc dé phét trién ma nguon mé c6 thé thu duge tit cac don
vi chiu trach nhiém tu van cho t6 chiic st dung cudi cling. Viéc lam chi
duge cac PMMNM, cac giai phap sit dung ching cho phép céc chuyén
gia vé PMMNM c6 thé tu van hiéu qua cho cac to chic dé lua chon
cac giai phap, dé quan 1y ki thuan hé thong thong tin ctia minh.

Ho6 tro ky thuat Nam vitng ma nguon va cach thitc khai thac PMMNM
cho phép cung cap dic vu hd trg k§ thuat cho céc to chiic khong chuyén
ve IT.

Dao tao Khi cac gidi phap PMMNM duge sit dung rong rai, sé xuat hién
nhu cau vé nhan lyc phat trién, khai thac cac PMMNM. Nhiing cong
ty di trude c6 thé cung cap cac dich vu dao tao, dich vu cap ching chi
dé dap ting nhu cau nay.

Cung cap cac giai phap ma nguon mé Khong chi cung cap cac PMMNM,
hoan toan c6 thé cung cip cac gidi phap tich hop mot hosic nhiéu
PMMNM dé dap tng nhu cau chung vé phan mém ciia mot to chiic.
Ngudi cung cap dich vu c6 thé khong phai 1a ngusi phat trién phan
mém, ma chi 1a nguoi tich hop cac PMMNM khac lai véi nhau, tuy
nhién da cau hinh cac PMMNM nay dé c6 hiéu ning tdi uu, c6 giao
dién thuan tién, ... n6i chung la dap tng yéu cau ctia NSD.

Tai trg/quang cao Khi mot to chitc can mot phan mém, t6 chiic nay co
thé tu phét trién phan mém, c6 thé mua mot phan mém khac, c6 thé
tai trg cho mot nhéom cac nha phat trien PMMNM. Néu mot s6 t6 chiic
¢6 ciing nhu cau vé mot phan mém, cac t6 chiic nay con phdi hop véi
nhau, tai trg cdc nguon lyc (con ngudi, tai chinh, co s§ vat chat) deé
xay dung mot PMMNM, chia sé b6t kinh phi phét trién phan mém.
PMMNM khong bi han ché vé quyén st dung va phan phdi, do dé6 c6
s6 luong NSD 16n. Hoan toan cé thé st dung loi thé nay dé tao ngudn
kinh phi tt quing céo trén phan meém ho#ic trén cac thong tin lien
quan dén phan mém. C6 nhiéu truong hgp c¢6 2 phién ban ciia phan
mém: phien ban MNM tuan thit GPL nhung han ché vé chic ning,
phién ban s6 hitu (ho#ic chuyén nghiep) c6 day du cac tinh nang. C6
thé thay phien ban MNM sé déng vai tro quang cdo cho phién ban day
dii/chuyén nghiép.

Thuong mai héa (moét phan/tat ca) Mot cach thitc nita dé c6 nguon luic
phat trién la sau mot thoi gian phét trien PMMNM c6 thé tién hanh



thuong mai héa phan mém dé thu hoi chi phi. Tuy nhiéen, hiéu qua ciia
viéc nay phu thuoc vao chat luong clia phan mém c6 thuyét phuc duge
NSD dang dimg phién ban MNM chuyén sang phién ban thu phi.

1.5 So sanh phan mém ma nguon md va phan
mém ma nguon dong

Ton tai nhiéu ¥ kién ting ho va khong ting ho xu huéng phat trien PMMNM.
Cac y kién ting ho cho réng:

e PM MNM c6 thé phat trién theo nhu cau NSD
e Khong bi gidi han sy sang tao
e Tin cay va bao mat: Ma ngudn duge dong ddo NSD kiém tra.
e Giam chi phi phat trién
e Khong bi can tré bdi dong lyc kinh té
Cac v kién khong ting ho tap trung chii yéu vio mot sé luan diém

Triét tiéu dong luc phat trién Viéc xudt hién céc phan mém méa ngudn
mé lam cho khong con dong hic dé phat trién phan mém néi chung.

Thiéu tinh chuyén nghiép Do PMMNM do nhiéu ngudi ciing tham gia
phat trién, do dé khé c6 thé kiém soat dugce qui trinh phat trién va chét
lugng ctia phan mém. Chinh vi thé néen PMMNM kho c6 thé thuyét
phuc dugc NSD khong chuyén vé IT

Khoéng bao mat Ma nguon cong khai cho tat ca NSD, ké ca nhitng NSD
muoén tan cong hé thong.

1.6 Mot s6 phan mém ma nguén md théng
dung

Phan mém ma nguon mdé hién nay da dat dén mitc phat trién on dinh, céc
16i co ban dugce khic phuc, duge NSD chap nhan rong rai. Cé thé ké ra mot
vai phan mém/bo phan mém duge st dung rong rai hien nay la:

FireFox Trinh duyét ctia Mozilla, cho phép c6 thé phét trién cac plug-in bo
sung



Open Office Bo soan thao vin ban ctia Sun Micro System, c6 thé thay thé
MS Office

Apache Web server dugce stt dung rong rai
PHP-MySQL Application Server
Thunder Bird Mail Client ctiia Mozilla

Unikey Chuong trinh go tiéng Viet

1.6.1 Kho dit lisu PMMNM

PMMNM c6 thé dugc tai vé theo cach thong thuong nhu véi cac phan mém
mién phi ho#ic chia sé. Kho dit lieu sourceforge.net dinh nghia khung thong
tin can thiét dé cap nhat cac thong tin chi tiét vé mot dy &n PMMNM.

Dé thuan tien cho viécstt dung méa ngudn, cic mé nguodn theo phién ban
clia cdc phan mém dugc luu trit tai cac kho phan mém. Cac kho phan mém
nay cho phép NSD tai ma nguodn va cap nhat ma ngudn méi. Cac san pham
thuong duge sit dung la:

CVS Concurrent Versions System: Hé théng cho phép luu trit ma nguon,
kiém soéat cac thay doi trong ma nguodn va kiém soat phan nhanh khi
can thiét

SVN Heé théng kiém soat ma nguon v qué trinh chinh sita ma nguon, thay
thé CVS.
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Chuong 2

Khai niém Linux
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2.1 Linux: Nhan, hé diéu hanh, ban phan phbi
hay hé théng

Thuat ngtt Linux dugde st dung rong rai trong thiyc té. Tuy nhién, trong céc
ngtt canh khac nhau, thuat ngit nay c6 thé duge hic¢u véi nghia khac nhau.

Khi st dung Linux trén cac thiét bi nhing, thiét bi di dong, trong trudng
hop nay, chi ¢6 nhan ciia HDH Linux duge sit dung. Thuat ngt Linux dugce
diing dé chi nhan ctia hé diéu hanh Linux. Nhan ctia HDH bao gom céc phan
mém can thiét dé quan 1y va st dung cac phan ciing clia hé thong.

Khi cai dit cac phan mém trén may tinh, c6 thé cé nhiéu lya chon:
Windows, Linux, Sun, MacOS. Trong ngit canh nay. Linux duge hiéu 1 mot
He Dieu Hanh.

Linux thuong dugc phan phdi khong phai chi gom c¢6 nhan va cac phan
mém hé théng. Di kém theo HDH, con c¢6 cac phan mém ting dung phuc vu
cac nhu cau cua tung 16p NSD. Giao dién do hoa, cic chuong trinh ho tro.
... Tat ca cac thanh phan d6 két hop v6i nhan ciia hé diéu hanh va HDH tao
ra mot ban phan phdi ctia Linux. C6 rat nhiéu ban phan phdi khac nhau, cé
thé sit dung chung mot phién ban ctia nhan, mot tap hop chung céc phan
mém hé thong, nhung duge phan phéi véi cdc bo phan mém khac nhau danh
cho may cht, méay dé ban, may xach tay, ....

Khi so sanh hiéu nang giita cac san pham Linux, MacOS, Sun Solaris, ...
thiic té ta da so sanh cac hé théng trén dé cac HDH tuong ting da dugc cai
dat. Linux trong trudng hop nay duge st dung dé chi mot hé théng may tinh
cai dat hé diéu hanh Linux.

Khi st dung thuat ngit Linux, can xac dinh 16 boi canh dé tranh hiéu
nham.

2.2 Lich s phat trién ctia Linux

Linux ra doi dya trén mot s6 yéu to lich sit dac biét.

Hé diéu hanh Unix Thé hé thit nhat clia cac may tinh l16n chi yéu si
dung hé diéu hanh Unix. Day 14 mot hé diéu hanh dugde viét va stt dung ngon
ngit lap trinh C. Nhude diém duy nhét ctia HDH Unix 1a gi4 thanh cao. Véi
sy ra doi clia cic may tinh c4 nhan, nhu cau vé mot hé diéu hanh da nhiem,
da NSD gia thanh tuong xtng v6i may tinh ngay cang tré nén manh meé.
HDH DOS ctia IBM va Microsoft dap ting dude nhu cau vé gia thanh, tuy
nhién lai 14 don nhiém.
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FSF-GNU Hurd Cac nd Iyc ctia FSF huéng t6i muc tiéu 1a viét lai cac
cong cu ctia Linux dé ¢6 thé pho bién ching dusi GPL. Mot trong céc dy an
d6 huéng t6i viec xay dung mot HDH ma nguon md c6 tén 1a GNU-Hurd.
Rat tiéc, du an nay da bi déng bang va khong ¢6 mot HDH ma ngudn mé
nao c6 tén la Hurd.

Andrew Tanenbaum la mot gido su tai truong Dai hoc Vrije cia Ha Lan.
Ong la tac gia ctia rat nhiéu cudn sach kinh dién c6 gia tri trong CNTT. Mot
trong nhitng cudn sach dé 1a cuén “He Dieu Hanh”, xuat ban lan dau tién
nam 1987. Cudn sach nay mo ta chi tiét hoat dong ctia mot HDH hién dai, da
nhiém, da NSD. Dic biét, cudn sach nay duge cung cap kem theo ma nguon
ctia HDH Minix, diéu nay cho phép ban doc ¢6 thé tu minh kiém nghiém céc
tinh nang ctia HDH. Sau khi cudn sach duge phd bién, viéc ¢6 thé tim hiéu,
nghién cttu, thit nghiem mot HDH chi tiét da tao cho cac SV co hoi “viét lai”
cac HDH. Mot s6 trong dé c6 thé phét trién ra nhitng phien ban HDH méi.
Viéc xuat hién cac may tinh ci nhan cang lam cho viéc thit nghiem HDH tré
nén dé dang. Tuy nhién, Tanenbaum chi cho phép SV phan phdi ma ngudn
ban dau ctia Minix, khong cho phép ho phan phdi ma nguon da dugc sta
ddi. Do d6 cac déng gép clia nhiéu SV sé khong dude tich hgp lai.

Mot trong nhing sinh vién cta Truong, Linux Tovard da hoan thanh
mot nhan hé diéu hanh c6 tinh nang gan giéng v6i nhan HDH Linux. Linux
Tovald thay vi giit sin pham cho riéng minh, da cong b6 méa ngudn cho cong
dong cac nha phat trién (1991). D6 la sy xuat hién ctia nhan Linux 1.0. Hién
tai nhan Linux dang c6 phién ban 2.6 bén viing. Dugc sy déng gop clia cong
dong, nhan ctia HDH Linux da tré nén 6n dinh, c6 thé chay trén rat nhiéu
méay tinh khac nhau, phuc vu nhiéu loai nhu cau khac nhau ctia NSD nhu
diing méay tinh dé ban, server, ...

Tanenbaum déa cho riang Linux khong c6 tuong lai phat trién. Ong cho
rang Linux dugce thiét ké theo mo hinh nhan khdi (tat ci cac tinh ning cta
nhan dugc tich hgp vao trong mot ma duy nhat) trong khi mo hinh phut hgp
12 m6 hinh vi nhan. Mot s6 ¥ kién khac thi cho ring Linux da stt dung phan
16n ma tit ma ctia Minix. Tanenbaum tuy c6 nhiing ¥ kién phan bién, nhung
ciing khing dinh 1a ma Linux dugc phat trién tir dau.

V6i mot nhan HDH hoat dong 6n dinh (1993), cac cong cu hd trg tit Unix
duge xay dung bdi cac dir an FSF cho phép NSD c¢6 mot HDH tuong doi day
dn, thuan tién cho NSD, chi phi thap hon nhiéu so v6i Unix. C6 rat nhiéu
céc phién ban ctia nhan Linux, do d6 nhan Linux dugc théng nhat danh sb
theo dang X.Y.Z-D:

e X: thé he. Hiéen tai ¢6 thé he 1 va 2.
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Y: phién ban chinh

7Z: phién ban phu

Cac s6 1& 1a phién ban thit nghiém, s6 chn 1a phién ban bén viing
e D: Phan con lai b6 sung bdi cac nha phan phéi

Vi du 2.6.31-14-generic-pae biéu dién nhan Linux thé hé 2, phién ban 6, phién
ban phu 31. Phan b6 sung béi nhan phan phdi thuong 1a tén nha phan phdi
va dong may tinh phu hgp.

2.3 Ung dung cua Linux

Maic dit ban dau chi duge xay dung cho cac may tinh i386, tuy nhién do tinh
chat ma nguon md, NSD véi phan cting hodc nhu cau khéc nhau déu c6 thé
thay doi Linux cho phit hgp, nén Linux c6 thé duge tng dung trong nhiéu
linh viic khac nhau, trén cdc dong phan ciing khac nhau.

May tinh dé ban Linux dugc st dung ngay cang nhiéu trén may tinh dé
ban. Linux ngay nay thuong duge phan phdi cing véi cac giao dién do hoa
nhu GNOME, KDE, ... Cac phan mém tng dung xuat hién ngay cang nhiéu,
hoat dong 6n dinh, cung cap cho NSD nhiing cong cu manh mé dé xtt 1y vin
ban, chinh stta d6 hoa, duyét Internet, .. tém lai tat ca cac thao tac ma ngudi
stt dung mong chd ¢ mot may tinh dé ban. Cac chuong trinh phd bién trén
cic HDH thuong mai Windows va MacOSX hau hét déu c6 cac phan mém
¢6 tinh nang tuong duong trén Linux.

May chti  Linux duge st dung phd bién hon trén cac méy chii. Mot méy
tinh Linux c6 thé duge két ndi va thyc hién céc thao tdc quan tri may tinh
thong qua mot giao dién van ban. Viéc truy cap vao giao dién console nay
nhanh va thuan tién hon nhiéu so véi truy cap vao giao dién do hoa. Linux c6
thi phan vugt troi va c6 xu huéng tang dan trong thi trudng may chi. Dicu
nay co thé giai thich dya trén t6 hgp LAMP (Linux-Apache-PHP-MySQL)
rat thuan tien cho viéc trién khai céc web site va tng dung web. Trén céc
may tinh lén, Linux ciing dugc dung pho bién béi 2 nguyén nhan: gia thanh
ré va tinh tuong thich tuong ti Unix. Céac siéu may tinh hau hét dugce thiét
ké dé c6 thé hoat dong v6i Unix, nén cé thé hoat dong dé dang trén Linux.
Mot s6 siéu may tinh con duge phan phoi ciing Linux. May tinh IBM Sequoi
cling sé sit dung HDH Linux.
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Hinh 2.4.1: Cac thanh phan ctia Linux

Cac hé nhing Linux con dude st dung rong rai trén cac thiét bi nhing
vi kha nang tity bién va gia thanh ha. HDH Maemo ma Nokia sé stt dung
trong mot loat cac dién thoai thong minh sap ra doi 1a mot HDH dya trén
Linux. Trong nhiéu router, switch ciing stt dung HDH Linux.

2.4 Cac thanh phan cta Linux

HDH Linux gom cac thanh phan: nhan hé diéu hanh, cic cong cu hé thong,
giao dién do hoa va ting dung. Hinh mo ta cac thanh phan ctia Linux.

Nhan hé diéu hanh Nhan hé diéu hanh cung cap mot giao dién cho cac
chuong trinh va NSD c6 thé quan 1y va khai thac phan ciing may tinh. Nhan
HDH bao gom cac driver clia mot sd6 phan ciing co ban, cac chuong trinh lap
lich CPU, quan 1y bo nhé va quan 1y cac thiét bi vao ra.

Cac drivers Ngoai cac phan ciing co ban clia cdc hé thong may tinh, con

nhiéu cic phan cing khic dude quan 1y béi cac driver chua duge tich hop
trong nhan. Céc driver nay cé thé duge tai cting v6i nhan hoac sau khi nhan
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da dugce tai. Viec mot driver dugce tich hgp vao trong nhan hay dat dudi dang
mot mo dun hoan toan do ngudi dich nhan quyét dinh.

Cac phan mém hé théng Cac phan mém lién quan dén cdu hinh hée
thong, giam sat hé thong, thuc hién cic thao tac quan tri

Cac phan mém tng dung Céc phan mém tng dung cho NSD: bo soan
théo, mail client, trinh bién dich, thong dich, ....

X Windows va Cac phan mém ting dung véi giao dién dé hoa Giao
dién do hoa dugc xay dyng trén co sé X, phan mém cho phép quan 1y céc
viing logic ctia man hinh theo cac cita s6. Trén nén ciia X, ¢ cac chuong
trinh quan 1y cita s6 nhu KDE, GNOME cho phép quan 1y céc clta s6 mot
cach thong nhéat. NSD c6 thé sit dung cac chuong trinh chay trén nén do hoa
cua X.

2.5 Cac ban phan phéi ctia Linux

Linux dudc cac nha phan phéi déng goéi dé tao diéu kien thuan 1gi cho NSD.
Ban dau viéc déng goi don gian chi 1 tich hgp cdc phan mém can thiét vao
mot 6 luu trit ngoai nhu dia cing, dia mém. Dan dan, khai niem ban phan
phdi 14 mot hodc nhiéu phuong tien luu trit c6 thé tao ra mot moi trudng
lam viéc tuong do6i day du cho NSD, chi can NSD khai béo cac thong tin co
ban vé hé thong chit khong can phai can thiép vao cac chi tiét ciia qua trinh
cai dat. Mot ban phan phéi hién dai thuong gom cac thanh phan sau: nhan
HDH, cac go6i phan mém co ban, cong cu quan 1y cadc phan mém, cong cu ho
trg cai dat.

2.5.1 Cac thanh phan ctia mo6t ban phan phdi Linux

Nhan hé diéu hanh Nha phan phéi lya chon mot phién ban ctia nhan
Linux, chinh sita, déng g6i dé lam nén tang cho ban phan phoi.

Cac gb6i phan mém co ban Linux dude phan phéi kem theo cac goéi phan
meém. S lugng cac g6i phan mém lén dén c6 hang ngan, do dé ciac nha phan
phéi thuong phan chia cac g6i phan mém thanh cac nhém phan mém phuc
v cac yéu cau khac nhau: nhém cong cu quan tri hé théng, nhém cong cu
phat trién, nhom coéng cu xit 1§ véin ban, nhém céc cong cu do hoa, .... dé
thuan tién hon cho ngusi sit dung cho viéc lya chon.
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Hinh 2.5.2: Lua chon cac ban phan phoi ctia Linux

Céng cu quan ly phan mém Véi s6 lugng phan mém 16n, khong tranh
khéi c6 xung dot va rang buoc 1an nhau. Cac ban phan phéi thuong sit dung
cac cong cu chuyen biet, c6 CSDL rieng dé c6 thé quan 1y céc xung dot va
rang buoc nay. C6 2 cong cu duge sit dung phd bién: Redhat package manager
va Debian Package Manager. Cac ban phan phoi khac thuong dua trén mot
trong 2 cong cu nay.

Cong cu ho trg cai dat La cong cu ho trg NSD trong qua trinh cai dat,
nhan thong tin vé nhu cau ctia NSD va thyc hién cac thao tac cai dat chi
tiét thay cho NSD. Cac cong cu duge cac ban phan phdi hién tai thuong cho
phép NSD thuyc hién céc tity chon: Chay thit nghiem tit CD, khong can cai
dat, cai dat véi giao dien do hoa, cai dit kiéu quan tri vien, thuc hién ché
do phuc hoi. Cac chuong trinh cai dit nay cho phép NSD c6 thé dé dang c6
mot hé théng Linux phit hgp véi nhu cau st dung ciia minh.

2.5.2 Luya chon ban phan phéi Linux phi1 hop

Mbi ban phan phéi thuong huéng dén mot déi tuong sit dung cu thé. Ngudi
stt dung c6 thé lya chon ban phan phéi phit hgp véi nhu cau st dung cia
minh. Hinh ?? dé xuat mdt s6 ban phan phdi phit hop theo nhu cau cta
NSD.
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Chuong 3

Cac thao tac co ban
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3.1 Cai dat linux

3.1.1 Lua chon cach thic cai dat
Ban doc ¢6 thé cai diat Linux bang mot trong cdc phuong an sau:

e (Cai tir bo cai trén dia CD

Cai qua mang tut dia Net Install

Cai tit bo cai trén may

Cai thong qua mot may chi Linux trong mang noi bo bang NFS
e Cai tlt bo cai trong file .iso (dung méay 4o)
Ban doc ciing c¢6 thé lya chon cai dat hé théng Linux trén:

e May tinh da cai sdn hé diéu hanh Windows va chay song song hai hé
diéu hanh

e May tinh chi cai Linux
e May ao

Trén cac phuong an trén, tac gid khuyén cédo ban doc nén cai Linux trén may
40 va cai tit bo cai day du tréen file iso. Phuong an nay khong lam dnh hudéng
dén he théng hién tai dang hoat dong ciia ban doc, khong can phai ghi bo
cai ra dia CD va dé dang sao chép, st dung lai sau nay.

3.1.2 Cac budc chuan bi trudc khi cai dit
Dé tién hanh cai dit he théng ban doc can cac cong viec sau:
e Tai vé may bo cai linux dudi dang file iso

e Tai vé may va cai dat phan mém may 4o VirtualBox cho Windows ban
mdéi nhat tai:

e Chuan bi céc thong tin vé cau hinh dia chi IP cho may tinh

e Tham khao cac budc cai dat cu thé trén mang Internet
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3.1.3 Cac luu y trong qua trinh cai dat

Tao may ao biang VitualBox . M&y 4o nay chinh la hé théng dé ban
doc tiép can v6i Linux trong nhiing phan sau nén khong can phan cing
qua manh. Trong bu6e lya chon bo nhé RAM, dung lugng 256Mb la du.
Trong budc lita chon 6 dia cing, dung lugng 8Gb va tiy chon "Dynamically
expanding storage” (ding dén dau file 6 citng 16n len dén d6) 1a mot Iya chon
thong minh. Sau khi két thic phan khéi tao, ban doc c6 thé tinh chinh mot
chiit cau hinh hé théng nhu sau: Cau hinh card mang nén dé & ché do NAT
dé may vaAn vao mang dugc va khong anh hudng dén hé théng mang noi bo
dang dung. Ban doc ciing c¢6 thé remove phan 6 dia mém di dé hé théng
nhanh hon chit it. Tré 6 dia CD vao file .iso ma ban da tai ve.

Tién hanh cai dat . Sau khi cho chay may 4o heé théng sé boot tit dia CD
4o va bat dau cai dat hé thong nhu déi véi may that thong thuong. Trong
qué trinh nay tac gia luu ¥ v6i ban doc vai diém sau:

e Phan lya chon ngdn ngit cai dit nén dé tiéng anh my (US) tranh trudng
hop mot s6 phan mém khong tuong thich véi he diéu hanh tiéng viet

e Phan lira chon qubc gia nén chon Viet Nam dé c6 thé chon ding duge
mui gio & phan Iia chon mi gio hé thong

e Phan luya chon 6 ciing nén dé mic dinh (cai tat ca cay thu muc len mot
6 cting). Viéc tity bién 6 ciing nén dé sau nay khi ban doc da thanh
thao Linux va xac dinh r6 minh cai dit Linux cho mot hé thong cu thé
nao do.

e Phan dat mat khau cho tai khoan "root” can dude luu ¥ tuan thi cac
quy téc sau: 16n hon 10 ky tu, két hop chit hoa, thuong véi ky tu s6
hoiic ky tu diic biet dé bdo mat

e Khong dugc bd qua phan tao thém mot tai khoan nguoi sit dung khac
vi ban doc sé chii yéu dung tai khoan nay

3.2 Dang nhap

3.2.1 Khdi dong hé thong

Sau khi bam nat bat mAy tinh, hé thong duge khdi dong. Sau qua trinh
POST ctia may tinh, trinh khéi dong hé théng (hién nay thuong 1a GRUB)
sé dua ra danh sach cac cach khéi dong hé diéu hanh, ban doc chon ché do
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mudn khéi dong hodc dé he théng chay mic dinh. Trong qué trinh khdéi chay
hé diéu hanh man hinh sé hién lén rat nhiéu thong tin nhung ta khong xem
xét dén van dé nay (sau nay, khi da thanh thao va lam quen véi Linux nang
cao ban doc sé ¢6 thé tim hiéu dugc ching), cubi ciing sé xuat hién man hinh
cho ngusi dung dang nhap. 0 day ching ta khong cai dit ché do do hoa nén
man hinh dang nhap sé hién nhu sau: (hinh 4nh minh hoa).

3.2.2 Daing nhap vao hé théng

Khi may tinh hién ra man hinh nhu trén, ban doc can nhap tén tai khoan
ngudi ding va mat khau dé dang nhap vao he théng. Néu trong qué trinh cai
dat nguoi dung da tao tai khoan ngusi dung thi nhap tén truy cap va mat
khau ctia tai khoan nay dé dang nhap. Con néu da bé qua viéc tao mot tai
khodn st dung thi § lan dang nhap nay can phai dang nhap bang tai khoan
"root”. Ban doc nhap tén truy cap la "root’va mat khau da tao trong qua
trinh cai dat dé dang nhap vao. Tac gid khuyén céo ban doc khong nén sit
dung thuong xuyén dén tai khodn "root” nay vi day la tai khodn c6 quyen
cao nhét ciia hé thong, nhung thao tac khong can than sé lam héng hé théng
bat ctt lac ndo. Néu ngudi ding go sai mat khau hé théng sé hién ra thong
bao dudi day dé ngudi diing nhap lai (hinh minh hoa). Ban doc luu y kiém
tra cac phim so, caplock... trude khi nhap mat khau dé tranh go nham, go
sai. Néu go dung phién lam viéc sé duge thiét 1ap v6i man hinh st dung va
dau nhic he théng nhu hinh dudi (hinh minh hoa) Linux con hé tr¢ ngudi
dung dang nhap thong qua thiét bi giao tiép (console). C6 hai kiéu console
do la:

Console véi giao dién dong lénh (CLI - Command Line Interface)
O kidu dang nhap nay mot trinh thong dich lénh duge tu dong kich hoat khi
phién lam viéc, trinh thong dich nay gitp hé thong tuong tac véi nguoi si
dung thong qua cac cau lenh. Ngudi stt dung sé nhap lénh bang ban phim va
két qua dua ra trén man hinh duéi dang van ban nhu hinh minh hoa duéi
day. Kiéu giao dien sit dung nay hoat dong dua trén mot ngon ngit lap trinh
dang kich ban (script) va tiéu tén cyc it tai nguyen ctia he thong nén rat
thich hop khi ngudi quan tri tuong tac vdi hé thong tir xa.

Console véi giao dién dd hoa (GUI - Graphic User Interface) . Khi
dang nhap bang giao dién dd hoa, ché do ctta s6 (windows) duge kich hoat,
ngudi sit dung st dung hé thong véi giao dien do hoa nhu trén cidc may st
dung hé diéu hanh Windows binh thutng. Kiéu giao tiép nay tiéu tén nhiéu
tai nguyén hon tuy nhién lai dé st dung, thich hgp véi nhiing ngusi quan tri
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he thong khong chuyen (lam viéc kiem nhiem thém do thiéu ngudi va khong
duge dao tao bai béan).

3.3 Giao dién dong lénh CLI

3.3.1 Terminal va console ao

Trude khi tim hiéu vé giao dién dong lenh, tac gia sé trinh bay hai khai niem
rat hay dung trong Linux la Terminal va Console.

Terminal Khai niém Terminal xuat hién tir xa xua khi cac hé thong may
tinh rat 16n, ngusi sit dung khong tuong tac tryc tiép véi he thong ma thong
qua cac Terminal ¢ xa. Cac hé thong Terminal nay gom man hinh va ban
phim, ngay nay do kich thuéc bé di nén cac terminal nay chinh la may tinh
cua ngudi st dung.

Console Ngoai ra hé théng Linux néi chung hay cdc méy cht dich vu
clia cdc he diéu hanh khac néi rieng déu cung cap cho ngudsi quan tri mot
giao dién Terminal dac biét goi 14 Console. Truéc kia console ton tai dudi
dang mot cong giao tiép rieng biét, con ngay nay né xuat hién trong céc
hé thong Linux duéi dang mot Console 4o cho phép md cung lic nhiéu
phién lam viéc trén mot may tinh. Dé chon console 40 ngudi st dung co
thé an td hop phim <Ctrl>+<Alt>+<F*> - F* chay tit F1 - F8 - Trong
d6 <Ctrl>+<Alt>+<F7> 1a danh cho ché do dang nhap bing do hoa.
Dé thoéat khdi console ndo ngusi st dung gd lénh “exit” hoic t6 hop phim
<Ctrl>+<D>

3.3.2 Shell

Shell 13 trinh thong dich dong lénh trong hé thong Linux. M6i khi nguoi st
dung dang nhap vao hé théng bang giao dien dong lénh tiic 14 ngudi st dung
khéi dong mot shell dé st dung. Néu ngudi st dung mé thém mot hay vai
console a0 cling ttc la ngudsi sit dung mdé thém mot vai shell méi va khi thoat
khoéi cac Console nay tic 1a da tat shell d6 di. Cha § dau nhic cia shell
"root” 1a ky tu <thing> con tat ca cic shell khac 1a ky tu "do la” Mdi Shell
lam céc nhiém vu sau:

e Thong dich va thiyc hién cac lénh

e Soan thao dong lénh, lich st cac 1énh da go
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e Scripting
e Quan Iy tac vu

Ban doc ciing c6 thé tim hiéu them thong tin vé cac Shell thong dung sau:
sh, csh, tesh, ksh, zsh...

3.4 Mot sé lenh thudng dung

3.4.1 CAu triac dong lénh trong Linux

Mot lénh trong Linux dugc cau tao bdi 3 phan nhu sau: <Command> [Op-
tions|> [Arguments| Trong do:

e <Command>: tén ciia lénh, gitp cho hé thong biét duge: hé thong sé
lam gi

Option : tham s6 cia lenh (thuong duge truyén vao bang cach them vao sau
dau <+> hosic <->), gitip hé thong hiéu dugc: he thong sé lam viéc
d6 nhu thé nao

Argument : doi s6 clia lénh, gitp hé thong biét duge: he thong sé thyc hién lenh
nay ¢ dau (trén thu muc nao hay trén file nao)

C6 mot vai luu § cho ban doc khi sit dung lénh trong Linux nhu sau:
e Cau lénh trong Linux phan biét chit hoa va chit thuong
e Gifta cac phan ciia cau léenh phai c6 khodng trang
e Ding sau cac dau <+> va <-> khong dugc ¢6 khoang trang

e Céc phan dat trong dau ngodc vuong [| 1a khong bat buoc, khong c6
lenh van thuc hien duoc.

Hinh minh hoa vi du

3.4.2 Cac phim tit dé sita 16i

Trong quéa trinh go lénh, sé c6 lic ban doc g sai ct phap lénh hay nham
14n khi truyén vao cac tity chon va tham s6, tuy c6 thé g6 lai lenh méi hoan
toan nhung déi véi nhitng lénh dai, stia chita lai ché go nham 14 phuong an
hop 1y hon. O dusi day téc gia dua ra mot bang véi cac t6 hgp phim thudng
stt dung trong qué trinh sita chita lénh, ngusi ding ciing c6 thé tu tich liy
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thém trong qua trinh st dung ctia riéng minh. Chen hinh hay bang minh
hoa C6 mot luu ¥ véi ngudi st dung 1a hé théng Linux hd trg mot co ché tu
dong hoan thién lenh gitp giam thiéu sai s6t ctia ngudi st dung bing céch
st dung phim <Tab>. Vi du: thay vi phai go day du lenh <mkdir> ngusi sit
dung g6 <mkd> va go them <Tab>. Diéu nay ciing ding khi ngusi dung go
phan <Arguments> ctia lenh. Vi du thay vi go <cat /etc/passwd> ngudi sit
dung c6 thé go <cat /e> + <Tab> + <pas> + <Tab>. Ban doc nén tap
thoéi quen stt dung phim nay ngay ca vdi cic lénh ngan nhu cat, more, tail....

3.4.3 Nhoém cac lénh xem théng tin hé théng

man : Lénh xem help ctia hé théng, duge st dung dé xem huéng dan
st dung lenh hay thong tin vé cac tién ich ctia hé théong. Ca phap: <man
[option] [-S section] command name/utility name>. Vi du: <man ls> hay
<man gzip>.

Info : Lénh nay tuong ty nhu lenh Man nhung c6 mot wu diém 1a noi dung
dua ra dudi dang siéu van ban (nhu website) nén ngudi dimg c6 thé xem céc
phan khac nhau ctia trg gitip ma khong can thoét ra ngoai, vi thé ngusi dung
hoan toan cé thé bat info lén § mot console do va lam viée & mot console 4o
khéc, khi can tra citu lenh thi chuyén sang.

date : Lénh hién thi thong tin vé ngay thang, léenh nay sé hién thi chi tiét
thong tin vé ngay gio hien tai. Dé biét them thong tin vé cac <option> ciia
lenh nay nguoi stt dung c6 thé sit dung lenh <man date>

logname : lénh hién thi tén ngusi st dung dang ¢ phién lam viéc. Trong
qué trinh cai dat he théng ban doc da trai qua budc tao mot tai khoan dé
st dung, trong qua trinh dé c¢6 3 budce khai bao: Khai bao ho tén ngusi dung
tai khodn, khai bao tén ding nhap tai khoan va khai bado mat khau. Lénh
nay sé hién thi thong tin vé Ho tén ngudi sit dung.

hostname : Lénh nay sé hién thi tén ctia tram lam viéc. Néu ban doc s
dung lénh nay trén chinh may cai dat linux thi tén cia may Linux sé dugc

hién thi

ps : Lénh hién thi céc tién trinh dang chay. Stt dung lénh nay v6i tham s6
<-f> ban doc sé xem dugc ca thong tin vé user khéi chay cac tién trinh do
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3.4.4 Nhém lénh vé tai khoan ngudi diing

useradd : lénh tao tai khoan ngusi dung. Ca phap: <useradd username
[PathToHomeDirectory]>. Néu ban doc khong dua vao duong dan dén thu
muc chita tai khodn, thu muc nay sé duge thiét 1ap mic dinh tai < /home/TenUser >

passwd : lenh thay d6i mat khau. Ca phap <passwd [username|>. Néu
chi g6 <passwd> ma khong thi hé théng hicéu 1a déi mat khau cho tai khoan
hién tai dang dang nhap. Sau khi g léenh hé thong sé dua ra thong béo yéu
cau go mat khau méi 2 lan dé ngusi sit dung gé vao mat khau méi.

3.4.5 Nhoém lénh thao tac véi file va thu muc

Is :lenh diing dé liet ke thong tin vé file va thu muc chita trong thu muc
mudn xem. Cu phap <ls [option] [PathToDirectory]>. Vi du: <ls -1 /var> sé
hién thi thong tin vé cac file va thu muc trong thu muc < /var>

mkdir Lénh tao thu muc, ct phap: <mkdir TenThuMuc>. Vi du <mkdir
tailieu> hay <mkdir /var/tailieu>, lenh dau tién sé tao thu muc ten la
<tailieu> & thu muc lam viéc hién hanh, lénh thi 2 sé tao thu muc <tailieu>
trong thu muc </var>

cp Leénh sao chép, duge dung dé sao chép thu muc hoic file. Ci phap <cp
Nguon Dich>, véi nguon 1a thu muc hodc file can copy va dich 13 noi can dit
thu muc hodic tai lieu vao. Chu ¥ rang cac thao tac vdéi thu muc can c6 op-
tion 1a <-r>. Vi du: <cp congvan.txt /var/tailieu> hodc <cp -r /var/tailieu
Jete>, vi du dau sé sao chép file congvan.txt ¢ thu muc hién hanh vao thu
muc < /var/tailieu>, vi du thi hai sé sao chép thu muc < /var/tailieu> vao
thu muc </etc>

mv Leénh di chuyén, diing dé di chuyén thu muc hoac file. Lénh nay c6 ci
phap va cach sit dung giong hét lenh <cp> tuy nhién n6 khong sao chép ma di
chuyén file hodc thu muc dén dich. Ban doc ¢6 thé van dung hai lénh <cp> va
<mv> mot cach khéo léo dé déi ten thu muc vi du nhu sau: <mv tailieu.txt
vanban.txt> lénh nay sé doi tén file <tailieu.txt> ¢ thu muc hién hanh
thanh <vanban.txt>, hodc <cp congvan.txt /var/tailieu/giaygioithieu.doc>
lenh nay sé copy file <vanban.txt> ¢ thu muc hién hanh dén thu muc
< /var/tailieu> va doi tén file d6 thanh <giaygioithieu.doc>
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rm Lénh x6a, ding dé xéa file va thu muc, ci phap va cach st dung giéng
hai lenh <cp> va <mv>. Dé thao tac lén thu muc ban doc nhé them <-r>.
Ngoai ra con c6 mot 1énh x6a thu muc nta nhung lénh nay chi c6 tac dung
x6a cac thu muc rong <rmdir TenThuMuc>.

touch Lénh tao file, 1énh nay sé tao mot file rong, ngudi stt dung thém noi
dung vao sau. Ci phap <touch TenFile>, vi du <touch baitap.doc> vi du
nay tao mot file rong tén la <baitap.doc> trong thu muc hién hanh

echo Lénh nay cho phép ghi mot thong tin vao file, ¢t phap <echo NoiDung
> TenFile> hoic <echo NoiDung » TenFile>. Lénh dau tién sé x6a noi dung
file va ghi de noi dung mdéi vao, lénh thit hai sé ghi tiép noi dung méi va cudi
file

3.5 Bai tap

Bai tap 3.1 Cai dat hé dieu hanh

e Cai Debian vdi giao dién dong lenh. Yeéu cau: Cai dat, cau hinh dia chi
IP, cdp nhat hé diéu hanh lén ban mdi nhat

o Cai Ubuntu vdi giao dién do hoa. Yéu cau: Cai dd, cau hinh dia chi IP,
cap nhat hé dieu hanh va cai phan mém bang cach tdi goi ve

Bai tap 3.2 Thuc hanh cdc lénh co ban Dua vao sau
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Chuong 4

Heé thong tép
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4.1 Khai niém hé théng tép

Cac he théng may tinh st dung céc thiét bi lwu trit ngoai dé Iwu trit thong
tin mot cach bén vitng. Cac thiét bi luu trit quan 1y khong gian bo nhé ngoai
theo ting khoi dit lieu. Gitta cac khoi dit liéu chi ¢6 lien quan vé mat vat 1y,
khong c6 lien quan gi vé ngit nghia. Dé c6 thé sit dung cac khéi dit liu nay
mot cach thuan tién, cac khoi dit lieu c6 chung ngit nghia, c6 chung muc dich
st dung duge gop lai v6i nhau va duge quan 1y béi mot khoéi dit lieu dieu
khién. Céc khéi dit lieu duge gop lai nhu vay goi 1a mot tép (file). Khi ngudi
stt dung c6 nhiéu tép, dé c6 thé quan 1y cac tép dé dang hon, cac tép dudc
gop lai v6i nhau theo yéu cau ciia NSD, bd sung thém mot tép chia danh
muc va vi tri cua cac tép duge gop. Tép chita danh muc nay duge goi la tép
thu muc. Vé phan minh, tép thu muc ciing c¢6 thé dude gop vao véi cac tep
khéc dé tao thanh thu muc. V6i cdch nhém céc tép nhu vay, trong hé théng
sé ¢6 2 loai tép co ban:

e Teép thong thuong chi chia dit lieu.

e Tep thu muc chi chita danh muc cac tép va thu muc con nam trong
thu muc do.

Cac tép va cac thu muc két hop v6i nhau tao ra mot hoac nhiéu cay thu
muc, trong dé6 cac tép thong thuong luon luon 1a céc niat 14. Nat gde ciia céc
cay la diém cb dinh dé tit d6 c6 thé truy cap duge céc nit trong cay. O dusi
HDH Linux, cac tép va thu muc tao thanh mot cay duy nhat c6 thu muc goc
ky hieu 1a / - (thu muc gbc). Cac thu muc con thuong gip ciia thu muc goc
la cac thu muec:

e /bin : thu muc tép chuong trinh co ban

/boot : thu muc chia hat nhan cia HDH

/etc : thu muc cac tép cau hinh

/dev : thu muc cac tép thiét bi

/home : thu muc chita dit lieu NSD

/lib : thu vién hé thong

/Jusr : thu muc tng dung

/var : thu muc dut liéu cap nhat

/proc : thu muc chita cic dit lieu ctia nhan hé diéu hanh va BIOS
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Cac tép thu muc luu trit cic thu muc con va tép. Cac thu muc con va tép
déu duogc dit ten. Gidng nhu trong HDH Windows, Linux cho phép tén tép
c6 the dai dén 255 ky ti, c6 thé bao gom céc ky tu dac biét.

Dé truy cap dudc vao cac thu muc va tép, xuat phat tit niat gbe truy cap
vao cac thu muc con cho dén khi dén dudgc tép can thiét. Tap hop tén cla
cac thu muc con tit nit gbc dén tép can truy cap, phan cach cic tén biang
dau / goi la dudong dan tuyet déi dén tep. Trong moi trudng hop, luon luon
c6 thé diing duong dan tuyet déi dé tham chiéu téi tep.

Khi NSD truy cap vao hé théng hoidc khi cac chuong trinh dang thuec
hién, mot thu muc duge stt dung dé tham chiéu téi tat ca cac tép va thu muc
khéc trong hé thong. V6i NSD d6 thuong 1a thu muc nha (/home, dugctham
chiéu t6i bang /). V6i chuong trinh, d6 thuong 1a thu muc goi cau lenh thyc
hién. Thu muc nay goi la thu muc lam viéc hién tai.

Trong mot thu muc luon luon c6 2 thu muc dic biet: ./ dé biéu dién thu
muc hién tai v& ../ biéu dién thu muc cha ctia thu muc hién tai.

Trong nhiéu truong hop, sé hiéu qua hon néu truy cap vao mot tép thong
qua duong di trong cay ti thu muc hién tai dén tép can truy cap bang cach
st dung ./ va ../. Mot duong dan nhu vay sé phu thudoc vao thu muc lam
viéc hién tai, dugc goi la duong dan tuong doi.

4.2 Quan ly thu muc
Céac cau lenh thuc hién thao tac co ban dé lam viec véi cac thu muc la:
e cd (change directory) Chuyén dén mot thu muc.

e pwd Xac dinh thu muc hién tai:

trunghq@ubuntu:~/temp$ whoami

trunghq

trunghgq@ubuntu:~/$ pwd

/home/trunghq

trunghq@ubuntu:~/$ cd temp (or cd ./temp)
trunghq@ubuntu:~/temp$ pwd
/home/trunghq/temp
trunghq@ubuntu:~/temp$ cd .. (or cd ../)
trunghq@ubuntu:~/$ pwd

/home/trunghq

e Is Liét ké noi dung cua thu muc.
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drwxr-xr-x 2 trunghq trunghq 4096
drwxr-xr-x 5 trunghq trunghq 4096
trunghq@ubuntu:~/temp$ 1ls -la
total 8

drwxr-xr-x 2 trunghq trunghq 4096
drwxr-xr-x 5 trunghq trunghq 4096
trunghq@ubuntu:~/temp$ mkdir di
trunghq@ubuntu:~/temp$ 1ls -la
total 12

drwxr-xr-x 3 trunghq trunghq 4096
drwxr-xr-x 5 trunghq trunghq 4096
drwxr-xr-x 2 trunghq trunghq 4096

mkdir Tao ra thu muc méi khi thu muc cha da ton tai.

2010-04-15
2010-04-15

2010-04-15
2010-04-15

2010-04-15
2010-04-15
2010-04-15

muén tao tu dong thu muc cha st dung -p.

trunghq@ubuntu:~/temp$ mkdir d2/d3
cannot create directory ‘d2/d3’:

mkdir:

trunghq@ubuntu:~/temp$ mkdir -p d2/d3

trunghq@ubuntu:~/temp$ 1ls -la
total 16

drwxr-xr-x
drwxr-xr-x

4 trunghq trunghq 4096
5 trunghq trunghq 4096
drwxr-xr-x 2 trunghq trunghq 4096
drwxr-xr-x 3 trunghq trunghq 4096
trunghq@ubuntu:~/temp$ 1ls -la d2/
total 12

drwxr-xr-x 3 trunghq trunghq 4096
drwxr-xr-x 4 trunghq trunghq 4096
drwxr-xr-x 2 trunghq trunghq 4096

2010-04-15
2010-04-15
2010-04-15
2010-04-15

2010-04-15
2010-04-15
2010-04-15

22:
22:

22:
22:

22:
22:
22:

No such

22:
22:
22:
22:

22:
22:
22:

40 .
40 ..

40 .
40 ..

42 .
40 ..
42 d1

Truong hgp

file or directory

42 .
40
42
42

d1
d2
42 .

42 ..
42 d3

rmdir X6a mot thu muc cit véi dieu kien 1a thu muc rong

trunghq@ubuntu:~/temp$ rmdir di
trunghq@ubuntu:~/temp$ 1ls -la
total 12

drwxr-xr-x 3 trunghq trunghq 4096 2010-04-15 22:53 .
drwxr-xr-x 5 trunghq trunghq 4096 2010-04-15 22:40
drwxr-xr-x 3 trunghq trunghq 4096 2010-04-15 22:42 d2

trunghq@ubuntu:~/temp$ rmdir d2
rmdir: failed to remove ‘d2’:
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trunghq@ubuntu:~/temp$ rmdir -p d2/d3
trunghq@ubuntu:~/temp$ 1ls -la
total 8

drwxr-xr-x 2 trunghq trunghq 4096 2010-04-15 22:54 .
drwxr-xr-x 5 trunghq trunghq 4096 2010-04-15 22:40 ..

4.3 Quan ly tép

4.3.1 Cac loai tép

Linux phan biét 9 loai tép. Kiéu ctia tép dugc hién thi khi sit dung cau lénh
Is -la, biéu dién bing chit cai dau tién trong hang. Tep thong thuong dudc
biéu dién bang ky hicéu -. Thu muc dude biéu dién bing ky hieu d. Cac thiét
bi ciing duge biéu dién bang tép. Cac tép tng v6i cac thiét bi trao doi thong
tin theo ky tu (character device) dugc biéu dién bang ky hieu c. Cac thiét bi
trao doi thong tin theo khéi (block device) duge biéu dién biang b. Khi trao
doi thong tin v6i nhau, céc tién trinh sit dung socket. Céc socket ciing duge
biéu dién bing cac tép , ky hiéu bing s. Duong éng dude bicu dién bing p
(pipeline). Céac lien két biéu tugng duge biéu dién biang 1. Cac tép bicu dién

mot ving bo nhé ky hieéu bang m.

[trunghq@localhost trunghql$ 1ls -la
total 24

drwx———---- 2 trunghq trunghq 4096 Apr
drwxr-xr-x 3 root root 4096 Apr
“ITW-—————— 1 trunghq trunghq 1930 Apr
“IW-r--r-- 1 trunghq trunghq 24 Apr
“IW-r——r--— 1 trunghq trunghq 191 Apr
“IrW-r——r--— 1 trunghq trunghq 124 Apr

[trunghq@localhost trunghql$ ls -la /dev/sdal

7 13:17 .
7 09:29 .

14 08:39
7 09:29
7 09:29
7 09:29

brwv-rw-———- 1 root disk 8, 1 Jan 30 2003

[trunghq@localhost trunghql$ 1ls -la /dev/ttyl
Crw—-w--—-- 1 root tty 4, 1 Apr

16 18:55

[trunghq@localhost trunghql$ ls -la /etc/init.d/network

“IWXr—-XI-X 1 root root 6784 Feb 4 2003
[trunghg@localhost trunghql$ 1ls -la /etc/rc3.d/S
S05kudzu S13portmap S25netfs S80sendmail
S08iptables S14nfslock S26apmd S85gpm
S09isdn S17keytable S28autofs S90crond
S10network S20random S55sshd S90xfs
S12syslog S24pcmcia Sb6rawdevices S9banacron
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[trunghq@localhost trunghql$ 1ls -la /etc/rc3.d/S12syslog

lrwxrwxrwx 1 root root 16 Apr 2 19:34 /etc/rc3.d/S12syslog —>.

./init.d/syslog

4.3.2 Cac thao tac trén tép

D@ tao ra mot tép méi, c6 thé diing mot chuong trinh soan thao nhu vi, nano,
pico, ... hodc c6 thé ding lenh touch. Mot cach khac dé tao ra mot tép la st
dung cau lénh echo > tentep. Vi du:

[trunghq@localhost trunghql$ vi test.txt

[trunghq@localhost trunghql$ cat test.txt

Tao tep bang vi

[trunghq@localhost trunghql$ touch testl.txt

[trunghq@localhost trunghql$ 1ls test*

testl.txt test.txt

[trunghq@localhost trunghql$ echo "Tao tep bang echo" >test2.txt
[trunghq@localhost trunghql$ cat test2.txt

Tao tep bang echo

Lénh rm cho phép c6 thé x6a mot hoiic nhiéu tep. Dé c6 thée x6a dé qui
thu muc véi cac thu muc con, st dung cau lenh rm -Rf. Cau lenh nay c6 thé
thay thé cau lenh rmdir. Cha ¥, néu khong c6 tity bién -1, sé khong x6a dugc
thu muc.

[trunghq@localhost trunghql$ mkdir di
[trunghq@localhost trunghql$ mkdir di/d1
[trunghq@localhost trunghql$ rm di

rm: cannot remove ‘dl’: Is a directory
[trunghq@localhost trunghql$ rm -Rf di
[trunghq@localhost trunghql$ 1s
testl.txt test2.txt test.txt
[trunghq@localhost trunghql$

Viéc sao chép va dich chuyén tep /thu muc duge thyce hién bang cau lenh
mv va cp. C6 thé thuc hién viéc sao chép va dich chuyén nhiéu tép, thu muc.

[trunghq@localhost trunghql$ pwd
/home/trunghq

[trunghq@localhost trunghql$ 1ls -la templ
1s: templ: No such file or directory
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[trunghqg@localhost trunghql$ mkdir templ
[trunghq@localhost trunghql$ touch templ/t1l
[trunghq@localhost trunghql$ touch templ/t2
[trunghqg@localhost trunghql$ touch templ/t3
[trunghq@localhost trunghql$ touch templ/t4
[trunghq@localhost trunghql$ touch templ/th
[trunghq@localhost trunghql$ nkdir temo
-bash: nkdir: command not found
[trunghq@localhost trunghql$ mkdir temp
[trunghq@localhost trunghql$ 1ls -la

total 40

drwx------ 4 trunghq trunghq 4096 Apr 18 07:17 .

drwxr-xr-x 3 root root 4096 Apr 7 09:29 ..

“ry-—————-- 1 trunghq trunghq 2170 Apr 16 20:24 .bash_history
“IW-r--r-- 1 trunghq trunghq 24 Apr 7 09:29 .bash_logout
“IrW-r—-r-- 1 trunghq trunghq 191 Apr 7 09:29 .bash_profile
“IW-Ir—--r-- 1 trunghq trunghq 124 Apr 7 09:29 .bashrc
drWXTWXTr-X 2 trunghq trunghq 4096 Apr 18 07:17 temp
drwxrwxr-x 2 trunghq trunghq 4096 Apr 18 07:17 templ
“IrW-rw-r-- 1 trunghq trunghq 0 Apr 16 19:28 testl.txt
“rw-rw-r-- 1 trunghq trunghq 18 Apr 16 19:28 test2.txt
“rW-Irw-r-- 1 trunghq trunghq 16 Apr 16 19:27 test.txt

[trunghq@localhost trunghql$ mv templ temp
[trunghq@localhost trunghql$ 1ls temp/
templ

[trunghq@localhost trunghql$ 1ls temp/templ
tl t2 t3 t4 tb

#Copy thu muc can ding -R

[trunghq@localhost trunghql$ mkdir temp2
[trunghq@localhost trunghql$ cp temp/templ temp2
cp: omitting directory ‘temp/templ’
[trunghq@localhost trunghql$ cp -R temp/templ temp2
[trunghq@localhost trunghql$ ls temp2/templ/

tl t2 t3 t4 tb5

[trunghq@localhost trunghql$

Dé doc noi dung ciia tép, co thé st dung nhiéu cau lenh khac nhau. Bang
duéi day mo ta cac cau léenh thuong dung
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Cau lenh | Mo ta
cat | Hien thi tep tit dau dén cudi

tac | Hién thi tép tit cudi dén dau

head -n | Hién thi n dong dau ctia tép

tail -n | Hién thi n dong cudi ciia tép
we | Dém s6 tir va s6 dong clia tép
more | Hién thi tép theo trang
less | Hién thi tép theo dong

Béng 4.1: Mot s6 cau lenh hién thi tep

4.4 inode va lién két

4.4.1 Khai niém inode

Trong muc trude, cau tric hé thong tép logic da duge dé cap. Mbdi tép sé
dugc xac dinh béi tén va duong dan tuyet déi. Tuy nhien dé truy cap céc
tép trong Linux, can c6 mot anh xa gitta ciac dia chi logic nay va vi tri clia
cac khéi dit lieu trén 6 citng. Cac thong tin vé vi tri, vé quyén truy cap, vé
chti 8¢ hitu ctia mot tép duge hwu trit trong cau tric dit lieu dac biet goi la
inode. Viéc két hop gitta khong gian dia chi logic va cac inode can dam bao
hiéu qua ciia viéc truy cap noi dung clia cac tép. Trong cac phan ving, moi
inode c6 mot ma sb rieng. S6 luong cac inode trong mot phan ving duge gidi
han khi dinh dang phan vung.
Dé c6 thé xem sb thit tur inode ctia cac tép, st dung cau lenh Is -lia

[trunghq@localhost trunghql$ 1ls -lia
total 40

.bash_history
.bash_logout
.bash_profile
.bashrc

temp

temp?2
testl.txt
test2.txt

113635 drwx-----—- 4 trunghq trunghq 4096 Apr 18 07:19 .
452541 drwxr-xr-x 3 root root 4096 Apr 7 09:29 .
113639 -rw——————- 1 trunghq trunghq 2411 Apr 18 09:00
113636 -rw-r--r-- 1 trunghq trunghq 24 Apr 7 09:29
113637 -rw-r—-r-—- 1 trunghq trunghq 191 Apr 7 09:29
113638 -rw-r--r—- 1 trunghq trunghq 124 Apr 7 09:29
113661 drwxrwxr-x 3 trunghq trunghq 4096 Apr 18 07:18
549879 drwxrwxr-x 3 trunghq trunghq 4096 Apr 18 07:19
113652 -rw-rw-r-- 1 trunghq trunghq 0 Apr 16 19:28
113654 -rw-rw-r—- 1 trunghq trunghq 18 Apr 16 19:28
113653 -rw-rw-r—- 1 trunghq trunghq 16 Apr 16 19:27

D@ c¢6 thé truy cap dudce vio mot tép, can phai biét dude s6 thit tir inode ctia
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tep do. S6 thit tu nay duge Linux luu trong noi dung ctia thu muc chita tép.
Dé doc dugc noi dung ctia thu muc, can biét dude inode clia tép thu muc.
Inode nay duge luu trit trong noi dung ctia thu muc cha. Nhu vay qua trinh
tim inode ctia mot tép 1a qua trinh dé qui, véi diém xuat phat 1a inode ciia
thu muc goc.

Dé qué trinh truy cap tép c6 thé duge thyc hien nhanh hon, néu vi tri
hién tai va tép can truy cap tuong déi gan nhau, c6 thé st dung céc tén . va
.. cho thu muc hién tai va thu muc cha. Cac tép dudc truy cap bang duong
dan tuong doi sé lay mdc xuat phat 1a thu muc hién tai, ¢6 thé khong can di
qua nuat gbc, gidm sd6 bude truy cap vao cac tép trung gian.

4.4.2 Lién két vat ly

C6 nhiéu truong hop mot tép dude st dung trong cac bdi canh khac nhau,
can stt dung 2 tén tuyet déi khac nhau dé truy cap vao tép. Trudng hop nay
chi can tao ra mot ban ghi trong thu muc méi, trong dé chita inode ctia tép
cfi. Ban ghi nay dugce goi 1a mot lien két vat 1y dén tep, dugc tao ra bdi cau
lénh In

[trunghqg@localhost templ]$ 1n t1 ../tl-link
[trunghq@localhost templ]$ 1s -la ti

“IW-IW-T—— 2 trunghq trunghq 0 Apr 18 07:17 t1
[trunghq@localhost templ]$ 1s -la ../t

tl-link templ

[trunghq@localhost templ]$ 1s -la ../t1-link

“ITW-rw-r-- 2 trunghq trunghq 0 Apr 18 07:17 ../t1-1link

[trunghq@localhost templ]$ 1s -lia tl

113656 -rw-rw-r-—- 2 trunghq trunghq 0 Apr 18 07:17 t1

[trunghq@localhost templ]$ 1s -lia ../tl-link
113656 -rw-rw-r—- 2 trunghq trunghq 0 Apr 18 07:17

Cau lenh Is -lia con cho biét s6 lien két vat 1y trdé vao inode dang xem
Xét.

Sau khi tao ra, lien két vat 1y va tén tép ban dau c6 ¥ nghia hoan toan
nhu nhau, khong phan biet duge dau la lien két va dau la tép lien két. Moi
thay doi trén lien két déu co tac dong dén tep.

[trunghq@localhost templ]$ echo "Thi nghiem lan 1" >t1
[trunghq@localhost templ]$ cat ../tl-link

Thi nghiem lan 1

[trunghq@localhost templ]$ echo "Thi nghiem lan 2" > ../t1-link
[trunghq@localhost templ]$ cat ti

Thi nghiem lan 2
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Khi mot trong cac lién két duge x6a di, hé thdng chi x6a ban ghi trong thu
muc tuong tng. Truong hop khong con ban ghi nao tré vao inode, inode duge
danh dau la da bi x6a, noi dung clia tép sé bi ghi de khi hé théng can khong

gian 0 dia.

[trunghq@localhost
[trunghq@localhost
[trunghq@localhost
113656 -rw-rw-r—-
[trunghq@localhost
rm: cannot lstat ¢
[trunghq@localhost
[trunghq@localhost
113656 -rw-rw-r—-
[trunghqg@localhost
[trunghq@localhost
113656 -rw-rw-r—-—
[trunghq@localhost
[trunghq@localhost
113656 -rw-rw-r-—-
[trunghq@localhost
[trunghq@localhost

../t1-1ink-01’:

temp1]$ 1n t1 ../t1-1ink-02
temp1]$ 1n t1 ../t1-1ink-03
templ]$ 1s -lia t1

4 trunghq trunghq
templ]$ rm ../t1-1ink-01
No such file or directory
templ]$ rm ../t1-1ink-02
templ]$ 1s -lia t1

3 trunghg trunghq
templ]$ rm ../t1-1ink-03
templ]$ 1s -lia t1

2 trunghq trunghq
templ]$ rm ../t1-link
templ]$ 1s -lia t1

1 trunghq trunghq
templ]$ rm t1
templ]$ 1s -lia t1

17 Apr 18 23:44

17 Apr 18 23:44

17 Apr 18 23:44

17 Apr 18 23:44

1s: t1: No such file or directory

Trong Linux, dung cau lenh In khong tao dugc lién két ciing dén cac thu
muc. Tuy nhién mac dinh khi tao ra mot thu muc, luén luén c¢6 2 thu muc
con dudc tao ra mot cach mac dinh 1a . va .. Nhu vay mot thu muc t6i thiéu
phai c6 2 lien két ciing trd vao, cid théem 01 thu muc con sé c6 thém 01 lién
két cling nita

[trunghq@localhost templ$ ls -lia temp*
total 8

t1

t1

t1

t1

113655 drwxrwxr-x 2 trunghq trunghq 4096 Apr 19 00:17 .
113661 drwxrwxr-x 3 trunghq trunghq 4096 Apr 19 00:16 ..
[trunghq@localhost templ$ 1ls -lia templ
total 8
113655 drwxrwxr-x 2 trunghq trunghq 4096 Apr 19 00:17 .
113661 drwxrwxr-x 3 trunghq trunghq 4096 Apr 19 00:16 ..

[trunghq@localhost templ$ cd templ/
[trunghq@localhost templ]$ 1s -la
total 8
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drwXrwxr-x 2 trunghg trunghq 4096 Apr 19 00:17 .
drwXTWXr-X 3 trunghq trunghq 4096 Apr 19 00:16 ..
[trunghq@localhost templ]$ mkdir ti

[trunghq@localhost templ]$ 1s -la

total 12

drwXrwxr-x 3 trunghg trunghq 4096 Apr 19 00:18 .
dTWXTWXT-X 3 trunghq trunghq 4096 Apr 19 00:16 ..
drwxrwxr-x 2 trunghq trunghq 4096 Apr 19 00:18 t1

Viéc sit dung lien két cting c6 thé tao ra cac boi canh, trong d6 noi dung
clia tép c6 thé bi thay doi ma NSD khong hé hay biét. Chinh vi vay lien két
cting khong dugc khuyén khich stt dung.

4.4.3 Lién két biéu tugng

Mot cach don gian v an toan hon dé truy cap vao cac tép tit cac boi canh
khéc nhau la st dung lien két biéu tugng. Lién két biéu tugng 1a cac tép co
noi dung chita dusng dan tdi tép dich. Khi truy cap vao tép nay, hé thong
sé tu dong truy cap vao tep dich. Céc lien két bicu tuong duge xép vao tép
loai 1. Dudng dan t6i tép dich cé thé la tuong doéi hay tuyet déi theo vi tri
ctia lien két biéu tugng. Chi ¥ 1a khi tao lien két biéu tugng bing cau lenh Is
-s, shell sé tu dong dién duong dan tuong ddi theo vi tri go lenh chit khong
theo vi ti ctia lien két, nén c6 kha nang dudng dan ducc kiém tra béi shell
sé khong tré dén tép dich hop lé ctia lien két biéu tuong.

[trunghq@localhost templ$ touch templ/testl

[trunghq@localhost templ]$ echo "Thu lien ket bieu tuong" templ/testl
Thu lien ket bieu tuong templ/testl

[trunghq@localhost templ]$ echo "Thu lien ket bieu tuong" > templ/testl
[trunghq@localhost templ]$ 1ln -s templ/testl slink-01
[trunghq@localhost templ]$ cat slink-01

Thu lien ket bieu tuong

[trunghq@localhost templ$ 1ls -la

total 16

drwxrwxr-x 4 trunghq trunghq 4096 Apr 19 00:44 .

drwx-—-—---- 4 trunghq trunghq 4096 Apr 18 07:19 ..

lrwxrwxrwx 1 trunghq trunghq 11 Apr 19 00:44 slink-01 -> templ/testl
drwxrwxr-x 3 trunghq trunghq 4096 Apr 19 00:43 templ

drwXrwxr-x 2 trunghq trunghq 4096 Apr 19 00:43 temp2
[trunghq@localhost templ$ 1ls -1

total 8

lrwxrwxrwx 1 trunghq trunghq 11 Apr 19 00:44 slink-01 -> templ/testl
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Ty bién | Mo ta

-name | Tim kiém theo tén tép

-iname | Tim kiém theo tén tép, khong phan bién hoa thuong
-atime n | Tim kiém cac tép da dugce truy cap n ngay trudc

-amin n | Tim kiém cac tép da dugce truy cap n phit trude
-mtime n | Tim kiém cac tép da dugc thay doi n ngay trude
-mmin n | Tim kiém céc tép da duge thay doi n phuat trude

~ctime n | Tim kiém céc tép da dugce thay doi thuoc tinh n ngay trude
-cmin n | Tim kiém céac tép da dude thay doi thudc tinh n phit trude

Bang 4.2: Mot s6 tham s6 chinh ctia lenh find

drwXrwxr-x 3 trunghq trunghq 4096 Apr 19 00:43 templ
drWXTWXTr-X 2 trunghq trunghq 4096 Apr 19 00:43 temp2
[trunghq@localhost templ$ 1ls -a

slink-01 templ temp2
[trunghq@localhost templ$ 1ln -s templ/testl ./tempslink-01
templ temp2
[trunghq@localhost templ$ 1ln -s templ/testl ./temp2/slink-01
[trunghq@localhost templ$ 1ls -la temp2/

total 8

drwxrwxr-x 2 trunghg trunghq 4096 Apr 19 00:45 .

drwXrwxr-x 4 trunghq trunghq 4096 Apr 19 00:44 ..

lrwxrwxrwx 1 trunghq trunghq 11 Apr 19 00:45 slink-01 -> templ/testl

4.5 Chi sb6 va tim kiém tép

Dé tim kiém mot tép nao dé trén hé thong linux, ¢ cic cong cu sau: find,
locate.

4.5.1 Cau lénh find

Cau lénh find cho phép duyét cac tép c¢b cac tieu chi phu hgp trong mot thu
muc va cac thu muc con, dong thoi thite hién céc thao tac dinh nghia trude
trén cac tép d6. Bang mo ta mot so tieu chi dé c6 thé tim kiém tép ding

lénh find.

[root@localhost trunghql# find / -name ’passwd’
/etc/passwd
/etc/pam.d/passwd
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/usr/bin/passwd

/usr/share/doc/nss_ldap-202/pam.d/passwd
/usr/share/doc/pam_krb5-1.60/krb5afs-pam.d/passwd
/usr/share/doc/pam_krb5-1.60/pam.d/passwd

Hoac

[root@localhost trunghql# find / -name ’passwx*’

/etc/passwd

/etc/pam.d/passwd

/etc/passwd-

/etc/passwd.lock

/usr/bin/passwd

/usr/share/doc/nss_ldap-202/pam.d/passwd
/usr/share/doc/pam_krb5-1.60/krb5afs-pam.d/passwd
/usr/share/doc/pam_krb5-1.60/pam.d/passwd
/usr/share/doc/samba-2.2.7a/docs/pam_smbpass/samples/password-mature
/usr/share/doc/samba-2.2.7a/docs/pam_smbpass/samples/password-migration
/usr/share/doc/samba-2.2.7a/docs/pam_smbpass/samples/password-sync
/usr/share/pixmaps/password.png

/usr/share/man/manl/passwd.1l.gz

/usr/share/man/man5/passwd.5.gz

/usr/share/awk/passwd.awk

Mot vi du vé tim kiém nhiéu tieu chi

[root@localhost trunghql# find / -name ’passwd’ -or -size +10000k
/proc/kcore

/var/lib/rpm/Packages

/var/log/lastlog

/etc/passwd

/etc/pam.d/passwd

/root/test2.img

/usr/bin/passwd

/usr/lib/locale/locale-archive
/usr/share/doc/nss_ldap-202/pam.d/passwd
/usr/share/doc/pam_krb5-1.60/krb5afs-pam.d/passwd
/usr/share/doc/pam_krb5-1.60/pam.d/passwd
/usr/share/comps/i386/hdlist?2

/test.img

/test2.img

Thyc hién cac cau lenh trén két qua tim kiém
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[trunghq@localhost trunghql$ sudo time find / -size +10000k -exec 1ls -1 {} \;

—r-———---- 1 root root 536875008 Apr 19 03:37 /proc/kcore

-rw-r--r-- 1 rpm rpm 11350016 Apr 2 19:52 /var/lib/rpm/Packages
—r-———----- 1 root root 19136220 Apr 19 03:23 /var/log/lastlog
“rw-r--r-- 1 root root 51200000 Apr 14 07:05 /root/test2.img
-IrW-r--r-- 1 root root 30301680 Apr 2 19:33 /usr/lib/locale/locale-a
rchive

-rw-r--r-- 1 root root 19066344 Mar 14 2003 /usr/share/comps/i386/hd
list2

“IW-r--r-- 1 root root 512000000 Apr 14 08:24 /test.img

“rw-r--r-- 1 root root 51200000 Apr 14 07:07 /test2.img

0.22user 0.54system 0:00.77elapsed 98JCPU (Oavgtext+Oavgdata Omaxresident)k
Oinputs+Ooutputs (1503major+361lminor)pagefaults Oswaps

Cau lenh find duyét trén ca cay thu muc, nén toéc do tim kiém thuong cham.
Dé ¢6 thé tim kiém nhanh hon vi trf ctia mot tép, cau lénh locate duge st
dung:

[trunghq@localhost trunghql$ time locate gpasswd
/usr/bin/gpasswd
/usr/share/man/manl/gpasswd.1.gz
/usr/share/man/pt_BR/manl/gpasswd.l.gz
/usr/share/man/fr/manl/gpasswd.1l.gz
/usr/share/man/hu/manl/gpasswd.1l.gz
/usr/share/man/it/manl/gpasswd.1l.gz
/usr/share/man/ja/manl/gpasswd.1l.gz
/usr/share/man/pl/manl/gpasswd.1.gz

real Om0.031s
user Om0.010s
sys Om0.030s

Cau lenh locate st dung CSDL dé danh chi s6 céac tép, do dé qué trinh tep
nhanh hon nhiéu. Tuy nhién trude khi st dung locate can khdi tao CSDL
va cap nhat thuong xuyén bang lenh updatedb. Cau lenh slocate thitc hién
chitc nang ctia locate mot cach bao mat, khong cho cac NSD khac c6 thé tim
kiém trong CSDL chi s6 clia cac tép.

4.6 Bai tap

Bai tap 4.1 Trong thu muc nha, hdy tao ra cic thu muc /d1/d2/d3. Doi
tén d2 thanh d22. Xéa thu muc d3.
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Bai tap 4.2 Viét lenh copy thu muc /etc/ vé thu muc /root/backup/etc.
Tao lién két dén thu muc nay dat tén la etc-backup dat trong thu muc nha
cta root.

Bai tap 4.3 Viét cau lenh dé co thé hién thi so thu muc con ciia /etc/.

Bai tap 4.4 Trong thu muc nha, tao thu muc /temp/dl va /temp/d2.
Trong thu muc d1 tao tép t1. Viét cic cau lénh tao cdc lien két vat lyj va bicu
tuong p-link va s-link trong thu muc d2 tré dén t1 st dung duong dan tuong
doi. Dich chuyén t1 dén d2. Xdc dinh trang thdi ctia cdc lien két

Bai tap 4.5 Trong thu muc nha, tao thu muc /temp/d1 va /temp/d2.
Trong thu muc d1 tao tép t1. Viét cic cau lénh tao cdc lien két vat lyj va biéu
tuong p-link va s-link trong thu muc d2 tré dén t1 sit dung duong dan tuyét
doi. Dich chuyén t1 dén d2. Xdc dinh trang thdi cia cdc lién két

Bai tap 4.6 Viét cau lénh find tim cdc tép cé dudi .wri va cé kich thudc nho
hon 10M.

Bai tap 4.7 Viét cau lénh locate tim vi tri ciia tép cp.
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Chuong 5

Tai khoan va quyén
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5.1 Khai niém tai khoan va nhém tai khoan
5.1.1 Tai khoan

Dé c6 thé st dung he théng, NSD can ¢6 mot tai khoan. Tai khoan duge diic
trung bdi mot cap tén dang nhap (user name, login) va mat khau (password).
MBbi tai khoan c¢6 mot ma s6 nguoi sit dung (user id) ma he thoéng sit dung
dé xac dinh tai khoan thuc hién cac thao tac sau khi dang nhap. Trong he
diéu hanh Linux c6 3 loai tai khoan: tai khodn clia ngudi quan tri hé thong
(root) ¢6 toan quyén thie hién cac thao tac trén he thong, tai khoan thong
thuong chi c6 toan quyeén trén mot thu muc danh riéng goi 1a thu muc nha,
trén cac thu muc khéic chi c6 quyeén han ché. Loai tai khoan thit 2 nay dudc
chia lam 2 loai, mot loai chi dimg dé chay cac ting dung hé théng (daemon),
va mot loai danh cho NSD thong thuong. V6i tai khoan ctia ngudi sit dung
thong thuong, ngoai tén, mat khau va mé sb tai khoan, Linux con cung cap
thém thu muc nha, shell mac dinh cho NSD. Cac thong tin nay thuong duge
dat & tep /ete/passwd.

Tep /etc/passwd la mot tép van ban, mdi dong tuong ing v6i mot tai
khoan. Trong dong c6 nhiéu truong thong tin phan cach nhau bang dau :,
lan lugt 1a ten tai khoan, mat khau, ma s6 tai khoan, ma s6 nhém mic dinh
ctia tai khodn, Mo t4 ngan vé tai khodn, thu muc nha va shell,

[trunghqg@localhost trunghql$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
news:x:9:13:news:/etc/nevs:
uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin
ntp:x:38:38::/etc/ntp:/sbin/nologin
trunghq:x:500:500: : /home/trunghq: /bin/bash

Truong mat khau trong mdi hang thudng c6 gia tri x. Gia tri nay chi ra ring
mat khau khong duge luu & trong tép /etc/passwd ma duge ma hoa va luu
trong tép /etc/shadow. Trudong thi 3 va thit 4 lan lugt luu trit ma s6 cua
tai khodn va ma s6 ciia nhém tai khodn mic dinh. Linux phan biét NSD chi
thong qua ma s6 NSD, do d6 néu ton tai 2 dong c6 ciing ma s6 NSD, hé
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thong sé bao 16i. Néu c6 2 dong c6 cting mé s6 tai khoan, khi dang nhap vao
hé thong tai khoan ding trude sé dude sit dung.

Tep shadow chita mat khau va cac thong tin c6 lien quan dén mat khau.
Tuong ty nhu /etc/passwd, /etc/shadow gom nhiéu dong, phan tach nhau

bang dau :.

User:Pwd:Last pwd change :Minimum:Maximum:Warn:Inactive :Expire

User:

Tén dang nhap

Password:

Mat khau

Last password change :

S6 ngay tit 01/01/1970 dén ngay thay doi mat khau cudi cling

Minimum:

S6 ngay toi thieu gitta 2 lan thay doi mat khau.

Maximum: S6 ngay toi da mat khau cé gia tri.
Warn : S6 ngay dén khi mat khau bi hét han.
Inactive : S6 ngay dén khi mat khau bi vo hieu hoa vi qua han.
Expire : S6 ngay tit 01/01/1970 dén khi mat khau bi vo hiéu

5.1.2 Nhoém tai khoan

Dé c6 thé quan tri céc tai khodn NSD mot cach ¢6 hieu qua hon, NSD thuong
dugce gop vao thanh nhéom ngusi st dung. Viéc gop thanh cac nhém cho phép
gidm b6t s6 lugng cac thao tac quan tri khi thyc hién phan quyén theo nhém
chit khong phan theo NSD. Mic dinh, tat cd NSD déu nam trong mot nhom.
Khi méi duge tao ra, NSD ndm trong nhém cé tén trung véi tén dang nhap,
c6 ma s6 trung véi ma sb ctia NSD.

Thong tin vé cdc nhém duge luu trit trong tép /etc/group. Tep /etc/group
bao gom nhiéu dong, mdi dong chia thanh cac truong bang dau :. Trudng
dau tién 1a tén nhom, truong thi 2 1a mat khau nhém va truong thi 3 14 ma
s6 clia nhom, truong cudi cing 1a danh sach NSD thudc nhém, phan tach
bang dau ,. Gia tri x trong trudng mat khau chi ra 14 nhém st dung mat
khau luu trit trong tép /etc/gpasswd. Cau triic clia tép /etc/gpasswd tuong
tu nhu tép /etc/passwd.

5.2 Cac thao tac quan ly tai khoan

Cac thao téc lien quan dén quan 1y tai khoan bao gdm: thém, x6a, thay ddi
thong tin vé tai khoan NSD, thay ddi mat khau NSD. Cac thao tac quan 1y
nhom NSD lién quan dén thém, x6a, thay doi thong tin, thém thanh vién
ctia nhom NSD. Ngoai ra con mot s6 thao tac bd sung nhu thay doi NSD
va nhom st dung hién tai, hién thi cac tai khoan dang két ndi, hién thi céc
nhom ma ngudi sit dung la thanh vién, thay déi mat khau nhém.
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Chiic nang Cau lénh
Thém NSD useradd
Xob6a NSD userdel
Thay doi thong tin NSD usermod
Thay doi mat khau NSD passwd
Thém nhom NSD groupadd
Xo6a nhom NSD groupdel
Thay doi thong tin nhom NSD groupmod
Thém thanh vién gpasswd -a
Thay doi NSD hieén tai su
Thay doi nhém NSD hién tai Sg, Newgrp
Hién thi cac tai khoan dang dang nhap users
Hién thi cac nhém ctia NSD groups
Thay doi mat khau nhom gpasswd

Bang 5.1: Cac lenh quan ly nhém va NSD

Dé thuc hién cac thao tac nay, c6 thé khong can sit dung bat ct cau
lenh dic biét ndo, na chi can thay doéi noi dung clia cac tép /etc/passwd,
/etc/shadow, /etc/group va /etc/gpasswd. Dé cho thuan tién, cdc phan mém
da duge phat trién dé thuc hién cac thay déi trong cac tép noi trén mot cach
tu dong.

Trit cac thao tac thay doi thong tin va mat khau ctia chinh nhém hoac
NSD, cac thao tac khac déu doi hdi c6 quyén clia ngudi quan tri root. Bang
chi ra mot sé cau lenh thuyc hién cac chitc nang noi trén.

Vi du

5.2.1 Quyén quan tri root

Dé thuc hién cac thao tdc quan tri he théng can c6 quyen ctia quan tri he
théng (root). Dé c6 quyén nay, NSD c6 2 cach:

e Dang nhap bang tai khodn root ho#c st dung léenh su. Ca 2 truong hop
déu can c6 mat khau ciia root.

e Dang nhap biang tai khoan thong thuong va st dung lénh sudo dé thuc
hién cac thao tac can quyén quan tri root.

Stt dung tai khodn root c¢6 1gi thé 1a thuan tién, khi go cac cau lenh khong
can phai go them cau lenh sudo. Tuy nhién, chinh diém thuan tién nay doi
khi lai tao dieu kién cho NSD thuc hién cac thao tac quan tri mot cach khong
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chti ¥, ddn dén cac sai sét c6 hau qua 16n dén hée théng. Mot diém han ché
khac cia viéc dung tai khoan root la cac quan tri vién phai chia sé tai khoan
root, nhu vay rat khé qui trach nhiem va giam sat hoat dong ctia cac quan
tri vién.

St dung lenh sudo khong can phai sit dung méat khau root ma chi can sit
dung mat khau ctia chinh NSD. Nhu vay khi thiyc hién lénh sudo, NSD da
chiac chan muén thyc hien mot thao tac véi quyen ciia quan tri hé théng.
Timg NSD quan tri vien dang nhap bing tai khodn va mat khau clia minh,
stt dung sudo v6i mat khau ctia minh, do d6 c6 thé dé dang giam séat cac
thao tac ciia cac quan tri vien. Hién nhién moi quan tri vien khi dé déu c6
thé thay doi mat khau ctia cac thanh vien khac hoic ciia root, nhung khi
d6 cac thao tac nay sé bi ghi lai. Trong cac hé thong st dung sudo, thong
thuong tai khoan root khong duge kich hoat (mat khau rat khé). NSD quén
tri vien c6 quyen thuyc hién lénh sudo néu tén dang nhap hoac ID ciia quan
tri vién c6 trong /etc/sudoers.

5.3 Khai niém quyen truy cap va chu sé hitu

Céc tai nguyen trong hé théng Linux dugce biéu dién bang cac tép. Viéc phan
quyen cac tai nguyén nay ciing duge tién hanh dya trén cac tép. Phan quyén
can chi ra ai dugce lam cai gi trén déi tugng dang duge xem xét. He thong
tép Linux c6 2 loai tép co ban: Thu muc va tép thong thuong.

5.3.1 Céac quyén

Trén mot tép hodc mot thu muc c6 thé cé 3 loai quyen: r- doc, w-ghi va
x-thuic hien. Con mot loai quyén thit 4, quyen dic biét sé dudge xem xét sau.

Trén mot tép, quyen r c6 nghia 1a duge doc noi dung tép. Quyen w 1a
quyén dudc thay déi noi dung tép. Quyen x 1a quyén c6 thé duge thuce hién
tép nhu mot lenh nhi phan hodac mot kich ban shell. C6 thé thay quyén x chi
duge thue hien khi c6 quyen doc. Cac vi du minh hoa vé cidc quyen clia tép
dugce minh hoa trong Hinh

Trén mot thu muc, quyén r 1a quyén duge doc noi dung ctia thu muc (liet
ké cac tép nim trong thu muc), quyén w 1a quyén thay ddi danh sach nay,
con quyen x tuong tng véi viec chon thu muc 1a thu muc lam viée hién tai.
Diém can cha ¥ la dé thuc hien quyén r vi quyén w véi thu muc, can co
quyen x Cac vi du minh hoa vé cac quyéen ciia thu muc duge minh hoa trong

Hinh [5.3.2
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5.3.2 Cac dbi tuong st dung

Trén mot tép hodc thu muc phan biét 3 16p NSD khac nhau. Chi s hitu
(owner) 14 NSD da tao ra tép va c6 quyen thay doi cac quyén trén tép. Nhom
chti s6 hitu 1a nhom da tao ra tép. Tat ca cic dbi tuong con lai duge ky hieu
13 khac (other). Chi c6 chii s¢ hitu ctia tép hodic root c6 quyeén thay ddi quyen
trén cac tép. V6i moéi nhém NSD c6 thé dinh nghia ca 3 quyén da trinh bay
4 tréen. Nhu vay véi moi mot tép sé c6 9 loai quyén khac nhau.

Khi liet ké cac tép bang cau lenh Is -la, cac quyeén nay dugc bicu dién
bing 9 chit cai ngay sau chit cai bicu dién kiéu ctia tép. 3 chit cai dau tien
biéu dién cac quyen ctia chii s6 hitu, 3 chit céi tiép theo biéu dién céc quyen
ctia nhém s6 hitu, 3 chit cai cudi ciing biéu dién céc quyén ciia nhitng NSD
khéc. M&i bo 3 chit rwx biéu dién 3 quyén doc ghi thuc hien day di. Quyeén
thiéu dugc thay thé béi dau -. Vi du r-x biéu dién quyen doc va thuc hién.

Dé c6 thé truy cap vao céac tép trong mot thu muc, can cé quyen truy
cap vao thu muc, dong thoi phai c6 quyén thiyc hién trén thu muc chita tép.
Ké ca khi thu muc khong c¢6 quyén ghi hay doc, tép vAn c6 thé duge doc,
ghi, nhung khong thé bi xéa di. Mot diém mau thuin 14 khi thu muc khong
c6 quyen doc, sé khong thé liet ké duge danh muc cac thu muc con va tép
trong thu muc, nhung lai c6 thé doc dude ban ghi inode tuong tng ciia tép
dé tit d6 doc duge noi dung ciia tép. Quyen doc ctia thu muc trén thuc té
chi 1a quyén liet ké noi dung. Quyén ghi ciia mot thu muc tuong tng vdéi viec
tao ra tép mdi va xoa tép ci. 0 day cting c6 mot didm mau thuén la khong
can c¢6 quyen doc, cac thu muc con va tép ctia thu muc van c6 thé duge xéa,
di va tao thém ra.

5.3.3 Cac quyen dic biét

Mac du v6i cau lenh Is -la méi nhém NSD chi hién thi 3 quyén nhung trén
thuc té Linux luu trit thém mot bit cho mdi nhém NSD dé biéu dién céc
quyen dac biet. Cdc quyen nay khong c6 ¥ nghia v6i nhém NSD khac. Cu
thé c6 3 loai quyeén, tng véi thu muc va tép c¢6 cac ¥ nghia nhu sau.

SUID bit La bit thit 4 trong nhém bit danh cho NSD. Chi danh cho tép,
khong danh cho thu muc. Néu bit nay bang 1, diéu nay c6 nghia la
NSD thuoc nhém sé hitu va nhitng NSD khac, néu c6 quyen duge thie
hién tép, sé duge thuyc hién tép véi quyen clia chil 86 hitu tép. Vi du
khi thuyc hién lénh passwd tur tai khoan cua 1 NSD, lénh nay sé dugc
thyc hién véi quyén chit sé hitu clia tép /usr/sbin/passwd 1a root, do
d6 c6 thé thay déi noi dung tép /etc/shadow. Vi du vé SUID bit dugc
mo ta trong Hinh
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#Truy cap tép khdng cé quyén

———-rwW-Ir--— 1 trunghq trunghq 0 Apr 19 17:22 test
[trunghqg@localhost trunghq]$ echo "Thi nghiem so 1" >test
-bash: test: Permission denied

[trunghq@localhost trunghql$ cat test

cat: test: Permission denied

[trunghq@localhost trunghql$ ./test

-bash: ./test: Permission denied

#Truy cap tép chi c6 quyén ghi

——W-IW-I--— 1 trunghq trunghq 0 Apr 19 17:22 test
[trunghq@localhost trunghql$ echo "Thi nghiem so 1" >test
[trunghq@localhost trunghql$ cat test

cat: test: Permission denied

#Chi c6 quyén doc

“Ir——rw-r-- 1 trunghq trunghq 9 Apr 19 17:24 test
[trunghq@localhost trunghql$ cat test

Thi nghiem so 1

[trunghq@localhost trunghql$ echo "Thi nghiem so 1" >test
-bash: test: Permission denied

[trunghq@localhost trunghql$ ./test

-bash: ./test: Permission denied

#C6 quyén thuc hién, khéng cé quyén doc

———XIW-Tr--— 1 trunghq trunghq 9 Apr 19 17:24 test
[trunghq@localhost trunghql$ ./test

./test: ./test: Permission denied

[trunghq@localhost trunghql$ cat test

cat: test: Permission denied

[trunghq@localhost trunghq]$ echo 1ls > test

-bash: test: Permission denied

#Co6 quyén doc va thuc hién
“I—Xrw-r-- 1 trunghq trunghq 9 Apr 19 17:24 test

[trunghq@localhost trunghql$ ./test
./test: line 1: Thi: command not found

Hinh 5.3.1: Cac quyén cla tép
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#Khong cé6 quyén thuc hién, cé quyén ghi va doc
drw-rwxr-x 2 trunghq trunghq 4096 Apr 19 18:47 dtest
[trunghq@localhost trunghql$ cd dtest

-bash: cd: dtest: Permission denied
[trunghq@localhost trunghql$ 1ls dtest/

1ls: dtest/test: Permission denied
[trunghqg@localhost trunghql]$ cat dtest/test

cat: dtest/test: Permission denied
[trunghq@localhost trunghql$ touch dtest/test2
touch: creating ‘dtest/test2’: Permission denied
[trunghq@localhost trunghql$ rm dtest/test

rm: cannot lstat ‘dtest/test’: Permission denied

#C6 quyén thuc hién

d--x------ 2 trunghq trunghq 4096 Apr 19 18:47 dtest
[trunghq@localhost trunghql$ cd dtest
[trunghq@localhost dtest]$ rm test

rm: cannot remove ‘test’: Permission denied
[trunghq@localhost dtest]$ touch test2

touch: creating ‘test2’: Permission denied
[trunghq@localhost dtest]$ echo "Thi nghiem so 2" >test
[trunghq@localhost dtest]$ cat test

Thi nghiem so 2

#C6 quyén thuc hién, khéng cbé quyén doc

d-wx------ 2 trunghq trunghq 4096 Apr 19 19:11 dtest
[trunghq@localhost trunghql$ cd dtest
[trunghq@localhost dtest]$ rm test

[trunghqg@localhost dtest]$ echo "Thi nghiem so 2" >test
[trunghq@localhost dtest]$ touch test2
[trunghq@localhost dtest]$ 1s -1

ls: .: Permission denied

[trunghq@localhost dtest]$ cd

[trunghqg@localhost trunghql$ ls —1 dtest

ls: dtest: Permission denied

Hinh 5.3.2: Cac quyén trén thu muc
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[trunghq@localhost trunghql$ 1ls -la /bin/cp

“ITWXT—XI-X 1 root root 47732 Feb 19 2003 /bin/cp
[trunghq@localhost trunghql$ cp proc.c /

cp: cannot create regular file ‘/proc.c’: Permission denied
[trunghq@localhost trunghql$ 1ls -la /bin/cp

—“ITWSI—XI~X 1 root root 47732 Feb 19 2003 /bin/cp
[trunghq@localhost trunghql$ cp proc.c /

[trunghq@localhost trunghql$ 1ls -la /proc

proc proc.c
[trunghq@localhost trunghql$ 1ls -la /proc.c
“IrW-rw-r-- 1 root trunghq 62 Apr 20 00:21 /proc.c

Hinh 5.3.3: Vi du ve SUID bit

SGID bit La bit thi 4 trong nhém bit danh cho nhém sé hitu. Khi duge
dat v6i tep, bit nay c6 ¥ nghia la tép sé duge thuyc hién véi quyen cia
nhom s hitu tép, khong phai 14 quyén clia nguoi thiye hien. Véi thu
muc, khi bit nay duge dat bang 1, tat cd cic tép va thu muc con tao
ra trong thu muyc nay sé ¢6 nhém chu sé hitu 14 nhém chi s6 hitu cia
thu muc. Vi du vé SGID bit véi thu muc duge trinh bay ¢ Hinh
Vi du vé SGID bit véi tép xin danh cho ban doc.

Sticky bit -t La bit thit 4 trong nhom bit danh cho cdc NSD khac (other).
Chi c6 ¥ nghia déi véi thu muc. Khi bit nay duge dat bang 1, chi ¢
chti sé hitu ctia tép trong thu muc méi ¢é thé xéa dudge. Nhimg NSD
khéc c6 thé sao chép, doc, thay déi noi dung nhung khong xéa duge
tep. Vi du vé sticky bit xem Hinh

5.4 Quan ly quyéen truy cap va chu sé hitu

5.4.1 Thay do6i chu s hitu

Chti sé hitu ctia tép va thu muc dude thay doi bang 2 cau lenh chgrp va
chown. Chi ¢6 ngudi quan tri (root) méi c6 quyen thyc hien duge 2 cau lenh
nay. Ca 2 cau lenh déu c6 tuy bién -R cho phép c6 thé thay ddi cac tép va
thu muc con trong mot thu muc (Hinh .
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[trunghq@localhost trunghql$ 1ls -1

total 8
drwsrwsrwx 3 trunghq
“IW-IW-I—— 1 trunghq

[trunghq@localhost trunghql$ cd dtest
[trunghq@localhost dtest]$ mkdir d2

gl
trunghq

[trunghq@localhost dtest]$ 1ls -1

total 12

drwxrwxr-x 2 trunghq
drwxrwsr-x 2 trunghq
“ITW-rw-Ir--— 1 trunghq
“ITW-rw-r--— 1 trunghq

trunghq
gl

trunghq
trunghq

4096 Apr
62 Apr

4096 Apr
4096 Apr
16 Apr
0 Apr

Hinh 5.3.4: Vi du ve SGID bit

[trunghq@localhost dtest]$ 1s -la /tmp/

total 8
drwxrwxrwt 2 root
drwxr-xr-x 23 root

root
root

20
20

20
20
19
19

00:
00:

00:
00:
19:
19:

51
17

51
53
11
11

dtest
proc.c

di

d2
test
test2

4096 Apr 19 16:40 .
4096 Apr 20 00:21

[temp@localhost root]$ echo "Ghi vao tep /tmp/xyz" >/tmp/xyz

[temp@localhost root]$ rm /tmp/xyz
rm: cannot remove ‘/tmp/xyz’: Operation not permitted

[temp@localhost root]$ whoami

temp

Hinh 5.3.5: Sticky bit
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[root@localhost

[root@localhost
total 4

drwxr-xr-x 2
[root@localhost
[root@localhost
example

[root@localhost
total 4

drwxr-xr-x 2
[root@localhost
[root@localhost
total 4

drwxr-xr-x 2
[root@localhost
[root@localhost
total 8

drwxr-xr-x 2
drwxr-xr-x 2
[root@localhost
[root@localhost
total 8

drwxr-xr-x 2
drwxr-xr-x 2

templ# mkdir example

templ# 1ls -1

root root 4096 Apr 20
templ]# chown trunghq example
templ# ls

templ# 1ls -1

trunghq root 4096 Apr 20
templ# chgrp gl example

templ# 1ls -1

trunghq gl 4096 Apr 20
temp]# mkdir examplel

templ# 1ls -1

trunghq gl 4096 Apr 20
root root 4096 Apr 20
temp]# chown trunghq:gl examplel
templ# 1ls -1

trunghq gl 4096 Apr 20
trunghq gl 4096 Apr 20

Hinh 5.4.6: Thay doi s¢ hitu
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5.4.2 Thay doi quyén

Quyeén ciia thu muc va tép dude thay déi béi cau lenh chmod. Cau lenh
chmod c6 dang:

chmod quyén <tén thu muc, tép>
Quyeén st dung trong cau lenh c¢6 thé duge biéu dién bing 2 cach:

Bang cii phap ugoa+4-=rwxts Quyén dugc biéu dién bing mot xau co 3
phan. Phan dau tién c6 thé 1a mot hodic nhidu chit céi tao tit u (user),
g(group) va o (other). Trudng hgp mudn biéu dién tat ci cac dbi tuong
dung a(all). Phan cudi cing la cdc quyén. Phan thit 2 1a cac toan tii.
Toan tit = chi ra thao tac dat ding quyeén clia cidc doi tuong bang
quyén khai bao. Toan ti - chi ra quyén méi nhan dude bang quyén cii
va bo bét di cac quyen duge khai bao. Toan ti& + biéu dién quyén méi
nhan dugc bang quyen cit va thém cac quyen dude khai bao.

Bang cti phap octan M&i nhom quyén cho mot déi tugng (3 bit) duge bicu
dién bang mot s6 octan tit 0 dén 7. 3 loai ddi tugng tao thanh mot s6
octan ¢6 3 chit s6 (ugo). Céc bit dic biet duge tap trung vao thanh chit
s6 dau tien (néu c¢6 4 chit $6). Vi du Hinh

5.4.3 umask

Dé dam bao an ninh cho hé théng, khi cac tép va thu muc duge tao ra lan
dau tién, phai diat mot s6 quyen giéi han cho tép. Tap hop cac quyén ban
dau nay goi 1a quyen mic dinh. Vi du véi tép, quyén mac dinh hay dugc sit
dung 1 644, véi thu muc la 755. Nhu vay dé biéu dién quyén mic dinh cta,
hé théng can 2 bién, mot bién cho thu muc vid mot bién cho tép. Dé don
gian hoa, thay vi diing 2 bién, Linux chi diing mot bién chung goi 1a umask.
Quyén mac dinh ctia tép 1a 0666 trir di umask, con ctia thu muc 1a 0777 tru
di umask. Trong truong hop trén umask sé 1a 022. Cha ¥ 1a cac quyen dic
biét bi han ché st dung do tinh chat khong an toan clia cidc quyén nay, do
do6 luon luon khong c6 mat khong phu thude vao gia tri cia umask. Vi du

xin xem trong Hinh
5.5 Bai tap

Bai tap 5.1 Viét cdc cau lénh tim kiém cdc tép cé bit suid trén cd hé thong,
kiém tra cé phdi la tép passwd, néu khong bé bit suid di.
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[trunghq@localhost trunghql$ chmod ug=r dtest
[trunghq@localhost trunghql$ 1ls -1

total 8

dr--r--rwx 4 trunghq gl 4096 Apr
“IW-IW-Ir—-— 1 trunghq trunghq 62 Apr
[trunghq@localhost trunghql$ chmod 777 dtest
[trunghq@localhost trunghql$ 1ls -1

total 8

drwxrwxrwx 4 trunghq gl 4096 Apr
“IW-IW-Ir—-— 1 trunghq trunghq 62 Apr
[trunghq@localhost trunghql$ chmod 4777 dtest
[trunghq@localhost trunghql$ 1ls -1

total 8

drwsSIwXrwx 4 trunghq gl 4096 Apr
“IW-rw-r-- 1 trunghq trunghq 62 Apr
[trunghq@localhost trunghql$ chmod 2777 dtest
[trunghq@localhost trunghql$ 1ls -1

total 8

drwXIrwsrwx 4 trunghq gl 4096 Apr
“IW-Irw-r-- 1 trunghq trunghq 62 Apr
[trunghq@localhost trunghql$ chmod 1777 dtest
[trunghq@localhost trunghql$ 1ls -1

total 8

drwxrwxrwt 4 trunghq gl 4096 Apr
“IW-rw-r-- 1 trunghq trunghq 62 Apr

Hinh 5.4.7: Thay doi quyén ciia tép
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[trunghq@localhost trunghql$ umask

0002

[trunghq@localhost trunghql$ touch tepmoi
[trunghq@localhost trunghql$ mkdir thumucmoi
[trunghqg@localhost trunghql$ 1ls -1

total 12
“ITW-rw-Ir--— 1 trunghq trunghq 0 Apr
drwxrwxr-x 2 trunghq trunghq 4096 Apr

[trunghq@localhost trunghql$ umask 0022
[trunghqg@localhost trunghq]$ touch tepmoil
[trunghq@localhost trunghql$ mkdir thumucmoil
[trunghq@localhost trunghql$ 1ls -1

total 16

drwxrwxrwt 4 trunghq g1 4096 Apr
“IW-rw-r--— 1 trunghq trunghq 62 Apr
“ITW-rw-r-- 1 trunghq trunghq 0 Apr
“IW-Ir--Ir--— 1 trunghq trunghq 0 Apr
drWXTWXTr-X 2 trunghq trunghq 4096 Apr
drwxr-xr-x 2 trunghq trunghq 4096 Apr

Hinh 5.4.8: Vi du vé umask
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Bai tap 5.2 Thuc hién viéc copy va dat chi sd hitu thanh www-data, quyén
thu muc 755 va tép 644 cho Joomla trong thu muc /var/www/
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Chuong 6

Quan ly tién trinh va tac vu

38



6.1 Tién trinh

6.1.1 Khai niém

Tién trinh 1a mot chuong trinh dang duge thuec hién. bé xay dung mot chuong
trinh, NSD viét ma nguon, dich ra ma nhi phan. Khi tép chita ma nhi phan
dude goi, ma nhi phan sé duge tai vao bo nhé. Cau lenh dau tién trong khoi
lenh sé dugce dang ky dé hé diéu hanh sé thuc hien.

Trong cac hé dicu hanh don nhiém, cting mot ldc chi ¢c6 mot tién trinh
duge thuc hien, do dé sau khi duge tai vao bo nhé, diéu khién sé duge chuyén
vée cho cau léenh dau tién cia tién trinh.

Trong cac hé dieu hanh da nhiém, c6 nhiéu tién trinh cing duge thuec
hien. Céac tién trinh nay sé dugc dang ky vao trang thai thyc hien. He diéu
hanh cén ¢t vao dang ky va mitc do vu tien ciia tién trinh dé thyc hien. Mai
tién trinh luon luon duge goi bdi mot tién trinh khac. Tap hop cac tién trinh
tao ra mot cay cac tién trinh.

Mot tién trinh khi dugc thuc hién sé c6 quyén dé tac dong vao cac tai
nguyén ctia hé thong giéng véi quyen clia ngudi goi thie hién tién trinh, tri
truong hop c6 bit phan quyén dac biét bang 1.

6.1.2 Thudc tinh

Linux quén 1y tién trinh bang cach gan cho mdi tién trinh mot tham s6. Céc
tién trinh c6 mot cht sé hitu vd nhém cht sé hitu. Cac tién trinh ciing c6
mitc do uu tien dé khi can thiét c6 thé duge phan phdi tai nguyen phit hop
v6i miic do wu tien. Mot tién trinh & trong Linux cé thé c¢é cac thuodc tinh
sau:

e Mot dinh danh (pid)

e Mot tién trinh cha (ppid)

e Ngudi sé hitu (uid) va nhéom (gid)
e Cau lenh kich hoat tién trinh

e Mot dau vao chuan (stdin), mot dau ra chuan (stdout), mot kenh béo
16i chuan (stderr)

e Thai gian st dung CPU (CPU time) va mic do uu tién
e Thu muc hoat dong hién tai ctia tién trinh

e Bang cic tham chiéu dén céc file dugc tién trinh st dung.
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6.1.3 Phan loai

Céc tién trinh c6 thé duge chia lam 2 loai.

Tién trinh hé théng Mot s6 tién trinh duge khéi dong béi he théng, quan
Iy cac tai nguyén clia hé théng, tuong tac chii yéu véi cac ting dung khéc,
khong c6 giao dién véi NSD. Céac tién trinh nay goi 1 cac tién trinh hée thong.
Cac tién trinh he thong thuong duge thiye hién trén quyén clia cac tai khoan
hé théng hoac tai khoan root.

Tién trinh NSD Cac tién trinh ctia NSD duge NSD khéi dong bing cau
lenh. Thong thudng cic tién trinh nay tuong tic véi NSD thong qua giao
dieén dong lenh hoic giao dién d6 hoa. Céc tién trinh nay duge thyc hién véi
quyén ctia NSD da khdi dong tién trinh, trit cdc truong hop cic lénh c6 bit
dac biet bang 1.

6.1.4 Cac trang thai cta tién trinh

Khi dugce kich hoat, ndi dung ctia tép nhi phan chita 1énh duge tai vao trong
bo nhé. Cau lenh dau tién ctia chuong trinh dude xép vao hang doi dé he
thong thuc hien. Tién trinh da chuyén tit trang thai khong duge kich hoat
sang trang thai dang dugce thyc hién. Truong hop duge khéi dong tur giao
dien dong lénh béi NSD, néu NSD an phim Ctrl-C, tién trinh sé két thuc,
noi dung tép thic hien duge loai ra khéi bo nhé. Tién trinh § trang thai két
thic. C6 thé thay trang thai két thic va trang thai khong kich hoat 1 giéng
nhau, nén thuong duge goi chung 1a trang thai két thic.

Trong qué trinh thiyc hién, néu tién trinh van chiém console va NSD chon
t6 hop Ctrl-Z, tién trinh chuyén sang trang thai tam dimg. Trong trang thai
tam ding, tién trinh vAn con & trong bo nhwos, tuy nhién khong duge dang
ky dé he thong thyc hién. Tat ca cac gia tri trong bo nhé clia tién trinh van
dude bdo toan, tuy nhién qué trinh tinh toan clia tién trinh khong duge thyc
hién. Hinh?? mo ta cac trang thai cla tién trinh.

6.1.5 Cac thao tac véi tién trinh

Dé quan 1y cac tién trinh, NSD can thyc hién céc thao tac: Liet ke cac tién
trinh dang duge thuc hien trong hé théng, thay doéi mic do uu tién ciia céc
tién trinh, thay doi trang thai clia céc tién trinh.

Cau lénh ps Cau lenh ps hién thi cac tién trinh dang duge thuc hien. Mac
dinh cau lenh nay chi hién thi cac tién trinh do NSD khéi dong. Can them
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Pang thuc Két thuc tién trinh \
hién Ctrl-C hoac kill
O
%
AR

Tam dirng

Hinh 6.1.1: Trang thai ctia tién trinh

tity bién -aux dé hién thi cac tién trinh khac véi day du thong tin hon veé
tién trinh.

$ ps

PID TTY TIME CMD
2803 pts/1 00:00:00 bash
2965 pts/1 00:00:00 ps

$ ps aux
USER PID Y%CPU YMEM VSZ RSS TTY STAT START TIME COMMAND
root 1 0.1 0.1 1104 460 7 S 15:26 0:03 init[3]

trunghqg 951 0.0 0.3 1728 996 pts/0 S 16:09 0:00 bash
trunghq 953 0.0 1.9 6860 4916 pts/0 S 16:09 0:00 emacs
trunghqg 966 0.0 0.3 2704 1000 pts/O R  16:23 0:00 ps aux

Cau lénh pstree Tién trinh luon luon dude kich hoat bdi mot tién trinh
khéc (tién trinh cha). Véi moi quan hé cha con, tap hgp cac tién trinh trén
he théng tao ra mot cay tién trinh. Cay tién trinh nay dugce hién thi béi lenh
pstree va c6 nut goc 1a tién trinh init.
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init-+-apache2---10* [apache?2]
|-atd
| -console-kit-dae---63*[{console-kit-dael}]
| -cron
| -dbus-daemon
|-dd
| -6% [getty]
| -mysqld_safe-+-logger
| ‘-mysqld---14*[{mysqld}]
| -rsyslogd-—-3*[{rsyslogd}]
| -sshd-+-sshd---sshd---bash---pstree
| ‘-2%[sshd---sshd]
| -udevd---2* [udevd]
‘-upstart-udev-br

Hinh 6.1.2: Cay tién trinh hién thi bing cau lénh pstree

Cau lénh kill dung dé gti cac tin hieu dén cho mot tién trinh. Cac tin
hiéu quan trong thucng sit dung la:

e SIGTERM (15): tin hi¢u yéu cau tién trinh nhan hoan tat cac cong
viec dang thye hién va chuyén sang trang thai két thuc.

e SIGKILL (9): tin hiéu yéu cau tién trinh chuyén sang trang thai két
thic ngay lap tic.

Lénh killall ding dé két thuc tat ca cac tién trinh clia mot cau lenh thong
qua viéc truyen tén clia cau lenh dudi dang mot tham so.
Quyen hiy tién trinh thuoc vé ngudi sé hitu tién trinh va root.

Cau lénh top dudgc stt dung dé hién thi va diéu khién cac tién trinh thong
qua mot giao dién tuong tac. Cac phim tat thuong dung la:

e k: gtii tin hieu SIGTERM dén cho tién trinh.

e 1: thay ddi mic do uu tién ciia tién trinh.

Cau lénh nice

$ nice [-n Value] [Command [Arguments ...]]
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cho phép thay doi mitc do wu tién ctia tién trinh. Trong hé diéu hanh Linux,
cac tién trinh dude thiyc hién song song, phan chia thoi gian ctia CPU duya
vao mic do uu tién. Viéc phan chia cu thé hoan toan do nhan hé diéu hanh
thuc hien. NSD ¢6 thé cung cap mitc uu tién bang gia tri nice tit -19 dén 10.
Gia tri nice ¢6 thé dugce thay déi ngay khi khéi tao tién trinh bing cau lenh
nice:

nice +13 pico myfile.txt

thuc hien lenh pico v6i mic do wu tien +13, hodac duge thay doi khi tién
trinh dang thuyc hién v6i cau 1énh renice:

6.2 Quan ly tac vu

6.2.1 Khai niém tac vu

Cac tién trinh c6 thé dude goi bang mot tién trinh khac. Truong hop dudc
NSD kich hoat triec tiép, tién trinh nay chinh 14 console (ttyX). Trong truong
hop nay, tién trinh duge goi 1d mot cong viee-tac vu clia NSD. Mai tac vu
déu c6 mot dau vao chuadn va dau ra chuan dé nhan dau vio va hién thi dau
ra. Mac dinh dau vio v dau ra chuan nay 1a consoleKhi tac vu dude khéi tao
tit console, luon luon chi ¢6 1 tién trinh duge sé hitu console. Tién trinh nay
c6 thé 1a chinh console hodc mot trong céc tac vu dude khéi tao tit console.
Tac vu sd hitu console duge goi 1a thuc hien & ché do foreground (bé mit),
cac tac vu khac thyc hién & ché do nén (background).
Qu4 trinh chay & ché do hién sé tién hanh theo nhitng buéc nhu sau:

e Thyc hién qua trinh fork nhan ban tién trinh cha (trong truong hop
thyc thi cdc lenh, d6 sé 1a tién trinh shell)

e Thyc hién qua trinh wait, dua tién trinh cha vao trang thai ngt (sleep).
e Thuc hién qua trinh exec, thuc thi tién trinh con.

e Sau khi tién trinh con thuc thi xong, mot tin hiéu danh thic sé duge
gli dén tién trinh cha.

e Do qui trinh chay nhu trén => trong qué trinh thyc hién tién trinh
con, ngudi stt dung khong thé tuong tac véi tién trinh cha.

e Qua trinh chay & ché do ngam cho phép thuyc thi tién trinh cha va tién
trinh con mot cach doc lap.
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$ command &

kill \ g

Background

b

Foregro

fg

Stop

stop

Hinh 6.2.3: Cac trang thai va cac thao tac trén tac vu

6.2.2 Cac thao tac trén tac vu
Vi du:

$ emacs &

[1] 756

$ stop 756

or $ stop %1
bg 756

or $ bg %1
kill 756

or $ kill %1

H A H A H

6.3 Co ché dudng 6ng

6.3.1 Dau vao va dau ra chuan cua tién trinh

Céc tién trinh c6 mot dau vao chuan (stdin) va 2 dau ra chuan (stdout). Mic
dinh, dau vao chuan la ban phim ding dé nhap thong tin vao tién trinh, dau
ra chuan thit nhat dé hién thi thong tin, dau ra chuan thit 2 dé béo 156i. Cac
dau vao va dau ra duge ky hiéu biang 0,1,2.

Thay vi st dung dau vao va dau ra mic dinh, c6 thé thuc hién chuyén
huéng dau vao va dau ra.
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e Chuyén huéng dau vio chuan (<)
$ tee < test.txt
e Chuyén huéng dau ra chuan (>, »)

$ 1s > /dev/1p
$ 1s >> test.txt

e Chuyén huéng kénh bao 161
$ rm prog.c 2> /dev/null
$ gcc prog.c 2>> erreur.txt

6.3.2 Thuc hién song song cac cau lénh

Co6 thé goi nhiéu cau lenh tit mot dong lenh. Cac cau lenh nay c6 thé dudc
thuc hién theo 3 cach khac nhau.

Thuc hién khong phu thudc 1an nhau Cau léenh cml duge thuyc hien,
sau do6 cau lénh cmd2 duge thuc hién.

cmd 1;cmd2

Thuc hién phu thudc 14n nhau, tat ca can két thic thanh cong Cau
lenh em1 duge thuc hién, sau d6 cau lenh cmd2 duge thuc hién néu
cau léenh cm1 duge thyc hién thanh cong.

cmd 1 && cmd2

Thuc hién theo co ché dudng 6ng Cau lenh cm1 duge thie hien, sau d6
cau lenh ecmd?2 duge thue hien. Cau lenh cmd2 nhan dau ra cia ecmdl
lam dau vao chuan

cmdl | cmd2
cat /etc/passwd | grep trunghq

Cau lénh tee Cau lenh tee cho phép copy dau ra chuan thanh 2 dau ra
khéac nhau:

1s -1 | tee test | more
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Chuong 7

Cau hinh hé thong
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Trong chuong nay ban doc sé lam quen véi cac bue cau hinh can thiét
dé mot may tinh c6 thé két nbi véi mang noi bo hoiic Internet

7.1 Cac thong tin can cau hinh
Dé mot may tinh két ndi véi mang, né can phai c6 cac thong tin sau:

e Cau hinh card mang: card mang can dudc "bat” lén néu dang & trang
thai "tat”

e Dia chi IP/Netmask: dia chi IP dé dinh danh méy tinh trén mang, gitip
cac goi tin dén duge diung dich can dén.

e Gateway: dia chi dé may tinh két ndi ra Internet

e Cau hinh tén mién: gdm tén mién ctia may (néu méay ding dé chay dich
vu) va dia chi ctia may chii tén mién dé may tinh phan giai duge tén
mién thanh dia chi IP khi két néi ra ngoai.

7.2 Kiém tra ciu hinh

Trude khi tién hanh cau hinh, ban doc ¢6 thé kiém tra cau hinh hién tai hodc
kiém tra két néi mang bang céc léenh co ban sau:

7.2.1 Kiém tra ciu hinh mang hién tai ctia may
St dung céc lenh sau dé kiém tra cau hinh mang hién tai clia may:
ifconfig Kiém tra cau hinh hién tai clia cac card mang gan trén may, thong
tin trd vé bao gom ca thong tin vé cau hinh ctia mang loopback. Néu ngusi

diing muén xem thong tin cu thé ciia card mang nao thi c6 thé go <ifconfig
TenCardMang>. Hinh vi du minh hoa

cat /etc/resolve.conf Xem thong tin vé cau hinh dia chi may chi DNS.
Hinh vi du minh hoa

route Xem thong tin vé bang dinh tuyén ctia may tinh, thong tin dugc liét
ké ra nhu hinh dué6i day. <hinh minh hoa + giai thich>
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hostname Xem thong tin vé tén may tinh. Hinh vi du minh hoa Béang céc
lenh trén ngusi sit dung sé c6 day du thong tin vé cau hinh hién tai truée khi
c6 quyét dinh xem can cau hinh lai thong tin trén may minh hay tién hanh
budc tiép theo la kiém tra két néi mang hién tai (xem mang hoat dong hay
bi 16i)

7.2.2 Kiém tra két nbi mang

Dé kiém tra két néi mang ngudi stt dung thuong trai qua cac budc nhu sau:

e Kiém tra day cap mang xem da cim vao chua? Dén card mang c6 sang
khong (nhay xanh)

e Dimg lenh <ping loopback> hodc <ping 127.x.x.x> dé kiém tra xem
cau hinh TCP/IP ctia mang da ding chua

e Dimng lénh <ping DiaChilPHienTai> dé kiém tra xem card mang c6
hoat dong khong

e Dimng lénh <ping IPGateway> dé kiém tra xem duong két ndi dén cong
ra ngoai mang c6 thong hay khong

e Diung lenh <ping IPDNSServer> dé kiém tra xem c6 thé két nbi dén
DNS server khong

e Dimng lenh <ping DiaChiWebBenNgoai> dé kiém tra két noi ra ben
ngoai c6 thong hay khong

e Dimng lénh <traceroute DiaChiWebBenNgoai> dé kiém tra tuyén dudng
g6i tin di dén dich
Vi du: chen hinh vi du vao Sau khi kiém tra, néu thay can thay doi lai cau
hinh hé théng ctia méy tinh ban doc c6 thé lya chon mot trong hai phuong
phap: cau hinh bang lenh hoic stta file cau hinh hé thong. Hai muc sau day
sé huéng dan ban doc chi tiét vé hai phuong phap nay.

7.3 CA&u hinh bang cau lénh

Dé cau hinh card mang bang cau léenh ban doc thuyc hién cac bude sau:

Buéc 1:  Cau hinh dia chi IP va netmask béang léenh sau: <ifconfig TenCar-
dMang DiaChilPMoi netmask NetmaskMoi> vi du
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Buéc 2: Cau hinh dia chi Default Gateway bang léenh sau: <route add
default gw DiaChilPGateway> vi du

Buéc 3: Bat tat card mang dé thay doi c6 hiéu lic bing lenh:
e Tat card mang: <ifconfig TenCardMang down>. Vi du:

e Bat card mang: <ifconfig TenCardMang up>. Vi du:

7.4 Stta file cAu hinh hé théng

Nhu da deé cap & cac chuong trén, lam viéc trén linux la lam viéc véi cac tap
tin va thu muc, moi thong tin hoac cau hinh hé théng déu nam trong céc
file. Cac lenh cau hinh ciing chi 1d mot cach stra lai noi dung file hé thong
mot cach nhanh chéng. Nguoi stt dung hoan toan cé thé md cac file nay ra
biang cac trinh soan thao vin ban nhu: vi, vim, emacs... dé stta noi dung mot
cach "triiec quan” hon. Muc nay tac gid sé gidi thieu céc file cau hinh hé thong
co ban, noi dung bén trong né va cach thic stta doi thong tin trong céc file
nay. Truée khi vao tting muc cu thé ban doc nén nhé ki mot dicu, trong hé
thong file ctia linux céc thong tin nam bén phai ciia dau “thang” 1a thong
tin ghi chd, cac trinh bién dich 1énh b qua cac néi dung nay. Loi dung dac
diém dé ban doc c6 thé tam thoi vo hieu héa céc lenh ho#ic thong tin khong
mong mudn bang cach dit trude né mot dau "thing” ma khong can thiét
phai x6a bo, diéu nay rat c6 ich néu can khoi phuc cac lenh nay mot cach
nhanh chéng & lan cau hinh sau. Ngoai ra, ban doc c¢6 thé dung phuong an
nay dé ghi chi lai cac thay doi dé cé thé nhé lai duge 6 lan truy cap sau.

7.4.1 File /etc/network/interfaces

Tap tin nay chita cau hinh ctia card mang nhu vi du duéi day Nhu ta ban
doc thay, tat cac cidc cau hinh can thyc hién & phan trén nhu dia chi IP,
netmask, gateway déu luu trong file nay. Ban doc stta lai thong tin trong file
nay roi tat/bat lai card mang dé kich hoat cAu hinh méi.

7.4.2 File /etc/init.d /network

Ngoai cach tét bat card mang nhu ¢ phan trén ban doc c6 thé thyc hien viéc
bat, tat, khéi dong lai dich vu mang bang cach truyén tham s6 vao tap tin
< /etc/init.d/network > nhu sau:

e < /etc/init.d/network stop>: Tat dich vu mang
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e < /etc/init.d/network start>: Bat dich vu mang

e < /etc/init.d /network restart>: Khéi dong lai dich vu mang - Ban doc
c6 thé dimng lenh nay dé cau hinh thay doéi ¢ hieu lyc thay vi tat roi
bat lai card mang hay dich vu mang

7.4.3 /etc/resolve.conf

Teép tin nay luu thong tin vé dia chi ctia may chtt DNS, ban doc c¢6 thé them
nhiéu dia chi DNS khac nhau dé may tinh diing khi can thiét. Thit tur wu
tien khi truy van 1a theo thi tu tit trén xuéng dudi. Khi may tinh truy van
DNS dau tien khong c6 duge thong tin can thiét né sé truy van dén DNS
thit hai, ba, bon...dén khi tim dugc thong tin hodc hét dia chi luu trong file
nay mdéi dung lai. Hinh vi du

7.4.4 File /etc/hosts

Teép tin nay luu thong tin anh xa dia chi IP clia may sang tén mién clia may
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Chuong 8

Quan 1y phan mém
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8.1 Nguyén tic quan 1y phan mém

8.1.1 Cac thanh phan ctia phan mém trén hé théng

Khi mot phan mém duge cai dat, trén he théng sé ton tai cadc thanh phan
sau:

Ma thyc hién Thanh phan nay chita cic ma cé thé thyc hien duge cta
phan mém. Néu 13 phan mém thong thuong chay tric tiép trén hé diéu
hanh, thanh phan nay chita cAc ma nhi phan ctia phan mém. Néu 1a
cac phan mém dang khac, day c6 thé la cdc ma phit hop véi nén tang
(vd Java bytecode, shell scripts).

Cac thu vién phan mém Trong qua trinh xay dung phan mém, c6 mot
s6 thanh phan, chitc nang sit dung cac thanh phan clia cac phan mém
khac (ham, tht tuc, thu vién, anh, ...) Khi dugdc cai dat trén he thong,
cac thanh phan nay tré thanh doc lap v6i phan mém, c6 thé duge st
dung bdi cadc phan mém khéc

Cac tép cau hinh Dé c6 thé chay trén mot he thong va dap ung yéu cau
cu thé ctia NSD, phan mém can dudce tiy bién. Gia tri cia céc tiy bién
nay can dugc hau lai, doc lap vé6i thu vien phan mém va méa thyc hien.
Trong mot s6 truong hop, cac tity bién nay cho phép c6 thé tim kiém
céc thu vien phan mém can thiét.

D liéu tam thoi Trong qué trinh hoat dong ctia chuong trinh, cac da lieu
tam thai duge tao ra. Cac dit liéu nay chi ¢6 § nghia trong mot phién
lam viéc.

Cac thanh phan néi trén lien két véi nhau, ddm bado cho phan mém hoat
dong va cung cap cac tinh nang cho NSD. Khi hé théng va NSD thay doi
nhu cau st dung phan mém, can thuc hien mot s6 thao tac dé tac dong téi
cac thanh phan trén ctia phan mem.

8.1.2 Cac thao tac c6 thé thuc hién véi cAc phan mém
trén hé théng

Cai diat phan mém Khi phan mém chua ton tai trén hé théng, dé co thé
st dung phan mém can thic hién thao tac cai dat. Viéc cai dat phan mém
can dua trén mot tap hop cac tép can thiét cho phan mém, cu thé la céc
thanh phan ma thyc hién, thu vien phan mém, cac tép cau hinh mac dinh.
Ma thyc hién thuong duge dong géi thanh cac tép luu trit, bén trong co chita
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cac thong tin, tham chi cac kich ban dé c6 thé copy céc tép thuc hien vao céc
vi tri can thiét. Cac thu viéen phan mém ciing duge déng géi trong céac tep
luu trit, st dung dé dam bao hoat dong ctia phan mém khi chua cé cac thu
vién can thiét tréen hé thong. Thanh phan nay khong bat buoc phai c6 khi
cai dat. Sau khi cadc thanh phan trén da dugc copy vao cac vi tri can thiét,
can ¢6 mot cau hinh ban dau dé phan mém c6 thé hoat dong. Cau hinh ban
dau nay duge dong goi kem theo cac thanh phan trén.

G4 bd phan mém  Khi khong ¢6 nhu cau sit dung phan mém, NSD c6 thé
g6 bé phan mém ra khoi hé thong. Khong giong nhu ¢& bé ma thic hien,
viec gd bé céac thu vien phan mém c6 thé gay anh hudng t6i cac phan mém
khac. Tuy nhién néu khong gd bé thi cdc thu vien phan mém nay sé ton tai
trén hé théng mai mai. Nhu vay néu khong cé cong cu dé lay thong tin ve
cdc phan mém khéc, bai toan g& mot phan mém c6 st dung cac thu vién
phan mém chung véi cac phan mém khac 14 khong thyc hién duge. Cac tép
cau hinh c6 thé duge luu trit lai cho truong hop téi sit dung phan mém.

Céu hinh lai phan mém Khi cai dat phan mém, mot cau hinh mic dinh
duge dua vao hé thong. Cau hinh nay thuong 14 mot cau hinh da duge nha
san xuat phan mém kiém tra va thit nghiem k§ ludng, nén c6 tinh én dinh
cao. Sau mot thoi gian quan tri thay doi cau hinh, cé thé xay ra trudng hop
phan mém dugc cau hinh chua ding dan dén hoat dong khong 6n dinh. Thao
tac cau hinh lai phan mém cho phép thiét lap lai cac cau hinh mac dinh dé
quan tri vien c6 thé bat dau tir dau.

Tra citu théng tin vé phan mém Dé dam bao cdc phan mém trén he
théng hoat dong toét, khong anh hudng dén cdc phan mém khac, quan tri
vién can biét cdc thanh phan ctia phan mém nam & trén nhiing tép nao. Qua
d6 c6 thé thyc hién cac thao tac bo sung dé hoan thien viec cai dat, g b
va cau hinh lai phan mém.

8.1.3 CAch thitc quan 1y phan mém

Cac phan mém sit dung cac thu vien phan mém chung, c6 cic chitc ning
chung do d6 phu thudc 1lan nhau. Nhu vay khi thiyc hién céc thao téc trén
phan mém chac chan sé anh hudng dén cac phan mém khac. Do d6 can quan
1y su rang buoc gitta cdc phan mém, ddm bio cac thanh phan ctia phan mém
luon luon sin sang. C6 mot sé cach tiép can dé quan 1y phan mém:

Doc lap Cac phan mém tir quan 1y viéc thuyc hién cac thao tac trén phan
mém. Tt kiém tra cac thu vien phan mém, céc tép cau hinh thiéu/thita,
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néu can thi sé cai dat. Nhuge diém clia phuong phap nay la ngudi tao
ra cadc phan mém sé phai quan tam dén nhiéu van dé khong lién quan
gl dén chitc ning chinh ctia phan mém.

St dung kich ban Dé cho thuan tién, cic thao tac kiém tra cai dit & trén
dugc tap hop lai thanh céc script, stt dung chung bdi cac nha phat trién
phan mém. Nhu vay sé giam b6t khéi luong cong viec can thuc hien dé
tao cac module kiém tra va cai dat néi trén. Tuy nhién, cac kich ban
nay khong c6 du kha ning dé c6 thong tin vé cac phan mém khac can
thiét cho hodc dua vao phan mém dang xem xét.

CSDL vé phan mém Deé thuc hién duge cac thao tac kiém tra va cai dat,
can c6 mot CSDL chung, luu trit cdc thong tin vé cac phan mém cai
dat trén he thong, dic biet 1a rang budc gitta cac phan mém. Kich ban
kiém tra, cai dit va g& bo sé duge chuan hoa cho tat ca cac phan meém,
nha phat trién sé khong can phai quan tam dén nita.

Cong cu quan ly chung Mot budc tiép theo 1a quan 1y tit ci cac phan
mém biang cong cu quan 1y chung, ¢6 CSDL phan mém, c6 day du cac
cong cu cho phép kiém tra, cau hinh, cai dit va g& b cac phan meém.

Trong muc nay da dé cap dén cac khai niem co ban nhat vé quan ly phan
mém trong hé thong. Cac muc tiép theo sé dé cap dén viec thuyc hien, sit
dung cac cd ché quan 1y phan mém trong hé diéu hanh Linux.

8.2 Cai dat phan mém tir ma nguodn

Ngoai viéc cung cdp ma thuc hien dé cai dit tren hé théng, phan mém con
6 thé duoge cai dit st dung ma nguon. Viéc cai dit phan mém tit ma nguon
c6 nhiéu 1¢i thé. Khi dich phan mém tit ma ngudn, quan tri vien c6 thé kiém
soat hoan toan (vi ¢6 ma nguon) cac chitc ning ctia phan meém, dam bdo
khong c6 chitc ning ndo khong nam trong dit kién dude cai dit vao hé thong.
Viéc stt dung céc thu vién clia cdc phan mém khac ciing c6 thé duge tity bién
(st dung thu vién dong, tinh hoac tich hgp vao ma thuc hién). Mat khac,
qué trinh dich duge thuce hién tai chd cho phép trinh dich ¢6 thé t6i uwu ma
thuc hién theo cac cau hinh cu thé ctia hé théng. Nhuge diém ciia phuong
phap nay la luon doi héi ¢ trinh dich phu hgp trén he thong (mot sd he
thong khong cai dat trinh dich vi Iy do b4do mat). Qua trinh dich ma nguon
hoan toan do lap trinh vién va ngudi cai dat thue hién, sé rat kho khan cho
viéc quan 1y cac phan mém trén hé thong néi chung. Qua trinh dich, cai dit,
gd b6 phan mém khong c6 thong tin vé cac phan mém khéac trén hé thong,
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nén khong thyc hién duge cac thao tac trén nhiéu phan mém. Thong thuong
phuong phép nay dude st dung trén céc hé thong c6 phan mém it thay doi,
doi héi hiéu nang cao mot cach dic biet hoidc cac hé thong thit nghiem danh
cho céc nha phat trién phan mém.

Ma nguon c6 thé duge tai vé mot cach truc tiép, c6 thé duce cai dit
thong qua cac géi ma nguodn, co thé duge tai vé thong qua cac phan meém
quéan ly phién ban nhu CVS, SVN.

Qua trinh dich ma nguon véi cac phan mém tuong déi phitc tap doi hoi
thite hién céc cau lenh dich, copy, tham chiéu t6i cac tép khac nhau trong
cay con thu muc ctia ma nguon. Céc nha lap trinh C sit dung mot cong cu
dé c6 thé ghi lai va thic hién cac thao tac nay lip di lip lai trong qué trinh
phat trién goi 1a automake. Automake st dung tép makefile dé ghi lai céc
thao tac can thuc hien dé c6 thé dich ma nguon ra ma thuc hién, sau do
diing lenh make dé kich hoat kich ban nay véi cac tiy bién khac nhau. Hién
nhién trong qua trinh phat trién kich ban dich nay sé duge st dung nhiéu
lan. Makefile con la cong cu dé nha phat trién c6 thé huéng dan quan tri
vién cai diat phan mém tit ma nguon. Makefile duge st dung chii yéu v6i ma
nguon C, tuy nhién c6 thé dude st dung véi mot cong cu lap trinh bat ky.

Cac thao tac cai dat, go bo, cau hinh lai va cau hinh mic dinh phan mém
thuc té cling 1a cac thao tac tuong tu nhu cac thao tac bo trg thuc hién trong
qué trinh dich ma nguon thanh ma thiyc hién. Chinh vi vay, cac thao tac nay
duge tich hgp luon vao kich ban dich ma nguon, dude kich hoat riéng biét
hodc ciing véi qua trinh dich ma nguon tiy theo cac tiy bién ciia cau lenh
make. Cac tiy bién nay thong thuong 1 install, uninsstal, clean, reconfigure,

Mac dit Makefile cho phép tity bién qua trinh dich ma nguon véi rat nhicu
cac thao tac phu trg, tuy nhién viéc tao ra mot Makefile phu hgp véi cac
hée théng khac nhau, véi cac trinh dich khac nhau cia cling mot ngon ngit,
v6i sit ¢6 miat hay khong c6 méit clia cac thu vien phan mém can thiét trén
hé théng. Truong hop qua trinh dich v6i Makefile bi 18i, can chinh stta lai
Makefile dé phit hop véi he thong hién tai. Dé han ché su can thiép ciia céc
quan tri viéen vao Makefile, qué trinh nay duge thyc hién truée khi dich ma
nguon. Di kém theo ma nguon, c6 mot cong cu (configure, xconfig) cho phép:

e Kiém tra cau hinh hé théng c6 phit hgp
e Thay doi cac dong ciia Makefile cho phit hgp vé6i hé théng

Néu qua trinh ciu hinh khong hoan thanh, diéu nay chitng t6 trén hé thong
con thiéu mot s6 thanh phan co ban dé c6 thé dich ma nguon. Truong hop
nay quan tri vien can tré lai budce truée dé bo sung thém céc thanh phan
phan mém con thiéu.
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Nhu vay c6 thé thay qua trinh cai dit phan mém duge thue hién qua cac
budée:

e Chuan bi ma ngudn (tai ma ngudn tit Internet, copy tit cac thiét bi luu
tra, ...)

e Chuan bi moi truong dé dich ma nguon (Chuan bi cac phan ciing va
phan mém can thiét)

e Chuan bi kich ban dich ma ngudn (Thute hién lenh cAu hinh ty dong
hoac copy cédc Makefile phit hgp)

e Dich ma nguon (make all)
e Cai dat ma thu dugc sau khi dich ma nguon vao hé thong (make install)

e Céu hinh phan mém theo céc cau hinh m#c dinh (make config)

Qué trinh g& bé phan mém duge thire hien bang lenh make uninstall va make
clean.
Hinh trinh bay mot vi du vé cai dit phan mém tit ma nguon.

8.3 Cai dat phan mém bang cac cong cu quan
ly gbi

Dé don gian hoéa viec cai dat cac phan mém, cac thanh phan can thiét cho
viec cai diat mot phan mém thuong dude tich hgp vao trong mot tép duy
nhét goi 1a goi cai dat ctia phan mém. Nhu vay trong géi phan mém c6 thé
c6 ma cai dit, cac cau hinh co ban va cac kich ban cai dit, cau hinh lai, go
bé phan mém. Dé thuan tién cho cac nha phét trién phan mém, cac chuan
déng go6i phan mém duge cung cap kém theo cac cong cu déng géi phan mém
va chuan vé co s§ dit lieu phan mém trén hé théng. Cac cong cu déng goi
phan mém cho phép nha phat trién c6 thé dé dang tich hop cac thanh phan
can thiét vao géi phan mém, cung cap cac thong tin vé rang budoc phan mém
dé thuc hién cac thao tac trén nhiéu phan mém. Chuan vé CSDL cho phép
quan 1y cac rang budc vé phan mém nay. Trong cdc ban phan phdi ciia hé
diéu hanh Linux, ¢6 2 chuan duge sit dung rong rai. Mot chuan ciia Redhat,
thuong goi la Redhat Package Manager (RPM) va Debian Package (dpkg).
Cac vi du minh hoa trong muc nay sé duge thyc hién dya trén rpm. Cac vi
du tuong tu trén Debian Package khong c6 nhiéu khac biét, xin danh cho
ban doc thuc hién.

V6i cac cong cu quan 1y phan mém, céc chiic ning cé thé chia thanh 2
nhém: nhém quéan 1y g6i phan mém va géi quan 1y phan mém.

76



wget http://xvnkb.sourceforge.net/xvnkb-0.2.9a.tar.gz
# Hoac
$ cvs -d ’:pserver:anonymous@xvnkb.cvs.sf.net:/cvsroot/xvnkb’ login
$ cvs -z3 -d ’:pserver:anonymous@xvnkb.cvs.sf.net:/cvsroot/xvnkb’ checkout xvnkb
[trunghq@fcl12 xvnkb]$ ./configure
Configuration for xvnkb 0.2.10 on Linux
Type "./configure --help" for more information

Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking
Checking

uchar. ..
ushort. ..

no
yes

uint... yes

ulong... yes

dynamic linking loader... yes
X11 1lib... /usr/X11R6
pkg-config... no
xft-config... no

Xft... no

Compile options:

Enable
Enable

XFT: no
spell checking: yes

Enable
Enable
done.

extended keystroke: no
ABC liked Telex keystroke: no

Type "make" to compile

[trunghq@fcl12 xvnkb]$ make

[root@fcl12 xvnkb]# make install

make[1]: Entering directory ¢/home/trunghq/xvnkb/tools’
make[1]: Nothing to be done for ‘all’.

make[1]: Leaving directory ‘/home/trunghq/xvnkb/tools’

Copy xvnkb => /usr/local/bin ... ok

Copy xvnkb.so0.0.2.10 => /usr/local/lib ... ok
Copy xvnkb_localeconf.sh => /usr/local/bin ... ok
Initialize xvnkb core ... done

#Khdi dong xvnkb
xvnkb
#Sau khi cAu hinh, di cé thé gé tiéng Vidt

Hinh 8.2.1: Vi du vé cai dat va gd bé phan mém tit ma nguon
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8.3.1 Goéi phan mém
Cac goi rpm duge dit tén theo nguyeén tac
name-version-release.architecture.RPM

, trong d6 name la tén ting dung hoac tén goi khi né duge cai dat trén hé
thong, version 13 phién ban ctia phan mém chita trong goi, release 13 phién
ban phu ctia phan mém. Truong cudi cung architecture trong tén géi tép
chinh la kiéu kién tric, dinh danh phan cing dé thuc hién phan mém.

C6 hai loai g6i RPM: RPM nhi phan va RPM nguon. Mot g6i RPM nhi
phan chita ma thuc hien duge bién dich riéng cho mot kién tric cu thé. Phan
16n nhitng géi RPM nhi phan chita dung cac ting dung hoan chinh, s6 con lai
cung cap cac thu vien dé chia sé cho nhiéu ting dung c6 thé ding chung.

Céc g6i RPM nguon (thong thuong tén tép c¢6 phan mé rong 1a .src. RPM.
Chita ma nguon ciia chuong trinh va cac scripts can thiét dé dich ra cac méa
thic hien. Day 1a mot cach khac dé phan phdi ma nguon phan mém.

Qué trinh tao ra mot géi rpm dude thyc hién bdéi lenh rpmbuild. Dau vao
clia léenh nay 1a tap cac tép can duge dua vao trong gbi, mot tép cau hinh
goi.

Sau khi da dugc phan phdi t6i hé théng ctia NSD, c6 thé thuc hién cac
thao tac sau trén mot géi phan mém

e Tra cttu thong tin goi: liet ké cac thong tin vé phan mém, cic tép chita
trong goi.

e Trich xuat mot hodc nhiéu tép tit goi.
e Kiém tra géi: thit kiém tra tinh phit hgp clia goi véi hé thong hien tai.
o (ai dat goi: Cai dat goi va thuce hién cac cau hinh co ban.

Tat ca cac thao tac trén déu duge thyc hién béi lenh rpm.

8.3.2 Cac thao tac trén phan mém

Phan meém sau khi da dugc cai diat vao hé thong khong phu thuoc vao goi
phan mém. Cac thao téc c6 thé thuc hién trén phan mém la:

e Tra cttu thong tin vé phan mém.
e Cau hinh lai phan mém.
e G3 bé phan mem.
Cac thao tac nay ciing dugce thye hien béi rpm. Céc thao tac chi tiét v6i rpm

xin danh cho ban doc.
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8.4 Quan ly cac kho phan mém

8.4.1 Coéng cu quan ly phan mém béac cao

Trong cac vi du 6 muc trude, trong qua trinh cai dit cac géi phan mém, rpm
luon luon kiém tra lieu cac goi can thiét da dude cai dit chua. Néu khong
c6, NSD bat budc phai cai dat cac goi phan mém can thiét r6i mdi thie hién
duge viée cai dat goi dang xem xét. Trong nhiing truong hgp cac goi phu
thuoc 1an nhau tao ra vong, giai phap duy nhat 1a cai dit tat ca cac goi ciing
mot lic. Trong qué trinh cai dat cac goi nhu vay, tat ca cac thao tac tai goi,
cai goi déu do NSD thuc hien.

Dé cho viéc cai dit tré nén dé dang, hau hét cac ban phan phéi déu cung
cap cac gidi phap quan ly phan mém bac cao. Day la cdc phan mém thiyc
hién cac thao tac quan ly phan mém thong qua rpm hoac dpkg, tuy nhién tiy
dong héa mot phan cic cong viec lien quan dén tai goi va cai dat goi. Mot
diém khac biét ctia cac phan mém nay so véi rpm va dpkg 1a chiing cho phép
quan 1y ctiing mot lic nhiéu phan mém. Cac ban phan phdi duya trén rpm
thuong dung dpkg hosic urpmi. Cac ban phan phoi dya trén debian sit dung
apt.

8.4.2 Cac kho phan mém

Dé c6 thé cai dat cac phan mém mot cach tur dong, cac cong cu néi trén can
c6 kha nang tai duge cac géi phan mém vé he thdng dé roi sau doé cai dit.
Nhu vay cdc phan mém nay can c6 mot danh sach cac kho phan mém, khi c6
nhu cau sé tai cac phan mém can thiét ve. Dé tai cac géi phan mém, c¢6 thé
st dung giao thiic http, ftp, truy cap tép truc tiép hosic tham chi P2P. Cac
kho phan mém thong thuong chita mot hodic nhiéu kho phan mém ciia cic
ban phan phéi khac nhau. Dé cho qué trinh tim kiém céc géi duge nhanh
choéng, thong tin vé cac tép chita trong kho phan mém dude tap hop tao ra
mot tép tieu dé. Cac cong cu cai dat sé dua vao cac tieu dé nay dé tim kiém
tép can thiét. Hinh ?? mo ta cac cau hinh kho dit lieu co ban ctia yum. Céc
nha phan phdi duy tri trén cic server cac phién ban repo phi hop véi céac
ban phan phoi ctia minh. Véi mdi ban phan phdi, c¢6 cac repo con cho cac
phan mém da duge dich, cac phan mém dé thit nghiém va cdc phan mém
con dang dugc phat trién. Cac cong cu bac cao con ho trg viée tai cac tép tu
cac kho phan mém bang cac giao thiic khac khac nhau.
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8.4.3 Cac cong cu tuong tac

Trén co s6 cac cong cu bac cao, cac ban phan phdéi cung cap cic cong cu véi
giao dién tuong tac dé co thé quan 1y cac phan mém. Vi du yumex, aptitude,
synaptic, ..... Viéc stt dung cac cong cu nay thuan tién hon, tuy nhién vé ban
chat khong c6 gi khac so vé6i viée st dung cong cu bac cao.

8.5 Bai tap

Bai tap 8.1 Cai dat phan mém xvnkb tit ma nguon. Néu cdc 167 c6 thé xdy
ra va cach gidi quyét.

Bai tap 8.2 Cai dat phan mém mc st dung lénh rpm. Néu cdc 16i xdy ra
va cdch gidi quyét.

Bai tap 8.3 Cai dat phan meém kile st dung cau lenh yum.
Bai tap 8.4 St dung cong cu do hoa dé gd z-org khéi hé thong

Bai tap 8.5 Xay dung kho di lieu phan mém cho ban FC mdi nhat. Cau
Rinh yum dé st dung kho phan mém nay

Bai tap 8.6 Xay dung kho di lieu phan meém cho bin Ubuntu mdi nhat.
Cau hinh apt dé st dung kho phan meém nay
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Chuong 9

Khéi dong va két thac
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9.1 Khéi déng phan cing

9.1.1 Téng quan vé qua trinh khéi dong

Dé ¢6 thé c¢6 duge moi trusng cho phép NSD ¢6 thé thuce hien céc ting dung,
truy cap vao cac tai nguyén ciia may tinh, can c6 mot qua trinh khéi dong
cac thiét bi vat 1y, nap cac phan mém can thiét dé quan 1y cac thiét bi, céc
dich vu hé théng dam béao cho cac chuong trinh ng dung cé thé thuc hien.
Qua trinh nay goi la qua trinh khéi dong clia may tinh. Ty theo nhu cau
ctia NSD, méy tinh c6 thé thic hien cac qua trinh khéi dong khac nhau. Két
qué cta qua trinh thyc hién sé la cac moi truong khéc nhau phu hgp v6i nhu
cau ctia NSD.

Dé c6 thé dat duge muc dich trén, véi cac hé théng may tinh can thuc
hién cac buée khéi dong sau;

e Khéi dong hé thong vat 1.
e Khéi dong hé dieu hanh.
e Khéi dong cac dich vu hé thong.

e Khdi tao moi truong cho NSD.

9.1.2 Khdéi dong may tinh

Khi ¢6 tin hiéu bat may, chuong trinh POST (power on self test) duge thuec
hien. Chuong trinh kiém tra céc thiét bi phan cing co ban clia hé théng.
Néu c6 161 may tinh sé bao cho NSD, hodc tit may néu khong thé khic phuc.
Néu khong he thong sé thuc hien khéi dong theo ché do méc dinh, tim kiém
mot thiét bi luu trit dé c6 thé tai nhan HDH vé. C6 thé c6 cac kha nang:
khéi dong tit 6 cting, 6 di dong, 6 mang, 6 meém, ... Giai doan nay khi thuec
hién trén cdc may tinh thong thuong thi thoi gian tuong ddi ngan va khong
c6 cac thao tac phic tap. Khi thyc hién trén cic may tinh c6 cau hinh phan
ciing phiic tap hon thi day chinh la giai doan dé khéi tao cac cdu hinh phan
ciing ctia hé théng. Vi du céc 6 RAID, cac 6 SCSI déu dude cau hinh tai thoi
diém nay.

Dé c6 thé tai va khéi tao he diéu hanh, céc hé théng thuong st dung
sector dau tien trén cac thiét bi luu trit (Master Boot Record). Trong Master
Boot Record chita mot chuong trinh con sé khéi dong toan bd qua trinh tai
nhan hé diéu hanh. Truong hop mic dinh, chuong trinh con nay sé tim mot
phan ving (phan ving tich cuc) ctia 6 dia va khdi dong chuong trinh con
nam trén sector dau tién ctia phan ving nay. Chi tiét hon vé MBR va First
Sector c6 thé xem trong Chuong
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9.2 Khdi dong hé didu hanh

Dé khai dong hé diéu hanh, can tai nhan hé diéu hanh vao hé théng va sau
dé6 chuyén diéu khién cho nhan hé diéu hanh. Giai phap dau tién 14 cho phép
chuong trinh chita trong MBR c¢6 thé tai truc tiép hé diéu hanh trén thiét
bi luu trit. Tuy nhién, v6i kich thuée han ché ctia Boot Program trong MBR
(446 byte), rat khé dé co thé tai cac he diéu hanh bang céc thao tac bac thap
(khi he diéu hanh chua duge tai va thyc hien, sé khong c¢6 bat ctt cong cu
b6 sung nao dé doc thiét bi luwu trit). Thue té thudng st dung phuong phap
khdéi dong 2 buée. Trong buée thit nhat sé tai cAc phan mém nhd, ndm & cac
vi trf dé doc, ¢6 dinh trén thiét bi luu trit, c6 chitc nang hd trg truy cap céc
6 dia. Budc thi hai, v6i sy hd trg clia cac phan mém néi trén, hé théng sé
doc va tai nhan hé diéu hanh.

V6i gidi phap thtt 2, chuong trinh khéi dong nam trong MBR can phu
hop véi cac phan mém sé tai trong bude 1. Céc chuong trinh khéi dong pho
bién nhat hién tai la: MS Boot Record, Lilo boor recors, Grub boot record.
Trong truong hgp khi MBR va cac chuong trinh khéi dong bude 1 khong
tuong thich, c6 thé cai dat lai MBR cho phit hop v6i hé thong.

Linux cung cap 2 cong cu dimng dé khéi dong he diéu hanh Linux. LILO
(Linux Loader) la cong cu cho phép NSD c¢6 thé dinh nghia cac kich ban khéi
dong, sau dé6 ghi céc kich ban nay vao mot thu muc dic biét (/boot) 1a thu
muc c6 thé duge truy cap dé dang tit MBR boot program. Can ct vao cac dit
lieu nay, boot program sé khéi dong phan con lai ctia Lilo va tai nhan Linux
vao bo nhg. GRUB (Grand Unified Booter) cho phép NSD c¢6 thé khai bao
tric tiép cac tham sb clia qua trinh khéi dong vao thu muc boot, ¢é thé co
mot giao dién dong lenh dé thuc hién qua trinh khéi dong theo nhu cau cia,
minh). Xu huéng hien nay GRUB dang thay thé dan LILO.

9.2.1 LILO

La mot chuong trinh nhoé ding dé tai nhan DH. LILO c6 thé duge cai 6 MBR
clia 6 dia, hoiic & sector dau tién ctia phan viing, thay thé cho Boot Program
dé tai nhan he diéu hanh vao trong bo nhé. LILO khong c6 chiic ning xéc
thuc va bdo mat. LILO st dung thu muc /boot dé Iuu trit cac tép cé lien
quan. Cac teép .map luu trit vi tri (vat Iy) ctia cac tép ma LILO can. Trudce
khi ghi MBR ctia LILO lén MBR, LILO sao luu mdt ban cia MBR cii trong
tép /boot/boot.xxx

Cac tép nay dudgc tao ra st dung cau lenh lilo (/sbin/lilo). Cau lénh lilo
doc cau hinh mac dinh trong /etc/lilo.conf, sau d6 ghi vio thu muc boot dé
phuc vu cho qua trinh boot. Lénh lilo ¢6 céc option thuong st dung la:
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e lilo -t: kiém tra lieu /etc/lilo.conf c6 ding ct phap hay khong. Thao
tac nay tranh cho viéc ghi cac tham sé khong chuan xac cho quéa trinh
khéi dong.

e lilo -v hodc khong ¢6 tham s6: Can ¢t vao noi dung ctia /ete/lilo.conf
thye hién viéc tao ra cac tép .map trong thu muc boot va ghi LILO
MBR vao 6 ciing hodc phan ving.

LILO c6 thé duge cau hinh dé khéi dong HDH Linux cling nhu cac hé diéu
hanh khac. Truong hop hé diéu hanh Linux, c6 thé truyén mot s6 tham sb
ban dau dé khéi dong nhan hé diéu hanh. Hinh ?? mo t4 mot tép /etc/lilo.con
dién hinh. Trong vi du nay, LILO dudc cau hinh dé hién thi menu lya chon
cac tuy bién khdi dong trong vong 50s. Qua thai gian do, LILO sé lita chon
mac dinh 1a cAu hinh c6 tén linux dé khéi dong. LILO cho phép khai béo
nhiéu cau hinh khdi dong (t6i da 16). Can khai bao thu muc goc nam 6 dau,
vi trf ctia map file v& boot sector. Vi cac cau hinh linux, can khai bao céc
tep chita he dicu hanh (image va inited), nhan ctia cAu hinh khéi dong va
mot s6 tham s6 ctia nhan hé diéu hanh. V6i cac hé diéu hanh khéc, can khai
bao nhan va phan viing sé khéi dong. Dé sit dung lilo, can thic hién cac thao
tac sau:

e Cai dat lilo.

e Céu hinh /etc/lilo.conf.

e Kiém tra cau hinh bing cau lenh lilo -t.

e Cap nhat cau hinh khéi dong bang cau lenh lilo -v.

Truong hop dang stt dung mot chuong trinh khéi dong khac, mudn st dung
lai lilo, cau lénh lilo -v sé thuc hién thao tac nay. Trong qua trinh khéi dong
bang LILO, néu c6 16i xay ra, LILO sé thong bao bing cich hién thi timg
phan ctia LILO. Cu thé:

e Khong hién thi gi: Khong khéi dong duge LILO.

e L: Da khéi dong duge LILO boot sector, khong tim thay phan con lai
cua LILO.

e LI: DA tim thay phan 2 ctia LILO nhung khong thic hién dugc.

e LIL: Phan 2 ctia LILO da dugc thue hién, khong doc dude map hodc
map khong ding.

e LILO: Hoan thanh qua trinh khéi dong cua LILO.
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prompt

#Show the lilo menu

timeout=50

#Time to wait for user input before enter default boot
default=linux

#default boot configuration

boot=/dev/sda

#Boot from first scsi disk

map=/boot/map

#boot map, don’t touch it

install=/boot/boot.b

#boot sector content
message=/boot/message

linear
image=/boot/vmlinuz-2.4.20-8smp
label=linux
initrd=/boot/initrd-2.4.20-8smp.img
#boot image

read-only

append="root=LABEL=/"
image=/boot/vmlinuz-2.4.20-8
label=linux-up
initrd=/boot/initrd-2.4.20-8.img
read-only

append="root=LABEL=/"

#windows

other
label

/dev/sdal
winxp

Hinh 9.2.1: N6i dung tép /etc/lilo.conf
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# grub.conf generated by anaconda

#

# Note that you do not have to rerun grub after making changes to this file
# NOTICE: You have a /boot partition. This means that

# all kernel and initrd paths are relative to /boot/, eg.
# root (hd0,0)

# kernel /vmlinuz-version ro root=/dev/sda2

# initrd /initrd-version.img

#boot=/dev/sda

default=0

timeout=10
splashimage=(hd0,0) /grub/splash.xpm.gz
title Red Hat Linux (2.4.20-8smp)
root (hd0,0)
kernel /vmlinuz-2.4.20-8smp ro root=LABEL=/
initrd /initrd-2.4.20-8smp.img
title Red Hat Linux-up (2.4.20-8)
root (hd0,0)
kernel /vmlinuz-2.4.20-8 ro root=LABEL=/
initrd /initrd-2.4.20-8.img
title Windows
rootnoverify (hd0,4)
chainloader +1

Hinh 9.2.2: Tép /boot/grub.conf

9.2.2 GRUB

GRUB (GRand Unified Bootloader) bo sung thém nhiéu tinh nang cho qua
trinh khéi dong. NSD c¢6 thé khai bao mat khau dé khéi dong cac cau hinh
phan mém, c6 thé c6 mot shell dé tuy bién cac qué trinh khéi dong. Dé c¢o
thé stt dung GRUB, can cai dit phan mém GRUB. Cau lenh grub-instal cai
d&t cac tép can thiét (néu chua c¢6 ) va cai dit GRUB boot sector. Sau khi
thiie hien lan dau, NSD sé khong can thic hién lai grub install, ma chi can
thay ddi truc tiép vao tép /boot/grub.conf la da c6 tac dong tryc tiép dén
qua trinh khéi dong. Hinh mo t4 mot cau hinh ciia GRUB c6 chiic ning
twong ty nhu LILO trong Hinh [9.2.1] C6 thé thiy mot vai diém khac biet
nhu cac phan ving duge danh dau bang ci phapr (hdX,Y), X 1a s6 tht tu
clia o dia (tir 0), Y 1a s6 thit tu ctia phan ving.
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\includegraphics[scale=1]{boot-kernel.png}
Hinh 9.3.3: Qua trinh khdi dong nhan

9.3 Khéi dong hé théng

Sau khi cac chuong trinh khéi dong hoan thanh nhiém vy, nhan cia HDH
duge tai vao hé thong va duge thie hien. Mo hinh don gidn clia qué trinh
thuc hien duge mo ta trong Hinh ??. Sau khi khéi dong nhan, quyén kiém
soat hé thdng thuoc vé tién trinh init. Tién trinh nay sé tiép tuc thuc hién
cac cong viéc:

e Tai cac mo dun phan mém bd sung cho viéc quan 1 phan cting ctia hé
thong.

e Kich hoat cac dich vu hé thong.
e Khdi dong cac giao dién cho NSD.

Cac thao tac nay dudce thyc hien baéi tién trinh init. Tién trinh nay 1a goc
clia cac tién trinh trong hée théng. Phu thuoc vao nhu cau sit dung, c6 thé c6
cac tap hgp phan ctng, phan mém va giao dién khéc nhau ctia NSD ¢6 thé
dudc kich hoat. Linux tap hop cidc phan mém va phan ciing nay thanh céc
mitc thiye hién. Linux dinh nghia 7 mic thuyc hién tir 0-6. Mic 0 st dung khi
can tat he théng. Mic 6 st dung khi bat hé théng. Mitc 3 va 5 la cac miic
thiic hién binh thuong ctia hé thong, véi nhieu NSD va két ndi mang, trong
d6 miic 5 ¢6 giao dién do hoa. Miic 2 1a miic c6 nhiéu NSD c¢6 thé diang nhap
vao hé thong nhung khong c6 két néi mang. Mice 1 14 mic thuong dung khi
bao dudng hé thong, chi c6 1 NSD két noéi va khong c6 két ndi mang. Cau
lenh runlevel hién thi mic thuc hién hién tai va mtc thuc hién truée khi
chuyén sang mic thie hien hién tai. Cau lenh init cho phép kich hoat mot
muc thuc hién.

Céc mtec thuc hien duge cac hé théng trien khai khac nhau. Mitc 3 véi
mot s6 ban phan phoi duge dinh nghia c6 giao dién do hoa (debian, ubuntu),
trong khi véi Redhat, FC lai khong c6.

Init stt dung tép cau hinh 1a /etc/inittab. Mot vi du vé tép initab dién
hinh dugc mo t& trong Hinh ??. Tép inittab gom nhiéu dong, méi dong gom
nhiéu truong phan cach nhau bang dau :. Cac truong c6 ¥ nghia nhu sau:

e Nhan: trudng nay chi ra b6i cAnh ma dong lenh sé duge thiie hién, hoic
chi don gian 14 danh dau dong.
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# Default runlevel. The runlevels used by RHS are:

H OH H HF H O H H

O_

D O WN -

halt (Do NOT set initdefault to this)

Single user mode

Multiuser, without NFS (The same as 3, if you do not have networking)
Full multiuser mode

unused

X11

reboot (Do NOT set initdefault to this)

##Syntax: id:runlevels:action:process
id:5:initdefault:

#Default runlevel. Don’t change it to O or 6
# System initialization.
::sysinit:/etc/rc.d/rc.sysinit

si

10:0
11:1
12:2
:3:
4
5
6

13

14:
15:
16:

:wait:/etc/rc.d/rc O
:wait:/etc/rc.d/rc
:wait:/etc/rc.d/rc
wait:/etc/rc.d/rc
:wait:/etc/rc.d/rc
:wait:/etc/rc.d/rc
:wait:/etc/rc.d/rc

o O W N -

# Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

# When our UPS tells us power has failed, assume we have a few minutes

# of power left. Schedule a shutdown for 2 minutes from now.

# This does, of course, assume you have powerd installed and your

# UPS connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"
# If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"
Run gettys in standard runlevels

#

1
2
3
4
5:
6
#
X

:23
:23
:23
:23

23

123

45:
45
45:
45
45
45

respawn:/sbin/mingetty ttyl
respawn:/sbin/mingetty tty2
respawn:/sbin/mingetty tty3
respawn:/sbin/mingetty tty4
respawn:/sbin/mingetty ttyb
respawn:/sbin/mingetty tty6

Run xdm in runlevel 5

:5:respawn:/etc/X11/prefdm -nodaemon

Hinh 9.3.4: Mot tép /etc/inittab dién hinh
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respawn Tién trinh duge khéi dong lai sau khi két thic

walt Tién trinh chi khéi dong mot lan khi kich hoat miic thuc
hién. Init sé chd cho tién trinh két thic.

once Tién trinh sé thuc hién mot lan

boot Tién trinh chi thyc hién khi khéi dong. Mic thyc hién
bi bé qua.

bootwait Tién trinh chi thuyc hién khi khéi dong, init chd tién trinh
két thiic mdi thuc hién cac thao tac khac

off Khong lam gi ca khac

ondemand Chi thyc hién khi cac mitc thyc hién a,b,c duge kich
hoat. khac

initdefault Miic thyc hién mac dinh cia hé thong

sysinit Chi thiyc hién khi hé thong khéi dong, trude khi boot va
bootwait duge thuc hién

powerwait Thuyc hién khi mat dién nguon.

powerokwait | Thuc hién khi c¢6 dién (lai)

powerfailnow | UPS sap hét dien

ctrlaltdel init nhan duge SIGNINT= Ctrl-Alt-Del dugc an

kbrequest Tién trinh khai bao duge thue hién khi nhan duge mot
phim tt ban phim

Béang 9.1: Cac gia tri c6 thé ctia truong cach thiic thite hien

e Miic thyc hién: chi ra cac mtc thyc hién ma dong sé duge thyc hién.
Miic thye hién c¢6 thé nhan gia tri tit 1 dén 6 hodc tap hop ciia cac gia
tri do.

e (Cach thiic thuyc hién: cach thye thyc hién cau lenh. Bang mo ta cac
gid tri c6 thé clia trudng nay.

e Cau lenh khéi dong tién trinh. Truong nay bi b qua véi mot s6 gia tri
cua truong cach thic thuyc hién.

Tién trinh goc init duoce khéi dong trong 2 truong hop. Truong hgp thit nhat
khi khéi dong hé thong. Truong hop thi 2 khi cau lenh init duge thuyc hién.
Trong truong hop thit nhat, init sé doc inittab va khéi dong hé théng theo
mitc thire hién duge khai bao trong dong chita initdefault. O Hinh 77?7, init
tiép tuc thyc hien dong si::sysinit:/etc/re.d/re.sysinit 1a dong chi thic hién
khi hé théng khéi dong. rc.sysinit 13 mot kich ban shell, cho phép kiém tra,
xem liéu cac mo dun quan ly phan cting da duge tai vao bo nhé chua. Néu
chua kich ban nay sé kich hoat cAc phan mém tuong tng.
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[trunghq@localhost trunghql$ 1ls /etc/rc3.d

KO5saslauthd K50snmpd S10network  S24pcmcia S80sendmail
S97rhnsd  K20nfs Kb0snmptrapd S12syslog S2bnetfs

S85gpm S99local K24irda K74ntpd S13portmap
S26apmd S390crond K35smb S05kudzu Sl4nfslock
S28autofs S90xfs K35winbind SO8iptables  S17keytable
S55sshd S95anacron  K4bnamed S09isdn S20random

Sb6rawdevices S9batd

[trunghq@localhost trunghql$ 1ls -1 /etc/rc3.d/S90
S90crond S90xfs

[trunghg@localhost trunghql$ 1ls -1 /etc/rc3.d/S90crond
lrwxXrwxrwx 1 root root 15 Apr 2 19:36
/etc/rc3.d/S90crond -> ../init.d/crond

Hinh 9.3.5: Noi dung thu muc /etc/rc3.d/

Phan doan tiép theo & trong tép inittab la khai bao cic tién trinh sé duge
khéi dong ¢ miic thyc hien. Thuc chat chi ¢6 mot kich ban /etc/re.d/rc véi
tham s6 1a mitc thyc hién tuong ting. Kich ban /etc/rc.d/rc thuc hién céc
cong viéc sau:

e Kiém tra mic thuc hién va dat cac tham sé moi truong cé lien quan
e Két thuc cac tién trinh khong thic hién trong mitc thiyc hién méi
e Khdi dong cac tién trinh trong mic thiyc hien méi.

Cac kich ban khéi dong va két thtc cac tién trinh nam trong thu muc
/etc/reX, trong d6 X la mic thyc hién. Trong méi thu muc, ¢é cac kich
ban dé khéi dong va két thic céc tién trinh. Céc kich ban nay dugce ky hieu
la AXXY, trong d6 A c6 thé nhan gia tri S hoic K thay cho Start hosic Kill,
biéu dién kich ban khéi dong hodc két thic cla tién trinh. XX 1a s6 thit tu,
cho biét tién trinh nao sé khéi dong trudc tién trinh ndo. A la tén cla tién
trinh. Céc kich ban nay déu la cac lién két t6i cac kich ban thuc sy & trong
thu mﬁ_;ﬁtc/init.d. Vi du vé noi dung thu muc /ete/re3.d/duge mo ta trong
Hinh

Modi miic thyc hién sé ¢6 mot s6 cac tién trinh (dich vu) he théng duge
khdi dong. Cac tién trinh con lai khong duge khéi dong trong miic thire hién,
can dugc két thic khi chuyén sang mic thuc hién nay. Khi khéi dong va khi
két thiic cac tién trinh can tuan theo trat tuy nhat dinh, vi cac tién trinh con
phu thuoc 1an nhau. Tat cd nhitng yéu cau nay dugce thiyc hién bang cach:
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e Cac tién trinh hé thong duge khéi dong va két thic bang cac kich ban
nam trong thu muc /etc/init.d

e Cac thu muc /etc/reX tuong ting véi miic thuce hién X.

e Trong mdi thu muc, c6 cic K va S vdi cac s6 thit tu quyét dinh trinh
tu thuc hién.

Tré lai véi tép /etc/inittab, sau cdc dong khai béo cach thic khéi dong céc
tién trinh he théng 1a cac khai bao cac tdc vu sé thuyc hién trong mot s
truong hgp thong thuong. Sau dé 1a phan khéi tao cac giao dien NSD. C6
thé thay mic dinh hé thong sé khdi dong 6 console (tty1-6) va mot giao dién
do hoa.

Nhu vay viéc phan biét cac mic thic hién trén thice té chi 1a phan biet
tap hop céc tién trinh sé duge khéi dong trong mitc thuyc hién, phu thuodc
vao noi dung tép /etc/inittab va cdc thu muc /etc/re.d/. NSD hoan toan cé
thé thay déi theo nhu cau ctia minh. Céac nha phan phéi ciing déng géi céc
tép nay khac nhau. Trong cac ban phan phéi dya trén Debian, mtc 3,4,5 1a
cic miic thice hién c6 do hoa. Trong ban phan phdi dira trén Redhat, mic 3
13 mitc khong c6 do hoa.

Cac dong trong /etc/inittab c6 thé duge coi la chudi cac thao tac sé thuc
hién khi khéi dong mot mic thuc hién nao d6, dong thdi ciing c6 thé coi la
cac thao tac duge thyc hién dap ting cac sy kién xdy ra trong hé théng. Vai
tro kép nay khién cho viec quéan 1y tép /etc/inittab ciing nhu cac tép khac
gap nhieu khoé khan.

Trong cac ban phan phoi mdi, init dang duge thay thé béi Upstart, trong
do cac dong cua inittab sé duge tach ra thanh cac su kién, luu trit trong thu
muc /etc/event.d/. Cac lien he giita cac su kien khong duge biéu dién bing
thit tu, ma biéu dién bing quan hé xay ra trudc/sau véi timg sy kién.

9.4 Cac dich vu

Cac tién trinh hée thong con duge goi 1a cac dich vu. Véi céc dich v mang,
c6 thé chia lam 2 loai: dich vu don 1é va dich vu khéi dong bang tcpwrapper.

9.4.1 Dich vu don 1é

Céc dich vu don 1é duge biéu dién bing cac kich ban ndm trong thu muc
/ete/init.d/ trong d6 thyc hieén cac thao tac goi dén céac tép thuc hién cla
dich vu. Céc tép nam trong thu muc nay dudc lien két dén bdi cac lien két
S va K trong thu muc /etc/reX.d/. Trén cac dich vu nay, c6 thé thuc hien
cac thao tac sau:
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Khéi dong dich vu.

Két thic dich vu.

Dat dich vu khdi dong trong mot mic thuyc hién nao do

Tat dich vu trong mot mic thic hién nao dé.

2 thao tac dau tien c6 thé thuc hien theo 2 cach: goi truc tiép kich ban ti
thu muc /etc/init.d/ véi cac tham sb start, stop, reload, restart, ... hodc thyc
hién bang cau lénh service <tén dich vu> <cau léenh>. 2 thao tac sau c6
thé dugc thuc hién bang cach tao cac lien két tuong ng trong céc thu muc
/etc/reX.d//. Tuy nhién viéc xac dinh trat tu wu tién gip nhiéu khé khan,
do do6 viéc cai dat cac dich vu don 1é thuong duge thie hién v6i cau lénh
chkconfig. Cau lénh nay cho phép:

e Hién thi cac dich vu khéi dong & cac mic thuc hien

Hién thi cac mic thuc hien c6 khéi dong mot dich vu

Bat dich vu trong miic thiyc hién

Tat dich vu trong mic thiyc hién

e Thém mot dich vu

Xo6a mot dich vu

Hinh trinh bay cac cau lénh thuc hién cac thao tac trén

9.4.2 Superdaemon

Dé c6 thé cung cap mot dich vu mang, trén may chit phai c6 mot tién trinh
luon luon chay, cic tién trinh khac sé két ndi vao tién trinh d6. Néu trén he
thong c6 nhiéu dich vu cting thire hién, hé théng sé tiéu ton tai nguyen dé céc
tién trinh phuc vu cho céc dich vu d6 ludén luon thiye hién, ké ca khi khong
x1t 1§ bat cit yéu cau nao tir cac tién trinh khach. Dé giai quyét van dé nay,
Linux stt dung mot tién trinh thuong xuyén lang nghe tat ca cic yéu cau tit
phia tién trinh khac, phan tich cac yéu cau. Néu yéu cau gti dén tién trinh
da dugc kich hoat, yeu cau sé dude chuyén dén cho tién trinh. Néu khong,
tién trinh sé duge kich hoat roi yéu cau méi duge chuyén. Sau mot khoang
thoi gian xac dinh, tién trinh khong c6 yeu cau dé xtt Iy sé tu két thic.
Tién trinh lam nhiém vy phan phdi néi trén goi 1a superdaemon (siéu
server) hay con goi la tcpwrapper. Phan mém tuong ting 13 inetd va xinetd.
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[root@localhost root]# chkconfig --list crond

crond O:o0ff 1:0ff 2:0n 3:o0n 4:on 5:o0n 6:0ff
[root@localhost root]# chkconfig --level 235 crond off
[root@localhost root]# chkconfig --list crond

crond O:o0ff 1:0ff 2:0ff 3:0ff 4:on 5:0ff 6:0ff
[root@localhost root]# mv /etc/rc4.d/S

S05kudzu S13portmap S25netfs S80sendmail S95atd
S08iptables S14nfslock S26apmd S85gpm S97rhnsd
S09isdn S17keytable S28autofs S90crond S991ocal
S10network S20random Sbbsshd S90xfs

S12syslog S24pcmcia Sb6rawdevices S9b5anacron
[root@localhost root]# mv /etc/rc4.d/S90

S90crond S90xfs

[root@localhost root]l# mv /etc/rc4.d/S90crond /etc/rcd.d/S95.d
[root@localhost root]# 1ls /etc/rc4.d/S9x

/etc/rc4.d/390xfs /etc/rcd.d/S95atd /etc/rcd.d/S97rhnsd
/etc/rc4.d/S95anacron /etc/rc4.d/S95.d  /etc/rc4.d/S99local
[root@localhost root]# chkconfig --level 4 crond reset
[root@localhost root]# chkconfig --list crond

crond O:o0ff 1:0ff 2:0ff 3:0ff 4:on 5:0ff 6:0ff

Hinh 9.4.6: Cac thao tac trén cac dich vu don 1é
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#echo stream tcp nowait root internal

#techo dgram udp wait root internal

ftp stream tcp nowait root /usr/sbin/tcpd in.ftpd -1 -a
#pop-3  stream tcp nowait root /usr/sbin/tcpd ipop3d

#swat stream tcp nowait.400 root /usr/sbin/swat swat

Hinh 9.4.7: Vi du vé cau hinh inetd

Inetd st dung tép /etc/inetd.conf dé khai bao cac dich vu duge quan 1y bdi
inetd. Xinetd st dung /etc/xinetd.conf dé khai bao cac cau hinh chinh ctia
superdaemon va /etc/xinetd.d dé khai bao cac dich vu bi quan ly. Hinh ??
va Hinh ?? mo ta4 mot vai vi du vé cau hinh céc dich vu.

Teén va cong clia cac dich vu can dude thdng nhat gitta tién trinh khéc va
tién trinh chi. Linux thyc hién bing cach st dung chung mot tép /etc/services
phan phéi khi cai dit. Hinh mo ta cac dich vu truyen thoéng.

Ngoai muc dich ban dau, co ché superdaemon con cho phép kiém soat
chung tat cd cdc yéu cau dén va di trén may tinh. Tep /etc/host.allow liet
ke cac may duge quyen két ndi vao superdaemon. Tep /etc/host.deny ligt ke
cdc may tinh bi cam két noi.

9.5 Bai tap

Bai tap 9.1 Hé thong vdi LILO bj hong MBR nén khong khdi dong duoc.
St dung CD rescue, lam thé nao dé phuc hoi lai MBR ctia LILO?

Bai tap 9.2 Can ci vao cau hinh dugec néu trong Hinh hay viét cac
lenh dé khdi dong Linuz tu GRUB shell

Bai tap 9.3 Cau hinh hé thong dé khdi dong khong cé giao dién do hoa, vdi
3 tty.

Bai tap 9.4 Chuong trinh ssh khong két noi dugc vdi server sshd. Phan biét
cic khd ning 101 sau day:

o Khong cé két noi mang
o (6 két noi mang, sshd chua dugc khdi dong

o (6 két noi mang, sshd da khdi dong nhung mdy tinh client nam trong
/etc/host.deny.
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[root@localhost rootl# cat /etc/xinetd.conf

#

# Simple configuration file for xinetd

#

# Some defaults, and include /etc/xinetd.d/

defaults

{
instances = 60
log_type = SYSLOG authpriv
log_on_success = HOST PID
log_on_failure = HOST
cps = 25 30

X

includedir /etc/xinetd.d
[root@localhost rootl# cat /etc/xinetd.d/

chargen daytime-udp rsync sgi_fam time-udp
chargen-udp echo servers sshd
daytime echo-udp services time

[root@localhost rootl# cat /etc/xinetd.d/sshd
# default: off
# description: The rsync server is a good addition to an ftp server, as it \

# allows crc checksumming etc.
service ssh
{
disable = no
socket_type = stream
wait = no
user = root

server = /usr/sbin/sshd
server_args -1
log_on_failure += USERID

Hinh 9.4.8: Vi du cau hinh xinetd
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users

quote

quote

ttytst source
ttytst source

# 21 is registered to ftp, but also used by fsp

systat 11/udp
daytime 13/tcp
daytime 13/udp
qotd 17/tcp
qotd 17/udp
msp 18/tcp
nd protocol

msp 18/udp
nd protocol

chargen 19/tcp
chargen 19/udp
ftp-data 20/tcp
ftp-data 20/udp
ftp 21/tcp
ftp 21/udp
ssh 22/tcp
Login Protocol

ssh 22/udp
Login Protocol

telnet 23/tcp
telnet 23/udp

fsp fspd

# message se

# message se

# SSH Remote

# SSH Remote

Hinh 9.4.9: Mot phan cta tép /etc/services
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Chuong 10

Thiét bi lwu trit
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10.1 Cac khai niém co ban

10.1.1 CAc loai dia vat ly trong Linux

Linux hé tr¢ hau hét cac loai thiét bi Iuu trit ¢c6 mat trén thi truong. Cac
thiét bi luu trit luon luon duge biéu dién bang cac tép dat trong thu muc
/dev/. Ty theo loai két noi ctia thiét bi luu trit v6i he thong, Linux dit tén
theo qui tac rieng. Mot s6 loai thiét bi luu trit ma he diéu hanh Linux hd trg
la:

Dia ciing giao tiép theo chuan ATA-IDE IDE (Integrated Drive Elec-
tronics) 14 chuan giao tiép xuat hién tit nhitng nam 80, sit dung cap
¢6 40 chan. Mdi may tinh c¢6 thé c6 2 bo diéu khién IDE (primary va
secondary). Mdi bo didu khién kiém soat mot cap IDE. Trén mdi cap
IDE c6 thé cam 2 thiét bi chti (master) va té (slave). Nhu vay trén mot
may tinh c6 thée két ndi téi da 4 thiét bi IDE. Linux biéu dién céc thiét
bi nay bang cic tép /dev/hda, /dev/hdb, /dev/hdec, /dev/hdd theo thit
tu. Thong thuong CD-ROM duge két ndi véi /dev/hde. 1.

SCSI SCSI (Small Computer System Interface) sit dung cap truc dé két noi
cac thiét bi. M&i thiét bi sé c6 mot SCSI ID. Trir thiét bi dieu khién,
tréen moéi mot cap SCSI ¢6 thé cdm duge 7 hosc 15 thiét bi. Khi he
thong khéi dong, bo diéu khién scan cap truc dé thiét lap cac ID cho
cac thiét bi, do d6 c6 nhiéu trusng hop thtt tu cac thiét bi thay doi
trong cac lan khéi dong khac nhau. Linux biéu dién céc thiét bi két noi
chuan SCSI béang cac tép /dev/sdX, trong d6 X la mot chit céi tit a-z
biéu dién thiét bi.

USB va IEEE-1394 Linux ciing nhu mot s6 HDH khac khong c¢6 ho tro
truyc tiép cho cac thiét bi luu trit ¢6 cac két ndi nay. Thong thuong, céc
két noéi nay dude giad 1ap nhu cac két néi SCSI. Nhu vay, khi cAm thém
mot thiét bi USB vao hé thong, thiét bi nay sé duoc coi nhu mot thiét
bi SCSI, c¢6 kha ning sé lam thay doi thi tu ctia cac thiét bi SCSI.

RAID Redundant Array of Independent Disks (RAID) la céch thiic sit dung
nhiéu thiét bi luu trit dé cho hiéu nang cao va do tin cay cao hon. Linux
ky hi¢u cac thiét bi RAID bing /dev/mdX, trong d6 X la s6 thi tu
cta thiét bi.

LVM Logical Volume Manager (LVM) la cach thitc két hop cac khong gian
6 cting thanh mot khong gian 6 ciing duy nhat. Linux biéu dién cac 6
dia Logic nay bang /dev/LogVol00.

99



MBR
| Bootsectol
Data atea Plruoary
of paititicn partihah
| Bootseclor
Logical Uhused boot sectol
cal | po-TETFEEIEETEELE
patition Data avea Extended
ey | [ Urmebeanaia| | pusiion
cal | po-TETEEIEETEELE
patiitich Data atea
Uhused disk space
| _EE'Ei_E_ﬂ:_iEI' _______ Frima Ly
Diata avea paiditich

Hinh 10.1.1: Cac phan ving trén o dia

10.1.2 Phan vung

Céc 6 dia duge chia thanh cic phan viing (partitions). Thong tin vé cdc phan
ving dudc nam trong phan con lai cia MBR. Véi cau tric nhu vay, mot 6
dia chi c¢6 thé chia t6i da thanh 4 phan viung. Cac phan viing nay goi la phan
ving chinh (primary). Dé c¢6 thé c6 nhidu hon 4 phan ving trén mot 6 dia
cing, Boot sector clia mot trong cac phan viung néi trén sé duge sit dung
dé phan chia phan ving nay thanh téi da 04 phan viing khac. Phan ving
primary bi chia nhé goi la phan viing mé rong (Extended Partition), con céc
phan viing mdi duge tao ra goi 1a phan ving logic. Néu nhu cac phan ving
chinh c6 thé duge doc bai BIOS, thi cac phan ving logic chi ¢6 thé duge doc
béi he diéu hanh. Mdi phan ving thusng duge danh dau dé dinh dang theo
mot loai hé théng tép cu thé, duge danh dau la tich cyc (active) hodc khong
tich cye. Mot phan vung tich cuc sé duge chuong trinh MBR mac dinh cia
o dia goi trong qué trinh khéi dong. Hinh ??.

Linux biéu dién cac phan ving st dung tén tép gidng nhu véi 6 dia, bo
sung thém so thit tit phan ving trong 6 dia. C4c phan ving chinh (primary)
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ké ca phan viing md rong dude danh sb tit 1-4. Cac phan ving logic duge
danh s6 bat dau tu 5.

GRUB sit dung mot cach danh tén 6 dia va phan ving khac (hdX,Y),
trong d6 X 1a s6 thit ty clia 6 ciing tinh tit 0 vA Y 1a s6 thit tu clia phan ving
tinh tu 0.

10.1.3 Heé théng tép

Sau khi cac 6 dia da dugc chia thanh cac phan viung, can dinh dang lai céc
phan viing dé c6 thé t6 chiic khoang khong gian 6 ciing trén cac phan ving
thanh tep, thu muc va cay thu muc. Mot cach thic to chitc khoang khong
gian trén phan ving nhu vay goi 1a hé théng tep. Co thé liet ké mot vai he
thong tép pho bién:

FAT Hé thong tép don gidn ctia Microsoft. Khong c6 tinh nang bao mat.
NTFS Heé thong tép cia Windows NT. C6 bao mat va kiém soat truy cap.
EXT2 Heé théng tép ctia Linux, c6 kiém soat truy cap va xac thuc

EXT3 Hé théng tep ciia Linux, ¢6 nhat ky, c6 kiém soat truy cap va xac
thue.

EXT4 He théng tép ctia Linux, c6 nhat ky, ma hoa, c6 kiém soéat truy cap
va xac thuc.

Hinh Trong cac hée théng Linux don gidn, khong doi héi do tin cay va
bao mat cao, c6 thé lua chon EXT2. V6i cac hé théng doi héi bao mat, do
tin cay cao nén st dung cac dinh dang EXT3 va EXT4. He thong Linux mic
dinh st dung mot phan ving duge dinh dang rieng dé lam bo nhé do. Dinh
dang nay goi la dinh dang SWAP.

10.2 Quan ly dia va phan vung

10.2.1 Thao tac trén phan vung

Cac thao tac co ban dugce thue hién trén phan ving la: hién thi thong tin veé
céc phan viing, x6a phan ving, thay ddi cAu hinh ctia phan viing, tao céc
phan viing méi,ghi cac thay déi vao MBR va nhiéu chiic nang khac. Ngoai
ra, sau khi phan ving dugc tao ra va dit cac tham sd phu hop, can dinh
dang phan vung.

Céc cong cu thudng dude sit dung dé thuc hién cac thao tac trén trong
Linux la pdisk, fdisk, gparted, sfdisk. V6i giao dién text, cong cu fdisk la
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Hinh 10.1.2: Cac dinh dang hé théng tép
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cong cu thuong dude st dung. Fdisk cho phép NSD c6 thé quan 1y cac phan
viing theo cach tuong tiac véi chuong trinh, hodc thyc hién tric tiép bang
cau lénh. Hinh mo ta giao dién cua fdisk. Dé tao ra mot phan ving
méi vé6i fdisk can chon n, sau d6 chon block dau tién ctia phan ving va kich
thudc phan vimg, cudi ciing la kiéu ciia phan vimg. C6 thé thuc hien cac
thao tac x6a, théem phan ving nhiéu lan trude khi ghi cac thay doi len MBR
ctia 6 cting. Chi khi ghi vaio MBR, céc thay ddi méi c6 hicu liec.

10.2.2 Thao tac trén hé théng tép

Sau khi cidc phan viing da dugce tao ra, can dinh dang phan ving theo mot
trong cac hé thong tép. Cau lenh mkfs cho phép thuyc hién thao tac nay. Ty
bién -t cho phép khai bao kiéu hé théng tép can dinh dang. Cau lenh mkfs
sé goi cac lenh mk2fs, mkfs.ext2, mkfs.ext3, mkfs.ext4, mkfs.vfat, mkfs.ntfs,
... Dinh dang ext3 thuyc chat la dinh dang ext2 thém mot nhat ky cia hé
thong tep. Nhat ki nay cho phép cac thao tac kiém tra va phuc hoi 16i ¢6
thé duge thuc hien véi toc do nhanh hon. Hinh mo t& mot vi du dinh
dang phan viung, dau tién 13 theo dinh dang ext2.

Cha y 1a v6i dinh dang tép Linux, 5% khong gian phan viing duge duy trit.
Khi 95% khong gian bo nhé duge dung, NSD thong thuong khong duge dung
tiép khong gian trong, chi c6 superuser (root) duge quyén truy cap vao phan
viing. Phan viing sé dudc st dung 38 lan hoac 180 ngay, sau dé hé thong sé
tu dong kiém tra tinh toan ven clia phan ving.

Dé thay doi cac tham s6 ctia phan viing ext sau khi dinh dang, cé thé st
dung cau lenh tune2fs. Cau lénh tune2fs c6 thé thay ddi kich thude block, sb
luong inodes, gi6i han s6 lan st dung trude khi kiém tra tinh toan ven ciia
dia. Khi thao tac v6i tune2fs can tién hanh sao luu dit lieu chita trén phan
ving, tranh truong hop mat mat dit licu. Cac tham s6 c6 the la:

e -b kich thuéc block

-i 86 lugng byte cho 1 inode

e -c S6 lan mount

-j C6 nhat ky?
e -m du tra

-1 s6 block du trit

-g, -u nhom va NSD duge dung du trit

103



[root@localhost root]# fdisk /dev/sda
The number of cylinders for this disk is set to 1044.
There is nothing wrong with that, but this is larger than 10
24,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LI
LO)
2) booting and partitioning software from other 0Ss
(e.g., DOS FDISK, 0S/2 FDISK)

Command (m for help): m

Command action

toggle a bootable flag

edit bsd disklabel

toggle the dos compatibility flag
delete a partition

list known partition types

print this menu

add a new partition

create a new empty DOS partition table
print the partition table

quit without saving changes
create a new empty Sun disklabel
change a partition’s system id
change display/entry units

verify the partition table

write table to disk and exit
extra functionality (experts only)
Command (m for help): p

)

M2 9 g cdn 00T OB B H QO T

Disk /dev/sda: 8589 MB, 8589934592 bytes
255 heads, 63 sectors/track, 1044 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes

Device Boot Start End Blocks Id System
/dev/sdal  * 1 13 104391 83 Linux
/dev/sda2 14 914 7237282+ 83 Linux
/dev/sda3 915 1044 1044225 82 Linux swap

Hinh 10.2.3: Cac cau lénh co ban cta fdisk
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[root@localhost root]# mkfs -t ext2 /dev/sdb2
mke2fs 1.32 (09-Nov-2002)
Filesystem label=
0S type: Linux
Block size=1024 (log=0)
Fragment size=1024 (log=0)
51200 inodes, 204784 blocks
10239 blocks (5.00%) reserved for the super user
First data block=1
25 block groups
8192 blocks per group, 8192 fragments per group
2048 inodes per group
Superblock backups stored on blocks:
8193, 24577, 40961, 57345, 73729
Writing inode tables: done
Writing superblocks and filesystem accounting information: done
This filesystem will be automatically checked every 38 mounts or
180 days, whichever comes first. Use tune2fs -c or -i to override.

Hinh 10.2.4: Dinh dang hé théng tép

Dé c6 thé st dung phan ving da duge dinh dang, can gin phan ving
nay vao cay thu muc ciia hé théng. Chi ¥ 1a mac dit phan ving duge biéu
dién bdi mot tép, tuy nhién, cic thao tac doc va ghi trén tép nay thuan tay
14 cac thao tac doc va ghi cac khéi dit lieu tho trén phan viung, khong lién
quan gi dé t6 chiic clia hé théng tép trén phan ving. Cau lenh can st dung
1a mount, véi 2 tham s6 co ban 1a hé thong tép can st dung va thu muc dé
gan heé thong tép nay vao. Ngoai ra can chi 16 kiéu ctia hé théng tép trong
truong hop khong phai 1a ext (-t), va ¢6 thé can thém mot sé cac thong s6
khac (-0) dé c6 thé sit dung dugc hé théng tép. Véi cau lenh mount, khong
nhitng c6 thé sit dung duge cac phan ving trén 6 dia vat 1y, ma con co thé
sit dung dugc céc tép thong thuong nhu 1a cac 6 dia 4o (Hinh

10.2.3 Quan ly bd nhé ao

Viéc dinh dang cac phan viung bo nhé 4o ¢6 mot vai diém khac biét so véi
cac dinh dang khac. Dé dinh dang mot phan ving thanh swap st dung cau
lénh mkswap:

[root@localhost root]# mkswap /dev/sdb2
Setting up swapspace version 1, size = 209694 kB
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[root@localhost root]# mount /dev/sdb2 /temp
[root@localhost root]# mount

/dev/sda2 on / type ext3 (rw)

none on /proc type proc (rw)

usbdevfs on /proc/bus/usb type usbdevfs (rw)

/dev/sdal on /boot type ext3 (rw)

none on /dev/pts type devpts (rw,gid=5,mode=620)

none on /dev/shm type tmpfs (rw)

/test.img on /temp type ext2 (rw,loop=/dev/loop0,usrquota,gr
/dev/sdb2 on /temp type ext2 (rw)

[root@localhost rootl# cat /etc/mtab

/dev/sda2 / ext3 rw 0 0

none /proc proc rw 0 O

usbdevfs /proc/bus/usb usbdevfs rw 0 0

/dev/sdal /boot ext3 rw 0 0

none /dev/pts devpts rw,gid=5,mode=620 0 O

none /dev/shm tmpfs rw O O

/test.img /temp ext2 rw,loop=/dev/loop0,usrquota,grpquota 0
/dev/sdb2 /temp ext2 rw 0 0

[root@localhost root]# umount /temp

Hinh 10.2.5: Sit dung cau 1énh mount va tac dong lén tép mtab
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Roi sau d6 dung cau lenh swapon dé hé thong sit dung:

[root@localhost root]# swapon /dev/sdb2
[root@localhost root]# swapon -s

Filename Type Size Used
/dev/sda3 partition 1044216 0
/dev/sdb2 partition 204776 O

C6 thé cau hinh dé st dung mot tép nhu la swap file:

[root@localhost root]# mkswap /test.img

Setting up swapspace version 1, size = 511995 kB
[root@localhost root]# swapon /test.img
[root@localhost root]# swapon -s

Filename Type Size Used
/dev/sda3 partition 1044216 0
/dev/sdb2 partition 204776 O
/test.img file 499992 0

V6i céc phan ving duge st dung thuong xuyen, ¢ thé khai bao dé hé théng
tu dong mount khi khéi dong. Tep /etc/fstab duge st dung vio muc dich
nay. Tep /etc/fstab ¢6 nhiéu dong, méi dong c6 nhicu trudng c¢6 ¥ nghia la:

[root@localhost rootl]# cat /etc/fstab

LABEL=/ / ext3 defaults 11

LABEL=/boot /boot ext3 defaults 12

none /dev/pts devpts gid=5,mode=620 0 0

none /proc proc defaults 00

none /dev/shm tmpfs  defaults 00

/dev/sda3 swap swap defaults 00
/dev/cdrom /mnt/cdrom udf,i1s09660 noauto,owner,kudzu,ro 0 O
/dev/£d0 /mnt/floppy auto noauto,owner,kudzu 0 0
/test.img /temp/ ext2 loop,rw,usrquota,grpquota,d

Truong dau tién ctia moi dong 1a tép phan ving. C6 mot s6 truong hop st
dung truec tiép cac co ché ctia nhan. Trudng thit 2 chi ra thu muc dé gan tép.
Truong thit 3 chi ra kiéu he thong tép. Sau dé la tuy bién dé mount va cudi
ciing 1a céc truong lien quan dén sao luu va kiém tra 16i.

10.3 Quan ly han ngach

Khi mot phan ving dugde sit dung chung bdi nhieu NSD, can ¢6 mot chinh
sach dé c6 thé han ché truong hgp phan viing bi day, khong NSD nao c6 thé
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truy cap duge. Chinh sach nay ciing can dam bao viéc st dung phan ving
thuan tien cho NSD, gidm thiéu nhu cau lién hé v6i quan tri vien dé “qiai
quyét”. Cong cu st dung dé cai dat chinh sach trén 1a han ngach.

10.3.1 Khai niém han ngach

Han ngach 1d mot tap hop cac han ché vé tai nguyen khong gian 6 dia véi
NSD. Linux thyc hién viéc quan 1y han ngach theo phan viing-hé thong teép.
Linux phan biét han ngach cho NSD va han ngach cho nhém NSD. Linux
gidi han NSD vé s6 lugng céac tép co thé tao ra (inodes) va dung lugng dia
c6 thé st dung (blocks). V6i méi mot loai tai nguyén va NSD hosic nhom
NSD, Linux c6 2 gidi han: giéi han mém va giéi han cing. Khi NSD vuot
qué gidi han mém, heé théng sé canh bédo NSD, tuy nhién van dé NSD c6 thé
st dung phan vung. Trong truong hop nay, NSD can tan dung quyén truy
cap nay dé don dep va thoat khoi trang théai cdnh bao Néu NSD vugt qua
miic gidi han cing, méc dinh NSD sé khong truy cap duge vao phan viung va
can lien hé v6i quan tri vien dé co thé truy cap lai va gidi phong khong gian
dia. Néu sau mot thoi gian ndm trong trang thai canh bido ma NSD khong
thuc hien cac thao tac don dep dé thoat khoi tinh trang nay, NSD sé khong
truy cap dugc vao phan viung. Thoi gian nay goi la thoi gian an han (grace
time) duge dung chung cho tat cd NSD ho#ic nhém NSD Thong thuong tat
ci cac thong tin nay dugde luu trong mot CSDL diic biet ndm & thu muc goc
cua phan vung.

10.3.2 Thiét lap han ngach
Dé thiét lap han ngach, can cai dit phan mém quota
#yum install quota

sau do6 kich hoat ché do st dung han ngach khi st dung phan ving. Céc tuy
bién usgquota va grpquota cho phép mount mot phan viing véi hd trg han
ngach:

# mount -o usrquota,grpquota /dev/sdb2 /temp

roi tao ra mot CSDL vé han ngach V6i Linux, CSDL cho NSD la aquota.user,
cho nhém NSD la aquota.group.

#touch /temp/aquota.user
#touch /temp/aquota.group
# 1s -la /temp

total 17
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drwxr-xr-x 3 root root 1024 Apr 25 04:20 .

drwxr-xr-x 23 root root 4096 Apr 24 07:24 ..
“IrW-r——r-- 1 root root 0 Apr 25 04:20 aquota.group
“IrW-r—-r-- 1 root root 0 Apr 25 04:20 aquota.user
drwx------ 2 root root 12288 Apr 25 04:16 lost+found

2 tép mdi tao ra chi 1a 2 tép rdng, khong chita CSDI dit lieu vé han ngach.
Dé khéi tao CSDL trén 2 tép nay, st dung cau lenh quotacheck. Day 1a cau
lenh dé kiém tra tinh toan ven ctia cac tép CSDI quota, tuy nhién, cau lénh
nay c6 hieu tng phu 1a khi cac tép nay bi 161, né sé tu stra cac tép néu cé thé.

[root@localhost root]# quotacheck -ug /temp

quotacheck: WARNING - Quotafile /temp/aquota.user was probably truncated.
save quota settings...

quotacheck: WARNING - Quotafile /temp/aquota.group was probably truncated

t save quota settings...

[root@localhost rootl]# ls -la /temp

total 29

drwxr-xr-x 3 root root 1024 Apr 25 04:27 .

drwxr-xr-x 23 root root 4096 Apr 24 07:24 ..
“IrW-r—-r-- 1 root root 6144 Apr 25 04:27 aquota.group
“IrW-r—-r-- 1 root root 6144 Apr 25 04:27 aquota.user
drwx------ 2 root root 12288 Apr 25 04:16 lost+found

Dong tac cudi cling 1a kich hoat han ngach trén phan ving:

#quotaon /temp

[root@localhost root]# repquota -ug /temp

*x*x Report for user quotas on device /dev/sdb2
Block grace time: 7days; Inode grace time: 7days

Block limits File limits
User used soft hard grace used soft hard grace
root - 13 0 0 4 0 0

*x** Report for group quotas on device /dev/sdb2
Block grace time: 7days; Inode grace time: 7days

Block limits File limits
Group used soft hard grace used soft hard grace
root - 13 0 0 4 0 0
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10.3.3 St dung han ngach

Dé xem thong tin vé han ngach trén mot hé thong tép dang sit dung, diing
cau lenh repquota. Cac tuy bién -u, -g cho phép hién thi cac thong tin veé
quota ctia NSD hodc ctia nhém NSD. Ty bién -a cho phép hién thi thong
tin vé tat ca cac he théng tép dang st dung. Dé c6 thé thay doi quota ciia
ngudi stt dung, c6 thé st dung cong cu edquota dé goi mot chuong trinh soan
thao clia hé thdng, cap nhat cac thong tin ctia NSD, ciing c¢6 thé sit dung
cau lénh setquota. Vi du

[root@localhost root]# setquota -u trunghq BS BH IS IH /temp

trong d6 cac tham s6 lan lugt 1a Block soft limit, hard limit, Inode soft and
hard limit. Truong hop NSD chua stt dung phan viing lan nao, cac thay déi
sé dugce cap nhat sau khi NSD st dung phan viing thanh cong lan dau tién
va cac tép quota dugc kiém tra.

10.4 Bai tap

Bai tap 10.1 Tao mat tép kich thuoc 20M. Dinh dang va mount tép vao thu
muc /temp trén hé thong. Cdu hinh dé tép dugec mount tu dong.

Bai tap 10.2 Cau hinh hé thong dé chi si dung swapfile.
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Chuong 11

Sao luu
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11.1 Qua trinh sao luu

11.1.1 Vi sao phai sao luu

Céc he théng may tinh duge dimng dé xit 1y dit lieu. Dit lieu trong qué trinh
xtt Iy duge luu trit tam thoi trong bo nhé diéu hanh, trong bo nhé bén vitng.
Céc bo nhé bén vitng (cac thiét bi luu trit) cho phép dit lidu c6 thé duge luu
trit bén vitng va lau dai, thyc hién cac thao cac c6 lien quan véi nhau trong
khoang thoi gian dai. Trong sudt thoi gian dit lisu duge luu trit, ¢ thé c6
nhitng tac dong lam thay déi, mat mat dit licu duge luu trit.

Mot s6 hé thong may tinh cung cap cac dich vu doi héi tinh sin sang
cao. Truong hop hé théng may tinh nay bi sut ¢d, can c6 mot hé théng khac
c6 thé duge kich hoat dé thay thé hé thong nay. C6 thé ké ra mot s6 dang
i ro dan dén té liet he thong va mat mat di lieu:

Tai nan ty nhién Cac tai nan ty nhién nhu hoéa hoan, sy ¢d dién nguon
kéo dai, thuong c6 tac dong khong chi dén dit lieu va dich vy, ma anh
huéng dén tat ca cac thanh phan khac clia hé thong. Tuy nhién céc tai
nan nay thuong chi xay ra trong mot khong gian dia 1y hep.

Léi phan cing Cac hé théng phan cing sau mot thoi gian dai hoat dong
6 theé bi 16i. Cac 161 nay thuong dan dén viec mot thanh phan, mot he
théng con nao do6 cia hé thong khong hoat dong. Dich vu do hé thong
cung cap c6 thé bi té liet, tuy nhién, kha nang dit lieu vAn duge béao
ton 1a rat cao, nhat 1a khi sy ¢6 khong xay ra trén thiét bi luu trit.

L6i phan mém Cac phan mém c6 thé chita cac 16i ben trong. Cac 16i
nghiém trong cé thé lam té liet dich vu dude cung cap, lam mat mat
mot s6 dang dit lieu, c6 thé tao didu kien dé cac loai 16i khac c¢6 thé
XAy ra.

Lo6i con ngudi Céc 16i nay thuong xdy ra dudi 2 dang: dang vo ¥ do 16i
clia ngudi chiu trach nhiém van hanh hé théng thyc hién khong ding
qui trinh, thao tac dan dén su ¢d, dang c6 ¥ do nhitng ngudi c6 quyen
truy cap vao hé théng thyc hién cic thao tdc nham gay tac dong len he
thong. Trong ca hai truong hop, hau qui cé thé la rat nghiem trong,
c6 thé dan dén kha nang té liet hoan toan hé thong, mat tat ca cac dit
lieu.

Chinh vi nhiing 1y do trén, nén can tién hanh sao luu cac hé thong. Sao luu
14 thao tac tao ra mot ban sao ctia hé thong va luu trit an toan. Khi hé thong
chinh bi su ¢6, ban sao ciia hé théng duge sit dung dé phuc hdi lai hé théng.
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11.1.2 CAc loai sao luu

Sao luu ¢6 thé duge phan loai theo nhiéu tieu chi khac nhau. Néu theo déi
tuong sao Iuu, c6 thé phan loai thanh:

e Sao luu dich vu: trén mot he théng khac, khong nhat thiét phai giéng
hée théng chinh, kich hoat dich vy twong tu nhu dich vu cii. Néu vi Iy
do ndo do, hée thong cii khong cung cap duge dich vu, cac yéu cau thie
hien dich vu duge chuyén vé dich vu kich hoat trén hée théng méi. Hau
hét cac dich vu mang déu thyc hién dang sao luu nay.

e Sao luu dit liu: sao chép toan bo dit lieu sang vi trf khac. Néu hé thong
ban dau bi su cb, dit lieu sé duge copy lai dé dugce tiép tuc sit dung.

e Sao luu hé thong vat 1y: thay vi viéc stt dung mot he théng vat 1y, c6
thé duing nhiéu he théng vat 1. Truong hop co sut ¢d xay ra, hée thong
du trit sé duge dua vao hoat dong thay thé cho hé théng bi su co.

Can ct theo vi tri va cach thic sao luu:

e Sao luu noéng: khi hé théng chinh bi sy ¢6, hé théng sao Iuu duge dua
vao hoat dong ngay, thay thé cho hé thong cfi. Sao Iuu néng doi héi co
su cap nhat thuong xuyeén giita hé théng dugce sao luu va ban sao.

e Sao luu nguoi: Cac dit lieu can thiét cho viéc phuc hoi he thong duge
sao luu. Khi c¢6 sy ¢6 xdy ra, hé thong tam ding hoat dong. Sau khi
qué trinh phuc hoi duge hoan thanh, hé thong lai duge dua vao hoat
dong.

Trong thie té khi stt dung HDH Linux, cAc quan tri vién thuong chia ra céc
loai sao luu sau day

e Sao luu tép va thu muc.

Sao Iwu phan viing va 6 dia.

Sao luu toan bo.

Sao Iuu tang dan.

Sao lutu mot phan.
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tar -cvpf /archive/full-backup-‘date ’+4d-%B-%Y’‘.tar.gz \
--directory / --exclude=mnt --exclude=proc .

Dé c6 thé diéu khién vi tri ctia sao luu, st dung cau lenh mt:

mt -f /dev/nst0 rewind
mt -f /dev/nst0 offline

Hinh 11.2.1: Sao luu va diéu khién bang ti

11.2 Sao luu tép va thu muc

11.2.1 Sao luu vé6i cau lénh tar

Cau lenh tar cho phép tao ra mot tép luu trit tit cac tép hoac thu muc dau
vao vdi kha nang luu trit cac thong tin vé duong dan tuong ddi, tuyet doi
cling nhu vé quyéen st dung clia cac tép va thu muc. Cac thu muc duge sao
luu 1a cac thu muc chita cac dit lieu can thiét. Cau lenh tar cho phép loai bd
khong sao luu cac thu muc khong can thiét nhu /proc, /var, .... Thiét bi luu
trit thong thudng 1a cac bang tir, 1a dang cac thiét bi ky tu, do d6 viec dinh
dang he théng tép trén cac thiét bi nay 1a khong kha thi. Cac thiét bi nay
thuong duge coi nhu mot tép. Vi du vé sao luu thu muc home vao bang tir.

tar -zcvpf /archive/full-backup-‘date ’+%d-%B-%Y’‘.tar.gz \
--directory / --exclude=mnt --exclude=proc .

Tiy bién p cho thay cac quyén clia cac tép sé dude bao luu khi luu tri,
tiy bién —directory huu trit cac tép theo duong dan tuyét déi. Tuy bién z
thue hién viéc nén khi luu trit. Thong thuong trén bang tur khong thuce hién
viéc nén dit lieu, dé dam bao néu c6 mot vai ky tu bi hong, cac tép khac van
c6 thé doc duge. Qua trinh sao luu khi dé duge thye hién bing cau lenh:

11.2.2 Phuc hdi vé6i cau lénh tar

Qué trinh phuc hoi dién ra ngugc véi qua trinh sao luu. Tuy nhién can rat
can than khi thuc hién qué trinh phuc hoi. Cac tity bién ctia qua trinh sao
luu va cac tiy bién ciia qua trinh phuc hoi ¢6 thé phdi hop véi nhau theo
nhiéu cach, cho phép phuc hdi theo cac cach thiic khac nhau, c6 thé rat kho
kiém soét.

Tiy bién t cho phép mo phéng qua trinh gidi nén, khong tic dong dén
cac dit lieu dang ton tai.
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C6 thé thyc hién cau lenh tar dé gidi nén mot hay nhiéu tép (khong phai
tat ca).

Giai phap an toan la phuc hoi céc tép vao mot thu muc khac, sau dé so
sanh va cap nhat cac tép vao thu muc can thiét.

tar -tzvf /archive/full-backup-01-04-2010.tar.gz
tar -tzvf /archive/full-backup-01-04-2010.tar.gz trunghq

11.3 Sao luu phan viing va o dia

11.3.1 Cau lenh dd

Cau lenh dd 1a cau lenh cho phép sao chép 2 tép bat ky, ké ca cac tép thiét
bi. Do d6, ngoai viéc diing dé sao chép cac tép, cau lenh dd con c6 thé dugc
thuc hieén dé sao chép 6 dia, phan ving vao céac tép va nguoc lai. Diém yéu
16n nhat ciia viéc sao chép bang dd 1a thyc hién sao chép & mitic thap, theo
tumg block, do dé qua trinh sao luu cham va khong phat hién duge cac viung
dit lieu khong sit dung. Vi du

dd count=xxx if=/dev/hda of=/dev/hdb2
dd count=xxx if=/dev/hdal of=/dev/hdb2
dd count=xxx if=/dev/hda of=/dev/hdb
dd count=xxx if=/dev/hdal of=/dev/hdbl
dd count=xxx if=/dev/hda of=/dev/f1

dd count=xxx if=/dev/f1 of=/dev/hda

Khi phuc hoi tit dd, dit lieu trén 6 dia/phan ving dich sé bi ghi dé khong
béo trude, vi vay can hét sitc can than.

11.3.2 dump va restore

Cau léenh dump ding dé sao chép mot tép (thudng 13 mot phan vimg) vao
mot tép luu trit kem theo lich st thye hién luu trit trén tép hodc thu muc
dé6. Cau lénh restore 1 cau lénh cho phép phuc hdi lai phan ving/d dia tit
ban sao luu mdéi nhat. Dé thue hién cau lenh dump, cac 6 dia va phan viung
can sao luu phai ¢ trong trang thai réi, khong bi sit dung. Dé dam bao diéu
nay, thong thuong hé théng dude chuyén vé mitc thuc hién 1, cdc phan ving
duge umount va kiém tra 161 truée khi thue hién sao luu:

# init 1
# umount /home
fsck -aV /dev/hda6
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September
1 3 5 7 9 11 13 15 17 19 21 22th

Dumplevel | 1 0 010
0 9 9 9 5 9 9 9 5 9 o

Restoration

. 4

FuII dump

Incremental dump

Hinh 11.3.2: Cac mtc thyc hién dump

Sau d6 c6 thé sit dung lenh dump dé sao luu

(a)# dump Ouf /dev/stO /dev/hda6
(b)# dump 5uf /dev/st0 /dev/hda6
(c)# dump 9uf /dev/nst0 /dev/hdaé

11.3.3 Cac muc sao luvu

Dé c6 thé xac dinh sy phu thuoc clia cac ban sao, dump st dung cac mic
sao luu. Khi cau léenh dump duge thue hién ban sao sé dude tao ra dua trén
cac thay doi so v6i ban sao méi nhat c6 mic sao lwu nhé hon mic sao luu
dang duge thyce hién. Viéc dua vao mic sao luwu cho phép thiye hién sao luwu
v6i tan suat cao hon ma van tiét kiem khong gian luu trit. Trong hinh vé, sau
khi thyc hién sao luu toan phan, cdc ban sao mitc 9 ciia cac ngay tiép theo
dugc thie hien diya trén ban sao luu toan phan nay. Nhu vay cic ban sao luu
clia cac ngay tiép theo chi chia céc thay doi tit ngay thuc hién sao luu toan
phan. Ban sao ciia ngay thit 3 sé c6 kich thuée 16n nhat. Sau 3 ngay, thuc
hién sao luu ¢ mic 5 dé bén vimg cac thay déi trong 3 ngay trude trong sao
luu mic 5. 3 ngay tiép theo tiép tuc thyc hién sao luu mic 9. Ngay thi 4
tiép tuc thuc hién sao luu mic 5. Sau 4 1an thuc hién sao luu mic 5 ¢6 thé
thuc hién cac sao luu mitc thap hon hoac tham chi 1a sao luu toan phan.
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V6i cach thiic sao Iuu nhu trén, thoi gian va khoi lugng sao luu méi lan
giam xubéng dang ké, tuy nhién hé théng van dam bao dong bo giita cac dit
licu sao Iuu va dit lieu thyc trén hé thong.

11.3.4 Phuc hoi

Cau lénh restore cho phép phuc hdi tit cac ban sao dudc tao ra bdi lenh
dump. Cau lenh cho phép xem noi dung ban sao, phuc hoi lén cac thu muc
khac nhau, phuc hdi mot s6 cac tép hodc thu muc hosc phuc hdi mot cach
tuong tac v6i NSD.

restore rf /dev/st0
restore rf /dev/st0
restore cf /dev/st0 .x/usr00
restore if /dev/st0

H H HF R

Qua trinh phuc hoi duge thiye hién ngude véi qua trinh sao luu. Dau tién
cac sao luu mic thap duge phuc hoi, sau do6 1a cac sao luu mic cao hon. Tuy
nhién, cac thao tac nay duge thyc hién tu dong, cau lenh phuc hoi chi can
khai bao tép luu tru la du.

# mkfs /dev/hda6

# fsck -aV /dev/hda6

# mount /dev/hda6  /home
# cd /home # cd /home

# restore rf /dev/st0

# rm restoresymtable

11.3.5 Kich ban sao luu

Kich ban sao luu déng vai tro rat quan trong trong viéc sao luu va phuc hoi.
Kich ban nay can dugc xay dung duya trén yéu cau st dung ctia hé thong.
Thong thuong, dé c6 ban sao luu toan phan can mot thai gian kha dai, do do
sao luu toan phan can dugce thiyc hién trong cac ngay nghi (cudi tuan). Hang
ngay, thoi gian c6 thé tién hanh sao luu la tuong d6i han hep, do dé chi co
thé tién hanh sao luu cac thay doi trong ngay. Phu thuoc nhu cau dit lieu co
thé gop cac sao luu ngay lai vio mot sao luu miic thap hon trong tuan.
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Hinh 11.3.3:

Kich ban sao luu
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Chuong 12

Nhat ky
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12.1 Khai niém ghi nhat ky

Trong quéa trinh hoat dong ciia hé thong, can thiét phai ghi chép, Iuu trit lai
cac thong tin vé hoat dong ctia hé thong. Cac thong tin nay sé gitp ich cho
viec gidi quyét sut c6, phat hién cac sai sot, cac hanh dong xam nhap, téc
dong vao hé thong. Veé 1y thuyét, bat ctt mot thong tin nao vé hoat dong ciia
hé théng ciing c6 thé gitp ich cho qué trinh phéat hién v khic phuc cac su
c6. Thuyc té, viec ghi chép theo doi cac hé thong hodic 14 qua so sai, khong
dt thong tin gitp ich cho quén tri vién, hodc qua chi tiét, dan dén cac thong
tin khong c¢6 gia tri.

Céc thong tin can ghi chép c6 thé duge phan loai theo nhiéu cach, phu
thuoc vao viéc thong tin nay dude sinh ra tit dau, dude loc thé nao va dugde
ghi vio vi trf nao. Néu theo ngudn gbc san sinh ra thong tin cé thé chia ra:

Thong tin vé hoat dong ctia cac thiét bi phan cing.
Thong tin vé hoat dong ctia nhan hé diéu hanh.
Thong tin vé hoat dong clia cac dich vu hé thong.
Thong tin vé hoat dong clia cic ting dung.

Thong tin vé cac thao tac ctia NSD.

Can ct vao mitc do quan trong ctia thong tin, c6 thé phan loai thanh

Miic thong tin chi tiét: cac thong tin chi tiét lien quan dén hoat dong
noi bo clia cac tién trinh, khong phan anh viéc hoat dong ctia hé thong
¢6 binh thuong hay khong. Thuong cac thong tin nay phuc vu cho cac
nha phét trién chuong trinh dé theo déi hoat dong ctia chuong trinh
trong giai doan phat trién.

Miic thong tin dich vu: cidc thong tin lien quan dén hoat dong binh
thuong clia tién trinh, chii yéu l1a céc hoat dong c6 anh huéng dén cac
tién trinh khac.

Thong tin canh béo: Thong tin vé hoat dong bat binh thuong clia cac
tién trinh. Cac hoat dong bat binh thuong nay chua lam anh hudng
dén céc tién trinh khac.

Thong tin bao 16i: Thong tin vé 16i x4y ra trong tién trinh, cho biét maot
ho#ic nhiéu cac chitc ning quan trong ctia tién trinh khong thé dugc
dam bdo, anh hudng dén mot sé cac tién trinh c6 lien quan.
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e Thong tin 16i he thong: Ldi nghiém trong trong cic tién trinh hé thong,
tat ca cac tién trinh trong hé théng déu bi &nh hudng.

Cac phan mém khi dugce thiét ké déu c6 tinh nang ghi nhat ky riéng, cho
phép loc va luu trit cac sy kién xay ra trong qua trinh thirc hién vao mot thu
muc riéng. Cach thitc nay thuong dude sit dung cho cdc phan mém tuong
dé6i doc lap, khong c¢6 nhiéu cdc phan mém khac phu thuoc. Truong hop céc
phan mém phu thudc 1an nhau, viéc titng phan mém ghi nhat ky riéng sé gay
kho khan cho viéc theo déi mot cach tong thé cac su kién xay ra trong he
thong. Véi cac phan mém heé thong, thong tin vé cac su kién xay ra sé dude
chuyén dén mot tién trinh phu trach vé viec ghi nhat ky. Tién trinh nay sé
thite hién viéc loc va ghi nhat ky cho phtt hgp. V6i cach tiép can nay, quan
tri vien c6 thé cau hinh he théng dé cho cac nhat ky ctia cac phan mém c6
lien quan c6 thé duge ghi vao cling mot chd, thuan tien cho viéc phét hien
cac kich ban sy kién da xay ra ctia cac phan mém phu thuoc 1an nhau.

12.2 Co ché ghi nhat ky trong Linux

Trong hé diéu hanh Linux, nhat ky dude ghi chép theo ci 2 cach tiép can néi
trén. Mot s6 phan mém doc lap (apache, postfix, ...) thyc hién ghi nhat ky
truc tiép va tu quan 1y cac tép nhat ky ctia minh. Mot s6 phan mém khéc
quan 1y cac sy kién xdy ra trong phan mém va gii cac thong bao dén mot
tién trinh quan ly chung (syslogd). Can cit vao cau hinh nhat ky do quéan
tri vien xac lap, syslogd sé tién hanh ghi cac thong tin vé cac su kién xay ra
vao cac tép tuong ting. Co ché trao doi thong tin gitta cac tién trinh khac véi
syslogd duge mo ta trong Hinh . syslogd luon sén sang cho cac thong
béo tit cac ting dung khéc trén cong 514. Sau khi nhan duge thong béo, cin
¢t vao cau hinh ctia minh, syslogd loc va ghi cac thong bao vao cic tép dau
ra phit hop. Vi du vé cau hinh bo loc dude chi ra trong Hinh . Tép cau
hinh ctia syslogd gom nhiéu dong, mdi dong gom 2 trudng phan cidch nhau
bang dau cach. Mdi dong mo td mot thao tac ma syslogd sé thyc hién khi
thong bao théa man céc tieu chi duge mo ta trong trudng thit nhat. Ca phap
clia truong thi nhat c6 dang xxx.yyy, trong dé xxx 1a nguon ctia thong bao
(facility), yyy la mic do wu tién xit 1y ctia thong bao (priority). Linux phan
biét cac loai facility sau:

e auth: cic thong bdo c6 lien quan dén bao mat ctia hé thong.
e authpriv: cac thong bao lién quan dén kiém soat truy cap.

e deamon: cac thong bao tit cic tién trinh hé théng va céc chuong trinh
chay thuong tria (daemon).
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Sy kién

Ung dung D
syslogd
Sy kién
Dich vu :> Bé loc cac sy ::> Cac:g: f?IZit K
Sy kién ien
(theotép cau

Thi€tbi :{> hinh)

Hinh 12.2.1: Co ché hoat dong ctia syslogd

# Sample syslog.conf file that sorts messages by
# mail, kernel, and "other", and broadcasts
# emergencies to all logged-in users

# print most sys. events to ttylO and to the xconsole
# pipe, and emergencies to everyone

kern.warn;*.err;authpriv.none | /dev/xconsole
*.emerg *

# send mail, news (most), and kernel/firewall msgs to
# their respective log files
mail.* -/var/log/mail

kern. * -/var/log/kernel_n_firewall

# save the rest in one file
*.%;mail .none -/var/log/messages

Hinh 12.2.2: Tép cau hinh ctia syslogd

122



kern: thong béo tit nhan hé diéu hanh

mark: thong bao tit syslogd, ding dé dam béo thit tir thoi gian.
user: thoogn bao dén tir cic tng dung.

local7: thong bao do qua trinh khdéi dong sinh ra.

*: bat cit thong bao nao.

none: khong c¢6 thong bao nao.

Co6 7 mitc do wu tién khéc nhau cia cac thong béo:

debug: Cac thong béo chi danh cho viéc g6 16i trogn timng chuong trinh.
C6 thé khong st dung déi véi cac hé théng dang van hanh

info: Cac thong tin vé hoat dong binh thuong clia cac tién trinh. Phuc
v cho viéc phat hién cac bat thuong khong thuong xuyeén xay ra.

notice: Thong tin vé cac hoat dong binh thudng, tuy nhién can dac biét
chua y

warning: Canh béo ¢6 kha nang xdy ra 16i. Thong thuong day 1a cac
thong bao vé cac 16i phan mém tu xit 1§ dugde, tuy nhien cé thé gay
anh huéng t6i cac tién trinh khac.

e err: C6 161 xdy ra, khong xut Iy dugc.

e crit: C6 16i nghiém trong xay ra, khong xit Iy dude, anh hudng t6i nhiéu
tién trinh khéac.

e alert: C6 16i nghiém trong xay ra, khong xit Iy dudc, chiac chan sé anh
hudng td6i da sb cic tién trinh khac. Khuyén nghi cic tién trinh néu c6
thé két thic cong viec dé dam bao an toan dit lieu.

e emerg: Co 16i nghiém trong xay ra, khong xi Iy duge, khong dam béo
hoat dong ctia hé thong.

Cac mitic uu tien c¢6 thé phéi hop véi cac toan tit so sanh va logics nhu =, ! *

va none. Toan tit = dugc hiéu la tat ca cac thong bao co cling hodc hon mic
uu tién mo ta sau toan tit. ! loc tat ca nhitng thong bao khong thoa man biéu
thiic uu tién sau toan ti. * va none tuong tng véi tat ci cac mic uu tién va
khong mitc uwu tién nao duge lya chon.

Trudng thi 2 ctia moi dong chi ra thao tdc ma syslogd sé thyc hién véi
thong bao. syslogd cho phép khai bao mém déo cac thao tac nay. Cac thao
tac nay cé the la:
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Ghi vao mot tép.

Chuyén dén mot duong 6ng (dé thuc hien mot léenh chang han).

Chuyén dén mot tep thiét bi.

Chuyén dén mot may tinh & xa.

e Hién thi thong béo cho NSD.
Vi du
mail,uucp.notice;uucp. !=alert /var/log/mail

Can chu ¥ 1a cac miic vu tién chi 14 thoa thuan gitta cac tién trinh v6i nhau.
Viéc giti thong bao v6i mic do wu tién nao hoan toan do ngusi lam ra chuong
trinh chii dong. Day c6 thé coi 1a mot co ché rat mém déo dé phdi hgp giita
cac tién trinh, nhung dong thsi ciing 14 mot 16 hdng vé bao mat. Bing viéc
xem xét log, quan tri vien c6 thé c6 mot cai nhin tong quan vé cac su kién
xay ra trong hé thong. Tuy nhién, v6i nhitng quan tri vién chua quen véi hé
théng Linux, hoic khi ¢c6 mot phan mém nao dé thay doi vé vi tri khi nhat
k¥, viec tim duge cac thong tin can thiét gip nhiéu kho khan.

Kiém tra viéc cdu hinh nhat ky D@ kiém tra cAu hinh nhat ky theo
dong, c6 thé sit dung chuong trinh logger. Chuong trinh logger la chuong
trinh cho phép giii cac su kieén dén syslogd. Sau d6 c6 thé kiém tra xem cac
thong tin nhat ky c6 duge luu dang vao vi tri dy dinh hay khong.

logger -p daemon.warn "Day chi la kiem tra thoi"
Dé ¢6 thé kiém tra tat cd cac mic wu tién, ¢é thé viét mot kich ban cho shell

#!/bin/bash
#
# Script to generate one log message per
# priority level per facility
#
for i in {auth,authpriv,cron,daemon,kern,lpr,mail,mark,news,syslog,user,uucp,loc
do

for k in {debug,info,notice,warning,err,crit,

alert,emerg}
do
logger -p $i.$k "Test message, facility $i
priority $k"

done

done
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Cac tép log ma quan tri vien thuong xuyén phai quan tam la:
e /var/log/message: Cac thong béo chung ctia h¢ thong.
e /var/log/auth.log: Nhat ky xéc thuc.
e /var/log/kern.log: Thong bao tit nhan Linux
e /var/log/cron.log: Thong béo tit viéc thyc hién céc thao tac tu dong.
e /var/log/maillog: Nhat ky ctia Mail server
e /var/log/qmail/ : Nhat ky ctia Qmail.
e /var/log/httpd/: Nhat ky ctia Apache.
o /var/log/lighttpd: Nhat ky ctia Lighttpd.
e /var/log/boot.log : Céc thong béo ciia qué trinh khéi dong.
e /var/log/mysqld.log: Nhat ky cia MySQL

e /var/log/secure: Nhat ky ctia qua trinh dang nhap.

12.3 Tbi vu qua trinh ghi nhat ky

Cac tép nhat ky sau mot thoi gian sit dung sé c¢6 kich thude tang 1én khong
ngimg. Néu khong c6 cac bien phap, trén 1y thuyét kich thuée clia cac tép
nhat ky sé tang vo han. Rat khé c6 thé xac dinh dugde céc thong tin trong
mot s6 lugng 16n cac tép nhat ky.

logrotate 1a phan mém dude xay dung dé lam thuan tién hon viéc quan
tri cadc hé thong sin sinh ra nhiéu cac tép nhat ky. logrotate cho phép nén,
x6a, cap nhat va gui cac tép nhat ky di mot cach ty dong. Moi tép nhat ky
s¢ dugc kiém tra dinh ky theo tuan, theo thang va theo kich thudc ctia tép
nhat ky.

Véi cau hinh mic dinh, logrotate thiic hién cac thao tac trén cic tép nhat
ky hang ngay. Cac tép nhat ky sé duge cap nhat khi cac diéu kien vé kich
thude cia tép duge kich hoat, hoac khi quan tri vién khai bao cic thao téc
nay mot cdch tuong minh (tity bién —force).

logrotate c6 thé hoat dong trén nhiéu tép cau hinh khac nhau. Cac tép
nay thong thudng duge lien két v6i nhau trong mot tép cau hinh duy nhat.
Hinh 1a vi du mot tép cau hinh don gidn cau logrotate Cac thao tac
trén ting tép nhat ky rieng biet duge ghi trong céc tép cau hinh dat trong
thu muc /etc/logrotate.d/. Vi du Cac tuty bién trong cic tép cAu hinh c6 ¥
nghia nhu sau:
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# see "man logrotate" for details

# rotate log files weekly

weekly

# keep 4 weeks worth of backlogs

rotate 4

# create new (empty) log files after rotating old ones
create

# uncomment this if you want your log files compressed
#compress

# RPM packages drop log rotation information into this directory
include /etc/logrotate.d

# no packages own wtmp -- we’ll rotate them here
/var/log/wtmp {

monthly

create 0664 root utmp

rotate 1

¥

Hinh 12.3.3: Vi du vé tép cau hinh ciia logrotate

/var/log/httpd/*.log {
weekly
rotate 52
compress
missingok
notifempty
sharedscripts
postrotate
/bin/kill -HUP ‘cat /var/run/httpd.pid 2>/dev/null‘ 2> /dev/null || true

Hinh 12.3.4: Cau hinh logrotate cho mot dich vu cu theé
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e weekly : Cac tép nhat ky duge thiic hién néu ngay trong tuan hién tai
nhé hon ngay trong tuan khi thuc hién kiém tra tép nhat ky hoic da
kiém tra duge hon 01 tuan.

e rotate 52 : Tep nhat ky dugce xit 1y 52 1an trude khi bi x6a di hodc gii
theo email.

e compress : Cac tép luu trit ¢t cia nhat ky duge nén (dé tiét kiem khong
gian dia).

e missingok : Néu tép nhat ky khong c6, tiép tuc xit Iy cac tép nhat ky
tiép theo. Khong thong bao 16i.

e notifempty : Khong xit Iy néu nhat ky rong.

e sharedscripts : Céac tép nhat ky cung thyc hién mot kich ban sé chi
thire hien kich ban mot lan. Néu khong c6 nhat ky ndo duge xtt 1y, kich
ban dung chung nay sé khong thuc hién.

e postrotate cau lénh endscript : Cau lénh thiyc hién sau khi x1t Iy xong

tép nhat ky.

12.4 Bai tap

Bai tap 12.1 Dang nhap vao hé thong bang tai khodn ngudi qudn tri, xem
noi dung tép /var/log/messages. Cau lénh nao cho biét cac sy kién mdi nhat
Tdy ra trong hé thong.

Bai tap 12.2 Theo doi tép noi trén si dung lénh tail

Bai tap 12.3 Md mot console khdc, thit dang nhap bing mat khdau ding va
mat khau sai, theo déi su thay doi ciia tép tren

Bai tap 12.4 Can ci vao tép cau hinh ciia logrotate, gidi thich tép /var/log/messages
duge zi lyj thé nao.
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Chuong 13

Tuw dong héa cong viéc
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13.1 Khai niém

Nhiém vu clia quan tri vien mot hé thong may tinh 14 ddm bio cho hé thong
luon luon hoat dong binh thuong. Dé thuc hieén nhiém vu nay, quan tri vien
khong nhitng phai ndm duge cac kién thitc vé hé thong, luon luon sin sang
dé c6 thé khac phuc sy ¢d, ma con phai thudng xuyen kiém tra hé théng
may tinh dé c6 thé phat hién cac bat thuong, du doan céc su cb xay ra dé
¢6 cac phuong an xu Iy phu hop. V6i su gitp do cia cac cong cu sao luu, ghi
nhat ky, cic cong viéc nay clia quan tri vién trd nén dé dang hon nhiéu. Tuy
nhién, viéc thuong xuyén dinh ky phai thyc hién cong tac sao luu, don dep
va kiém tra nhat ky ciing nhu cac thao téc kiém tra khac trén hé théng la
cong viéc rat nang né veé s6 lugng, it tinh sang tao, doi héi tinh kién nhan va
bén bi. Mat khac, khi thyc hién cac thao tac véi s6 lugng 16n, viéc c6 sai sot
la khong thé tranh khéi, viec phat hién ra sai s6t 1a vo ciing khé khan.

Dé giai quyét van dé nay, can c6 cach thic dé tu dong héa cac cong viec
cua quan tri vién. C6 hai phuong phéap thyc hién tu dong hoa cac thao tac.
Phuong phap thit nhat dinh nghia céc thao tac sé dude lap di lip lai theo
nam, thang, tuan, .... Phuong phap thtt 2 dinh nghia cac thao tac sé dugc
thie hien mot 1an trong tuong lai. Trong hé diéu hanh Linux, phuong phap
thit nhat duge thuyc hién bang phan mém crond, phuong phap thit 2 duge
thite hién bang phan mém at.

13.2 Cau lénh crond

Cron la tién trinh thuong tra dé dat lich thuc hién cho cac tac vu. Méi ngudi
stt dung sé c¢6 mot tép crontab luwu trit lich thire hién cac thao tac vao cac thoi
diém khac nhau. Hé théng ciing c6 mot tép crontab hé théng dung dé dit
lich cho cac thao tac hé thong nhu don dep log, cap nhat CSDL cua locate,

Dé khai bao lich thyc hién tac vy, c6 thé st dung céc cau lenh, ciing c6
thé sit dung chuong trinh véi giao dién do hoa nhu Gnome Scheduled tasks.

Teép crontab la mot tép c6 dang text, chita danh sach cac thao tac sé dugce
thie hién va thoi gian thie hién cac thao tac dé. Cac thao tac nay va thoi
gian thuye hién sé duge diéu khién béi tién trinh crond va duge thuyc hieén &
ché do nén ciia hé thong.

Dé khai bao cac thao tac tu dong biang cau lenh, st dung cau lenh crontab
-e dé them cac dong vao trong tép crontab. Sau khi da khai bao céac tac vu
theo ct phap ctia cron, can luu lai cac thay ddi va thoat ra khéi chuong trinh
soan thao. Cac thay doi sé duge cron cap nhat. Néu khong ghi lai, sé khong
c6 thay doi nao véi lich thuc hién ctia cac tac vu duge ap dung.
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13.2.1 Cu phap cua tép crontab

Tép crontab gom nhiéu dong, méi dong tuong ting véi lich thuc hién ctia mot
tac vi. Moi dong gom nhiéu truong, cac truong phan cach nhau bang dau
cach. Cac truong tit 1 dén 5 ding dé khai béo thsi gian theo thit tu phait,
gi0, ngay, thang, thi. Truong thit 6 diing dé khai béo cau lenh thuc hién tac
vu. Vidu

01 11 1 1 1 /usr/bin/somedirectory/somecommand

Khai béo tac vu /usr/bin/somedirectory/somecommand thuc hién vao 11:0lam
ngay 01/01 v moi ngay thit 2 clia thang 1. Dau sao (*) sit dung dé mo ta
gia tri tuy ¥ cta truong. Vi du

01 11 * * x /usr/bin/somedirectory/somecommand

thuc hién cau lenh /usr/bin/somedirectory/somecommand vao 11:0lam tat
c4 cac ngay. Dau phay (,) c¢6 thé duge st dung dé khai bdo nhicu thoi diem
thue hién ciing mot tac vu. Dau trit (-) khai bao mot khoang cac gia tri dé
thuc hién lién tuc cau lénh. Vi du

01,31 04,05 1-15 1,6 * /usr/bin/somedirectory/somecommand

thuc hién cau léenh /usr/bin/somedirectory /somecommand vao phut thit 4h01,
4h31, 5h01, 5h31 tit ngay 1 dén nagfy 15 clia cac thang 01 va thang 6. Cau
lenh thyc hién tac vu "/usr/bin/somedirectory/somecommand" can dugc
khai bao bang duong dan tuyét déi

C6 thé khai béo cac tac vu thuc hien mot cach dinh ky. Vi du

*/30 * x % * /usr/bin/somedirectory/somecommand
thue hién cau lénh mdi 30 phit thay cho viéc khai bao
0,30 * x * *x /usr/bin/somedirectory/somecommand

Dé xem danh séch, cap nhat danh sach céac tac vu da duoe thuc hién, ¢6 thé
st dung cau lénh crontab. crontab -1 liét ké danh sach cac thao tac sé dugc
thuce hién. crontab -e cho phép soan thao cac lich thuyc hién. crontab -r x6a
céc tac vu. crond thuce hién cac lich duge ghi trong /var/spool/crontabs, tuy
nhién dé ddm bao nhitng NSD khéac nhau khong tac dong lén lich clia nhau,
khong nén triyc tiép soan thao tép nay.
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This has the username field, as used by /etc/crontab.
# /etc/crontab: system-wide crontab
# Unlike any other crontab you don’t have to run the ‘crontab’
# command to install the new version when you edit this file.
# This file also has a username field, that none of the other crontabs do

SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

# m h dom mon dow user command

42 6 * * *x root run-parts --report /etc/cron.daily

47 6 * * 7 root run-parts --report /etc/cron.weekly

52 6 1 * * root run-parts --report /etc/cron.monthly

#

# Removed invocation of anacron, as this is now handled by a
# /etc/cron.d file

Hinh 13.2.1: Thuyc hién anacron bang cau lénh runparts

Gidi han truy cap

Crond sit dung cac tép /etc/crond.allow va /etc/crond.deny dé xac dinh NSD
nao duge quyen khai bao cac thao tac ty dong. Chi nhitng NSD nao c6 tén
trong tép /etc/crond.allow va khong c6 tén trong tép /etc/crond.deny méi c6
quyén tiuy bién crond cho riéng minh. Néu tép /etc/cron.allow ton tai, NSD
can phai dugc liet ke trong tép nay dé c6 thé khai bao crontab. Tuong tur,
néu tep /etc/cron.deny ton tai, NSD can khong c6 mét trong tép nay mdi
st dung dude crond. Néu ca 2 tép nay khong ton tai, két qua phu thude vao
ban phan phdi.

Cac lich thuc hién néi tréen danh cho NSD. Dé ¢6 thé thuc hién céc tac
vu hé théng, sit dung cau lenh

sudo crontab -e

dé khai bao cac tac vu can thyc hién véi quyén ciia quan tri.

Stt dung crond, anacron cho phép khai béo cac tac vu hé théng dude thue
hién trong cac thu muc /etc/cron.hourly/, /etc/cron.daily/, /etc/cron.weekly/,
va /etc/cron.monthly/ 1an lugt cho céc thao tac thyc hién hang gio, hang
ngay, hang tuan. Tuong ty nhu trong /etc/rcX.d/ trong thu muc nay cac
script duge thuc hién theo thi tu tén ctia cac kich ban.
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13.2.2 Mobt vai chd ¥

Cac cau lenh khéi dong bang crond khong c6 console, do dé bat budc phai
khai bao tuong minh dau ra chuan, néu khong sé khong duge thuc hien. C6
thé khéi dong cac tng dung do hoa, tuy nhién, can dwa man hinh dé hoa
chuan vao trong ACL (xem thém chuong ??)

Trong cac thao tac lien quan dén sao luu, cac tép sao luu st dung thai
gian hién tai trong tén tép. Dé lam duge diéu nay can sit dung cau lenh date
va ct phap 5+ Vi du

*/30 * * x * echo test > test‘date +"%Y/mJd_%H/MAS"

tao ra tén tép véi nam, thang, ngay, gic, phut, giday trong tén tép.

13.3 Cau lénh at

Cau lenh at két hop véi cac cau lenh batch, atq, atrm thuc hién cac lenh
dugc nhap vao ti stdin hosic tép va thue hien tai mot thsi diém thoi gian sau
do. Cau léenh atq cho phép xem danh sach cac 1énh sé duge thire hién, con
cau lenh atrm cho phép x6a céac lenh da duge dat dé thuc hien. Viec thuc
hién cac léenh nay do tién trinh atd thuc hien. Nhu vay dé si dung at can
chic chan 1a dich vu atd da duge khéi tao. Vi du cau lénh:

at -f echo "It is now $(date +%T) on $(date +%4A)" -v 14:00

Thue hién cau lénh vao lac 14:00.
Tham s6 thai gian c6 thé duge dinh nghia theo nhiéu cach khac nhau

at -f test 10pm tomorrow
at -f test 2:00 tuesday
at -f test 2:00 july 11
at —f test 2:00 next week

Dé dam béo an toan cho hé théng, cac tép /etc/at.allow va /etc/at.deny
dudce st dung. Co ché khai bdo NSD va hiéu ting tuong tit nhu tép cron.allow
va cron.deny.

13.4 Bai tap

Bai tap 13.1 Su dung cau lénh crontab dé thuc hién viéc tim cdc tép cé suid
va guid bit.

Bai tap 13.2 S¢ dung cau lenh at dé tdt mdy vao 10h toi ngay mai.
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Phan III

Quan tri cac dich vu mang trén
Linux
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Chuong 14

Dich vu tén mién-DNS
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14.1 Khai niém co ban vé DNS

14.1.1 Vai tro cua DNS

Mbi may tinh khi tham gia vao mang dudc cap mot dia chi IP, dé két nbi véi
nhau cac may tinh can biét dugc dia chi IP ctia nhau. Ciing nhu vay nguoi
stt dung khi stt dung céc dich vu mang nhu web, email, chat... phai nhé duge
dia chi IP ctia cac may chi cung cap dich vu nay dé ra lenh cho may tinh
ctia minh két n6i dén. Viec nay gay khé khan cho ngudi sit dung do phai nhé
rat nhiéu con s6 kho khan va khong c6 tinh goi nhé. Ngoai ra moéi méy tinh
hay may chi khi cai dit con ¢6 mot tén may (hostname). Tén nay thuong
duge dat bang ngon ngit tuy nhién v mang tinh ggi nhé cao. Vi du may tinh
ca nhan cta ching ta thuong dat luon theo tén ctia ching ta nhu thanhlx,
trunghq, may chti cung cap céc dich vu thi duge dat tén véi yéu té goi nhé
dén dich vu dé nhu: mail.hut.edu.vn, hut.edu.vn... Dich vii DNS ra doi nham
két ndi wu diém ctia hai dich vu nay thanh mot dich vu trung gian duy nhat.
DNS lam nhiém vu anh xa cac tén dé nhé ctia may tinh thanh dia chi IP
tuong ting ctia may d6. DNS chay nhu mot dich vu trung gian cho tat ca cac
dich vu mang khéc theo mo hinh Client/Server. Khi mot ngusi dung muén
két néi may tinh cia minh t6i may khac chi can go vao tén may tinh can két
noi, may clia nguoi stt dung sé tur dong lién lac v6i may chit DNS dé héi dia
chi IP tuong ting va thiét lap kenh lien lac dé hai may trao doi thong tin.

Phan giai tén mién Dich vu DNS hoat dong theo mo hinh Client/Server
v6i Server 1a mot méy chti 1am nhiém vu quan 1y co sé dit liéu tén mién va
dua ra cau tra 10i khi nhan dudge yéu cau, thuong dude goi la Name Server.
Client 13 mot trinh truy van - Resolver - dugc cédc méy tinh ding dé truy
van thong tin can thiét tréen Name Server.

Dam bao tinh sdn sang DNS la mot dich vy phan tan, diéu nay cho
phép dit lieu duge “chia nhé” dé quan 1y béi cac may chit DNS cuc bo, céc
méay chil nay quan ly viéc phan gidi tén mién noi bo thuoc pham vi duge
cho phép hoiic quan 1y mot bo phan tén mién cu thé nao dé. Diéu nay khién
cho viéc quan tri tré nén dé dang hon dong thoi viec truy van dit lieu duge
nhanh hon.

Phan tai

Dam bao tinh trong suét Tat ci cac hé diéu hanh cho may tinh ngay
nay déu tich hop sdn cac DNS Client va viéc truy van thong tin dién ra hoan
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toan trong sudt déi véi nguoi st dung. Nguoi stt dung chi can nhé hodc tim
ra tén mién minh can truy cap va go vao chuong trinh, moi cong viéc con
lai do DNS Client thiic hien. Thyec té ciing cho thay phan 16n ngusi sit dung
khong hé biét dén dich vu nay, né hoan toan trong sudt.

Cac giai phap dién giai tén

14.1.2 Heé théng tén mién

Khong gian tén Mot dit lieu DNS 1a mot cau trtc hinh cay, mot tén mién
134 mot nhanh ciia cay, tuy nhién khac véi cac cau tric cay khac nhu cay thu
muc hay cay domain, cau tric cay ctia tén mién dude viét tit ngon dén goc.
Mbi ten mien duge két thic bang dau ”.” 1a ky hieu la goc clia cay (root) - vi
du <www.hut.edu.vn.>. Tuy nhién dé thuan tién, ngusi sit dung khong can
thiét phai g6 dau cham nay ma né duge may tinh tir dong them vao. Mot tén
mién day di bao gom c6 cac thanh phan cidch nhau béi dau ”.”: <tén mién
. tén mién cap 1 ( ho#c tén mién cap 2 . tén mién cap .) . root>>. Tén mién
day du duge goi 1a FQDN (Fully Qualified Domain Name)

Tén mién cap 1 Con dugc goi la Top-Level Domain (TLD) dugc phan
loai theo:

e Quoc gia (ccTLD - Country Code Top-Level Domain): .vn (Viét Nam),
Jjp (Japan), .tw (taiwan)...

e Chiic nang (¢TLD - Generic Top-Level Domain): .com (cic to chiic va
cong ty thuong mai), edu (Cac t6 chiic gido duc), .org (cac to chitc phi
lgi nhuan)...

e Dugc cac td chiic tai trg: .asia (Cac t6 chiic thude asia do DotAsia
Organisation tai trg), .mil (Quan doi My - do DoD Network Information
Center tai trg)...

hoac hay dugce phan loai theo chiic nang nhu: .com (cac to chiic va cong ty
thuong mai)

Tén mién cap 2 la tén mién két hop giita tén mién cap 1 theo chit ang va
tén mién cap 1 theo quoc gia. Vi du: .edu.vn, .com.eu, .org.jp

FQDN - Fully Qualified Domain Name 13 tén mién day du cac thanh phan
nhu da néi & trén. Vi du: www.hut.edu.vn, www.vnn.vn, www.bbc.com...
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14.1.3 Cac thanh phan ctia hé théng tén mién

Client I3 trinh phan gidi tén mién Resolver, dugc tich hop trén tat ca cac
hé diéu hanh mAy tinh hién nay. Resolver chita cdc ham dung dé tao ra cac
truy van va giii chiing dén Name Server sau d6 chuyén két qua thu duge cho
céc tng dung can thiét.

MaAy chti toan cau La cac Name Server quan 1y dia chi ctia cac Top-Level
Domain. Cac may chti nay dat rai rac khap thé gisi, dia chi ctia ching duge
cong khai cho moi ngudi biét. Hién tai c6 13 may chil toan cau duge danh
nhan tit A - M va c6 tén mién la: a.root-servers.net, b.rootservers.net....

May chii quan Iy TLD Dudc to chite quan 1§ tén mién ty quyen cho cac
to chiic quan ly TDL nhu: tiy ban quan 1y tén mién ctia cidc nuée (ccTLD),
Céc nha dang ky (gTLD)va tai trg (STLD). Cac to chiic nay c6 nhigm vu
quan 1y vi phan phdi tén mién trong pham vi quan 1y ctia minh cho céc to
chiic, c4 nhan c6 nhu cau.

MaA4y chii van hanh cic DNS viing va cic tén mién day da . Cac
DNS viing 1a cac may chti tén mién duge dang ky bdi cdc nha cung cap dich
v, cac t6 chiic nay dung cac may chit DNS nhim cung cap dich vu tot hon
cho khach hang dong thoi gidm tai cho cdc DNS toan cau hay DNS, vi du
DNS ctia Google (4.4.4.4, 8.8.8.8), DNS ctia VDC (203.162.0.11), Open DNS
(208.67.220.220)... May chti van hanh cdc FQDN la may chi DNS cia cac co
quan t6 chitc diing dé van hanh tén mién dugce cac co quan, t6 chitc d6 dang
ky, cac may chit DNS nay dugc dang ky trén Internet va duge ding dé duy
tri co s dit lieu DNS cho cic tén mién ma cd quan, to chiic d6 dang ky sit
dung

14.1.4 Co ché phan giai tén mién

Cac may chi DNS thudng st dung hai co ché dé phan giai tén mién khi c6
yéu cau tit phia client do la:

Phan giai dé qui Khi Client gii yéu cau dé quy dén Server, may chit DNS
théa thuan véi Client ¢6 hd trg hay khong.

e Néu khong hd trg tim kiém dé quy, may chit DNS tim kiém thong tin
trong co sd dit lieu cuc bo, néu c6 thi gii lai thong tin, néu thong thi
gui thong bao 1a khong cé hoac bao host d6 dang ban.
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e Néu c6 hd trg tim kiém dé quy, may chtt DNS tim kiém trong co sé dit
lieu cuc bo, néu c6 két qua sé tra 10i client

e Néu khong tim thiy thong tin client can trong co sé dit lieu, server sé
héi cac may chii toan cau

e Cac may chii toan cau phan tich va tra 16i lai may chtt DNS dia chi clia
may chi TLD tuong tng

e May chtt DNS lai tién hanh hoéi may cha TLD va cit tiép tuc ha cap
nhu thé dén khi tim dugce cau tra 1oi

e May chit DNS tra két qua tim thay cho Client.

Phan giai khong dé qui Khac v6i phan gia dé quy, phan giai khong dé
quy dién ra nhu sau: Client giii yéu cau phan giai khong dé quy (phan giai
tuong tac) dén may chit DNS, may chit DNS sé théa thuan véi Client xem
c6 ho trg kiéu phan giadi nay khong.

e Néu khong hd trg tim kiém tuong tac, may chi DNS tim kiém thong
tin trong co sd dit lieu cuc bo, néu c6 thi gii lai thong tin, néu thong
thi g thong bao la khong c¢6 hoac bao host dé6 dang ban.

e Néu c6 hd tro tim kiém tuong tac, may chit DNS tim kiém trong co sé
dit lieu cuc bo, néu coé két qua sé tra 16i client

e Néu khong c6 may chit DNS sé gtii cho client dia chi ctia may chii toan
cau.

e Client sé tu hoi cac may chli toan cau nay vé tén mién va ctt thé thuec
hién cho dén khi tim dudc cau tra 1oi.

Két hop phan giai dé qui va khong dé qui

14.1.5 CaAc loai server

Mbi mot t6 chitc, co quan khi ding k¥ mot hay nhiéu tén mién c6 thé dung
mot hay nhiéu méy chti dé quan 1§ va duy tri co sé dit lieu tén mién cho céc
hoat dong lien quan dén tén mién dé. Ngoai ra cac co quan t6 chiic nay co
thé dung thém cac may chtt DNS dé chay song song backup cho cac DNS
kia. Khi d6 cac may chi DNS chinh dugc goi 1a Primary Name Server con
cac may chia DNS lam nhiém vu backup duge goi 1a cac Secondary Name
Server hay cac Slave Server. Khi cdc may chi Primary Name Server bi hong
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cac miy Secondary Name Server sé len thay thé lam nhiém vy phan gidi tén
mién. Hai may chil ndy c6 mot co ché dé thuong xuyén dong bo dit liéu cho
nhau dugc goi 14 Zone Tranfer. Ngoai ra céc Primary Name Server cé thé
tao ra cac SubDomain va 1y quyen cho cac Name Server khac quan ly céc
SubDomain nay.

14.2 Cai dat va cau hinh DNS trén Linux

Cac thao tac can thuc hien dé c6 duge mot may chit DNS la:
e Cai dat phan mém Bind (Berkeley Internet Name Daemon).
e Céu hinh Bind dé tién trinh named c6 thé hoat dong.
e Cau hinh céac dit lieu clia zone ma may chu quan ly.

e Néu la may chii chinh, cau hinh cac zone: localhost va zone phan giai
ngudc, zone duge quan 1y va zone phan gidi nguge, cac may chi goc.

e Néu la may chti phu cau hinh céc zone: localhost v& zone phan giai
ngugc..

14.2.1 Cai dat phan mém

Trong pham vi cudén sach nay tac gidi minh hoa viéc cai dat DNS biang phan
mém BINDO trén nén hé diéu hanh Debian. Dé cai dit mot phan mém trén
linux ban doc ¢6 hai cach:

e Cai tir g6i phan mém duge build sin cho hé diéu hanh dang sit dung
(gibng windows)

e TAi ma nguon ctia phan mém roi build lai va cai dit.

O phuong an cai dat thit 2 yeu cAu ban doc phai ndm rat chic kién thic vé
hé théng dé c6 thé build duge ma ngudn phit hop véi cau hinh hé théng va
¥ do trién khai ctia minh. 0 day tac gia gidi thiéu véi ban doc phuong an
cai tit goi déng sdn cho phan mém. Hé thong duge thiét ké nhu sau. may
chit DNS dugce cau hinh chi thanh hai viing trong va ngoai. D6i véi cdc may
tinh ndm trong mang LAN khi truy van thong tin dia chi DNS sé tra 1oi dia
chi noi bo clia cdc may chii. Néu la cac truy van tit cidc may tinh bén ngoai
mang DNS sé tra 1i dia chi public ctia may cht dich vu. Tién hanh cai dat
BIND 9:
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debian: ™ # apt-get install bind9
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
bind9utils
Suggested packages:
bind9-doc resolvconf ufw
The following NEW packages will be installed:
bind9 bind9utils
0 upgraded, 2 newly installed, O to remove and O not upgraded.
Need to get 336kB of archives.
After this operation, 1028kB of additional disk space will be used.

Doc doan cau hinh trén ta c6 thé nhan thay rang dé cai dit BIND9 can phai
cai 2 goi sau: bind9, bind9utils Sau khi cai dat xong ta thyc hién lenh tat
dich vu dé chuyén sang cau hinh chi tiét BINDO:

debian:~# /etc/init.d/bind9 stop

14.2.2 Céu hinh daemon

controls {
inet 127.0.0.1 allow { localhost; } keys { rndckey; rndc-key; I};
};

//include "/etc/named.custom";
include "/etc/rndc.key";

// ACL statement

acl proxy { 172.16.0.201/32;};

acl localnet { 127.0.0.1; 172.16.0.0/16;192.168.0.0/16; };

acl bogusnets { 0.0.0.0/8; 1.0.0.0/8; 2.0.0.0/8; 224.0.0.0/3; 10.0.0.0/8; };

options {

directory "/var/named";

//allow-transfer { 172.16.0.210;172.16.0.212; };
blackhole { bogusnets; I};

recursive-clients 10000;

version "";

forwarders {203.162.0.11;208.67.220.220;%};
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s
// Begin Internal

view "internal" {

match-clients { localnet; };
//allow-transfer { 172.16.0.210; };
recursion yes;

zone "." IN {
type hint;

file "named.ca";
}s

zone "hut.edu.vn" {

type master;

//allow-query {172.16.0.0/24;};
file "in/hut.edu.vn.zone";

};

zone "0.0.127.in-addr.arpa" {
type master;
file "in/0.0.127.in-addr.arpa.zone";

};

zone "0.168.192.in-addr.arpa" {

type master;

file "in/4.168.192.in-addr.arpa.zone";
};

zone "localhost" {

type master,

file "in/localhost.zone";

+;

}; //End Internal

view "global" {

match-clients { any; };

recursion yes;

allow-recursion { 202.47.142.0/24;202.191.56.0/22; I;
//allow-transfer { 202.47.142.131/32; %};

zone "hut.edu.vn" IN {

type master;
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file "out/hut.edu.vn.zone";

};
}s

key rndc-key {

algorithm hmac-md5;

secret '"bakhKedjzAaCMUg8PaVfuA==";
¥

14.2.3 CAau hinh zonefile
Cé&u hinh zone IN

$TTL 86400

@ IN SOA dns.hut.edu.vn. dns.hut.edu.vn. (
2010042802; Tang khi thay doi thong tin

3H ; refresh

3600 ; retry

604800 ; expire

600 ; ttl 86400

)

IN NS dns.hut.edu.vn.

dns IN A 172.16.0.193

dns2 IN A 202.191.58.2

IN MX 30 mail.hut.edu.vn.

mail IN MX 20 mail.hut.edu.vn.
mail IN A 202.191.57.199

sv IN MX 40 sv.hut.edu.vn.

tvtt IN A 192.168.40.21 ; Dich vu Tu van Truc tuyen cho sinh vien
tuvantructuyen IN CNAME tvtt ; Dich vu Tu van Truc tuyen cho sinh vien
#Luu § cudi file zone phdi dé mét dong tring

CAu hinh file OUT

$TTL 86400
@ IN SOA dns.hut.edu.vn. hostmaster.hut.edu.vn. (
2010042802 ;Tang khi thay doi thong tin
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3H ; refresh
3600 ; retry
604800 ; expire
600 ; ttl 86400
)

IN NS dns.hut.edu.vn.

IN MX 20 mail.hut.edu.vn.

fit IN NS dns.hut.edu.vn.
mail IN MX 20 mail.hut.edu.vn.

tvtt IN A 202.191.56.196 ; website Tu van truc tuyen 20090520
tuvantructuyen IN CNAME tvtt ; Tu van Truc tuyen cho Sinh vien
#Luu ¥ cubi file zone phdi dé mdt dong tring

Sau khi cau hinh xong cac file trén bat lai dich viu DNS bang léenh

14.2.4 Kiém tra cAu hinh

Trude khi chay chinh thitc hosic sau méi lan thay doi thong tin vé DNS can
kiém tra cau hinh dich vu bang lénh check zone nhu sau:

[root@dns etc]# named-checkzone hut.edu.vn /var/named/in/hut.edu.vn.zone
zone hut.edu.vn/IN: loaded serial 2010042802

0K

debian:~# named-checkzone hut.edu.vn /var/named/out/hut.edu.vn.zone
zone hut.edu.vn/0UT: loaded serial 2010042802

0K

Sau khi kiém tra, khéi chay lai dich vu dé thay ddi c6 hieu luc

debian:~# /etc/init.d/bind9 start (hodc reload)

14.3 Bai tap

Bai tap 14.1 Cai dat hé thong DNS vdi mo hinh Master/Slave.

143



Chuong 15

Quan tri webserver
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15.1 Dich vu web, PHP, MySQL, LAMP

15.1.1 HTML-Web page

Mot trong nhitng chiic ning clia mang may tinh 1a cung cap thong tin titr xa
cho NSD. Thong tin thuong duge t6 chiic thanh cac tai lieu. Cac tai lieu nay
duge luu trit trong cac tép, vi du nhu cac tép van ban, tép hinh anh.... Trong
qué trinh st dung tai lieu, NSD thuong xuyén phai tham chiéu t6i cac tai
licu khac phu thuoc vao boi cdnh thong tin ma NSD dang truy cap trong tai
licu. V6i mang may tinh, c6 thé gid dinh 1 cac tép nay cé thé truy cap tit bat
¢t vi trf ndo. Dé thuan tien hon cho NSD, can ¢6 mot cach thic dé danh dau
nhitng tham chiéu t6i tai lieu khac, cho phép khi kich hoat cac dau d6, NSD
sé truy cap vao tai lieu duge tham chiéu. Tai lieu ma NSD dang truy cap
sé tré thanh mot siéu tai lieu, c6 lien két dén rat nhiéu tai lieu khéac nhau.
Ngon ngit dé mo t4 mot tai lieu nhu vay goi 1a ngon ngit danh dau siéu vin
ban (Hyper Text Markup Language-HTML). Tai lieu dugc mo ta bang ngon
ngit HTML goi 13 trang HTML ho#c web page.Tham chiéu t6i mot tai lieu
dugce goi 1a dia chi, hay con duge goi la dia chi tai nguyén tdng quat (Uniform
Resouce Locator-URL). Mot URL ¢6 dang protocol://domainname/path/file
trong do protocol la giao thitc ding dé truy cap tai nguyeén, véi cac tai lieu
HTML la http, domainname la tén méay chta tai lieu, path la duong dan téi
tai lieu va file 1a tén cua tai liéu.

15.1.2 Trinh duyét-web server

D@ hién thi cac tai lieu HTML can mot phan mém hiéu duge ngon nit HTML
va hién thi thanh dang ma NSD c6 thé doc duge. Phan mém nay goi la trinh
duyet (browser). Cac tai lieu HTML can duge luu trit tai mot may tinh
tren mang (thuong khong trung véi may tinh clia trinh duyet). Can c¢6 mot
phan mém dé c6 thé cung cap cho céac trinh duyét trén may tinh khac céc
tai liew HTML khi can thiét. Phan mém nay goi 13 may chti web. Trinh
duyét va may chi trao doi thong tin véi nhau thong qua co ché yeu cau-tra
161 duge qui dinh bdi giao thic truyén sieu van ban (Hyper Text Transfer
Protocol).Trinh duyét duge sit dung rong rai dau tien 1a Hot Potatoes. Hien
tai, cac trinh duyét pho bién nhat 1a Internet Explorer va Mozilla Firefox.
M4y chit web dugdc st dung rong rai nhat 13 Apache Webserver va Microsoft
Internet Information Server.
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15.1.3 Co ché hoat dong ciia dich vu web

Hinh ?? mo ta hoat dong ctia dich vu web. Céc budc dé tai mot sieu van ban
la:

1. NSD nhap mot dia chi tai lieu HTML hoac kich hoat vao mot lien két
tGi tai lieu.

2. Trinh duyét xac dinh may cht web, glii mot yéu cau t6i may chii chita
URL

3. Méay chu xéac dinh vi tri vat 1y ctia tai liéu trén may cht dya vao dudng
dan va tén tai lieu. Néu tim thay tra lai cho trinh duyét. Néu khong
tra lai mot tai lieu bao 16i. Thong tin phan hoi duge déng goi trong
mot goi tin HTTP.

4. Trinh duyét nhan tai lieu HTML va hién thi tai lieu. Trong qué trinh
hién thi tai lieu, néu can thém céc tai nguyen khac, lap lai bude

15.1.4 Server Script va Client Script

Co ché trao d6i thong tin nhu da trinh bay & trén chi cho phép may chii cung
cap thong tin dén cho NSD, khong cho phép nhan thong tin tit NSD. Ngon
ngt HTML cung cap cac thé dé co thé khai béo céc 6 cho NSD c6 thé nhap
thong tin vao va gtti dén may chi bang cach déng géi trong yéu cau. Tai may
chii céc thong tin nay duge xit 1y dé dua ra cac thong tin theo yéu cau cia
NSD. Day la co ché dé c6 thé cung cap cac noi dung thong tin dong bing cac
trang web. Diém con thiéu 1a mot co ché cho phép cac chuong trinh thic hien
trén may chii c6 thé giao tiép véi web server dé nhan cac thong tin tit phia
NSD, xtt Iy va tity bién thong tin theo cac thong tin nhan duge nay roi tra
lai cho web server dé giti cho trinh duyet. Chuan dau tien dé giao tiép giita
cic chuong trinh v6i méy cht 1a chuan CGI (Common Gateway Interface).
Mbi yéu cau ctia NSD duge xit 1§ bdi mot chuong trinh CGI. Dé thuan tien
hon cho NSD, viéc viét cac chuong trinh CGI cho mot ttng dung CGI dudc
gop lai va thay thé bang cdc mo ta tuong tac va thao tac trén may chi. Cac
mo ta nay dude viét bang ngon ngtt chuyén dung va c6 mot trinh dich trén
server thuc hién céc kich ban ctia ngén ngit. Trinh dich nay goi la may chu
ting dung (application server), con doan ma mo ta goi la kich ban trén may
chti (server side script).

Céc ing dung web c6 thé sit dung server-side script dé thuc hién tuong
tac gitta NSD va may chtt web. Tuy nhién, mic do tuong tac thap do tdc do
truyen dit lieu han ché. Dé c6 mitc do tuong tac 16n hon, cac trinh duyét can
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Hinh 15.1.1: Cac thanh phan ctia hé thong web

cho phép thue hién cic chuong trinh ngay tai trinh duyét. Giai phap xuat
hien dau tien la sit dung may 4o Java dé thuc hien cac Applet. Cac applet
cho phép NSD tuong téc véi trinh duyet va may chi bang giao dién nhu véi
cac chuong trinh Desktop thong thuong. Nhuge diém ctlia ching 1a cham va
kich thu6e 16n. Giai phap thi 2 la sit dung cac kich ban chay trén trinh duyét
nhu JavaScript hay VB Script. Hau hét cac trinh duyét hién tai déu ho trg
Java Script. Web 2.0 con cho phép cac kich ban nay c6 thé tuong téac truc
tiép v6i may chi, thuc hién song song qua trinh tai va hién thi cic trang
web, ting mic do tuong tac gitta NSD va hé thong. Hinh minh hoa
céc thanh phan ciia hé thong web.

15.2 Apache web server trén Linux

15.2.1 Cai dit

Phién ban phan mém Apache mdéi nhat dang duge st dung 1a phién ban 2.2.
Trude khi cai dat, can dam bao 1a may tinh da dudc cau hinh dé két ndi
mang. C6 thé cai dit apache tit goi apache2

#yum install apache2
hoac
#apt-get install apache2

Khi cai dat tir gbi apache2, chuong trinh cai dat sé thyc hién cac thao tac
cau hinh mac dinh. Sau khi qua trinh cai dat duge hoan tat, Apache da dugc
cau hinh mic dinh va ¢6 thé st dung. Tt phién ban 2.0, méy chii web duge
kiém soat bang cau lenh:

/etc/init.d/apache2 start|stoplrestart|reload|status
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Trong dé cac tity bién start, stop, restart, reload, status dude sit dung dé
khéi dong, tat, khdi dong lai, hién thi trang thai cia méay chi web. Sau khi
dich vu web dugc khéi dong, c6 thé kiém tra bang cau lenh

#telnet 127.0.0.1 80
hoac
#lynx 127.0.0.1

Trén mAy tinh khac, can thay 127.0.0.1 bang dia chi IP tuong ting ctia may
tinh.

15.2.2 Tuy bién

CAc tep cau hinh ctia Apache web server duge dat trong thu muc /etc/apache2/.
Tep cau hinh chinh 1a tép /etc/apache2/apache2.conf dinh nghia cac cau hinh
c6 ban ctia httpd, tién trinh phuc vu cho dich vu web. Céac thu muc khéc
va, cac tép cau hinh khac khai bao cac cau hinh khac nhau ciia cac web site,
web pages, ... do tién trinh httpd quan ly. Cau hinh ctia apache dugc tao
bdi cac léenh khai bao (directive), cac lenh khai bao nay cé thé dude tap
hop lai trong mot moi truong. Nhu vay cac cau hinh duge khai bao trong
tep /etc/apache2/apache2.conf chi can thay ddi khi quan tri vien mudn thay
déi cac tham s6 ciia tién trinh httpd nhu: hiéu ning, s6 cac ludng con, sb
cac tién trinh con.... Cac cau hinh khac nhu ngon ngi, ché do bio mat
dat trong thu muc /etc/apache2/conf.d Viéc khai bdo théem cidc mo dun bo
trg ctia Apache2 duge khai béo trong thu muc /etc/apache2/mod-enabled.
Cac mo dun duge cai diat nhung chua duge kich hoat dat trong thu muc
/etc/apache2 /mod-available. Mot trong cdc cau hinh quan trong I3

ServerRoot "/etc/apache2"

chi ra thu muc lam viéc ctia tién trinh httpd. Cac tép cau hinh, cac dit lieu
clia tién trinh sé nam trong thu muc nay. Cau hinh Cac thao tac co ban khac
lien quan dén cau hinh web server 1a: Cau hinh mot web site 4o, chia sé mot
tép, mot thu muc qua web, cau hinh kiém soét truy cap cho tép va thu muc.

15.2.3 Khai bao thu muc

Dé web server c¢6 thé sit dung mot thu muc trong hé théng tép cuc bo, can
khai bao thu muc d6 trong cac tép cau hinh. Sau khi khai bao, cdc thu muc
con clia thu muc thita ké cac cau hinh ctia thu muc cha. Mot thu muc thuong
duge khai bdo nhu trong Hinh Tiy bién Options cho phép khai bdo
cac thuoc tinh ctia thu muc. Cac thudc tinh co ban la ExecCGI cho phép
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<Directory /var/www/>

Options Indexes FollowSymLinks MultiViews
AllowOverride None

Order allow,deny

allow from all

</Directory>

Hinh 15.2.2: Khai bao thu muc

thue hién cac chuong trinh CGI, FollowSymULinks cho phép st dung cac lién
két biéu tugng, Includes cho phép thuc hien lien két t6i cac tép khac trén
server, IncludesNOEXEC chi cho phép lién két t6i cac tép khong thiec hién,
Indexes cho phép hién thi noi dung cia thuw muc. Néu c¢6 nhiéu lenh Options
cho mot thu muc, lénh nao giéi han nhiéu nhan sé dude st dung. Néu tat
ca cac Options déu stt dung + hoiic - thi cdc Options sé& két hop vé6i nhau.
AllowOverride None khai bao cac thudc tinh ctia thu muc khong thita ké thu
muc cha. Dé dam béo cac thu muc con tiép theo c¢6 thé khai bao tuong minh
cac gidi han ve truy cap, tai thu muc géc khai bdo uu tién cac lénh han ché
truy cap, dong thoi md ra tat ca cac truy cap. Nhu vay viéc giéi han quyén
truy cap vé sau trén thu muc goéc khong anh huéng dén cac thu muc con.
Céc thu muc con c¢6 thé khai bao céc giéi han vé truy cap theo nhu cau sit
dung.

Thu muc goc clia mot website duge khai bao bang cau lenh Server Root.
Mic dinh dia chi IP ctia méy va tén mién ctia may 1a cac URL trd vé Server-
Root.

Céac thu muc ctia thu muc géc mic dinh duge hiéu la thu muc trong
duong dan. Néu mudn tao ra cidc thu muc con khac, khong nam & vi tri mic
dinh can st dung cau lenh Alias.

Alias /doc/ "/usr/share/doc/"
<Directory "/usr/share/doc/">
Options Indexes MultiViews FollowSymLinks
AllowQOverride None
Order deny,allow
Deny from all
Allow from 127.0.0.0/255.0.0.0 ::1/128
</Directory>

Khi can chia sé mot thu muc dé c6 thé thuc hién cac kich ban, st dung cau
lenh ScriptAlias. Cau lénh nay giéi han viéc truy cap vao cac kich ban, khong
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cho phép doc cac kich ban ma chi cho phép tra vé cac két qua khi thue hien
kich ban.

ScriptAlias /cgi-bin/ /usr/1lib/cgi-bin/

<Directory "/usr/lib/cgi-bin">

AllowOverride None

Options +ExecCGI -MultiViews +SymLinksIfOwnerMatch
Order allow,deny

Allow from all

</Directory>

15.2.4 Céu hinh web site o

[?] Apache2 cho phép c6 thé cau hinh dé véi cling mot mdy tinh c6 thé luu
trit nhiéu website véi tén mieén khac nhau. Server sé cin cit vao tén mién cé
trong yeu cau (URL) dé xac dinh vi trf vat 1y ctia web site. Céac khai bao
website 40 ¢6 thé dua trén tén mién hoac dua trén IP. Khi cAu hinh mot web
site 40, quan tri vién can quan tam dén cac thong tin sau:

e Tén mién hoac dia chi IP ctia website.
e QQuan tri vién cua web site.

e Thu muc goc clia web site. Thu muc nay can phai 1d mot thu muc hosc
la thu muc con cta thu muc da duge khai béo.

Vi du vé khai bao web site do:

<VirtualHost 192.168.40.21:80>
DocumentRoot /var/www/cfmi
ServerName cfmi.hut.edu.vn
ServerAlias www.cfmi.hut.edu.vn
</VirtualHost>

15.2.5 PHP va MYSQL

PHP va MYSQL 1a 2 cong cu dude st dung pho bién dé phét trién cac web
site dong. PHP 1 ngon ngit kich ban phia server, cho phép NSD c¢6 thé xay
dung céc tng dung web. MySQL 13 hé quan tri CSDL ma nguon mdé. Day 1a
nhitng thanh phan khong thé thiéu ctia mot tng dung web. T6 hgp LAMP
(Linux Apache MySQL PHP) thuong duge nhiac dén dé chi cac phan mém
phuc vu cho viéc cai dit mot website. Dé st dung céc phan mém nay, trudce
hét can phai cai dit ching
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#yum install phpb

#yum install mysql-server

#yum install php5-mysql

#echo ‘‘<?php phpinfo(); ?>’’ >/var/www/test.php
#lynx 127.0.0.1/test.php

sau d6 c6 thé cai mot s6 phan mém ma nguon mé dua trén PHP nhu Moodle,
Joomla, ....

15.3 Bai tap

Bai tap 15.1 Cai dat web server trén may tinh vdi 8 website do khac nhau
trén cac thu muc khdc nhau. Kiém tra su khdc biét.

Bai tap 15.2 Cai dat Joomla va Moodle.
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Chuong 16

Dich vu email
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16.1 Giéi thiéu hé théng email

He thong thu dién ti cung cap mot phuong thiic lién lac hiéu qua bang cach
cung cap cac dich vu nhu:

e Gt va nhan cac thong bao thong qua webmail hodc cac chuong trinh
email clienr

e (6 thé dinh kem cac file tai lieu hay cac dit lieu da phuong tién va thu
dién tu

e (6 thé tich hop vao cac co ché xac thuc bing chit ky s6 hodic chit ky
dién tit dé dam bao tinh xac thuc....

16.2 Cac thanh phan co ban ctua hé thong thu
dién tu
Hinh [16.2.1/m6 t4 cac thanh phan co ban ctia mot hé thong thu dien tit. Mot

hé thong thu dién tit sé gom céc thanh phan sau:

e Thanh phan giao tiép vdi cac hé thong thu dieén ti khac thuong duge
goi la MTA (Mail Tranfer Agent), vi du: qmail, postfix....

e Thanh phan phan phéi thu dién tit nhan dugc dén ting hom thu
cia ngusi st dung duge goi 1la MDA (Mail Delivery Agent:).Vi du:
mail.local, procmail...

e Thanh phan giao tiép v6i nguoi stt dung thuong duge goi 1a MUA (Mail
User Agent). Vi du: Outlook Expresss, Thunderbird...

e Thanh phan quan 1y truy cap clia nguoi sit dung thong qua cac giao
thic truy cap tit xa nhu POP3/IMAP thuong duge goi 1a MAA (Mail
Access Agent), vi du; dovecot

16.3 Cac giao thiic ctia hé théng email

16.3.1 SMTP - Simple Mail Tranfer Protocol

SMTP (Simple Mail Transfer Protocol) 1a mot trong cac giao thitc Internet
nong cot duge thiét ké dé chuyen thu dien ti mot cach tin cay va hieu qua.
Giao thitc SMTP dimng dé trao doi email giita cac thanh phan:
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Hinh 16.2.1: Cac thanh phan va hoat dong ctia hé thong email
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e MUA, MTA, MDA: dé gtti nhan va phan phdi thu
e MX Server - Mail Exchange Server: may chu chay dich vu thu dién ti.

e DNS Server - Domain Name Services Server: Mdy chti cung cap dich
vu chuyén doi tén mién thanh dia chi IP. Gitp cho may chii thu dien
tt nguon biét duge dia chi ctia may chi thu dién ti dich

Cac thitc giii nhan thu dién tit cia SMTP duge miéu ta cu thé bang hinh
anh duéi day:

Dau tién ngudi sit dung dimg MUA dé tao mot thu dién ti (vi du: “Ten-
NguoiNhan@TenCongTy.com’, cing v6i chit dé (Subject) va noi dung cta
thong béo). Sau d6 MUA sé gtii thu dien tit d6 dén MTA, MTA phan tich
tén mién clia dia chi e-mail nhan (vi du: ‘TenCongTy.com’) dé biét duge dia
chi ctia nguoi nhan. MTA bat dau trao doi lien lac v6i mot DNS Server (may
chtt he théng tén mién) ma sé tim kiém va tra vé tén (host name) ctia MTA
dich (vi du ‘203.164.1.134’) cho tén mién d6. Mdi mot domain nhan thu déu
c6 mot MX record trén DNS server dé cho biét host nao sé nhan thu dién
tit cho domain. Khi MTA nhan biét dugc host nao dé gii thu dien ti dén,
n6 thiét lap mot phien SMTP dé giti thu dién tit dén (SMTP hand shaking)
thong qua cong 25 ciia TCP/IP. Néu tén ngusi dung ciia dia chi thu dién
tit nhan khép v6i mot trong nhiing tai khoan ngusi dung duge phép trong
may chi dich, thong bao thu dién tit gbc cudi ciing sé duge chuyeén dén may
cht nay. Sau d6 MUA ctia ngudi nhan sé tai thu dién tit vé may theo giao
thitc POP hodac IMAP. Mot vi du vé gii thu ban SMTP thong qua telnet
truc tiép vao cong 25 duge minh hoa trong Hinh Trong truong hgp
MTA dau tien khong thé trao doi thong tin truc tiép véi may chi dich, giao
thitc SMTP cung cap céc co ché dé chuyén céc thong bao thong qua mot hay
nhiéu MTA chuyén tiép trung gian. Mot may cht chuyén tiép sé nhan thong
béo gbc va sau do thit chuyén no t6i may cht dich hay giti n6 mot lan nita
t6i mot may cht chuyén tiép khac. Qua trinh nay sé duoc lap lai cho dén khi
thong bao duge chuyén di hodc thoi gian Iuu gitt thong béo hét han.

16.3.2 IMAP - Internet Message Access Protocol

Giao thitc IMAP (Internet Message Access Protocol) cung cap lénh dé phan
mém thu dién ti trén méy khach va may chii diing trong trao doi thong tin.
D6 1a phuong phap dé ngusi ding cudi truy cap thong diép thu dien ti hay
bang tin dién ti tit may chi vé thu trong moi trudng cong tac. N6 cho phép
chuong trinh thu dién tit dung cho may khach - nhu Netscape Mail, Eudora
ctia Qualcomm, Lotus Notes hay Microsoft Outlook - 1ay thong diép ti xa
trén may chit mot cach dé dang nhu trén dia cing cuc bo. IMAP 1a co ché
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trunghq@ubuntu:~$ telnet 127.0.0.1 25
Trying 127.0.0.1...

Connected to 127.0.0.1.

Escape character is ’~]’.

220 ubuntu.localdomain ESMTP Postfix (Ubuntu)
helo trunghqg.com

250 ubuntu.localdomain

helo local.domain.name

250 ubuntu.localdomain

MAIL FROM:trunghq@ubuntu.localdomain
250 2.1.0 Ok

RCPT TO:haquoctrung@gmail.com

250 2.1.5 0k

DATA

354 End data with <CR><LF>.<CR><LF>
Subject:Thu gui thu tu telnet

Day la mot buc thu gui tu telnet

250 2.0.0 Ok: queued as 913E010089F

quit

221 2.0.0 Bye

Connection closed by foreign host.
trunghq@ubuntu:~$ tail -3 /var/log/mail.log

May 18 07:34:56 ubuntu postfix/smtpd[3125]: disconnect from localhost[127.0.0.1]
May 18 07:35:02 ubuntu postfix/smtp[3171]: 913E010089F: to=<haquoctrung@gmail.co
dsn=2.0.0, status=sent (250 2.0.0 OK 1274193114 12si8865853pzk.15)

o Back to Spam | Delete forever | Not spam Movetow | Labelzw

Thu gui thu tu telnet  spam |x

trunghg@ubuntu.localdomain

Day [a mot buc thu gui tu telnet

4 Reply =¥ Forward
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cho phép lay thong tin vé thu dién ti ctia ban, hay chinh cac thong diep tir
thu dién tit server ctia moi truong cong tac. Giao thic thu dién tit nay cho
phép nguoi ding két néi vao may chii Internet tit xa, xem xét phan tiéu deé va
ngudi giii ciia thu dién t1t trude khi tai nhiing thu nay vé may chi clia minh.
V6i IMAP ngusi diing c¢6 thé truy cap cac thong diep nhu ching duge luu
trit cuc bo trong khi thuc té lai 1a thao tac trén may cht cach xa hang km.
V6i kha nang truy cap tit xa nay, IMAP dé dugc ngudi diing cong tac chap
nhan vi ho coi trong kha ning lam viéc luu dong. Ngusi dung thudng xuyén
di lai mudén Iwu thong diép ctia ho trén méy chii dé dén bat ky dau cudi nao
ciing c¢6 thé doc va lam viec duge. IMAP cho phép thic hién dieu dé. IMAP
khac v6i giao thic truy cap thu dién tit POP (Post Office Protocol). POP
luu trit toan bo thong diép trén may chti. Nguoi dung két néi vao may chi va
POP sé dua cac thong diép vao Inbox ciia ngusi dung, sau d6 xéa thu trén
may chi. Hai giao thitc nay da duge dung tit hon 10 ndm nay. Theo mot nha
phan tich thi khac biét chinh gitta POP (phién ban hién hanh 3.0) va IMAP
(phién ban hién hanh 4.0) 14 POP cho ngudi dung it quyén diéu khién hon
trén thong diép. Hinh anh IMAP mang lai cho ngusi dung mét phuong thiic
luu trit thu dien ti thong minh va nhd dé ¢6 thé xem nhitng thong diép nay
truée khi tai ching xudng, bao gom ca viéc c6 tai xudéng nhing file dinh kem
thu hay khong. Nguoi ding ciing ¢6 thé ap dung céc bo loc va co ché tim
kiém trén may chi va c¢6 the lay thu tit bat k¥ may nao, bat ci ¢ dau. Tuy
nhién, cac nha sdn xuat da thong dich cic dic t4 mo ho ctia IMAP 4 theo
nhiéu cach khac nhau va diéu d6 dan dén sy khong nhat quan trong chuong
trinh thu danh cho méy khach va may chii, chang han ngudi ding c6 thé sé
khong doc dugc file dinh keém trong Netscape thu dién t bang chuong trinh
Eudora Pro. Tuy nhién, theo du doan nhiing van dé nay sé nhanh chéng dugc
gidi quyét trong thoi gian téi.

16.3.3 POP - Post Office Protocol

Giao thitc POP3 (Post Office Protocol) 1a giao thiic dimg dé mot user nhan
thu dién t& tir mot thu dién t server. POP luu trit toan bo thong diép trén
may chii. Nguoi dung két ndi vao may chit va POP sé dua cac thong diép vao
Inbox ctia ngudi dung, sau d6 xbéa thu trén may chi. Qua trinh dién ra nhuw
sau:

e Dau tién user muén nhan thu dién tit clia nguoi giii, vi vay phai thiét
lap mot phién két néi dén may chit bang giao thitc POP thong qua
cong 110 (bat tay ba budc)

e M4y chi thu dién tit sit dung giao thiic POP3 tra 10i t6i user ring
da sin sang truyen thu dién t t6i user bang mot ban tin “OK POP3
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TenUser”.
e Client giii lai username la: userl@domain.com

e May chii kiém tra tén user xem c6 hgp lé khong, néu cé sé gii tiép cho
client ban tin yéu cau giii mat khau tuong ng

e Client giti mat khau va néu ding may chii sé cho phan hoi bang ban
tin [OK] cho phép client tai thu vé

e Cong viéc con lai ciia ban la doc thu dién ti cua nguoi gui. Sau khi
qua trinh nhan thu dién tit da hoan thanh thi user sit dung giao thiic
TCP gtii ban tin [FIN,ACK] bao véi thu dién tit server rang da nhan
duge thu dién ti va xin két thic phién két ndi, cac qua trinh tiép theo
d6 chinh 1& qua trinh két thic phién két noi trong giao thiic TCP.

16.4 Heé théng thu dién tw

Mot hé thong thu dién ti thuong c6 hai thanh phan chinh 14 mail server va
mail client, hai thanh phan nay c6 thé nam trén hai he théng rieng (may
chit vd phan mém mail client) hodc trén cing mot he thong (may chi va
webmail). Ngoai ra né con c6 thé c6 them hé théng mail host hosic mail
gateway.

Mail Server : May chu chita mailbox ctia ngudi sit dung, mail server ciing
la may chtt lam nhiém vu giao tiép dé gii nhan thu véi cdc may chi bén
ngoai.

Mail Client : Cac chuong trinh ho trg ngudi sit dung doc, soan thao va
quan Iy thu. Mail client thuong tich hgp cac giao thic SMTP, POP, IMAP
gitip ngudi st dung c6 thé truy cap vao mail server dé doc, giii hodc tai thu
vé may

Mail gateway : May chi thu dién tit duge sit dung trong cac mo hinh cia
hé thong thu dien t1t hién dai ngay nay, mail gateway ditng 6 bén ngoai ving
local, nhan thu va giii vé cac mail server local tuong ting ciing nhu déng vai
tro dinh tuyén dé cac mail server local nay giii thu ra cdc may cht khac bén
ngoai.
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16.5 Cai dat mail trén Linux

Trong cudn sach nay tac gid minh hoa hé thong email bing viéc dung he
thong postfix trén hé dieu hanh Debian.

16.5.1 Cai dat va cau hinh co ban Postfix

Tru6e khi cai dat postfix can cai dit mysql, apache?2. 0 day tac giai di thang
vao phan cai dit postfix.

debian: # apt-get install postfix
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
openssl openssl-blacklist ssl-cert
Suggested packages:
ca-certificates postfix-mysql postfix-pgsql postfix-ldap postfix-pcre sasl2-bi
The following packages will be REMOVED:
exim4 exim4-base eximé4-config exim4-daemon-light
The following NEW packages will be installed:
openssl openssl-blacklist postfix ssl-cert
0 upgraded, 4 newly installed, 4 to remove and O not upgraded.
Need to get 8611kB of archives.
After this operation, 14.0MB of additional disk space will be used.
Do you want to continue [Y/n]? y

//Mdt vai cau hdéi cdn trd 18i trong qui trinh cai dit

New password for the MySQL "root" user: <-- yourrootsqlpassword
Repeat password for the MySQL "root" user: <-- yourrootsqlpassword
Create directories for web-based administration? <-- No

General type of mail configuration: <-- Internet Site

System mail name: <-- serverl.example.com

SSL certificate required <-- 0Ok

Workgroup/Domain Name: <-- WORKGROUP

Modify smb.conf to use WINS settings from DHCP? <-- No

Web server to reconfigure automatically: <-- apache2

Sau khi cai dat postfix tur dong kich hoat, dé test hé théng c6 thé thyc hién
gti thu bang cau lenh nhu sau:
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debian:™# telnet localhost 25
Trying 127.0.0.1...

Connected to localhost.
Escape character is ’~]°.

220 serverl.example.com ESMTP Postfix (Debian/GNU)
ehlo localhost
2b0-serverl.example.com
250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-STARTTLS

250-AUTH LOGIN PLAIN
250-AUTH=LOGIN PLAIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 DSN

quit

221 2.0.0 Bye

Connection closed by foreign host.
debian:"#

16.5.2 Cai dat va cau hinh co ban Squirrel mail
Tién hanh cai dat webmail Squirrel

debian: # apt-get install squirrelmail php-pear

Cau hinh Squirrel mail

debian:™# cp /etc/squirrelmail/apache.conf /etc/apache2/conf.d/squirrelmail.conf
debian:”# /etc/init.d/apache2 restart
debian:"# pear install DB

Thit nghiém giao dién do hoa bang cach truy cap vao: http://IPMayChu/squirrelmail

16.5.3 Cai dat va cau hinh co ban Claimav
Cai Amavis dé két noi postfix véi ClamAV

debian:"# apt-get install amavisd-new clamav clamav-daemon
debian: # adduser clamav amavis
debian:~# /etc/init.d/amavis restart
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debian:"# /etc/init.d/clamav-daemon restart
debian:~# /etc/init.d/clamav-freshclam restart

//Cdu hinh dé postfix goi amavis quét cac thu gii hoic nhin dudc
debian:~# postconf -e ’content_filter = amavis:[127.0.0.1]:10024°

debian:"# postconf -e ’receive_override_options = no_address_mappings’

//khdi dong lai postfix dé thay ddi cé hidu luc
debian:~# /etc/init.d/postfix restart

16.5.4 Tht& nghiém véi thunderbird
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