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1. Giéi thiéu hé diéu hanh Linux
1.1. Lich s

Linux la hé‘diéu hanh m6 phong Unix, dugc xay dung trén phan nhén (kernel) va cac
g61 phan mém ma nguén mé. Linux dugc cong bo dudi ban quyén cua GPL (General
Public Licence).

Unix ra doi gitra nhimg nam 1960, ban dau dugc phat trién boi AT&T, sau d6 duoc
dang ky thuong mai va phat trién theo nhleu dong dudi cac tén khac nhau. Nam 1990
xu hudng phat trién phan mém ma ngudn md xuat hién va dugc thiic day boi to chirc
Ga U. Mot sb licence vé mad ngudn mé ra doi vi du BSD, GPL. 4 am 1991, Linus
Torvald viét thém phién ban nhan v0.01 (kernel) dau tién ctia Linux dua 1én cac BBS,
nhom nguoi dung dé moi ngudi cung st dung va phat trién. 4 am 1996, ‘nhén v1.0
chinh thirc cong bd va ngay cang nhén dugc sy quan tdm cua nguoi dung. a am 1999,
phién ban nhan v2.2 mang nhiéu dic tinh wu viét va giup cho linux bt dau tré thanh
d6i thu canh tranh dang ké ciia MSwindows trén méi truong server. 4 am 2000 phién
ban nhin v2.4 hd trg nhiéu thiét bi méi (da xur ly to1 32 chip, USB, RAM trén 2GB...)
bat dau dat chan vao thi truong may chi cao cap. Qua trinh phat trién cta linux nhu
sau:

- 43am 1991: 100 nguoi dung.
- 44m 1997: 7.000.000 nguoi dung.

- 44am 2000: hang trim triéu nguoi dung, hon 15.000 nguodi tham gia phét trién
Linux. Hang ndm thi truong cho Linux tang trudng trén 100%.

Céc phién ban Linux 1a san pham déng géi Kernel va cac goéi phan mém rpién phi
khac. Cac phién ban nay dugc cong bo dudi licence GPL. Mot s0 phién ban ndi bat la:
Redhat, Caldera, Suse, Debian, TurboLinux, Mandrake.

Gidng nhu Unix, Linux gdm 3 thanh phan chinh: kernel, shell va cau truc file.

Kernel 1 chuong trinh nhén, chay cac chuong trinh va quan 1y cac thiét bi phan cung
nhu dia va may in.

Shell (méi truong) cung cap giao dién cho ngudi sit dung, con duoc md ta nhu mot bo
bién dich. Shell nhan cac cau I¢nh tir nguoi st dung va gui cac cau Iénh d6 cho nhan
thuc hién. 4 hiéu shell duoc phét trién. Linux cung cap mot sb shell nhu: desktops,
windows manager, va moi truong dong 1énh. Hién nay chua yéu ton tai 3 shell: Bourne,
Korn va C shell. Bourne dugc phat trién tai phong thi nghiém Bell, C shell duoc phat
trién cho phién ban BSD cuia U4 IX, Korn shell 1a phién ban cai tién ctia Bourne shell.
a hitng phién ban hién nay ctia Unix, bao gdm ca Linux, tich hop ca 3 shell trén.

Cau triic file quy dinh cach luu trit cac file trén dia. File duoc nhom trong cac thu
muc. Mdi thu muc c6 thé chira file va cac thu myc con khac. Mot s6 thu muc 13 cac
thu muc chuan do hé thong sir dung. 4 gudi dung ¢ thé tao cac file/thu muc cua riéng
minh ciing nhu dich chuyén céc file giita cac thu muc d6. Hon nita, v6i Linux nguoi
ding c6 thé thiét 1ap quyén truy nhép file/thu muc, cho phép hay han ché mot ngudi
dung hodc mdt nhom truy nhap file. Cac thu muc trong Linux duogc td churc theo ciu
trac cdy, bat dau bang mot thu muc gdc (root). Cac thu muc khac duoc phan nhanh tir
thu muc nay.

Kernel, shell va cdu tric file ciu thanh nén ciu trac hé diéu hanh. Véi nhitng thanh
phan trén ngudi dung cé thé chay chuong trinh, quan 1y file, va tuong tic véi hé
thong.
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1.2.  Cai dit may chu Linux
Luu y: truge khi cai dat, can tim hiéu cac thong tin vé phan cing ctia hé thong, bao
gom

- Thong tin vé 6 dia clng

- Thong tin vé card mang

- Thong tin vé card d6 hoa

- Théng tin vé man hinh

- Thong tin vé giao thirc va c4u hinh mang néu két néi mang

- Thong tin vé cac thiét bi ngoai.

C6 thé chon nhiéu phuong an cai dit nhu cai dat tir dia mém, tir dia cung, tu dia CD
Rom hodic qua mang. Tai lidéu nay chon huéng dan qua trinh cai dit phién ban 7.0 tir
dia CDRom. Yéu cau mday cai dit c6 kha nang khoi dong (boot) tir 6 dia CD-Rom
(dugc hd tro hau hét trong cac may tinh hién nay).

Sau day 1a cac budc cai dat cu thé. Khi két thic bude trudce chuong trinh cai dat tu
dong chuyeén sang budc sau. Mot so bude cai dat cho phép quay lai budc trudc bang
cach chon Back.

1. Pua dia CD Rom Redhat vao 6 dia. Khoi dong lai may (luu y phai dam bao
may co6 kha nang khéi dong tir dia CD-Rom. Chon ché dd cai text
2. Chon ché @6 cai text

boot: text

3. Lua chon ngon ngilr

Chon ngon nglt mac dinh 1a English
Red Hat Liruex {C} 2000 Red Hat, Inc.

Language Selection

What language would you like to uze
during the inztallation process?

Czech

iy
French
German
Hungarian
Icelandic
Indonesian
Ttalian

)

PR M R e

<Tabx/<Alt-Tab>* between elements | <Space* selects | <F1%r next screen
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4. Luya chon kiéu ban phim

Lua chon kiéu thé hién ban phim 12 us.
ed Hat Limee (C) 2000 Red Hat, Inc,
keyboard Selection

Which model kewyboard is attached
to thiz computer?

tr_g-latinb
tralt

trf

trf

.
.
.
.
.
-
#
i

<F1> for help> | <Tab’ between elements | <Space> selects | <F1X next screen

5. Man hinh chao mung

Sau khi da lya chon xong ngdn ngir cai dat, ban phim va phuong phéap cai dat, man
hinh chao mung xuat hién. Bam OK d¢é ti€p tuc.

Red Hat Liruxx {C} 2000 Red Hat. Inc.

{ Bed Hat Linux |

Welcome to Red Hat Lirn!

Thiz installation process is outlined in detail
in the O0fficial Red Hat Linux Installation
Guide available from Red Hat Software, If you
have accesz to this manual, you should read the
installation section before continuing.

If you have purchazed Official Red Hat Linwux,
be zure to regizter your purchaze through our
web zite, http:d A, redhat, comd,

{Tabx/<{Alt-Tab> between elements | <Space* zelects | <F12 next screen

6. Chon kiéu cai dat
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Hop hoi thoai cho phép ban chon lua kiéu cai d;flt hé diéu hanh Linux RedHat nhu mot
Workstation, Server, Custom hay chi 1a nang cap phién ban da cai dat.

Chon kiéu cai dit 13 Custom System. Chon OK dé tiép tuc.

ed Hat Limo: €C} 2000 Red Hat, Inc. Installation Type

Installation Tupe

What type of system would you like to install?

orrstation
Server Suystem
Custom Syztem
pgrade Existing Installation

<F1> for help: | <Tab* between elements | {Spacer selects | <F172* next screen

7. Lua chon phan mém phan chia 6 dia

Linux dwa ra cho ban hai phan mém dé phan chia 6 dia danh cho Linux: d6 1a Disk
Druid va fdisk. Chon Disk Druid dé tiép tuc.

(Cy 2000 Red Hat, Inc.

{ Dizk Setup |

Dizk Druid iz a tool for partitioning and zetting
up mount points, It iz designed to be eazier to use
than Linux's traditional disk partitioning sofuware,
fdisk, az well as more powerful. However, there are
zome casez where fdisk may be preferred,

Which tool would you like to use?

Dizk Druid

<Tab>/<Alt-Tab> between elements | <Space* selects | <F12 next screen
Ban céin tao 2 partition dé install RedHat, nhé dung delete nhitng partition c6 sin

trong may ban (néu khong thi dir lidu c6 san s& mat, t6t nhat 1 ban nén sao luu dit lidu
trudc cho bao dam!). Dung cac chiic nang add, edit, delete tao 1 partition voi type la
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Linux swap, dung luong bang dung lugng RAM cua méy. Tiép theo tao mot partion
tén "/" v6i loai Linux native, dung luong it nhat 1a 500Mb (tuy theo dung lugng con
tréng cua dia ban, néu ban muén install tron goi RedHat thi can dén khoang
2288MB). Hiy yén chi 1a néu ban tao sai (partition kich thuéc qua 16n, 16n hon dung
luong con tréng cua dia) thi RedHat s& khong cho ban di tiép. Chi can tao 2 partition
nay 1a da roi. Khi ndo ban click dugc 4 ext thi coi nhuw 13 thanh cong!

ed Hat Lirx ¢C? 2000 Red Hat, Inc,
{ Current Dizk Partitionsz |
Mount Point levice Fegquested  Actual Tupe
hdal 517H 51 Limex native 2
hdah 2055H 2055H Linux native #
hdab 125H 125K Linux swap #
hda? 1725 1725M Linux native 2
hdad 1725H 1725H Linux native 2
|
|
i
Drive Summaries
Dr-ive Geom [CAHAS] Total |lzed Free
hda [ 784/295/631] 61494 61494 OoH [ EE] #
.
.
i
ExE lete *
F1dd F3Edit Fi4-Delete FoReset F12-k v 1.00

Pé tao mot partition moi, chon Add. Man hinh Edit New Partition xuit hién

ed Hat Limee (C) 2000 Red Hat, Inc,
Current Dizk Partitionsz |

Mount Point levice Fegquested  Actual Tupe
hdal 517H 517 Limex native 2
{ Edit Mew Partition | #

Hount Point: usT

Size (Megzar: F Type:linux sua &

Brow to P11 disk?: i native T

Linux RAID &

I 005 16-bit <32M #
Bl cllowsble Drives: [EXEE #
.
.
i
Fi-fdd F3Edit Fd-Delete FoReset Fi2k 1,00

Mot s6 van dé c6 thé xay ra khi thém mét partition
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ed Hat Limex €C) 2000 Red Hat. Inc,
{ Current Dizk Partitions
oL | Unallocated Partitions

i

There are curtrently unallocated partitionfs) #

preszent in the liszt of requested partitionz. The &

unallocated partitionts} are shown below, along &

with the reazon they were not allocated, %

Hot enough free spacelili: %

|
Drive S &
Diwe &

F3Edit F4-Delete  FoReszet

8. Hiéu chinh mot partition

Chon mdt partition can hiéu chinh, nhin Edit, man hinh méi s& cho phép ban thay doi
cac thong so cua partition da chon nhu kich thudc, kiéu, ...

ed Hat Limec {C} 2000 Red Hat, Inc,
{ Current Disk Partitions |

Hount Point Device Requested  FActual Type
hdal 517H 517H Linue native 2
hda5 2055H 2055H Limx native &
{ Edit Partition: Adew/hdab | #

Mount Point:

Size (Megzi: 2085 Type:linux native
Grow to £i11 disk?:[ 1]
I Allocation Statust Successful

3E e

F1-+fdd FiEdit Fd-Delete ForReset F12-k +1.00
9. Hoan thanh viéc phan chia dia

Chuong trinh cai dit s& yéu cau ban format lai phan ving vira tao, chii ¥ khéng chon
nhting phan vung dit liéu quan trong doi véi ban.

Upload bo1 www.viet-ebook.co.cc 9



Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

ed Hat Limec €Cy 2000 Red Hat, Inc,
{ Current Disk Partitions |
Mount. Point Device Fequested  Actual Type
fboot hdal 517H 517H Linux native &
P hdah 20550 20650 Linux native 2
hdab 125K 125K Linux swap &
Ausr hda7 1725H 1725H Linux native &
shome hda8 17754 17754 Lime: native §
%
#
Drive Summaries
Drive Leom [CAHAS] Total |lzed Free
hda [ 784/7295/631 61494 61494 oH [SEEEEREEEE] %
#

FiEdit F4-Delete

ed Hat Linex {C} 2000 Red Hat. Inc. Filesystem Formatting

{ Choose Partitions to Format |

What partitions would you like to format? e strongly suggest
formatting all of the system partitions, including #, Ausr,
and Avar, There iz no need to format Ahome or Ausrdlocal if
they hawve already been configured during a prewvious install,

[*] fdev/hdab 7/
[*%] fdevshdal  Aboot
[ 1 /Adewihda?  Auzr

[*] Check for bad blocks during forma

<F1> for help> | {Tab* between elementz | <Space> selects | <F17 next screen
10.Khéi tao LILO

LInux LOader (LILO) cho phép ban xac dinh thoi gian dé khéi tao Linux hay mot hé
diéu hanh nao khac. Khi khéi tao cho server, LILO dugc ciu hinh tu dong trén Master
Boot Record [MBR]. If you are performing a custom-class installation, the LILO
Installation dialogs let you indicate how or whether to install LILO.

Viéc chon LILO trong ctra s6 LILO Configuration cho phép ban thém cac tuy chon

mac diph vao 1énh boot LILO va cac tiry chon nay dugc chuyén cho Linux kernel tai
thoi diém boot.
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Red Hat Limee (C} 2000 Red Hat. Inc, B . LILO Configuration

{ LILO Configuration |

A few systems will need to pass special options to the kernel
at boot time for the sysztem to function properly, If you need
to pazz boot optionz to the kernel, enter them now, If you
don’t need any o aren’t sure, leawve thiz blank.

[%] Use linear mode {needed for some SCST drives)

<Tab>/<Alt-Tab> between elements | <Space> selects | <F1&r next screen

Chuy réng néu ban chon SKip, ban s& khong thé boot hé thong Red Hat Linux mot
cac truc tiép ma sé phai st dung phuong phap boot khac (boot disk ching han) Ban
chi nén Iya chon cach nay khi ban chic chin di c6 cach khac dé boot hé théng Red
Hat Linux cua ban.

Dung lya chon dét boot loader tai Master Boot Record dé khoi tao ngay hé diéu hanh
Linux khi bat may.

Red Hat Limucx {C} 2000 Red Hat, Inc.

LILO Configuration
Where do yow want to install the bootloader?

dew/hda Haster Boot Record {HER}
Sdenhidal First zector of boot partition

)

{Tab>/<Alt-Tab> between elements | <Space* selects | <F1* next screen
Man hinh ndy cho phép ban dit tén cho may tinh ctia minh. Ban c6 thé thay ddi

hostname sau khi da cai dit xong bang 1énh hestname newname, trong d6 newname
la tén ma ban muon dat.
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Red Hat Limuex {C} 2000 Red Hat, Inc.

Hoztname Configuration
The hoszthname iz the name of your computer, If

your computer iz attached to a network, this
may be aszigned by your network administrator,

Hastriame

[

<F17: next screen

{Tab>/<Alt-Tab> between elements | <Space* selects |

11. Céu hinh két ndi mang
a éu may khong co card mang, s& khong nhan duoc man hinh nay. Thuc hién cdu hinh
mang cho may nhu sau

B0 lya chon config using DHCP (ché do cdp phat dia chi IP djng), nhap dia chi IP,
subnetmask theo hudng dan cta gido vién hudng dan thuc hanh.

Red Hat Lirwpc {C} 2000 Red Hat. Inc,

Metwork Configuration

[ 1 llse bootp/dhcp

IF addres=:

Metmask

Default gateway CIPY:
Primary nameseryver:

)

<Tabx/<Alt-Tab> between elements | <Space: selects

12. Céu hinh firewall: chon Medium
13. Cau hinh chudt
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Thong thuong thi chuong trinh cai dat sé ty phat hién loai chudt cia may ban. a éu
khong, ban hay chon loai chudt phu hgp trong danh sach, va néu ban khong biét chudt
cta minh loai gi thi cir dé yén, click Next dé ti€p tuc.

RFed Hat Limee {C} 2000 Red Hat, Inc,
{ Mouze Selection |

Which model mouse is attached to this computer?

ALPS - GlidePoint {PSA2}

ASCII - MieMouse (PS#2}

ASCII - HMieMouse (zerial?l

ATI - Bus Mouse

Generic - 2 Button Mouze {(PS5£2)

Generic - ¢ Button Mouse (serial?
eneric — 3 Button House (P5/2)

Generic - 3 Button Mouse (serial?

<Tab>/<Alt-Tab> between elements | <Space* selects | <F12 next screen

Lya chon Emulate 3 Buttons cho phép ban stir dung chudt cua ban nhu chudt c6 2 nut
trong d6 dung nut gitta bang cach bam hai nut cung moét lac.a €u ban c¢6 chudt hai nut,
ban hay st dung chirc nang nay vi XWindow tré nén de dung nhat véi khi chudt co6 ba
nut.

14. C4u hinh Time Zone

ed Hat Limec €C 2000 Red Hat, Inc.

Time Zone Selection
What time zone are you located in?

1 Hardware clock set to GHTY

AmericaHontevideo
AmericaMantreal
AmericaMontzerrat
ﬁmerlcaKNassau

fmericaMew York 0 |

<F1> for help | <Iab> between elements | <Space? selects | <F1%* next screen

4 éu ban muon thiét 1ap dong hd cho CMOS theo gio GMT (Greenwich Mean Time),
chon Hardware clock set to GMT. Tuy nhién, néu may tinh cta ban st dung mot hé
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diéu hanh khac thi viéc thiét dat dong ho theo gid GMT sé& khién cho hé diéu hanh
khéc do6 hién thi sai thoi gian.

Pé dat gio VA , chon Asia/ Saigon

Pé thay dbi cau hinh vé thoi gian sau khi ban dd cai dat, ban c6 thé dung lénh
/usr/sbin/timeconfig

15. Thiét 1ap mat khau root

Hop thoai Root Password budc ban phai thiét 1ap mot mat khau root cho hé théng

cua ban. Ban s€ sir dung mat khau nay d¢ log vao hé thong va thyc hién cac chirc nang
quan tri hé thong ctia minh.

Red Hat Lirmpe {C} 2000 Red Hat. Inc,

Foot Password

Fick a root password, You must type it
twice to ensure you know what it is and
didn“t make a mistake in typing, Remember
that the root password is a critical part
of system securityl

Fazzword:

[ 00000
Pazsword {againi: ]

[

{Tabx/<Alt-Tab> between elements | <Space* zelects | <F12 next screen

16. Tao user

Ban c6 thé tao tai khoan user cho chinh minh dé su dung hang ngay. User root
(superuser) c6 du quyén truy nhap vao hé thong nhung rat nguy hiém, chi nén su
dung dé bao dudng hay quan tri hé thong.

Mat khéu ctia user co phan biét chit hoa chit thuong va it nhét 13 6 ky tu.
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Ped Hat Lirmec <C) 2000 Red Hat, Inc,

You should use a normal user account
for mozt activities on your system, By
not wzing the root account casually,
you“11 reduce the chance of disrupting
your system’s configuration,

llzer 1T laire
Full Hame laire Robins
Fazzword

Pazzword {confirm? NN

)

<Tab>/<Alt-Tab* between elements | <Space* selects | <F1Z%: next screen

15. Ban ¢6 thé tao tiép nhiéu user theo ctra s6 sau:
Red Hat Lirux €C) 2000 Red Hat, Inc, '

{ Uzer Account Setup |

What wuzer account would you like to have on the sysztem? You should
have at least one non—root account for normal work, but multi-user
zystems can have any number of accounts =et up,

llzer name Full Mame
laire Claire Robins

<Tab>/<Alt-Tab> between elements | <Space* selects | <F12 next screen

16. Cau hinh xac thuc ngudi ding

Do ban khoi tao theo ché d6 custom, bude nay cho phép ban cAu hinh cach ma hé diéu
hanh linux cua ban st dung dé xac thuc mat khau.

Lya chon Use Shadow Passwords: mat khau ctia ban dang nhé nim trong tép
/etc/passwd s€ dugc thay thé bang thu muc /etc/shadow va chi dugc truy nhap béi
superuser (root)

Tuy chon Enable MD5 Passwords -- cho phép ma hoa mat khau theo chuan MDS5.
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ed Hat Linux €C) 2000 Red Hat, Inc,

| Authentication Configuration |

[=] llze Shadow Passwords
[*] Enable HI% Passwords

(ENEESEIE  NIS Donaing

WIS Server: [ 1 Reguest server wia broadcast
or use:

Ii4 LDAFP Server:
LDAP Base DN:

erberos] Realm:
RIC:
Admin Server:

17. Tiép theo, ban co thé chon lya cac goi tin dé cai dat. Ban nén chon cac phan
mém, dich vu hay str dung nhat dé cai dat san trén may khi kh6i dong. Tuy nhién, tuy
nhién, ban ciing c6 thé cai dit sau ndy tuy theo nhu cau str dung. Cac goi tin nay néu
duoc cai dit s& dugc ghi lai trong tép /tmp/install.log sau khi khi tao lai hé théng ctia
ban.

ed Hat Limex €C) 2000 Red Hat. Inc,
Package Group Selection

Total install zize: 428H

[ 1 Printer ppor-t.

[#%] ¥ Window System

[#]1 GNOHE

[ 1EKIE

[#%] MailAWhll News Tools

[ 1 D0SAWindows Connectivity
[ ] Graphics Hanipulation

[ 1 Games

FEEE R e e

[ 1 Select individual package

<F1> for help | <Iab> between elements | <Space’ selects | <F12: next screen

Co thé cai dat timg g6i tin nho hon bang cach chon Select individual packages va
nhan OK.
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ed Hat Limo: €Cy 2000 Red Hat, Inc, Individual Packages]
Fackage Group Selection

+» [ 1 fpplications/File
<-» [o] Applications/Graphics
[ 1 gimp-perl
[#] netpbm-progs
<+> [0l ApplicationsdInternst
<+ [o] Applicationz Hultimedia
<=» [ 1 Applications/MNetworking
[ 1 mtr
[ 1 mtr—atk
<+> [o] Applications/Productivity
Total =zize

-
.

=l
=

H
===
R R R 4 Y

+

I3 L5
L
M
[ |

<Space> <+ <> selection |
18. Cau hinh Video Adapter
Chuong trinh cai dat s€ tu phat hién video card khai tao. 4 han OK dé tiép tuc.
Red Hat Liruzx (C} 2000 Red Hat, Inc, - % Configuration

# probe results

Video Card: 53 ViRGE {generich
% zerver: SWGA

<Tab>/<Alt-Tab> between elements | <Space* selects | <F12 next screen

19. Bit dau khéi tao cac goi tin:

Qué trinh khoi tao s& duoc ghi vao tép /tmp/install.log. 4 hdn OK dé tiép tuc.
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Red Hat Lirx {C} 2000 Red Hat, Inc, ' Installation Begins

Installation to begin

A complete log of your installation will be in
ftmpdinstall,log after rebooting your system, You
may want to keep thiz file for later reference.,

E

<Tabx/<Alt-Tab> between elements | <Space* selects

ed Hat Limec €Cy 2000 Red Hat, Inc.

Package Installation

Hame 3 netpbm—progs-9,3-1

Size & 1831k

Summary: Tools for manipulating graphics files
in netpbm supported formats,

Fackages Bytesz
Tatal 3 310 432H
Completed: 123 247H
Femainingt 122 135H

<F1> for help | <Iab> between elements | <Space’ selects | <F12r next screen

20. Tao dia khoi tao cho hé théng (boot disk): Chon 4 o va tiép tuc.
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Red Hat Limcc {C} 2000 Red Hat, Inc.
{ Bootdisk |

A custom boot disk provides a way of booting
into your Linux system without depending on
the normal bootloader, Thiz iz useful if you
don’t want to install lilo on your system.
another operating system removes lilo, or lilo
dogzn 't work with your hardware configuration,
A custom boot disk can also be used with the
Fed Hat rescue image, making it much easier to
recover from severe system failures,

Would you like to create a boot dizk for your
zyztem?

= ]!!H!PI

<Tab>/<Alt-Tab> between elements | <Space* selects | <F1Z%: next screen

21. Hoan thanh cai dat

4 hu vay la ban da 7h0én thénh’ xong chg viéc cai dat hé djéu hanh RedHat 7.0. Ban
hay rat dia ra khoi 6 CD va nhan OK dé khoi dong lai hé thong.

Red Hat Lime {C} 2000 Red Hat, Inc. B . Inztallation Complete
{ Complete |

Congratulations, installation iz complete.

Press return to reboot, and be sure to remove
your boot medium az the sysztem reboots, or your
zyztem will rerun the install, For information
on fixes which are available for thiz release
of Bed Hat Linux, consult the Errata available
from httpisdumm, redhat , comderrata,

Information on configuring and using your Red
Hat Linux system iz contained in the Red Hat

Linux manuals,

||

{Tab>/<Alt-Tab>* between elements | <Space* selectz | F12: next screen
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2. Giao tiép trén méi trwong Linux
2.1. Trinh soan thao vi

Chuong trinh vi 1a mgt chuong trinh soan thao manh ma gﬁn nhu chic chin dugc tim
théy trén tat ca cac hé diéu hanh ho UA IX boi kich thude va kha nang cua no.vi
khong doi hoi nhiéu tai nguyén, thém vao dé 1a cac chirc ning soan thao co ban. vi c¢6
thé tim kiém, thay thé, va két ndi cac file,va né c6 ngdn ngit macro cta chinh no, cing
nhu mot s6 cac dic diém bod sung.Co hai ché do trong vi:

Ché d6 thir nhat 1a ché do input. Trong ché @6 nay, van ban dugc dua vao trong tai
li¢u, ban c6 thé cheén hodc bo sung van ban.

Ché d6 thir hai 1 ché d6 dong 1énh. Khi ¢ ché d6 nay, ban c6 thé dich chuyén trén tai
li¢u, tron cac dong, tim kiém, ...Ban c6 thé thuc hién tat ca cac chuc nang cua vi tur
ché dd dong 1énh ngoai trir viéc nhap vao van ban. Van ban chi co thé duoc vao trong
ché d¢ input.

Khi vi khoi dong, nd & ché do dong 1énh. ban c6 thé chuyén d6i tir ché d6 dong 1énh
sang ché d6 input bang cach str dung mot trong cac cdu 1énh sau: [aAiloOcCsSR]. Bé
tré lai ché do dong 1énh ban chon phim ESC. Hay xem céac cau 1é€nh va tac dung cua
cac cau I¢nh trong ché do dong I¢nh.

Cau Iénh Tac dung

Ctrl+D Chuyén ctra s6 xudng bang mot nira man hinh
Ctrl+U Chuyén ctra s6 1én bang mot nira man hinh

Ctrl + F Dich chuyén cira s6 1én phia trudc bang mot man hinh
Ctrl + B Dich chuyén cira s6 vé phia sau mot man hinh

k hoac up arrow Dich chuyén con tré 1én mot dong

j hoac down arrow | Dich chuyén con tré xuéng mot dong

1 hodc right arrow Dich chuyén con tro sang phai mot ky tur

h hoac left arrow Dich chuyén con trd sang trai mot ki tu

Return Dich chuyén con tro dén vi tri bat diu dong tiép theo

- Dich chuyén con tré dén vi tri bat dau cua dong trude

w dich chuyén con tro dén vi tri bt ddu cua tir tiép theo

b dich chuyén con tré dén vi tri bat dau cua tir trude

" hoac 0 dich chuyén con tro dén vi tri bat du cua dong hién tai
$ dich chuyén con tro dén vi tri két thuc cua dong hi¢n tai
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,a Cheén van ban ngay trudc/sau vi tri con trd

0 M6& mét dong mdéi ngay sau dong hién tai

O Mo mot dong mdi ngay trudc dong hién tai

X Xoa ky tu sau con trd

dw Xoa mot tir (bao gdm ca ky tu trong ngay sau no)

D Xoa tir vi tri con tré dén két thic dong

d» Xoa tir vi tri bat ddu dong dén vi tri ky tu tréng hay ky tu bén

trai con tro

u Huy bo thay doi trude do

/pattern Tim xau pattern. Theo hudng tién.

?pattern Tim xdu pattern, theo huéng 1ui vé dau van ban.

n,a Lap lai viéc tim kiém theo cung hudng / nguoc hudng
p, P Dén doan van ban vira x04 vao trudc / sau con chay

Lap lai cau I¢nh cuoi.

dd Xoa dong c6 con tro chay

W Ghi lai tat ca cac thay ddi cua file hién tai va tiép tuc soan thao
:q! Két thuc, khong luu trit bt ky thay doi

27 Luu thay ddi cua file hién tai va két thic.

2.2. Tién ich mc.

Mot khi nguoi dung c¢6 a4c cam véi giao dién dong 1énh cia DOS, ho cho réng cac
Iénh cta Linux cling khé hoc. Trong thoi ky cua DOS truéc Windows, viée dinh
hudng céc tap tin thong qua hé thdng menu va cac chuong trinh quan 1y bat dau phat
trién manh, cho du chung chi dua trén ché do text. Mot trong s6 chuong trinh thong
dung nhu vay 14 4 orton Commander.

Linux ciing co6 mot chuong trinh tién ich voi chc nang tuong tu nhu vay goi 1a
Midnight Commander (MC). Ban khéng phai mét cong tim kiém MC, phan 16n cac
nha phan phdi Linux déu cung cap kém theo HPH va né duogc cai trong /usr/bin/me.
Chuong trinh chay & c4 hai ché d6: text mode va d6 hoa (Xterm dudi X Windows).

Sau khi nhap 1énh "mc" dé chay chuong trinh, ban s& nhin théy mét cira sd duoc chia
déi nhu trong hinh 1. Midnight Commander hau nhu 1a ban sao cua a orton
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Commander. Phan 16n cach trinh bay, phim tit va cac dic tinh déu giéng a C. Sir
dung mouse ciling dugc ho trg & ché do text.

a éu driver mouse dugc tai khi khdi dong (phan 16n cac nha cung cép Linux déu lam
nhu véy), ban c6 thé dung mouse dé truy c@p menu va cac tap tin. 4 han vao file thuc
thi dé chay, nhan vao thu myc dé chuyén vao d6, hodc nhan vao tap tin véi phan dudi
mé rong dé md nd voi chuong trinh tuong tmg. Bang cach nhan nat phai chudt vao
mot tap tin, ban chon hodc bo chon tap tin d6. Ban c6 thé thyc hién tim tén file bang
nhéan t6 hop phim Ctrl-S va trén file véi Alt. Sau ddy 1a nhitng phim 1énh co bén:

F1: Tro giup

F2: Menu ngu&i dung

F3: Xem cac tap tin duwgrc chon

F4: Hiéu dinh tap tin

F5: Copy tap tin

F6: D6i tén, chuyén tap tin

F7: Tao thw muc

F8: Xoa tap tin

F9: Goi menu tha xudng (pull-down)

F10: Thoat khéi Midnight Commander

Midnight Commander hd trg mot s6 hé théng tap tin 40, nghia 1a ban co thé xem file
khong chi trén cac dia ctng cuc bd. Ban ciing c6 thé xem cac kiéu tip tin nén khac
nhau, nhu .tar, .tgz, .zip, .lha, .rar, .zoo va tham chi ca .rpm va .deb (cac dang thuc tap
tin nén cua Red Hat va Debian. Viéc xem céc tap tin dugc thuc hién thong qua h¢
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thong tip tin mang cua UaIX (UaIX aetwork File System - a FS), Midnigh
Commander c6 thé hoat dong nhu mot may khach ftp bang cach dua lién két FTP vao

menu.

1 linl.f Eymlires
[ sckgrouwsa ] el

C6 thé hdi phuc céc tip tin di x6a trong Linux?

Midnight Commander cho thay rang vin dé ching ta néi dén trong phan trudc (PC
World Va s 7/1999 trang 95) - khong c6 cach nao hoi phuc duge cac tap tin bi xoa
trong Linux - 1a khong hoan toan chinh xac. 4 éu ban st dung ph';“ln md rong ext2, hé
thdng tap tin co ban trong Linux va cu hinh hé théng dé cho phép hdi phuc tap tin bi
x6a thi trén thuc té ban c6 thé truy cap vao cac file da xoa.

V6i Midnight Commander, ban nhdp dong "undel:/" trudc tén tdp tin, vi du
"undel:/dev/hdal". Sau d6 ban c6 thé xem céc tap tin bi x6a (hinh 3). Chon tap tin ban
mudn hdi phuc bang chudt hay ban phim va dung F5 dé copy chung vao thu muc dich
nao d6. Tré ngai duy nhat & day la thong tin v€ tén file bi mét, boi vay ban phai c¢b
xéac dinh dugc tap tin ndo ban mudn hdi phuc.
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Midnight Commander bao gdm ca chuong trinh xem va soan thao tap tin. Ca hai déu
c6 thé 1am viéc voi file van ban va file nhj phan (text va binary) va hién thi cac ky tur
8-bit ngoai 128 ky tw ma ASCII.

Trinh soan théo c6 giao dién menu va giéng Windows & nhiéu phim soan thao co ban:
nhan Shift va phim mii tén dé chon text, nhan Ctrl-Ins dé copy text va Shift-Ins dé
dan text. Ban c6 thé ghi macro véi Ctrl-R ciing nhu thyc hién nhimng tim kiém theo tir
thong thuong.

Midnight Commander c¢6 mét sb tinh ning ma DOS khong co. Ban c6 thé thay doi
quyén so hitu tip tin va xem chi tiét vé quyén truy cép tap tin. MC con ¢ kha nang
quan ly quy trinh, cho phép ban xem nhiing qua trinh dang duoc thuc hién ¢ ché do
nén, va ban co thé dimg ching, khoi dong lai hodc tit chung hoan toan.

Midnight Commander c6 rat nhiéu tinh ning ma khong thé liét ké hét trong bai nay.
Trén Internet c6 nhi€éu Web site danh riéng cho Midnight Commander, chang han nhu
www.gnome.org/mc, ban c6 thé tham khao chi tiét hon.

2.3. Cac cau Iénh co ban trén Linux

2.3.1. Hiéu biét vé cac ciu lénh trong Linux
2.3.1.1.  Sir dung cac ky tu dai dién

Khi ban st dung céc cau 1énh vé file va thu muc, ban co thé st dung cac ky tu dac
biét duoc goi 1a cac ky tu dai dién dé xac dinh tén file, tén thu muc. Vi du, dé dva ra
danh sach tat ca céc file c6 tén két thiic bang .c, ban s dung cau Iénh sau:

Is *

Ki tu * 1a mot ky tu dai dién, khi shell thong dich, no s€ thay * béng tat ca cac tén file
c6 ket thac bang .c. Bang bén dudi chi ra mdt so cac ky tu dai di€n thuong dugc st
dung:
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* Twong tng véi thir ty bat ky ciia mot hay nhiéu ky tu

? Tuong tng v6i mot ky tu bat ky

[ Tuong tng v6i mot trong nhitng ky tu trong ngoac hodc gidi han
Vi du:

Jo* : Cac file bat dau voi Jo

Jo*y : Céac file bat dau voi Jo va két thiic véi y

Ut*1*s.c : Cac file bat dau v6i Ut, chira mot ky tu 1 va két thuc véi s.c

2.h : Cac file bat dau voi mot ky tu don, theo sau boi .h

Doc[0-9].txt : Cac file c6 tén Doc0.txt, Docl.txt ....Doc9.txt

DocO[A-Z].txt  : Cac file c6 tén DocOA.txt, DocOB.txt ...Doc0Z.txt

2.3.1.2.  Co bén vé cac biéu thirc chinh quy

Céc biéu thirc chinh quy duoc sir dung boi phan 16n cdc cau Iénh. Ching cung cap
mdt cach thuan tién va dong nhét dé xac dinh cac mau phu hop . Chung tuong tu voi
cac ky tu dai dién, nhung ching manh hon rat nhidu. Chung cung cip mot pham vi
rong cac mau lya chon. cac ky tu dic biét duoc dua ra ¢ dudi day 1a cac biéu thic
chinh quy thuong duoc str dung:

Ky tu Y nghia
Tuong tmg v6i mot ky tu don bat ky ngoai trir dong moi
* Tuong tng v6i khong hodc nhiéu hon cac ky tu dung trude
A Twong tmg v6i bit diu cia mot dong
$ Tuong tmg véi két thuc mot dong
\< Tuong (mg v6i bat dau mot tir
\> Tuong tmg v6i két thuc mot tir
[ Tuong tng v6i mot trong cac ky tu bén trong hodc mdt day cac ky tu
" Tuong tmg véi cac ky ty bat ky khong nam trong ngoic
\ Lay ky hiéu theo sau ddu gach nguoc

Trudc tién, trong mot biéu thirc chinh quy, mot ky tu bat ky khong co ¥ nghia riéng
cho chinh né. Vi du dé tim kiém cac dong chua chit “foo” trong file data.txt st dung
cau lénh sau:
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grep foo data.txt
Pé tim kiém cac dong bat dau bang tir “foo”, ta st dung cdu 1énh:
grep “foo’ data.txt

Viéc str dung dau trich ddn don néi cho shell dé nguyén cac ky tu va boé qua chung
trong chuong trinh. Viéc st dung dau trich dan don 1a can thiét khi str dung céc ky tu
dac biét.

grep ‘hello$’ data.txt

Cac dong bit ky két thac v6i chudi “hello” dugc tra lai. Dé tim kiém mot mau bat dau
bang mot tur, sir dung \<. Vi du:

grep ‘\<ki’ data.txt

biéu thirc & bén trén s& cho phép tim kiém cac tir bit dau bang ki’ trong file data.txt.
bé tim kiém mau ‘wee’ két thiic cia mot tr, stir dung:

grep ‘wee\>’ data.txt

O bang bén trén, chu y rang dau cham s€ phu hop vo1 mot ky tu bat ky trir dong mi.
Diéu nay c6 thé duge thao tac, néu chung ta tim kiém tat ca cac dong chira ky tu C’
duogc theo sau boi hai ky tu va két thirc bai ky tu °s’, biéu thirc chinh quy c6 thé 1a:

grep ‘C..s’ data.txt

Biéu thtic nay c6 thé c6 cac mau phu hop nhu “Cats’, ‘Cars’ va ‘Cris’ néu ching dugc
chira trong file data.txt. 4 éu ban mudn xac dinh mot diy cac ky tu, st dung mot dau
gach ndi phan biét ky tu bat dau va ky tu két thuc cua day. Khi ban xac dinh mot day,
thir tu phai gidng nhu ma ASCIL. Vi dy, dé tim kiém tit ca cac dong chira mot ky tu
“B” theo sau boi mot ky tu thuong st dung:

grep ‘Bla-z]’ data.txt

Ciing c6 th¢ xaca dinh nhiéu gidi han trong cung mdt mau:
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grep ‘B[A-Za-z]’ data.txt
2.3.2. Cic cAu Iénh vé thu muc va file
o Lénh cat

Cu phap: cat file [>[>] [destination file]

Lénh cat s€ hién thi ndi dung ctia mot file ra thi€t bi ra chuan. a 6 thuong hiru ich dé
ki€ém tra ndi1 dung ciia mot file bang sir dung cau I¢nh cat. P61 s6 ma ban dua vao 1énh
cat 1a file ban muon xem. B¢ xem toan b ndi dung ctia mét file:

cat name
Lénh cat ciing c6 thé tron nhiéu file dang tdn tai vao mét file:
cat namel name?2 name3 > allnames

Vi dy nay sé& két hop cac file : namel, name2 va name3 cho file cudi cung allnames.
Tht tu cua viée tron duoc thiét lap bdi tht tu cua cac file dugc dua vao trén dong
1énh. St dung 1é€nh cat, chiung ta c6 thé bd sung mot file vao mot file khac dang tdn
tai. Trong truong hop ban quén thém name4 vao cu lénh trude, ching ta van co thé
nhan duoc két qua mong mubn bﬁng cach thuc hién 1énh:

cat name4 > allnames
Lénh nay s€ bo sung ndi dung cuia file name4 vao allnames

o Lénh chmod

Cu phap: chmod [-R] permission-mode file hodc thu muc

Lénh chmod dung dé thay ddi quyén truy cap file hodc thu muc. Vi du:

chmod myscript.pl

Dé thay ddi quyén ctia mot thu muc va tit ca céc file, cac thu muc con ciia thu myc d6

st dung cau I¢nh:
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chmod —R 744 public_html

o Lénh chown

Cu phap: chown [ -thR ] Owner [ :Group ]| { file ...| thu muc... }

Lénh chown thay doi quyén so hitu file hay thu muc. Gia tri ciia khai bao Group c6
thé la mot ID cua nhoém nguoi su dung hoac tén cia nhom nguoi st dung dugc tim
thdy trong file /etc/group. Chi ngudi st dung root méi c6 quyén thay ddi quyén so
hitu d6i véi file. Chi tiét vé cac tuy chon dugc chi ra ¢ bén duoi:

-f : ngdn chin tit ca cac thong bao 16i trir cac thong bao sir dung

-h: thay d6i quyén so hiru cua lien két’ tugng trung nhung khong thay dbi quyén s
hiru cua file ma duogc chi dén bdi lien két tugng trung do.

-R: thay d6i quyén sé hitu ctia thu muc, cac file va cac thu muc con bén trong thu
muc hién tai duoc chi ra

o Lénh clear
Xo04 man hinh, tra lai dau chac dong I¢nh & phia trén cua man hinh

clear

o Iénh cmp
Cu phap: cmp [ -Is ] filel file2

Lénh nay so sanh noi dung cia hai file. 4 éu khong c6 sy khac nhau nao, 1énh cmp s&
két thuc mot cach yén ling, tuy chon —I s& n ra sd byte va cac gia tri khac nhau giira
hai file. Tuy chon —s khong hién thi cai gi ca, n6 chi tra lai trang thai chi ra rang su
twong dwong giita hai file. Gi tri 0 duoc tra lai néu cac file gibng hét nhau, gi tri
bang 1 néu hai file khac nhau va 16n hon 1 néu 15i xuét hién khi thyc hién cau 1énh.

o Lénh cp
Cu phap: cp [ -R ] file hodac thu muc file hoac thu muc

Lénh cp s& sao chép mét file tir thu muc ngudn dén thu muc dich duoc dua vao. Bé
sao chép toan bd céc file va cac thu muc con bén trong thuy muc mong mudn, ban st
dung cau Iénh cp véi tuy chon —R

o Lénh du

Lénh nay tong két viéc st dung dia. 4 €u ban x4c dinh mot thu muc, 1énh du s€ béo
cao viéc str dung dia cho chinh cac thu muc do.
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Cu phép: du [ -ask ] tén_file
Tuy chon —a s& dwa ra man hinh kich thudc ctia mdi thu muc va file

Tuy chon —s s€ chi in ra tong cong

Tuy chon —k s& in ra tat ca cac kich thudc file theo kilobytes

e Lénh file
Cu phap: file filename

Cau lénh x4c dinh kiéu cua file. 4 éu file khong phai 1a file théng thuong, kiéu cua file
duoc xac dinh.

o Lénh find

Cau lénh find tim céac file va cac thu muc.

Ct phép : find [path] [-type fd] [-name mau] [-atime [+-] s6_ngay] [-exec cau_lénh {}
\;] [-empty].

Vi du:

find . —type d

Cau 1énh tra lai tit ca cac thu muc con trong thu muc hi¢n tai. Tuy chon —type xac
dinh kiéu, d cho cac thu muyc, f cho céc file hay I cho cac lien két.

find . —type f—name “*.txt”

Lénh nay s€ tim tat ca cac file van ban c6 phan mé rong “.txt” trong thu muc hién tai
va ca trong cac thu muc con.

find . —type f—name “*.txt” —exec grep - ‘magic’ {} \;

Cau Iénh nay s€ tim kiém tat cé cac file van ban (két thiic véi phan mé rdng .txt) trong
thu muc hién tai va cac thu muc con c6 chtra tir “magic”.

find . ~type f empty
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Hién thi tat ca cac file rong trong thu myc hién tai.

o Lénh grep
Cu phap: grep [-viw] mau file

Lénh grep cho phép ban tim klem mot hodc nhiéu file co cac mau ky tu dic biét. Mdi
dong ctia moi file chira cac mau duoc hién thi trén man hinh. Cau lénh grep hitu ich
khi ban ¢6 nhiéu file va ban mudn tim ra file chira tir hodc cau xac dinh. Sir dung tuy
chon —v, ban ¢6 thé hién thi cac file khong chira mot mau. Vi du, dé chon céc dong
trong data.txt khong chura tur “the” ta thuc hién:

grep —vw ‘the’ data.txt

néu tuy chon —w khong duogc xac dinh thi bat ky cac tir chira “the” déu phu hop nhu
“together”. Tuy chon —w dugc x4c dinh budc mau phai 14 toan bo mét tir. Cudi cing ,
tuy chon —i bo qua sy khac nhau gitra cac ky tu chir hoa va ky tu chir thuong khi tim
kiém mau.

o Lénh head
Cu phap: head [-count | -n number] filename

Cau 1énh nay s& hién thi vai dong dau tién ciia mot file. Boi mic dinh, 10 dong dau
cua m(f)t» file dugc hién thi. Tuy nhién, ban c6 thé st dung cac tuy chon d€ xéac dinh so
dong hién thi. Vi du:

head -2 doc.txt
s& hién thi hai dong dau tién.

e Lénhlin
Ct phap: In [-s] file ngudn dich

Lénh In tao cac lién két cung va mém. Céc lién két cung duoc tao st dung Iénh In
khong c6 tuy chon —s. Vi du:

In ./www ./public_html
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Mot lien két cung c6 han ché, nd khong thé tao lién két dén mot thu muc khac, va mot
lién két ciing khong thé lién két dén mot file trén mot h¢ thong file khac. Sur dung tuy
chon —s ban c6 thé tao mot lién két mém, loai bd cac gidi han nay.

In —s /dev/fs02/jack/www /dev/fs01/foo/public_html

O day chung ta da tao mot lién két mém gitra thy muc www trén hé thong file 2 va
mot file moi dugc tao trén hé thong file 1.

o Lénh locate

Cu phép : locate tir_ khoa

Cau lénh locate tim duong dan dén mot file dic biét hay mdt cau I¢nh. Lénh locate s€
tim kiém chinh x&c hay mdt phan cta chuoi phu hgp. Vi du:

locate foo

két qua tim kiém s& dua ra cac file c6 tén chira tir khoa foo’ theo duong dan tuyét dbi
hodc s€ khong dua ra két qua néu khong co tén file nhu vay.

o Lénh Is
Lénh Is cho phép ban dua ra danh séach cac file va cac thu muc con.

Cu phép : Is [-1aRl] file_hodc thu muc

Khi sir dung tuy chon -1, n6 chi hién thi tén file va tén thu muc con cta thu muc hién
tai. Khi chon tuy chon —I, mdt danh sach cac file va thu muc con ctia thu muyc hién tai
duogc hién thi véi day du cac thong tin vé file va thu myc. Tuy chon —a cho phép ban
hién thi tat ca cac file va thu muc (ké ca céac file 4n, tén file bat dau bang ddu chdm)
trong thu muc hién tai. Tuy chon —R s& hién thi tat ca cac file va cac thu muc con bén
trong né néu co.

o Lénh mkdir
Cu phap: mkdir thuy_muc

Dé tao mot thu muc, st dung cau I¢nh mkdir. Chi c6 2 gi6i han khi chon tén thu muc,
do 1a tén cta thu muc c6 the 1én téi 255 ky tu va tén thu muc cd thé chua bat ky ky tu
nao tru ky tu /°.Vi du:

mkdir dirl dir2 dir3

Upload boi www.viet-ebook.co.cc 31



Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

Lénh trén tao ra ba thu muc, nim bén trong thu muc hién tai.

o Lénh mv

Ct phap : mv [-if] file_ngudn file dich

Str dung I¢nh mv dé ﬂdich chuyén hay ddi tén cac file hay cac thu muc. Cau 1énh thuc
hién vi¢c dich chuyén hay doi téq phu thudc vao file dich c6 1a mot thu muc hay
khong. Bé minh hoa, ching ta sé do6i tén mot thu muc foo thanh foobar:

mv foo foobar

B61 vi foobar chua ton tai, foo s€ dugc doi tén thanh foobar. 4 €u cau Iénh sau duogc
thuc hién:

mv doc.txt foobar

va foobar d3 ton tai, viéc dich chuyén file s€ dugc thuc hién sau d6. Tuy chon —f s€
x04 céc file dich dang ton tai va khong bao gido nhac nguoi sir dung. Tuy chon —i s&
nhac nguoi sir dung c6 ghi dé hay khong néu file dich da ton tai.

o Lénh pwd
Cu phap: pwd

Cau 1énh nay hién thi tén thu muc hién tai bao gé)m ca duong dan tuyét dbi. Vi du:
pwd

Trén man hinh hién thj :

/home/trantu

o Lénh rm

Cu phép: rm [-rif] thu_muc/file

DPé x04 thu muc hoac file, st dung cau 1énh rm. ban cé thé xo4 nhiéu file su dung ky
tu dai dién hodc go vao tén cac file. Vi du:
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rm docl.txt doc2.txt doc3.txt
Tuong ung véi:
rm doc[1-3].txt

rm 14 cau 1énh rit manh, hay can than khi st dung 1énh nay vi ban c6 thé nhim va xo4
di cac file quan trong. 4 éu chua chic chin, ban co6 thé su dung tuy chon —i, hé théng
s& nhic lai cho ban xac thuc mdi 1an x04 mot file. 4 éu nhu d3 chéc chan file can xo4,
ban c6 thé chon tuy chon —f dé khong phai nhan cac thong tin nhic ban xéac thuc. Tuy
chon —r s€ cho phép ban x04 toan bd cac thu muc con.

o Lénh tail
Cu phép: tail [-count | -fr] tén_file

Cau lénh tail hién thi phan cubi cua mot file, mic dinh né s& hién thi 10 dong cudi
cung cua file. B¢ hién thi 50 dong cudi cung cua file doc.txt, ban c6 thé su dung cau
1énh:

tail -50 doc.txt

Tuy chon —r s€ thuc hién cong vi¢c nguoc lai, mac dinh nod s€ hién thj tat ca cac dong
trir 10 dong cubi cting. Tuy chon —f hitu ich khi ban dang giam sat mot file. Voi tuy
chon nay, tail s€ chd cho dir li€éu moi1 dugc ghi vao file. Khi dit liéu méi duge thém
vao file, tail s& hién thi dit liéu 1én man hinh. Dé dung 1énh tail khi dang giam sat file,
chon t6 hop phim Ctrl + C bdi vi 1énh tail khong ty dung duoc.

2.3.3. Cac cau Iénh nén dir li€u
o Lénh compress

Cu phéap: compress [ -v ] file

Cau lénh compress s& c6 gang giam kich thudc cta mot file sir dung. Cac file duoc
nén s€ dugc thay thé béi mot file c6 phan mo rong .Z. Tuy chon —v s€ hién thi phan
tram dung lugng giam cua mot file dugc nén va s€ noi cho ban téncua file moi:

compress —v inbox

trén man hinh s€ hién thi
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inbox: Compression: 37.20% - replaced with inbox.Z

o Lénh gunzip

Cu phép: gunzip [-v] files

Dé gidi nén cac file vé dang nguyén ban , sir dung 1énh gunzip, s€ co0 gang giai nén
cac file c6 phan mé rong: .gz, -gz, .z, -z, z, .Z, hodc tgz. Tuy chon —v s€ hién thi két
qua dep khi gidi nén cac file. Vi du:

gunzip —v README.txt.gz

o Lénh gzip
Cu phép: gzip [-rv9] file

Lénh gzip 1a mot chuong trinh nén khac. 4 6 duoc biét dén 1 chwong trinh nén c6 ti 18
nén tot nhét. cac file duoc nén bai 1énh gzip s& dugc thay thé boi cac file c6 phan mo
rong .gz. Ty chon —9 ¢6 tdc do nén tot nhat. Tuy chon —v cho phép hién thi dep trén
man hinh. Kich thuéc, téng sb va ti 1é nén duoc dua ra danh sach cho mdi file. Tuy
chon —r s& nén tat ca cac file trong mdi thu muyc theo ciing mét cach.

o Lénh tar

Cu phap: tar [c] [x] [v] [z] [ftén_file] t€n_file hodc thu muc

Lénh tar cho phép ban nén nhiéu file va thu muc vao mét file .tar. 4 6 ciing cho phép
ban gidi nén céc file va cac thu muc tir mot file nén. Vi du:

tar cf source.tar *.c

Cau Iénh nay s€ tao mdt file source.tar, chira tat ca cac file ma nguén C (co ph'?ln mo
rong .c) trong thu muc hién tai.

tar cvf source.tar *.c
Tuy chon —v & day cho phép ban xem cac file da dugc nén

tar cvzf backup.tar.gz important dir
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O day, tat ca cac file va cac thu muc con cua thu muc important_dir dugc nén trong
mot file duge goi 1a backup.tar.gz. Chu ¥ rang file ndy ciing duoc nén do cé tiiy chon
z , va do d6 két qua 1a file c6 phan mo rong 1a .gz. Thong thuong phan mé rong .tar.gz
duoc viét ngan thanh .tgz. Dé giai nén cac file , vi du nhu backup.tar , ban st dung
cau lénh:

tar xf backup.tar
Dé giai nén mét file c6 phan mo rong .tgz hay .tar.gz, ban thyc hién cau 1énh sau:
tar xzf backup.tgz

o Lénh uncompress

Cu phap: uncompress [ -v ] file

Khi mét file dugc nén str dung cau Iénh compress, dé gidi nén ban st dung cau 1énh
uncompress. Lénh uncompress giai nén cac file c6 phan mo rdng .Z, vi vay cli phap
cua n6 tuong tu nhu 1énh compress

uncompress —v inbox.Z

o Lénh unzip

Cu phép: unzip file

Lénh nay s€ gidi nén cac file c6 phan m¢ rong .zip. Céc file nay co6 thé dugc nén voi
1énh zip.

o Lénh zip
Cu phap : zip [-ACDe9] file

Pay 1a chuong trinh nén file theo dinh dang ndi tiéng twong thich véi nhiéu hé diéu
hanh. Cac file dugc nén véi Iénh zip c6 phan mé rong .zip.

o Lénh mount

Cu phap: mount —a [-t fstype] [-o option] device directory

Lénh mount dugc str dung dé gan cac thiét bi v6i hé thdng, cac tiy chon thong thudng
thuong co trong file /etc/fstab. Vi du:
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/dev/hdab /intranet ext2 defaults 1 2

a éu dong bén trén duogc tim thiy trong /etc/fstab, ban c6 thé gin hé thong file duoc
luu trong phan vung /dev/hda6 nhu sau:

mount /intranet
Cung mot h¢ théng file, cau 1énh sau day la tuong tu:
mount —t ext2 /dev/hdab6 /intranet

Tuy chon —t duge su dung dé xac dinh kiéu file hé théng. bé gén tat ca cac hé théng
file c6 trong /etc/fstab sir dung tuy chon —a. Vi du:

mount —a —t ext2

Thong thuong nguodi st dung chon tuy chon —o 1a ro (chi doc) hoac rw (doc ghi). Vi
du:

mount —t ext2 —o ro /dev/hda6 /secured

o Lénh umount

Cu phap : umount —a [-t fstype]

Lénh umount ngugc lai véi I¢nh mount. Vi du
umount /cdrom

2.3.4. Cac ciu Iénh quan 1y tién trinh

o Lénh bg

Cu phép: bg

Day 1a kich ban shell dugc xay dung san. Pua mot tién trinh dang chay vé chay ¢ sau
hau canh (tién trinh nén).

o Lénh fg
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Cu phap: fg [%job-number]
Cau lénh nay cho phép ban chuyén mét tién trinh nén 1én chay ¢ trén tién canh.

a €u ban chay cau 1énh nay khong c6 bat ky doi s6 nao, né s€ dua cau Iénh cudi cung
¢ sau hau canh 1én hién thi. Vi dy, n€u c6 hai cau 1é€nh chay ¢ sau hau canh, ban c6 thé
chuyén cau 1énh thir nhat 1én chay trén tién canh bang cau I¢nh:

Jg %l

o Lénh jobs
Cu phap: jobs

Lénh nay cho phép ban hién thi céc tién trinh nén dang chay. 4 goai ra con mét s6
1énh s€ dugc trinh bay trong cac phan sau.

3. Giéi Thiéu Hé Thong Téap Tin, Thu Muc

3.1. Giéi thi¢u

Trong linux file duoc t6 chirc thanh cac thu muc, theo md hinh phan cip. Tham chiéu
dén mdt file bang tén va duong dan. Céc cau Iénh thao tac file cho phép thuc hién cac
chtrc nang nhu dich chuyén, sao chép toan bo thu muc cung véi cac thu muc con chtra
trong no...

Co thé sir dung céc ky tu, diu gach dudi, chir s6, diu chdm va dau phay dé dat tén
file. Khong dugc bat ddu mot tén file bang diu chdm hay chi sb. 4 hitng ky tu khac
nhu /7, “?, “*’, 1a ky tu ddc biét duoc danh riéng cho hé thdng. Chiéu dai cua tén file
c6 thé toi 256 ky tu.

Tat ca céc file trong linux c6 chung ciu tric vat Iy 1a chudi cac byte (byte stream).
Céu trac thong nhit nay cho phép linux ap dung khai niém file cho moi thanh phan dir
li¢u trong hé théng. Thu muc cling nhu céc thiét bi dugc xem nhu file. Chinh viée
xem moi thir nhu cac file cho phép linux quan Iy va chuyén ddi dir liéu mot cach dé
dang. Mot thu muc chira cac thong tin vé thu muc, duoc to chirc theo méot dinh dang
dac biét. Cac thanh phﬁn duoc xem nhu cac file, ching dugc phan bi¢t dya trén kiéu
file: ordinary file, directory file, character device file, va block device file.

3.1.1. Thw muc chi

Sau khi dang nhép hé thong, nguoi dung s€ duing ¢ thu myc chu. Tén cua thu myc nay
giong voi tén tai khoan dang nhap hé thong. Cac file duge tao khi nguoi dung déng
nhap dugc to6 chue trong thu muc chu.

3.1.2. Cac thw muc hé théng

Thu muc root, la géc cuia hé théng file cua Linux, chira mdt vai thu muc hé théng.
Thu muyc h¢ thong chua file va chuong trinh st dung dé chay va duy tri hé thong.
Biéu dién cac thu muc nhu sau:

/(root)

Upl sbin usr dev var etc home
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M6 ta thuy muc

Thw muc Chirc nang

/ Bit ddu cdu trac file, goi 13 thu muc gdc (root)

/home Chtra thu muc gdc (home) clia nguoi ding

/bin luu chit tit ca cac cau 1énh chuin va céc chuong trinh tién ich

/usr chira cac file, cau 1énh duoc hé théng st dung, thu muc nay dugc chia

thanh cac thu muc con khac

/ust/bin Chura cac cau 1énh hudng nguoi dung va cac chuong trinh tién ich
/usr/sbin Chtra cac cau Iénh quan tri hé théng

/ust/lib Chura thu vién cho cac ngdn ngtr 1ap trinh

/usr/doc Chra tai liéu cua linux

/usr/man Chira céc file chi dan cho cac cau 1énh (man)

/sbin Chira céc file hé thong dé khoi dong hé thong

/dev Chtra giao dién cho cac thiét bi nhu dau cudi va may in

/etc Chira file cau hinh hé théng va céc file hé thong khac

3.2. Cac quyén truy cp file/thu muc

Trong Linux, mdi file hay thu muc duoc két hop véi mot nguoi sir dung va mot nhom
nguoi su dung. Hay xem mdt vi du:

-TWXr-x-1-- | trantu trantu 191 Apr 14 14:55 .bash_profile

Dong bén trén duoc tao boi 1énh Is —/ .bash_profile trén hé diéu hanh Linux. Lénh Is
dua ra danh sach cac file va thu muc. Tuy chon -1 dua ra danh sach day du cac thong
tin vé file .bash_profile. Bang bén dudi mo ta cac kicu thong tin dua ra:
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Kiéu théng tin Théng tin két xuat
Quyén truy cap file -TW-TW-T--
S6 lién két 1
a guoi st dung (so hitu file) Trantu
a hom st dung Trantu
Kich thudec file (theo bytes) 191
a gay stra doi sau cling Apr 14
Thoi gian sira d6i sau cing 14:55
Tén file .bash_profile

O day, nguol st dung 1a trantu. Day 1a nguoi st dung thuong xuyén, co quyen thay
doi cac quyén triy cap doi véi file nay. Chi c6 mét nguoi s dung khac c6 quyén thay
d6i thudc tinh file nay, d6 1a superuser. 4 hom sir dung file nay la trantu, bat ky nhimg
nguoi st dung nao thudc nhém trantu cling cd quyén doc, va thuc thi dua vao quyén
cua nhom dugc dat boi nguoi s¢ hiru. Khi ban tao moét file trén hé théng Linux, hé
théng s& mic dinh nguoi s¢ hitu file nay co tén 1a tén ding nhap cta ban va cé tén
nhom giéng nhu tén ciia nguoi s& hitu. Mot ngudi st dung thong thuong khong thé
gan lai quyén s& hitu mot file hay thu muc cho ngudi khac. Vi du, ban khong thé tao
mot file v61 nguoi su dung kabid r6i sau d6 gan lai quyén so hitu cho ngudi khac co
tén la sheila boi ly do bao mat. a éu mot ngudi s dung thong thuong co quyén gan
quyén s¢ hitu file cho nguoi khac, thi mot ai do cing c6 thé tao mot chuong trinh xau
nhu x6a cac file, va thay doi quyén s hiru cho superuser, va khong biét diéu gi s& xay
ra. Chi c6 ngudi superuser méi c¢6 thé gan lai quyén so hiru file hay thu muc cho
nguoi khac.

3.2.1. Thay d6i quyén sé hiru file, thu muc sir dung 1énh chown

a guoi sir dung superuser c6 thé thay d6i quyén so hitu file, thu myuc cho mot ngudi sir
dung khac. B¢ thay d6i quyén sé hitu str dung cau Iénh sau:

chown  newuser file hodc thw muc

Vi du:

chown trantu example.txt

Cau lénh nay lam cho nguoi st dung trantu c6 quyén sé hitu file example.txt

a €u superuser muodn thay doi nhom cho mét file hodc thu muc, ngudi d6 co the st
dung cau Iénh chown nhu sau:
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chown newuser.newgroup file hodac thu muc
Vidu
chown trantu.admin example.txt

Céu I¢nh trén khong chi thay doi quyen sO hiru file cho trantu ma con dat lai nhém st
dung file la admin. & éu superuser mudn thay d6i nguoi so hiru va nhém sur dung cho
tat ca cac file trong mot thu muc, nguoi do co thé sir dung cau I¢énh chown vdi tuy
chon —R. Vidu

chown —R trantu.admin /home/trantu/

3.2.2. Thay d6i nhém sir dung file/thw muc véi 1énh chgrp

Céu 1énh chgrp cho phép ban thay ddi quyén sir dung file hay thu muc ctia mot nhom,
chi néu ban thudc vé ca hai nhom (nhém cli va nhom méi). Vi du:

chgrp httpd *.html

Lénh trén s¢ thay doi nhom st dung cho tat ca cac file c6 phan mo rong html. Ban chi
c6 thé thay do1 duge néu ban thuc nhom httpd. Gidng nhu 1énh chown, 1énh chgrp
cling c6 tuy chon —R dé thay do6i quyén véi nhiéu file hay thu muc.

3.2.3. Sir dung s6 theo hé co s6 8 twong wng véi thude tinh truy cip

Hé co s6 8 sir dung 8 s (0-7), va mdi sb tuong tmg voi 3 bit (theo hé nhi phan). Bang
bén dudi chi cho ban thdy su twong {ing vé quyén véi s6 hé co sb 8.

Sé thtr 1 S6the2  S6the3  Sbtha 4

/
4 set-UID R r T
Gia tri co
%3 < 2 set-GID W w w
1 sticky-bit X X X
g

Special User Group Others

4 hu ¢ trén bang trén, s6 thir nhat duoc sir dung cho vi¢c thiét 1ap cac quyén dac biét,
s6 tht hai duoc sir dung cho viéc thiét 1ap ngudi so hitu file hay thu muc. S6 thir ba
duogc sir dung dé thiét 1ap quyén cho nhom ngudi st dung va sé thir tu duoc st dung
dé thiét 1ap quyén cho tat ca moi ngudi. Khi bat ky mot s niao bi bé qua, nd dugc
xem nhu nhéan gid tri 0. Bang bén dudi chi ra mot vai vi du vé cac gia tri tuong ng
véi quyén:
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Gia Tri Giai Thich

0400 Chi c6 quyén doc cho ngudi so hitu, nd twong tmg véi 400.

0440 Chi ¢6 quyén doc v6i ngudi s hitu va nhom ngudi st dung.
a 6 tuong ung vbi gia tri 440.

0444 Quyén doc cho tit ca moi ngudi. 4 6 twong Gmg vai gia tri 444

0644 a gudi so hitu ¢6 quyén doc va ghi, tit ca moi ngudi cd quyén
doc, trong Gng vai gia tri 644. (6 1a toa boi 4:r va 2:w)

0755 Doc ghi va thyc thi dbi voi nguoi sir dung, doc va thyc thi doi
vo1 tat ca moi nguoi. (7 1a tao bdi 4:r, 2:w va 1:x)

4755 a 0 twong mg véi gia tri 755 ngoai trir file nay dwoc dat gia tri
set-UID = 4. Dleu nay c6 nghia la khi file dugc thuc thi, né cé
tit ca cac quyén clia nguoi so hiru de thuc hién cong viée. S€ 1a
mot 16 hong 16n néu ngudi so hiru ay la root va nhimg nguoi
khac c6 quyén thyc thi file nay. Hiy cin than khi thiét 1ap gia
tri cua set-UID.

2755 a6 tuong tu v6i gid tri 755 ngoai trur, khi thuc thi n6 cé tat ca
cac quyén cua nhom st dung file.

Pé thiét 1ap quyén phu hop, ban nén chi ra kiéu truy cap cua nguoi st dung, nhom
nguoi st dung va cua nhirng nguoi khac.

3.2.4. Sir dung ngon ngir tw nhién twong ng véi quyén truy cap

Bay gio ching ta s€ st dung xau truy cdp don gidn hon viéc st dung so0. Bang bén
dudi chi ra cac xau truy cap tuong ing véi cac quyen:

read (1)

read (r)

read (r)

read (r)

write (W)

write (w)

write (W)

write (W)

execute (x)

execute (X)

execute (x)

execute (X)

Special

User

Group

Others

— 7
——

all (a)
MB&i kiéu quyén twong tmg voi mot ky tu don (trong déu ngoic).
3.2.5. Thay doi quyén truy cap file thw muc sir dung Iénh chmod

Tién ich chmod cho phép ban thay ddi cac quyén. Ban c6 thé sir dung cac chir s6 hay
cac ky tu vdi tién ich nay dé thay do6i quyén. Vi du

Upload boi www.viet-ebook.co.cc 41



Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

chmod 755 *pl

Céu 1énh trén thay d6i quyén cho céc file c6 phan md dudi 1a .pl. Mdi mot file .pl
dugc dat cac quyén doc, ghi va thyuc thi boi nguoi s¢ hitu, cac file cing co thé doc va
thyc thi boi nhém nguoi str dung va nhitng ngudi khac. Ban ¢ thé hoan thanh cung
mot cong viéc nhu vay voi I¢nh sau:

chmod a+rx,u+w *pl

a+rx duoc str dung dé cho phép tit ca moi ngudi doc va thuce thi d6i véi méi file .pl va
utw dugc st dung dé cho phép nguoi s¢ hitu cd quyén ghi doi voi moi file .pl.

a €u ban muon thay doi cac quyén cho tat ca cac file va cac thu muc con trong mot
thu muc, ban c6 thé sir dung tuy chon —R:

chmod —R 750 /www/mysite

3.2.6. Cac chu y dic biét trén cac quyén thu muc

Céc quyén thiét 1ap cho mot thu muc ciing twong tu nhu cac file thong thuong, nhung
khong giong hét nhau. Duédi day 1a mdt vai chu y dac biét trén cac quyén thu muc:

- Quyén chi doc cho mot thu muc s& khong cho phép ban chuyén vao bén trong
thu muc, dé chuyén vao bén trong ban can c6 quyén thyc thi

- Quyén chi duoc thyc thi s€ cho phép ban truy cép vao cac file béntong mot thu
muc khi ban biét tén ctia chiing va ban dugc phép doc chiing.

- Dé c6 thé dua ra danh sach ndi dung ctua mot thu muc su dung céu 1énh tuong
tu nhu Is va cung c6 thé chuyén vao bén trong thu muc ban cin c6 ca quyén
doc va quyen thuc thi d6i v&i thu muc d6

- 4éubanco quyén ghi cho mdt thu muc, ban c6 thé tao, thay ddi, x6a céc file
bat ky hay cac thu muc con bat ky bén trong thu muc d6 ngay ca khi file va
thu muc con dugc s& hitu boi nguoi khac

3.3. Tao mot chinh sach quyén cho mét server nhiéu ngudi sir dung
3.3.1. Thiét 1ap cu hinh cic quyén truy cap file ciia ngudi sir dung

Trong thu muc cia mdi nguoi s dung c6 mot vai file n chung bat dau v6i dau chdm
(.). Céc file nay thuong duoc st dung dé thuc thi cac cau 1énh tai thoi diém nguoi sir
dung dang nhap. Vi dy, tat ca cac shell (csh, tcsh, bash, ...) san sang cho mdt nguoi
str dung doc cac thiét 1ap cua ho tir mot file gidng nhu .cshrc hay .bashrc. 4 éu mot
ngudi st dung khong can than trong viée gilt quyén céac file mot cach hoan hao, mot
ngudi st dung khong than thién khac c6 thé gy ra cac van dé khong mong muén.. Vi
du, néu mdt file .cshre cua nguoi s dung co thé dugc viét boi nguoi khac, nguoi su
c6 thé choi mot tro tin céng ngu ngde nhu dwa mot cau 1énh logout ngay dong dau
cua file .cshre, nhu vay ngudi sir dung sé thoat ngay khi dang nhap vao hé thong. a éu
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ban co quyén thao tac v6i nhitng nguoi st dung ban co thé thuc hién nhanh chong
viéce ki€m tra don gian sau:

find /home -type f-name ".*rc" -exec Is -1 {} \;

Cau 1énh nay se hlen thi quyén cua tit ca cac file co ky tu dau tién 1a ddu chim, két
thiic bang “rc” nam trong thu myc home

3.3.2. Thiét 1ap mic dinh cac quyén truy cép file cho nguoi sir dung

La ngudi quan tri ban can dinh nghia cac quyén mic dinh thiét 1ap cho tét ca cac file
cua nguoi st dung dua vao h¢ thong cua ban. B¢ thiét 1ap mac dinh quyén cho cac file
mdi, ban c6 thé st dung cau 1énh umask nhu sau:

umask mask

D¢ hiéu tir umask nhu thé nao, hiy xem vi du sau. Khi noi réng umask dat 1a 022, file
moi dugce tao , thong thuong mot quyen 0666 duoc yeu cau boi ham tao file — open.
Tuy nhién, trong trudng hop nay , quyén cudi ciing thiét 1ap cho cac file dugc tao boi
hé thdng nhu sau: 0666 duoc thuc hién phép toan Ai D véi phan bu caa 022 (phan bu
ctia 022 13 755) do d6 két qua cua phép Aa D thu dugc 1a 0644, nd cho phép ngudi so
hiru doc va ghi con nhitng nguoi khéc chi co quyén doc. Pé tao mot mask mic dinh
cho cacs quyén truy cdp file, ban c6 thé nhing cu 1énh umask vao mot shell tai
nguyén chung trong /etc dé khi mot ngudi sir dung dang nhap va chay mot shell, file
tai nguyén shell chung s& dugc thuc thi. Vi du, néu nguoi su dung cua ban su dung
shell /bin/csh hay /bin/tcsh, ban co thé dua mot cau lénh umask mong mubn trong file
/etc/csh.cshre cho muc dich nay.

3.3.3. Thiét lap cac quyén c6 thé thue thi cho cac file

Céc file chuong trinh c¢6 thé dugc chay boi nhitng ngudi sir dung thong thuong khong
bao gid nén dit quyén dugc ghi cho bat ky ai khac ngoai nguoi s hiru. Vi du, cac file
chuong trinh trong /usr/bin nén thiét dit cac quyén nhu chi root c6 quyén doc, ghi va
thuc thi va tit ca moi ngudi chi co quyén doc va thyc thi cac file nay. Viéc cho phép
ngudi khac ghi c6 thé tao ra mot 16 hong nghiém trong cho hé thng.

3.4. Lam viéc véi cac file va cac thu muc
3.4.1. Xem cac file va cac thu muc

Ban c6 thé d3 quen vé6i 1énh s, thong thudng né duoc st dung véi cac tiuy chon —1
(long listing) hién thi day du thong tin, -a hién thi tat ca céc file bao gom ca céc file
bat dau bang dau cham va —R hién thi tat ca cac file va cac thu muc con bén trong thu
muc mong mudn

3.4.2. Chuyén dén thw muc

Ban gan nhu da quen véi cau 1énh cd, nd 1a mot shell xdy dung san. & €u ban khong
cung cap mdt té€n thu muc bat ky lam doi so6 cho no, néd s€ chuyén ve thu muc chu cua
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ban ma hién tai ban dang s dung. Khi ban dang dung ¢ bat ky dau trong hé thong
file, ban c6 thé st dung 1énh pwd dé hién thi duong dan dén thu muc hi¢n tai.

3.4.3. Xac dinh kiéu file

Khong gidng nhu hé diéu hanh Windows, Linux khong dya vao phan mo rong cua file
dérxéc dinh kiéu file. Ban c6 thé sir dung tién ich file d€ xac dinh ki€u file trong hé
thong. Vi du:

file todo.txt
Két qua hién thi nhu sau:
todo.txt: ASCII text

3.4.4. Xem thong ké cac quyén cia file hay thu muc

Ban c6 thé st dung 1énh stat dé 1iy thong ké vé cac file va cac thu muc:
stat ./exam
Két qua hién thi trén man hinh

File: "./exam"
Size: 4096 Blocks: 8 10 Block: -4611692478058196992 Directory
Device: 812h/2066d  Inode: 157762  Links: 2
Access: (0755/drwxr-xr-x) Uid: ( 0/ root) Gid: ( 0/ root)
Access: Wed Jun 18 14:56:48 2003
Modify: Wed Jun 18 11:18:42 2003
Change: Wed Jun 18 11:18:42 2003

3.4.5. Sao chép file va thu muc

Str dung cau 1énh cp dé sao chép tir mét vi tri xac dinh dén vi tri khac:
cp /some/important /new/place

Ban ciing c¢6 thé xac dinh mdt tén méi cho file sao chép. Thong thuong 1énh cp dugce
str dung v6i tiy chon —f dé sao chép file tir ngudén dén dich ma khéng quan tim dén
dén viéc c6 mot file cung tén tdn tai & dich. File méi s& duge sao chép d¢ lén file cii.
Pé sao chép mot thu muc dén mot thu muc khac ban thuc hién 1énh cp voi tuy chon —r
vi du:
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cp —r /tmp/foo /zoo/foo

3.4.6. Dich chuyén cac file va thu muc

Pé dich chuyén cac file hay thu muc st dung cdu 1énh mv. Vi dy, dé chuyén /filel
vao /tmp/file2 ta st dung cau Iénh sau:

mv /filel /tmp/file2

3.4.7. Xoa cac file va thu muc

bé x0ba cac file va thu muc str dung 1énh sau:
rm filename

Khi x6a hé théng s& héi ban c6 thy sy mudn xoa hay khong. 4 éu ban da chic chan
file ban mudn x6a ban c6 thé thuc hién 1énh x6a rm véi tuy chon —f dé khong hién ra
thong tin yéu cAu xéac nhén cua hé théng. Pé x6a modt thu muc, ban can thuc hién 1énh
rm voi tuy chon —r

3.4.8. Tim kiém file

Pé xac dinh vi tri chinh x4c ctia mot filem, ban c6 thé sir dung 1énh which. Vi du:
which httpd

Cau Iénh nay s& chi ra cho ban day du duong dan ciia chuong trinh httpd néu né sin
c6. Ban ciing c6 thé xac dinh mdt phan cua tén file hay thu muc sir dung Iénh locate

locate netpr.pl

4. Quan ly nguwoi dung va tai nguyén

4.1. Khai niém

Linux 1a hé diéu hanh da nhiém va da nguoi ding. M&i ngudi ding c6 tén truy nhap
va mat khau riéng, twong tng v6i nhitng quyén han nhit dinh trong hé thong file cta
Linux.

Dé tao diéu kién thuan loi trong quan 1y ngudi ding va quyén han d6i véi hé théng
file, Linux cho phép khai bao nhitng nhom ngudi dung, mdi nhom 1a mot tap hop
nhirng ngudi ding chung mot muc dich khai thac tai nguyén nhét dinh. Mdi ngudi
ding c6 thé tham gia nhiéu nhom nguoi dung khac nhau. M&i nguoi ding ciing mic
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nhién 1ap nén mdt nhoém nguodi dung 1a nhém cua chinh ho (nhém céd thé chi c6 mot
thanh vién).
a guot dung cd toan quyen trong Linux la ngudi dung root, mac nhién thuge vé nhom

root. 4 guoi dung c6 quyén root 4n dinh mot ngudi dung nao d6 thude vé nhém root
va ¢6 quyeén tuong duong vdi root.

4.2. Tré thanh superuser

Ban da biét rang tai khoan root 1a tai khoan superuser trong hé thong Linux. Thuc ra
néu ban ty cai dat he thong, ban da sir dung tai khoan nay dé dang nhap hé thong lan
dau tién. Ban cling biét rang root la tai khoan superuser, tai khoan nay c6 quyén lam
moi thir trén hé théng. 4 guoi sir dung root co thé khoi dong hay dimg mot chuong
trinh bat ky ciing nhu tao va x6a mot file bat ky. Rat nhiéu nhirng ngudi méi quan tri
hé théng Linux cho rang chi c¢6 root 1a tai khoan superuser. Hiy nhin xudng doan ma
bén dudi co trong file /etc/passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:
daemon:x:2:2:daemon:/sbin:
vietvq:x:0:0:root:/home/vietvq:/bin/bash
xanhhh:x:0:0:root:/root:/bin/bash
tuta:x:0:0:root:/var:/bin/bash

Ban c6 thé thiy duoc ¢ trén c6 4 tai khoan superuser. D¢ hiéu tai sao ban hiy xem
dinh dang mdt dong trong file /etc/passwd

username:passwd:UID:GID:fullname:home-dir:shell

Ban hay chu y vao cac truong UID (User ID) va GID (Group ID) cua tai khoan root.
a hitng tai khoan ma c6 cac gia tri cia cac truong nay 1a 0 1a nhimng superuser. Hay
n6i mot cach khac nhitng nguoi c6 UID = 0 va GID = 0 ¢6 quyén twong duong voi tai
khoan root.

a hu vay néu hé thong ciia ban phai co nhiéu tai khoan superuser do mot sé 1y do quan
tri, ban c6 thé dé dang tao mot tai khéan superuser. Tuy nhién, hady nhé rang mot tai
khoan superuser (UID=0, GID=0) c6 thé lam moi th.

4.3. Quan ly nguwoi dung véi cac cong cu dong 1énh
4.3.1. Tao mot tai khoan nguoi sir dung méi

Tao mot ngudi sit dung méi kha dé dang, dé tao nguodi st dung tr dong 1énh, ban c6
thé su dung cau lénh useradd. Vi du dé tao ngudi sir dung ¢ tén 1a tutavn, ban c6 thé
chay cau 1énh sau:
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useradd tutavn
Trong file /etc/passwd s& bo sung thém dong méi nhu sau:
tutavn:x:502:504::/home/tutavn:/bin/bash

Ki hi¢u x c6 nghia 1a tai khodn chua c6 mat khau. Vi vay ban can tao mat khau cho
nguoi st dung bang cau 1€nh sau:

paswd tutavn

Ban s€ duoc yéu cAu vao mat khau hai lan, va khi mat khau duoc tiép nhan, no sé
dugc ma hoda va thém vao dong cuia nguoi sir dung trong file /etc/passwd. Céc gia tri
UID va GID s¢& dugc lua chon ty dong bdi useradd, thong thuong no tang gia tri UID
va GID lén mot so v6i1 nguodi duge thém vao lan sau cung trudc do. Ban co thé tao
ngudi st dung c6 thu muc chii khac voi mic dinh (trong thu muc home) bang thuc
hién cau lénh:

useradd newuser —d /www/newuser

a guoi sir dung mai s& duge tao va c6 thu muc chu 1a /www/user. Khi ban tao mot
nguoi s dung méi, h¢ thong cling ddng thoi mic dinh tao ra mot nhom méi co trong
file /etc/group c6 tén gidng nhu tén tai khoan cua nguoi si dung. Dé tao nguoi su
dung véi tén nhom maéi hay t€n nhom da tdn tai trong hé thong, ban st dung 1énh
adduser vdi tuy chon —g. Vi du:

useradd tutavn —g users

a €u ban muodn tao nguoi st dung mai la thanh vién cua mét s6 nhom, ban c6 thé s
dung tuy chon —G. vi du

useradd tutavn —G users,users2

4.3.2. Tao mot nhom méi

Dé tao mot nhom méi ban su dung cau Iénh groupadd. Vi du:

groupadd mygroup
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4 éu ban tao mot tén nhom da co trong hé théng ban s€ nhan dugc mot thong béo 16i
4.3.3. Sira d6i mot tai khoan nguoi sir dung dang ton tai

o Thay déi mdt khau

bpé thay d6i mat khau cua tai khoan dang tdn tai ban str dung cau Iénh passwd.Vi du:

passwd tutavn

Cau 1énh nay twong d6i don gian vi né khong co cac tiy chon, va nd chi cho phép
ngudi sir dung théng thudng chi c6 thé thay doi mat khau cua chinh ho. Hé thng s&
yéu cau ban nhdp mat khéu hai 1an va khi mat khau duoc tiép nhan, n6 s€ duoc ma
hoa trude khi dua vao file /etc/passwd

4.3.4. Thay d6i dwong din thw muc chi

Dé thay d6i duong din thu muc chu cia ngudi sir dung dang ton tai, stt dung céu 1énh
usermod nhu sau:

usermod —d new_home_directory username

Vi du, néu mot nguoi st dung tutavn c6 thu muc chd /home/tutavn va mubn chuyén
thanh /home?2/tutavn, ban c6 thé chay cau I¢nh sau:

usermod —d /home2/tutavn tutavn

Tuy nhién, néu ban mudn ndi dung thu muc chi dén mot vi tri maéi, st dung tuy chon
—m nhu sau:

usermod —d —m /home2/tutavn tutavn

4.3.5. Thay d6i UID

pé thay ddi UID cua mot nguoi su dung, st dung cau 1énh usermod nhu sau:
usermod —u UID username

Vi du:

usermod —u 500 myfrog

Cau lénh nay s& thay d6i UID cua ngudi sit dung myfro 13 500
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4.3.6. Thay d6i nhém mic dinh

pé thay ddi nhom mic dinh cho nguoi st dung, st dung cau Iénh usermod voi tuy
chon —g

usermod —g 777 myfrog
Cau lénh nay s& thay d6i nhom mic dinh ctia myfrog thanh 777.

4.3.7. Thay déi thoi han két thic ciia mdt tai khoan

Ban c6 thé thay ddi thoi han két thic ciia mot tai khoan sit dung cau 1énh usermod voi
tuy chon —e. Cu phap cua cau 1énh nhu sau:

usermod —e MM/DD/YY username
Vi du:
usermod —e 12/31/99 kabir

4.3.8. Sira d6i mot nhém dang ton tai

Dé stra d6i tén mot nhom dang ton tai, st dung cau 1énh groupmod. Ct phap nhu sau:
groupmod —n new_group current_group

Vi du:

groupmod —n experts novices

a hom novices dang ton tai duoc d6i tén thanh experts. Dé thay doi GID ciia mot
nhom st dung tiy chon —g nhu sau:

groupmod —g 666 troublemaker
Cau Iénh nay s& thay d6i GID cta mot nhom troublemaker thanh 666.

4.3.9 X6a hoidc hiy b6 mgt tai khoian nguoi sir dung
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Dé x6a mot tai khoan dang tdn tai sir dung cau I¢nh userdel. Vi du:
userdel snake

S€ x6a bd tai khodn tai khoan snake khoi hé thong. a4 éu ban muon xo6a thu muc chu
cua nguoi st dung va tat ca cac ndi dung trong thu muc, su dung tuy chon —r. Chu y
rang userdel s€ khong x6a nguoi st dung néu nguoi st dung hién tai dang dang nhap.

a éu ban mudn huy bo tam thoi quyén truy cip cia tit ca cac tai khoan ban c6 thé tao
mot file tam thoi c6 tén 1a /etc/nologin véi mot thong tin gidi thich 1y do vi sao khong
dugc phép truy cap. Chuong trinh login s& khong cho phép bt ky tai khoan nao khac
tai khoan root c6 thé dang nhap trong thoi gian nay.

4.4. Cai dit may in
4.4.1. Céu hinh may in

Ung dung printconf cho phép ngudi ding cdu hinh may in trong Red Hat Linux. 4 6
cho phép stra doi teép tin cu hinh /etc/printcap, cdc thuy muc bd dém in va bo loc
in.printconf ciu hinh hé thdng in 4n cua ban, dugc goi 1a LPRng. LPRng ciing 1a mot
hé théng in 4n ngam dinh. Phan nay tap trung vao viéc sit dung printconf dé cau hinh
LPRng.

Pé str dung printconf, ban phai c6 quyén truy cap mirc root. Dé khai dong printconf,
theo mdt trong céc cach sau day

e Trén man hinh Gi OME, chon Main Menu Button => Programs => System
=> Printer Configuration dé khoi dong trong ché d6 d6 hoa.

e Trén man hinh KDE, chon Main Menu Button => System => Printer
Configuration dé khai dong ché do do hoa.

e Danh 1énh printtool tai dau nhic shell (VD: XTerm hoac G4 OME terminal)
dé khoi dong printconf

Ban ciing c6 thé chay printconf duéi dang mot ing dung trong ché do text néu ban
khong cai dat hé théng X Window hodc ban thich sir dung giao dién text hon. Khi do,
ban phai log in theo tai khoan root (hodc dung I¢énh su @& chuyén sang ngusi
dung root va danh 1lénh /usr/sbin/printconf—tuitaidéunhécsheﬂ.

Chu : ban dimg stra d6i tép tin /etc/printcap, méi khi daemon may in (1lpd)
dugc khéi ddng hay khdi ddéng lai, tép tin /etc/printcap mdi sé& dugc
sinh ra tu déng.

4 éu ban mudn cai dit may in ma khong sir dung printconf, khi d6 ban phai chinh sira
tépthletc/printcap.local.Cécdéuvﬁo trong /etc/printcap.local khong dugc
hién thi trong printconf nhung dugc daemon may in doc khi khéi dong dich vu in an.
Mbdi khi ban nang cdp hé thong ciia ban 1én phién ban méi, tép cau hinh s& duoc
printconf chuyén sang dinh dang méi va tép tin ciu hinh cii s& duoc ghi dudi tén
/etc/printcap.old.
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File Test Help

G B ¥ o O

Mew  Edit Delete Default apply

Glleue Alias List Clueue Type Details
of  test LOCAL fdewdIpo
tests LPD @ seryername
test3 ShAB Hmachinenamessharename
testd MCP fquele@serYername

JETDIRECT printer.example.com:9700

Hinh 1: Cira sé printconf chinh
C6 nam kiéu hang doi in dugc cdu hinh boi printconf:

» Local Printer — may in dugc gin truc tiép vao may tinh cua ban théng qua
cong song song hodc cong USB. Kiéu hang doi in Queue Type s& dugc thiét
lap 1a LOCAL.

« Unix Printer (Ipd Spool) — may in duoc gan trén mot hé thong Ua IX khac
ma c6 thé dugc truy nhap thong qua mang TCP/IP. Kiéu hang doi in Queue
Type cho may Ua IX ¢ xa s& duoc thiét 1ap 1a LPD.

e Windows Printer (SMB) — may in duoc gin trén modt hé thong khéc
(Windows) c6 chia s¢ may in thong qua mang SMB (st dung dich vu samba
dé chia sé tai nguyén trén mang: may in, dit liéu......), kiéu hang doi in Queue
Type luc d6 s& dugc thiét 1ap 1a SMB.

« Novell Printer (NCP Queue) — may in duoc gin vao mot hé thong sir dung
cong nghé mang 4 ovell's 4 etWare. Kiéu hang doi in cho may in 4 ovel & xa
s& duoc thiét 1ap 1a NCP.

« JetDirect Printer — may in dugc ndi tryc tiép vao mang (may in mang).
Kiéu hang doi in Queue Type cho may in JetDirect s& dugc thiét lap la
JETDIRECT.

Chu y: Khi ban thém mdt héng»dqi in méi hay stra d6i hang doi in cii, ban phai khoi
dong lai daemon may in (Ipd) dé nhiing thay do1 d6 co6 hi¢u luc.

Chon Apply ghi lai nhiing thay ddi ma ban vira thuc hién va khoi dong lai daemon
méy in. Cac thay ddi s& chua dugc ghi trong tép tin cau hinh /etc/printcap cho dén
khi daemon mdy in (Ipd) dugc khoi dong lai. Pé thuc hién cong viéc nay, chon File
=> Save Changes va sau d6 chon File => Restart Ipd.

a éu mot may in xuat hién trong danh sach in véi Queue Type dugc thiét dat 1a

INVALID, c4u hinh may in c6 thé thiéu cac tuy chon can c6 cho may in hoat dong.
Chon Delete dé x6a may in khoi danh sach.
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4.4.2. Cai dat may in cuc by

De cai dat mot may in gan trén cong song song hay cong USB ciia may tinh, nhin nit
a ew trén ctra sO printconf chinh nhu trén, chon 4 ext dé tiép tuc.

Add A New Print Queue

O the following screens, you will be asked to provide
information for adding a new print gueue.

Mothing will be done to your settings untill you hit "Finish"
on the last screen.

=] Back = Mest & Cancel

Hinh 2: Cai dat may in

a hap tén may in trong truong Queue Name va chon Local Printer tir danh sach
Queue Type nhan Next dé tiép tuc.

Set the Print Queue Name and Type

Enter the Gueue’s name, and select the Queue’™s Type.

Yalid names can caontain the characters "a-z", "A-2", "0-9"
They must begin with letters.

Queue Name:

LU=t and "

Itest

rQlleue Type

@ Local Printer LOCAL

" Unix Printer LFD
 Windows Printer SME

' Movell Printer NCP

" JetDirect Printer JETDIRECT

<] Back B Mext X Cancel
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Hinh 3: Cai dat may in cuc bo

printconf s& co gang phat hién méy in va hién thi nhu trong hinh 4.

Configure a Local Printer

Select the printer device to use, or use the custom option if it is not listed.

| Device l kAo el l

Rescan Devices| Custam Deuicel

<] Back = Mest & Cancel

Hinh 4: Chon thiét bi may in

4.4.3. Cai dat may in trén hé théng Unix ¢ xa

Dé cai dat mot may in gan trén mot hé thong Linux ¢ xa trong cung mot mang, nhin
nut New trong ctra s6 chinh printconf. M(t cua s6 nhu hinh 2 s& xuat hién, chon Next
dé tiép tuc.

Ctra s6 nhu hinh 3 xuét hién. Ban ciing phai nhip tén may in vao truong Queue
Name va chon Unix Printer tir trong thuc don Queue Type, nhan Next dé ti€p tuc.
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Set the Print Queue Name and Type

Enter the Glueue’s name, and select the Gueue’s Type.
Valid names can contain the characters "a-z", "A-2", "0-9", "-", and "_".
They must hegin with |etters.

GQueue Mame:
testZ

FGueue Type

" Local Printer LOCAL

@ Unix Printer LFD

" Windows Printer SMB

" Mowell Printer MNCP

" JetDirect Printer JETDIRECT

<] Back | b= Mext | X Cancel

Hinh 5: Cai dat may in Unix 0 xa

Cira s6 tiép theo cho phép ban cdu hinh may chu in ¢ xa do.

e Server — Hstname hodc dia chi IP ciia may & xa ma mdy in gan vao.
e Queue — Hang dgi may in ¢ xa, ngam dinh 1a Ip.

a gﬁm’ din}l lghéng chon tuy chon Strict RFC1179 Compliance. Chi khi nao ban
gap van de ve in an véi mot hang doi véi mot hang doi Ipd khong phai Linux, hay

chon tuy chon ndy dé cam cac tinh nang in an LPRng nang cao.

4 han Next dé tiép tuc.
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Configure a Unix Print Queue

Configure the server and gqueue of your remote lpd server. If no quele
i5 specified, you will use the default queue on the remote server. Select
strict RFC11 78 compliance if you are having problems connecting o
an older lpd server.

Server: ISEI"-.-'EI’I"IELI’I‘]E

CileLe: |Ip

[ Strict RFC1179 Compliance

‘ =] Back b= Mext | & Cancel |

Hinh 6: Chon Printer Server

Budc tiép theo la chon kiéu may in két ndi v6i hé thong 0 xa do. Chuy rang may ¢ xa
phai duoc cdu hinh dé cho phép mot may cu bd c6 thé dwa yéu cau va in an. Pé thuc
hién diéu d6, ban phai tao mat file /etc/hosts.lpd trén may ¢ xa ma may in gan kem va
thém vao cac dia chi IP hay hostname cta ciac may mudn in trén cic dong riéng ré
trong tép tin.

4.4.4. Cai dat may in Samba (SMB)

Céc bude thuc hién ban dau tuong tu hai budc & trén. Trong thuc don Queue Type,
chon Windows Printer va nhan a ext dé tiép tuc.
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Set the Print Queue Name and Type

Enter the Clueue’™ name, and select the Queue’s Type.
Yalid names can contain the characters "a-z", "&4-2", "0-9", "-", and "_"
They must begin with letters.
Gleue Mame:

tests
~Glueue Type

¢ Local Printer LOCaL

¢ Unix Printer LPD

& Windows Printer ShE

¢ Movell Printer MIZP

¢ JetDirect Printer JETDIRECT

‘ =] Back b= Mext | & Cancel |

Hinh 7: Cai dat may in SMB
Trong cira s6 ctia hinh 8, dién cic thong s6 cau hinh sau:

« Share — Tén cia mdy in dugc chia sé ma ban mudn in tai 6. Tén nay phai
cung tén véi t€n dugc dinh nghia cho may in Samba trén may Windows &
xa. Chu y ¢t phap phai nhu sau: //machinename/sharename.

o User — Tén nguoi dung dugc phép truy nhip vao may in. Tén nay phai ton
tai trén hé thong Windows va nguoi ding co quyén truy nhap may in. Tén
thuong 14 guest d6i véi cac may Windows servers, hodc nobody dbi voi
cac may Samba servers.

« Host IP — Hostname hay dia chi IP ctia hé thong & xa chia s¢ may in SMB.

o Password — Mat khau (néu c6) ciia ngudi ding dinh nghia trong truong
User

e Workgroup — Tén workgroup may chay Samba thudc vao.

Chon nut Translate \n => \r\n dé chuyén doi cic ky tu cubi dong sang khuon dang

ma hé théng Microsoft Windows ¢6 thé doc dugc.
a han Next dé tiép tuc.
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Configure a Windows Print Queue

Configure the SkEBE share of your remate printer.

Share: User:
|ffman:hinenamefsharename |guest

Host [P Password:

|192 16819 R

Waorkgroup:

|deue| [ Translate ' == n

=] Back | ‘ b= Mext | & Cancel |

Hinh 8: Chon Print Server
Budc tiép theo 1a chon kiéu may in dugc két ndi véi hé théng SMB & xa.
4.4.5. Chon trinh diéu khién Print Driver va két thic

Sau khi da chon kiéu hang doi may in va cai dat cac thong sb lién quan, budc tiép
theo ka chon trinh diéu khién may in.

Ban s& thay mét cura sO nhu hinh 13. 4 éu ban cau hinh mgt may in cuc b, hay chon
trinh di€u khién in tr trong danh sach, chon nha san xuat va loai may in cua ban.
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Select a Print Driver

Select a print driver for Your printer.
Printer E

[» DeskJet 610C
[ Deskdet B10OCL
= DeskJet B12C

cdj550
hpdj
pcli
[+ DeskJet 30C
[+ DeskJet B32C
[+ DeskJet 6400
[+ DeskJet B45C
? Deskstaolc g

=] Back | ‘ b= Mext | & Cancel |

Hinh 13: Chon trinh diéu khién mdy in

May in cuc bd:

Printer Driver

a €u ban cau hinh may in ¢ xa (LPD, SMB, hay a CP), may in chu ¢ xa s€ in an theo
trinh di€u khién may in cia n6. Co gang chon dung trinh dicu khién may in ¢ xa do.

Printer Driver

Budc cudi cung 1a khang dinh lai cac thong s6 cAu hinh, nhdn nat Apply dé ghi lai
cac thay doi va trong tép tin cau hinh etc/printcap va khéi dong lai daemon may
in (1pd). Hay in thtr 1 trang xem cau hinh ban thiét 1ap da dung chua.
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4.4.6. Thay doi thong s6 cAu hinh cac mAy in c6 sin

Pé x04 mot may in dang tdn tai, chon may in va nhan nat Delete trén thanh cong cu,
méy in s& duoc loai bo trong danh sach may in. 4 han nit Apply dé ghi lai cac thay
d6i va khoi dong lai daemo

DPé thiét 1ap mdt may in ngﬁm dinh, chon mdy in tr danh sach va nhén nat Default
trén thanh cong cu. May in ngam dinh s& c¢6 icon %  xuét hién bén canh tén may in.

4 éu ban mudn thay ddi cau hinh cta mot may in, ban khong thé thay ddi céc thiét dat
d6 mot cach truc tiép ma chi duoc ghi dé 1én nhu sau:

Chon may in, chon File => Override Queue tir thuc don. Khi d6, may in s€ co ki
hiéu # O canh tén may in.

Chon nat Edit dé thuc hién viéc hiéu chinh cac thong s6. Cura s6 nhu hinh 14 xuét
hién cho phép ban thay d6i lai cac théng sé ctia may in.

Mame and Aliases | Clueue Type | Drriver | Criver Options |

Queus Mame: |test| |
Bliases | Add..
Edit..
Delete
Q;QDK | & Cancel 7 Help

Hinh 14: Thay déi théng s6 mdy in

4.4.7. Backup céc thong so cAu hinh may in

Thong s6 cau hinh ctia ban dugc dua vao tép tin /etc/printcap va dugc daemon
may in doc khi kh&i déng. Ban cé thé st dung cac lénh dé& backup lai
cidc file clu hinh vi du nhu backup file cdu hinh mdy in va ghi thanh
file settings.xml

/usr/sbin/printconf-tui —--Xexport > settings.xml

DPé khoi phuc lai file cAu hinh di duoc backup theo cach trén, ban cé thé sir dung
1€nh dudi day
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/usr/sbin/printconf-tui —--Ximport < settings.xml

4.4.8. Quan Iy cong viéc in 4n

Khi ban muon in mot file van ban tr Emacs hoac in mét hinh anh ttr The GIMP,
cong viéc nay s€ dugc dua vao hang dém in. & éu muodn xem danh sach cac cong viéc
in an, dua 1énh Ipq vao dau nhac shell, vi du:

Rank Owner/ID Class Job Files Size Time
active wuser@localhost+902 A 902 sample.txt 2050
01:20:46

4 éu mudn durng mot cong viéc in nao do, dua 1énh 1prm job number véi tham s6 1a
dinh danh cta cong viéc in ma ban biét dugc thong qua 1énh Ipq & trén. Ban ciing c6
the in an thong qua 1énh 1pr sample.txt d€ in file van ban sample. txt.

5. Trinh dién thiét 14p mang va cai dit diul-up trén Linux

5.1. Thiét 13p mang Linux
Chung ta s€ xem xét qué trinh n6i mot may Linux vao mang Ethernet dé trao doi
thong tin bang giao thirc TCP/IP trén Ethernet.

5.1.1. HPH Linux va card mang

Pé ndi mot may Linux vao mdt mang Ethernet, ban can phai co dau tién 1a mot card
mang ma Linux d4 c6 chwong trinh driver. Sau dy 1a mot s6 mang ma Linux c6 trg
gitp (danh sach sau khong ddy du va cac phién ban méi cia Linux hd tro rit nhiéu
cac card mang khéac nhau) :

3Com 3C509

3Com 3C503/16

4 ovell 2 E1000

4 ovell 4 E2000

Western Digital WD8003
Western Digital WD8013
Hewlett-Packard HP27245
Hewlett-Packard HP27247
Hewlett-Packard HP27250

Gia str cac ban mudn gén may cuia minh vao mot mang LAA Ethernet va ban di cé
mot card mang. Van dé dau tién 1a sy nhan biét ctia Linux dbi véi card nay. 4 éu card
cua ban la mét card kha phé bién nhu 3¢509 cia 3COM hay 4 E2000 cua 4 ovell,
HDH Linux s& nhan biét sy hién dién cua card trong qué trinh boot. Pé biét xem két
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quéa nhén biét card mang, ta c6 thé xem xét cac thong bao ciia kernel Linux trong qué
trinh boot cua h¢ thong qua I¢nh dmesg

Freeing unused kernel memory: 60k freed
Adding Swap: 72572k swap-space (priority -1)

eth0: 3c509 at 0x300 tag 1, BNC port, address 00 a0 24 4f 3d dc, IRQ
10.

3¢509.c:1.16 (2.2) 2/3/98 becker@cesdis.gsfc.nasa.gov.
eth0: Setting Rx mode to 1 addresses.

Hai dong in dam béo réng, card mang 3¢509 di dugc kernel nhan biét. Trong truong
hqp kerqel khong nhan biét card ®, ching ta phai 1:‘1m lai kerne} Linux va dat module
di€u khién (driver) cua card vao trong kernel hay cau hinh ¢ ché d¢ load module.

Dé céu hinh tiép ndi mang qua TCP/IP ching ta phai xac dinh rd cac thong tin lién
quan dén dia chi IP ciia may. Céc thong tin can bict 1a :

bia chi IP cua may
4 etmask

bia chi cua mang
Broadcast

Dia chi IP cua gateway

Chung ta sé& l1an luot diém qua cac khai niém co ban trén va s& hoc sdu hon trong phan
TCP/IP cua khoa hoc.

Pia chi IP ciia may 1a mot diy 4 sb viét dude dang A.B.C.D, trong d6 mdi s6 nhan
gia tri tr 0-255. 4 éu may cua ban két ndi mot mang nho tai nha do ban thiét 1ap thi
dia chi kiéu 192.168.1.D 1a mot dia chi nén dit, véi D 1a cac s khac nhau cho timg
may. 4 éu may cua ban s€ hoa nhap vdi mot mang LA4 d3 c6 trude dé va ban mudn
két ndi v6i cac may khac thi héi ngudi quan tri mang vé dia chi IP ban c6 thé gan cho
méy ciia minh ciing vdi tat ca cac thong sb tiép theo.

Netmask. Tuong tu nhu trén, néu ban tu quan, netmask s€ 1a 255.255.255.0
Pia chi mang. Néu ban tu quan, dia chi ctia mang s& 1 192.168.1.0
Broadcast. Néu ban tu quan, broadcast 1a 192.168.1.255

Pia chi gateway. Diy 1a dia chi cia may cho phép ban két ndi véi mang LA
khac, tirc 1a cac may tinh v6i 3 s dau cua dia chi khong giéng ban 14 192.168.1. Ban
b6 trong néu ban chi lién lac véi cac may cing mang 192.168.1.XXX. Chu y la dia
chi mang ctia may gateway bat budc phai tring v6i dia chi mang cua ban.

Sau khi d x4c dinh cac thong sb, vi du nhur

IP address = 192.168.1.15
i etmask = 255.255.255.0
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suy ra network address = 192.168.1.0 va broadcast = 192.168.1.255
Gateway = 192.168.1.1

5.1.2. Céu hinh card mang

Lénh ifconfig

Sau khi 1am cho kernel nhén biét su hién dién cua card mang, cong tac tiép theo 1a cdu
hinh TCP/IP cho card. Trong qué trinh cai dat Linux Redhat 6.X, binh thuong chung
ta d dugc chuong trinh cai dat hoi va ciu hinh ho . Trong trudng hop khi ching ta bd
sung card mang sau khi Linux da dugc cai dat, ching ta co thé su dung tién ich
netconf cho muc dich nay hoac chung ta str dung I¢nh ifconfig dé tu cai dat.

Lénh ifconfig duoc sir dung trong qua trinh boot hé thdng dé cau hinh céc trang thiét
bi mang. Sau do, trong qua trinh van hanh, ifconfig dugc sir dung cho debug, hoac dé
cho ngudi quan tri hé thong thay ddi cu hinh khi can thiét .

Lénh ifconfig khong co tiiy chon dung dé hién thi cAu hinh hién tai cia may.

[root@pasteur tnminhl# /sbin/ifconfig
etho Link encap:Ethernet HWaddr 00:A0:24:4F:3D:DC

inet addr:192.168.2.20 Bcast:192.168.2.255
Mask:255.255.255.0

UP BROADCAST RUNNING PROMISC MULTICAST MTU:1500 Metric:1
RX packets:531 errors:4 dropped:0 overruns:0 frame:4

TX packets:1854 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

Interrupt:10 Base address:0x300

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:3924 Metric:1
RX packets:1179 errors:0 dropped:0 overruns:0 frame:0
TX packets:1179 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txgqueuelen:0

Dé gan dia chi IP 193.105.106.10 cho card mang Ethernet dau tién ta dung 1énh

ifconfig etho 193.105.106.10 netmask 255.255.255.0 broadcast
192.105.106.255

Linux cho phép ban sir dung bi danh (alias) cho card mang, tirc 1a cho phep ban c6
nhleu dia chi IP cho cting mot card vat ly. Két qua nhén duoc gan glong nhu ban ¢6
gin nhiéu card vat Iy 1én may. Do d6, ban c6 thé ding mot card dé ndi véi nhiéu
mang logic khac nhau. Ct phép cia 1énh nay 1a :
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ifconfig eth0:0 208.148.45.58 netmask 255.255.255.248 broadcast
208.148.45.255 up

Céc tap tin ciu hinh ciia két ndi mang 1a /etc/sysconfig/network-scripts/ifcfg-ethX
v6i X 12 0,1 ... hay 0:0, 0:1 ... Ban c6 thé thay d6i cAu hinh két ndi mang bang cach
stra doi lai tap tin ndy bang mot chuong trinh soan thao text nhuw me chang han, sau d6
khoi dong lai két néi mang bang

/etc/rc.d/init.d/network restart
a hé kiém tra lai két qua qua lénh ifconfig.

Lénh route

Lénh route cho phép 1am cac thao tac dén bang din duong (forwarding table) cua
kernel. 4 6 dugc sir dau tién dé xac dinh duong dan cb dinh (static) dén nhimg may
hodc nhitng mang qua cac card mang ethernet da duoc cu hinh trudc d6 boi ifconfig.
Lénh route khong co tily chon (option) cho phép hién thi bang dan dwdng hién tai ctia
kernel (Lénh netstat —r cling c6 tac dung tuong tu)

[root@pasteur tnminh]# /sbin/route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.2.20 * 255.255.255.255 UH 0 0 0 etho
192.168.2.0 * 255.255.255.0 U 0 0 0 etho
127.0.0.0 * 255.0.0.0 8] 0 0 0 lo
default 192.168.2.10 0.0.0.0 UG 0 0 0 etho

Pé chi ra rang card mang eth0 duoc ndi v6i mot mang 208.148.45.56 ta dung 1énh
route nhu sau :

route add -net 208.148.45.56 etho

Con néu chung ta mudn st dung bi danh cua card mang dé néi vao mdt mang logic
khac, ta co thé sir dung I¢nh

route add -net 193.105.106.0 eth0:0

Cong tac cudi cung la phai chi ra cac dia chi cia gateway mac dinh.
route add default gw 193.105.106.1 metric 1
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Biét str dung thanh thao cii phép cta 2 1énh ifconfig va route rat quan trong, no cho
phép cac can bd quan tri thay d6i cau hinh két ndi mang ciia mot server mot cach
nhanh chéng va khong phai khéi dong lai may. Vi vay, server ludn sin sang. Ban
cling c6 thé sir dung tién ich netconfig dé cdu hinh lién két mang néu chua thanh thao
nhiéu ct phéap cia cac 1énh trén.

Lénh ping

Ung dung cta 1énh nay 13 dé thir xem 2 may c6 két ndi dugc v6i nhau chua. Ct phéap
co ban cua 1énh rat don gian 1a ping dia_chi IP mady dich. Vi du nhu

[tnminh@proxy tnminh]$ ping sun

PING sun.vnuhcm.edu.vn (172.16.1.4): 56 data bytes

64 bytes from 172.16.1.4: icmp seqg=0 ttl=255 time=0.1 ms
64 bytes from 172.16.1.4: icmp seg=1 ttl=255 time=0.2 ms
64 bytes from 172.16.1.4: icmp seg=2 ttl=255 time=0.1 ms
64 bytes from 172.16.1.4: icmp seqg=3 ttl=255 time=0.1 ms

--- sun.vnuhcm.edu.vn ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss

round-trip min/avg/max = 0.1/0.1/0.2 ms

a éu 2 may co thé lién lac dugc véi nhau, chung ta s& biét thém thoi gian tra 11 dé cho
biét sy thong thoang vé mang gitra 2 may. Co thé néi, ping phai chay trudc tién trudc
tat ca cac hoat dong mang khac.

Chu ¥: 4 én st dung ping —n dé tranh tryuc tric do dich vu Da S 1am anh hudng t&i viée
két qua thir két ndi mang.

Lénh Traceroute

bay ciing 1a 1énh cho phép chan doan hoat dong cia mang. Cu phap cua lénh g@éng
nhu 1€nh ping nhung két qua khong chi dung & su trd 161 ma con chi ra céc thiét bi
trung gian nam gitra 2 may.

# tnminh@enefertiti ~ > traceroute 203.162.44.33

traceroute to 203.162.44.33 (203.162.44.33): 1-30 hops, 38 byte packets
1 makeda.pasteur.fr (157.99.64.3), 1.66 mg, 1.66 ms, 1.66 ms

2 418.ATM4-0.GW21.Defense.OLEANE.NET (195.25.28.149), 5.0 ms, 4.17 ms,
4.17 m

3 FastEth0-0.GW1l6.Defense.OLEANE.NET (195.25.25.208), 4.17 ms, 4.17 ms,
4.17s

4 100.ATM6-1.GW2.Telehouse.OLEANE.NET (194.2.3.245), 5.0 ms, 5.0 ms, 5.0
ms
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14 210.132.93.210 (210.132.93.210), 849 ms (ttl=241!), 807 ms (ttl=241!),
970

s (ttl=241!)

15 202.167.121.195 (202.167.121.195), 905 ms 'H 203.162.3.42

(203.162.3.42), 1
88 ms (ttl=242!)

Lénh traceroute la mot cong cu hiu qua cho phep ta phat hién 16i trong qué trinh
phén duong (IP routing). Vi du két ndi tir A > C ¢6 tryc trac va vdi traceroute toi C
tr may A, ta co thé phat hién ra may A két néi may B, rdi may B lai két ndi may A ..
do cau hinh routing cta A va B sai.

Chu y 13 khi chung ta thir két nbi v6i mot may ¢ xa trong Internet, do nhiéu mang ap
dung cac buc tuong lua (firewall) nén nhiéu khi Iénh ping va traceroute khong chay
nhung trén thuc cht 1a mang van thong.

5.1.3. Cac ti€én ich mang: Telnet va ftp
e Telnet

Telnet 1a mot tién ich cho phép dang nhap vao mot may tinh & xa va lam viéc gidng
nhu véi may tai cho. Vi dy, c6 thé dung telnet d¢ chay mot chuong trinh trong mot
siéu may tinh ¢ cach xa hang ngan dam. Telnet st dung giao thitrc TCP/IP, cong 23.

St dung: gia sir may cua ban dang chay Window va ban di duoc cdp mot tai khoan
trong may chu Linux.

4 han chudt vao "Start" chon "RUA".

2. GO vao: “telnet <tén hay dia chi IP>" cua may chu ma ban c6 tai khoan. Vi
du "telnet linuxcourse.iti.edu.vn” va nhan OK.

3. a¢u ket ndi dén may chu thong sudt, madt ctra s6 s€ hi€n 1én moi ban cung cap
tén tai khoan va mat khau.
4. a hap vao tén tai khoan username va password d¢ dang nhap.

Dang nhép thanh cong thi ban s& dung tai thu muc nha (home directory) cta
minh.

6. Bit dau phién lam viéc cta ban. Vi du, ding cau 1énh "Is -al" dé hién thi tat ca
cac t¢p trong thu muc.

7. Két thuc phién lam viéc, go "exit".
o FTP
FTP 1a viét tat cua Tép Transfer Protocol, mot tién ich tai tép ¢ xa. Vi ftp co thé lay
tép & may tir xa vé may tinh ctia minh (download) va ngugc lai, giri mét t€p tir may
cia minh Ién may ¢ xa (upload) néu ban ¢ quyén write vao thu muc ¢ may do. FTP
st dung giao thirc TCP/IP, cong 21.
Str dung FTP

Céch tai xubng (download):
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. Telnet vao may ¢ xa.
. G0 1énh ftp <tén may o xa>.
. May s& yéu cau tén dang nhap va password. Mot trong nhimg ché d6 cho phép

moi ngudi tai tép vé tu do 1a dung tén dang nhdp "anonymous" va password la
dia chi email cua ban.

. Chuyén dén thu muc c6 cac tép ta mudn tai vé.
. Gd 1énh: get <tén tép mudn tai vé>.
. Dé két thic gd quit.

Céch tai 1én (upload): Tuong tu nhu trén, nhung dung cau 1énh put thay cho cau I¢nh
get.

5.2. Cai dat diul-up trén Linux
5.2.1. Cai dat

Chon Internet Configuration Wizard tug menu System configuration

< More System Tools >
{7 Disk Management
Hardware Browser
¥4 |nfo Center
“.1 Internet Configuration Wizard
[ Kickstart
i MNetwork Device Control
' Printing Motification lcon
\* Red Hat Network
e Red Hat Network Alert lcon
% System Logs
# System Monitor
[a Task Scheduler

@ Terminal

H Traceroute

Sau d6 man hinh nay s€ chi thi
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Select Device Type

Create a new Modem connection. This is a
connection that uses a serial analog modem to
@ CIPE (VPN) connecti| dial into to your Interet Service Provider. These
@k Ethemet connection modems use sound over a normal copper
telephone line to transmit data. These types of
connections are available just about anywhere in
el SR ESEII the world where there is a phone system.,

@ Token Ring connectic
=% Wireless connection

=11

©a xD5L connection

Device Type

[ ISDN connection

RN

3 cancel 4 Back B> Forward

chon Modem connection, chon Forward.

Select Provider

Phone Number

Internet Provider

e | Prefix: Area Code: Phone Number:
m— 4 LS T
: Bem Czech Republic | | ‘ | |?660655 |
== Cermany
fimm Slovenia Provider Name: | ITI |
ZkE united Kingdom |
: | T-Online Account Setup |
Login Name: |tJer1na |
Passwaord: |“‘"“""‘f* |
32 cancel <] Back B> Forward

a hap vao cac thong tin quay so., sau d6 chon Forward
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’_ o Add new Device Type

IP Settings

Encapsulation Mode: | sync FFFP ¥

@ Automatically obtain |P address settings

PPP Settings
Automatically obtain DNS information from provider

() Statically set IP addresses:
Manual IP Address Settings

Address: ‘ |

Subnet Mask: ‘ |

Default Gateway Address: ‘ |

Chon gén IP dong, chon Forward

Create Dialup Connection

You have selected the following information:

Hardware: Generic Modem
Provider Name: [Tl

Login Mame: tienna
Phone Number: 7680655

3¢ Cancel <] Back o Apply

Chon Apply, sau d6 ctra s6 a etwork configuration hién ra
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Eile Profile Help

9 &< B 8

MNew  Edit Copy Delete

@ b

Activate Deactivate

e
e

Devices | Hardware | DNS | Hosts

2| You may configure network devices associated with
| Physical hardware here. Multiple logical devices can be
associated with a single piece of hardware.

Profile|Status Device |Nickname Type
& Active @ ethD etho Ethernet

X Inactive . ppp0 ITI Modem

Active Profile: Commaon (modified)

Dén day ching ta da hoan tat budc cai dat modem.

5.2.2. Quay s
Tai man hinh nay chon giao dién ppp0 va click vao nut 1énh Avtive

I Network Gonfiguration)

File Profile Help

¢ & B & @

New Edit Copy Delete Actival Deactivate

EERTS
EUECES

Devices | Hardware | DNS | Hosts |

| You may configure network devices associated with
physical hardware here. Multiple logical devices can be
associated with a single piece of hardware.

Pmﬁlelstatus | Device | Nickname Type
&F Active @ eth0  etho Ethemet
& Inactive &', ppp0 ITI Modem

Active Profile: Common (modified)

May tinh bat dau quay sb. file log s& duoc cit vao /var/log/message.
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F . = -
Ivi Jetworl Co aurano M_ﬁx

File Profile Help

¢ & B B @ b

MWew  Edit Copy Delete Activate Deactivate

e
e

Devices | Hardware | DNS | Hosts

H{% You may configure network devices associated with
|

physical hardware here. Multiple logical devices can be
associated with a single piece of hardware.

Activating network device ppp0, please wait...

Active Profile: Commaon

yess wait...

Khi xong man hinh network configuration sé b4o giao dién ppp0 la active.

File Profile Help
y ¢ x

New Edit Copy Delete Activate  Deactivate
Devices | Hardware | DNS | Hosts |

E{% You may configure network devices associated with
|

EELECY
EEREN

physical hardware here. Multiple logical devices can be
associated with a single piece of hardware.

Profile|Status Device |Mickname

Type
& Active @ eth0  etho Ethernet

cdem

Active Profile: Common
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C6 thé kiém tra dja chi IP dong va may cung cdp DHCP qua lénh “ifconfig -a”

a

root Postfix:/varil

Edit View Bookmarks Settings Help

| & DD

[root@Postfix logl# ifconfig -a

Link encap:Ethernet Hwaddr 00:06:5B:7B:B1:B8

inet addr:10.0.95.11 Bcast:10.0.95.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l

RX packets:2258 errors:0 dropped:0 overruns:l frame:0

TX packets:4 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:221008 (215.8 Kb) TX bytes:240 (240.0 b)
Interrupt:11 Base address:Oxec80

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:l

RX packets:4 errors:0 dropped:0 overruns:0 frame:0
TX packets:4 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:2896 (296.0 b) TX bytes:296 (296.0 b)

Link encap:Point-to-Point Protocol

inet addr:172.16.254.243 P-t-P:172.16.0.39 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:l

RX packets:6 errors:2 dropped:0 overruns:0 frame:0

TX packets:6 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3

RX bytes:85 (85.0 b) TX bytes:103 (103.0 b)

[root@Postfix logl# ifconfig ppp0 down
[root@Postfix logl# I

| W Network Device Control \

| u s

Luc nay két ndi coi nhu da duoc thiét 1ap, c6 thé dung ping dét kiém tra.

S

Too

Bl|s]

Session Edit View Bookmarks Settings Help

ppp0

[root@Pos
PING 172.
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes
64 bytes

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:16 errors:0 dropped:0 overruns:0 frame:0
TX packets:16 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:B96 (896.0 b) TX bytes:B896 (896.0 b)

Link encap:Point-to-Point Protocol

inet addr:172.16.254.241 P-t-P:172.16.0.39 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1

RX packets:9 errors:2 dropped:0 overruns:0 frame:0
TX packets:9 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3

RX bytes:1151 (1.1 Kb) TX bites:223 {223.0 b)

tfix root]# ping 172.16.0.160
16.0.160 (172.16.0.160) 56(B4) bytes of data.
from 172.16.0.160: icmp_seq=1 tt1=127 time=523 ms

from 172.16.0.160: icmp_seq=2 ttl=127 time=219 ms
from 172.16.0.160: icmp_seqg=3 ttl=127 time=229 ms
from 172.16.0.160: icmp_seq=4 ttl=127 time=239 ms
from 172.16.0.160: icmp_seq=5 ttl=127 time=219 ms
from 172.16.0.160: icmp_seq=6 ttl1=127 time=239 ms

Bay gio thi ching ta c6 thé truy cap internet thong qua trinh duyét.
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6. Lap trinh shell.

Lap trinh shell 1a mot trong nhitng céng cu hitu ich nhat cho viéc quan tri hé thong.
Kha ning viét mét chuong trinh ngin dé hoan thanh mot cong viée doi hoi nhiéu thoi
gian manh hon rat nhiéu so voi cac cong cu quan tri Linux khac dugc biét dén. Lap
trinh Shell c6 thé 1am cho cudc sdng cua ngudi quan tri tré 1én d& thd hon vano la
mot k¥ ning bat budc ddi véi nguoi quan tri Linux. Co thé nhan thay co rat nhiéu
cong viée cua nhimg nguoi quan tri hé thong ddi mat hang ngay lién quan dén cac file
va thue muc. Bat ctr khi nao ban phai xur ly vo1 mot s6 luong lon cac file, 1ap trinh
shell s& 1am cho cong viéc ctia ban tro 1én dé dang hon. Phan nay s& chi cho ban cach
1ap trinh Shell co ban, né ¢ thé gitp cho ban thuc hién cic cong viéc hang ngay.

6.1. Tao va chay chwong trinh Shell

a 6 mot cach don gian nhat, lap trinh shell chi 1 cac file chira mot hodc nhiéu cau
1énh shell hay cau Iénh Linux. Ban c6 thé sir dung cac chuong trinh don gian thuc
hién céc cong viéc lap di lap lai, dé thay cho hai hay nhiéu cau lénh luén luén duoc
thuc thi cung nhau béng mot cau 1énh, dé tu dong cai dat cac chuong trinh khac, va dé
viét cac tng dung tuong tac don gian.

DPé tao mot chuong trinh shell, ban phai tao mot file st dung mot trinh soan thao va
dua cac cdu 1énh shell hay Linux ma ban mudn dugc thuc thi vao trong file. Gia st
réng ban c6 mdt &6 CD-ROM da duogc grfm vao hé théng Linux. Thiét bi CD-ROM nay
dugc gan vao hé théng khi hé théng duoc khoi dong 1an dau. a éu ban can thay doi dia
CD da co trong 6 CD bf?mg mét dia CD mé&i. Mot cach dé ban thuc hién duge cong
viéc nay 1a ban “nha” 6 CD-ROM khoi hé thong sir dung cau 1énh umount, va sau do
grfm lai 6 sur dung cau I¢énh mount . Cac cau Iénh chi ra & dudi dﬁy cho ban théy tuan
tu cac budc thuc hién:

umount /dev/cdrom

mount /dev/cdrom /cdrom

Thay viéc gd ca hai cAu 1énh mdi 1an ban thay d6i dia CD, ban c6 thé tao mot chuong
trinh shell thuc hién ca hai cau 1énh nay cho ban. Pé tao chuong trinh shell nay ban
dua ca hai cau 1énh vao trong mot file c6 tén la remount (hodc mot tén bét ky nao
khac ma ban mubn).

C6 mdt vai cach dé thuc hién cac cau 1énh trong file remount. Cach thu nhét 1a ban
thay doi thudc tinh cho file nay cé thé thuc thi bang cach thyc hién cau 1énh sau:

chmod +x remount

Cau lénh nay thay doi quyén cua file lam cho file c6 thé thuc thi. Pé chay chuong
trinh shell mé1i, gé remount trén dong 1énh.

Chirong trinh shell remount phdi nam trong mét thuw muc cé trong dwong dan tim
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kiém ciia ban, néu khong hé thong sé khong tim thdy chwong trinh dé thuc thi. Néu
ban khéng chay dwoc chwong trinh boi vi file d6 khéng dwoc tim thay, hdy xdc dinh
duong dan. Hodc néu ban sit dung tesh dé viét chieong trinh, dong dau tién cia
chuwong trinh shell phdi bdt dau véi # dé tesh nhdn ra né nhw mét file chirong trinh
tesh. Thue ra, cdch an toan (dam bdo ) nhat la & dong dau cia méi chiong trinh
shell ban thém #!/bin/sh dé dam bdo chuong trinh shell dwoc thuc thi nhu mot tién
trinh Bourne shell. Piéu nay ngan chdn nhiéu van dé véi ngén ngiv ldp trinh C, shell
sé co gdng thong dich cii phdp Bourne shell.

Mot cach khac 1a ban c6 thé thyc thi chuong trinh shell 1a chay shell ma chuong trinh
duoc viét theo nd va tén chuong trinh nhu mdt khai bao cho shell. Trong truong hop
mot chuong trinh tesh, ban thyc hién cau 1€nh sau:

tcsh remount

Cau I¢nh nay chay mot shell méi va n6i cho né thuc thi cac cau I¢nh trong file
remount.

Céach thir ba dé thuc thi cic cau 1énh trong mot file chuong trinh shell 1a sir dung cau
1énh . (ddu cham) véi ca shell pdksh va bash hodc cau 1énh source trong shell tcsh.
Céc cau 1énh nay noi cho shell thuc thi file dugc truyén vao nhu d6i sb. Vi dy, ban ¢6
thé sir dung cau 1énh sau dé noi cho bash hodc pdksh thuc thi cic cau 1énh trong file
remount:

. remount
bé lam tuong ty doi véi tesh, st dung cau 1€nh sau:
source remount

Vi du sau trinh bay mét tinh hudng khac, trong d6 viéc str dung chuong trinh shell s&
gitp tiét kiém rat nhi€u thoi gian. Gia sir rang ban da phai lam viéc voi ba file khac
nhua trong mot thu muc mdi ngay, va ban mudn dy phong ba file ndy vao mot dia

mém vao cubi mdi ngay. Pé thyc hién dugc cong viée ndy, ban phai gd mot loat cac
1énh:

mount -t msdos /dev/fd0 /a
cp filel /dev/£fdO
cp file2 /dev/£fd0

cp file3 /dev/£d0
Mot cach dy phong céc file 1a gin 6 dia mém vao hé thong va sau d6 gd ba cdu 1énh
copy, moi 1énh cho mot file ban mudn copy. Mgt cach don gian hon 1a dua bon cau

1€nh nay vao trong mot file c¢o6 tén la backup va sau do6 thuc hién cau 1€nh backup khi
ban muon copy ba file nay vao dia mém.
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Ban van phdi dam bdo chwong trinh file shell backup c6 thé thiee thi va nam trong
mét thw muc ma cé trong dwong dan cia ban treée khi chay cdu lénh. Ban hdy can
than khi sir dung mot tén file, n6 co thé tiwong vng véi tén ciia mot cau lénh hé thong.
Vi du, néu cé mét chwong trinh dwoc goi la backup trong duong dan ma shell tim
kiém trude khi doc thu muc hién tai, cdu 1énh dé cé thé dwoc thi thay cho file cdu
lénh shell. Vi Iy do nay, hdy c6 sir dung cdc tén file cho kich ban shell ciia ban khéng
@an véi cdc cau lénh Linux.

6.2. Sir dung cac bién

Ciing giéng nhu v6i hau hét cac ngdn ngit 14p trinh, viée st dung cac bién 1a rit quan
trong trong cac chuong trinh shell. TAt nhién, ban di duoc nhin théy mot vai kiéu bién
truée d6. Mot vai vi du noéi chung vé bién dugc st dung 1a bién PATH va bién
TERM. Céc bién nay la cac vi du vé cac bién shell sin co, 1a cac bién duoc dinh nghia
boi chuong trinh shell ma ban dang str dung. Phan nay miéu ta cach 1am thé nao dé
ban tao céac bién cua chinh ban va st ching trong mét vai chuong trinh shell.

6.2.1. Gn mUt g tr[] cho m[Jt billn
Trong ca ba shell dugc cung cap boi Linux ( shell Bourne, Korn, va C ), ban c6 thé
gan mot gia tri cho mot bién bang cach gd tén bién theo su boi déu bang va sau d6 gd

gia tri ma ban mubn gan cho bién. Vi dy, dé gan mot gia tri 5 cho mot bién c6 tén 1a
count, vao cau Iénh sau trong bash hodc pdksh:

count=5

Véi tesh, vao cau 1énh sau dé dat duoc két qua tuong tu:

set count = 5

Khi thiét ldp mot bién cho shell bash va pdksh, hay chdc chdn rang khéng c6 dau
cach ¢ ca hai bén dau bang. Véi tcsh, diéu nay khong quan trong.

Boi vi ngon ngir shell la mét ngén ngir kich ban phi kiéu, ban khong phai khai bao
bién nhu ban c6 thé di timg 1am diéu nay trong 1ap trinh C hay Pascal. Ban c6 thé sir
dung ciing mot bién dé luu trir xau ky tu hay s6 nguyén. Ban luu mét chudi ky tu vao
trong mot bién ciing gidng nhu viéc ban luu mot s6 nguyén vao mot bién, nhu co thé
thiy trong vi du dudi day:
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name=Garry (for pdksh and bash)

set name = Garry (for tcsh)

Sau khi ban luu mot gia tri vao mot bién, ban 1am thé nao dé c6 thé lay gia tri d6 tro
lai? Ban dit trudc tén bién véi dau do6 la ($). Bé in gid tri duoc luu trit trong bién
count ra man hinh, vao cau lénh sau:

echo S$count
4 éu ban quén dau $ trude cau 1énh, 1énh echo s& hién thi tir “count” trén man hinh.
6.2.2. Tham s[J ¥ €c bilOn Shell ¢i sCIn

Khi ban chay chuong trinh shell yéu cau hay hd tro mot sé cac tiy chon dong 1énh,
mdi tiy chon nay dugc luu triv trong mot dbi s6. Poi s6 dau tién dugc luu trir trong
mot bién c6 tén 1a 1, ddi sd thtr hai duoc luu trix trong bién co6 tén 1a 2, va tiép tuc nhu
thé. Shell dit tén céac bién nay, vi vay ban khong thé dat tén nhu thé cho cac bién ma
ban dinh nghia. bpé léy gia tri tir cac bién nay, ban phai dat trude tén bién v&i mot dau
$ nhu ban lam ddi cac bién ma ban dinh nghia.

Chuong trinh shell reverse dudi ddy chd nhan hai doi s6. Chuong trinh 13y hai ddi s6
dong Iénh va in ra doi so thtr hai & dong dau tién va doi so dau tién ¢ dong thur hai:

echo "s2"

echo "S1"

a éu ban goi t6i chuong trinh bang cach gd dong 1énh sau
reverse hello there

Chuong trinh s& tra lai két qua

there hello
Mot sé cac bién shell quan trong duge xdy dung sin ma ban can biét khi lam viéc
nhiéu voi 1ap trinh shell. Bang 6.2.1 dua ra danh sach céac bién nady va mo ta tom tat

moi bién dugce su dung dé lam gi.

Bang 6.2.1 Cac bién shell c6 sin.

Bién ||Str dung

$# Luu s6 cac d6i s6 dong 1énh dugc dua vao chuong trinh shell

$? Luu gia tri tdn tai ctia cau 1énh duoc thuc thi sau cung

$0 Luu tir dAu tién cua cau lénh duoc dua vao, d6 1a tén cla chuong trinh shell

$*  ||Luu tit ca cac d6i sb duoc dua vao tir dong 1énh ("$1 $2 ...")
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"$@"||Luu tat ca cac ddi sd duoc dua vao tir dong 1énh, ¢ dau nhay kép riéng ("$1"
H$2" “.)

6.3. Sir dung dau trich din

Viéc sir dung cac dau trich din 1a rit quan trong trong lap trinh shell. Shell sir dung ca
hai kiéu d4u trich dan va ky tu va diu gach chéo nguoc dé thyc hién cic chiic ning
khac nhau. Ca ddu nhay kép ("), ddu nhay don ("), va ddu gach nguoc (\) dugc sir
dung dé an céc ky tu dic biét trong shell. Cac diu nhay c6 mot y nghia dic biét trong
shell va n6 khong nén sir dung dé chira cac xau. Mdi mot phuong thirc c6 mot mirc do
che diu khac nhau céc ky tu dic biétk trong shell.

Khi ban bao quanh cac ky tu voi déu nhay kép, tat ca cac ky tu tréng dugc an trong
shell, nhung tat ca cac ky tu khac van duoc thong dich. Kiéu dau nhay keép nay sur
dung hiru ich nhét khi ban gan cac chudi chira nhiéu hon mét tir vao mot bién. Vi du,
dé gan chudi hello there cho bién greeting, nhap vao cau lénh sau:

greeting="hello there" (in bash and pdksh)

set greeting = "hello there" (in tcsh)

Cau lénh nay luu trit toan b chudi hello there vao bién greeting nhu mat tur. 4 éu ban
gd vao cau lénh ma khong st dung du nhay kép, bash va pdksh c¢é thé khong hiéu
cau 1énh va c6 thé tra lai mot thong bao 16i, va tesh co thé gan gia tri hello cho bién
greeting va bo qua phan dudi ctia dong 1énh.

Dau nhay don 1a hinh thitc sir dung manh nhét ctia dau nhay. Ching an tat ca cac ky
tu dic biét trong shell. Kiéu dau nhay nay hitu ich néu cau 1énh cta ban dwa vao c6
dung ¥y cho mét chuong trinh hon 1a cho shell. Vi dy, ban c6 thé sir dung diu nhdy
don dé ghi chudi hello there, nhung ban khong thé sir dung phwong thirc nay trong
mot sd truong hop. Vi duy, néu chudi duoc gan cho bién greeting chira bién khéc, ban
phai st dung ddu nhay kép. Gia st rang ban mudn dua tén ctia nguoi sir dung trong
bién greeting. Ban g& c4u 1énh sau:

greeting="hello there SLOGNAME" (for bash and pdksh)

set greeting="hello there S$SLOGNAME" (for tcsh)

Bién LOGNAME la mot bién shell chira tén dang nhdp cia ngueoi sir dung Linux da
dang nhdp hé thong.

Cau 1énh nay luu trit gi trj hello there root vao trong bién greeting néu ban da ding
nhép vao Linux 1 root. 4 €u ban c6 ghi cau 1€nh nay st dung dau nhay don, dau nhay
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don s€ lam an gléu $ trong shell, va shell khong biét rang n6 dugc yéu cau thyc hién
thay thé mot bién. Két qua, bién greeting dugc gan gié tri hello there SLOGNAME.

Str dung diu gach ngugc 1a cach thir ba dé che diu cac ky tu dic biét trong shell.
Gidng nhu phuong thirc ddu nhay don, diu gach nguoc 4n tat ca cac ky tu dic biét
trong shell, nhung no6 chi co6 thé an mot ky tu tai mot thoi diém, chir khong phai mdt
nhom cac ky tu. Ban c6 thé viét lai vi du greeting sir dung ddu gach nguoc thay cho
dau nhay kép bang cach sir dung cau 1énh sau:

greeting=hello\ there (for bash and pdksh)

set greeting=hello\ there (for tcsh)

Trong cau Iénh nay, dau gach nguoc an ky tu trong trong shell va chudi hello there
dugc géan cho bién greeting.

DAu gach nguoc thuong duoc su dung nhiéu nhat khi ban mubn an chi mot ky tu
trong shell. Vén dé nay xuét hién khi ban muén dua vao mot ky tu déc biét trong mot
chudi. Vi du, dé luu gia cia mot hop dia mdy tinh vao mot bién co tén 1a disk price,
st dung cau Iénh sau.

disk price=\$5.00 (for bash and pdksh)

set disk price = \$5.00 (tcsh)

Déu gach nguoc trong vi du nay an dau d6 la trong shell. 4 éu ddu gach nguoc khong
cd & do, shell co thé cb tim mot bién c6 tén 13 5 va thuc hién mot phép thay thé bién
trén bién d6. 4 éu khong co bién tén 1a 5 duoc dinh nghia, shell co thé mot gan gia tri
.00 cho bién disk_price. ( shell nay c6 thé thay thé mot gia tri rdngcho bién $5 ) Ban
cling c6 thé st dung ddu nhay don trong vi vu disk_price dé an ky hiéu $ trong shell.

Dau nhay ngugc (*) thyc hién mot chirc nang khac. Ban sir dung chung khi ban mudn

sir dung cac két qua cua mot cau 1énh trong mét cau 1énh khac. Vi du, dé dat gia tri
ctia bién contents bang danh sach cac file c6 trong thu muyc hién tai, g cau 1énh sau:

contents="1ls" (for bash and pdksh)

set contents = "1ls° (for tcsh)

Cau 1énh nay thyc thi cau 1énh Is va luu két qua ciia cau 1énh véo bién contents . 4 hu
s€ dugc chi ra trong cac doan sau, diac diém nay c6 thé rat hiru ich khi ban mudn ghi
két qua ctia mdt chuong trinh shell thuc hién mot vai hoat dong vao trong mot cau
1énh khac.

6.4. St dung cau Iénh test

Trong bash va pdksh, cau I¢nh test dugc sir dung dé tinh gia tri cia mot biéu thire co
dicu kién. Thong thuong, ban sir dung cau 1€nh test dé tinh gia tri di€u kién trong mot
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1énh c6 diéu kién hodc tinh gia tri dau vao hay diéu kién ton tai cho mot cau lénh lap.
Céau Iénh test c6 cu phép sau:

test expression

hoiac

[ expression ]

Ban c6 thé st dung mot vai toan tur co san v&i cau 1énh test. Cac toan tur nay duoc
phan loai thanh bon nhém khéac nhau: cac todn tir xau, cac toan tir so, cac toan tu file,
va cac toan tu logic.

Ban str dung céc toan tir xdu dé tinh gia tri biéu thirc xau. Bang 6.4.1 dua ra danh sach
cac toan tir xau ma ba ngdn ngir 1ap trinh shell ho trg.

Bing 6.4.1 Cac toan tir chudi cho ciu 1¢nh test.

Todn tir Y nghia

strl = str2 Tra lai gia tri true néu strl gidng véi str2

strl !=str2 Tra lai gia tri true néu strl khong giéng str2
str Tra lai gia tri true néu str khac rong

-n str Tra lai gia tri true néu d6 dai cua str 16n hon 0
-7 str Tra lai gi4 tri true néu d6 dai cua str bang 0

Céc toan tir sb thuc hién céac chuc nang tuong tu cac toan tr string ngoai tru VleC
ching hoat dong trén cac déi sd kiéu sd. Bang 6.4.2 liét ké danh sach cac toan tir s6
duoc su dung trong cau 1énh test.

Bang 6.4.2 Cac toan tir s6 cho ciu 1énh test.

Toan tw Y nghia

intl -eq int2 Tra lai gia tri true néu intl bang int2

intl -ge int2 Tra lai gia tri true néu intl 16n hon hodc bang int2
intl -gt int2 Tra lai gia tri true néu intl 16n hon int2

intl -le int2 Tra lai gia tri true néu intl nho hon int2

intl -It int2 Tré lai gié tri true néu int1 nho hon int2

intl -ne int2 Tra lai gia tri true néu intl khong bang int2

Ban st dung cac toan tir file cho cau 1énh test dé thuc hién cac chirc nang chéng han
nhu kiém tra dé xem céc file c6 ton tai hay khong va kiém tra dé xem file thudc loai
nao, file dugc dua vao nhu mot dbi sd cho cau 1énh test. Bang 6.4.3 dua ra danh sach
cac toan tur file cho cau l1énh test.
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Bang 6.4.3 Cac toan tir File cho cau Iénh test.

Todn tir ||Y nghia

-d file Tra lai gia tri true néu file dugc xac dinh 13 mot thu muc

-f file Tra lai gia tri true néu file duoc xac dinh 1a mot file thong thuong

o file  ||Tra lai gia tri true néu file xac dinh 14 c6 thé doc boi tién trinh

-s file Tra lai gid tri true néu file xac dinh c6 do dai khac 0

-w file ||Tra lai gia tri true néu file c6 thé ghi duoc bai tién trinh

-x file Tra lai gid tri true néu file xac dinh 1a c6 thé thyc thi

Ban str dung céc toadn tir logic cho cau I¢énh test dé két hop cac toan tu sb, xau, hay file
hodc phu dinh mét toan tir don s0, xau, hodc file. Bang 6.4.4 dua ra danh sach ca toan
tur logic cho cau Iénh test.

Bang 6.4.4 Cac toan tir Logic cho6 cau Iénh test.

Todn tir Y nghia

! expr Tra lai gia tri true néu expr khac true

Exprl -a expr2 Tra lai gia tri true néu exprl va expr2 1a true
Exprl -o expr2 Tra lai gia tri true néu exprl hodc expr2 1a true

Shell tcsh khong c6 cau 1énh test, nhung cac biéu thirc ctua tsch thuc hién cac chuc
ning twong ty. Cac toan tir tcsh hd tro hau hét gidng nhu duoc hd trg trong ngdn ngit
C. Ban thuong sir dung cac biéu tirc nay trong cac cau lénh if va while. Trong doan
sau,phan "Sir dung céac 1énh c6 diéu kién " va "Str dung cac 1énh lap " s& néi vé cac
cau 1énh ndy. Gidng nhu cau 1énh test trong bash va pdksh, cac biéu thirc trong tcsh
hd tro cac toan tir sb, xau, file, va logic. Bang 6.4.5 dua ra danh séch cac toan tir dugc
hd tro trong ca biéu thirc cua tesh.

Bang 6.4.5 Cac téan tir s6 cho for cac biéu thirc tesh.

Toan tw Y nghia

intl <= int2 Tra lai gié tri true néu intl nho hon int2

intl >= int2 Tra lai gia tri true néu intl 16n hon hodc b?mg int2
intl <int2 Tra lai gié tri true néu int] nho hon int2

intl > int2 Tra lai gia tri true néu intl 16n hon int2

Bang 6.4.6 dua ra danh sach cac toan tir xdu ma céc biéu thc cua tcsh hd tro.

Table 6.4.6. Cac toan tir xau cho cac biéu thirc ciia tesh.

Todn tir Y nghia
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strl == str2 Tra lai gia tri true néu strl bang str2

strl 1= str2 Tra lai gia tri true néu strl khong bang str2

Bang 6.4.7 dua ra danh sach cé toan tir file ma cac biéu thirc tcsh hd tro.

Bing 6.4.7 Cac toan tir File cho cac biéu thirc tesh.

Todn tir ||Y nghia

-1 file Tra lai gia tri true néu file c6 thé doc dugc

-w file ||Tra lai gid tri true néu file c6 thé ghi dugc

-x file Tra lai gia tri true néu file c6 thé thuc thi

-¢ file Tra lai gia tri true néu file ton tai

-o file Tra lai gia tri true néu file dugc s& hitu bai nguoi st dung hi¢n tai

-z file ||Tra lai gi4 tri true néu file c6 kich thudc bang 0

-f file Tra lai gia tri true néu file 1a file thong thuong

-d file Tra lai gia tri true néu file 12 mot thu muc

Bang 6.4.8 Pua ra danh sach céac toan tir logic dugc hd trg trong cac biéu thic cua

tcsh.

Table 6.4.8 Cac toan tir Logical cho c4 biéu thire ciia tesh.
Toan twr Y nghia
expl || exp2 Tra lai gia tri true néu exp1 1a true hodc exp2 1a true
expl && exp2 Tra lai gia tri true néu ca hai expl va exp2 1a true
! exp Tra lai true néu exp khéc true

6.5. St dung cac ciu Iénh ré nhanh

Trong céac shell bash, pdksh va tcsh, mdi shell c6 hai hinh thitc khac nhau cta cau
1énh r& nhanh. Ban st dung céc 1énh nay dé thuc thi cac phﬁn khéc nhau cua chuong
trinh shell phu thudc vao cac diéu kién nhat dinh c6 ding hay khong. Véi hau hét cac
1&€nh thuc hién, ct phép cho céc cau 1énh nay khac nhau gitra cac shell.

6.5.1. LUInh if
T4t ca ba shell déu hd trg cac cu lénh if-then-else statements 16ng nhau. Cac 1énh nay

cung cép cho ban cach thyuc hién cic cau lénh test diéu kién phtre tap trong chuong
trinh shell ctia ban. Ct phép cua Ié€nh if trong bash va pdksh 1a giong nhau:

if [ expression ]

then
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commands
elif [ expression2 ]
commands
else
commands
fi
Chu y rang shell bash va pdksh sir dung dao nguoc cua tén cau 1énh trong hau hét cac

1énh phuc tap dé két thiic cau l1énh. Trong 1énh bén trén, tir khoa fi dugc sir dung dé
lam ki hi€u két thac cho cau 1énh if.

Ca hai ménh dé elif va else déu 1a cac phﬁn tuy chon cua Iénh if. Lénh elif 1a rat gon
cua else if. Lénh nay dugc thuc thi néu cac biéu thire nim trong 1énh if hodc tat ca cac
biéu thirc trong cac 1énh elif & trude d6 déu khong co gia tri true. Cac cdu 1énh nam
trong 1énh else dugc thuc thi chi néu khong mot biéu thirc nao trong ménh dé if va
trong bat ky ménh dé elif nao c6 gia tri true.

Trong tcsh, 1énh if ¢6 hai dang khac nhau. Dang thtr nhat cung cdp cing mot chiic
nang nhu Iénh if trong bash va pdksh. Dang nay cua Iénh if c6 ¢l phap nhu sau:

if (expressionl) then
commands

else if (expression?2) then
commands

else

commands

endif
Lai mot 14n nita cac phan if va else cta 1énh if 13 tiy chon. Lénh nay ciing c6 thé duoc

viet voi elif. 2 éu ma & bén trén trinh bay toan b chuong trinh tcsh, né nén bat dau
v6i dong sau dé ddm bao chay hoan héo:

#!/bin/sh
Dang thtr hai cta 1énh if ma tcsh cung céap 1a bién dbi don gian cua 1énh if dang dau
tién. Dang nay cua Iénh if chi tinh gia tri mot biéu thirc don. a €u bicu thuc 1a true nd

s& thyc thi cau 1énh don. 4 éu biéu thuc 1a false, khong co diéu gi xay ra. Ca phap cho
dang nay cua Iénh if 1a nhu sau.

if (expression) command
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Bén dudi 1a mot vi du vé sir dung Iénh if trong bash hay pdksh. Lénh nay kiém tra
xem c6 mot file c6 tén la a .profile trong thu muc hién tai hay khong:

if [ -f .profile ]

then

echo "There is a .profile file in the current directory."
else

echo "Could not find the .profile file."

fi

Ciing v6i vi du trén st dung cu phap cua tesh nhu sau:

#

if ( { -f .profile } ) then

echo "There is a .profile file in the current directory."
else

echo "Could not find the .profile file."
endif

Chuy rang trong vi du tcsh dong dau tién bat dau véi ky tu #. Ky hiéu nay duoc yéu
cau dé tcsh nhan ra file chira cac cau 1énh 1la mét file kich ban tcsh.

6.5.2. LUnh case

Lénh case cho phép ban so sanh mot mau v6i mot sé cac mau khac va thyuc thi mot
khéi ma néu mét su gidng nhau duge tim thay. Lénh case trong shell manh hon 1énh
case trong Pascal hay 1énh switch trong C. Véi 1énh shell trong case , ban c¢6 thé so
sanh cac xau v6i cac ki tu dai dién trong chiing; ban ¢6 thé chi c6 thé so sanh cac kiéu
duoc liét ké hodc cac gia tri s6 nguyén trong Pascal va C.

Cu phép cho 1énh case trong bash va pdksh la nhu sau:

case stringl in
strl)
commands; ;
str2)

commands; ;

*)
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commands; ;

esac

String] duoc so sanh voi strl va str2. 4 éu mot trong cac xau ndy ho véi stringl, cac
cau lénh bén dudi né cho dén khi gap hai d4u chim phéy(;;) duoc thuc hién. 4 éu
khong ¢ xau nao (strl hodc str2) hop vai stringl, cac ciu 1énh két hop véi dau hoa
thi dugc thuc thi. Cac cau 1énh nay 1a diéu kién case mic dinh boi vi dau hoa thi hop
voi tht ca céc xau.

Céu Iénh trong tesh twong duong vdi cau 1énh case trong bash va pdksh duge goi la
1énh switch. Lénh nay gan glii véi cu phap 1€nh switch trong C. Ca phap cho Iénh
switch la nhu sau:

switch (stringl)
case strl:
statements
breaksw

case str2:
statements
breaksw
default:
statements
breaksw

endsw

Lénh nay xir 1y giéng nu cach sir Iy cta 1énh case trong bash va pdksh. Mdi xau trong
tir khoa case dugc so sanh véi stringl. 4 éu xau bat ky trong cac xdu trén hop véi
stringl, cic ma bén dudi nd cho dén khi gip tir khoa breaksw keyword dugc thuc
hién. 4 éu khong c6 x4u nao phi hop, cic ma & bén dudi tir khoa default cho dén khi
gap tur khoa breaksw dugc thuc thi.

Mi bén dudi 1a mot vi du vé 1énh case trong shell bash hay pdksh. Ma nay kiém tra
xem tiy chon dau tién trong dong 1énh 13 -i hay -e. 4 éu n6 14 -i, chuong trinh dém s
cac dong trong mot file xac dinh boi tuy chon thir hai trong dong 1énh bat dau véi ky
tur i. 4 éu tuy chon tht nhét 13 -e, chuwong trinh dém sé cac dong trong file dugc xac
dinh boi tily chon thir hai ctia dong 1énh bat ddu vaoi ky tu e. 4 éu tiiy chon thir nhét
ctia dong 1énh khéac -i va khac -e, chuong trinh s& in ra thong tin bao 16i trén man
hinh.

case $1 in

-1)
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count="grep "1 $2 | wc -1°

echo "The number of lines in $2 that start with an 1 is S$count"
_e)

count="grep "e $2 | wc -1°

echo "The number of lines in $2 that start with an e is S$Scount"
* )

echo "That option is not recognized"

esac

Vi du tuong tu dugc viét theo ct phap tcsh:

# remember that the first line must start with a # when using tcsh
switch ( $1 )
case -1 | 1i:
set count = ‘grep "1 $2 | wc -1°
echo "The number of lines in $2 that begin with i1 is S$count"
breaksw
case -e | e:
set count = ‘grep %e $2 | wc -1°
echo "The number of lines in $2 that begin with e is S$count"
breaksw
default:
echo "That option is not recognized"
breaksw
endsw
6.6. Str dung cac Iénh lap
a gon ngir shell cling cung cép 1énh 1ip ma thuong duogc sir dung nhat. Céac 1énh lap

nay duogc thao tac khi ban cin thuc hién mot hanh dong 1ap di 1ap lai, chéng han nhu
khi ban xur Iy danh séch cac file.
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6.6.1. L[ Inh for

Lénh for thuc thi cac cau 1énh chira trong n6 mot s6 lan. Lénh for c6 hai dang khac
nhau trong bash va pdksh. Dang thir nhat cua 1€nh for ma bash va pdksh ho trg cé cu
phap nhu sau:

for varl in list
do
commands

done

Trong dang ndy, 1énh for thyc thi mot 1an cho mdi phan tir ndm trong danh sach. Danh
sach nay co thé duoc thay ddi chura cac tir duge phan bi¢t voi nhau boi diu cach, hodc
n6 c6 thé 1a mot danh sach céac gia tri dugc go truc tiép vao trong cau lénh. MJi lan
qua vong 1ap, bién varl dugc gan cho phan tir hién tai trong danh sach va tiép tuc cho
dén khi phan tir cubi cung trong danh sach.

Dang thtr hai cta 1€nh for c6 ct phdp nhu sau:

for wvarl
do
statements

done

Trong dang ndy, 1énh for thuc thi mot 1an cho mdi phan tir nam trong bién varl. Khi
ban sir dung ct phap nay cua 1énh for, chuong trinh shell gia su rang bién varl chira
tat ca cac doi s6 duoc dua vao trong chuong trinh shell tr dong 1énh. Dién hinh, dang
nay ctia 1énh for 13 twong duong véi viét cac 1énh sau:

for varl in "S$@"
do
statements

done

Twong dwong v&i 1énh for trong tesh 13 1énh foreach. 4 6 xur Iy twong tw nhu 1énh for
trong bash va pdksh. Cu phap cua I¢nh foreach nhu sau:

foreach name (list)
commands

end
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Mot 1an nita, néu mi nay 1a mot chuwong trinh hoan thién, n6 nén bat dau vai ki hiéu #
(va tot nhat 1 #!/bin/sh dé budc thuc thi theo Bourne shell). Duéi day 1a mot vi du vé
sir dung 1énh for trong bash hay pdksh. Vi du nay lay cac tily chon dong 1énh s6 luong
bét ky cac file text. Chuong trinh doc mdi file trong céc file nay, chuyén doi tat ca cac
ky tu thanh chit hoa, va sau d6 luu trit két qua trong moét file c6 cing tén nhung cé
phan mé rong 1a .caps.

for file
do

tr a-z A-Z < $file >$file.caps

done

Chuong trinh sau 1a mot vi du twong tu duogc viét theo ngon ngir shell tesh:

#
foreach file ($%)
tr a-z A-7Z < S$file >S$file.caps

end

6.6.2. L[ Inh while

Mot 1énh lérp khac dugc dua vao ngén I}gfr 1ap trinh shell 1a 1énh while. Lénh nay thuc
thi mQt khoi céc cau Iénh theo mdt di€u kién nao do. Ch phép cia 1énh while trong
bash va pdksh la nhu sau:

while expression
do
statements

done

Cu phap cho 1€nh while trong tcsh 1a nhu sau:

while (expression)
statements

end
Duéi day 1a mot vi du vé 1énh while theo ngon ngir shell bash hay pdksh. Chuong

trinh ndy dua ra danh sach cac d6i s6 duoc dua vao chuong trinh cing véi sb cac ddi
s6.
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count=1

while [ -n "$*" ]

do
echo "This is parameter number S$count $1"
shift
count="expr S$count + 1°

done

Lénh shift chuyén ddi sb dong 1énh 1én mot sang bén trai (xem doan sau"Lénh shift"
de bict thém thong tin). Chuong trinh bén dudi twong tu dugc viét cho ngdn ngir tesh:

#

set count =1
Whlle ( "$*" !: nwn )

echo "This is parameter number S$count $1"

shift

set count = ‘expr S$count + 1°
end
6.6.3. LLInh until

Lénh until c6 ct phap va chiic ndng tuong ty 1énh while. Chi c6 sy khac biét thyc su
gitra hai 1€nh 14 Iénh until thyc thi ma trong khdi cua no khi gia tri cua biéu thire 1a sai
va lénh while thyc thi cac khdi 1énh cau n6 néu biéu thirc co gia tri 1a true. Ct phap
cho 1énh until trong bash va pdksh 1a nhu sau:

until expression
do
commands

done

Pé 1am cho vi du dugc sir dung voi 1énh while 1am viéc véi 1énh until, tit ca nhiing gi
ban phai lam chi 1a phu dinh diéu kién, nhu chi ra trong doan ma bén dudi:

count=1

until [ -z "$*" ]
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do

echo "This is parameter number S$count $1"
shift

count="expr S$count + 1°

done

Chi ¢6 su khac nhau trong vi du nay 1a va vi du vé 1énh while 13 tiiy chon -n ctia 1énh
test, n6 co nghia rang xau khong c6 do dai bang 0, dugc thay boi tiiy chon -z , nd ¢6
nghia 13 chudi c6 d6 dai bang 0. Trong thuc té, 1énh until it duoc dung béi vi véi bat
ky 1€nh until nao, ban cling c6 thé viét duoc béng Iénh while. Lénh until khong dugc
hd trg trong tesh.

6.6.4. L[ Inh shift

Tét ca cac shell bash, pdksh, va tcsh déu hd tro mot 1énh goi 1a 1énh shift. Lénh shift
chuyén cac gia tri hién tai dugc Iuu trir trong cac doi so dong 1énh 1én mot vi tri sang
trai. Vi du, néu cac gia tri cua cac doi so la

$1 = -r $2 = filel $3 = file2

va ban thuc hién Iénh shift

shift

két qua cac doi s6 dugc dua vao nhu sau:

$1 = filel $2 = file2

Ban c6 thé dich chuyén cac doi s6 qua nhi€éu hon mdot vi tri bdi mot s6 xac dinh
védikém theo vai 1€nh shift. Lénh sau dich chuyén doi so 1én hai vi tri:

shift 2

Lénh nay rat hiru ich khi c6 mot chuwong trinh shell can phan tich cac tiy chon dong
1énh. Céc tuyd chon thuong dugce dat trude boi mot dau ndi va mot ky tu dé chira tuy
chon nao dugc st dung. Boi vi cac tiy chon luon luon duge xur Iy trong mot vong 1ap
cua mot loai cau lénh, ban s& thuong mubn nhay dén ddi s6 tiép theo mot khi ban da
xéac dinh duogc tiy chon nao nén duge xt 1y tiép theo. Vi du, chuong trinh shell sau
cho hai tuy chon dong 1énh, mgt xac dinh mot file dau vao va mot xac dinh mot file
dau ra. Chuong trinh doc file dau vao, chuyén tat ca cac ky tu trong file input thanh
chit hoa, va sau d6 luu trir két qua trong file dau ra xac dinh:

while [ "$1" ]

do
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if [ "$1" = "-i" ] then
infile="s2"

shift 2

else if [ "$1" = "-0o" ] then

outfile="s2"

shift 2

else

echo "Program $0 does not recognize option $1"
fi
done

tr a-z A-7 <S$infile >Soutfile

6.6.5. L[ Inh select

Shell pdksh dua ra mot 1énh ldp ma bash va tesh khong hd trg, 1énh select. 4 6 hoi
khac véi céac 1énh 1ap khac boi vi nd khong thuc thi mot khdi ma 1énh shell theo mét
diéu kién true hoac false. a hiing gi 1€nh select 1am 1a cho phép ban ty dong tao cac
menu text don gidn. C phép cua Iénh select nhu sau:

select menuitem [in list of items]
do
commands

done

Khi ban thyc thi 1é€nh select, pdksh tao mdt ddi tuong menu dugc danh s6 cho moi
phan tir c6 trong list of items. list of items nay c6 thé 1a mot bién chtra nhiéu hon
mot phan tir, chang han nhu choicel choice2 hodc né ¢ thé 1a mot danh sach cac lwa
chon dugc go vao tir dong 1énh, nhu trong vi du sau:

select menuitem in choicel choice2 choice3

a éu danh sach list_of items is khong duoc cung cip, 1énh select sir dung cac d6i s6
dong 1énh cho 1énh thyc hi¢n.

Khi nguoi sir dung cua chuong trinh ¢ chira 1€nh select chon mot trong sd cac phan
tir ciia menu bang cach g0 vao sd twong g véi no, 1énh select luu gia tri ctia phan tir
dugc lya chon trong bién menuitem. Cac 1énh trong khdi do sau d6 c6 thé thyc hién
cac hoat dong trén phan tir menu nay.
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Dudi day 1a mdt vi du vé viéc st dung Iénh select nhu thé nao. Vi du nay hién thi ba
phan ttr ctia menu. Khi nguoi st dung chon mét phén tir, chuong trinh s& hoi ban xem
c6 phai phén tor d6 duoc lya chon khong, néu nguoi su dung go khac véi y hoac Y,
chuong trinh sé hién thi lai menu.

select menuitem in pickl pick2 pick3
do

echo "Are you sure you want to pick $menuitem"
read res

if [ Sres = "y" -0 Sres = "Y" ]

then

break

fi

done

Vi du nay gi6i thiéu mot vai 1énh méi. Lénh read dugc sir dung dé 1ay dit liéu vao tir
nguoi st dung. 4 6 luu bat ky céi gi nguoi sir dung go vao bién xéc dinh. Lénh break
de ket thuc vong 1ap 1énh while, select, hodc for.

6.6.6. LLInh repeat

Shell tesh c6 mét 1énh 1dp khong co trong pdksh hay bash. Lénh nay la Iénh repeat.
Lénh repeat thyuc thi cau 1€énh don theo mot s6 lan xac dinh. Cu phap cho 1énh repeat
la nhu sau:

repeat count command

Vi du sau cta 1énh repeat 1ay mot tap hop cac sb 1a cac tiy chon dong 1énh va in ra sd
cac dau cham lIén man hinh. Chuong trinh nay hoat dong nhu mdt chuong trinh minh
hoa rat tho so.

#

foreach num ($*)

repeat $Snum echo -n "."
echo ""

end

Ban c6 thé viét lai 1énh repeat bét ky bang 1énh while hay 1énh for; ca phap repeat chi
thuan tién hon ma thoi.
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6.7. Str dung cac ham

a gon ngtr shell cho phép ban dinh nghia ham cta chinh ban. Cac ham nay dugc dinh
nghia giéng nhu cach ban dinh nghia cac ham trén ngén ngit 1ap trinh C hay cac ngén
ngir 18p trinh khac. Thuén loi chinh cua viée sir dung ham dé to chirc, tranh viét tat ca
cac mi shell cua ban trong mot dong. Ma duoc viét sir dung cdc ham co khuynh
huéng dé hon trong viéc doc va bao tri va ciing 1a khuynh huéng nho gon hon béi vi
ban ¢ thé nhom cac ma chung vao trong mot ham thay viéc dua nd vao tat ca cac noi
can no.

Cu phép dé tao mot ham trongbash va pdksh 1a nhu sau:

fname () {
shell commands

}

Cung v6i ct phap trude , pdksh cho phép cu phap sau:

function fname {
shell commands

}
Ca hai dang nay déu dugc xir Iy chinh xac nhu nhau theo cung mot cach.

Sau khi ban da dinh nghia ham cta ban sit dung mot trong cac dang trén, ban c6 thé
goi dén no6 bang cach vao I¢nh sau:

fname [parml parm2 parm3 ...]

Chu ¥ rang ban co thé dua sb luong bét ky cac dbi sd vao trong ham cua ban. Khi ban
dua cac dbi s6 vao trong mot ham, nd xem cac ddi sé nay nhu dbi s6 ciia mot chuong
trinh shell khi ban dua céc dbi sb nay tur dong 1énh. Vi du, chuong trinh shell sau chira
vai ham, méi ham thyc hién mot nhiém vu ma duoc két hop véi cac tiy chon dong
1énh. Vi du nay bao trim nhiéu ndi dung trong phan nay. 4 6 doc tit ca cac file duoc
dua vao tir dong 1énh va phu thudc vao tiiy chon duoc st dung, viét ra file voi tt ca
cac ky tu hoa, viét ra file voi tat ca cac ky tu thuong, hodc in céc file.

upper () {
shift
for i

do
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tr a-z A-Z <$1 >$1.out
rm $1

mv $l.out $1

shift

done; }

lower () {

shift

for 1

do

tr A-Z a-z <$1 >$1.out
rm $1

mv $1.out $1

shift

done; }
print () {

shift

for i

do

lpr S$1

shift

done; }
usage_error () {

echo "$1 syntax is $1 <option> <input files>"
echo ""

echo "where option is one of the following"

echo "p -- to print frame files"
echo "u -- to save as uppercase"
echo "1 -- to save as lowercase"; }
case $1
in
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p | -p) print $@;;
u | -u) upper $@;;
1 | -1) lower $@;;
*) usage error $0;;

esac

Chuong trinh tcsh khong hd trg cac ham.
6.8. Tong két

Trong chuong nay, ban d thdy duoc nhiéu dic diém cia cac ngdn ngit 1ap trinh bash,
pdksh va tesh. Khi ban sir dung Linux, ban s& thay rang ban sir dung cac ngdn ngir 1ap
trinh shell cang ngay cang thuong xuyén. Cho du ngén ngir shell rat manh va de hoc,
ban c6 thé gap phai mét vai van dé khi chuong trinh shell khong phu hop voi van dé
ban giai quyét. Trong nhimg truong hop nhu vy, ban c6 thé nghién ciru tim hiéu cac
ngon ngit khac c6 thé sir dung c6 trong Linux.

7. Cai dat va quan tri WebServer

7.1. Hwéng din cai dit trén méi truong Linux.

Cai dat trén moi truong Linux hoan toan khong khoé nhu nhitng gi chiing ta nghi khi
mdi tiép xuc véi hé diu hanh nay. Qua trinh cai dat chi don gian, chung ta thyc hién
cau lénh rpm vai ct phép sau:

rpm —[ivhqladefUV] [-force] [nodeps] [--oldpackage] package list

Pay la chuong trinh quan 1y cac goi cai. 4 6 cho phép ban quéan 1y cac goi RPM, thuc
hién rat dé dang viéc cai dat va gd bd phan mém. B¢ cai dat phan mém co6 tén la
precious-software-1.0.1386.rpm chay cau I¢nh sau:

rpm —i precious-software-1.0.i386.rpm

ban c6 thé 1am cho viéc cai dat trong dep mat hon béng cach str dung tuy chon —ivh
thay cho tuy chon —i. 4 éu ban da cai mot goi phan meém rdi nhung vi mot Iy do nao d6
ban lai muon cai lai né d¢ 1én phién ban ct, ban chi can str dung tuy chon —force cho
1énh rpm. 4 éu ban mudn nang cip mot phan mém, ban sir dung tiry chon —U.Vi du:

rpm —Uvh precious-software-1.0.i386.rpm

Tuy nhién ban da cai mot phién ban méi va bay gio ban mubn cai lai phién ban cil,
néu ban mudn st dung 1énh trén, hé thong s& bao 16i phién ban da cai dit 1a phién ban
moi hon phién ban ma ban mudn cai. Bé c6 thé thyc hién duoc diéu nay ban st dung
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tiy chon --oldpackage cing véi tity chon —U dé cai dit phién ban cii. Dé tim kiém
cac goi cai da dugc cai vao h¢ thong ctia ban, ban stir dung I¢nh sau:

rpm -qa
Pé tim céc g61 cai cia mot chuong trinh nhu sendmail, ban cé thé sir dung 1énh
rpm —q sendmail

Hé théng sé tra lai goi cai da st dung dé cai sendmail. P& phat hién géi cai nao cua
mdt file x4c dinh nhu /bin/tcsh, ta st dung cau I¢nh:

rpm —qf /bin/tcsh

Pé dam bao rfing mot goi dugce cai chua dugc thay ddi theo bat ctr cach nao, ban co
the sir dung tuy chon —V. Vi du dé tat ca céc file da dugc cai ¢ trang thai nguyén ban
khong bi thay doi str dung 1énh

rpm —Va

Tuy chon ndy tré 1én rat hitu ich néu ban nhén thirc duoc rang mot hay nhiéu goi cai
c6 the bi pha huy boi nguoi khac.

Dé g& cac goi cai khoi hé théng ban sir dung 1énh rpm véi tiiy chon —e
rpm —e sendmail

a éu ban thiy rang viéc g& bo goi cai co thé bi dimg boi cac chuong trinh khéac boi vi
chang phu thudc vao no hay céc file ctia n6, ban phai quyét dinh xem ban ¢ tiép tuc
bo goi cai hay chuong trinh nay hay khong, néu ban muén g& bo ban cé thé st dung
tiy chon —nodeps cuing véi tity chon —e dé ép budc rpm g& bo goi cai do.

7.2. Quan tri WebServer
7.2.1. Phin mém Apache

May chii web nghe yéu cau tir phia client, nhu bo trinh duyét 4 estcape a avigator
hodc Internet Explorer. Khi nhan dugc yéu cau may chu xir Iy yéu cau va tra dir liéu
lai cho méy client. Dit liéu tra v& may tram thuong 14 cac trang dinh dang c6 chira
hinh anh va text. Trinh duyét nhan dir li¢u va hién thi trang dir li€u cho nguoi dung.
Khai niém may chu web rat don gian, n6 doi yéu cau, thuc hién, roi tra lai cho nguoi
dung.
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May chu web noi chuyén vdi cac may client va may tram théng qua giao thirc HTTP
(Hypertext Transfer Protocol). Diéu nay cho phép may tram két ndi toi nhidu nha
cung cap dich vu web ma khong gip phai cac van dé vé twong thich.

Phan 16n cac yéu cau duoc dinh dang duoi dang trang HTML (Hypertect Markup
Language). HTML cho phép lién két nhiéu vin ban va tai nguyén khac nhau. Siéu vin
ban cho phép lién két toi cac trang vin ban khac trén ciing mot may tinh hodc trén cac
méy tinh dat trén khap thé gidi.

Apache duogc phat trién dua trén & CSA web server, 1a phién ban cung cap day du cac
tinh nang cua may chu (HTTP) web do du an Apache Server thyc hién. Apache cung
cap mét may chu web ma ngudn md, tin cdy, hiéu qua va dé dang m¢ rong. Phan
mém may chu bao gdm: daemon server, file cau hinh, cong cu quan tri, va tai lidu.

Phin mém Apache Server sin co ¢ trén trang Apache Group. Ban c6 thé tai vé tir cc
dia chi http://www.apache.org/dist/. Ban tai vé file . tar.gz tuong ing
v61 phién ban ban muén st dung. Vi du, Phién ban moi nhat duoc viét 1a Apache
1.3.12, vi vay file ban can tai vé la apache 1.3.12.tar.gz Banco thé lay ma
ngudn tur dia chi
http://www.apache.org/dist/apache 1.3.12.tar.gz.

Giai nén file
Dé giai nén file nay, st dung cau 1énh sau (gia st rang ban d3 dé file trong thu muc
temp):

cd temp
gzip -d -c apache 1.3.12.tar.gz | tar xvf -

Cau Iénh nay tao mot thy muc apache 1.3.12 trong thu myc temp

7.2.2. Bién dich va cai dat

Chay cac cau Iénh sau:

cd apache 1.3.12

./configure --prefix=<path-to-apache>

make
make install

Chu y str dung duong din day du thay cho <path-to-apache>. Pudng din day
dd nay nén la noi ban mudn cai dat apache server, chang han nhu

./configure --prefix=/afs/uncc.edu/usr/qg/zlian/apache
7.2.3. Khéi dong va tit WebServer

Khéi dong Apache

<path-to-apache>/bin/apachectl start

Vi du:

/afs/uncc.edu/usr/qg/zlian/Apache/bin/apachectl start

Tat Apache
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<path-to-apache>/bin/apachectl stop
Vi du:
/afs/uncc.edu/usr/qg/zlian/Apache/bin/apachectl stop

7.2.4. Céau hinh Apache

Theo cach truyén théng, cdu hinh Apache dugc chia thanh ba file cdu hinh:
httpd.conf, access.conf, va srm.conf. Theo tht ty cac file ndy c6 y
nghia nhu sau, httpd.conf 1a file cAu hinh server chinh, access.conf 1a file
dinh nghia cac quyén truy cap, va srm.conf cac tai nguyén server dugc dinh nghia,
chéng han nhu 4nh xa cac thu muc va cac biéu tugng. Trong 1.3.4, ba file nay dugc
tron vao mot file chung httpd.conf, nod cod thé tim théy trong thu myc conf. Vi
du:

/afs/uncc.edu/usr/q/zlian/apache/conf/

Ch i: C'c hOng dCIn quan trCIng cho ¢[Ju hinh c¢[Ja b[In:

e ServerName

Serveré ame chi ra dia chi IP cua may chu cai dat dich vu WebServer, thong thuong
néu may cua ban 1a may cuc b, khong n6i mang, dia chi nay mic dinh 1a 127.0.0.1
tuong ing voi tén may la localhost. & éu may nay c6 dia chi mang, ban c6 thé thay thé
bang dia chi IP cua may. DPé xem dia chi ciia may ban thuc hién Iénh:

ifconfig -a

e Listen

Chi dan nay ndi cho server ling nghe cac yéu céuqtrén dia chi IP duogc xac dinh
Ve}/hoac cong TCP/IP . Maq dinh, server liing nghe cong 80, nhung ban n,én su dung
cong 16n hon 1024, boi vi so it hon 1024 rat hay dugc str dung trong cac tién trinh cua
hé thong. a hu trong vi du sau, Apache nghe trén ca hai cong port 8080 and 8081.

listen 8080
listen 8081

Véi cau hinh nay, ban c6 thé kiém tra xem server cuia ban chay thanh cong hay chua
bang cach go vao dia chi sau trén trinh duyét:

http://localhost:8080

hodc
http://localhost:8081

¢ DocumentRoot

Thu muc tai liéu mac dinh 1a <path-to-apache>/htdocs, ban c6 thé dé tai liéu html , vi
du billchu.html, trong thu muc nay va kiém tra. Vi du:

http://152.15.35.2:8080/billchu.html

Ban ciing c¢6 thé thay d6i thu muyc tai liéu bang st dung hudng dan sau trong file
httpd.conf:
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DocumentRoot /usr/web

Sau d6 mot truy cdp dén http: //www.my.host.com/index.html s& twong
ung /usr/web/index.html.

Thudng xut hién trong khi cau hinh nhu sau: (i.e., "DocumentRoot
/usr/web/") thém mdt ky tu “/’¢ dudi, ban nén tranh di€u nay.

7.2.5. Xc¢ thUe ngl i dng

Dé ngan chan truy cdp vao céc file trén server cua ban, ban nén st dung bdo vé
user/password, Ban c6 thé sir dung cac huéng dan sau.

AuthType

AuthName

AuthUserFile
AuthGroupFile

require
<Directory></Directory>
<Files></Files>

AuthType Lua chon kiéu xéac thuc nguoi st dung cho mét thu muc. Chi ¢6 Basic
va Digest la thuc thi hién tai.

AuthName Dat tén cua xac thuc cho mot thu. Tén xac thuc nay s€ duoc gfri dén
client dé nhimng ngum sur dung biét loai username va password nao dé gul
AuthName c6 mot dbi sb; 4 éu tén xac thuc co dau cach nd phai duoc dit trong dau
trich dan.

AuthUserFile Dit tén cia file vin ban thuan tiy chita danh sach nhitng ngudi sir
dung va mat khéu cho viéc xac thue nguoi st dung. Tén file 1a duong dan dén dén file
ngudi sir dung. 4 éu n6é khong phai 1a dudng dan tuyét ddi (vi dy, néu né khong bt
dau voi “/”), a 6 duge xem nhu dudong dan twong ddi dén ServerRoot.

AuthGroupFile Dat tén cia mot file van ban thuan tuy chira danh sach cac nhom
ngudi sir dung cho viée xac thuc ngudi str dung. Tén file 1a dudng dan dén file group.
a éu n6 khong phai 1a duong din tuyét ddi (vi du, khong bat dau voi dau /), nd duoc
xem nhu dudng dan tuong ddi dén ServerRoot.

require Chon nhitng ngudi st dung nio cé thé truy cdo vao mot thu myc. Ci phap
cho phép la:

1. Chi nhitng ngudi str dung duoc dit tén co thé truy cap thu muyc:
require user userid userid

2. Chi nhiing ngudi sir dung trong cac nhém duge dit tén c6 thé truy cap thu
muc:

require group group-name group-name
3. Tat ca nhimg nguoi str dung c6 thé truy cap thu muc:
require valid-user

<Directory> va </Directory> duoc st dung dé nhom mdt nhom cac
huéng dan va nd s€ chi dugc ap dung cho thu muc dugc dat tén va cac thu muc con
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cta thu muc d6. Mot huéng dan bat ky duoc cho phép co trong mot directory co thé
duoc su dung.

<Files> va </Files> pcung cip quyén truy cap boi tén file (bao gdm dudng
dan dén file).

Vi du:

<Directory
"/afs/uncc.edu/usr/qg/zlian/apache/htdocs/manual">
AuthType Basic
AuthName "Restricted Directory"
AuthUserFile passwd
AuthGroupFile /dev/null
require valid-user
</Directory>

Dé thiét 1ap file password, ban c6 thé st dung cong cu co tén 1a htpasswd duge
cung cap boi Apache. Trudce tién tao file password bang cach:

o)

% touch passwd

Trong thuy muc "<path-to-apache>/bin/". DPé thém mdt nguoi su dung, thyc
hién 1énh:

[

$ htpasswd <path-to-password-file>/passwd zlian
New password:
Re-type new password:

Pén day ban da hoan thanh xong viéc cAu hinh Apache va thuc hi¢n xac thyc nguoi
st dung cho dich vu web cua ban.

8. Quan tri cac tién trinh
8.1. Tién Trinh
8.1.1. Tién trinh tién canh

Khi ban dang trén dau nhic hé thong (# hodc $) va goi mot chuong trinh, chuong
trinh tré thanh mot tién trinh va di vao hoat dong dudi su kiém soat cta h¢ thdng. Dau
nhic cta hé théng s& khong xuat hién khi tién trinh dang chay Khi tién trinh hoan
thanh tac vu va cham dut, hé diéu hanh sé tra lai dau nhic dé ban gé tiép 1énh thyc thi
chuong trinh khac. Chuong trinh hoat dong theo cach nay duogc goi 1a chuong trinh
tién canh (foreground). Vi du khi ban thuc hién I¢nh:

Is—R/

Ban s€ phai cho doi rat 1au cho dén khi 1énh thuc hién xong ban mai co thé nhdp vao
1énh mo1 dé thyc hién cong vige ti€p theo cua ban.

8.1.2. Tién trinh hiu cinh
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a éu c6 cach nao d6 yéu cau Linux dua céc tién trinh chiém nhiéu thoi gian xtr 1i hodc
it twong tac voi nguoi dung ra hoat dong phia hau canh (background) tra lai ngay dau
nhic dé c6 thé thuc hién cac tién trinh & tién canh thi tét hon. Piéu nay c6 thé thuc
hién duoc bang cach két hop chi thi & véi 1énh goi chuong trinh ma ta s€ tim hiéu &
phﬁn sau, khi d6 tién trinh s& hoat dong ¢ phia hau canh va tra lai ngay dau nhic cho
chung ta lam cong viéc khac. Cac tién trinh nhu vay goi 1a cac tién trinh hau canh.
Viéc chay tién trinh & hau canh rat thuan tién , chung cho phép nhiéu chuong trinh
tuong tac voi nhau.

8.2. Diéu khién va giam sat cac tién trinh

a hu dé cap trudc day, cac tién trinh thuong tryc thuong duoc bat dau bang tién trinh
init khi khoi dong. Ban co6 the diéu khién tién trinh nao chay ngay khi khoi dong bang
cach ciu hinh lai cac file cau hinh va kich ban cua init. 4 goai trir cac tién trinh thuong
truc, cac loai tién trinh khac ma ban s& chay duoc goi 1a cac tién trinh cua nguoi su
dung hay céc tién trinh tuong tac. Ban phai chay mot tién trinh tuong tac thong qua
mot shell. M&i mot shell chuin cung cap mot dong 1énh khi ngudi sir dung vao tén
cta mot chuong trinh. Khi nguoi st dung vao tén chuong trinh hgp 1€ trén dong Iénh,
shell s& tu tao mot ban copy nhu mot tién trinh moi va thay thé tién trinh méi véi
chuong trinh duoc dat tn trén dong 1énh. 4 6i mot cach khac shell s& chay chuong
trinh dwgc dit tén nhu mot tién trinh khac. Dé lay thong tin vé tit ca cac tién trinh
dang chay trén hé thong ctia ban, ban can chay tién ich c6 tén 1a ps

8.2.1 Sir dung 1énh ps dé 1y thong tin trang thai cia tién trinh

Tién ich nay tao ra mot bdo cdo ve tat ca cac tién trinh trén h¢ thong cua ban. vi du,
néu ban chay 1énh ps , no6 s€ hién thi két qua nhu sau:

PID TTY TIME CMD
13636 pts/1 00:00:00 bash
13696 pts/1 00:00:00 man
13699 pts/1  00:00:00 sh
13700 pts/1  00:00:00 sh
13704 pts/1  00:00:00 less
16692 pts/1 00:00:00 tail
17252 pts/1  00:00:00 ps

Duéi day 1a giai thich vé ¥ nghia cta cac trudng

Trudng Gidi Thich

USER hoic UID Tén cua tién trinh
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PID ID (dinh danh) cua tién trinh

%CPU % CPU sir dung cua tién trinh

%MEM % b nhé tién trinh sir dung

SIZE Kich thuéc bd nhé do tién trinh s dung

RSS Kich thudc cia bo nhé thyc sir dung boi tién trinh

TTY Ving lam viéc cua tién trinh

STAT Trang thai cta tién trinh

START Thoi gian hay ngay bat dau cua tién trinh

TIME Tong thoi gian sir dung CPU

COMMAA4 D Cau 1énh dugc thuc hién

PRI Mirc vu tién cua tién trinh

PPID ID ctia tién trinh cha

WCHAA4 Tén cua ham nhan khi tién trinh ngu duoc liy tur file
/boot/System.map

FLAGS S6 cor duoc két hop véi tién trinh

Tién ich ps ciing tiép nhan mot vai dbi s6 tir dong 1énh. Bang bén dudi chi ra cac tly
chon duogc str dung chung:

Tuy Chon Miéu ta

A Hién thi cac tién trinh cua tit ca nhitng nguoi s dung

E Hién thi cac bién mdi trudng cia tién trinh sau khi dong 1énh
duoc thuc thi

L Hién thi két qua day du

U Hién thi tén nguoi st dung va thoi gian bit dau tién trinh

W Hién thi két qua theo dinh dang rong. Binh thuong, két qua két
xuat bi cat néu nd khong vira mot dong. Str dung tuy chon nay
ban c6 thé ngan chan dugc diéu do

Txx Hién thi cac tién trinh dugc két hop voi vung lam viée xx
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X Hién thi céc tién trinh khong c6 di¢u khién vung lam viéc

Vi du dé hién thj tat ca céc tién trinh ban thuc hién cau 1énh:
ps au

Pé hién thi tit ca cac tién trinh cia mot nguoi nao dé st dung:
ps au | grep username

Tuy nhién, néu ban chi mudn tim céc tién trinh dang ton tai véi nguoi su dung bat ky,
ban sir dung cau Ié€nh:

DS aux
Pé tim kiém PID cua mdt tién trinh cha sit dung:

psl pid

Véi pid 1a PID cta mot tién trinh nao do.

pse

Thong tin bién méi trudng duoc bd sung vao trudong COMMAA D
8.2.2. Phat tin hi¢u cho mt chwong trinh dang chay

o Sir dung 1énh Kill hity mét tién trinh

Céu 1énh kill la mét kich ban shell dugc xay dung san, thuong duge tim thiy trong
thu muc /bin. Ban c6 thé dung 1énh nay dé dung mdt tién trinh nao do. ban c6 thé
chay:

kill PID

Vi PID 14 PID cua tién trinh nao do
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o Sir dung 1énh killall hity mét tién trinh

Tién ich nay cho phép ban dirng mot tién trinh bﬁng tén. Vi du ban c6 mot tién trinh
duoc goi la signal demo.pl va ban mudn dung tién trinh nay. Ban st dung 1énh:

killall signal _demo.pl

o Chay mdt tién trinh & hau canh hoic tién canh

Thong thuong khi ching ta chay mét tién trinh tir thiét bj dau cudi (ban phim) hay
shell, ban chay tién trinh & tién canh. Khi ban chay tién trinh & tién canh, ban phai doi
cho no két thuc. Tuy nhién, thay vi viéc doi cho nd két thic, ban c6 thé chay n6 ¢ hau
canh bang viéc thém mot ky hiéu ‘&’ & cudi dong 1énh. Piéu nay hiru ich khi mét tién
trinh chay trong thoi gian dai va ban can phai lam mét cong viéc khac. Vi dy, dé khoi
dong hé quan tri CSDL PosgresSQL véi postmaster ban thuc hién:

postmaster —i &

Vay khi nao ban biét mot tién trinh hau canh dang chay hay da dung. Ban c6 thé st
dung Iénh:

ps -af
dé xem tat ca cac tién trinh trong do c6 ca tién trinh ¢ hau canh.
o Tam dirng tién trinh

a éu mot tién trinh dang chay & tién canh va ban muén dua ching vao hau canh, ban
thuc hién cong viéc nay bfmg cach nhén to hop phim Ctrl + Z. Khi nhan dugc tin hi¢u
Ctrl+Z tién trinh s& bi tam ding va duoc dua vao hau canh. Tuy nhién ban chua biét
dugc chuong trinh cta ching ta da dimg chua va di chuyén vao hau canh chua. Lénh
jobs hién thi trang thai cta tat ca cac tién trinh dang chay & hau canh:

[1] Stopped man In (wd: /home/trantu/exam)
[2]- Stopped tail

[3]+ Stopped Is-R/

o Panh thirc tién trinh

Pé danh thirc mot tién trinh ta sir dung 1énh bg két hop véi s6 tac vu trong hang doi
liét ké. Trong vi du ¢ trén ta c6 thé thuc hi¢n 1énh:
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bg 3

Mot lan nita ta st dung 1€nh jobs, ta s€ théy thong tin hi¢n trén man hinh nhu sau:

[1] Stopped man In (wd: /home/trantu/exam)
[2]- Stopped tail
[3]+ Running Is-R/

Dé chuyén mot tién trinh tir hdu canh sang chay trén tién canh ban dung 1énh fg. Vi
du:

fg3

8.2.3. Giao tiép giira cac tién trinh

Doi khi céc tién trinh can trao d6i théng tin cho nhau dé xir . Chang han nhu 1énh Is
ctia Linux chi biét liét ké va ghi toan bo dir liéu vé thong tin cua file, thu muc ra man
hinh. Lénh Is khong c¢6 co ché dimg khi man hinh day. Trong khi 1énh more lai c¢6 kha
nang doc dir lidu va dua ra man hinh theo timg trang dé ngudi ding c6 thoi gian xem
qua. Cac chuong trinh can c6 nhu ciu chuyén dir liéu cho nhau xtr Iy. Mot co ché
duoc sir dung kha phd bién trén Linux 1a pipe (dudng dng). Ban st dung chi thi | dé
biéu thi dudng dng. Vi du:

Is —R | more

Hoic ban c6 thé tim chinh xé4c tén tién trinh nhu:
ps —af | grep ‘[bash]’

8.3 Lap ké hoach céc tién trinh

8.3.1 Sir dung I€nh at

Tién ich at cho phép ban sip xép mot cau 1énh dé thyc thi trong thoi gian sau do. Vi
dy, dé xem dung luong dia sur dung chg toan bd cac file, thu muc cua hé thong ban goi
tién ich du vao luc 8:40 p.m, ban c6 thé chay I¢nh sau:

at 20:40

Cau Iénh s& hién thi ddu nhic “at>" yéu cau ban nhap vao cau lénh dé thuc hién theo
thoi gian da dugc dua vao. Ban go vao dong Iénh:
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du—a > /tmp/du.out

Sau khj ban gd I¢nh Entqr, né sé hién thiq lai diu nhic cho phép ban nhap vao cac cau
1€nh ti€p theo. Ban c6 thé chon Ctrl+D dé két thuc.

4 &u vi mot 1y do nao do6, ban mubn dung cdng viéc ma ban da 1ap lich, ban c6 thé su
dung 1énh atrm dé xo6a cong viéc do trudce khi n6 duge thyc hién. Ban can phai biét sd
thtr tu cua cong viéc ma ban muon huy, dé tim ra cac céng viéc ma ban da lap lich,
ban chay cau Iénh atq dé tim sd thtr tw cong viée, sau d6 dung atrq v6i d6i s6 1a sb thir
tu ciia cong viéc muon hay. Vi du:

atrq 1

8.3.2 Sir dung crontab

C6 nhiéu cong viéc trén Linux can dugc lap lich mot cach thuong xuyén, vi du dé x6a
cac file ci dugce sinh ra boi hé thong trong thu myc tmp hang ngay, hay hang tun ban
can phai chay mét tién trinh mdi ngay hay mdi tuan Tién ich cron cho phép ban thuc
hién cac cong viéc nhu thé. Thuc ra cron bao gdm crond daemon, dugc khéi dong boi
tién trinh init. Crond doc cac lich cong vi¢c tu /etc/crontab va cac file trong
/var/spoon/cron. Thu muc cron nay luu trit céc file 1ap lich (thuong dugc goi la
crontab hay cron table) cho nhiing nguoi st dung thong thuong dugc phép chay cac
cong vi¢c cron. La mot superuser, ban co thé xac dinh mot danh sach nhitng nguodi s
dung duoc phép chay cac cong viéc cron trong file /etc/cron.allow. Tuong tu, ban co
thé xac dinh nhitng ngudi st dung khong dwoc phép thuc hién cac cong viée cron
trong file /etc/cron.deny. Ca hai file nay déu str dung mét dinh dang co ban: mot
username trén mot dong. 4 éu mot nguoi duge phép thyc hién cac cong viée cron,
ngudi d6 co thé st dung tién ich crontab dé thuc hién cong viéc lap lich. Vi du, khi
ban dugc phép, ban co thé g0 1énh:

crontab —e
va soan thdo céc cong viéc can thuc hién. Mot cong viéc cron phai c6 dinh dang sau:
minute(s) hour(s) day(s) month weekday username command argument(s)

Céc truong tir 1 dén 5 c¢6 dinh dang sau
9. Bio mat hé thong
Cung vai sy phat trlen khong nging cua truyen thong k¥ thuat sd, Internet va sy phat

trién nhay vot ctia nén cong nghiép phan mém, bao mat may tinh la mot van dé ngay
cang tré nén quan trong. Can phai hiéu rang khong c6 hé thong may tinh nao 1 an
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toan tuyét dbi. TAt ca nhitng gi ban c6 thé 1am 1a gitip cho hé thong cuia ban tré nén an
toan hon.

Ké tir khi Linux dugc phat trién mot cach rong rdi va nhanh chong, dic biét 1a trong
cac giao dich kinh doanh quan trong, an ninh 13 mot vin dé& quyét dinh su séng con
ctia Linux. Vi hang trim cong cu bao vé sin c6, ngudi dung Linux duoc trang bi tot
hon dé ngan chin va duy tri mot hé thdng an toan. Linux khong nhitng hoat dong tot
ma con ¢ nhitng tinh ning va san pham lién quan cho phép xdy dung mot moi trudng
turong ddi an toan.

9.1. Nhirng nguy co an ninh trén Linux

Linux va cac Gmg dung trén né co thé khong it cac 16 hong an ninh hon nhitng hé diéu
hanh khac. Theo quan diém cua mot s6 chuyén gia may tinh, Linux c6 tinh an toan
cao hon cac hé diéu hanh ctia Microsoft, vi cac san pham cua Microsoft khong duoc
xem xét k¥ ludng va chat ché bang cac san pham ma ngudn mé nhu Linux. Hon nita,
Linux duong nhu 13 "mién nhiém" voi virus méy tinh (hién tai da c6 xuét hi¢n mot vai
loai virus hoat dong trén moéi truong Linux nhung khong anh huong gi méy dén nguoi
ding Linux). 4 hung mot hé théng Linux duoc cau hinh khong tt s& té hon nhiéu so
vo1 mot hé thong Microsoft duoc cAu hinh tot 11! Khi ¢6 duoc mot chinh sach an ninh
tdt va hé théng duoc ciu hinh theo ding chinh sach do thi s€ gitip ban tao dugc mot
hé théng an toan (¢ mic ma chinh sach ciia ban dua ra).

a hung su an toan khong phai 13 thir co thé dat duoc nhu mot myc tiéu cudi cung.
bung hon d6 1a tap hop cua nhimg cach cai dat, van hanh va bao tri mét hé diéu hanh,
mang may tinh, ... & 6 phu thugc vao cac hoat dong hang ngay cua hé thdng, ngudi
dung va nguoi quan tri. Ban phai bat dau tir mot nén tang ban dau va tu do cai thién
tinh an toan cua hé thong ctia ban nhiéu nhit c6 thé duge ma van dam bao cac hoat
dong binh thudng cua hé thng.

9.2. Xem xét chinh sach an ninh cta ban

Két ndi vao Inernet 1a nguy hiém cho hé théng mang cua ban voi mirc an toan thap
Tt nhitng van dé trong cac dich vy TCP/IP truyén thong, tinh phtre tap cua viée cau
hinh may chu, cac 16 hong an ninh bén trong qua trinh phat trién phin mém va nhiéu
nhan t6 khac goép phan lam cho nhimg h¢ théng may chu khong duoc chuan bi chu
d4o c6 thé bi xdm nhap va ludn ton tai nhitng nguy co tiém tang vé& vin dé an toan
trong do.

Muc dich ctia mot chinh sach an toan hé thong 1a quyét dinh mot to chirc sé phai lam
nhu thé ndo dé bao vé chinh né. Pé c6 duoc mot chinh sach an ninh hi€u qua, nguoi
xay dung cac chinh sach nay phai hiéu va c6 thé két hop tat ca cc thong tin, yéu cau,

Khi mot tinh hudéng xay ra nam ngoai du kién, chang han mot sy xam nhap trai phép
vao hé thong cua ban, cau hoi 16n nhat 1a "s€ phai lam gi day ?"
Khéng may la c6 hang triéu cau tra 101 khac nhau cho cau hoi d6. & éu mét nguoi ma

chua tung phai do6i pho véi mot k¢ xam nhép truge day thi ké xam nhap co thé dé
dang bién mat vi cac dau vét di trod nén qua cii va khong con hitu ich nira.
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a hitng sai sot trong chinh sach an ninh khong chi lién quan den nhimg ké xam nhép,
ma con lién quan dén nhitng vin dé binh thudng nhu thoi tiét, thién tai, chay, no, hu
hong thiét bi,... Do vay, viéc thiét 1ap mot chinh sach an ninh tt cho viéc giai quyét
nhing su ¢d phai duoc 1én ké hoach k¥ ludng, dugc xem xét va chimg nhan boi ngudi
c¢6 quyén han trong cong ty.

Mot chinh séch an ninh tot nén bao gom cac van dé sau :

Chinh sach phuc hoi dit liéu khi ¢6 su ¢b

Chinh sach phuc hoi hé thdng trong trudng hop hu hong thiét bi

Chinh sach, cach thirc diéu tra nhitng ké xam nhap trai phép

Chinh sach, cach thirc diéu tra khi cong ty bi cdo budc xam nhap vao

cac hé théng khac

o Céch thtc, quy trinh va noi thong bdo s xam nhap trai phép tir bén
ngoai hay gy ra boi cac nhan vién cua minh.

o Chinh sach an ninh vé mit vat Iy ciia hé thong

o O O O

Ban c6 thé nho tu van ctia cac cong ty, to chirc lam dich vu tu van vé an toan may tinh
de gitip ban xay dung mot chinh sach an ninh t6t. Cac cong ty ndy co cac chuyén gia
vé an toan may tinh, ho ¢ sin cac bleu mau chinh sach an ninh nén c6 thé thiét lap
nhanh chong céc chinh sach ma bao gom tit ca cidc mit trong viéc an toan hé théng
may tinh.

9.3. Tang cwong an ninh cho KERNEL

Mac du thira hudng nhitng dac tinh cua hé théng U4 IX va kha an ninh hon mét sé hé
di€u hanh khac, h¢ thong Ga U/Linux hi¢n nay van ton tai nhitng nhugc diém sau:

o Quyén ciia user ‘root’ c¢6 thé bi lam dung. User ‘root’ c6 thé dé dang
thay d6i bat ky diéu gi trén hé théng.

o 4 hiéu file hé théng co thé d& dang bi stra d6i. 4 hiéu file hé thdng quan
trong nhu /bin/login ¢ thé bi sira doi boi hacker dé cho phép dang
nhap khong can mat khau. 4 hung nhiing file loai nay lai hiém khi nao
thay d6i trir phi khi nang cap hé thong.

o Cac module c6 thé duoc dung dé chian kernel. “Loadable Kernel
Module” 1a mét thiét ké t6t dé ting cudng tinh uyén chuyén, linh hoat
cho kernel. 4 hung sau khi mdt module dugc nap vao kernel, n6 s€ tro
thanh mot phan cua kernel va co thé hoat dong nhu kernel nguyén
thuy. Vi vay, cdc chung trinh muc dich xau c6 thé duge viét dang
module va nap vao kernel, r6i sau d6 hoat dong nhu mét virus.

o Cac process khong duogc bao vé. Cac process nhur web server co thé trg
thanh muc tiéu bj tdn cong cua hacker sau khi tham nhap hé théng.

Dé cai thién tinh an ninh cho cac server Linux, chung ta can c¢6 mot kernel an toan
hon. Piéu nay c6 thé thuc hién dugc bang cach stra doi kernel nguyén thuy bang cac
‘patch’ tdng cuong tinh an ninh cho hé thong. Cac patch nay c6 céc tinh nang chinh
y€u sau:
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o Bao vé — bao vé cac file hé thdng quan trong khoi sy thay ddi ngay ca
vo1 user root. Bdo v¢ cac process quan trong khdi bi ngung bdi 1€nh
‘kill’. Chidn cac tac vu truy cap 10 muc thip (RAW IO) cua cic
chuong trinh khong dugc phép.

o Phat hién — Phat hién va canh bao vdi nguoi quan tri khi server bi scan.
Ciing nhu khi ¢ cac tac vu trén hé thdng vi pham céc luat (rules) dinh
trudce.

o bbi ph6 — Khi phat hién sy vi pham trén h¢ théng, cac ghi nhan chi tiét
s& dugc thuc hién ciing nhu c¢6 thé ngimg 1ap tirc phién lam viéc gay ra

Mot vai cong cu sua ddi kernel duoc s dung rong rai la LIDS (Linux Intrusion
Detection System), Medusa, ...

9.4. An toan cac giao dich trén mang

C6 rat nhiéu dich vu mang truyén thng giao tiép thong qua giao thirc van ban khong
mi hoa, nhu TELA ET, FTP, RLOGI4 , HTTP, POP3. Trong cac giao dich giita nguoi
ding voi may chi, tat ca cac thong tin dang goi dugc truyén qua mang dudi hinh thirc
vin ban khong dugc ma hoa. Cac goi tin nay co thé d& dang bi chin va sao chép & mot
diém nao d6 trén duong di. Viéc giai ma cac goi tin nay rat d& dang, cho phép lay
dugc cac thong tin nhu tén ngudi dung, mat khiu va cac thong tin quan trong khac.
Vi¢e su dung cac giao dich mang dugc ma hoa khién cho viéc gidi ma thong tin tré
nén kho hon va gitp ban gilr an toan cac thong tin quan trong. Céac ky thuat thong
dung hién nay 1a IPSec, SSL, TLS, SASL va PKI.

Quan trj tir xa 1a mot tinh nang hap dan cta cac hé thong U4 IX. 4 gudi quan tri mang
c6 thé d& dang truy nhap vao hé thong tir bat ky noi nao trén mang thong qua cac giao
thirc thong dung nhu telnet, rlogin. Mot $6 cong cu quan tri tir xa dugc su dung rong
rai nhu linuxconf, webmin ciing dung giao thire khong mé hoa. Viéc thay thé tat ca
cac dich vu mang dung giao thirc khong mé hoa bang giao thirc c6 mé hoa la rat kho.
Tuy nhién, ban nén cung cap vi¢c truy cap cac dich vu truyen thdng nhu HTTP/POP3
thong qua SSL, ciing nhur thay thé cac dich vu telnet, rlogin bang SSH.

9.5. Linux firewall

An toan hé thong luon ludn 1a mot van dé song con ciia mang may tinh va firewall 1a
mot thanh phan cot yéu cho viéc dam bao an ninh.

Mot firewall 14 mot tip hop cac qui tic, tng dung va chinh sach dam bao cho nguoi
dung truy cap cac dich vu mang trong khi mang bén trong van an toan d6i voi cac ké
tan cong tir Internet hay tir cac mang khac. C6 hai loai kién tric firewall co ban 1a :
Proxy/Application firewall va filtering gateway firewall. Hau hét cac hé théng
firewall hién dai 1a loai lai (hybrid) cta ca hai loai trén.

a hidu cong ty va nha cung cip dich vu Internet st dung may chi Linux nhu mot
Internet gateway. 4 hitng may chii nay thuong phuc vu nhu may chu mail, web, ftp,
hay dialup. Hon nira, chung cling thuong hoat dong nhu céc firewall, thi hanh cac
chinh sach kiém soat giita Internet va mang cua cong ty. Kha ning uyén chuyén khién
cho Linux thu hat nhu 13 mot thay thé cho nhing hé diéu hanh thuong mai.
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Tinh ning firewall chuan duoc cung cép san trong kernel ciia Linux duoc xay dung tir
hai thanh phan : ipchains va IP Masquerading.

Linux IP Firewalling Chains 1a mot co ché loc goéi tin IP. 4 himg tinh ning cua IP
Chains cho phep c4u hinh may chii Linux nhu mét filtering gateway/firewall d& dang.
Mot thanh phan quan trong khac cua nd trong kernel la IP Masquerading, mot tinh
ning chuyén doi dia chi mang (network address translation- 4 AT) ma c6 thé che giau
cac dia chi IP thuc cia mang bén trong.

Dé st dung ipchains, ban can thiét 1ap mot tap cac luat ma qui dinh cac két ndi duoc
cho phép hay bi cam. Vi du:

# Cho phép céac két ndi web tdi Web Server cua ban
/sbin/ipchains -A your chains rules -s 0.0.0.0/0 www -d 192.16.0.100
1024: -j ACCEPT

# Cho phép cac két nbéi tu bén trong tdi cdc Web Server bé&n ngoadi
/sbin/ipchains -A your chains rules -s 192.168.0.0/24 1024: -d
0.0.0.0/0 www -J ACCEPT

# T chbéi truy cédp tdt cd céac dich vu khéac
/sbin/ipchains -P your chains rules input DENY

a goai ra, ban c6 thé dung cic san pham firewall thuong mai nhu Check Point
FireWall-1, Phoenix Adaptive Firewall, Gateway Guardian, XSentry Firewall, Raptor,
. hay rit nhidu cac phién ban mién phi, mi nguén m¢ cho Linux nhu T.Rex Firewall,
Dante, SI4 US, TIS Firewall Toolkit, ...

9.6. Dung cong cu do tim dé khio sat hé théng

Tham nhap vao mot hé thdng bat ky nao ciing cin co su chuan bi. Hacker phai xéac
dinh ra may dich va tim xem nhimng port nio dang mé trudc khi hé thdng c6 thé bi
xam pham. Qué trinh nay thuong dugc thuc hién boi cac cong cu do tim (scanning
tool), k¥ thuat chinh dé tim ra may dich va cac port dang mo trén dé. Do tim 1a budc
dau tién hacker s& sir dung trudc khi thyc hién tin cong. Bang cach sir dung cac cong
cu do tim nhu 4 map, hacker c¢6 thé ra khip cac mang dé tim ra cac may dich c6 thé bi
tan cong. Mot khi xac dinh dugc cac may nay, ké xdm nhéap co thé do tim cac port
dang lang nghe. 4 map ciing st dung mot s6 k¥ thuat cho phép xac dinh kha chinh xac
loai may dang kiém tra.

Bing cach str dung nhiing cong cu cua chinh cac hacker thuong dung, nguoi qun tri
hé théng c6 thé nhin vao hé théng cua minh tur géc do cua cac hacker va giup tang
cuong tinh an toan cua hé thong C6 rét nhiéu coéng cu do tim c6 thé sir dung nhu:
a map, strobe, sscan, SATA4 ,

Duéi day 1a mot vi du sir dung 4 map:

# nmap -sS -0 192.168.1.200

Starting nmap V. 2.54 by Fyodor (fyodor@dhp.com,
www.insecure.org/nmap/)

Interesting ports on comet (192.168.1.200):

Port State Protocol Service
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7 open tcp echo
19 open tcp chargen
21 open tcp ftp

TCP Sequence Prediction: Class=random positive increments
Difficulty=17818 (Worthy challenge)

Remote operating system guess: Linux 2.2.13

Nmap run completed -- 1 IP address (1 host up) scanned in 5 seconds

Tuy nhién, st dung cac cong cu nay khong thé thay the cho mot ngudi quan tri ¢
kién thtrc. Boi vi viéc do tim thuong du bio mot cudc tdn cong, cac site nén wu tién
cho viéc theo doi ching. Véi cac cong cu do tim, cac nha quan tri hé thong mang co
thé phat hién ra nhitg gi ma cac hacker c6 thé thdy khi do trén hé thong ctia minh.

9.7. Phat hién su xAim nhip qua mang

a éu he théng cua ban co két ndi vao internet, ban c6 thé trd thinh mot muyc tiéu bi do
tim cac 16 hong vé bao mat. Mic du hé thng ciia ban c6 ghi nhan dleu nay hay khong
thi van khong du de xac dinh va phat hién viéc do tim nay. Mot van dé can quan tam
khac 1 cac cudc tAn cong gay nging dich vu (Denial of Services - DoS), 1am thé nao
dé ngan ngira, phat hién va ddi pho véi ching néu ban khong mudn hé thdng ctia ban
ngung tré.

He¢ théng phat hién xam nhéap qua mang (4 etwork Intrusion Detection System -
a IDS) theo ddi cac thong tin truyén trén mang va phat hién néu c6 hacker dang cb
xam nhap vao hé thong (hoac gay gay ra mét vu tan cong DoS). Mot vi du dién hinh
1a hé théng theo ddi s6 luong lon cac yéu cau két ndi TCP dén nhiéu port trén mot
may nao do, do vay co thé phat hién ra néu c6 ai d6 dang thir mot tac vu do tim TCP
port. Mot a4 IDS co thé chay trén may can theo ddi hodc trén mot may doc lap theo doi
toan by thong tin trén mang.

Céc cong cu c6 thé dugc két hop dé tao mot hé thong phat hién xam nhap qua mang.
Chang han ding tcpwrapper dé diéu khién, ghi nhan cac dich vu da duoc ding ky.
Céc chuong trinh phn tich nhat ky hé théng, nhu swatch, c6 thé dung dé xac dinh céac
tac vu do tim trén hé thdng. Va diéu quan trong nhat 1 cic cong cu co thé phan tich
cac thong tin trén mang dé phat hién cic tin cong DoS hodc danh cap thong tin nhu
tcpdump, ethereal, ngrep, 4 FR (4 etwork Flight Recorder), PortSentry, Sentinel,
Snort, ...

Khi hién thuc mot hé théng phat hién xam nhdp qua mang ban can phai luu tdm dén
hiu suat cta h¢ thong cling nhu cac chinh sach bao dam sy riéng tu.

9.8. Kiém tra kha niing bi xAm nhap

Kiém tra kha nang bi xam nhap lién quan den viéc xac dinh va sap xép cac 16 hong an
ninh trong hé théng bang cach dung mot s6 cong cu kiém tra. 4 hidu cong cu kiém tra
ciing ¢6 kha niang khai thac mot s6 16 hong tim thay dé 1am 1 qua trinh tham nhap trai
phép s& duoc thuc hién nhu thé nao. Vi du, mot 15i tran bo dém cua chuong trinh phyc
vu dich vu FTP ¢6 thé din dén viéc tham nhap vao hé thong v6i quyén ‘root’. 4 éu
ngudi quan tri mang c6 kién thirc vé kiém tra kha niang bi xAm nhap trudce khi n6 xay
ra, ho o thé tién hanh cac tac vu dé nang cao muc do an ninh ctia hé théng mang.
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Co rét nhiéu céc cong cu mang ma ban cé thé str dung trong viéc kiém tra kha nang bi
xam nhap. Hau hét cac qua trinh kiém tra déu dung it nhat mot cong cu tu dong phan
tich cac 16 héng an ninh. Cac cong cu nay tham do hé théng dé xac dinh céac dich vu
hién c6. Thong tin lfiy tr cac dich vu nay s& dugc so sanh voi co so dit liéu cac 16
hong an ninh di dugc tim thay trudc do.

Céc cong cu thuong dugce sir dung dé thuc hién céc kiém tra loai nay la ISS Scanner,
Cybercop, Retina, a essus, cgiscan, CIS, ...

Kiém tra kha ning bi xAm nhap can duogc thuc hién boi nhitng ngudi ¢é trach nhiém
mot cach can than. Su thi€u kién thic va sur dung sai cach c6 thé s€ dan dén hau qua
nghiém trong khong the ludong trudc duogc.

9.9. P6i phé khi hé thong bi tin cong

Gan day, mot loat cac vu tin cong nhém vao cac site cua nhitng cong ty 16n nhu
Yahoo!, Buy.com, E-Bay, Amazon va Caa Interactive gdy ra nhing thiét hai v6 cung
nghiém trong. 4 himg tan cong nay la dang tan cong gay ngung dich vu "Denial-Of-
Service" ma dugc thiét ké dé lam ngung hoat dong ciia mot mang mdy tinh hay mot
website bang cach guri lién tuc voi sd luong 16n cac dir liéu t6i muyc tiéu tan cong
khién cho hé thng bi tan cong bi ngimg hoat dong, diéu nay twong ty nhu hang trim
nguoi cing goi khong ngimg t6i 1 s6 dién thoai khién n6 lién tyc bi ban.

Trong khi khong thé nao tranh dugc moi nguy hiém tir cac cudc tin cong, ching toi
khuyén ban mot s6 budc ma ban nén theo khi ban phat hién ra réng hé théng cua ban
bi tn cong. Chung t6i ciing dua ra mot sb cach dé giup ban bao dam tinh hiéu qua cia
hé¢ thong an ninh va nhitng budc ban nén lam dé giam rai ro va c6 thé dbi pho véi
nhiing cudc tan cong.

Néu phat hién ra ring h¢ thong ciia ban dang bi tin cong, hay binh tinh. Sau diy
14 nhirng buwéc ban nén lam:

o Téap hop 1 nhom dé ddi phé véi sy tan cong:

- 4 hom nay phai bao gom nhiing nhan vién kinh nghiém, nhiing nguoi ma c6
thé giup hinh thanh mot ké hoach hanh dong dbi pho voéi sy tin cong.

o Dua theo chinh sach va cac quy trinh thuc hién vé an ninh cia cong ty, st
dung cac budc thich hop khi théng bao cho moi ngudi hay t6 chic vé cudc tin
cong.

o Tim su gitp d& tir nha cung cép dich vu Internet va co quan phuy trach vé an
ninh may tinh:

- Lién h¢ nha cung cap dich vu Internet cua ban dé thong bdo v€ cudc tan
cong. Co6 thé nha cung cap dich vu Internet ciia ban s€ chan dung dugc cudc

tan cong.

- Lién h¢ co quan phu trach vé an ninh may tinh dé thong béo vé€ cudc tan
cong
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o

o

Tam thoi dung phuong thire truyén thong khac (chang han nhu qua dién thoai)
khi trao d6i théng tin & dam bo rang ké xam nhap khong thé chan va ldy
dugc thong tin.

Ghi lai tat ca cac hoat dong cua ban (chrfmg han nhu goi dién thoai, thay doi
file, ...)

Theo ddi cac hé thong quan trong trong qua trinh bi tin cong bang cac phan
mém hay dich vu phat hién sy xa4m nhap (intrusion  detection
software/services). Piéu nay c6 the gitip 1am giam nhe su tin cong clng nhu
phat hién nhitng du hiéu ctia sy tan ~cong thyc sur hay chi la sy quay r61 nham
danh lac hudng sy cha ¥ ctia ban(chang han mot tin cong DoS véi dung ¥ lam
sao lang su cha y cua ban trong khi thyc sy day 1a mdt cudc tan cong nham
xam nhap vao hé théng cua ban).

- Sao chép lai tit ca cac files ma ké xam nhap dé lai hay thay dbi (nhu nhiing
doan ma chuong trinh, log file, ...)

Lién hé nha chtrc trach dé bao céo veé vu tan cong.

Nhirng bwée ban nén 1am dé giam rai ro va doi pho véi sw tin cong trong twong

lai :

o O O O

Xay dung va trao quyén cho nhém ddi pho véi su tin cong

Thi hanh kiém tra an ninh va danh gia muc d6 rui ro cua hé thong
Cai dat cac phan mém an toan hé théng phu hop dé giam bét rai ro
a ang cao kha nang cia minh vé an toan may tinh

Céc budc kiém tra dé giup ban bao dam tinh hiéu qua ctia hé théng an ninh

Kiém tra hé thong an ninh méi cai dat : chic chin tinh dung dén cia chinh
sach an ninh hién c6 va ciu hinh chuén ciia hé thong.

Kiém tra ty dong thudng xuyén : dé kham pha sy “viéng tham” cta nhimg
hacker hay nhitng hanh dong sai trai cua nhan vién trong cong ty.

Kiém tra ngdu nhién: dé kiém tra chinh sach an ninh va nhiing tiéu chuén,
hodc kiém tra sy hién hitu ctia nhiing 10 hong da dugc phat hién (chang han
nhimng 16i dugc thong bao tir nha cung cap phan mém)

Kiém tra hang dém nhiing file quan trong: dé dénh gia su toan ven cta nhiing
file va co s¢ dir 1iéu quan trong

Kiém tra cac tai khoan nguoi dung: dé phat hién céac tai khoan khong st dung,
khong tdn tai, ...

Kiém tra dinh ky dé xac dinh trang thai hién tai ciia hé théng an ninh cua ban

BAN CO THE XEM THEM THONG TIN TAI

Cac trung tim gitip ddi pho tai nan trén Internet

e http://www.cert.org
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e http://www.first.org
e http://ciac.llnl.gov/
e http://www.cert.dfn.de/eng/csir/europe/certs.html

Mot so0 website vé an toan may tinh

e http://www.cs.purdue.edu/coast/
http://www.linuxsecurity.com
http://www.securityportal.com
http://www.tno.nl/instit/fel/intern/wkinfsec.html
http://www.icsa.net

http://www.sans.org

http://www.iss.com

e http://www.securityfocus.com

Thong tin ve an toan tir nha cung cap

e http://www.calderasystems.com/news/security/
e http://www.debian.org/security/
e http://www.redhat.com/cgi-bin/support/

Mot so sach vé an toan may tinh

o Actually Useful Internet Security Techniques by Larry J. Hughes Jr.

e Applied Cryptography: Protocols, Algorithms and Source Code in C by Bruce
Schneier

Building Internet Firewall by Brent Chapman & Elizabeth D. Zwicky

Cisco I0S a etwork Security by Mike Kaeo

Firewalls and Internet Security by Bill Cheswick & Steve Bellovin

Halting the Hacker: A practical Guide To Computer Security by Donal L. Pipkin
¢ Intrusion Detection: An Introduction to Internet Surveillance, Correlation, Traps,
Trace Back and Response by Edward G. Amoroso

e Intrusion Detection: 4 etwork Security Beyond the Firewall by Terry Escamilla
e Linux Security by Jonh S. Flowers
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