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CHUONG 1: TONG QUAN VE WINDOWS
SERVER 2008
1.1- Gidi thiéu vé Windows Server 2008

- Microsoft Windows Server 2008 la hé diéu hanh may chl windows thé hé
ti€p theo clia hdng Microsoft.

- Céac tinh nang dugc cai thi€én manh mé so véi phién ban 2003:
- an toan bao mat.
- truy cap Ung dung tu xa.
- Quan ly server tap trung.
- Cac cdng cu giam sat hiéu nang va do tin cay.
- Failover clustering va hé thong file.
==> HO0 trg trong viéc ki€m soat mot cach toi uu ha tang may chu, déng

thdi tao nén mot méi trudng may chu an toan, tin cay va hiéu qua hon
trudc rat nhiéu.




1.2.1 Cac tinh nang cua Windows
Server 2008

- Active Directory : dugc m& rong vai cac dich vi nhan dang, ching thuc va quan ly
quyén.

- Terminal Services :

+ Chia sé (ng dung don qua két ndi mang.

+ Client c6 thé két ndi RDP qua HTTPS, khong can khéi tao phién VPN trudc.
+ Admin c6 thé cung cap truy nhap vao Terminal Services Sessions qua giao
dién Web.

- Windows PowerShell: dugc thi€t k&€ danh cho quan trj vién IT, c6 thé st dung
trong Iénh cmd.exe hoac Windows Scripting Host, ho trg kha nang lam viéc véi
cac thanh phan hé thong.

- Self-Healing NTFS: hé thong NTFS tu stra 16i trén vang di liéu bj 16i, khéng can
toan bd 6 dia phai ngling lam viéc.

- Hyper - V: 1a hé thdng 3o hda cho phép tao ra cac server 3o trén hé thong ¢ muc
hé diéu hanh.

- Windows System Resource Manager: quan Iy tai nguyén, diéu khién so lugng cac
tai nguyén ma 1 ti€n trinh hodc 1 user c6 thé dung trén dd uu tién.

- Server Manager: bao gon Manager Your Server va Security Configuration Wizard.
chay mac dinh khi khdi ddong Windows, cho phép ngugi dung dé dang thém, bét
cac dich vu dua theo viéc xac dinh vai tro cla Server.




1.3. M6t s6 nang cap mdi cla
Windows Server 2008

1. Cai tién trén 16i OS:

- MOt OS nhiéu thanh phan.

- Cai ti€n kha nang hot-patching.

- HO trg viéc khéi dong tir cac firmware tuong thich EFI.

-Phan hoach phan cing dong.

-Ho6 trg viéc thém bGt néng cac bd xUr Iy va bd nhd dong, theo kha néng cla phan
ciing.

- HO tro viéc thay thé néng cac bo x( ly va bd nhd, theo kha nang cla phan cuing.

2. Cai tién cta AD:

- C6 ché dd hoat ddng Domain chi doc (RODC). RODC chi luu trir mot ban sao chi
doc cla AD va chuyén moi yéu cau cap nhat 1én may DC chinh.

- AD c6 kha nang khai dong lai.

~q 3. Cdc chinh séch cai tién:
- Cap nhat nhiing cai ti€n clia GP trong Windows Vista.

-C6 co ché bao vé truy cap mang véi Network Access Protection (NAP), NAP cung
cap thu vién ham AP,

- Cac chinh séch c6 thé dugc tao ra dé€ ddm bdo Ung dung can bang théng cao co6
thé€ c6 chat lugng mang t6t hon.

-Co Qhe thi€t Iap password cho phép tao ra nhi€u chinh sach mat khau trén groups
va user .



1.3. MOt s6 nang cap mdi clia
Windows Server 2008

4. Quan ly trong 6 dia va file:

- Cung cap kha nang thay dadi kich thudc phan ving.
-Shadow Copy ho trg 6 dia quang, 6 dia mang.

- Distributed File System dugc cai tién.

- Cai tién Failover Clustering.

- Internet Storage Naming Server cho phép dang ky, hly dang ky tap trung va truy
xuat tgi cac 6 dia cung iSCS.

5. Cai tién giao thirc va ma hoéa:

- HO trg ma hoa 128 va 256 bit cho giao thirc chimng thuc Keberos.

- Ham APl ma hoa md&i ho trg ma hoa vong elip va cai ti€n quan ly chiing chi.

- Giao thic VPN mdi Secure Socket Tunneling Protocol.

- AuthIP dugc sUr dung trong mang VPN Ipsec.

- Giao thuc Server Message Block 2.0 cung cap cac cadi tién trong truyén thong.

~q 6- M6t s6 tinh nédng khéc:
- Windows Deployment Services thay thé cho Automated Deployment Services va
Remote Installation Services.

- 1IS 7 thay thé IIS 6, tang cudng khd néng bdo mat, cdi ti€n cong cu chudn doan, ho
trg quan ly.

- C6 thanh phan "Desktop Experience" cung cap kha nang cai tién giao dién.




1.4. Céc lgi ich cua Windows
Server 2008

Windows server 2008 mang lai |gi ich trong 4 Iinh vuc chinh:
- Web.
- Ao hoa.
- Bdo mat.
- Nén tang vimg chac cho cac hoat déng cla t6 chic.
1. Web:

- Windows Server 2008 cung cap moét nén tang dong nhat dé tri€én khai dich vu
Web nha tich hop IIS 7.0, ASP.NET, Windows Communication Foundation va
Microsoft Windows SharePoint Services.

- 1IS 7.0 la phién ban nang cap cla IIS 6.0, dong vai tro chinh trong viéc tich hop

cac cong nghé trén nén tang Web.
- Lgiich cua llS 7.0:

+ Tinh nang phan tich.

+ Quan tri hiéu qua.

+ Nang cao tinh bao mat.

+ Giam chi phi ho tro.

+ Giao dién than thién va tién dung




1.4. Céc lgi ich cua Windows Server
2008

+ HO trg viéc sao chép gilra cac site.

+ Copy. dé dang cac thiét |ap cua trang
web gilra cac may chu web khac nhau
ma khong can phai thiét 1ap g| thém.

+ Chinh sach phan quyen quan tri cac
Ung dung va cac site ré rang.

2. Ao héa:
- Phién ban 64 bit cuia Windows Server

2008 dugc tich hgp san cong nghé ao
héa hypervisor:

+ Cho phép may ao tugng tac truc ti€p
véi phan clng may cha hiéu qua hon.

+ C6 kha nang ao hoa nhiéu hé d|eu

hanh khac nhau trén ciing 1 phan cung
may chu sé lam giam chi phi, téng hiéu
suat sur ' dung phan cung, t6i uu hoa ha

tang nang cao tinh san sang cla may
chu.

+ Tiét ki€ém chi phi mua sam ban quyén
phan mém.

+ Tich hgp va tap trung cac Ung dung
phuc vu cho viéc truy cap tUr xa mot
cach dé dang bang cach s dung
Terminal Services.

-i!ljll!




1.4. Céc lgi ich cua Windows
Server 2008

3. Bao mat:

Cac tinh nang an ninh bao gom: Network
Access Protection, Read-Only Domain
Controller, BitLocker, Windows Firewall... cung
cap cac muc bao vé chua tung c6 cho hé thong

mang, d{r liéu va cong viéc cla té chuec. F Acﬁ%}:cm H

g
3.1. Network Access Protection (NAP): s O et

NAP dung dé thiét 1ap chinh sach mang doi voi [é b [:a

cac may tram khi may tram d6 muoén két noi . OHC soer NP sttt sener

vao hé théng mang cua té chic. L e

Yéu cau an ninh doi véi may tram dugc két ndi vai

hé théng mang: ol % RS

- DA cai dat pham mém diét virus. &

-ba Cép nhét phlén bén m6| NAP client with limited access

- DA cai dat cac ban va 16i hé théng hodc da cai
dat phan mém firewall.

~g T6ng quan mé hinh NAP:




1.4. Cac lgi ich cua Windows
Server 2008

3.2. Read-Only Domain Controller (RODC): la mot ki€u Domain Controller (DC).
- RODC chlra m6t ban sao cac di liéu "chi doc" ctia dir liéu Active Directory (AD).
- User khong thé ghi truc ti€p vao RODC.

- RODC khong chura théng tin vé mat khdu trong AD, ma chi caching cac users duoc
phép st dung & do.

=> RODC thich hgp cho V|ec trién khai G cac chi nhanh, noi co6 diéu kién bao mat
kém cling nhu trinh d6 cla nhéan vién IT con han ché.

3.3. BitLocker: bdo vé an toan cho may chd, may tram, may tinh di dong.

- M& hoa n6i dung cla 6 dia nham ngan can

- Nang_cao kha nang bao vé dir liéu: két hop churc nang mé hoéa tap tin hé thong va
ki€m tra tinh toan ven cla cac thanh phan khi boot.

- Toan bo tap tin hé thong dugc ma hoa, gom ca file swap va file hibernation.

3.4. Windows Firewall:

- Ngan chan cac luu lugng mang theo cau hinh va cac ing dung dang chay dé bao
| vé mang khoi cac chuong trinh va ngugi ding nguy hiém.

-H6 tro ngan chan céac thdng tin vao va ra.

- St'dung MMC snap-in ( Windows Firewall with Adbanced Security) dé don gian hoa
viéc cau hinh, quan tri.

Giao dién quan tri Windows Firewall.
- K&t hgp Windows Firewall va IPSec trén 1 giao dién cau hinh chung.




1.4. Céc lgi ich cua Windows
Server 2008

4. Nén tang virng chac cho cac hoat déng ctia té churc: sir dung cong nghé va
tinh nang mai nhu Server Core, PowerShell, Windows Deployment Services, cac
cong nghé mang, Failover Clustering nang cao.

4.1. Server Manager:

- Thiét k& tGng quan vé toan bd qua trinh cai dat, cau hinh, quan ly cac roles ( vai
tro, chlrc nang cua server), tinh nang trong may chdu.

- Thay thé va hop nhat moét s tinh néng tir Windows Server 2003.

- Cho phép Admin ki€m soat, thay doi, cai dat cac roles, tinh nang trén may cha,
quan ly cac tac vy, cac services, tai khoan nguai dung, xac dinh - giam sat
events, phuc vu viéc tim va stra 16i hé thiz

Giao dién quan tri server manager: ‘

o [@H

er Nane:  FISINF-FILESVR,FISINF,COM. YN
FISINF.COM.YN
Adinitrator

10158391

TBH0-047-0195776-70286



1.4. Céc lgi ich cua Windows Server
2008

4.2.Server Core:

- Chi cai dat 1 méi trudng t6i thi€u d€ chay cac Ung dung co ban, can thiét nhu roles AD DS, AD
LDS, DHCP Server, DNS Server, File Services, Streaming Media Sevices.

- Khéng c6 giao dién do hoa.

- Gitip gidm chi phi bdo tri, quan ly, gidm viéc bi tan cong.

4.3. Windows PowerShell:
- SUirdung dong Iénh.
- H6 trg Admin quan tri theo dinh ky mot cach an toan théng qua nhiéu may chu.

- Cho phép users c6 thé tu ddng héa qua trinh quan tri cac tac vu, quan tri hé thong, trién khai
roles cla may chda.




1.4. Céc lgi ich cua Windows Server
2008

4.4. Windows Deployment Services (WDS):

- HO trg viéc tri€n khai nhanh chong cac hé diéu hanh Windows thdng qua viéc cai
dat mang.

- Gidm chi phi tdng thé&, gidm phurc tap khi tri€n khai, co6 thé tri€n khai khi cac may
tinh chua cé OS, ho trg dugc trong méi trudng gobm Windows XP va Windows
Server 2003.

4.5. Failover Clustering:

- C&u hinh cac nhém may chu cling thuc hién mot chic nang dé dang hon.

- Viéc cai dat va cau hinh don gidn va truc quan hon.

- S dung Validate Tool d€ ki€m tra tinh tuong thich cla cac may chl: phan mém,
phan cing cla may chu rbi dua ra bao céo rd rang.

Dao dién cau hinh Failover Cluster:

ol Failover Cluster Man.




1.5. Cac phién ban Windows Server
2008

* Windows Server 2008: Ung dung cho cac trung tam data I6n, Ung dung nghiép
vu riéng,... ; khd nang ma réng cao cho téi 64 bo x ly.

*  Windows Server 2008 Standard: c6 kha nang ao héa va web dung san va tang
cuong.

*  Windows Server 2008 Standard without Hyper-V.

*  Windows Server 2008 Enterprise:cai thién tinh bao mat, giam bét chi phi cho co
s ha tang hé théng.

*  Windows Server 2008 Enterprise without Hyper-V:
*  Windows Server 2008 Datacenter:

* Windows Server 2008 Datacenter without Hyper-V
*  Windows Server 2008 for Itanium-Based Systems
*  Window HPC Server 2008.




Chuong 2: Cau hinh cai dat cac dich
vu mang Windows Server 2008

2.1 Cai dat va cau hinh may chtt Windows Server 2008
2.1.1 Xac dinh yéu cau phan cung:

Phan cirng/Cau Toi thiéu
hinh

2.1.2. Ti€n hanh cai dat Windows Server 2008
G6m 3 phan:

- Cai dat hé diéu hanh.

- Khéi tao cau hinh Initial Configuration Tasks.

-~ Cai dat Server Manager.

-~




2.2. Cai dat may chud quan tri mién
Domain Controller

- Cai dat Active Directory
- Chay dcpromo.




2.3. Cau hinh may chi DHCP

- Cai dat va cau hinh céc dac tinh co ban ctia DHCP.

ﬁa Add or Edit DHCP Scopes

W\ww l“.“rfﬁd%wmﬁiwhwwwm"
& ackdrestes b dients Ll & seooe B Teated.
il L
DO Server
Network GormocRon Bdng 4 yoiop i a range of postible Taddrestes Fora setworke, The DHCP g erver cannot
el O S tiron. distribute P a007eses 10 Chents usti # s(00¢ s Ceated.




2.4. Cau hinh may chu bao vé truy
cap mang (NAP)

- NAP bao dam céc PC tuan theo yéu cau bao mét trong t6 chirc.
- Viéc tri€n khai cau hinh may chd NAP gbm cac budc:

+ Cai dat va cau hinh DHCP server.

+ Cai dat Network Policy and Access Service.

+ Cau hinh NAP health policy server.
Cau hinh NAP health policy server.




2.5. Cau hinh may chu dinh tuyén
truy cap tu xa

- M6t s6 thay doi trong viéc két néi mang ciing nhu Routing va Remote Access.
+ MOt sO dich vu mang da dugc remove.
+ OSPF khong ton tai trong Windows Server 2008.

==> Con lai dinh tuyén tinh hodac dinh tuyén dong véi RIPV2.

- Pinh tuyén tinh:
+ Tao entry trén may chi Windows Server cho m6i mang, moéi mang nay sé
dugc dinh tuyén bdi may chua do.
+ Cau hinh don gidn bang 2 1énh route va add.

- Pinh tuyén dong: dung khi trén mot hé thong dinh tuyén tGi nhiéu mang hodc mudn
trao doi cac tuyén véi mang Cisco c6 st dung RIP.



2.5. Cau hinh may chu dinh tuyén
truy cap tu xa

Tinh nang cua dinh tuyén déng:
+ Kha nang tu dong b6 sung cac mang bang cach hoc hdi ching tir cac RIP
router khac.

+ Kha nang tu dong remove céac tuyén tir bang dinh tuyén tu bang dinh tuyén
khi mot RIP lién ké khac xo6a ching.

+ Kha nang chon tuyén tot nhat dua trén metric dinh tuyén

+ Giam viéc cau hinh cla cac hé théng dinh tuyén cia Windows Server cé
nhi€u tuyén tinh can dugc bd sung.




2.5. Cau hinh may chu dinh tuyén
truy cap tu xa

2.5.1. Cau hinh dinh tuyén tinh: s

A w 2 . T+ Administrator: Command Prompt I
dung Ienh route hoac Su dung glao Enabled Connected Dedicated Local Area Connection 4
. . . . Enabled Connected Dedicated Local fAirea G i 5
=d Dedicated Local Area Connection 2

dién quan tri ngudi dung. o (e
Cé,u h\lnh dinh tuyé’n b\éng Iénh rOUte: C:slserssAdninistratordroute print
- Hién thi bang dinh tuyén tinh st dung e I e soucts b e tontt iavesti Antbei lptaz

A 7 4 ...80 30 1b be 52 Be .. Microsoft Uirtual Network Switch Rdapter #2
Ienh route rlnt R SR Software Loopback Interface 1
= 0 15 ...80 00 02 B0 BA 00 89 ¢@ Microsoft ISATAP Adapter

20 ...P0 B0 96 B0 PO 90 BB -8 Hi oft ISATAP Adapter #2

- Thém mét tuyén tTnh b\éng Iénh route 12 ...82 98 54 55 4e 01 ...... feredo Tunneling Pseudo-Interface
add 1Pv4 Route Table

fictive Routes:

route add 1.1.1.0 mask 255.255.255.0 otverk Degtatate WS G 1B s
261

i8.8.1.8 On-link 18.8.1.198

10.0.1.1if 1 1o-8:1.18

On-link

127.8.8.8 On-link
7 A ~ ~ > A 27.8.8. On=link
- X6a mot tuyén tinh bang Ienh route
5 5 On=1link
On=link
delete On-link .93
. On-link 12 .8.1
On-link 18.8.1.198
On=link 169.254.129.93
On-link 127.8.8.1
On=link 18.8.1.198
On-=link 169 .254.129.93
Pex tent Routes:
None
IPvb Route Tahle
fictive Routes:
If Hetric Network Destination Gateway
| IBe ::1-128 On-link
16 261 feB0::/64 On-link
16 261 FeBB::1cS5c:f44e:4065:815d4-128
On-1link
1 306 ffO8::/8 On—1link
16 261 Ffe@::/8 On=1link
Persistent Routes:
None
C rsidninistrator?




2.6. Cai dat va cau hinh hé thong
quan ly tai nguyén phan tan (DFS)

- La hé thong tap hop tai nguyén chia sé tir nhiéu cac may chu luu trlr khac nhau.

- CO hai loai DFS:

+ Domain-based namespace: Hoat dong trén mdi truGng Active Directory, c6 tinh
dung 16i cao, dong bd dir liéu chung gilra cac server trong hé théng Domain.

+ Stand-alone namespace: hoat ddng trén moi truong Workgroup, khdng c6 tinh
dung 16i vi DFS hoat d0ng trén PC doc lap.



2.5. Cau hinh may chu dinh tuyén
truy cap tu xa

2.5.2. Pinh tuyén ddng trong Windows a208 bang RIPV2:
* Cai dat RIPV2.

* Cau hinh RIPV2.




2.6. Cai dat va cau hinh hé thong
quan ly tai nguyén phan tan (DFS)

- La hé théng tap hop Dcéc tai nguyén chia sé tu nhiéu cac may chu luu trir khac
nhau.

- C6 2 loai:
+ Domain-based namespace: hoat ddng trén moi truong AD, c6 tinh dung I0i
cao.

+ Stand-alone namespace: hoat dong trén mdi trudng Workgroup, khdng c6 tinh
dung IOi.

2.6.1. Cac budc cau hinh:

- Vao Server Manager\ Roles\ Add Roles\ File Services dé cai dat vai trd cla cac
dich vu vé tap tin.

- Trong Selected Role Services, chon Distributed File System hoac File Server
Resource Manager.

- Trong hdp thoai Create a DFS Namespace, chon Create a namespace later using
the DFS Managerment snap-in Server Manager.

- Trong, Set Report Options, d€ mac dinh dudng dan Code: C:\StorageReports.
Ti€n hanh cai dat.

- Sau khi cai xong, chon Server Manager, vao Roles\ File Services\ System
Services, chon DFS Namespace va File Server Storage Report Manager roi
chon Start dé khoi déng 2 dich vu trén.




2.6. Cai dat va cau hinh hé thong
quan ly tai nguyén phan tan (DFS)

2.6.2. Cau hinh dich vu DFS:
1. Tao Namespace:
- Vao Administrative Tools ,chon DFS Management.

Trong hdp thoai Namespace Server,chon Browse va chi dinh may Server la goc
cay DFS.

- Trong h6p thoai Namespace Name and Settings, dat tén cho namespace.

- Trong\hép thoai Namespace Type, cho phép lua chon ki€u cla namespace trén
mién (Domain-based) hay may don (Stand-alone).

- Trong hOp thoai Review Settings and Create Namespace, chon Create d€ tao
md&i m6t namespace trén cay DFS.

- Sau khi tao xong,trong ctlra sO giao dién cong cu DFS Management, sé thay duoc
moOt namespace tén Public_Data da dugc tao trén ki€u Domain-based.

2. Tao thém tai khodn mdy vao Namespace:

- Cai dat Role File Service gidng nhu may dau tién. Sau do, chuyén vé may tinh
hién hanh, chon Add Namespace Server.

- Trong hOp thoai Add Namespace Server, chon Browse.

- Trong h6p thoai Select Computer, chon Advanced.

- Trong hép thoai ke ti€p, chon nit Find Now va Iua chon tai khoan may Server can
thém vao. Chon OK dé hoan tat.

-~




2.6. Cai dat va cau hinh hé thong
quan ly tai nguyén phan tan (DFS)

3. BoOng bo dir liéu gilra cac may Server trong mét Namespace:
-Vao DFS Managerment\ Replication\ New Replication Group.

- Trong Replication Froup Type, chon Multipurpose replication group hoac
Replication group for data collectgion.

- Trong h6p thoai Name and Domain, trong muc Name of replication group nhap vao
tén clla nhém déng bo dit liéu.

- Trong Replication Group Members, chon Add dé thém cac may Server tham gia
nhom Replication group.

- Trong hOp thoai Topology Selection, chon ki€u kién triic dong bd clia cac may
trong Replication group, chon Full mesh.

- Trong hOp thoai Replication Group Schedule and Bandwith, c6 thé chon vao
muc Replicate continuously using the specified banwidth dé dinh thoi gian
dong bd 24/7 hodc Bandwidth dé€ dinh bang thong dong bd, Replicate during
the specified days and times\ Edit Schedule d€ 1ap lich chi dinh thoi gian

e doéng bo gilra cac Server va bang théng tuong Ung.




2.6. Cai dat va cau hinh hé thong
quan ly tai nguyén phan tan (DFS)

- Trong hép thoai Primary Member, chon mot Server trong nhém Replication lam
may chinh.

- Trong hQp thoai Folders to Replicate, chon nat Add dé€ Iya chon mot thu muc trén
may Primary ma mudn déng b6 vGi cac may thanh vién khac trong nhom
Replication.

- Trong hop thoai Add Folder to Replicate, chon nit Browse dé chi ra thu muc dé
dong bo dir liéu.

- Trong hop thoai Local Path of Public_Data on Other Members, cho phép nhap
Vﬁo duzng dan ma thu muc déng bd dit liéu sé luu trir trén may member khac,
chon Edit

- Trong hOp thoai Edit, chon nGt Browse.

- Chon duong dan C:\DFSRoots\Public_Data. Chon OK.

- Trong h6p thoai Review Settings and Create Replication Group, chon Create.
- Trong hOp thoai Confirmation, chon Close dé hoan tat.

- Trong h6p thoai Replication Delay, chon OK.




Chuong 3: Quan tri hé théng va khac
phuc cac su co vdi cac dich vu mang
trén Windows server 2008

3.1. Sir dung cdng cu quan tri Server Manager trén Windows Server
2008

3.1.1. Cac thanh phan trong Server Manager:

- Roles: loai bd cac dich vu cua server, quan ly chi ti€t dit liéu tuong Ung véi moi
dich vu.

- Reatures: b6 sung, loai bé cac thanh phan trén Windows Server 2008.

- Diagnostics: tich hgp Event Viewer, Reliability and Performance, Device
Manager.

- Configuration: gdm Local Users and Group, Task Scheduler, Windows Firewall
with Advanced Security, WMI Control, Services.

- Storage tich hgp hai cong cu Windows Server Backup va Disk Management.

3.1.2. Quan tri hé théng v6i Server Manager :
N * Quan ly cac dich vu server (Roles)

- Mé ctra s6 quan ly.

- Cai dat dich vu bat ky:.

* Quan ly cac thanh phan (Features)



3.2. Tai khoan users, tai khoan may
tinh, nhdm va don vi to chirc

3.2.1. Users Account: c6 3 kiéu.
- User account domain:
+ Bugc tao trén may chu DC.
+ Bugc mac dinh la Domain user.
+ C6 thé gan quyén cho user vao nhom.
+ C6 thé logon vao Client trén mang.
- Built in account:

+ Dugc tao san khi cai OS va thang cap thanh DC dé trao quyén dac biét cho
user.

+ MOt s6 Built in account: Administrator, Account operator, Backup operator, Print
operator, Guest.

- Local user account:
+ La tai khoan dugc dinh nghia trén may cuc bo.
+ Chi dugc phép logon, truy cap tai nguyén trén may cuc bo.
+ Can cerng thuc lai véi Domain controller hoac may tinh chla tai nguyén chia
dé€ truy cap cac tai nguyén trén mang.




3.2. Tai khoan users, tai khoan may
tinh, nhdm va don vi to chirc

3.2.2 Tai khodn may tinh(Computer Account):

- Duing d€ x4c dinh PC trong Domain.

- Cung cap thong tin cho Admin x4c dinh, ki€m tra quy€n truy cap céc tai nguyén trén mang.
- Sé dugc tao khi 1 PC tham gia vao Domain.

3.2.3. Nhom (Group):

- Quan ly chung cac dbi tugng ngudi dung.

- Phan b6 cac user vao nhém d€ dé cdp quyén trén tai nguyén mang.
- Pugc chia 1am 2 loai: bdo mat va phan phoi.

* Nhém bdo mat:

- Duing d€ cap phat cic quyén hé thdng va truy cap.

- Cac loai nhém bdo mat: local, domain local, global, universal.

+ Local group: c6 trén mdy stand-alone Server, member Server, Win2K Pro, WinXP, chi c6
y nghia va pham vi hoat d0ng tai may.

-~

+ Domain local group: 1a local group nam trén Domain Controller.




3.2. Tai khoan users, tai khoan may
tinh, nhdm va don vi to chirc

+ Global group: la nhdm nam trong Active Directory va dugc tao trén cac Domain
Controller, dung dé cap phat nhirng quyén hé thong va quyén truy cap vuot qua
nhirng ranh gi&i clia 1 mién.
+ Universal group: c6 chirc nang nhu global group, ding d€ cap quyén cho cac
d6i tugng trén khap cac mién trong mot ring va gitra cac mién co thiét 1ap quan
hé tin cay véi nhau.

* Nhém phéan phoi:

- La nhém phi barp mat.

- Khodng cap phép truy cap tai nguyén.

- Puoc diung béi cac phan mém va dich vu.

- Dung dé phan ph6i thu hodc céc tin nhan.

3.2.4. Pon vi t6 chuc (OU-Organizational Unit):

~q - Trao quyén ki€m soat mot tap hop céac tai khodn user, may tinh, cac thiét bi mang
cho 1 nhém hay 1 sub-administrator.

- Kiém soat va khoa bét 1 s6 chirc ndng trén cac may tram cla ngudi dung trong OU
thong qua viéc sir dung GPO.



3.3. Quan tri moi truong lam viéc
nguadi dung, may tinh s dung chinh
sach nhom.

- Tri€n khai phan mém Ung dung.

- Géan céac quyén hé théng cho ngudi dung: c6 thé cap cho 1 hodc 1 nhém ngudi nao
d6 c6 quyén tat may server, doi gio hé thong hay backup dit liéu...

- GiGi han nhitng (ng dung ma ngudi dung duoc phép thi hanh: co6 thé ki€m soat
may tram cula 1 user nao dé va cho phép user nay chi chay duoc 1 vai ing dung
nao do.

- Kiém soéat cac thiét lap hé thong: cé thé ding chinh sach nhém dé quy dinh han
ngach dia cho 1 user nao do,

- Thiét 1ap céac kich ban dang nhép, dang xuat, khdi dong va tat may.



3.4. Quan ly va cap phép quyén truy
cap tai nguyén.

- C0 2 ca ché cap phat quyén:
+ Folder Permision.
+ New Technology File System (NTFS).
3.4.1. Folder Permision.
- Read: cho phép user xem ndi dung va thuoc tinh cla file.
- Change: c6 quyén read, x6a hay tao file, xda folder do user tao ra,

- Full controll: c6 quyén change, thay dGi cht s& h(tu clia thu muc hodc file do user
tao ra.

3.4.2 NTFS: ho trg user nhi€u quyén hon.

- Read.

- Write: thay d6i n6i dung file nhung khéng thé xoa.

- Modify: Read, wirte, x6a file, thu muc.

- Full: read, write, modify va thay dGi cht sé hitu trén cac file hay folder.

-~




Két Luan

Két qua dat dc
Phuong hudng phat tri€n
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