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NOI THEM VE CAC TRINH DUYET WEB (BROWSER)

Nhan doc bai Duyét Web mé ly vGi Opera 7.5x & LBVMVT 61,t6i da sir dung phan mém nay |du r6i,nay xin man
phép dong gop mot vai y kién véi doc gia:

- Khdng phai chi IE mdi c6 nhiéu “t&r huyét” ,ma vi IE |a trinh duyét phd bién nhat Thé Gidi, . Cho nén Ia
muc tiéu clia nhiéu Hacker. Diéu dd cling giong nhu’ My hay xay ra tai nan may bay vi ho cé s6 lugng may bay
chiém 1/5 thé gidi.Opera & Netscape ciing cd nhiéu khuyét diém nhung vi khdng phd bién nén khdng 16i cudn
cac Hacker.

- M3t khac ciing chinh vi IE r&t phd bién,cho nén cac Hacker thudng xdm nhap vao cac trang Web phd bién
(nhu’ PCWorld.com...) d& chén vao cac doan ma Iap trinh nhdm lam cho server ctia trang Web d6 s& trd nén
cham chap khi ngudi truy cap dung IE d& viéng thdm trang Web d6.Muc dich ctia viéc pha hoai d6 that don
gian: hoac chi vi muén choc gheo Bill Gates ,hoac la lam nhu vay bon Hacker sé ban dugc cac phan mém (ma
chiing goi la Plug-ins cho IE).Cd ché hoat dong clia nhitng phan mém nay that don gian:xda bd cac doan ma
ma ching da chén vao cac trang Web,nhu vay tu dong trang Web do6 sé khong con chdm chap nira.

- VGi cac trang Web chuyén nghiép, dudc thiét k€ dé xem vdi rat nhiéu trinh duyét,cho nén khi ching ta
truy cdp nhiing trang Web dé véi trinh duyét khdng phd bién 18m (nhu & VN 13 Opera & Netscape) thi van xem
dugc binh thudng.Nhung véi nhitng trang Web nghiép du,phi thuéng mai ctia nhitng ban it am hiéu vé I4p trinh
mang & thiét k& Web,thi cac trinh duyét khéng phd bién hau nhu khdng mé dugc ding véi dinh dang & kich
thudc ban dau (font, table...)

Nhu vy véi nhitng gi da ndi & trén,t6t nhat 1a ching ta sir dung song song hai trinh duyét: mét trinh duyét phd
bién (IE) & mot trinh duyét khac (& day tot nhat la Opera...).Khi xem mot trang Web nao dd,néu trinh duyét nay
cham chap hodc 16n x6n,chuing ta hay thir duyét trang dé véi trinh duyét con lai.
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C6 bao gid ban mudn ndi tat ca cac file Mp3 trong mdy ban thanh mdt file duy nhat va cd thé nghe tat
ca cac bai hat ban yéu thich xuyén su6t tir dau dén cudi thi phan mém Mp3merge la mot giai phap hoan toan
thich hogp. Uu diém clia phdn mém nay la cuc ki nhd gon khdng can bat ky thi tuc cai ddt nao ma chi can chay
truc ti€p trén mot file duy nhat va dac biét la hoan toan dugc mien phi. Sau khi chay chuong trinh giao dién cla
Mp3merge sé nhu hinh bén

#7 MP3 Merger
P T info
At | Dusion  (ROS0310 secends]
Tie | MPEG 1.0 keper 8
Frop Tk [0 3 [Sumes. Mo CFC. M Cogaright. No Drignall
Toar Geres | ad | 224 kbps, 44100 Hz, Stesen
: T oo SRR
Dluipad lename |G Mohebihac oulput mod _I
& dopetir | pdies. | Beeownfie Fesornad | Sotbt | e
™ Tokerses einis in MPEG headsis I~ A DG, tagte catpd Hin v ealbao com
Floewen [ Gews [ Sepiogwe [CueeeMos | Vesedlwe | Flese [
iy hinis b regpici-Lp His- mpd 224 kbg 44100 Sheceg 1.00 BdBE KB
Batad | Love YoulHP. mesd 128 kbga 4100 Jow Sleven 1.0m TN KB
Ber Emn by MusUHP- WP 28 kbes 440 Seoeg 10w TR
Ly g Do b T mp® 28 kbpa Fr ] Jprd Sleven 100 [icli]
Carh Chm Lac Lo -Lam Ly MF3 224 kbpa aannn Shxen .08 FSKE
Com T Wios Mong MaerDuang Durgr g3 128 kbga 24100 Jord Sheren 1.0m S13KE
CHUNEN CHANG DO DON-ACKH- ma3 U2 kbpt 44100 Jord Slersn 1.0M THZ KR
[hanih Thos Lang Quen Cam Ly MPI 224 kbpa 4100 Stessa 10m TEHKE
[remm Klay Anh Mo Ve Ervlam Truong-mp3 L34 kben 4100 Sleeeg 1.0m THZER
o Fies

Khi can néi cac file Mp3 nao vai nhau ban nhan vao ndt Add files dé néi cac file nay lai thanh mét file Mp3 duy
nhat, sau khi da chon xong no sé hién dugc tat ca cac bai thong qua menu list § bén dudi, bai nao ban cam
thdy khdng thich hgp thi ban chon bai dé va bdm nat Remove files hodc bdm nit Remove All dé bd chon hét tat
c4c bai. Trén muc Mp3 Info la cac muc 1én quan dén théng tin bai hat, ban cd thé chinh stra tlly y trong cac
muc nay. Trong muc Output filename la dudng dan Iuu lai va tén bai hat sé dugc ndi lai. Sau khi da hoan tat
cac budc ban badm nut Merge files d€ ndi cac bai hét lai la xong. Ban c6 thé tai chuong trinh nay tai dia chi :
http://www.download.com/ dung lugng 428 Kb hoan tdoan mien phi.
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NHUNG CACH PON GIAN TANG TOC INTERNET

Gan day cé rat nhiéu y kién vé toc dé download thé nao la nhanh thé nao la cham. Qua kinh nghiém cta minh
t6i xin trinh bay mot so tha thuat dé cd thé tang toi da toc do tai file va duyét web. Hy vong cac ban cd thé ap
dung va giam cudc phi truy cap cai Internet "gia trén trgi" nay.

Trudc hét phai ndi rdng, téc do tai file va két nGi phu thudc vao rat nhiéu yéu t6 "thién thdi, dia Igi, nhan hoa"
nhu: ban thuéc mang nao, dudng day dién thoai cd tot khong, coé nhiéu nguGi dang & trén mang khdng va tham
chi thai tiét thé nao... nén viéc cho rang tai file véi téc d6 bao nhiéu la nhanh, bao nhiéu la chdm chi cd y nghia
tung déi. Tuy nhién ching ta van c6 thé can thiép vao mét s6 van dé nhu cac théng s6 ciia Windows va nhd
cac trinh tang toc trg gidp.

1) Cac tha thuét t6i vu hda hé thdng: DAy la cac thu thudt dé€ vuot qua cac thdng s& mac dinh (nhung khdng
phai la téi uu cho Internet) ciia Windows.

- TGi uu thong s6 MaxMTU (Max Transnission Unit): day la mot viéc thudc dang "must-do". Theo mac dinh
clia Windows théng s6 nay la 1500, thdng sb t8i uu la 576. D& xac lap thong s6 nay, va cac thdng s6 khac nhu
NDI cache, IPMTU, RcvWindow, TTL (Time To Live)... t6t nhat ban nén dung cac trinh tién ich nhu NetMaster
(c6 thé download tai http://www.magellass.com/ ) vi né ddng tGi cai goi la Registry rét réc réi cia anh
WINDOZE.

- T6i uu tdc d6 Modem va Dial-Up Networking:

+Vao Start menu/Run g sysedit va chon ctra s6 WIN.INI. Tim muc [Port] va sira gia tri c6ng modem
nhu sau: COMx:=921600,n,8,1,p , x = s6 c6ng modem (vd: modem gin & céng COM2) 921600 = tdc do toi da
(bps) , n = non-parity , 8 = 8 data bits, 1 = 1 stop bit , p = hardware flow control

+ Vao Control Panel/Modem, nhadn vao nut Properties, chon "Maximum speed" la 115200. Ti€p theo vao
tab Connection nhan nut Advanced va bo chon (uncheck) "Use error control" va "Required to connect”. Nhan OK
dé Iuu cac thdng sb.

+ DE& téng téc dd quay sb, & tab Connection/Advanced ndi trén, ban cé thé thém dong S11=40 vao
"Extra Settings". SG 40 la chi thdi gian gilta hai s6 quay tinh bang mili-gidy.

+ Vao Dial-Up Networking, nhdp chudt phai vao quay so két ndi, chon Properties. Nhdp vao tab "Server
Type", bd chon NetBEUI va IPX/SPX (nhung phai chon TCP/IP). Ti€p theo vao Control Panel/Network, chon Dial-
Up Adapter va nhan vao nat Properties. Tai tab "Bindings" ban bo hét cac giao thdc ngoai trir TCP/IP.

Vi tat ca cac xac 1ap ndy, hé thong ctia ban da san sang dé két néi va tai file v8i t6c dd nhanh nhat.
Nhung... néu ban mudn tang téc download lén thém 300% va tang t6c duyét web lén tir 50 - 70% nira thi ban
nén sur dung cac tién ich ma téi xin gidi thi€u va danh gia trong phan sau.

2) Cac nha v6 dich trong download: Download Accelerator 4.0 va Mass Downloader 1.2

-Déy I3 hai tién ich téng téc khdng thé thiéu cho viéc tai file nd cd thé ting tdc dd tai file nhanh hn tir 200 -
300% so vdi cach théng thuGng nhG cung mét ltc né tai nhiéu phan cla tap tin véi cac thuat toan théng minh.
Ngoai ra nd con ho trg resume trong moi trudng hop (k€ ca khi FTP site khdng ho trg resume).

- Mass Dowloader ludn dat diém cao nhat vé t6c do tai file (tinh bang kbps) nhung khdng cé nghia la né
ludbn hoan thanh viéc tai file nhanh nhat. Theo th(r nghiém cutia ban than tdi trong tat ca cac trudng hgp (cung
toc do két ndi, cung tap tin) Mass Downloader chua bao gid vugt dugc Download Accelerator ma thudng cham
hn tir 5 - 20%. Sau day la cac so sanh uu nhugc diém cla hai trinh tdng t6c nay:

- Download Accelerator 4.0 (tai vé tai http://download7.speedbit.com/dap4.exe ): Trinh tdng toc nay tai vé
mot Iic 4 phan cla file va ghép ndi lai thanh file chinh khi tai xong.

*Uu:

+ La trinh tai file nhanh nhat (dugc thé giéi cong nhan day).

+ Ho trg Resume trong moi trudng hgp (ban 4.0)

+ Tich hgp hoan toan véi IE va Netscape Navigator (nh3p vao tén file d€ download)

+ Tu dong do tim cac mirror site va tai vé tir site cé toc do nhanh nhat.

+ Co tién tich tim file theo tén, MP3, games...
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+ C0 thé 1ap lich trinh tai file (ban 4.0).
+ Mién phi hoan toan
*Khuyét:
+ Kém tryc quan hon Mass Downloader.
+ Khi tai file, mai file tai vé can mét cia sd theo dbi riéng. B
+ Ban phai xem cac quang cao "mien phi" (vi day la trinh mién phi ma).
Mass Downloader 1.2 (tai vé tai http://www.tlnet.com.vn/weblh/ ): Trinh tdng toc nay ludn tim cach dat dugc
t6c db tai file cao nhét va str dung mdt lic dén 10 dong dir liéu dé tai file vé.
*Uu:
+ Rat truc quan vdi cac théng sé vé thdi gian, t6c do va cac bi€u dd theo ddi t6c db tai file...
+ HO trg Resume trong moi trudng hap.
+ Tich hgp vai IE va NN (nh&n phim ALT+Click vao tén file dé tai vé).
+ Lap lich tai file vé.
+ T4t ca tich hdp trong mdt clra s& duy nhét.
*Khuyét:
+ Kém vé tGc do tai vé so vdi Download Accelerator.
+ Thi€u mot so tinh nang so vdi DA.
-L&i khuyén ctia t6i 1a ban cé thé cai ca hai trinh nay vao may ma khdng anh hudng chi dén nhau. Néu
mudn dung DA ban nhap thang vao tén file, con néu ban thich dung MD thi gilt phim ALT trong khi nhap.

3) Trinh téng téc duyét Web bang NetSonic Pro 2.5 :

-Nguyén tdc tang tdc clia NetSonic kha dan gian va hiéu qua la duyét don dau tirc 1a trong ltc ching ta
dang xem cac trang Web thi né tai vé cac két ndi téi trang Web nay dé hién ra tic thi khi ching ta can tdi. N6
luu céc trang Web thudng lui t&i dé hién thi nhanh nhitng phan cé dinh va s& refresh nhitng phan khac biét sau
dd. N6 con toi vu dugc hai thong s6 hé thdng quan trong nhat 1a MaxMTU va Receive Window Size.

-Ban NetSonic mién phi cé tai http://www.web3000.com/ , nhung thi€u nhiéu tinh ning quan trong nhu tai
vé trudc hinh d6 hoa... t6t nhat ban nén tim ban NetSonic Pro 2.5 (cé rat nhiéu tai cac site download trén
Internet)
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NHUNG CACH BAO VE HOSTING VA SERVER

I. .htaaccess: N

1. Cac trang bao loi:

Trong qua trinh lam viéc vdi client, néu c6 16i xay ra (vi du nhu khong tim thay file) thi Apache sé bao
16i bang mot trang ¢ san hién thi ma s6 cla 16i d6, rat khong dep va khé hiéu. Véi .haccess thi ban c6 thé tu
tao cac trang bao 16i hay han. D& lam dugc diéu nay thi trong file .htaccess ban thém dong sau:
ErrorDocument errornumber /file.html 3
Trong dé errornumber la ma s6 cda 10i phat sinh, sau day la nhitng 10i hay gap:

401 - Authorization Required (can password dé truy nhap)

400 - Bad request (request bi sai)

403 - Forbidden (khéng dugc vao)

500 - Internal Server Error (0i server)

404 - Wrong page (loi trang, khong tim thay...) .

con file.html la trang web ma ban mudn hién thi khi 10i phat sinh. Vi du: ErrorDocument 404 /notfound.html
hodc: ErrorDocument 500 /errorpages/500.html

2. Khong cho hién danh sach file trong thu muc:

Trong trudng hgp ban khong mudn cho ngugi khac thay dugc danh sach file trong thu muc khong co
file index, thém lénh sau vao .htaccess: Options -Indexes
3. Chi dinh cac IP dudc/khong du'dc truy cap vao trang web:

Thém Iénh sau: deny from 203.239.110.2 d& c&m ip 203.239.110.2 hoc allow from 203.239.110.20 d& cho
phép ip 203.239.110.20. Néu ban chi viét ip dugi dang 203.239.110 thi sé cam/cho phép tat ca ip trong giai tur
203.239.110.1 dén 203.239.110.254. Con: deny from all : s& cam tat ca moi truy cap dén cac trang web trong
thu muc, tuy nhién céc file trong dé van cé thé dugc st dung tir bén ngoai thdng qua cac dang require hay
include.

4. Thay thé trang index:

Dung dong lénh sau: DirectoryIndex index.php index.php3 messagebrd.pl index.html index.htm . V&i dong lénh
nay thi tat ca cac file dugc liét ké sé dugc tim theo th(r tu khi co yéu cau tdi thu muc hién hanh, trang nao dugc
tim thay dau tién sé thanh trang index cta thu muc.

5. Redirection:

C6 thé redirect truy cp tir xa mot cach don gian bang Iénh sau: Redirect /location/from/root/file.ext
http://www.othersite.com/new/file/location.xyz hodc Redirect /olddirectory
http://www.newsite.com/newdirectory
6. Bao vé thu muc bang password :

-Trong file .htaccess cé thé viét thém:

+AuthUserFile /mnt/web/guide/somewhere/somepath/.htpasswd
AuthGroupFile /dev/null

AuthName Somewhere.com's Secret Section

AuthType Basic

<Limit GET POST>
require valid-user
</Limit>

+Trong do quan trong nhat la file .htpassword, c6 dang nhu sau:

username:v3I0KWx6v8mQM

bob:x4DtaL TgsEIC2

VGi phan trudce la tén user, phan sau la password da dudc ma hod bang DES (c6 thé dung john dé giai ma ).
Ban c6 thé tao ra file .htpasswd nay bing mdt cong cu cd san trong *nix 13 trinh htpasswd, vi du:

root@vnofear$htpasswd -c .htpasswd username
Adding password for username.
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New password:
password

Re-type new password:
password

Khi truy cap vao thu muc dugc bao vé bai .htpasswd, browser s& hién ra mot clra s& yéu cau ban nhap
username va password. 5

*Luu y trude khi st dung .htaccess ban nhd kiém tra xem host server cé ho trg .htaccess hay khéng.
Chu y: céc ban cé thé soan file .htaccess bang notepad

II. Bao vé irng dung Web ASP:

biéu nay tudng chirng nhu don gian nhung chéng don gian chit nao ca! Néu nhu ban nghi: 6i gidi! Web 16i thi
an nham gi dén pass host chir! Thi ban da...trat roi ddy! Néu nhu téi biét (’ng dung web cla ban bi I6i gi va
chén vao dé mét s6 ma nguy hiém hay backdoor chng han thi moi chuyén s& thay dai!

1. An toan trudc kha nang bi tan cong CSS (Cross-Site Scripting)

Ki€u tdn cong CSS dién hinh nhat xay ra khi tin tdc cd tinh chén mdt doan van ban cé chira script déc hai vao
cac form nhap dit liéu. Noi dung nhdp vao co thé chira cic thé <OBJECT> hodc <SCRIPT> cling cac doan m3
hét sirc nguy hiém. Trinh duyét, khi truy nhap site, cho réng cac srcipt nay do may chu gui tdi, hoan toan vo hai
nén sé chay nd & cap dé bao mat binh thutng, gay ra hau qua tai hai cho may tinh clla ngugi st dung .

DE bao vé khoi bi tdn cdng theo kiéu CSS, can chi y it nhat nhitng diém sau:

- Cap nhat thudng xuyén cac ban stra 16i bdo mat méi nhat cta IIS va Windows.
- Loc cac ky tu dac biét do ngudi sir dung nhép vao nhu' < > "' % () & + -

- Loc dé& loai bd cac ky tu ddc biét, két xudt trén cd s& thong tin nhap vao cla
ngudi sir dung. Xem ky cac dir liéu tur:

- Request.Form Collection

- Request.QueryString Conllection
- Request Object

- Database

- Cookie

- Cac bién Session va Application

DE c6 thé loc dugc, can xac dinh cu thé lugc d6 ma hoa ky tu trén cac trang Web,
trong thé META, & phan header. Vi du:

<head> <META http-equiv="Content-Type" Content="text/html; charset=I1S0-8859-1">
</head>

2. Ung dung c6 thé khéng can st dung cac cookie thudng truc B

Cookie thudng truc la nhiing tép, dugc cac 'ng dung Web guii t6i may tinh ngudi st dung va van ton tai trén &
cling clia may tinh ngay ca khi ho khdng con duyét site. Chling luu mét s6 théng tin v& ngudi st dung dé cac
ng dung Web tuy bi€n ndi dung cho phu hgp vaéi tirng dbi tugng ngudi sir dung hodc cho phép ho bd qua giai
doan dang ky dang nhap. Cac cookie khong thudng truc dugc luu trong bé nhd may tinh cla ngudi sir dung va
chi ton tai trong thdi gian ngudi st dung duyét site. IIS dua vao cac cookie khong thudng truc dé xac dinh mot
phién ASP. Khéng cd nd, IIS khéng thé duy tri bat ky cac théng tin vé phién lam viéc, chdng han nhu cac bién
phién.

Néu site ctia ban st dung cookie thudng truc, khdng nén yéu cau IIS luu trir ching trong tép log cua IIS. Néu
tép log luu lai tat ca cac thong tin dang nhap cla ngudi st dung thi rat cé nhiéu kha nang, do mot thoa hiép
nao dd, nhifng théng tin nay cd thé dudc tiét 16 ra ngoai.
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3. Sir dung SSL cho tat ca cac trang nhay cam dudc chuyén trén mang Internet

SSL ma hod ndi dung cua céc thdng diép TCP/IP dé nd khdng bi nhdm ngd trén dudng truyén. SSL, hodc
mot giai phap ma hod khac VPN chdng han, rét can thiét khi giri cac théng tin nhay cam (nhu s8 thé tin dung)
qua mang. Co hdi thdm nhép dudng truyén va 18y cdp cac thong tin bi mét Ia thap song khdng phai khdng thé
¢6.Ngudi str dung sé khong dat niém tin vao site clla ban néu cac thong tin nhay cam khong dugc ma hoa.

Tuy nhién, mat trai cta SSL la lam cham lai hi€éu nang thuc hién cla Ung dung. Mt s dung tai nguyén hé
théng CPU doi hdi trong tién trinh ma hoa va gidi ma cho mot trang SSL cd thé cao hon tir 10 d&n 100% so Vi
cac trang khdng dudc binh thudng. Néu mdy chd cla ban ¢6 luu lugng cac trang SSL cao, ban cb thé phai can
nhdc tdi viéc st dung thém mdt bd tang tGc SSL phan cling.

4. Yéu cau ngudi sir dung ding nhap mdi khi sir dung (rng dung

Nguyén tac nay ap dung cho cac (ing dung c6 yéu cau thi tuc dang nhap. Diéu nay cd nghia la viéc déng
nhap tu ddng dua trén cookie 1a khéng dugc phép. M3c du ngudi st dung cé thé thay phién ha nhung néu cho
ho ddng nhap tu ddng dua trén cookie s& cé rat nhiéu nguy hiém (va nhu ta da thdy & phan trudc, sir dung céc
cookie thuGng truc khong phai ltic nao cling phu hgp).

MOt bién phap tiép theo can thiét d& bao vé méat khau 1a huy tinh n8ng Autocomplete cla IE trén cac trudng
mat khau. Diéu nay cd thé thuc hién bang cach thém thudc tinh AUTOCMPLET ="OFF" cho thé <FORM> hodc
<INPUT>. Vi du:

<input type="password" name="pwd" size=16 maxlength=16 AUTOCOMPLETE="OFF">

5. Log out ngu@i sir dung ra khoi hé théng ngay khi ho rdi site

-Gia sir mot ngudi st dung dang xem mot trang web trén site clia ban, sau do ho truy cap mot site mdi
nhung cudi cung lai quyét dinh quay trd lai trang clia ban bang cach an phim BACK. Trong trutng hgp nay, ing
dung phai yéu cau ngudi sir dung dang nhap lai mot [an nira. Phat hién nhitng tinh huéng tuong tu’ nhu tinh
hubng vira roi clia ngudi sir dung phai dua hoan toan vao cac script chay & phia trinh duyét ma khdng thé dua
vao server vi no khong biét ngugi sif dung da & nhitng dau. Cach giai quyét day du nhat cho van dé nay la s
dung mot giai phap bao mat Proxy Server nhu cla Netegrity SiteMinder (http://www.netegrity.com).Giai phap
Proxy Server s& gidm sat moi yéu cau Web tir trinh duyét va ghi lai moi dia chi trinh duyét da truy nhdp dé (ng
dung c6 thé kiém tra.

-Mbt céch thirc khdng déy du trong viéc kiém tra cac gidi han site cd thé thuc hién bang cach thiét 1ap
Request.ServerVariables("HTTP_REFERER"). Néu ngudi st dung c6 gang truy nhap bat ky trang nao khac vdi
trang déng nhap, tir mot URL clia mét site khac, thi ho s& bj tir chéi. Tuy nhién, phucng phap nay khéng thé
ngan
ngtra mot ngudi st dung rdi bd site clia ban dé téi mot site khac nhung sau dd lai quay trd lai site ciia ban va
ti€p tuc phién lam cla ho.
6.Cat két ndi khi ngudi sir dung khong tuong tac véi site trong mot khoang thdi gian nhat dinh

-C6 hai giai phap cho van dé nay, mét giai phap & phia may chu va mot giai phap s dung script G phia trinh
duyét. Trong giai phap th{ nhat, chidng ta sir dung IIS Manager va dat gigi han phién ASP la mot khoang thdi
gian mong mudn nao do (gia tri mac dinh la 20 phut). Trong 'ng dung, luu trif thong tin truy nhap vao mot
bién phién lam viéc va kiém tra né trén moi trang ngudi st dung duyét qua. N&u thdng tin truy nhap khong
thudc vé mot bién phién, ngudi sir dung da bi cat két ndi vdi site va ’ng dung can dinh hudng ho sang trang
truy nhap hé théng. Hon nita, méc du chua phai c thé tin cdy tuyét d6i, ban cling c6 thé viét ma dé xur ly cat
két nGi ngudi st dung trong su kién Session_OnEnd & tép Global.asa.

-Giai phap phia client sr dung cht it JavaScript. Chen thém doan ma sau vao dau clia moi trang Web két
xuat bdi ¢’ng dung:

<script Language="JavaScript">
window.setTimeout("window.navigate('Logout.asp')", 900000); </script>

'Logout.ASP' la trang d€ cat két nGi ngudi st dung véi ting dung. 9000000 la khodng thdi tdi da tinh bang mily
gidy ngudi sir dung van duy tri phién lam viéc cta ho trong trudng hgp khéng cé tuang tac nao vdi site.
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7. Ung dung khdng cho phép login d'6n,g thoi
Yéu ciu nay c6 nghia la tai mot thdi di€ém, ngudi sir dung khdng thé truy nhdp (ng dung vdi 2 phién lam
viéc khac nhau. Day cling la nguyén tac ap dung cho phan Ién cac (ing dung client/server va may tram khac.

Trong moi truGng IIS/ASP, viéc dap ('ng yéu cau nay khong co gi kho khan. 2 su kién Session_OnStart va
Session_OnEnd trong Global.asa cé thé st dung dé kiém tra phién truy nhap hién thdi clia ngudi st dung. Ban
cling ¢ thé dp dung mdt gidi phap clia cd sd dif liéu d& huy mét phién lam viéc dang ton tai khi mét phién lam
viéc mdi dugc bat dau.

8. Ma nguon rng dung khong chira cha thich cia ngu'si phat trién

B4t clr cdp bao méat nao cling cd thé that bai. Trong nhitng trudng hap khi da truy nhdp dugc vao cac tép
m& ngudn clia Website thi nhitng chi thich clia ngudi phat trién s& la nhitng trg giup dac luc cho tin tic, nguy
hiém nhét la trong trudng hgp ma ngudn cé chira nhitng "vién ngoc" nhu tén va mat khau dung trong qua trinh
chay thtr &ng dung. Yéu cau nay chi ap dung cho nhirng tép script, chang han nhu cac trang ASP, khdng ap
dung cho cac doan ma trong cac déi tugng COM da dugc bién dich.

TruGc day, nhitng diém yéu vé bao mat chua dugc khéc phuc cta IIS lam cho cac script ASP trén mét s6
site rat dé bi doc trdm. Nhiéu tin tc biét rang hoc cd thé doc cac script ndy bang cach thém chudi "::$DATE"
vao cudi yéu ciu truy xuét trang. D€ tranh cac rui ro cd thé xay ra, can loai bd moi chd thich trén trang ASP,
HTML ho&c ma JavaScript. Ban cd thé thuc hién bang tay nhung cach nhanh nhét |a viét mét chuong trinh dé
loai bo cac chd thich tir cac loai tép khac
nhau.

9. Khong luu trir thong tin két ndi co sé dir liéu trong global.asa

Thong tin két ndi co s& di liEu gom tén server , tén ca sG dif liéu, thong tin truy nhap SQL Server. Vi la mot
tép van ban, nhitng thdng tin trong global.asa cd thé bi 16 va rai vao tay nhitng d6i tugng st dung khéng ding
muc dich. Nhitng thdng tin nay nén dugc luu trit & nhitng nai khac. Hai cach phé bién 13 luu trit né trong mét
tép hodc trong mot Register.

Luu trif thdng tin két ndi co s6 dir liéu trong mot tép va sau do cd thé doc dugc bang File System Object
hodc XML Parser la cach an toan hon luu trong global.asa. M6t giai phap luu thong tin trén tép khac la sir dung
tép UDL vi n6 cho phép luu tat ca cac chi tiét vé két ndi. Chuoi két ndi ADO sé trd thanh "FILE Name =C:\
Path_That_IUSR_<machinename>_Can_Get_To\MyDataLink.UDL" trong d6 tai khoan dich vu IIS,
IUSR_<machinename>phai cé quyén truy nhdp dé doc dudc tép nay.

Luu cac thong tin két nGi dudi hinh thifc dugc ma hoa trong registry la cach an toan nhat. bBiéu nay yéu cau
rng dung phai viét cac thong tin ma hoa vao trong registry va cac thanh phan COM phai thu vé va gidi ma n6 &
thai gian chay.

Dai véi IS 5, néu str dung thanh phan COM+, con c6 mot lua chon registry khac. COM+ cho phép mdi thanh
phan cé Constructor dugc thiét Iap trong Component Services Manager. Vi khong ma hoa thong tin, cach nay
cho phép ngudi quan tri site kiém soat viéc truy nhap cd s dit liéu va thay déi nd vao bat ¢ Iic nao.

10. Cac tép audit log cia cd sé dir liéu nén ghi nhan tat ca cac thay doi doi véi dir liéu

Céc tép audit log clia cd s6 dif liéu cung cdp cac théng tin qua kh(r vé nhitng thay déi d&i vdi dit liéu trong
céac bang. M6t cach thdng thudng la tao cac trigger clia co s6 dir liéu dé€ ghi lai tat ca cac thao téc Insert,
Update va Delete. Tuy nhién, ghi nhan tat ca thay d6i d6i véi moi ban ghi cd thé lam ting kich c& cd s& dif liéu
clia ban 1én nhiéu [an. D& gidm khéi lugng dif liéu luu, can phai cAn nh3c ky nhitng thay déi dif liéu & cac bang
nao can dugc ghi nhan. Mac du c6 thé tao cac bang va viét trigger bang tay, nhung dé giam nhe khdi lugng
cdng viéc, chiing ta c6 thé sir dung giadi phap tu dong. Mot s§ san pham va script mién phi tai dia chi
http://www.sgldevpro.com/articles/MagicAuditingCode.htm cé thé gilip ban thuc hién diéu nay.
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11. S&r dung cac thu tuc Iuu san (stored procedure) dé truy nhap co sé dir liéu ;

- GiGi han viéc truy nhap cd sd dif liéu, chi cho phép thuc hién thong qua cac thd tuc luu san cé nhiéu
uu diém vé bao mat va hiéu ndng thuc hién. Cach ti€p can nay nén dudc tinh dén ngay tir khi bat dau phat
trién (ing dung dé viéc trién khai vé sau dugc dé dang hon.

- S{r dung thu tuc luu san an toan han sir dung ADO Recoredset hodc cac Iénh SQL bdi vi qua né cho
phép chi c6 nguGi sG hitu cd s6 dif liéu, dbo, mdi cé quyén quyén truy nhap téi bang cla tat ca nhitng ngudi sir
dung khac. Ngudi str dung ¢ quyén thi hanh trén cac tha tuc luu san nhung khdng ¢ quyén doc hodc sira ddi
dir liéu trong cac bang mét cach truc tiép. Chi co dbo va ngudi quan tri méi dugc phép st dung Query Analyzer
hodc Crystal Reports dé lam viéc vdi dit liéu. Vi vay, yéu cau nay c6 nghia la néu Crystal Reports hodc cac cong
cu tuang tu khac dugdc sir dung trén Website, viéc thu nhan di liéu phai dugc trién khai qua cac tha tuc luu
san.

- Vi cach ti€p can ndy, chiing ta can tao 4 thl tuc cho mdi bang cho cac 1énh Select, Insert, Update
and Delete. Ban ciling c6 thé tao mdt I3p bao (wrapper class) déng vai tro la giao dién cla thi tuc trong tang
truy nhap cd sé dif liéu cua rng dung.

Dugi day la thi du vé tha tuc chén dir liéu vao bang Authors trong cg sé dif liéu cia mét nha xuat ban:

CREATE PROCEDURE dp_authors_ins @au_id varchar(11), @au_Ilname varchar(40),
@au_fname varchar(20), @phone char(12) = NULL OUTPUT , @address varchar(40) =
NULL , @city varchar(20) = NULL , @state char(2) = NULL , @zip char(5) = NULL ,
@contract bit AS IF @phone IS Null SET @phone = ("UNKNOWN")

INSERT INTO authors WITH (ROWLOCK) ( au_id, au_lname, au_fname, phone, address,
city, state, zip, contract) VALUES (@au_id, @au_Ilname, @au_fname, @phone,
@address, @city, @state, @zip, @contract)

SELECT @phone = phone FROM authors WHERE au_id = @au_id
GO

Doc va thay ddi dif liéu cd hai khéc véi cach tiép can tha tuc luu san. Thay vi 1am viéc véi cac recorset ADO
hodc tao cac cau Iénh SQL dé thi hanh trén server, tt ca viéc truy nhap €0 s@ dif liéu déu théng qua dbi tugng
diéu khién ADO. Céc d6i tugng diéu khién ADO s& thi hanh thu tuc luu san nay.

III. Nhirng diéu can biét khi chon host:

Duy tri Web server c6 thé la mét viéc rat ton kém vé tién bac va thdi gian. Thé nhung vdi khoan phi hang
thang, mot nha cung cdp host s& dam bao moi van dé ky thuat, gilip cho cdng ty ban cd thé chi tdm vao viéc
phat trién ndi dung. Trang Internet ngay nay ky nay xin dang 21 diéu ban can biét khi chon host.

1. Hay nghi dén ngay mai ciing nhu ngéy hom nay .

Khi site cta ban trd nén phl,rc tap han, nd cd thé can thuc hién scrlpt G trén server, ho trg cd sé di liéu,
thuong mai dién tr hay cung cap du béng thdng dé truyén &m thanh va hinh anh. Ban sé khong tim thdy nhu‘ng
ho trg dé trén cac site host mién phi. biéu quan trong la ban phai danh gia mot cach thuc té nhitng nhu cau
cUa site clia ban khong chi & hién tai ma ca trong tuong lai.

2. Hay dé tam dén cac van dé bao mat )

MOt host cung cap hang rao bao vé gilp phong tranh moi sy tan cong va cac hanh vi tin tac khac dién ra
hang ngay lam ngling hoat dong nham vao server ctia ban. Thuc su’ ban c6 mudn ngay nao cling méat thdi gian
dé xem lai nhirng Ian truy cip server, cdp nhat phan mém vf phuc hdi nhitng thiét hai do cac tuyén phong thi
cla ban thudng xuyén bi choc thing?

3. Quyét dinh loai host nao la tot nhat cho ban

MUrc thir nhat clia host sé dat site cla ban clung nhiéu site khac Ién mot may chd trong mot domain ao co
thé dinh vi site ban tren may dé . Pay chinh Ia kiéu nudi chung (shared hosting). Khi ndi dung nhiéu Ién hay khi
chuyén trang Web tir dang tinh sang trang tuong tac, ban nén chuyén site ciia minh sang may cé nhiéu ngudn
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tai nguyén han va co it site dung chung nguodn tai nguyén doé hon . Budc ti€p theo la mot may danh riéng cho
site cGla ban. Nha cung cdp host s€ s@ hitu, duy tri va sao luu may chd dong thdi cung cap tat ca cac hang muc
vé bao mat vat ly cho site, luu dién va cac van dé khac vé diéu hanh trung tam dit liéu.

MUrc cao nhét clia host |a sép dat cac may cha & cling mot chd. Trong trudng hgp nay ban s@ hitu toan bd
phan clng clia minh nhung vé mat vat ly n6 dugc dét lai cho cia bén host dé tan dung dugc uu thé cla nha
cung cép: Ban cd thé chon dai bang tdn mf ban can va nha cung cép sé& cho ban mét dutng két ndi riéng vao
Internet. Day la mot tuy chon hét sirc hdp dan nhung véi phan I6n cac nha cung cap, diéu nay co nghia la ban
phai tu thuc hién cac khoan muc vé bao an va tudng Itra clia riéng ban; ban sé khong dugc su’ bao vé tir tudng
Ira ciia bén cung cap hosting. Trir khi ban la chuyén gia vé cac van dé bao an, con khong thi ban s&é mudén ky
két hop déng véi bén cung cip host hay mdt nha tu van vé bdo an dé co dudc su bao vé thich hop cho site va
may cha cua ban.

4. Nhu cau dich vu nhanh chéng va hiéu nang

Viéc site clia ban c6 dat dugc thanh cdng va danh ti€éng hay khong phu thudc vao cdp d6 host. M6t site
phuc vu chdm do cac server bi qua tai sé khéng thu hdt dugc ngudi xem. M6t site khé duy tri sé khéng thé dap
(’ng hét nhu cdu hodc khién ban phai 1am viéc vat va hon dé lam moi th& ma ban can lam. Chang han, ¢ thé
ban mudn 14p mdt hdp e-mail dic biét danh dé& quang cao hay tranh lun. Mot vai muc nhap nhanh vao mot
trang HTML hay mét bang clia cac tai khoan thu hgp thirc ¢d thé 1a tat ca nhitng gi ban can, nhung néu nhu
ban phai dgi cho bd phan k¥ thuét ciia bén cung cip host lam viéc dd thi ban cé thé dé tudt mét ca hdi cla
minh.

5. Cac 'ng dung cua ban phai phl hgp véi mirc ciia nha cung cap host

M6t s& ('ng dung va mdt s6 kiéu site 1a rat khé thuc hién véi host. NEu mét dich vu dudc xdy dung vdi mot
viing dia I6n va mot s6 may chay nhanh thi né c6 thé di phuc vu rat nhiéu trang tinh. Nhung néu mdt site dét
ra nhitng doi hoi I6n ddi véi CPU thé n6 s€ chay cham han trong méi truGng do, vf toi té hon s& lam giam tc
do6 cla cac site khac. Cac dién dan thao luan doi hoi ddc biét khat khe d6i véi cac may chd hosting, bai vé
ching can bo nhé dung tich 16n, kha ndng truy cap nhanh vao cd sg dif liéu tranh luan. Néu ban duv dinh cho
mot dien dan I8n, s6i dong thi hdy tim nha cung cap biét cach thuc hién ching.

Site ma ban mong mudn cé thé con dat ra nhitng doi hoi ddc biét ddi véi mdy chu hosting. Ludng di liéu
am thanh véi hinh anh yéu cau két néi nhanh t&i mang truc, hé thong dia luu trir t6n kém va cac server manh
c6 phan mém phu hgp. Kinh nghiém cung cap host da phuang tién cling can thiét, vi vay ban nén tim mot bén
cung cap host c6 kinh nghiém, ho sé tao cac cong cu thuan tién cho ban.

6. Chon hé diéu hanh.

Hay d€ cac ing dung dan dét ban; hdy chay ching trén hé diéu hanh ma theo ban Ia hiéu qua nhat. Mot
nha cung cap host cung cap ca Microsoft Windows va Unix sé dua ra nhiing IGi khuyén khach quan. Birng cho
rang can c6 Windows NT dé chay site clia ban véi nhitng phan mé réng Frontpage. D3 cd it nhat mét nha cung
cap host, Eas Street Online Services (www.easystreet.com), gat hai dugc thanh cong I6n trong viéc viét lai
nhitng phdn mé& rdng dé€ chay t6t hon tren Unix so véi trén Windows NT.

7. Poc ky cac giay to .
Ching t6i d3 danh rt nhiéu thdi gian d& dam bao réng minh hiéu nhitng diéu khoan va diéu kién ciia moi
nha cung cap dich vu ma chiing t6i ky két. Ban cling nén lam nhu vdy. Nén cé mot ludt su’ xem xét cac diéu
khoan. Birng bao gid cho rang mét diéu khoan trong ban hgp déng sé khdng dudc thuc thi hay nhu thé nao dé
khong ap dung d6i vdi ban. N6 co ap dung day. Phai dac biét quan tam dén viéc sg hitu ban quyén, tra I8i cac
khi€u nai vé site cia ban, thdi han ctia hgp dong cung cap dich vu, thong bao vé viéc gia han hay cham dit hop
dong, nhirng phu phi va luat hién hanh.
8. Biét cach xtr ly cac khiéu nai
Van dé khi€u nai rat quan trong. Néu ai d6 phan nan rang Site ban gui di bom thu hay chira tranh anh
khiéu dam (bat k& tinh hiéu luc cta I8i khiéu nai), nhiéu nha cung cap dich vu s& khudc tir ban. Hay tim xem
cho dua cua ban la gi? Néu trong ban hgp ddng ¢ nhitng diéu khoan khéng thé chap nhan dugc va nha cung
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cap dich vu khdng muéh thay ddi ching, hdy tim nha cung cip khac. Nhé rang hgp déng dugc 1ap ra la dé bao
V€ ca hai bén va dam bao Igi ich cta ban dugc néu ra day du.
9. Kiém tra cac tham chiéu

Trudce khi ban gl gém site quy gid cia minh cho mét nha cung cap host, hdy hoi tén cac nha lam Web hién
dang diéu hfnh céc site nhu site clia ban. Goi dién hay gui E-mail cho ho, nhung béng moi cach phai nhan dugc
su’ phan hdi. Hay Iudt qua cac site cta ho. Ghi lai nhitng khoang thdi gian dap (hg vao gid cao diém hay gid roi
. Phai dam bao réng la cd thé chdp nhan dugc dich vu cua ho.
10. Hay t6 mo mot chat

SUr dung nhitng cdng cu dua trén Web dé biét ban dang giao dich véi ai? Tra cd s& dif liéu Whois (
http://www.whois.net/ , www.pavietnam.com/index.php?parm=whois ) dé tim xem ai s hitu site dé. Ghi lai dia
chi glao dich. Chay ('ng dung Traceroute (cé san trén phan I6n cac site dugc tai xudng) dé xem dudng dan dén
cac may da liét ké trong tim kiém Whois. Néu Traceroute tim thdy site d6 thong qua server cla LSP khac trong
cling mét domain thi cd thé ban dang giao dich véi ngudi ban lai chir khdng phai Ia mdt nha cung cdp host thuc
su. Chang han CIHost, mdt nha cung cdp host cé ndng luc tu quang cdo, dudng nu dang cung cap dich vu truy
cap mang cho Propagation.net trong khi dung dich vu cta tap doan khdng 16 BBN Planet.

Khi stf dung cd s& dir lieu Whois, hdy xem xét ky may trén cai dudi cing mét bac. Nhap nhitng tén ma ban
tim th&y vao cong cu tim kiém Deja.com. Chling t6i thdy rdng mang Propagation.net dudc két nGi véi nhirng site
¢6 bom thu va CIHost da dua ra nhitng IGi chi trich trén nhom tin alt.www.webmaster . Hay so sanh viéc nay
vGi cOng cu truy nguyén Verio.net.

11 . Bo qua nhirng hiép hoi chuyén nghiép

Va cling nén bo qua phan I6n y ki€n cla cac site x€p hang. Bdi vi thanh vién ca HGi cung cdp host (Web
Hosting Guild) bao gém cac cong ty c6 danh ti€ng nhung cé mét s6 trong dé ndi chung khong dugc gidi
Webmaster danh gid cao. Cac site x&p hang thudng téng hop cac Ian trudc ddy dugc x€p hang uu bdi cac
webmaster la nhitng ngudi sau do rGi bd host thudng vi nhitng ly do tiéu cuc.

12. Hay doc nhifrng gi ma webmaster noi

Hay xem nhém tin alt.www.webmaster , vww.hostinvestigater.com , www.scriptkeeper.com/cgi-
bin/ultimate.cgi va http://www.hostcompare.com/ . Diéu dé cd th€ mat mot thdi gian d€ "tiéu hod" tat ca moi y
ki€én va dé xuat nhung két qua thu dugc cling xfng dang.

13. Biét ro thinh gia cta ban

Cang biét rd thinh gia tiém ndng cua ban, ban cang c6 kha n&ng udc tinh chun xac céc chi phi va 1ap ra
mot biéu gia thich hgp. Néu ban d& 1am chi mot site hdy nghién clftu cac tép truy cdp va cac cdng cu phan tich
luu thdng clia ban dé€ biét can bao nhiéu bang tan va bao nhiéu tai nguyén Server, tir d6 lva chon mét cach
tuang (ng khi ban chuyén sang nha cung cap host. Néu ban [an dau diéu hanh mdt Website hdy sir dung
khoang thdi gian thr nghiém dé lam nhu vdy roi dua ra nhitng sira d6i can thiét trong ban k& hoach clia minh
trude khi thgi han 13y lai tién két thac.

14. Chon mot ké hoach phu hgp véi ban

Nhirng tinh toan chi phi khéng k¥ ludng c6 thé dét ra nhitng ganh ndng tai chinh khdng thé ludng trudc Ién
site cGia ban. Mot s6 nha cung cdp host hudng ké hoach clia minh vé phia nhiéu site nhd, trong khi s6 khac
hudng tdi it site cd dung tich I6n han. Phi hang thang tucng (ng véi s6 lugng byte gidi han, va khoan phu tréi
o thé sé rat &n tugng. Mot chit thanh cong déi khi la ké thu nguy hiém nhét déi véi cac site nho, bdi vé thu
nhap cla cac site chuyén quang cao thudng tang khong tuang (ng, trir khi cdc nha quang cdo trén site ban tra
chi phi theo s& lugng [an truy cdp ngudc lai, viéc tdng nhiéu sd [an truy cip tdi site thuong mai dién ti c6 thé
ddng nghia véi nhiéu don dat hang hon hodc thu hit dudc su’ quan tdm I16n dén san pham mdi. Mdt trong hai
trudng hop tren doanh thu cling sé tang tuong rng.

15. Than trong tru'dc khi cam két

Gia chao thudng tinh theo hang thang, con hoa daon thanh toan thuc té€ lai mang tdi nhirng khoan phu tréi
I6n han. Nhung dé& nhén ra dugc diéu nay thudng phai ¢ sy’ lién lac gitta cac cha thé, khéng phai chi bang viéc
vao xem site d6. Chuing tdi cho rang s& hdp ly khi bat dédu bdng mét dich vu ngén han cd I€ I 90 ngay dé chac
chdn réng moi viéc dién ra nhu ban d3 dinh. Khi ban th3y hfi 1dng, hdy gia han dé c6 giam gia.

16. Hay xem hoa don

Chung t6i dang ky 30 ngay dung th 9NetAve va lap tirc bi Iap hoa don cho mét nam dich vu. Khi ching t6i

khi€u nai, cong ty dd dé nghi xin cat giam thdi han tinh phi xuéng con 6 thang, sau do la 3 thang. Dap lai,
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ching toi doi 1ay lai tién. Phai mat thém mot cu dién thoai nita méi nhan dudgc tién va ching t6i da quyét dinh
khéng tham khao nha cung cap host dé nira.
17. Lap chién luge rat lui B

Cho du cac du dinh c6 hoan hao di chdng nita thé méi quan hé doi khi van truc tréc. Hodc ban c¢é y dinh rGi
bo nha cung cdp host ctia minh véi vo s6 ly do. C6 mot s6 nguGi rat ding mdc ma chuing toi biét da trd thanh
nhitng khach hang khung khiép déi véi nha cung cap host cla ho, va mét s6 nha cung cdp host dat hang cling
da trd chirng thanh nhitng phong khing b6 khach hang cua ho.
18. Luu trir tat ca moi thir

Di nhién cac trang HTML clia ban dang dugc luu trit vé ban tao ra chlng trén may ctia minh va tai ching
[én site clia nha cung cap host. Hay nghi dén tat ca cac file khac hién dat tren Server clia ban: nhitng ban ghi
truy cdp ngudi st dung, cd s& dir liéu san pham, don d&t hfng cta khach, CSDL tranh luan, script cua Servel;
phan mém thugng mai nhu thuang mai dién tir vi cac gai dién drn thao ludn, phan mém phan tich luu théng,
va tat ca nhirng th&f ma ban tai Ién site ciia nha cung cap host hay dich vu nay tai xuéng cho ban.
19. Giam nhe su chuyén ddi site cia ban

Néu ban nhan thdy rang site ban phat tri€n nhanh hon ca nha cung cdp host, thi ho cling nhan thdy diéu dé
va sé lam viéc v8i nha cung cép host mdi d€ chuyén site clia ban véi su phién nhiéu va hong héc téi thiéu. ba
sd su chia tay 13 tdt dep. Nhung khi khdng phai vay, thé hdy chuin bi san ban sao cla tt ca nhitng th& ma ban
6 thé nghi dén.
20. SG hiru mot tén mién cua riéng ban

Tham chi ngay ca khi ban khdng c6 y dinh tr bd nha cung cap host ctia minh thi ban ciling phai chac chan
rang minh c6 mot tén mién riéng. Néu nha cung cap host da déng ky ten mién cho ban, hdy tra Whois dé biét
chac rdng ban hay ngugi trong cong ty ban la ngudi déng ky va lién lac hanh chinh cho site ciia ban. Néu nha
cung cap host dugc niem yét la dau mai ky thuat va quan ly thi nd sé s& hiru tén mién chf khong phai la ban va
ban c6 thé s& phai bo tién dé mua tén dod. Hay lam nhu vay tir khi nha cung cdp host khdng cé diéu gi gidn ban,
néu khong tén mién clia ban cd thé sé bj gilt d& doi tién chudc.
21 . Hay giup cac vi khach tim trang chii méi ctia ban

C4 18 ly do 18n nhat dé rai khdi nhf cung cdp host theo cac diéu kién rdng réi la sao cho site cli cla ban chi
tdi site mGi trong mot khoang thdi gian nao d6. Ngudi st dung hay khach hang ctia ban c6 thé s& danh dau dia
chi theo tén ch{r khéng phai dia chi IP cla site hay cac trang ma ho s dung. Nhung cé thé phai mat vai ngay,
tham chi mot tudn dé dia chi IP mdi dugc truyén b sudt cac Server tén mién cua Internet. Va néu vi mét ly do
nao do ngudi sir dung dugc hudng tdi dia chi IP cili thé nén c6 nhiing chi dan tdi site mé&i va hudng dan cach
cap nhat cac book- mark. Dirng quén guri e-mail cho khach hang va dua thong tin 1én trang ctia ban dé bao cho
ho vé su thay d6i c6 thé xay ra.

Dich vu cung cap host van con 1& mot nganh kinh doanh md&i mé, mét nganh kinh doanh dang tiép tuc tai
tao ra chinh nd. Ban s& phai chuan bi cho su thay ddi lién tuc, su cai thién I8n han va bién ddi dot pha cé tinh
cd hdi vé dich vy, hiéu qua gia ca hay hiéu ndng. Birng cé dao dong ma hay ti€p tuc danh gia dich vu ban dang
6 vf nhitng gi ban dang phai bd tién d& mua.

22, Hay Iuu trir cac thong tin bi mat caa ban trong host free

Ban diing qua tin tudng rang server hay host minh mua lu6n luén bao mat cao han cac host free. D6 la mot
y nghi sai lam! Hau hét cac hosting & VN bi cac hacker “qua mat” mot cac dé dang bdng nhiéu cac va cach
thudng dung la hack local. Khi ban giif cac thong tin bi mat ca minh trong host riéng thi tinh trang bi hack cao
han la khi ban gilr cac thong tin bi mat & host free. Vi cac host free luén ludn bao mat tot va khong cé hacker
nao du siéng néng dé hack hét toan bd cac user va han cling chang biét dugc user nao ciia minh. Khi chon host
free thi hdy chon cac host & nudc ngoai vi khi dy host & nudc ngoai bao mat cao han nhiéu so vai host & VN.
Chang han host & t35 hau nhu chua bi hack du la mot host free con host cia www.dangquang.com da ting bi
hack local & khu vuc host free!
23. Hay can than véi ca nhirng ngu'di quen

Ban dirng qua tin tudng vdi nhitng ngudi quen ma giao pass host hay bat c thdng tin gi vé nd. Chang han
HVA tirng bi mét moderator ctia VHF chai “lén” bang cach cai keylog vao may ctia admin HVA khi anh chang
HVA m&i ngugi ban VHF vé nha chai.
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24. Hay luu y dén cac chu'ong trinh upload

Dlng nén upload nhiing thdng tin quan trong Ién host chinh cia minh & DV, vi & DV ban cé thé “dugc”
chuang trinh upload Iuu lai mét khdu v.v... hay ai dé dung chuang trinh tim lai mat khau thi sao? Néu mudn
upload ngoai DV thi nén sau khi up xong hdy Uninstall chugng trinh upload do.

IV. Loai bo cac ky tu dac biét:

Loai bo cac ki tu’ dac biét nhu' ../, |, &, ... la diéu lam dau dau nhiing ngudi mdi bat dau vao nghé viét
’ng dung web nhdm ngén chadn tdn céng phé chudn dau vao clia hacker. Trong Perl, =~s chua chic d3 loc
dugc hét cac ki tu ndy bdi ban cd thé bi hacker chua khdm. M6t vi du khad dién hinh 13 trudng hop cua
fileseek.cgi da dugc théng bao trén bugtraq trudc day. Fileseek.cgi 8 gang loc bo tat ca cac ki tu''../' nhung nd
sé that bai néu hacker dung '....//'. Fileseek.cgi lam viéc nhu mot cai may, no loai bd '../' trong '....//', két qua
tra vé& 13 '../' va hacker s& ung dung lam thém vai céi "....//' d& leo 1&n thu muc root "....//..../[..../]..../]....]' sau
do cat file /etc/passwd.

M6t cach dan gian dé loai bo cac ki tu ddc biét 1a ban chi chdp nhan cac ki tu thudng, khéng can quan
tam dén cac ki tu dac biét.

#!/usr/local/bin/perl

$_ = $user_data = $ENV{'QUERY_STRING'}; # nhan d{r liéu tir phia ngugi dung
print "$user_data\n";

$OK_CHARS='-a-zA-Z0-9_.@"; # tap ki ty dugc cho phép

S/[*$OK_CHARS]/_/go; # g8 bd ciac ki tv khdong nam trong tdp ki tu trén

$user_data = $_;
print "Suser_data\n";
exit(0)

Rat don gian nhu vo clng hiéu qua, chidng ta khong can phai quan tam dén cac kitu ../, |, ...

* Ban tham khao thém Perl CGI problems (phrack 55/9 - http://www.phrack.org/) dé& biét rd vé céc 10
lién quan dén cac script viét bang Perl/CGI.

V. Bao vé file va thu muc:

Viéc bao mat tuyét déi mét thu muc hodc mot tép la mot nhu cau birc thiét ciia nhiéu ngudi dung may
tinh, dac biét v&i nhirng ngudi dung chung mot may tinh. Mac du trong hé diéu hanh DOS, trong hé diéu hanh
Windows va d&c biét |a trong hé diéu hanh mang da cd nhitng thi tuc cai d&t mat khau, cai dit thudc tinh an
(H), thudc tinh chi doc (R) wv.. Nerng do chi la nhitng bao mat cuc b6 va mirc bao mat khong cao. Cac thu
muc hodc cac tep bao mat du‘dc G cho nay nhung khong bao mat dugc & chd khéc. C6 cac thu muc va tép dugc
Windows bao vé chdng xo& nhung lai xod dugc dé dang trong DOS...

Vay cd cach nao bao mat dugc thu muc mot cach tuyét doi khdng ? Co. Ban phai tu lam 13y vi chua c6 mét
chuang trinh nao gidp ban l1am diéu nay. Phuong an dé bao mét tuyét d6i mét thu muc ma ching toi da lua
chon va dung rat cé hiéu qua la danh lac hudng dia chi luu tri cta thu muc trén dia, lam co 1ap cac cluster ma
thu muc da chiém gil, do d6 khdng thé can thiép dugc vao thu muc nay bang bt ki cach nao. Vay lam thé nao
dé danh lac hudng dia chi luu tr( that cla thu muc 2.

P& lam dudc diéu nay ban can biét réng FAT la mét bang dinh vi file (File Allocation Table). Bang nay
gom nhiéu phan tlr. Bia cd bao nhiéu cluster thi FAT cling cé bay nhiéu phan ti (Cluster la mot lién cung gom
nhiéu sector nhdm lai). Phan tr thd n clia FAT tuong ('ng Vi cluster thif n trén dia. Mot file chi€m bao nhiéu
cluster trén dia thi d& muc FAT cla no cling c6 bay nhiéu phan tdr. Phan tir FAT nay chla s th tu’ ciia mot
phan tr FAT khac. Phan tir chira FF FF la ma két thic file <EOF>. Nhu' vay mot dé muc FAT clia mot File sé
ch(ra s6 th( tu cla cac cluster ma file chiém gilr. D& muc FAT ctia mot thu muc chi cé6 mét phan tir chfa ma
<EOF>. SO th( tu cla phan t&r nay ng vdi so th(r tu cla cluster chra d& muc cla cac thu muc con va cla cac
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t&p o trong thu muc dé. Mdi phan tir FAT chiém 2 bytes vai FAT 16 bit va chiém 4 bytes véi FAT 32 bit.

Mdi d& muc ctia thu muc hoéc ctia t&p trong bang thu muc géc (Root Directory) d&u chiém 32 bytes,
phan thanh 8 truGng nhu sau: Trudng 1 chira 8 byte tén chinh, truGng 2 chifa 3 byte phan tén md rong, trudng
3 1a 1 byte thudc tinh, truGng 4 chi€m 10 byte (DOS khong dung va danh riéng cho Windows), truGng 5 chi€m 2
byte vé& ngay thang tao lap, trudng 6 chi€ém 2 byte vé giG phut gidy tao lap, trudng 7 goi la trudng Cluster chi€ém
2 byte chira sO th( tu cla phan tir FAT dau tién cia moi dé muc FAT, trudng 8 chi€ém 4 byte vé dung lugng.

Khi truy cap mét thu muc hay mot tép, trudc tién may doc 8 trudng ndi trén trong bang thu muc, sau
dé nhd doc dudc thdng tin & trudng cluster ma may chuyén dén doc cluster dau tién cla tép dong thdi chuyén
dén doc phan tr FAT d4u tién cia d& muc FAT roi doc ti€p cac phan t& FAT khac trong d& muc dé biét s6 th(
tu’ clia cac cluster ti€p theo va truy cap ti€p cac cluster nay cho dén khi gdp ma FF FF d6 la ma két thic file
<EOF> trong dé muc FAT thi dirng.

Nhu vy mudn bao méat thu muc hodc tép nao dé ta phai thay d6i ndi dung cua trudng th(r 7 trong dé
muc ROOT d€ né khdng trd vao dia chi that clia thu muc hodc cta tép ma tré vao mdt phan tlr rong ndm & cudi
cla FAT (khi dia chua day thi phan t& nay bao gid ciing rong, tuong (ing véi cluster rong trén dia). Bong thdi
dé trinh SCANDISK khdng phat hién ra su’ that lac cluster ta can phai ghi vao phan tr FAT cudi ciing nay gia tri
that cua cluster ma thu muc chiém gilr.

Cac thao tac can thiét dé bao mat thu muc nhu sau :
1 - Tao mét thu muc BAOMAT & thu muc goc va chép tat ca cac tép can bao mat vao dé.
2 - Poc sO th(r tu cla phan t&r FAT cudi cung (cling la s6 thir tu’ cla cluster co nghia cudi cling cta dia):

Chay chuong trinh Diskedit trong thu' muc NC sau d6 gd ALT+C dé lam hién ra clra s6 Select Cluster Range. Gia
s(r trong clra s& nay ban nhan dudc thdng tin Valid Cluster numbers are 2 through 33,196. diéu nay c6 nghia la
sO th(r tu' ctia Cluster ¢ nghid cudi cing cla dia la 33.196, d6 ciing la sO th( tu cda phan tr cd nghia cudi cling
ctia FAT. Doc xong thi go ESC .

3 - Tim d& muc clia thu muc can bdo mét trong bang Root Directory dé ghi gia tri vira doc dugc & budc 2 vao
trudng Cluster clia @& muc ay nhu sau:

Chay Diskedit va gd ALT+R, dich con trd Ién thu muc g6c va 8n Enter d&€ md bang thu muc géc. Ra bang thu
muc tir trén xudng va dirng lai 8 d& muc can bdo mét. Dich chuyén con trd tdi cot Cluster ciia dé muc nay, ghi
lai gia tri cli vao gidy va nhap vao do gia tri mdi (véi vi du trén la 33196). Nhap xong thi dich con tré xudng dudi
roi gd CTRL+W, chon nit Write trong ctra s Write changes dé ghi vao dia.

4 - Ghi gia tri cli d3 ghi nhd trén gidy vao phan tir cubi cia FAT bang cach chay chuadng trinh Diskedit, go
ALT+S lam hién 1&n clra s6 Select Sector Range, v8i muc Sector Usage ban s& nhin thdy viing FAT 1 va ving
FAT 2 chiém tur sector nao dén sector nao. Chang han ban dugc théng tin sau: 1-130 1st FAT area, 131-260 2nd
FAT area, c6 nghia la phan t& cudi cung cia FAT 1 ndm & sector 130 va cla FAT 2 Ia sector 260. Ban hay go
vao hdp Starting Sector:[...] s& th{ tu’ ciia Sector cudi ciing clia FAT 1 (v&i vi du trén 13 130) va &n Enter dé€ még
clra s6 Disk Editor, dich chuyén con trd dén cluster cudi cing c6 nghid cta FAT 1 (vira dich con trd vira quan sat
chi thi s0 cluster & thanh trang thai va dirng lai & cluster c6 nghia cudi cung vdi vi du trén la 33196). Nhap vao
dé gia tri da ghi nhd trén gidy & budc 3 . Cudi cung go Ctrl+W, danh dau vao muc Synchronize FATs va chon
Write d€ ghi vao 2 FAT cua dia.

s s

Chu y:
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* Khi can truy cap thu muc nay ban chi can nap lai gia tri cli cho trudng Cluster clia d& muc Root ma khong can
x04 bo gia tri da ghi & cudi FAT.

* Vi hé diéu hanh Windows cd ché do bao vé vung dia hé théng nén mudn thuc hién cac thao tac trén ban phai
khdi dong may & hé diéu hanh DOS.

* Can bo ché do bao mat nay trudc khi thuc hién chéng phan manh (Defrag).

VI. An toan hé thong:

Budc 1: Thanh Iap bé phdn chuyén trach vé van dé bdo mat

B4t ky k& hoach bao mat ndo ciing can su hd trg trén nhiéu phuong dién khac nhau, néu né muén thanh
céng. Mot trong nhitng phuong thirc tot nhat dé cd thé dugc su’ ho trg la nén thié€t Iap mot bé phan chuyén
trach vé van dé bao mat. B6 phan nay sé chiu trach nhiém trudc cong ty vé cac cong viéc bao mat.

Muc dich trudc tién cla bd phan nay la gay dung uy tin vdi khach hang. Hoat dong clia bé phan nay sé khién
cho khach hang cam thdy yén tam haon khi lam viéc hodc st dung cac dich vu clia cong ty. B6 phan nay cé
trach nhiém thudng xuyén cung cap cac luu y, canh bao lién quan dén an toan bao mat thdng tin nham
tranh cac rui ro dang ti€c cho khach hang va cong ty.

B& phan nay con cé trach nhiém tim hiéu, dua ra giai phap, co ché bado méat cho toan cdng ty. S& la hiéu qua
va xac thuc hon khi cong viéc nay dugc thuc hién bdi chinh doi ngl trong cong ty thay vi di thué mot cong
ty bao mét khac thuc hién.

Cu6i cting, mdt bd phan chuyén trach vé van dé bao mat ¢ thé thay ddi cach lam, cach thuc hién cdng viéc
kinh doanh clia cdng ty d€ tang tinh bao mat trong khi ciing cai ti€én dugc sirc san xuét, chét lugng, hiéu qué
va tao ra suic canh tranh clia cong ty. Vi du, chidng ta hay ndi dén VPN (Virtual Private Network), day la mot

céng nghé cho phép cac nhan vién dam bao an toan khi doc email, lam viéc vdi cac tai liéu tai nha, hay chia

sé cOng Viéc gilra hai nhan vién hay hai phong ban.

Budc 2: Thu thap thdéng tin

Trudc khi dua ra cac thng bao mo ta thuc hién bao mat, ban phai ludng dugc moi tinh hung sé xay ra,
khong chi bao gom toan b0 cac thiét bi va hé théng di kém trong viéc thuc hién bao mat ma con phai ké dén
ca cac tién trinh x(r ly, cac canh bao bao mét, su’ thdm dinh hay cac thng tin can dudc bao vé. Piéu nay rat
quan trong khi cung cap mét cai nhin bao quat vé hé théng bao mat cta cong ty. Su chuén bi nay cfing nén
tham chiéu tdi cac chinh sach bao mat cling nhu cac hudng dan thuc hién clia cong ty trong van dé an toan
bao mat. Phai ludng trudc dudc nhitng gi xay ra trong tirng budc ti€n hanh clia cac du an.

D& kiém tra murc do y&u kém clia hé thdng, hdy bat dau véi nhitng van dé cd thé dan téi do rdi ro cao nhat
trong hé th8ng mang ctia ban, nhu Internet. Hay st dung co ché& bado méat bén ngoai tir san pham clia mot
héng c6 danh tiéng, c6 thé cung cdp thong tin can thiét d€ udc lugng mirc bao méat hién tai cia cong ty ban
khi bi tan cdng tUr Internet. Su’ thdm dinh nay khdng chi bao gbém viéc kiém tra cac 16 hdng, ma con gém ca
cac phan tich tir ngudi st dung, hé théng dudc két nGi bang VPN, mang va céc phan tich vé thong tin cong
cong san co.

M6t trong nhitng cn nhdc mang tinh quan trong 1a thdm dinh tir bén ngoai vao. Pay chinh 1 diém m&u chdt
trong viéc danh gid hé thdng mang. Dién hinh, mét cdng ty st dung cd ché bao mét bén ngoai, cung cdp cac
dich vu email, Web theo cc ché& dd, thi ho nhan ra rang, khdng phai toan bd cac tdn cong déu dén tir
Internet. Viéc cung cdp I8p bao mat theo account, mang bao vé ban than ho tir chinh nhitng ngudi sir dung
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VPN va cac déng nghiép, va tao ra cac mang riéng ré tir cac cong truy cdp dau cudi la toan bd cac uu thé
cla cd ché nay.

Cd ché& bdo méat bén trong cling gilp viéc quan ly bdo mét céng ty dugc tét hon. Bang cach kiém tra toan bd
cong viéc kinh doanh, cac cd ché chinh sach, cac qua trinh xtr ly, xac thuc di liéu tuang phan véi nhirng

gi dugc md ta, hay su tuang thich véi nhitng chudn da ton tai dugc thdm dinh. Co ché bao méat bén trong
cung cap thong tin mot cach chi tiét tuang tu nhu viéc khao sat ky luGng pham vi & mic sau han, tham chi
bao gobm ca viéc phd ma méat khiu va cac cdng cu phan tich hé théng dé kiém tra tinh tuong thich vé chinh
sach trong tuong lai.

Budc 3: Thdm dinh tinh rdi ro cua hé théng
Khi thdm dinh tinh rdi ro clia hé théng, hay st dung cdng thirc sau:

Tinh rui ro = Gia tri thong tin * Mirc do cua 16 hong * Kha nidng mat thong tin
Tinh rdi ro bang vdi gid tri thong tin trong cau héi (bao gém gié tri dong tién, gié tri thai gian méy bi 16i do
I6i bado mat, gid tri mat mat khach hang — tuang d6i), thdi gian cia quy md 10 hdng (tdng cdng/tirng phan
clia t&n théat dir liéu, thdi gian hé thdng nglirng hoat dong, su’ nguy hiém khi dif liéu hong), thdi gian vé kha
ndng xuat hién mat thong tin.
DE 13y dudc cac két qua tir budc dau (cac gia tri, bao cdo vé cd ché bao mét ngoai, va chinh sach bao mat),
va tap trung vao 3 trong s6 cac mat thudng dudc dé cap. Sau do, bat dau véi mot s6 cau hoi khung sau:
*Co ché bao mat da ton tai clla cong ty cd dugc dé ra rd rang va cung cap du bién phap bao mat chua?
*Két qua tir cd ché bao mat bén ngoai co hgp I€ so vdi chinh sach bdo mat clia cong ty?
*CO muc nao can sura lai trong cd ché bao mat ma khong dugc chi r6 trong chinh sach?
*Hé thdng bao mat sé mat tac dung trong tinh rdi ro cao nhat nao?
*Gia tri, thong tin gi mang tinh rui ro cao nhat?
Cac cau tra I6i cung cap cai nhin toan dién cho viéc phan tich vé toan bo chinh sach bdo mat clia cong ty. Co
I&, thdng tin quan trong dugc |8y trong qua trinh két hgp cac gid tri thdm dinh va tinh rui ro tuong ng. Theo
gia tri thong tin, ban cd tNhé’ tim th&y cac giai phdp md ta dugc toan bd cac yéu cau, ban cd thé tao ra mot
danh sach quan tdm vé 16 hdng bao mét.

Budc 4: Xdy dung giai phap

Trén thuc t&€ khdng ton tai gidi phdp an toan, bdo méat théng tin dang Plug and Play cho céc t& chiic dic biét
khi phai dam bao cac ludt thucng mai d& ton tai va phai tuang thich vdi cac (ng dung, dif liéu san c6. Khong
c6 mot tai liéu nao cé thé Iugng hét duge moi 16 hdng trong hé théng va ciing khéng c6 nha san xudt nao c6
thé& cung cdp dl cac cdng cu can thiét. Cach t6t nhat van la sir dung két hgp cac giai phap, san phdm nham
tao ra cd ché bao mat da nang.

Firewall

Xem xét va lua chon mét san pham firewall hgp ly va dua va hoat dong phu hgp véi chinh sach cua cong ty
la mdt trong nhitng viéc dau tién trong qud trinh bado méat hé théng. Firewall cd thé Ia gidi phap phan ciing
hoac phan mém hodc két hgp ca hai. Nhiém vu cua firewall Ia ngan chan cac tdn cong truc ti€p vao cac
thdng tin quan trong cla hé théng, ki€ém sodt cac thdng tin ra vao hé théng. Viéc lua chon firewall thich hap
cho mét hé théng khong phai la dé dang. Cac firewall déu phu thudc trén mot méi truGng, cau hinh mang,
(’ng dung cu thé. Khi xem xét Iuva chon mét firewall, can tap trung tim hiéu tép céc chlic ndng cla firewall,
tinh nang loc dia chi, gai tin, ...

Hé théng kiém tra xam nhip mang (IDS)

M6t firewall dugc goi la tét chi khi nd cd thé loc va tao kha ndng ki€ém soat cac géi tin khi di qua nd. Va day
cling chinh la ngi ma hé thong IDS nhap cubc. Néu ban xem firewall nhu mot con ddp ngan nudc, thi thi ban
c6 thé vi IDS nhu mét hé théng diéu khién ludng nudc trén cac hé thdng xa nudc khac nhau. Mét IDS,
khdng lién quan tdi cac cdng viéc diéu khién hudng di ctia cac goi tin, ma né chi ¢d nhiém vu phan tich cac
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gdi tin ma firewall cho phép di qua, tim ki€ém cac chif ki tan cong da biét (cac chir ki tan cong chinh la cac
doan ma dugc biét mang tinh nguy hi€ém cho hé théng) ma khdng thé ki€ém tra hay ngan chdn bdi firewall.
IDS tuang ('ng Vvéi viéc bao vé déng sau cla firewall, cung cdp viéc chlng thuc théng tin can thiét d€ dam
bao chac chan cho firewall hoat ddng hiéu qua.

Hé théng kiém tra xam pham dua theo vung (H-IDS)

Su lua chon, thuc hién va st dung mot hé théng kiém tra su’ xdm pham trén mdy chl dua trén nhiéu hé diéu
hanh va mdi trudng ('ng dung chi dinh. M6t ham chiic ndng ddy du cia H-IDS ¢d thé cung cdp céc thdng
bdo déu ddn theo thdi gian clia bat ky su’ thay ddi nao ti may chu tir tdc ddng bén trong hay bén ngoai. N6
la mdt trong nhitng cach t6t nhat d&€ giam thiéu su’ tén thuong cua hé théng. Viéc tim kiém hé théng ma ho
trg hau hét cac hé diéu hanh sir dung trong td chifc ctia ban nén dugc xem nhu mét trong nhiing quyét dinh
chinh cho moi H-IDS.

Hé thong kiém tra xdm pham dua theo rng dung (App-IDS)

S6 lugng App-IDS xuat hién trén thi trudng ngay cang nhiéu. Cac cong cu nay thuc hién viéc phan tich cac
thong diép tir mot ’ng dung cu thé hay théng tin qua proxy téi ithg dung dé. Trong ltic ching cé muc dich
cu thé, chiing cé thé cung cdp mirc bao mét tdng 1én theo tiing mang ('ng dung cu thé. Khi dudc két hgp vdi
mot H-IDS, chling dam béo rdng su’ xdm nhap t&i mot may chu s& giam thi€u. Mot App-IDS nén dugc xem
nhu mot chirc nang ho trg bao mat trong su6t, mac du khong dung trong mot s6 truGng hap.

Phan mém Anti-Virus (AV)

Phan mém AV nén dugc cai trén toan bd may tram (workstation), may chui (server), hé thdng hd trg dich vu
s8, va hau hét nhitng nai chira dit liéu quan trong vao ra. Hai van dé quan trong nhat dé xem xét khi d&t yéu
cau mot nha san xuat AV quan ly nhiéu may ch va may tram trén toan bé pham vi clia cong ty la kha nang
nha cung cap dé cé do6i phd dugc cac de doa tur virus méi hay khong. (nguyén nhan: khong bao giG cho

rang pham mém dang chay, ludn ki€ém ta phién ban cla virus va cac file cdp nhat cho virus méi).

Mang riéng ao (VPN)

Viéc st dung VPN d€ cung cip cho cac nhan vién hay cac cdng su truy cap tdi cac tai nguyén cla cong ty tir
nha hay ngi lam viéc khac v6i mirc bao mat cao, hiéu qua nhat trong qua trinh truyén thong, va lam tang
hiéu qua san xuét ca nhan vién. Tuy nhién, khdng cd diéu gi khdng di kém su’ rui ro. Bat ky tai thdi diém
nao khi mdt VPN dudc thiét 1ap, ban phai ma réng pham vi ki€ém soat bao méat clia cdng ty téi toan bd cac
nut dugc két ndi véi VPN,

DE& dam bao muic bao mat cho hé thdng nay, ngudi sir dung phai thuc hién day du cac chinh sach bao mat
clia cdng ty. Diéu nay cd thé thuc hién dugc qua viéc sir dung cac hudng dan clia nha san xuét vé dich vu
VPN nhu han ché cac ('ng dung c6 thé chay & nha, cdng mang c6 thé md, loai bd kha ndng chia kénh dir
liéu, thiét Iap hé thdng bao vé virus khi chay hé thdng tir xa, tat ca cong viéc nay gitp giam thi€u tinh rui ro.
biéu nay rat quan trong doi véi cac cong ty phai d6i mat vdi nhitng de doa trong viéc kién cdo, mang cla ho
hay hé th6ng dudc st dung dé tdn cdng cac cdng ty khac.

Sinh tric hoc trong bao méat

Sinh tréc hoc d& dugc biét dén tir mt s6 ndm trudc day, nhung cho dén nay van cd rat nhiéu khé khan cho
viéc nhan rong dé ap dung cho cac hé théng bao méat thuong mai. Dau tay, trong mat, giong ndi, ..., cung
cap bao mat murc cao trén cac mat khau théng thudng hay ching thuc hai nhan t6, nhung cho dén hién tai,
ching ciing van dugc coi nhu’ phuang thic tot nhat dé truy cdp vao hé thong.
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Cac thé hé thé théng minh

Cac cbng ty gan day st dung da si dung thé thong minh nhu mét phuong thirc bao mat hitu hiéu. Windows
2000 cung cap co ché ho trg thé thong minh nhu mét phuang tién chinh trong viéc chirng thuc quyén dang
nhap hé théng. Na6i chung, su két hdp da cong nghé (nhu trong mat, thé théng minh, du tay) dang dan
hoan thién va ma ra mét thai dai mdi cho viéc chirng thuc quyén truy cap trong hé thdng bao mat.

Kiém tra may chu

Su ki€m tra déu dan mirc bao mat dugc cung cp bdi cac may chu phu thudc chli yéu vao sy’ quan ly. Moi
may chu & trong mot cdng ty nén dugdc kiém tra tUr Internet d&€ phat hién 16 héng bao mét. Thém nita, viéc
ki€m tra tir bén trong va qua trinh thdm dinh may chu vé cén ban [a can thiét d€ gidm thiéu tinh ri ro cla
hé thong, nhu khi firewall bi 16i hay mot may chu, hé théng nao dé bi truc trac. 5
Hau hét cac hé diéu hanh déu chay trong tinh trang thap hon véi mirc bao mét téi thi€u va cé rat nhiéu 10
h6éng bao méat. Trudc khi mot may chu khi dua vao san xuat, s& cé mét qua trinh kiém tra theo mdt s6 budc
nhat dinh. Toan bo cac ban sura 10i phai dugc cai dat trén may chu, va bat cr dich vu khéng can thiét nao
phai dugc loai bo. Piéu nay lam tranh do rii ro xuéng muc thap nhat cho hé thong.

Viéc tiép theo |a kiém tra cac log file tir cdc may chu va cac ¢’ng dung. Ching sé cung cip cho ta mot s6
thong tin tét nhat vé hé thong, cac tan cong bao mat. Trong rat nhiéu trudng hgp, doé chinh la mot trong
nhifng cach dé& xac nhan quy md clia mot tdn cdng vao may chu.

Kiém soat (rng dung
Van dé an toan bao mat trong ma nguodn cla cac Ung dung hau hét khdng dugc quan tam. Diéu nay khong

dugc thé hién trén cac san pham nhu liéu nd co dudc mua, dugc download mién phi hay dugdc phét trién tir
mdt ma ngudn nao do. P& gilip d& giam thi€u su rdi ro bado mét trong cac ('ng dung, thdm dinh lai gia tri cla
(’ng dung trong cong ty, nhu cdng viéc phét trién bén trong cla cac ing dung, Diéu ndy ciing cd thé bao

gdm cac danh gia cla cac thuc th€ bén ngoai nhu ddng nghiép hay cac khach hang.

Viéc diéu khién cdu hinh bado mét cac ('ng dung cd thé lam tdng mdic bao mat. Hau hét cac (ing dung dugc
cau hinh tai mic t8i thiéu cda tinh ndng bao mat, nhung qua cac cdng cu ciu hinh, mdc bao mat cia hé
théng ¢ thé dugc tdng 1én. Lugng thdng tin kiém soat dugc cung cip bdi ing dung cling cb thé dugc ciu
hinh. Noi ma cac ('ng dung cung cip thdng tin vé quy mé bao mat, thdi gian kiém soat va su’ phan tich
thdng tin nay sé 1a chia khod dé kiém tra cac van dé bao mét thdng tin.

Cac hé diéu hanh

Su lua chon hé diéu hanh va ('ng dung la qua trinh doi hoi phai co su can nhac ki cang. Chon cai gi gilia hé
diéu hanh Microsoft hay UNIX, trong rat nhiéu trudng hap, diéu thudng do &n tugng ca nhan & san pham.
Khi Iura chon mét hé diéu hanh, thong tin vé nha san xudt khong quan trong bang nhitng gi nha san xuét dé
lam dugc trong thuc t€, vé kha ndng bao tri hay dé dang thuc hién vdi cac tai liéu di kem. Bat ky mot hé
diéu hanh nao tir 2 ndm trudc day déu khéng thé dam bao theo nhitng chuén ngay nay, va viéc gitf cac may
ch(, ('ng dung ctia ban dugc cdp nhat thudng xuyén s& dam bao giam thi€u kha ndng rdi ro cta hé théng.

Khi lua chon mét hé diéu hanh, hdy tim hiéu khdng chi céc tiéu chudn thdng thudng nhu (quan tri, hiéu
nang, tinh chlng thuc), ma ,cbn phai xem xét kha nang ap dung dugc cla hé diéu hanh vgi hé théng hién
tai. Mot hé diéu hanh cé thé cung cap cd ché bao mat t6t han khi né tuang thich véi cac ing dung chay bén
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trong n6 nhu DNS hay WebServer, trong khi cac hé diéu hanh khac c6 thé cé nhiéu chirc ndng t6t hon nhu
mot hé thong application, database hay email server.

Budc 5: Thuc hién va giao duc

Ban dau, su ho trg can thiét sé dudc ddc rat lai va |én k& hoach hoan chinh cho du' an bao mat. Bay chinh la
budc di quan trong mang tinh chién lugc ciia moi cong ty vé van dé bao mat. Cac chi tiét k¥ thudt cha bat ky
su’' md ta nao cling s& thay d6i theo mdi trudng, cdng nghé, va cac kj néng lién quan, ngoai ra c6 mét phan
khdng ndm trong viéc thuc thi bao méat nhung chiing ta khéng dudc coi nhe, d6 chinh 13 su’ gido duc. D&
dam bao su thanh cong bao mat ngay tir Iic dau, ngudi sir dung phai cé dugc su gido duc can thiét vé chinh
sach, gom co:

Ky nang vé cac hé thdng bao mat mdi, cac tha tuc mdi.
Hiéu biét vé cac chinh sach mdi vé tai san, dit liéu quan trong clia cong ty.
Hiéu cac thu tuc bat budc mdi, chinh sach bao mat cong ty.

NGi tom lai, khong chi doi hoi ngudi si dung c6 cac ky ndng cd ban, ma doi hoi hoc phai biét nhu tai sao va
cai gi ho dang lam la can thiét vai chinh sach cua cong ty.

Bu'dc 6: Tiép tuc ki€ém tra, phan tich va thuc hién

Hau hét nhitng gi mong dgi ciia mét hé théng bado mat bat ky la chay dn dinh, diéu khién dugc hé théng va
nam bat dugc cac ludng dif liéu ciia hé théng. Qua trinh phan tich, tdng hgp cac thdng tin, su kién tur
firewall, IDS’s, VPN, router, server, va cac ('ng dung la cach duy nhét dé kiém tra hiéu qua cla mot hé th6ng
bao mét, va cling |a cach duy nhat d€ kiém tra hdu hét su’ vi pham vé chinh séch ciing nhu céc 16i théng
thudng méc phai véi hé thng.

Cac ggi y bao mat cho hé thong va mang

Theo ludn diém nay, chlng tdi tap trung chl yéu va cac budc mang tinh hé thdng dé cung cdp mét hé thdng
bao mat. T day, ching tdi s& chi ra mét vai budc di cu thé d€ cai thién hé théng bao mét, dua trén két qua
cla viéc st dung cac phuang thic bao mat bén ngoai va bao mat bén trong ctia hé théng. Chlng t6i cling
gidi han pham vi clia cac ggi y nay theo cc van dé chung nhat ma ching toi da g&p phai, d€ cung cap, mo
ta van dé mét cach chinh xac hon cling nhu céc thach thiic ma mang cdng ty phai d6i mét ngay nay. D&
mang tinh chuyén nghiép han vé IT, cac ggi y nay dugc chia thanh cac phan nhu sau:

Pac diém cua bao mat

*Tao bd phan chuyén trach bao méat dé& xem xét toan bd cac van dé lién quan tdi bao mét

*Thuc hién cac thong bao bao mat ti ngudi sir dung dé dam bao moi ngudi hiéu va thuc hién theo cac yéu
cau cling nhu su can thiét cla viéc thuc hién cac yéu cau do.

*Tao, cap nhat, va theo d&i toan bo chinh sach bao mat ctia cong ty.

Windows NT/IIS

* Hau hét 95% cac van dé bao mat ctia NT/IIS, ching ta c6 thé gidi quyét theo cac ban stra 16i. Dam bao
chac chan toan bd cdc may chi NT va IIS dudc slra 16i vGi phién ban mdi nhét.

*Xoa (ding cai dat) toan bo cac script tur Internet.

Cisco Routers
*Loai bd cac tinh ndng nhu finger, telnet, va cac dich vu, cong khac trén thiét bj dinh tuyén (router).
*Bd cac gdi tin tai nguyén IP dan dudng trong router.
*Chay Unicast RPF dé ngan chdn ngudi sir dung cla ban st dung viéc gia mao IP.
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*SUr dung router ctia ban nhu mot firewall phia trude va thuc hién cac ACL tuong tu' theo cac ludt trong
firewall ctia ban.

Quy dinh chung vé cau hinh firewall
*Cau hinh cla firewall nén c6 cac luat nghiém ngat. Chi rd cac luat doi véi ting loai truy nhap ca bén
ngoai Ian bén trong.
*Gidm thi€u cac truy nhap tir xa téi firewall.
*Cung cap hé théng ki€m soét tap ludt cla firewall.
*Kiém tra lai cac lut.

disco PIX Firewalls

*Khong cho phép truy cap qua telnet ,
*SUr dung AAA cho viéc truy cdp, diéu khién hé thdng console

Kiém soat Firewall-1

*Loai bo cac luat mac dinh cho phép ma hoa va quan ly cda firewall, thay thé cac ludt khong r6 rang
bang cac ludt phan biét rach roi trong cng viéc thuc thi cta ban.

*Khong st dung mac dinh luat “allow DNS traffic” - chap nhan luat nay chi cho cac may chd cung cap
DNS cho bén ngoai.

DNS bén trong

Bat ky may chl nao cung cdp DNS bén trong va cac dich vu mang tinh chat noi bo phai khong dugc
cung cap DNS bén ngoai. ]

Kiém tra vGi nha cung cap DNS cutia ban dé cau hinh bao vé tir thudc tinh “cache poisoning”

VII. Quan tri mang NT:

Ngay nay, hau hét cac server ciia VN déu dung HDH WindowsNT cla Microsoft vi vay, bai
viét nay chu yéu dé chia sé kinh nghiém quan tri mang WindowsNT cua téi cho mdt s& nha quan
ly server ¢ VN.

Phan I - Gigi thiéu Hé diéu hanh Windows NT Server.

Windows NT Advanced Server la hé diéu hanh doc Iap vdi cac nén tang phan cliing (hardware platform),
6 thé chay trén céc bd vi x(r ly Intel x86, DEC Alpha, PowerPC cd thé chay trén ciu hinh da vi xr ly d6i x(ng,
can bang cong viéc cta cac CPUs. Windows NT la hé diéu hanh 32 bits thuc su’ véi kha nang thuc hién da nhiém
uu tién (preemptive multitasking). Hé diéu hanh thuc hién phan chia thai gian thuc hién ti€n trinh cho ting (ng
dung mot cach thich hgp. Windows NT Advanced Server bao gobm cac kha ndng ddc trung mang hoan thién.
1. Kién tric mang
Tim hi€u vé mé hinh tham chiéu OSI

N&m 1978, T6 Chlrc Chudn Hda Thé Gidi OSI (International Organization for Standardization) d& phét
tri€n mdt md hinh cho cdng nghé mang may tinh dudc goi l1a M Hinh Tham Chiéu Ké&t N&i Cac Hé Théng M&
(Open System Interconnection Reference Model) dudc goi tat la M6 Hinh Tham Chi€u OSI. M3 hinh nay mo ta
lubng dir liéu trong mot mang, tir cac két ndi vat ly cila mang cho t6i cac i'ng dung dung cho nguGi dung cudi.
M6 Hinh Tham Chiéu OSI bao gbém 7 tang, nhu thé hién trong hinh dudi day. Tang thap nhat, Tang Vat Ly
(Physical Layer), la nai cac bit dit liéu dugc truyén t&i dudng day cap (cable) vat ly. & trén cung la Tang Ung
Dung (Application Layer), la nci cac ¢'ng dung dugc thé hién cho ngudi dung.

T8ng Vét Ly (Physical Layer) c6 trdch nhiém chuyén cac bit tir mdt may tinh ti mét tinh khac, va né quyét dinh viéc truyén
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mot ludng bit trén mot phuaong tién vat ly. Tang nay dinh nghia cach gén cap vao mét bang mach diéu hgp mang (network
adapter card) va ky thuét truyén dung dé gui dit liéu qua cap d6. N6 dinh nghia viéc ddng bd va kiém tra cac bit.

7ang Lién Két DI Liéu (Data Link Layer) dong gdi thd cho cac bit tir tang vat ly thanh cac frame (khung). M6t frame la mot
g6i tin logic, c6 cau trdc trong d6 cd chlra dit liéu. Tang Lién Két DT Liéu c6 trach nhiém truyén céc frame gilta cac may tinh,
ma khong co 10i. Sau khi Tang Lién Két D Liéu gui di mét frame, nd dgi mot xac nhan (acknowledgement) tir may tinh
nhan frame d6. Cac frame khong dugc xac nhan sé dugc gui lai.

T8ng Mang (Network Layer) danh dia chi cac thdng diép va chuyén ddi cac dia chi va cac tén logic thanh cac dia chi vat ly.
N6 cling xac dinh con dudng trong mang tlr may tinh ngudn t&i may tinh dich, va quan ly cac van dé giao théng, nhu
chuyén mach, chon dugng, va kiém soat su tic nghén clia céc géi dir liéu.

7éng Giao Vén (Transport Layer) quan tam tdi viéc phat hién 16i va phuc hdi 16i, ddm bdo phan phéat cac thong diép mét cac
tin cdy. N6 ciing tai déng gdi cac thdng diép khi can thiét bang cach chia cac théng diép dai thanh cac gdi tin nho dé truyén
di, va & nai nhan no sé xay dung lai tir cac gai tin nho thanh thong diép ban dau. Tang Giao Van cling gui mot xac nhan vé
viéc nhan cta nod.

Tang Phién (Session Layer) cho phép hai i'ng dung trén 2 may tinh khac nhau thiét lap, dung, va két thdic mot phién lam
viéc (session). Tang nay thiét Iap su' kiém soat hdi thoai gilta hai may tinh trong mét phién 1am viéc, qui dinh phia nao s&
truyén, khi nao va trong bao lau.

78ng Trinh Dién (Presentation Layer) chuyén doi dif liéu tir TAng ng Dung theo mdt khudn dang trung gian. Tang nay cling
quan ly cac yéu cau bao mat bang cach cung cip céc dich vu nhu ma héa dit liéu, va nén di liéu sao cho can it bit hon dé€
truyén trén mang.

78ng tng Dung (Application Layer)1a miic ma & d6 céc Uing dung cla ngudi ding cudi ¢ thé truy nhap vao cac dich vu cla
mang.

Khi hai may tinh truyén thdng véi nhau trén mdt mang, phan mém & mdi tang trén mdt may tinh gid st réng né dang truyén
thong vdi cung mot tang trén may tinh kia. Vi du, Tang Giao Van ciia mét may tinh truyén thong véi Tang Giao Van trén
may tinh kia. Tang Giao Van trén may tinh thr nhat khdng can dé y téi truyén théng thuc su' truyén qua céc tang thap hon
cla may tinh th( nhat, truyén qua phuong tién vat ly, va sau dé di Ién téi cac tang thap hon cla may tinh th( hai.

M6 Hinh Tham Chi€u OSI la mot y tudng vé cdng nghé mang, va mot sd it hé thong tuan thd theo nd, nhung mo hinh nay
dudgc dung dé thao ludn va so sanh cac mang vdi nhau.

II. Network Card Driver va Protocol lam gi?

MOt network adapter card, tirc bang mach diéu hgp mang, (doi khi goi la network interface card hay
van tat 1a NIC) 1a mdt bang mach phan cling dugc cai dat trong may tinh clia ban dé cho phép may tinh hoat
ddng dugc trén mang. Network adapter card cung cdp mét (hodc nhiéu) c6ng dé cho cap mang dudc ndi vao vé
mat vat ly, va vé mdt vat ly bang mach dé sé truyén dir liéu tir may tinh téi cap mang va theo chiéu ngugc lai.
M0oi may tinh trong mang can phai c6 mét trinh diéu khién (driver) cho network adapter card, d6 la mét chuong
trinh phan mém kiém soat bang mach mang. Mai trinh diéu khién clia network adapter card dudc cdu hinh cu
thé& dé chay vdi mot ki€u bang mach mang (network card) nhét dinh.

Cung vdi cac bang mach mang va trinh diéu khién bang mach mang, mét may tinh mang cting can phai c6 mét
trinh diéu khién giao thc (protocol driver) ma déi khi goi la mét giao thirc giao van hay chi van tat la giao thirc.
Trinh diéu khién giao thirc thuc hién cdng viéc gitta phan mém mang & muc trén (giéng nhu tram lam viéc va
may chl) va network adapter card. Giao thirc dong goi dif liéu can gui di trén mang theo cach ma may tinh &
ndi nhan co thé hiéu dugc.

Qui trinh k&t hdp mét trinh diéu khié€n giao thirc vdi network adapter card tuong (’ng, va thiét Iap mot kénh
truyén thong gilra hai th&r d6 goi la két gan (binding).

D& hai may tinh truyén thong véi nhau trén mot mang, ching phai diing ciing mét giao thirc. D6i khi mot may
tinh dudc cdu hinh d€ dling nhiéu giao thdc. Trong trudng hgp nay, hai may tinh chi cdn mét giao thirc chung la
c6 thé truyén théng vdi nhau.

Trong mdt s& mang, moi trinh diéu khi€n network adapter card va giao thifc ciia may tinh 1a mét phan mém
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riéng. Trong moOt s6 mang khac thi chi mét phan mém goi la monolithic protocol stack thuc hién cac chic nang
cua ca trinh diéu khién network adapter card va giao thirc.

III. Kién trac mé

Windows NT Advanced Server st dung hai chuén la NDIS (Network Driver Interface Specification) va
TDI (Transport Driver Interface). NDIS la chudn cung cép cho viéc néi chuyén gitra card mang (network card)
va cac giao thic (protocol) mang dugc dung. NDIS cho phép st dung nhiéu giao thirc mang trén cing mét card
mang. Mac dinh Windows NT Advanced Server dugc cung cap st dung bon giao thirc dé la NetBEUI (NetBIOS
Extended User Interface), TCP/IP, Microsoft NWLINK, va Data Link Control. TDI cung cap kha ndang ndi chuyén
gilra cac giao thirc mang véi cac phan mém mang mdc trén (nhu Server va Redirector).

IV. Uu diém cua NDIS

Nhu trén da ndi NDIS cung cdp su lién lac gilta cac giao thirc mang vdi card mang. Bat cU tram lam viéc
nao (st dung hé diéu hanh Windows NT Workstation) déu cd thé céc trinh diéu khién diéu khién card mang
dugc cung cap ndi tai trong Windows NT Advanced Server. Trong trudng hgp phai st dung mét loai card mang
khdc, tirc [a phai can trinh diéu khién cho card mang khong cd san trong Windows NT, NDIS van c6 thé st dung
da giao thirc mang trén card mang nay.

Khi mdy tinh st dung da giao th{fc mang, cac géi tin dir liéu sé dugc chuyén di théng qua giao thirc mang thir
nhat (giao thdc nay dugc goi la primary protocol), néu khong dugc may tinh sé sir dung ti€p giao thirc thr hai
va cr thé tiép tuc. ;
Trén moi may tinh dugc cai dat Windows NT, moi mot giao thirc mang dugc dat sir dung trén mot card mang
can phai dugc dat mot gia tri goi la LAN adapter number trén card mang do.
V. Tim hiéu vé TDI

TDI la giao dién gilra tang phién (Session) va tang giao van (Transport). TDI dugc xdy dung v&i muc
dich cho phép tang giao van cd thé lam viéc véi cac chuang trinh thudc tang trén (vi du nhu Server va
Redirector) sir dung chung mét giao dién. Khi Server va Redirector tao mét 1Gi goi tdi tang giao van, no sé sur
dung giao dién TDI dé€ thuc hién I5i goi nay va do vy n6 khéng can biét cu thé giao thiic tAng giao van s& dugc
st dung.
Windows NT st dung TDI nhdm muc dich dam bao rdng cac hé théng st dung cac giao thirc khac nhau, tham
chi ca cac Server va Redirector dugc viét bai cac hang khac nhau (Third parties) c6 thé lam viéc dugc vdi
Windows NT.

St dung TDI d& lam cho Windows NT khac phuc nhugc diém cta san phadm LAN manager 2.x d6 la trong khi
Windows NT khong han ché s6 lugng cac tram lam viéc nGi vao Server thi LAN manager 2.x lai han ché& & con s6
254 tram lam viéc.

C6 mét trudng hop ngoai 18, cho du TDI Ia chuén giao dién gitra tAng giao van va cac tang mdc trén song riéng
ddi vGi NetBIOS cac trinh diéu khién va cac DLLs dugc st dung dé thuc hién nhiém vu nay.

VI. Cach thirc lam viéc cua cac giao thirc
1. NetBEUI:

NetBEUI [an CT:éU tién dugc dé cap téi vao nam 1985, day la mot giao thirc mang gon nhe, nhanh. Khi
dugc bat dau phat trién tir ndm 1985, NetBEUI cho phép phan doan cac mang nhém tac nghiép tir 20 dén 200
may tinh, cho phép két néi gilfa cac segment LAN vGi segment LAN khac hodc véi mainframe.

NetBEUI t6i uu hoa kha nang xur ly khi dugc st dung trén mang LAN. Trén LAN, day la giao thi'c mang
c6 cho phép Iuu théng cac gai tin nhanh nhat. Phién ban NetBEUI dugc si dung cho Windows NT la NetBEUI
3.0 va c6 mdt s& diém khac véi cac phién ban trudc do.

Loai trir han ché 254 phién lam viéc ciia mot Server trén mot card mang. Hoan thién kha nang seft-tuning. Kha
nang x{r ly trén dudng truyén tot han. NetBEUI trong Windows NT la giao thifc NetBIOS Frame (NBF) format.
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NO str dung NetBIOS lam cach thdtc ndi chuyén véi cac tang murc trén.

Han ché cla NetBEUI la khéng cé kha nang chon dudng va thuc hién kém hiéu qua trong méi trudng mang
WAN. Do vy théng thudng dé cai dgt mang thudng st dung phuong phép cai ca NetBEUI va TCP/IP dé dap
(rng cac chdc nang thich hgp.

2. TCP/IP:

TCP/IP (Transmission Control Protocol/Internet Protocol) dugc phat trién tir cudi nhitng ndm 1970, dé la
két qua cla Defense Advanced Research Projects Agency (DARPA) nghién cru du két ndi gilra cac mang vdi
nhau. Uu diém cua giao thirc TCP/IP Ia cung cap kha ndng két néi gilta cdc mang véi hé diéu hanh va phan
ciing khac nhau. TCP/IP tuong thich v&i moi trudng Internet, moi truGng két ndi mang clia cac trudng dai hoc,
cac t6 chlrc, chinh phu, quan ddi v6i nhau véi nhau.
V&i Windows NT c6 thé str dung hé quan tri mang SNMP dé theo ddi su hoat ddng cia may tinh st dung giao
thirc TCP/IP. Microsoft thuc hién giao théic TCP/IP bang cach sir dung STREAMS - tuang thich véi mdi trudng
giao dién, Windows NT st&r dung STREAMS nhu la mdt giao dién gitra tAng TDI va tang thap han. Nhugc diém
cla TCP/IP la kha nang x{ ly chdm han so v&i NetBEUI trong moi truGng mang LAN

3. NWLink

Microsoft NWLink 1a chudn NDIS tuang thich vdi giao thirc IPX/ SPX trong mdi trudng mang Novell
Netware. Tugng tu TCP/IP, NWLink ciing s& dung méi trudng giao dién STREAMS.
NWLink cho phép mét Server Windows NT c6 thé "nhin thdy" mét Server Netware. Song dé€ sif dung cac tai
nguyén dugc chia sé trén Server Netware nay nhat thiét van phai chay chuong trinh Netware Client.

4. Data Link Control

Data Link Control khéng bao gi¢ dugc dat la primary protocol. Data Link Protocol dugc sir dung nham
cac muc dich sau :

Cai dat may tinh s dung Windows NT cho phép truy cap dén IBM@ mainframes.

Cai dat may in nGi truc ti€p vao mang, thay vi dugc ngi vao cong song song hay noi ti€p tai mot print server nao
dé. Data Link Control cho phép cac chuaong trinh truy cap truc ti€p tdi tdng Data Link trong mo hinh tham chiéu
OSI.

VII. S dung RPC (Remote Procedure Call)

Windows NT cung cdp kha nang st dung RPC dé thuc thi cac ing dung phan tan. Microsoft RPC bao
gom cac thu vién va cac dich vu cho phép cac (ng dung phan tan hoat dong dugc trong moi truGng Windows
NT. Cac Ung dung phan tan chinh bao gém nhiéu ti€n trinh thuc thi v6i nhiém vu xac dinh nao dé. Cac tién trinh
nay cé thé chay trén mét hay nhiéu may tinh.

Microsoft RPC st dung name service provider d€ dinh vi Servers trén mang. Microsoft RPC name service
provider phai di lién vGi Microsoft RPC name service interface (NIS). NIS bao bao gébm cac ham API cho phép
truy cdp nhiéu thuc thé trong cing mdt name service database (name service database chifa cac thuc thé,
nhdm cac thuc thé, lich st cac thuc thé trén Server).

Khi cai dat Windows NT, Microsoft Locator tu dong dudc chon nhu la name service provider. N6 la name service
provider t6i uvu nhat trén moi truGng mang Windows NT.

VIIIL. S&r dung Remote Access Service (RAS)
RAS cho phép remote User lam viéc nhu la khi ho két ndi truc ti€p vao mang. RAS la su’ két ndi trong
sudt vdi Microsoft Client va cac i'ng dung trén mang.

Windows NT RAS Server phién ban 3.5 trg Ién cung cap giao thdc PPP cho phé,p bat cir PPP client nao d‘éq co
thé s dung TCP/IP, NetBEUI, IPX truy cap. Ngoai ra Windows NT client c6 thé sir dung giao thic SLIP dé thuc
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hién Remote Access Servers. Giao thirc Microsoft RAS cho phép bat c(r Microsoft RAS client nao déu cd thé truy
cap st dung Dial-in.

DE truy cdp vao WAN, Clients cd thé st dung dial-in st dung chuin dudng dién thoai théng qua mdt modem
hodc m6t modem pool. Nhanh nhét la sir dung ISDN, ngoai ra cd thé sir dung X.25 hay RS-232 null modem.
Microsoft RAS cho phép t6i da 256 clients dial-in.

DGi véi mang LAN, giao thirc IP cho phép truy cap tdi mang TCP/IP (nhu mang Internet). Giao thirc IPX cho
phép truy cap tdi cac Servers Novell Netware.

Windows NT Server Multi-Protocol Routing

Windows NT Server, két hgp vdi Windows NT Server Multi-Protocol Routing, cho phép ndi gilfa cac mang cuc
b0, gilra mang cuc b6 vdi mang dién rong ma khong can phai c6 mot Router riéng biét. Windows NT Server st
dung ca hai RIP cho IP va RIP cho IPX.

Windows NT Server Multi-Protocol dugc cai dat bang cach chay chuong trinh UPDATE.EXE tur dia hay CDROM.
Chuang trinh ndy sé copy cac tép tin can thiét dé cai dét.

Kha nang cia Windows NT Server MPR

Sir dung mét RAS server dé route gilta mot client truy cép tir xa va mdt mang LAN

DuGi day la cac yéu cau can thiét khi sir dung Windows NT RAS nhu mét dial-up rouuter gitta mang LAN va
Internet hodc véi TCP/IP enterprise.

1. Windows NT computer can mot card mang va mot modem toc do6 cao.

2. S dung PPP nGi vao Internet hoac mang TCP/IP enterprise.

3. bdt dung dia chi va subnet.

4, Cai dat ding Registry va Default Gateway dé may tinh nay thuc hién déng nhu' Ia mdt Router va la mot Client
cla mang LAN.

IX. Route giira cac LANs véGi nhau

Windows NT Server cé thé dudc tdng cuding I?éng cach cai dat kha nang routing gilta cac mang cuc bo
vGi nhau va chlc nang BOOTP/DHCP Relay Agent. Dé cai dat Route gilta cac LANs vGi nhau thi Windows NT
computer phai cd t6i thi€u 2 card mang.

X. Route WAN

Khong thé route gitta cdc mang WAN théng qua chuyén mach géi (switched circuits) hodc dudng dién
thoai (dial-up lines). Kha nang route nay chi thuc hién dugc khi c6 WAN card (vi du T1 hay Frame-Relay).

XI. RIP routing cho IPX

RIP routing cho IPX cung cap chic nang dia chi hod cho phép cac gdi tin dugc gui di dén mot dich dinh
trude. Phién ban nay hién nay chua c6 bat ky mdt kha néng loc nao cho viéc chuyén tiép cac géi tin, bai vay tat
ca cac thuc thé trong bang RIP va SAP chon dudng can phai dugc truyén ba. Trén mang cé pham vi rdng van
dé giai théng cho viéc chuyén ti€p cac géi tin can phai dugc quan tdm. Internal routing khdng cho phép thuc
hién thdng qua dudng dién thoai.

XII. RIP routing cho IP

Windows NT Server cung cap RIP cho chlc nang quan tri ddng bang chon dudng giao thic IP (dynamic
routing tables). Phién ban RIP cho IP cling khdng hoat dong dugc thong qua dudng két ndi dial-up. RIP cho IP
Idp lai cac thong tin broadcast nén str dung UDP/IP thay thé cho TCP/IP.

XIII. Bao vé va quan tri hé thong

Windows NT xay dung hé thGng bao vé bén trong hé diéu hénh. Tu than diéu khién truy cap cho phép
ngudi s dung phan quyén tdi tirng tép tin riéng I, tu do diéu khién trén co s& cac chlc nang cg ban cla hé
thong.
V@i kha ndng cho phép cai dat ga’c domains va trust relationships, cho phép tap trung hoa viéc quan tri Users va
bado vé thong tin tai mot dia diém. V&i kha nang nay hé thong mang sé de dang quan tri va van hanh.

XIV. Phucng thirc bao vé trén mang
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Ca sG clia su bao vé va quan tri tap trung trong moi trudng Windows NT Advanced Server la domain.
MOt domain la mot nhdm céac Servers cai dat hé diéu hanh Windows NT Advanced Server chifa cing mét tap
hgp cac User accounts. Do vay théng tin v& mot User mdi chi can nhap tai mét Server bat ky nhung déu cho
phép cac Servers khac trong domain nhan ra.
Trust Relationship ndi cac domains vdi nhau, cho phép pass-through authentication. Diéu nay c6 nghia la ngudi
st dung chi can cd account trong mdt domain cd thé truy cép tdi cac thuc thé trén toan mang.

1. Domains : Pon vi quan tri co ban

Viéc nhom cac may tinh vao cac domains dem lai hai cai Igi chinh cho ngugi quan tri mang va ngugi st
dung. Cai quan trong nhat do la tat ca cac Servers trong mét domain dugc xem nhu la mét dan vi quan tri don
chia sé kha ndng bao vé va thong tin vé ngudi st dung. Moi mét domain cé mét co sg dit liéu (database) luu
trir thong tin vé User account. Moi mot Server trong domain luu tr{r mot ban copy database. Do d6 Windows NT
Advanced Server ti€t ki€m cho ngudi quan tri mang cling nhu nguGi str dung thai gian va dem lai cac két qua
thich dang. Cai Igi thr hai do chinh la st thuan tién cho ngudi s dung.

2. Trust Relationship : ndi giira cac domains

Bdng cach thiét 1ap Trust Relationship ndi gilta cac domains trén mang véi nhau cho phép cac User
accounts va global group dugc st dung trén nhiéu domains thay vi chi trén mét domain. Kha nang nay lam cho
cdng viéc cla ngudi quan tri mang tré nén de dang hon, ho chi can tao account cho nguGi sir dung trén mét
domain song van cd thé truy cap t6i cdc may tinh cla cidc domains khac chir khdng riéng gi cAc may tinh trong
cung mot domain.

Viéc thiét 18p Trust Relationship cé thé theo mét chiéu hodc hai chiéu. Trust Relationship hai chiéu la mét cdp
cla Trust Relationship mot chiéu, 3 @6 moi domain tin tudng vao domain khac.

3. Hoat dong cua domain

Yéu ciu t6i thiéu cho mdt domain 1a phai ¢ domain controller va luu trif ban copy chinh (master copy)
clia User va group database. T4t ca cac théng tin thay d6i trong database nay phai dugc thuc hién trén domain
controller, tic 1a bat c su thay ddi User database trén mot Server nao trong domain s& dudc tu ddng cap nhéat
lai trong domain controller. Domain account database dugc sao luu trén tat ca cac Server cai dat Windows NT
Advaced Server. C 5 phit mét [an cac Servers lai guri query 1én domain controller hdi xem cé su thay déi gi
khdng. Néu cd su thay d6i, domain cntroller gui thong tin bi thay d8i (chi cd thdng tin bi thay d8i méi dudc gur)
t8i cac Servers trong domain. D& dam bao hé théng hoat ddng lién tuc, cach t6t nhat 1a tao thém backup
domain controller cho domain controller chinh.

4. Cic kiéu domain
C6 bdn kiéu domains dugc dua ra dé t& chirc hé théng mang dé la single domain, master domain,
multiple master domain, complete trust domain.

Single domain

Néu nhu hé théng mang khdng cé qué nhiéu User do d6 khdng can phai chia nhd viéc t8 chiic bang cac s
dung ki€u domain dan gian nhat d6 1a simple domain. Mang may tinh khi d6 chi c6 mét domain duy nhat va
khong can dat Trust Relationship. M6 hinh nay khong phirc tap rat phi hgp d6i véi mang cé quy mo nho.
Master domain

Trong trudng hgp phai phan chia mang thanh cac domains cho nhitng muc dich khac nhau song quy mo cla
mang lai du nhé thi lua chon tét nhat la si dung master domain. M6 hinh nay cho phép quan ly tap trung nhiéu
domains. Trong mang s dung master domain can c6 mét master domain trong dé tao tat ca Users va global
groups. Tat ca cac domains khac trén mang phai "trust" vao master domain nay va nhu vay cé thé st dung
Users va global groups dugc tao ra nhu trén da ndi. C6 thé hiéu rang master domain la mét accounts domain,
vGi muc dich chinh la quan ly cac User accounts ciia mang, cac domain con lai dugc xem nhu' la cadc domain tai
nguyén tdc la khong luu trir cac User accounts ma don gian chi cung cdp cac tai nguyén.

Multiple master domain

DGi véi mét quy md 18n han, rdng hon kiéu master domain khdng thé dap (ng dudgc khi d6 cd thé cach tét nhat
la s dung Multiple Master Domain. M6 hinh nay bao gdm mot s6 (du nhd) cac master domains, moi User
accounts dudc tao ra trén mot master domain trong s6 cac master domains trén mang. Cac domain khac khéng
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phai 1a master domain (goi 1 cac department domain) s& 1 cadc domain tai nguyén. M&i mdt master domain can
phai "trust" vao tat ca cac master domains khac. Moi department domain khi da "trust" vao mot master domain
s8 "trusts" t&t ca cac master domains khac. Nhugc diém chinh ctia md hinh nay 1a doi hdi nhiéu su’ quan ly Trust
Relationship.

Complete trust domain

Trong trudng hgp yéu cau phai quan ly cac domains phan tan trén cac departments thi mé hinh Complete Trust
Domain la rat phu hgp. V&i Complete trust domain, moi mét domain "trust" vao domain khac, tirc la moi mét
domain c6 mdt Users va global groups riéng clia minh nhung cac Users va global groups nay van cd thé dugc st
dung trén cac domain khac trong mang. Nhu vay gia st ¢ n domains trén mang sé co n*(n-1) Trust
Relationship.

XV. Quan tri méi tru'éng ngu'di st dung

Trong hé diéu hanh mang Windows NT Advanced Server cé nhiéu cach dé& quan ly méi trudng ngudi sir
dung. Phuong phéap dugc st dung nhiéu nhat dé€ quan ly méi trudng ngudi st dung dé la thdng qua céc User
profiles. Mot profile la mot tép phuc vu nhu mot ban chup nhanh cia m6i trudng lam viéc hién thdi clia ngudi
s dung (User desktop environment). Vi cac profiles cé thé han ché kha ndng cua ngudi st dung, thay d6i cac
tham s6 dugc dat tai tram lam viéc riéng ctia ho. Phuang phép thir hai d€ quan ly dé la sir dung 1ap cac logon
scripts cho cac Users. Néu moi mét User cd mot logon script thi cé nghia la script sé dugc chay bat ci khi nao
User nay logon vao hé théng tai bat cr tram lam viéc nao trén mang. Script cé thé la mot tép tin dang 16 (batch
file) chifa dung cac cdu 1énh clia hé diéu hanh hodc cac chuang trinh chay. Cach khéc cé thé cung cdp cho moi
ngudi st dung mét thu muc riéng (home directory) trén Server hay tai Workstation. MGt home directory cua
mét User Ia mét viing luu trlf riéng ctia ngudi st dung nay va ho cd toan quyén trén do. Ngoai ra c6 thé dét cac
bi€n moi trudng cho mai tram lam viéc. Cac bi€n moi trudng nay xac dinh su’ tim kiém dudng dan cla tram lam
viéc, thu muc, cac tép tam thdi hay cac thong tin tuong tu khac.

XVI. Quan ly hé thong tép trén mang

MOt van dé quan trong khi sir dung cac Servers trén mang la su’ chia sé cac tép tin va cac thu muc. Hé
diéu hanh Windows NT Advanced Server cung cap kha nang xu ly cao, an toan va bao mat cho cac tép tin dugc
chia sé nhat la khi sir dung cau tric hé thong tép NTFS (Windows NT File System). Phan quyén truy cap cac tép
tin va thu muc trén & dia NTFS dam bao rang chi c6 nhitng ngudi sir dung thich hgp méi cé kha nang truy cap
theo quyén han dugc phan & cac murc khac nhau. Véi Windows NT Advanced Server cac tép tin va cac thu muc
trén & dia NTFS chiu su’ kiém tra k§ cang. Mot khai niém khac dugc nhic tdi & day do la file ownership, moi mot
tép tin va thu muc déu c6 mdt ngudi chi ¢ thé diéu khién nd tat ca cac ngudi khac mudn truy cdp déu phai
dudc su cho phép cla ngudi chi nay. Windows NT Advanced Server cung cap chifc nang sao Iuu thu muc. Vdi
dich vu Replicator, ¢ thé duy tri ban sao clia hé théng tép hién thdi phuc vu khi c6 su’ ¢ xay ra d6i véi hé
théng tép chinh.

XVII. An toan dir liéu
I" Fault tolerance

Fault tolerance la kha nang dam bao cho hé thong ti€p tuc thuc hién chlc nang cia minh khi mot phan
gdp su c6. Thong thudng khai niém Fault tolerance dudc nhac t6i nhdam md ta hé théng dia luu trir (disk
subsystems) song nhin mdt cach tdng thé né con dugc (ng dung cho cac phan, thuc thé khac ctia hé théng.
MOt cach day da hé thong Fault tolerance bao gém disk subsystems, ngudén cung cdp va hé théng cac bo diéu
khién dia du thira (redundant disk controllers).

2. Tim hiéu vé RAID
Hé théng Fault tolerance 6 dia dudc chudn hod bao gém sau muc tir 0 dén 5 dudgc biét dén nhu 13

Redundant Arrays of Inexpensive Disks (RAID). M&i mot mc 1a su k&t hgp cua kha ndng xr ly, an toan va gia
thanh.

Muc 0
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Thong thuGng dugc biét dén la disk striping va st dung hé thong tép tin goi la stripe set. Dif liéu dugc chia thanh cac khoi
va dugc trai khap trén cac dia cd dinh (fixed disk) theo mét thir tu dinh trudc.

Muc 1

Pugc biét dén la disk mirroring sir dung hé thong tép tin goi la mirror set. Tat ca dir liéu dudc ghi trén dia thir nhat déu
dudc ghi lai gidng hét trén dia th( hai. Do vay chi sir dung dugc 50 phan tram dung lugng Iuu trir. Khi mot dia gap su ¢,
dir liéu sé dugc lay tur dia con lai.

Muc 2

Phuong phap st dung thém ma error-correcting. RAID mirc 2 chia cac tép tin thanh cac bytes trai khdp trén nhiéu dia.
Phuang phap error-correcting yéu cau tat ca cac cac dia déu phai luu thong tin error-correcting.

Mue 3

Tuang tu nhu mdc 2, nhung chi yéu cdu mdt dia d€ luu trl dif li€u parity (thdng tin error-correcting).

Muc 4

XU ly dit liéu vai kich cG clia cac khoi (blocks) va cac doan (segments) I6n han so v8i mirc 2 va mic 3. N6 luu trif thong tin
error-correcting trén mot dia tach rgi dir liéu cla ngudi str dung.

Mic 5

Pugc biét dén vdi cai tén striping and parity. Pay la loai théng dung. RAID 5 tudng tu nhu RAID 4 nhung thong tin parity
dugc ghi khong phai chi trén mét dia ma la trén tat ca cac dia. Diéu do cd nghia la ¢d hai loai thong tin trén mot dia.

3. Quan ly UPS (Uninterrupt Power Supplies)

Co hai cach thdc sir dung UPS la online va standby.
Online : SU dung online UPS két ndi trung gian gilta may tinh va ngudn dién, khi d6 UPS trd thanh daon vi cung
cap nguon chinh.
Standby : UPS dudc st dung néi gilta may tinh va ngudn cung cap, song UPS dudc sir dung & trang thai chd
dagi san sang hoat dong bat c khi nao co su’ c6 vé nguon.
Windows NT Advanced Server st dung UPS service dé theo ddi trang thai ciia UPS cung cip cac thdng tin day
dd cta UPS cho ngugi quan tri mang.

XVIII. Hé sao luu dif liéu

_Windows NT Advanced Server cung cap tién ich tape backup, cho phép sao luu dir li€u tap trung tat ca
cac 0 dia cua cac may tinh trén mang chay trén cac hé diéu hanh khac nhau tur Microsoft LAN Manager 2.x,
Windows NT Workstation, Windows for Workgroup dén cac may cha dugc cai dat Windows NT Advanced Server
khac.

XIX. Clustering
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1. So sanh v@i Fault Tolerant

Uu diém cuia Cluster so vdi Fault Tolerant 1a & chd trong khi Fault Tolerant xay dung kha néng lam viéc
véi miic d6 cao cla thiét bi chinh thi thiét bi backup lai & trang thai chd (idle) chi bat dau hoat dong khi thiét bi
chinh gap 10i. B6i vdi Cluster khong nhu vay, trong khi hé théng chinh van thuc hién véi mic do cao thi hé
thong backup ciing thuc hién song song dong thdi két hgp véi hé thdng chinh cling chia sé tai nguyén Cluster.
Windows NT Cluster la mé’g giai phap phan mém phu hgp véi gia ma ngudi st dung phai tra dé€ c6 dugc mot hé
thng cd kha nang thay d6i dé dang mém déo ddng thdi ddm bao dugc su' 6n dinh an toan cua hé théng.

2. Gigi thiéu ky thuat

Cac Ung dung Cluster dugc xdy dung theo mo hinh Client/Server, luéng cong viéc dugc chia thanh cac

dan vi nho dudc thuc hién trén cac may khac nhau.

Windows NT Cluster dugc thiét k& tuong thich véi cac chudn dudgc xay dung tir truSc trong Windows NT, cac
tién ich quan tri mang khdng can phai cé su' thay d6i nao khi hoat déng trén hé théng Windows NT.

3. M6 hinh phan cirng

NT Cluster dudc thiét k& theo chudn cdng nghiép cac vi x{r ly cé thé 1a Intel hodc RISC, cac ky thuét
mang cuc bd théng dung, cac giao thirc giao van nhu' IPX/SPX, TCP?IP, xay dung theo phudng phap Module
hod dé dang ma rong phat trién. Windows NT Cluster dugc xay dung diéu khién tap trung nhdm cung cap kj
thudt cluster mang lai nhiéu tién Igi nhat. Muc dich cta viéc thiét k& nay Ia nhdm dua ra mdt san phdm bao ham
tat ca cac khia canh xu huéng phét trién clia phan cing bao gém céc vi XU ly, két ndi gitta cac hé thdng luu tri.
Tat ca cac vi x(r ly trong hé Cluster déu phai chay hé diéu hanh Windows NT, hién tai hé Cluster chi support cho
hé thong trong do cac may cha phai cé dong vi xtr ly giong nhau. Trong tuong lai viéc hoa tron cac loai may chu
trong cing mdt hé thdng la moét muc tiéu quan trong. Cé hai ki€u két ndi trong Windows NT Cluster 13 két ndi
Processor-to-Processor va két nGi Processor-to-Storage.

Véi két ndi Processor-to-Processor, Windows NT sir dung phuong thirc giao van ndi tai trong hé diéu hanh dé
thuc hién viéc lién lac nhu giao thirc TCP/IP, IPX/SPX. Cac giao thirc nay hoat ddng dugc trén cac chudn mang
nhu Ethernet, FDDI, ATM, Token Ring ..v..v..

4. M6 hinh phan mém

Windows NT Cluster dugc xay dung theo mo hinh Client/Server phan ra vé mat chirc ndng cac Uing
dung hodc giai phap gilta cac hé thong. Windows NT Cluster doi hdi mot client User interface phai khai tao mot
phép x{r ly hodc mot dich vu dugc cung cap bdi mot hay nhiéu may chu trong hé thong. Vi Windows NT
Cluster, ki€u Partitioned data dugc thiét k& trong dé ludng cong viéc thuc hién chung dugc chia nhé thanh cac
segments, moi segment s& dugc diéu khién cuc bd tai mot nhan t6 tao thanh hé cluster. Kiéu Shared data lai
hoat déng theo nguyén téc khac. Ludng cong viéc van nguyén khdi khong bi chia nhd ma hoat dong trén toan
bd hé thdng vai viéc 1ap biéu diéu khién thuc hién phan tan. Windows NT Cluster ngoai ra con cung cip cac
APIs cho phép xay dung cac i'ng dung trén hé cluster trong ca hai ché do ciia Windows NT la User mode va
kernel mode. Windows NT la giai phap server-oriented, client khong can biét téi cé bao nhiéu nhan t6 tao thanh
hé cluster. Client s€ lam viéc véi server cung cap cho nd cach thdc t6t nhat xr ly tai nguyén trén mang. S dung
ki€u partitioned data s& dam bao viéc can bang cong viéc gilta cic server t6t nhét.

5. Quan tri hé thong Cluster

Cluster hoat dong két hgp véi mot trinh quan tri chung va vdi security domain. Cac kha nang nay déu
ton tai trong cac san pham khac nhau ctia bd Windows NT. Trinh quan tri account va security chung dudc cung
cap bdi Windows NT Server Domain. Viéc quan tri cac phan mém hoat dong phan tan dugc thuc hién qua
Systems Management Server. Hé quan tri Windows NT Cluster sé tap hgp cac kha nang lai tao thanh b6 cong cu
cho phép quan tri cluster nhu moét hé théng dan |é. Hé quan tri Cluster dudc thiét ké véi giao dién d6 hoa, quan
ly tap trung tai nguyén va cac dich vu trong hé théng cluster.

6. MO hinh truy cap dir liéu
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Nhu trén da trinh bay Windows NT Cluster dua ra hai phuang thirc truy cap dir liéu la Partitioned data
va Shared data. Trong dé m6 hinh phan chia moi th&r phu hgp véi hé théng xr ly d6i x(ng, lubng cong viéc
dugc dong bo xur ly trén toan hé thdng. M6 hinh Partitioned data dugc thuc hién trén hé thdng khong dGi x(ng,
lubng cong viéc dugc chia thanh cac don vi cong viéc riéng ré dugc thuc hién trén cac phan khac nhau.
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NHA QUAN LY PAI TAI
WINNC.NET 4.0

D3 la dan vi tinh thi hau hét tat ca moi ngudi déu tung s dung qua chuang trinh Norton Commander
(NC) xa xua clia Symantec ! Chuang trinh rét hitu ich d& quan ly file nhung déang tiéc l1a chi hoat déng trong Dos
va khoéng cap nhat . Trong khi dé Windows Explorer lai khong dap (fng hét nhu cau . V& sau coé cac chugng trinh
quan ly file mang déng ddp cta * ¢§ nhan” lai bd sung thém mét s6 tién ich khac nhu : Total Commander , EF
Commander , XP Manager , .... Nhung theo quan diém cua tdi thi tit ca khdng bang chuong trinh WinNC.Net
4.0 . V&i WinNC.Net 4.0 ban sé cd tat ca nhitng gi lién quan dén viéc quan ly file !

Linnc.Net

WinNc Network Edition|

Created by:
Dunes MultiMedia

Nhitng ngudi da tirng st dung Norton Commander khi dung WinNC thi hoan toan khong phai ton thdi
gian tap lam quen . T4t ca nhitng phim tdt trong WinNC déu giéng nhu NC . Ngoai nhitng chirc nang cc ban cg’la
mot chuong trinh quan ly file nhu : copy , paste , bién tap ( edit) , xem dung Iugng , .... ma con cd cac diém
ndi bat sau : \

-M3 hda file hodc thu muc (nhan Shift + F5)

-Giai ma file hodc thu muc (nhan Shift + F6)

-Dé dang thay ddi thudc tinh cua file (nhdn F11)

-So sanh sy khac nhau gitra hai thuc muc ( chon Commands --> Compare Directories )
-Thong tin " tat tan tat * vé hé thong nhu : CPU , Mainboard, ..... ( nhan Ctrl + S)
-Kha nang tim file dugc ma rong so vdi Find cla Windows Explorer (nhan Ctrl + F)
-Nén va giai nén file véi 11 dinh dang nhu': zip , rar , ace , .... ( nhdn F12)

-Cat va ndi file (nhdn Ctrl + F12)

-Tao file tu bung (chon Commands --> Create Self Extractor )

-S{ra chiia file zip ( Chon Commands --> Fix Corrupted Zip File )

-Nén nhac tir Wav --> MP3 ( chon Extra --> Compress wav to mp3)

-Trich nhac tir CD (Extra --> Extract CD to mp3)

-Cung cap trinh nghe nhac va kha tao tao list MP3

-Va mét trinh upload/download FTP ( chon Right --> FTP)
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G WinNc.Net
Left Files Commands Extra Options Help Right

L FRASER e dc I Ty

c:\
v BAH- Buea | wwme(c) v| @A w- B
Size Attr  DatefTime ~Name Extension  Size Aty
[UP-DIR] __D ~ (& . [UP--DIR] ..
[SUE-DIR] _SD 1. Ll Documents and Settings [suB-DIR] ..
[SUs-DIR] _D 0. | Downloads [SUB-DIR] ..
[SUB-CIR] _ D 0. ) Engstd [SUB-DIR] ..
¥ @ Program Files [SUB-DIR] _ 50 1. ¥ 4 Program Files [sUB-DIR] ..

) Unikey 3.55 [SUB-DIR] __D 0. ) Unikey 3.55 [SUB-DIR] ..
F [SUB-DIR] _ D 1. ) Vist Key 2003 [SUB-DIR] ..
[SUE-DIR] _350 1. W WINDOWS [5UB-DIR] ..

o . [5] AUTOEXEC. BAT

G @ S B Do O e G W

s Drive C: 7,484 MB total, 3,875 MB free, (Eesass | wenDrive C; 7,484 MB total, 3,675 MB free. (Fessss |

V@i cac chirc nang do ban sé tiét kiém dugc kha nhiéu bo nhd , khong gian va ... tién bac cho viéc mua
thém cac phan mém phuc vu cho tirng muc dich nhu : nén , ma hoa , trich xudt nhac, FTP, .... Hy luu y rang
phién ban WinNC 3000 c6 dung lugng rat I6n va khi chay chi€ém nhiéu bd nhd lai khd cham . WinNc.Net da khac
phuc dugc cac nhudc diém cla phién ban cii.
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NGAN CHAN CAC MOI NGUY HIEM VOT ZONEALARM

Minh biét cac ban lo ngai gi khi két ni vao Internet, cac méi nguy hiém khén ludng dang rinh rap
(virus,spyware,...) . V8i phan mém ZoneAlarm Plus thi noi lo do sé vgi di !

Crwenvlew  You're profeched by

[, ZoreAdarm Pus!
.. ....

. N resEEary — DoneAlem
e e Pl will nberd you if you
p“a“': o 10 ke anvy
Control .. cimeces
M" See how Zonedlanm Plus is

BSOS i ecting o by vierwing
E-III“ e secwdy stalistics to b

Blocked Iniusions
556 Intbumicna hane beean blocked sinos instal
44 o thoge heve been highreated

@ I

'

L | Inbsourd Prataclicn

The faewal has biocked 0 aoces

Htempli

* | &l peogram{s] secured for Intemet socess

L | Eamall Prodeclian

MeldS e iz cumently actve
0 sunpescl e-mall stackmenty quaantined

Tutorial

LLACR: Perg

Secunty is
up to dabe

v

. "

What's New
at
Foni Labs

‘ . P

Chuang trinh s& ng&n ch&n méi nguy hiém tir bén ngoai cling nhu’ bén trong may, khi khdi ddng may thi
ZoneAlarm sé tu dong Startup IUc d6 thi chuong trinh da bat dau gidm sat moi hoat déng cta may, khi

ZoneAlarm hoat déng thi s& cd biéu tugng
bdo (H3). Tuy vay cling cé déi khi mot chuong trinh bat ky nao dé khai déng thi ZoneAlarm cling sé héi “Ban co
muon file *.exe khai dong khong ?”, tat nhién la ban sé chon Yes néu n6 dung vdi tén chuang trinh ma ban can
chay, ngudc lai trong rét nhiéu trudng hgp khdng biét tén thi dirng nén cho chuang trinh d6 chay (c6 thé doé Ia
virus ). Ngoai ra ban cd thé dung cach nay dé ngan chan virus Blaster ( khi ZoneAlarm hoi c6 muén file
Blaster.exe chay khong, tat nhién ban sé chon NO thi yén chuyén). Mot kha nang dac biét khac clia chuang
trinh nay la kha ndng tao tudng Itra (firewall) débao vé may khi luét net . Ban nén chon & muic cao nhat dé cé

thé yém tdm hon . (H2)
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A EEEE
Al Syatainn Acl e
6 Help
Expert

Zones

~Intarnet Zope Sacin iy

Higiz

-

Steakh mode, Your compuber i hidden
and peoteched from hackers, Shanng is
oot alloweed  Ths seltmg e
necorrerided lod e |rlemet Zore.

([ gustom ]

y

Tuzted o For sharing
with trugted computérs

Blocked Zone: For shutting
oLl urifrised coemgutars.

The internet Zone: containg
ol of the computers on the
| WeE by cletadll. LEse (e

~Thstad Zone Sacii ity

T“ﬂ. k

Slaakn mode, Yol cofpidel o
hidden and protecied from hackess
Shaireg is not slowed  This setting
5 iscoamameniced for the [nbesnst

-

[ cystom ]

-

| Iores lab o sdd
| compubers to the Trusted or
| Blocked Ione

i H

ZoneAlarm Plus Alert
Advanced Program - Repeat

Do wou want to allow Genenc Host Process for'Wind2
Services bo uee Livellpdate Engne COM Maduls to
s the Intocrat ?

Technical Information
Destination [P 127.0.01.HTTP

Applcation: svchost e
Werson: 51.2600.0 epcherd 010817-1148]

Mote Information Avalable
Thes program has previcusly sshed lot Inbeenel acceis

AlertAdvisor

Mot nfo

Blackid Zone

~Blocked Zone Secuiity
Mo coramiracation it slowed thioumgh thit Zone.

DE khéng ai c6 thé diéu chinh chuong trinh nay thi ban cd thé cai dit Password, rat don gian chi can chon Tab

n

“Overview” va chon thé “Preferences” nhan 6 “Set Password” va nhdp mat khau vao ! (H4)

Ngoai ra, néu ban khéng muéhn ai vao Internet ma khdng dugc su’ ddng y cla ban thi chi cn nhan vao hinh &

khda mau vang & goc trén bén phai E, hodc nhan chudt phai vao biéu tugng cla chuaong trinh va chon
“Engage Internet Lock” (Néu ai d6 mudn tat ché d6 nay thi phai biét Password dé€ md chuong trinh , vay 1a an

toan r6i nhé !).

Khong chi ngling lai & d6, ban cé thé thiét 1ap pham vi bdo dong & phan “Alerts & Logs” , va ban cé thé bao vé
thu dién tir khoi virus khi vao phan “E-mail Protection”. Chuc cac ban thanh cong véi phan mém nay !
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.
Overview Status Pioductinfo ~ Preferences | |
St & pazswird 50 only Password

¥ou can change your [ [SeEmera]) |

Owverview security settrgs

Check for updabes [

Backug aml Re s.%n Secimity Seftings

(_Bochp ][ Restore |

sutomatically Lo stay ahaad
of hackers.

Co Ié ban sé thay rat phién khi [an dau tién chuang trinh chay vi thdy gi né cling hoi ! Nhung ban dirng
lo, hdy danh dau vao 6 “Don't show this message again” va chon YES hoac NO thi chuang trinh sé nhd lai va lan
sau sé khong hdi nira.

Download : http://www.zonelabs.com
Version 1 4.5.594.000
License key : dgfhr - begac - ndxrp - bwp2kd - ipilg0
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MOT SO WEB SITE HOC NGOAI NGU TRUC TUYEN

1. http://www.englsih-nz.ac.nz/english

T ]
mni

%l;nmnum:. x
TR LR O Gl s E

s

TP [alnge #Faei & arsy—ilyln
AT =t e B
T PR

il G P SR T BT =

I |

Trang web cung cdp cho cac ban rat nhiéu link va cac bai hoc ngoai ngif truc tuyén trén trang web, dac biét co
cac phan hudng dan chi tiét vé bai hoc va cac hinh @nh minh hoa theo kém.

2. http://www.learnenglish.org.uk/

Learnenglish g

P | s g [ —
o

f

-
B .

p ]

e
e P - e e 1]

| el — .
— e —

MOt trang web hoc anh van truc tuyén rat thi vi ma cac ban khong nén bd qua, mét trang hoc ngoai ngir cho
tat ca moi Ira tudi tir cic bai hoc truc tuyén dan gian phu hgp vdi Ia tubi nhé cho dén cac bai hoc nang cao
cho nhitng ai mong muén luyén thi d& c mot trinh d6 cao hon, ngdai ra trang web con cung cip cac gido trinh
anh ngif cho cac thay c6 va nhitng bai hat anh van vira chai vira hoc.

3. http://www.englishclub.com/
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Trang web dz‘§nh cho nhiing ai yéu thich ngoai ngil, trong day ban sé& tim thdy rat nhiéu cau tric van pham chat
ché va cd thé trao doi kién thiric ciia minh v8i moi ngugi théng qua mot dien dan kha hap dan & day.

4. http://www.antimoon.com/
Trang web liét ké cho cac ban nhitng bai hoc, nhitng bi quyét don gian nhung hiéu qua dé lam cach nao lam
cho cac ban hoc ngoai ngif mot cach dat hiéu qua cao nham nang cao kha nang trau doi ngoai ngir cia minh

RS e e H
- = I-'-Iu- -?- --;P- u':-r ﬁ -i
et T —— ]

BT Lammi Laais Ealiad AR E LR
cnn e e D oy e e e e
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. B agn s e Cmies g Zeoan
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Succen bl Logied Samers
Fromr o arasm e by m e emd B

Cihr arugn gl CoRRLgE
i =i mw da

5. http://www.free-translator.com/

Hién nay trén Internet cé rat nhiéu trang web phuc vu cho viéc hoc ngoai ngif cho cac ban, nhung néu cac ban
dang can tim mot trang web hoc ngoai ngif truc tuyén cap toc vdi rat nhiéu th( ti€ng thong dung hién nay trén
thé& gidi thi nén vao trang web http://www.free-translator.com va bat dau cac bai ngoai ngir cap téc ciia minh
dudc roi, ngdai ra trang web con cung cap cho cac ban cac cung cu phién dich qua lai cac th(r ti€ng cuc manh
thdng dung hién nay nhu: Anh, Phép, B¢, Tay Ban Nha,...... Thdm chi con cd thé gidp cho cac dich ludn cad mot
trang web vé mot thir ti€ng do ban chi dinh.
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MOT SO THU THUAT NHO TRONG VIEC SU DUNG MAY TiNH

1> Quan ly giG giac mé computer ctia con cai trong windows 98

Pa s6 cac bac phu huynh khi di lam tat bac suét ngay ma lai ghét con cai md may chgi game G nha khi
minh di vang. Vi vay, cach nay toi viét ra ct dé€ cho nhitng phu huynh nao cé y nghi nhu vay.

Ta vao Start --> Settings --> Control Panel --> xu4t hién cita s6 Control Panel --> Find Fast --> ta vao
menu Index --> Show Indexer Log.
Bay gid tat ca nhiing gid gidc mé& may cla minh va ca con cai da hién ra hét r6i day, chi con thi€u do la: cay roi
dé tra khao xem gi¥ d6 né m& may dé lam gi thoi!
2> Thu thuat vé Microsoft Office
Cach danh pass cho MS-Word:

Néu nhu ching ta, ai ¢ nhitng bai viét riéng tu hay nhitng dong nhat ky d&i minh thi khdng thé nao
cho nguGi khac xem dugc! Vi thé “ldo” Bill Gates cling cho ching ta mét s6 phuong phap chdng xem tai liéu néu
khong cé pass, vi thé, vdi tai nang bé nho clia minh t6i cling xin “share” cing cac ban:

Cach 1: Vao menu Tools --> Chon Options... --> Chon thé Save --> Khung password to open ta danh pass cua
minh vao --> Khung password to modify ta danh password y chang nhu trong khung password to open --> OK
Cach 2: Vao menu File --> Save --> Hién hop thoai --> Trén cac thanh c6ng cu gan phan Save in chon Tools --
>General Options... --> Xuat hién hép thoai --> Cling giéng nhu trong cach 1 khung password to open ta danh
pass dé€ m& va khung password to modify ta danh password giéng nhu trong khung password to open -->OK --
>Save (nhd chon thu muc can luu va dat lai tén file)

VAy la xong, nhung t8t nhat sau khi luu xong cac ban nén &n “nhét ky” cia minh di néu khdng sé& bi ngudi khac
xem day!

Cach danh pass cho MS-Excel:

Cong ty clia chlng ta, ai cling cd nhing tai liéu bi mat, riéng tu khong mudn cho cong ty khac “chd
mi” vao thi cling nén danh pass cho phan Excel von la phan tinh toan thu chi nhiéu nhat:

Vao menu File --> Save... --> Hién hop thoai --> Trén cac thanh c6ng cu gan phan Save in chon Tools -
-> General Options... --> Xu&t hién hdp thoai --> Khung password to open ta danh pass d&€ mé va khung
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password to modify ta danh password giong nhu trong khung password to open --> OK --> Save (nhdg chon thu
muc can luu va dat lai tén file)

VAy la xong, nhung t8t nhat sau khi luu xong cac ban nén &n “tai liéu mat” cla cdng ty di néu khdng bi
mat sé bi 6ng chd dan xucng do!

Cach danh pass cho MS-Access:

Moi cong ty In, cong ty nao ciing phai dung nhitng CSDL ndi chung la str dung MS-Access va cling c6
nhiing tai liéu mét tranh bi ngudi khac &n cap, vi th€ néu mudn lam cho Access c6 pass thi phai lam nhu sau:

Khi vao Access --> Chon menu File --> Open hay vao biéu tugng Open trén thanh Standard --> Chon
CSDL can cd pass --> Sat bén biéu tugng Open chon milii tén xuéng vao chon Open Exclusive --> Xuét hién
CSDL --> Menu Tools -->security -->set Database Password --> Khung password g& vao pass minh can, khung
verify go lai y chang pass khung password --> Ok

Cling gi6ng nhu cac phan trén, ban ciing nén &n CSDL cGa minh di, nhung ma néu |a dan da 1au ndm
thi viéc xo0d cling khong kho khan gi !
3> Cach xem ma nguon trang Web ma khong can vao trang Web dé.

Chang han tdi muén xem m& ngudn ctia Website LBVMT ma khong can vao website thi sao? (Vi mot s6
ly do: vao website thi phai chd cho web download nhitng hinh anh vé...) Ta ma IE (Internet Explorer) va go:
view-source: http://www.lbvmvt.com/ va mét clra s& Notepad sé& hién ra ciing v8i ma ngudn cla trang Web.
That thd vi va khong ton thai gian chd 1du nira!l Cac ban hdy "voc" thir di nhé!

Hoc tiéng Anh bang ENGLISH FOR HIGH SCHOOL khong can dia

Pau tién ban install EfHSch ,ti€p theo ban copy toan bo cac file va cac folder clia dia EfHCh vao mét thu muc
trong 6 clrng (G day toi sé copy vao E:\Efhsch).Nhu vay 1a d& xong mét cdng doan,bay gid ban vao Start
>Program >English for High School>English for High School, r6i nhan chuét phai va chon Properties,ti€p do
trong 6 Start in,ban danh dudng dan vao thu muc ban da copy EfHSch (& day la E:\Efhsch ).

Start in: [E:\Efhsch |
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MAINCONCEPT EVE CONG CU BIEN TAP VIDEO VA HINH ANH CHAT
LUONG CAO DANH CHO NGUOT KHONG CHUYEN

Bén canh rat nhiéu cac phan mém dlung dé bién tap cac clip hinh anh ciing nhu Video nhu: Proshow Gold,
Pinnacle Studio, ...con cé mot cong cu don gian, gon gang han nhung hiéu 'ng thi khong thua kém bao nhiéu
k& ca vé hiéu ('ng do la Mainconcept EVE. Chudng trinh cai dit cia nd vao khoang 26Mb nhung ciing bao gém
rat nhiéu cac hiéu (ng va k¥ xdo, chuong trinh nay doi hoi cdu hinh may t&i thiéu la tir P3 1.2Ghz va RAM t6i
thi€u 256Mb kém theo Card man hinh t6i thi€u 1a 32Mb trg 1én (néu ban mudn bién tap ca Video thi cau hinh
doi hoi tdi thiéu tir P4 2.0Ghz, RAM 512Mb, Card man hinh 64Mb trg [én mdi chay tét khdng bi treo may). Sau
khi cai dat xong ban chay chuang trinh sé dugc giao dién:

= Cphow e

O phia dudi thanh menu 13 3 thé 1&nh: Capture, Edit va Produce véi 3 chiic ndng chinh: quay phim lai, bién tap

va xuat ra file (trong bai viét nay t6i xin ndi ngan gon vé bién tap va xudt ra file)
i (prews (mip

Trong clia s6 ngoai cling phia bén trdi 1a cra s6 ding d€ add cac hinh anh hodc céc file video vao dé€ bién tap
(bang cach chon cac file nay sau d6 kéo xudng cac cac clip con trdng & phia dudi), sau dé chon cac thé Iénh
title (dung dé& bién soan tua), Transitions (dung d& chén céc hiéu (ing cudn hinh), Effects (dung dé& chén cac
hiéu ('ng Video) trén clra s& nay dé chén cac hiéu (rng vao giita cac clip.
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D& cho s6ng ddng thém ban ciing c thé thém mot vai bai nhac lam nhac nén cho doan phim cia minh béng
cach bam chon 1 file nhac mp3 nao do, sau do ré vao dong AUDIO2 hodc AUDIO3

Sau khi chon ca'g hiéu ’ng vao Clip ctia minh xong va da chon nhac cho doan phim cta rpinh, ban chon qua thé
Iénh Produce dé xudt ra thanh file Video, trong phan nay ban chi viéc chon dinh dang kiéu Video ma minh muén
xudt ra: AVI, DV-AVI PAL, DV-AVI NTSC, MPEG 1 VCD PAL, ...

Nhung dé’,video xuat ra c6 hinh chat Iugng cao ban nén chon SVCD hoac DVD. Cudi cing ban chon’nlﬁlt [énh
Render dé xudt file ra dia cling, sau d6 ding mét trinh ghi dia chang han nhu Nero, Winoncd, ... d€ ghi ra thanh
dia hinh va trinh chi€u cho ba con xem dudgc roi, rat la de phai khong ban.

Fie | Options Help

v Scena Detection (DV)

(xin luu y véi ban la chuong trinh nay c6 thé xuét ra file Video dai d&n 4Gb, nén néu 6 cling clia ban khdng du
thi nén vao menu Options chon split size (DV/MPEG) dé€ Iua chon cho minh dd dai ciia doan phim 1a bao nhiéu
cho phu hgp)

Chuc ban lam thanh céng va tao ra cac san phdm made in chinh minh
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LUOT WEB MA KHONG CAN TRINH DUYET WEB

Khi hiéu chinh man hinh desktop theo nhitng cach sau day ban s€ tao ra trén man hinh desktop nhitng trang ma
ban thuGng xuyén truy cap:

DAu tién theo cach sau: Start > Control Panel > Display hién ctra s6 Display Properties

DEEETCOP
1] x]
Themes | Screens  Genoral Web |
T e, dachiog, selact i liom the lolowing
htﬁl'n :Wmmﬂﬁ'ﬂ&wﬂm. m:"mwmm
corhent, chok Senchionine.
E tled pages
o Hew... I
oot |
_Smchiris |
T : ing o Wb hems sedect
H;pmm:ﬂm o oL deskbop,
ALD Walpapel
% i I Lock deskicp dems
I-'J'_]Aj.lmn
ey
L piss
L T T - OK
Customae Deskiop.
_’_i A
Cuztomize Dezltop o | |
WER

Background | Sersen Suver | Sppeaance | Efiscts 5 | st |

. r—ﬂ?'

] g o e o
o) g/ Fmiond v G
] g e i s v

HPPLY

T changs the vy pou chck on deshiop icore, chek: Foldes Diption)

] il nd]

Ban chon thé Web (d6i v&i Win 98&2000) con d6i véi Win XP ban chon thé; Desktop roi click nat Customize
Desktop & phia dugi cling r6i chon thé Web . Sau d6 ban chon nut New dé thém dia chi trang web mdi vao 6
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Location. Ban nh& chon d&u kiém vao 6 View my Active Desktop as a Web page thi mdi c6 tac
dung(Win98&2000). D& két thic nhan nut Apply va trd v& man hinh Desktop. Llc nay ban sé thdy nhiing trang
web do hién ra.

x|

o can add Inve Web content or pectures to your deskiop.

To add an item from the Miciosolt Deskiop Gallery, click

Vigit Gallery.
Wizt G alley

To add a Web pags o pacture from the Intemet, enter itz
Wweb address [URL) below.

Locaton: Iw.iu:ntle COML. YN

Taﬁda;&é:HTHLdmammdckBms.

Dia chi WER _Bowse. |

Néu ban khong thay trang web do trén man hinh Desktop thi ban hdy nhdp chudt phai trén Desktop sé co 1
thanh menu hién ra va ban chon Active Desktop > View As Webpage (Win 98&2000).Chuc ban thanh cong.

LOAI BO TINH NANG AUTO UPDATE CUA YAHOO MESSENGER

Nhu cac ban da biét hién nay Yahoo Messenger da cd phién ban 6.0 nhung sau khi ho hédi cai dat xong ban lai
phai that vong vi sau khi cai dat va chay chuagng trinh ban cam thay viéc st dung phién ban 6.0 nay rat nang né
va cham chap hon so Vvéi phién ban 5.6 truéc d6 vi cdu hinh may ban khdng dugc manh Idm, nhung van dé dat
ra ¢ day la sau moi lan chay phién ban 5.6 tinh ndng Auto Update lai thuc thi va lam phién ban thi véi thi thuét
nay sé khac phuc dugdc van dé do.
Ban vao Run go dong Iénh regedit va chay theo khéa sau:

e [HKEY_CURRENT_USER\Software\Yahoo]

"_nm

“ClientUpdatePage”="null”

[HKEY_CURRENT_USER\Software\Yahoo\Pager]
“LatestSocketServerUrl”"="null”

[HKEY_CURRENT_USER\Software\Yahoo\Pager\Update]

“LastUpdaterRunTime"=dword: 00000000 .

Sau khi thuc hién cac budc trén thi bay gid ban cd thé sir dung Yahoo mdt cach dé dang va khdng bi
lam phién nira.
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LAM MOT CHIEC LA DUONG XI VOT PHOTOSHOP

1. Tao mot file anh mdi [Ctrl+N], chon mau nén tuy y ban, & day toi chon 1a #333333. Nhdn D dé dua mau
foreground va background vé lai thanh trdng den.

Shape: == | | Mode; |Hermal ] Opacity: (100 k]
I* Fl[j Rename Shape...
ARTAR

* f‘,’ Text Oy
* Qe

\

Ll
LS

Sensll Thumibsruad
Liarge Thurrdsnsd
b Sensll List
L Lisk

Preciat: Manager.. .

Load Shapes...
Repdsce Shapes..,

a8
Aramsk
Aol
Eaninesrs
Fraumees
Pl
Objects
Ornaments . - .
2. Vao Layer>New>Layer... [Shift+Ctrl+N] dé tao mot layer mdi. Nhan chon cong cu Custom Sharp Tool [U]
nam trén Toolbar (nd nam cling nhdm vdi Rectangle Tool). Trong phan Sharp, ban chon group la Nature, click
chon hinh cdi la dudng xi (Fern). Ban v& mot cai 13, to nhé tuy 'ghich.
3. Nhadp chu0t phai vao layer vira roi, chon Duplicate Layer... dé nhan doi layer nay Iej:n. Vao ,
Edit>Transform>Rotate 180. Ban dung cong cu Move Tool [V] trén thanh Toolbar dé dich chuyén hai chiéc 1a
sao cho an khdp véi nhau. ,
4. Chon Layer @ trén clng, vao Layer>Merge Down [Ctrl+E] dé ghép hai chiéc la lai thanh mot. Nhap chudt phai
vao layer nay, chon Blending Option..., thi€t I3p cac thdng s6 nhu hinh.

brop Shadow

%K

Structure - = - h;:rsll;dnr EOBE000
slend Mode: (et || e
C*:Iaci'l}': q 75 &3
5 120 s Lisa Globad Li
e ® g b m:@ 120 " [#]use Gobal Light
Dist,

ance: p—— s P
Spread: m—— @ ]
Size: pr———— < P

bktmpt.ﬁ:ﬁg P

Quality uunbartaudenc
‘Cuality
Coebour Ij] [ anti-skased
Contour wl [Janti-ahased
Histse; S ———— 0 b3
nmabarredercom Boire: —=—o—m »
[#] Laar Kecics Cnt Drop Shadow -
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Bavel and Emboss

e Structure
Stracture Styba: | nner Bevel i]
Blend Mode; (Screen [ w] Techeiaue: [Semooth ]
Cpacity, ———— 7§ ] Pepth:. E—— oo | &
Moise: ——— - prection: S Olbown .
o OB T o ——— s o
AT Soften: m—— [
Pl unnubardadencom
Tachnigss: | Softer %] Shading :
e Ot & dee: 120
2 il o (] Uza Globad Light
e | : -~

m:=.ﬁ 0

Cm'hr.r:‘: [l anti-atasad

FRange: l#m -
M:F:ﬂ 4

T!g1u.“ ; - ! ..._.I. .‘..

Fattern: .
~elate

Scalg: ——r—— i % I ‘ﬂﬂc“ Ovarlay
Depth: =——m——= 0 ¥ fo—— -
Clivet. Bl ""Hh:l!ﬂl' Bendmode: [horma || #057E07

Opacity; ——————p 10| M

Va két qua cudi clung day:
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LAM GI KHI CON CHUOT CUA BAN BI HU ?

Cau tra Igi la Hay di tim mot con chudt méi . Nhung néu trude dé , may ban co cai dat va sir dung Hot Keyboard
Pro thi cAu tra I6i lai khdc , Tam dung ban phim dé thay thé& trudc khi mua mot con chudt mdi . Phan mém Hot
Keyboard Pro gilip ban quy dinh cac phim t&t dé truy cap cac i'ng dung , md trang web , tdt mdy , diéu chinh
Volume .... tat ca déu bang ban phim nén chang hé da ddng gi dén chl chudt ca . Ban van cd thé tiép tuc cong
viéc ctia minh trudc khi ¢b thdi gian Iugn qua cac gian hang vi tinh d&€ sdm cho minh mét chid chudt méi vé . Hot
Keyboard Pro phién ban mdi nhat la 2.5 , dugc phat hanh ngay 11-8-04 , gia 29,95 usd .

P Hot Keyboard Pro N [ <
_Eile Setkings  Help

Select a macro:
F- |:| Selected macro
K

£ o
Hat k

- ™ Launch web browser i

- ™ Sound volume contral

- ™ Open a folder Actior:

- [ Pagte test Dizplay menu

- [ Shutdown Windows

- [ Srart Add
f Edit _
Schedule
|I Delete

Hew macmo

v'| Start Hat Keyboard automatically with Windows

Thiz iz the heart of Hot Kephoard - the macra tree. All pour macros are displayed
here. 'ou can drag-and-drop any macro from one menu to anather. Prezs the right
mousze button to open a pop-up menu far a highlighted macro.

Hinh 1
Cach st dung chuang trinh nay rat don gian .

D& quy dinh mot phim tit méi , ban chay chuang trinh va chon new macro ( hinh 1), cra s6 Edit Macro hién ra
, ban nén dit tén Macro trong Macro name ( d€ dé phan biét véi cdc macro khdcy ma ! ) . Phan HotKey , hdy

quy dinh t& hgp phim t&t d& chay macro nay . Phén Action Type , hdy nhdn vao nit ¥ dé& xem danh sach tha
xuéng cac loai hanh dong ma Hot keyboard Pro ho trg ( hinh 3 ) :

Open Folder ( ma va duyét thu muc chi dinh bang phim tat ) ;

Execute the programs ( thi hanh ('ng dung badng phim tat ) ;

Launch web browser ( truy cap trang web da chi dinh ) ;

Dialup Networking ( quay s6 két nGi Internet ) ;

Window manipulations ( Thu nhd , phdng to ... cac clra s& , ing dung dang thi hanh ) ;

Shutdown Windows ( Tat , khdi dong ... Windows ) ;
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Paste Text ( Dan doan van ban soan trudc bang phim tat) ;
AutoReplace Text ( tu dong thay thé van ban ),

Reminder ( bat ghi chl, nhdc nhd bang phim tét ),

Control Winamp ( quan ly chuong trinh Winamp ),

Sound Volume Control ( Diéu chinh am Iugng cla may ).....
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LAM DEP CON CHUOT VOT CURSORXP PLUS 1.3

Néu nhu ban 1a mét ngudi rat ky cdng trong viéc trang diém cho mdy tinh ctia minh véi nhitng phan mém nhu
StyleXP, Windowblinds, DestopCyler hay Beelcons thi chdc hdn ban phai phai cam thay thi€u trong khi giao
dién, icon, wallpaper cd thé thay déi lién tuc thi con tré chudt clia ban “vii nhu' cdn” méc du ¢ thé thay doi
dugc theo cac hinh dang cho trudc. Gid day véi phan mém CursorXP Plus 1.3 clia hang Stardock ban cé thé
hoan toan yén tam vé van dé nay.

Khi cai dat thanh céng thi khi chon Cursor trong Control Panel sé cd thém phan CursorXP va Special Effects .

Holps o t‘

Wl okneg in backgroend !l

By ..:; |
Dl

o J[cwen ]|

Tai phan CursorXP ban cé thé chon cho minh hinh dang mot con tré chudt that ung y trong & Scheme.

=@

lcortpnn| | Savess.. || Dete

Nhung chi vdi tién ich dan gian dé thi ban chi can tai CursorXPFree130 cling tai dia chi
http://www.stardock.com/ va nhitng theme vé con tro chudt ma ban that ung y vé la dugc. Su’ khac biét giira
hai phan mém tinh phi va free nay la & phan hiéu 'ng dac biét Special effects.

Everis Spocal allncts

LeftiTiown Smisll bl coche =
LehtAlp Hone

Lt Tioutsle Feshal

Mcke Thawar Plistinag |sinal]

MiddeUn Frg 3
Clowseu '

iThargs sfact
Tai day ban c6 thé& chon cho minh hiéu ('ng khi bdm phai chudt, trai chudt, nhan ddp chudt nhu nhitng vong
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nhd mau dd, xanh, nhitng dém Ira bang cach nhan phai chudt vao phan tucng (rng va chon mét trong nhiing
hiéu rng tir menu. (Hinh 4) va chon Apply dé xac nhan s’ lua chon va Sound

Blue circles

Echo

Firebal

Flame

Green cincle
Green Flame
Fing

Flasma (big)
Plazina (senall)
Ripple Lot ol Mo

Small blue drde Micklle Do

Small red circle
b Muidsn Marne

Mone

Véi Iua chon tuong tu ban cé thé Iua chon cho minh &m thanh ma minh va thich & bang. Bay gi§ ban cd thé
thoai mai tan hudng cam gidc ma CursorXP Plus mang lai. Ban Plus bat budc phai tra tién méi dugc download
nhung ban cé thé nhd Google dé tai dugc & nai khac.
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LAM PEP CHO WINDOWS XP VOT STYLE XP

Cé IGc nao ban nghi sao con computer ctia minh né khéng dugc xi tin 1dm nhi , nhan sac thi cling
thudng théi , minh phai lam dep cho nd théi . Cac ban chac d& nghe dén nhiéu chuang trinh lam dep cho win
xp . Hdm nay tdi xin gidi thiéu ciing cac ban phan mém Style XP thay déi tat tan tat nhitng gi ¢ lién quan dén
giao dién hay icon ... ciia win xp chi bang cach click va click .

Cac ban cd thé tim thay Style XP trén cac dia phan mém trén thi trudng.

| Ko i -

& Skyla 21 - [Cronwe
" Fie Languics  Help

Theme Toola: Florl e N
Olsp ey Properies., Apphy Theme
Create Hew Theme.., Add a New Thema,

Hemame, Rewnlasd m New Theme,.

] henasned e Resel s XP Defasl D letn Selected Theme
H | Click es resal 12 the delault Windews XP theme
Sau khi cai dat ban sé thay cac muc :
-Option : Ban cd thé cho hay khdng Style XP khdi ddng & muc Enable Style XP, ddi giao dién & Style XP
background ,chay luc khai dong run at startup ...
-Themes : Ban c6 thé& chon rat nhiéu theme & muc themes c6 hinh minh hoa k€& bén dé€ ban xem thur, ban
6 thé xem thém vé Background hay sound & muc Themes parts . O muc Themes tools ban co thé tao ,md

Display Properties , d6i tén Themes , hay la quay tré vé WinXP méc dinh, 8 muc Preview ban c6 thé chon
,thém hay 1a x6a themes da chon. P& thém : Ban chon add a new theme ( néu da c6 trén may) hay
download ( néu may c6 két néi internet), ban chi dudng dan dén file va chon open . Sau khi thay déi hap ly
ban ¢4 thé chon bang cach nhan Apply Theme.

-Visual style: Ban c6 thé thay ddi cho hdp y minh hon véi visual themes , color schemes , font size : thudng
, 16n hay la rat 16n , md display properties. Ban cé thé chon ,thém mdi , hay la xda di nhitng gi ban da chon

... tugng ty’ nhu chon theme.

-Background : Ban c6 thé& xem hinh nén cla tirng themes, thay d6i vi tri : trung tdm , title hay ca man hinh ,
chon mau & background color , md display properties. Cubi cing ban sé chon , khong chon , thém , xda
nhitng gi ban da chon , tuang tu nhu chon theme.

-Logons : Ban cd thé thay d&i cho phi hgp man hinh logons véi logons settings , virus free , logon tools va
chon , thém , x4a nhitng gi ban d3 thay déi tuong tu’ nhu’ muc theme.

-Icons : Ban cd thé st dung nhitng icon méc dinh hay icons mdi ( XP- I candy) . Ban cé thé thay ddi kich
thudc clia icons (16x16 , 32x32 , 48x48 , 64x64) .Ban c6 thé xem cac icons & khung Preview , chon , thém
hay x6a nhifng gi ban da chon nhu & muc theme.

-Boot screens : ban c6 thé thay d6i man hinh khdi dong , va thém vao nhitng hinh khdi dong méi dé thém
phong ph .

-Transparency : ban cé thé lam trong sudt cac khung nhu taskbar , start panel , start menus hay tat ca .
Bén dudi la cac mirc d6 lam trong su6t , tir cham dén nhanh .

-Rotate : Ban c6 thé& 14p mdt bang nhitng theme , visual style , background , logon dé ching c6 thé thay
ddi tu déng . Tuy mic ban chon : khdng bao gid, IUc khai ddng , hang ngay , hang tudn ma nd sé thay déi
giup ban . Thém vao rotation list bang nut include , bout ra bang nut exclude , di chuyén Ién trén hay xudng
dudi bang nit move up , move down.

chtic cac ban that vui va hai long vdi nhan sac mdi ciia ngudi ban minh .
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LAM AN CHUONG TRINH VOTI HIDE WINDOW NOW

Ban dang viét mot bdc thu hodc dang lam mot s6 viéc riéng tu’ trén may tinh ma phai r&i di dau do trong
mot vai phat thi chdc hdn ban phai lo 1dng khdng biét Iiic d6 c6 ai ddng vao may tinh clia minh khéng. Néu ban
sr dung Screen Saver ¢ kém password hodc mot s6 phan mém khéa man hinh thi chdc han sé gay tinh td mo
cho nhitng ngugi xung quanh. Lic nay Hide Window Now cd I€ sé gilp dugc cho ban.

Sau khi khai déng, chuong trinh sé cd giao dién nhu hinh:

Hide Window Nowiv1.30

Window.

Window list: ) checked iterns na hide,

Du no caption

DEHidE Window Mow.doc - Micros...
&2 Tuneup utilities
Dﬁhndvanced Uninstaller PRO 2004
[0:3 Ace Optimizer Utilities

Ldc nay ban chi viéc chon nhitng chuong trinh ma minh khdng muén diu dé danh Iira mat moi ngudi trong
bang liét k& nhifng chuong trinh ma ban dang st dung bdng cach danh dau tich vao 6 vudng roi nhan nut Hide.
Tai thé Setting:
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Hide Window Mow v1.300 ﬂ '
Setting.

[+ Mouse HotKey.
Press the left button of rouse, click rght button,

[ Keyboard HotKey.
{* Fi11 " F7 Cod+] i+
[T start with Windows.

[T Minimize after startup.

[+ Muting all sounds when hiding windows.

[+ Hide Trayicon when hiding windows.

[T Password protect hidden windows.

Mouse HotKey: cach lam &n chuang trinh bdng cac ndt clia chudt.
Keyboard HotKey: lam &n chuang trinh béng cac phim ndng.
Start with Windows: khdi dong chugng trinh cing Windows.
Minimize after startup: thu nhé sau khi khai dong.

Muting all sounds when hiding windows: t3t tat cad &m thanh sau khi str dung chueng trinh d&€ @& phong ngudi

khac biét dugc ban dang lam

gi nhu nghe nhac hodc chai game.

Hide Trayicon when hiding windows: &n di bi€u tugng & thanh taskbar d€ moi ngudi khéng biét ban dang sir

dung chuaong trinh nay.

Password protect hidden windows: d&t password dé I8 cd ngudi biét va mudn bat chuong trinh nay [én.
Ban cd thé tai ban dung thr Hide Window Now vdi dung lugng 537KB tai dia chi http://www.anloer.com/

hodc mua vdi gid $15. Mong ban cam thay hai long khi sir dung chudng trinh nay.
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KY THUAT KHU RANG CUA TRONG PHOTOSHOP

O day tdi v& hinh tron khdng bi khir réng cua d& minh hoa
1. Tao mét tap tin méi kich thugc 500 x 300 nén trang
2. Chon c6ng cu Elliptical Marquee Tool(M) bd chon Anti-aliased, nhan gilr Shift vé mot hinh tron r6i fill bang

mau xanh J

3. Khong bo chon, vao Palette Channels tao mot kénh Alpha 1 nhu hinh

I }Save zelechon as channel

4, Nh3p chon kénh Alpha 1 va nhan Ctrl + D dé& bd chon, vao Filter > Blur > Gaussian Blur chon Radius |a
4.0

5. Van & kénh Alpha 1, vao Imgae > Adjustment > Levels va diéu chinh nhu hinh

el - AETS

posiane F [0

- NEE R
6. Gilr Ctrl va nhap vao kénh Alpha 1 dé& chon hinh tron, trd vé Palette Layers tao mét layer mdi rdi fill né
bang mau xanh nhu trén

7. Nh&n Z dé& chon cdng cu Zoom, nhap phai 1&n hinh chon Actual Pixels sau d4 ban kéo hinh tron mdi ra dé
so sanh vai hinh ban dau ban sé thay su khac biét
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