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LOI NOI PAU

Microsoft Windows Server 2008 1a thé hé ké ti€p cla hé di€u hanh
Windows Server, c6 th€ gitip cac chuyén gia cong nghé thong tin c6 thé
ki€m soat tOi da co s& ha tang cla ho va cung cap kha ning quan ly va
hiéu luc chua tlng 6, 1a sdn phdm hon han trong viéc ddm bado d6 an
toan, khd ning tin cdy va méi trudng mdy chl vitng chdc hon cac phién
bdn trudc day. Windows Server 2008 cung cap nhiing gia tri mdi cho cac
t0 chlc bang viéc bdo ddm tat cd ngudi dung déu cé thé c6 dugc nhitng
thanh phan b6 sung tU cac dich vu tU mang. Windows Server 2008 ciing
cung cap nhiéu tinh ning vugt trbi bén trong hé diéu hanh va khd ning
chudn doan, cho phép cac quan tri vién ting dugc thoi gian hd trg cho
cong viéc cla doanh nghiép.

Windows Server 2008 xay dung trén sU thanh cong va slfc manh cUla
hé diéu hanh da c6 trudc d6 1a Windows Server 2003 va nhitng cach tan
c6 trong ban Service Pack 1 va Windows Server 2003 R2. Mac du vay
Windows Server 2008 hoan toan hon han cic hé diéu hanh tién nhiém.
Windows Server 2008 dudgc thiét k&€ dé€ cung cap cho cic t& chlc c6
dugc nén tang sdn xuat tOt nhat cho Ung dung, mang va cac dich vu web
tUr nhém lam vi€c dén nhitng trung tdm d{r li€u v4i tinh ning dOng, tinh
ning mdi c6 gia tri va nhiing cdi thién manh mé cho hé di€u hanh co
ban.



CHUONG 1: TONG QUAN VE WINDOWS
SERVER 2008

1.1.  Gidi thi€u Windows Server 2008

Window Server 2008 chinh th(rc phét hanh cho c4c nha sdn xudt vao
ngay 4/2/2008 va chinh th(rc dua ra thi truOng vao 27/2/2008.

Microsoft Windows Server 2008 1a hé di€u hanh may chU Windows
thé hé ti€p theo cUa hang Microsoft. S&n pham nay c6 kha ning ho tro
cac chuyén gia cong nghé thong tin trong viéc ki€m soat mOt cach tOi
uu ha tang may chl nhd viéc cung cdp khd ning san sang va khd ning
quan ly chua tUng c6, dong thoi tao nén mOt mdi truOng may chl an
toan, tin cay va hi€u qua hon trudc rat nhiéu.

Bang viéc dua vao nhitng tinh ning mdi, Windows Server 2008 dem
dén su cai thién manh mé cho nén tang hé diéu hanh, hon han so véi
Windows Server 2003. Céc tinh ning dugc cdi thién dang chi y nhat
bao gOm céc tinh ning an ninh nang cao, truy cap Ung dung tU xa, quan
ly server tap trung, cdc cong cu gidm sat hiéu nang va do0 tin cay,
failover clustering, tri€n khai va hé thOng file. Cac cdi thién nay cling
vGi rat nhiéu tinh ning khac sé gip t6i Uu héa do linh hoat, tinh san
sang va vi€c diéu khién doi vGi cac may chu.

1.2. Cac tinh nang clla Windows Server 2008

Active Directory dugc md rOng v0i cac dich vu nhan dang, chlng
thuc va quan ly quyén. AD dudi phién bdn Windows Server trudc kia
cho phép ngudi quan tri ¢6 th€ quan ly tap trung cdc mdy tinh trong
mang, dé thi€t 1ap cac chinh sach cho cic nhém & ngudi ding, va dé
tri€n khai tap trung cac Ung dung tGi cdc mdy tinh. Vai trd ndy trong
Windows Server 2008 dudc chuy€n sang tén Active Directory Domain
Services (ADDS). MOt loat cac dich vu khic dugc gidi thi€u trong
phién bdn ndy nhu : Active Directory Federation Services (ADFS),
Active Directory Lightweight Directory Services (AD LDS), Active
Directory Certificate Services (ADCS), va Active Directory Rights
Management Services (ADRMS).

Terminal Services : hO trg phién badn Remote Desktop Protocol 6.0
v@inhiéu cdi tién :
. Chia sé Ung dung don qua két ndi mang, thay vi toan bd
Desktop (Terminal Services RemoteApp).
. Client c6 th€ két ndi RDP qua HTTPS ma khong can khdi tao

phién VPN trudc (Terminal Services Gateway).
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. Quan trj vién c6 thé cung cap truy nhdp vao Terminal Services
Sessions qua giao dién Web (Terminal Services Web Access).

Windows PowerShell : Pay 1a hé diéu hanh dau tién cung cap
Windows PowerShell, b0 1énh m& rOng md&i cla Microsoft va cong
nghé tao kich ban coéng viéc. PowerShell dua trén cong nghé lap trinh
huéng do6i tugng va phién ban .NET 2.0, cung cap hon 120 Ung dung
quan trj hé thong, c6 ci phap chat ché va ho trg khd nang lam viéc véi
cac thanh phan hé thOng nhu Windows Registry, hé théng ching chi,
hodac Windows Management Instrumentation.Ngon ng(* kich ban
PowerShell dugc thi€t k€ danh cho cic nha qudn tri vién IT, va c6 thé
st dung trong 1énh cmd.exe hoac Windows Scripting Host.

Self-Healing NTFS : Trong cac phién ban Windows trudc, néu hé
diéu hanh phét hién cac 10i trong file hé théng cla 6 dia NTFS, né danh
ddu 0 dia 1a “dirty”; d€ sUa 10i trén G dia d6, 6 dia phdi & ché db
offline. V@i hé thOng NTFS tu s(ra 10i, mOt ti€én trinh NTFS “worker”
sé dugc chay & ché d0 nén, ti€n hanh cac sUa ch(fa trén ving d{r liéu
bi 10i, khong can toan bd 6 dia phai nglng lam viéc. Hé diéu hanh gid
cling cung cap tinh ning S.M.A.R.T (Self-Monitoring, Analysis, and
Reporting Technology) d€ phat hién khi nao G dia c6 thé€ bi hdng.

Hyper — V : 1a mOt hé thOng do héa cho phép tao ra cac server do
trén hé thOng & mlrc hé di€u hanh. N6 c6 th€ hiéu 1a m6t may chu vat
ly dugc chia lam nhiéu may tinh nhd hon, va cac hé diéu hanh chay
dOc 1ap trén cdc mdy tinh dé. Phién ban nay chi cung cap kha nang hoat
dOng trén cac ki€n triic x86-64 bit.

Windows System Resource Manager : Cung cap khd ning quan ly
tai nguyén va c6 thé st dung dé€ diéu khién s6 1uong cac tai nguyén ma
mOt tién trinh hodc mot ngudi s& dung c6 thé dung dua trén dd uu
tien.

Server Manager : 12 mOt céng cU quan tri dua theo vai trd danh cho
Windows Server 2008. N6 bao gdbm cd Manage Your Server va Security
Configuration Wizard @ Windows Server 2003. Cong cu sé dugc mac
dinh chay khi kh@i dOng Windows, cho phép ngudi ding dé dang thém,
bdt cac dich vu dua theo viéc x4c dinh vai trd cUa Server. Hién tai
phién ban nay chua cho phép cong cu nay dugc st dung tU xa, nhung
cling dang c6 mOt sO Ung dung thay thé€ dugc xay dung d€ dap Ung nhu
cau nay.

1.3. MOt sO nang cap mGi cila Windows Server 2008



1.3.1. Cai ti€n trén 156i hé diéu hanh

MOt hé di€u hanh nhi€u thanh phan day du

Cai ti€n kha nang hot-patching, cho phép viéc két nbi cac
thanh phan khong thudc 16i ¢6 thé dién ra ma khong can khdi
dbng lai may.

HO trg viéc khdi dOng tU cac firmware tuong thich EFI
(Extensible Firmware Interface).

Phan hoach phan clng dong.

HO troQ viéc thém b4t néng cac bd xUr 1y va bd nhd dbng, theo
khd nang cla phan clng.

HO trg viéc thay thé néng cac bo xU ly va bd nhd, theo kha
nang cUa phan cUng.

1.3.2. Cai ti€n cua AD

1.3.3.

C6 ché d0 hoat ddng Domain chi doc (Read Only Domain
Controller - RODC). Ché d6 ndy danh cho cac chi nhanh khi
ma DC chay trén cac may server c6 d6 an toan vat 1y khong
cao. Khi d6 cdc RODC chi luu tr(t mOt ban sao chi doc cla
AD, va n6 chuyén moi yéu cau cap nhat lén mOt may DC
chinh. Mdy nay s€ tu dOng ti€n hanh cac cap nhat can thiét.

AD c6 khd ning khai dOng lai cho phép dich vu ADDS c6 thé
STOP va RESTART trong giao dién Management Console ma
khong can khdi dOng 1ai cd server.

Cac chinh sach cdi ti€n
Moi cdi ti€n cla Group Policy trong Windows Vista déu dugc
cap nhat. Group Policy Management Console dugc tich hgp
san. Cac d6i tuong GP dudgc danh chi muc d€ dé dang tim
ki€m va nhan xét.
C6 cO ché bdo v€ truy cap mang vdi Network Access
Protection cho phép admin buQc cidc may tinh két nbi vao
mang phdi dap Ung yéu cau vé slc khde hé thong, va gidi
han truy cap mang vGi cdc mdy tinh khong thod yéu cau.
NAP con cung cap thu vién ham API cho phép cac hing phan
mém va cac nha phat trién xay dung nhi€u gidi phap cho viéc
danh gia tinh trang sUc khée va gidi han truy cap mang.

Cac chinh sach c6 th€ dugc tao ra d€ ddm bdo cac Ung dung
can bang théng cao c6 thé c6 chat luong mang tot hon.



CO ché thiét 1ap mat khau cho phép tao ra nhi€u chinh sach
mat khau trén cdc nhém va ngudi dung thay vi 1 thiét 1ap duy
nhat trén toan b0 domain.

1.3.4. Céc cdi ti€n trong quan ly & dia va file

Cung cap kha ning thay d6i kich thudc phan viing ma khong
phai dUng server, k€ cd phan viing hé thong (khong 4p dung
trén striped volumes).

Shadow Copy ho trg cac 6 dia quang, 6 dia mang.

Distributed File System cdi ti€n, gitip cho viéc thiét 1ap hé
thOng chay trén nhi€u DC hi€éu qua hon.

Cai ti€n Failover Clustering.

Internet Storage Naming Server cho phép ding ky, hUy dang ky
tap trung va truy xudt tdi cac 6 dia clng iSCS.

1.3.5. Cai ti€n giao thifc va ma hoa

HO tr¢ md hoéa 128 va 256 bit cho giao thlfc chiing thuc
Keberos.

Ham API md héa mGi hO trg ma héa vong ellip va cdi ti€n
quadn ly chiUng chi.

Giao thifc VPN m@i Secure Socket Tunneling Protocol.

AuthIP, m6t phan m& réng cla giao thlc mad hoa IKE sUr
dung trong mang VPN Ipsec.

Giao thUc Server Message Block 2.0 trong b0 TCP/IP mGi
cung cap mot loat cic cai ti€n trong truyén thdng nhu hiéu
sudt 16n hon khi két ndi dén cac file chia sé qua céc lién két
c6 dd tré cao va bado mat t6t hon trong cac chimg thuc hai
chi€u va ch{r ky s0.

1.3.6. M@t s0 tinh ning khac

1.4.

Windows Deployment Services thay thé cho Automated
Deployment Services va Remote Installation Services.

IIS 7 thay thé cho IIS 6, ting cuOng kha ning bdo mat, cai
ti€n cong cu chuan doan, ho trg quan tri.

C6 thanh phan “Desktop Experience” cung cap kha ning cdi
tién giao di€n nhu Windows Aero cla Windows Vista, cho ca
ngUoi dung tai chO va ngudi dung truy cap tU xa.

Cac 10i ich cia Windows Server 2008



Windows Server 2008 mang 1ai 10i ich trong bon linh vuc chinh:
1.5. Web:

Windows Server 2008 cung cdp mOt nén tdng dOng nhat d€ trién
khai dich vu Web nh& viéc tich hgp Internet Information Services 7.0
(IIS 7.0), ASP .NET, Windows Communication Foundation va Microsoft
Windows SharePoint Services. La bdn nang cap cla IIS 6.0, IIS 7.0
déng vai tro chinh trong viéc tich hgp cic céng nghé trén nén tdng
Web. IIS 7.0 dem lai c4c 10i ich 1&n, bao gdm céc tinh nang phan tich va
quan tri hiéu qud hon, nang cao tinh bdo mat va gidm chi phi ho tro.

Vi giao dién quan tri than thién va tién dung, IIS 7.0 gidp viéc
quan 1y cac tdc vu mdy chl Web don gidn hon trudc rat nhiéu. Nguoi
quan tri s& khong can phai truy cdp qua nhiéu mUc vao cay thu muc
quan trj, cac tac vu thuc hién dugc bo tri rat thudn tién va dé dung.
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Hinh 1.1: Giao dién quan tri IIS 7.0

IIS 7.0 con ho trg viéce sao chép gilta cac site, cho phép copy dé
dang cac thi€t 1ap cla trang web gilta cAc may chUl Web khac nhau ma
khong phdi cdu hinh gi thém. Bén canh dé, chinh sach phan quyén quan
tri cac Ung dung va cac site dugc thuc hién rat 1d rang, gitip ban c6 thé
di€u khi€n cac phan khac nhau clla may chl Web mOt cach an toan va
thuan tién.

1.5.1. Ao hoa:

Phién ban 64 bits clla Windows Server 2008 dugc tich hgp san
cong nghé do héa. Khac vdi sdn pham Microsoft Virtual Server 2005 khi
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cac may do dudc dung trén nén hé diéu hanh vGi nhi€u tinh ning han
ché, c6ng nghé do hoa hypervisor trong Windows Server 2008 cho phep
cac may ao tuong tac trifc ti€p véi phan clng may chU moOt cach hiéu
qud hon. Ao hoa dung san c6 khd ning do héa nhi€u hé diéu hanh khac
nhau nhu Windows, Linux... trén cung mOt phan cung may chu, cho
phep ban gidm chi phi, tdng h1eu sudt s& dung phan cUng, tdi Uu héa ha
tang va nang cao tinh san sang cUa may chl. Hon n(ra, cing v&i chinh
sach ban quyén linh hoat, viéc st dung do héa sé ti€t kiém dang k€& chi
phi mua sdm ban quyén phan mém.

Parent VM ‘ Child VM

Hinh 1.2: Windows Server Virtualization

Bén canh do, cong nghé do hda trong Windows Server 2008 con gidp
ban tich hgp va tap trung cac Ung dung phuc vu cho viéc truy cap tU xa
mOt cach dé dang bang cach st dung Terminal Services. Ngudi dung tUr
xa (va cd nguodi dung tU ngoai Internet) sé khong phai st dung cac két
ndi VPN ma van c6 thé truy cap t6i cac Ung dung trong hé thOng mang
n0i b0 va st dung cac Ung dung dé ma khéng can quan tdm vi tri hién
tai cla ho & dau.

1.5.2. Bao mat

Windows Server 2008 1a hé diéu hanh may chU Windows an toan
nhat tlr trudc téi nay. Cac tinh ning an ninh bao gdm Network Access
Protection, Read-Only Domain Controller, BitLocker, Windows
Firewall... cung cdp cac mUc bdo vé chua tUng cé cho hé thOng mang,
d(rliéu va cong viéc cla td chire.

Network Access Protection (NAP). Chiing ta déu biét rang, mot
trong nh{ing nguyén nhan gdy anh hudng 16n tdi hoat dOng cla hé
thOng cong nghé thong tin cla td chltc xuat phat tU su' thi€u an toan cla
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may tram. K& gian c6 th€ 10i dung nhiing 16 hOng an ninh cla may
tram dé€ tU d6 gy hai cho hé thdng cla tG chltc. NhO c6 NAP, ngudi
qudn tri c6 thé thi€t 1ap cac chinh sdch mang doi v&i cadc may tram khi
may tram dé muOn két ndi vao hé thGng mang cla t6 chlc. Chi khi cac
may tram dé dap Ung day dU cac yéu cau an ninh nhU mdy tram da cai
dat phan mém diét virus va da cap nhat ban mdéi nhat, may tram da cai
dat cac ban va 10i hé thOng, hay di cai dat phan mém firewall thi m&i
dugc phép két ndi vao hé thGng mang cUa t0 chlrc. Néu chua thda man
cac di€u kién d6 thi may tram s€é dugc cach ly trong mOt ving mang
riéng, tai d6 may tram s€ dugc cap nhat va sta 16i cac yéu cau an ninh,
dén khi ndo thda man chinh sach dat ra m&i dugc két ndi vao mang cla
t0 chlrc. NAP c6 thé dugc st dung d€ ki€m soat khi may tram muln
truy nhap vao hé thOng mang théng qua DHCP, IPSec, VPN, va qua két
noi khong ddy 802.1x. NhG cach thltc mdi ndy, qudn tri vién c6 thé han
ché & mUc co ban nhiing tac hai tU may tram dGi v4i hé thOng mang
chung.

# Windows Firewall with Advanced Security

522 <) Windows Firewall with Advanced Security on Lacal Computer.

£
# Wwindows Firewsll with Advanced Security provides enhanced netwark security far b o

3

5 Dverview

Domain Profile is Active View »
" Windows Firewall s off A Refresh

Private Profile [Z] Properties

@ windows Firewallis on. E Help

® Inbound cormections that do not match a rule are blocked.
‘(9 Outbound connections that do not match a rule are allowed,
Public Profile

T windows Firewallis off

B windows Firewall Properties

Bii o
< | e |

i
&

Hinh 1.3: Giao dién quan tri Windows Firewall

Trong cac phién ban Windows Server truéc, Windows Firewall va IPSec
dugc cau hinh mot cach riéng ré, do d6 rat dé dan dén viéc trung 1ap
cac ludt cho cic thong tin vao ra. PE khac phuc nhugc diém nay,
Windows Firewall trong Windows Server 2008 da két hop cd hai dich vu
mang nay lai trén mot giao dién cdu hinh chung. Su két hop nay sé giup
don gidn héa cac thao tac cau hinh, va tranh dugc su trung 1ap cac ludt.

1.5.3.Nén tang vitng chac cho cac hoat déng cla td chirc

Windows Server 2008 cfing 1a hé diéu hanh mdy ch( Windows
linh hoat va manh mé nhat tU trudc t8i nay. VGi cac cong nghé va tinh
11



nang mGi nhu Server Core, PowerShell, Windows Deployment Services
va cac cong nghé mang, Failover Clustering nang cao, Windows Server
2008 mang dén cho ban mdt nén tdng Windows linh hoat va tin cdy cho
tat cd cac yéu cau vé khoi lugng cong viéc va Ung dung.

Server Manager: La mOt tinh ning m&i c6 trong Windows Server
2008. Pay 1a mot trong nhitng tinh nang néi tr0i, dugc thiét k€ d€ nhan
vién quan tri c6 mOt cai nhin tOng quan nhat vé€ toan b0 qud trinh cai
dat, cau hinh, quan 1y cac roles (vai trd, chlc ning cUa server) va tinh
nang trong mdy chU chay Windows Server 2008. Server Manager thay
th€ va hop nhat mot sO tinh nang tU Windows Server 2003 nhu' Manage
Your Server, Configure Your Server, Add or Remove Windows
Components. Ngu0i quan tri ¢6 th€ st dung cong cu nay d€ kiém sodt,
thay d0i, cai dat cac roles va tinh ning trén mdy chu, quan 1y cac tic vu,
cac services (cac dich vu chay trén mdy chu), tai khodn ngudi dung,
cling nhu xac dinh, gidm sat cac su kién, phuc vu viéc tim va s(fa 10i hé

thOng.
- EETETETS BI=IE
File Action View Help

==|=|H

Manager (FISINF-FILESYR) m Manager (m.rm)

® 33 Fie Services
& W5 Web Server (IIS)
@"j Features
[= [ Diagnostics
® 4] Event viewer
L Services
& @ Reliabiity and Performance

?5 et an averview of this server, change system properties, and install or remaove server roles and
3 features,

-~ Server Summary ﬂ Server Summary Help I—

~! Computer Information 1% Change System Properties

3 Device Manager
= i} Configuration
[ (5 Task Scheduler
# i Windows Firewal with Adve

Full Computer Name;

Diarnain:

FISINF-FILESVR.FISINF, COM.YN
FISINF.COM. VN

P Change Administrator Account
& View Netwerk Connections
v Configure Remote Deskiop

Administrator Administrator

i1 Wil Control
= Account:

= B Local Users and Groups
[= &5 Storage
W Windows Server Backup
i Disk Management

Local Area 10.15.83.91

Connection:
Product 10 78440-047-0195776-70286

¥ Do riot show me this console at lagon

# Security Information |'i Go to Windows Firewall
£} Configure Updates

' Run Security Configuration
© Wizard

_F¥ Configure IE ESC

Windows Firewall: Service not running

‘Windows Updates: Download updates only from
Windows Update

Last checked far 12}16{2007 9:03 PM _:J

o
4| | | 5% Last Refresh; 12/17/2007 8:56:10 AM Carfigure refresh ‘
< "start | F I § Server Manager | @(b

Hinh 1.4: Giao di€én quan tri Server Manage

Server Core: La mOt chUc nang md&i trong Windows Server 2008.
May chl chay Server Core sé& chi cai dat mOt méi truOng t0i thi€u dé
chay cac Ung dung cO ban, can thi€t nhu cic roles AD DS, AD LDS,
DHCP Server, DNS Server, File Services, va Streaming Media Services.
Server Core khong c6 giao di€n d6 hoa nhu truyén thOng. Khi cau hinh
server, ta c6 th€ qudn 1y né thong qua clta s6 command-line (cuc b0)
hay qua két nOi Terminal Server. Ta ciing c6 th€ qudn ly tUr xa bang
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cach s dung Microsoft Management Console (MMC) hodc cac cong cu
command-line hO trg tur xa.

Viéc trién khai Server Core dem lai nhi€u 10i ich nhu gidm chi phi
bdo tri, gidm chi phi qudn ly va gidm viéc bi tan cong do né chi cai
dat t6i thiéu cac Ung dung yéu cau, b€ mat tan cong gidm. Hon thé,
Server Core khong yéu cau may chU cé cau hinh cao. Server Core
thudng dugc ap dung trong truGng hop yéu cau dd an toan, 6n dinh
cao.

Windows PowerShell: 1La mot tién ich mdi, sU dung dong 1énh
cUa Windows gitip cho c4c nhan vién IT c6 th€ thuc hién céc tac vu
mOt cach tu dOng. Vi trén 120 cong cu dong 1énh chudn, cing véi
cac Ung dung va kich badn san c6, Windows PowerShell cho phép céc
quan tri vién dé dang ki€m soat hé thdng va ting tOc cac qua trinh tu
dOng trong cac nhi€ém vu quan tri theo dinh ky mOt cach an toan, dac
blet théng qua nhiéu may chU. Vi lam viéc véi ma 1énh va ha tang IT
san c6, Windows PowerShell rat dé st dung. N6 cho phep ngu‘dl dung
c6 thé tu ddng héa qud trinh qudn tri cc tac vu, quan trj hé thOng (vi
du nhu Active Directory, Internet Information Server (IIS 7.0),
Terminal Server...), ciing nhU trién khai cc roles clla mdy chU. POng
thOi Windows PowerShell cho phép cdi thién khd ning quan ly hé
thOng nham phi hop v&i méi truGng hé thong.

rosoft Corporation. All rights reserve

inistrator.FISINF> _

Lrstan | 5 & Servies [ vindoms Poweershen )
Hinh 1.5: Giao dién Windows PowerShell

Windows Deployment Services (WDS): La phién ban nang cap

cUa Remote Installation Services (RIS) c6 trong Windows Server 2003.
WDS ho trg viéc tri€n khai nhanh chéng cac hé diéu hanh Windows
thong qua viéc cai dat qua mang ma khong can tGi truc ti€p cac may
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tinh cfing nhu khéng can cac dia CD cai dat. Viéc st dung WDS sé
dem lai cho tG chltc nhiéu 1Qi ich nhu gidm chi phi tOng thé va gidm
phUc tap khi tri€n khai, c6 th€ tri€n khai khi cdc may tinh chua c6 hé
diéu hanh, ciing nhu hd tro dugc ca trong mdi trudng hd hop ¢ ca
Windows XP va Windows Server 2003.

Failover Clustering: Tinh nang Failover Clustering trong
Windows Server 2008 dugc cdi thién lam cho viéc cdu hinh cic nhém
may chU cling thuc hién mOt chlrc ning dé dang hon trudc rat nhiéu.
Ngudi ding Windows Server 2003 c6 th€ gdp nhi€u rac r0i khi ti€n
hanh cai dat cluster cho may chU, nhung v&i Windows Server 2008,
vi€c cai dat va cau hinh don gidn va truc quan hon.

[ i

File Acton View Help

C.L 3ol 1l

LT Fajlover Cluster Management £ | Bcidoss

Failover CL. &
1 ‘“q Create falover clusters, validate hardwars for potential falover clusters. and padom
} configuration changes to your failover clusters. & valdat.,

B creat.,
* Overview B Manag..
view »

ﬂ Help

* Management

0 Deg use fallover clustenng, first valigate your hat I
Ti f st first validat
g & 5teps are complete, you cann

settings to 1t from & cluster runni

) Valdate a Configuration... E Understanding cluster vaidation

tests
) Create a Quster. [ Creating a failover cluster or adding

2 cluster node ||
™ Man 3 E Managing a failover cluster

ﬂ g @ q settings from a clustar
ing Windows Server 2003

- Clusters

— - —] |
<| | »

Hinh 1.6: Giao di€én cau hinh Failover Cluster

Bang viéc st dung Validate Tool, mOt céng cu mdi cla tinh ning
Failover Clustering, ban c6 th€ ki€m tra tinh tuong thich clla cdc may
chU trudc khi ti€n hanh cai dat cluster. Cong cu nay sé ki€m tra toan
b0 phan clng, phan mém cUa may chU va dua ra cic bdo céo rat rd
rang, gitip ban dé dang xac dinh dugc xem cac cau hinh va thiét 1ap d
phtt hOp yéu cau cai dat hay chua. Mat khéc, v&i khd ning tu dOng
chuy€n d6i du phong trong nhém cac may chl chay cluster v&i nhau
cUa Windows Server 2008, cac quan tri vién c6 th€ thuc hién cai dat,
chuyen doi cling nhu quan ly cac nhiém vu hoat ddng dé dang hon.
Vi vay, tinh san sang va 6n dinh cla hé thOng s& duoc nang cao.

Windows Server 2008 va Windows Vista cing hé tro’ nhau:
Tuong tU nhu Windows XP ra d0Oi cung v&i dong hé di€éu hanh may
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chl cla né 1a Windows Server 2003, Windows Vista ra doi 1a su két
hop hoan hdo véi Windows Server 2008. Ca hai déu 1a mOt phan trong
mOt du &n cla Microsoft, chia sé kha nhiéu cong nghé nhu: bdo mat,
luu tr(r, quan ly, mang... Microsoft s& két hgp hai hé diéu hanh nay
nham tao ra mOt hé thOng an toan tU may tram cho t&i may chu.

Phién ban chinh thifc clla Windows Server 2008 dugc Microsoft ra mat
vao thang 2/2008. V&i nhiing tinh ning nGi tr6i va nhitng 10i ich 16n
nhU da trinh bay & trén, Windows Server 2008 h(ta hen sé dem dén cho
cac t6 chlc, doanh nghi€ép mét nén tadng hé di€u hanh may chu an
toan, On dinh va hiéu qud nhat.

1.6. Cac phién ban Window Server 2008

Windows Web Server 2008: danh cho cac hé thOng dua trén b xUr
ly Itanium dugc tGi Uu héa cho cac trung tdm d{ liéu 16n, cac Ung
dung nghiép vu riéng, Ung dung tiy bi€én mang lai d0 san sang va
kha ning m& rOng cao cho téi 64 bd xUr ly d€ dap Ung nhu cdu cho
cac gidi phap khat khe va quan trong.

Windows Server 2008 Standard: 13 hé diéu hanh Windows Server
manh nhat hién nay. V&i cac kha ning do héa va Web dung san
va ting cuOng, phién ban nay duoc thiét k€ dé ting do tin cdy va
linh hoat cla c0 s3 ha tdng mdy chl cla ban dOng thoi gitip tiét
kiém thOi gian va gidm chi phi. Cac cong cu manh mé gitip ban
ki€m soat may chU tOt hon, va sap x€p hop 1y cac tic vu cdu hinh
va qudn ly. Thém vao dé, cac tinh ning bdo mat dugc cdi ti€én lam
tdng stfc manh cho hé diéu hanh d€ gitip ban bdo vé dir liéu va
mang, va tao ra mOt nén tang viing chdc va dang tin cdy cho
doanh nghiép cUa ban.

* Windows Server 2008 Standard without Hyper-V

Windows Server 2008 Enterprise: dem t3i mOt nén téng cap doanh
nghiép d€ trién khai cac Ung dUIlg quan trong 601 v@i hoat ddng
kinh doanh. Phién ban nay gitip cai thién tinh san c6 nhd cac kha
nang clustering va cam nong bo xU ly, glup cdi thién tinh bao mat
vOi cac dac tinh dugc clng c6 d€ quan 1y nhan dang, va gidm
b6t chi phi cho cd s ha tang hé thdng bang cach hgp nhat Ung
dung v&i cic quyén cdp phép do hda. Windows Server 2008
Enterprise mang lai nén tang cho mét co sé ha tang CNTT c6 do
nang dong va kha nang md& rOng cao.

Windows Server 2008 Enterprise without Hyper-V

Windows Server 2008 Datacenter: dem t&i mOt nén tang cap
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doanh nghiép d€ tri€n khai cic Ung dung quan trong d6i v4i hoat
dOng kinh doanh va do héa & quy mo 16n trén cdc mdy chl 16n va
nhd. Phién bdn ndy cdi thién tinh san cé nhO cic khd ning
clustering va phan viing phan clUng dOng, gidm bét chi phi cho co
s& ha tang hé théng bang cach hop nhét cac Ung dung vGi cac
quyén cap phép do héa khong han ché, va md rOng tu 2 tGi 64 b0
xU 1y. Windows Server 2008 Datacenter mang lai mOt nén tang dé
tUr d6 xay dung cac gidi phap m& réng va do héa cdp doanh
nghiép.

Windows Server 2008 Datacenter without Hyper-V

Windows Server 2008 for Itanium-Based Systems: danh cho cac hé
thOng dua trén bo xUr ly Itanium dugc t6i Uu héa cho cac trung tdm
d{r liéu 16n, cac Ung dung nghi€p vu riéng, Ung dung tuy bi€n
mang lai d0 san sang va kha ning md rOng cao cho tGi 64 bO x{
ly d€ dap Ung nhu cau cho cac gidi phap khat khe va quan trong

Windows HPC Server 2008 : Bugc xay dung dua tréen Windows
Server 2008, cong nghé 64-bit, Windows HPC Server 2008 c6 thé
m@& rOng tGi hang nghin 16i xU ly va ch(fa cac console quan ly gitip
ban chU dOng theo d&i va duy tri tinh trang an toan va tinh 6n dinh
cUa hé thOng. Khd ning tuong két va linh hoat trong di€u khién
cong viéc cho phép tich hgp gilta cdc nén tdng HPC trén nén
Windows va Linux, ho trg cac tai lam viéc theo mé va cac tai lam
viéc theo Ung dung hudng dich vu (SOA). Ning sudt dugc cai
thién, hiéu niang c6 thé€ tuy bi€n, va dé s dung 1a mot sO dac
trung khi€n Windows HPC Server 2008 trG thanh sdn pham tOt
nhat cho cidc mdi truOng Windows.
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CHUONG 2: CAI PAT CAC DICH VU MANG
TREN WINDOWS SERVER 2008

2.1. Cai dat va cau hinh may chil Windows Server 2008
2.1.1. Xac dinh yéu cau phan cling

2.1.2.
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Phan cling/Cau
hinh

TOi thi€u
Pé nghi
TOi uu

B6 nhé RAM
512MB

1GB

2GB

BO vi xUr ly
1Ghz
2Ghz
3Ghz

O cling(trOng)
10GB
40GB
80GB

Ti
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€n hanh cai dat Windows Server 2008
Toan b0 viéc cai dat Windows Server 2008 chi qua ba phan:
Cai dat hé diéu hanh
Khdi tao cau hinh Initial Configuration Tasks
Cai dat Server Manager
2.1.2.1. Cai dat hé diéu hanh

. Cho dia cai dat Windows Server 2008 vao 0 va khdi dOng may chU
tU dia cai.

. Khi dugc yéu cau chon ngén ngll, thoi gian, don vi tién té va
thong tin ban phim, ban hdy dua ra Iua chon thich hgp roi
click Next.

. Tuy chon Install Now xudt hién. Néu chua chac chan vé yéu cau
phan clng, c6 thé click vao lién ké€tWhat to Know Before Installing
Windows dé biét thém chi tiét.

. Nhap khoa kich hoat sdn phdm (product key) va danh dau ki€m
vao 0 Automatically Activate Windows When [I’'m Online.
Click Next.

. Néu chua nhap khoéa sdn phdm & muc trudc, bay gi® ban sé phai
lua chon &n ban Windows Server 2008 sdp cai dat va danh dau
ki€m vao 61 Have Selected an Edition of Windows That I
Purchased. Néu ban da nhap khoéa san pham hop 1€, trinh cai dat
sé tu dOng nhan dién dugc &n badn Windows Server 2008 ban sap
cai dat. Click Next.

. Poc cac diéu khodn quy dinh va chap nhan bang cach danh dau 6
ki€m. Click Next.

. O cla s6 méi xudt hién, do ban khéi dOng may tUr dia cai nén tiy
chon Upgrade (ndng cdp) di bi vdo hi€u. Click Custom
(Advanced).

. Trén clra sO ti€p theo, ban can lua chon vi tri cai dat Windows.
Néu c6 driver cUa cac thi€t bi luu trf bén th( ba, can cai dat ngay
bang cach click lién k&t Load Driver.

. Khi qué trinh cai dat hoan tat, hay thay dGi mat khau tai khodn
quan tri administrator trudc khi ding nhdp. Sau khi mat khdu
dudgc thay dGi va ban da ding nhap vao hé diéu hanh, nhu vay la
ban da xong phan 1 cla viéc cai dat.

2.1.22.  Kh@i tao cau hinh
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Sau khi ban diang nhap vao hé di€éu hanh, c(fa s Initial Configuration

Tasks Wizard xuat hi€n, gdbm ba muc:

- Provide computer information (Cung cap thong tin hé thOng)

- Update this server (Cap nhat may chu)

- Customize this server (Ttly bi€n may ch()

=
= Fy
Perform the folowng tasks to intialy configure this sarver & Windows Server 2o
.j Standard
P I u Spaciyng computer information Bl
Set time gone T ¥
!v' Configues networking Local Area Connection
My Proveste compuier name and Full Computer Mame:
e
dongn Workgroup:
d (] u Updaing your Windovs sorvr
"= | Enable siomaic updating and Updates
2 feadback Feedbadk
2" Download and atal updates Checked for Updates: 1
Instalisd Updates
g} Custom H Cusloesing your server il
aTn Add roles |
—'!.# Add {eahses F
n
[™ Do not shiow s wndow o logon fose I

Hinh 2.1: Initial Configuration Tasks Wizard

Trong muc Provide Computer Information, ban c6 thé thuc hién

nhing viéc sau:
- Thay d0i miii gi0®

- Thiét 1ap cau hinh mang trén giao di€n card giao ti€p mang
(NIC). Ban ciing c6 thé géan dia chi IP tinh, subnet mask, default
gateway (cOng mac dinh) va may chG DNS/WINS. Trong nhi€u
méi trudng, c6 1€ ban sé dugc nhém hai card giao ti€p mang cho
mang LAN d{ liéu sdn xudt (s dung phan mém bén th( ba) va
c6 mOt card giao ti€p mang riéng biét danh riéng cho viéc sao 1uu
d{r liéu dugc két ndi vGi mang LAN sao 1uu. Ngoai ra, ban c6 thé
d€ mac cho cac thié€t 1ap tu dOng dugc gan bGi may ch( DHCP,
tat nhién trong trudng hop ban c¢6 may chl DHCP da dudgc cau

hinh.

Luu y: Trén thuc t€, ban sé thudng gan dia chi IP tinh cho may chl
cO s@ ha tang. Trong trudng hgp nay, ban s€ can thu thap théng tin d6
cung vOi dia chi IP hgp 1€ cho default gateway va cho may chu

DNS/WINS trudc khi cai dat.

Trong muc Update This Server, ban cé th€ thuc hién nhiing viéc
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sau:

- Cho phép tu ddng cap nhat va phdn hoi

- Cau hinh viéc tdi vé va cai dat nhling cap nhat clla hé diéu hanh
Trong muc Customize This Server, ban cé thé thuc hién nhimg viéc
sau:
1. Thém vai tro (role) may chu.

Khi ban chon mot vai tro, trinh huéng dan sé gitip ban hoan thanh
viéc cai dat vai tro. Ban co thé lua chon céc vai tro sau:

Active Directory Certificate Services
Active Directory Domain Services
Active Directory Federation Services
Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Application Server
DHCP Server
DNS Server
Fax Server
File Services
Network Policy and Access Services
Print Services
Terminal Services
UDDI Services
Web Server (I1IS)
Windows Deployment Services
2. Thém tinh nang.

Ciing nhu thém vai tro, khi ban Iura chon tinh nang, trinh hudng dan sé
gitip ban hoan thanh viéc cai dat tinh ning d6. Co6 rat nhiéu tinh nang
cho ban lua chon.
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Hinh 2.2: Lua chon tinh ning ban muOn cai dat
2.1.2.3. Cai dat Server Manager

Server Manager cho ban mOt cai nhin toan cuc vé may chu. Khi
nhin vao phan chi tiét mdc dinh, ban c6 th€ thay théng tin may tinh,
thong tin bao mat va ban tém tat cac vai trd va tinh nang da cai dat. Nhin
xuOng phia dudi, ban sé thdy tai nguyén va phan ho trg. Phia bén trai
cla sG 1a cac cong cU gitip ban thém/bét va cdu hinh cac vai tro cling nhu
cac tinh nidng. Ban ciing s thdy céc tiy chon d€ chan doan, cdu hinh va
quan Iy 6 dia. Sau khi x4c 18p cac thay d0i trong Server Manager, cong
vi€c cai dat th cong cla ban da thuc su hoan tat.

2.2. Cai dat may chQl quan tri mi€n Domain Controller

Né€u ban dén tU thé gidi Windows Server 2003 thi ban sé thay
budc nay cé rat nhiéu khac biét. Ban sé van can chay dcpromo tU
nhac 1&nh Run,tuy nhién can phdi cai dat Active Directory Domain
Controller role. Cac role may chU 1a m6t khai niém mdi trong Windows
Server 2008 — n0i céac dich vu mdy chU dugc xem nhu cac “role”. Active
Directory Domain Controller role c6 khac biét d6i chit vi né 1a mét qua
trinh hai budc d€ cai dat Active Directory DC: dau tién ban cai dat role,
sau do chay dcpromo.

1. Vao Server Manager va kich nit Roles trong panel bén trdi cUa
giao di€én di€u khién. Sau dé kich vao lién kétAdd Roles trong
phan panel bén phai.

2. Thao tac d6 s€ 1am xudt hién trang Before You Begin. Néu day la
lan dau tién ban cai dat mot role bang cich s dung Server
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10.

11.

12.

13.

Manager, hdy doc c4c thong tin trong trang nay. Néu ban da quen
v@i Server Manager r0i, khi d6 hay kich Next dé tiép tuc.

Chon Active Directory Domain Services bang cach dat mOt ddu
tich vao hop ki€m. Luu y rang wizard sé hién thi cho ban s6
lugng cac tinh nidng s€ dugc cai dat cung v&i Active Directory
Server Role. Kich niit Add Required Features d€ cai dat thém cac
tinh ndng nay v@i Active Directory Server Role.

Sau khi chon Active Directory DC Server Role, ban sé& thdy cac
thong tin vé Server Role.

Kich Install d€ cai dat cac file yéu cdu nham chay dcpromo.
Cai dat dugc thuc hién thanh cong. Kich Close.

Ltic ndy hdy vao menu Start, danh dcpromo vao hOp tim ki€m. Khi
d6 ban sé tim thdy no trong danh sach nhu thé hién trong hinh bén
dudi. Kich dcpromo.

Thao tic ndy sé khdi chay Welcome to the Active Directory
Domain Service Installation Wizard. Ching ta khong can céc tuy
chon nang cao trong kich ban nay, chinh vi vay chi can kich Next.

Trong trang Operating System Compatibility, ban s& dugc canh
béo rang cac may khach NT va non-Microsoft SMB s& gdp cac
van dé v&i mot sO thudt todn mat ma dugc s dung béi Windows
Server 2008. Chiing ta khéng c6 van dé nay trong mang th(
nghiém, chinh vi vay hdy kich Next.

Trong trang Choose a Deployment Configuration chOn tuy
chon Create a new domain in a new forest.Chiing ta thuc hién
nhu vay vi day 1a mOt mién md&i nam trong mot forest mdi.

Trong trang Name the Forest Root Domain, nhap vao tén cUa
mién trong hOp nhdp liéu FQDN of the forest room domain.
Trong vi du ndy chiing t6i sé dat tén cho mién la fflab.net. Tuy
nhién cac ban c6 thé dat bat c(t tén ndo tiy chon y thich clla minh.
Kich Next.

Trong trang Set Forest Functional Level, chon tuy chon Windows
Server 2008.

Trong trang Additional Domain Controller Options, ching ta chi
c6 mOt 1ua chon d6 1a DNS server. Tuy chon Global catalog dugc
tich mac dinh vi day chi 1a mOt DC trong mi€n nay, vi vay no phai
14 mOt mdy chU Global Catalog. Tuy chon Read-only domain
controller (RODC) bi hly chon vi ban phdi c6 mOt non-RODC
khéc trong mang dé€ kich hoat tity chon ndy. Chon tiiy chon DNS
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server va kich Next.

14. MOt hOp thoai s€ xuat hién néi rang khong th€ tao dai bi€u cho
may ch( DNS nay vi khong th€ tim thdy viing xac thuc hodc né
khong chay Windows DNS server. Ly do cho diéu nay la vi day la
DC dau tién trén mang. Ban khong nén lo 1ang vé diéu nay va chi
can kich Yes dé€ tiép tuc.

15. D€ lai thu muc Database, Log Files va SYSVOL trong cac location
mac dinh cUa chiing va kich Next.

16. Trong Directory Service Restore Mode Administrator Password,
nhap mOt mat khau manh vao ciac hOp nhap
li€éu Password va Confirm password.

17. X4c nhan céc thong tin trén trang Summary va kich Next.

18. Active Directory s€ cai dat. DC dau tién sé cai dat kha nhanh. Dat
moOt dau kiém vao hOp chon Reboot on completion dé may tinh
sé tU dOng khdi dOng lai khi cai dat DC dugc hoan tat.

19. Méy tinh sé tu dOng khdi dOng 1ai vi chiing ta dd chon ty chon
do. Cai dat sé hoan tat khi ban ding nhap.

2.3. Cau hinh may chtt DHCP

Dynamic Host Configuration Protocol (DHCP) ban chat 1a mét dich
vU cd s& ha tang c6 trén bat ki mOt hé thdng mang nao nham cung
cap dia chi IP va thong tin DNS server t3i cac "PC client” hay mOt sO
thiét bi khac. DHCP dugc st dung d€ gitip ban khong phdi an dinh dia
chi IP tinh cho tat cd céc thiét bi c6 trong hé thOng mang clia minh va
gitip ban quan li moi van dé€ ma dia chi IP tinh c6 thé tao ra. Qua tUng
thdi ki, DHCP ngay cang phét trién dé€ c6 th€ thich hgp trong ting dich
vU mang mdi gidng nhu "Windows Health Service" hay "Network
Access Protection (NAP)". Tuy nhién, truGc khi ban c6 th€ st dung né
dé€ tim ki€m céc tién ich thd vi ma DHCP mang lai cho minh, truGc hét
ban can cai dat va cau hinh cic dac tinh co bdn. Sau day, hiy xem
hudng dan va ti€n hanh nhiing gi ban can lam.

1. Bat dau qud trinh cai dat DHCP, ban c6 thé€ click Add Roles tUr

clUa sO Initial Configuration Tasks hay tU Server Manager \
Roles \ Add Roles.

2. Tié€p theo, ban chon DHCP Server Role ma ban mu6n thém vao
va click Next.

3. Néu ban khong c6 mot dia chi IP tinh d€ gan cho server clla minh,

ban sé nhan dugc mot thdng bao rang ban sé& khong thé ti€p tuc
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ti€n hanh qud trinh cai dat DHCP v&i mOt dia chi IP dOng. Do do,
dén di€m nay, ban sé bat ddu cap nhét thong tin cho IP mang bao
gOm: thong tin v&€ pham vi va thong tin v& DNS. Néu ban chi
muoln cai dat server DHCP v&i khong mOt cau hinh nao cho b0 chi
bao hay céc thi€t dat can co, ban c6 thé chi click Next ma khong

can ban tam gi dén cac cau hdi c6 dugc trong ti€n trinh cai dat.

4. Ti€p theo,nhdp Parent Domain, Primary DNS Server, va
Alternate DNS Server va click Next.

5. Sau do, diéu chinh cau hinh pham vi m6t DHCP cho Server DHCP

mOil.

6. Quay tr® lai man hinh Add Scope, click Next.

7. Chon Disable DHCPv6 stateless mode cho server nay va click Next.

Sau d6,cau hinh DHCP Installation Selections va click Install.

iE.-. Add or Edit DHCP Scopes
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Hinh 2.3: Cau hinh may chil DHCP

2.4. Cau hinh may chtl bao vé truy cdp mang

Network Access Protection 1a m6t hé théng chinh sich thi hanh
(Health Policy Enforcement) dugc xdy dung trong cidc hé diéu hanh
Windows Server 2008, Windows Vista va Windows XP Services Park 3 .
Muc dich clla NAP 1a bdo ddm cdc mdy tinh tudn theo yéu cau bdo mat
trong t6 chlc clUa ban. Khi mOt ngudi ding nao d6 két ndi vao mang,
may tinh cla ngudi ding c6 thé dugc mang ra so sanh v&i mot chinh
sach ma ban da thi€t 1ap Cac ndi dung bén trong cUa chinh sach nay sé&
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khéc nhau tuy theo moi t6 chifc, ban cé thé yéu cau hé diéu hanh cla
nguoi dung phdi c6 day dd cic ban va bdo mat méi nhat va mdy tinh
phdi dang chay phan mém chong virus dugc cap nhat mot cach kip
thdi,...va nhi€u van dé tuong tu nhu vay. Néu mOt mdy tinh c6 hoi tu
dU cic titu chudn can thi€t ma ban da thiét 1ap trong chinh sach thi
may tinh ndy hoan toan c6 th€ k&t nOi vao mang theo cich thong
thudng. Néu mdy tinh ndy khong hoi tu dU cac yéu t0 can thiét thi ban
c6 thé€ chon dé tir chOi su truy cap mang cho ngudi dung, stfa van dé
1ap tUc hoac ti€p tuc va cho ngudi dung su truy cap nhung luu y vé
trang thai cUa mdy tinh cUa ngudi dung.
Viéc tri€n khai cdu hinh may chll NAP gdm cac budc:
Cai dat va cau hinh DHCP server
Cai dat Network Policy and Access Service
Cau hinh NAP health policy server
1. Cai dat va cdu hinh DHCP Server (xem phdn 2.3)
2. Cai dat Network Policy anh Access Service

- MO Server Manager tU  Administrative Tools, ban c6 thé
click Add RolestUr cUa sO Initial Configuration Tasks hay
tU Server Manager \ Roles \ Add Roles.

- Trong c(ta s© Before You Begin, chon Next.

- Trong cUa sO Select Server Roles, danh dau chon vao 6 Network
Policy and Access Services, chon Next.

- Trong cla sG Network Policy and Access Services, chon Next.

- Trong cUa sG Select Role Services, danh ddu chon vao 6 Network
Policy Server, chon Next.

- Trong cla sG Confirm Installation Selections, chon Install.
3. Cau hinh NAP health policy server

- Trén mdy Server, m& Network Policy Server tU Administrative
Tools, bung Network Access Protection, chOnSystem Health
Validators, right click Windows Security Health
Validators chon Properties.

- Trong cUa s6 Windows Security Health Validators Properties,
chon Configure...

- Trong clta sO Windows Security Health Validators, b0 tat ca cac
0 chon, trlr 6 A firewall is enable for all network connections,
chon OK.
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Trong clta sG Windows Security Health Validators Properties,
chon OK.

Trong clta sG Network Access Policy, bung Network Access
Protection, right click Remediation Server Groups chOnNew.

Trong c(fa sO New Remediation Server Group, nhdp Rem1 vao
0 Group Name, chon Add.

Trong clta s6 Add New Server, nhap IP cla may Server vao 6 IP
address or DNS name, chOon Resolve, chon OK.

Trong cUfa s New Remediation Server Group, ki€m tra di add
dugc dia chi cla mdy Server vao 6 Remediation
Server, chon OK.

Trong cla sO Network Policy Server, bung Policies, right
click Health Policies chOn New.

Trong cUfa sO Create New Health Policy, nhap Compliant vao
0 Policy name, trong 6 Client SHV checks chon Clientpasses all
SHV checks, ki€m tra c6 danh ddu chon 6 Windows Security
Health Validator, chon OK.

Trong cla sO Network Policy Server, bung Policies, right
click Health Policies chOn New.

Trong clfa sG Create New Health Policy, nhdp NonCompliant vao
0 Policy name, trong 6 Client SHV checks chOnClient fails one or
more SHV checks, ki€m tra c6 danh ddu chon 6 Windows
Security Health Validator, chon OK.

Ki€ém tra di tao thanh coéng 2 Health Policies: Complient va
NonComplient.

Trong cla sO Network Policy Server, bung Policies, vao
Network Policies, lan lugt disable 2 policy dang cé.

Right click Network Policies chon New.

Trong clta sO Specify Network Policy Name and Connection
Type, nhap Complian Full-Access vao 6 Policy name, chon Next.

Trong clfa sG Specify Conditions, chon Add.

Trong cla sO Select condition, chon muc Health Policies,
chon Add.

Trong cUa sO Health Policies, bung Health policies chon
Compliant, chon OK.

Trong cUa sG Specify Conditions, chon Next.
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Trong cUa sG Specify Access Permission, chon Access granted,
chon Next.

Trong c(fa sO Configure Authentication Methods, b0 trdng cac 6
chon, chi danh dau chon vao 6 Perform machine health check
only, chon Next.

Trong cla sO Configure Constraints, gil cdu hinh mdc dinh,
chon Next.

Trong cla sG Configure Settings, chon muc NAP Enforcement,
ki€m tra ddm bdo dang chon Allow full network access,
chon Next.

Trong cUfa sO Completing New Network Policy, chon Finish.
Right click Network Policies chon New.

Trong cUa sG Specify Network Policy Name and Connection
Type, nhap NonCompliant Restricted vio 0 Policy name,
chon Next.

Trong cUa sO Specify Conditions, chon Add.

Trong cla sO Select condition, chon muc Health Policies,
chon Add.

Trong cUa sG Health Policies, bung Health policies chon Non-
Compliant, chon OK.

Trong cUta sO Specify Conditions, chon Next.

Trong cUa sO Specify Access Permission, chon Access granted,
chon Next.

Trong c(fa sO Configure Authentication Methods, b0 trang cac 6
chon, chi danh dau chon vao 6 Perform machine health check
only, chOn Next.

Trong cUa sG Configure Constraints, git cau hinh mac dinh,
chon Next.

Trong clfa sO Configure Settings, chon muc NAP Enforcement,
chon Allow limited access, dinh dau chon 6 Enable auto-
remediation of client computers, chon Next.

Trong clfa sG Completing New Network Policy, chon Finish.
Ki€m tra da tao thanh cong 2 Network Policies.
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Hinh 2.4: Cau hinh NAP health policy server

2.5. Cau hinh may ch dinh tuy€n va truy cap tif xa

VGi Windows Server 2008, c6 mOt sO céc thay dGi trong viéc két
nOi mang ciing nhu Routing va Remote Access. Trong Windows Server
2008 thuc su da c6 nhiing dich vu mang da dugc remove va mot sO
khac ban phdi s dung thay. OSPF da khong tOn tai trong Windows
Server 2008 mac di theo quan di€m cUa chiing t6i thi day c6 th€ 1a giao
thUc dinh tuyén dong t6t nhat di dugc tao. Tuy nhién ching ta can
phai hi€u su quyét dinh cla Microsoft trong vi€c remove né vi c6 thé
dén 99% céac qudn tri vién may chU Windows khong st dung dén no.
Vay ching ta con 1ai nhiing gi? Vi su remove clla OSPF khié€n chiing
ta chi con lai 1) dinh tuy€n tinh hodc 2) dinh tuy€n dOng v&i RIPV2.
Chiing ta hdy di tim ra cach chiing 1am vi€c nhu th€ nao.

Nén st dung dinh tuy€n dOng hay tinh?

Cau hoi dat ra ban nén st dung dinh tuyén dOng hay dinh tuyén
tinh thuc su' 1a mOt cau hodi lam dau dau cac quan trj vién. Cach dinh
tuy€n nao di ching n{fa thi k€t qua cudi ciing cla né van la nham muc
dich dinh tuyén diing luu lugng mang.

Vi dinh tuyén tinh, ban phai tao mot entry trén may chU Windows
Server cho mOi mOt mang, mOi mOt mang nay sé& dugc dinh tuyén bdi
mdy chU d6. Nhu vay, v8i mOt mang don gidn c6 mOt mdy chu
Windows Server thi viéc dinh tuy€n luu luong gilta hai mang bang

29



phuong phép dinh tuyén tinh 12 m6t phuong phap G no brainer. Ban cé
th€ cdu hinh né chi can bang hai 1énh don gidn route add.

Trong trudng hop khac, trén mOt mang & d6 ban muOn hé thOng
Windows Server 2008 dinh tuyén t&i 25 mang hoadc trao doi cac tuyén
v6i mang Cisco ¢6 st dung RIP thi cach thuc hién 1a chon phuong
phap dinh tuyén dOng.

Tuy nhién dinh tuy€n dOng cung cap cho ban nhiing tinh ning gi &
day? Ching ta hdy liét ké ra cac tinh ning cUa chiing.

. Kha ning tu d6ng bG sung cac mang bang cach hoc hdi chiing tU
cac RIP router khac

. Kha ning tu dOng remove cac tuy€n tU bang dinh tuy€n khi mot
RIP lién ké khac x6a chung

. Kha nidng chon tuyén tOt nhat dua trén metric dinh tuy€n

. Gidm viéc cau hinh cUa cac hé thdng dinh tuy€n clla Windows
Server c6 nhiéu tuyén tinh can dugc b0 sung.

Vay cach cau hinh dinh tuy€n dOng va dinh tuyén tinh nhu thé
nao trong Windows Server 20087

2.5.1. Pinh tuy€n tinh trong Windows Server 2008

Dinh tuyén tinh trong Windows Server khong phai 1a mé&i. Ban c6
thé€ cau hinh dinh tuyén tinh trong Windows 2008 Server bang cach s(
dung 1énh route hodc s dung giao dién quan tri ngudi dung. Tuy
nhién, n€u ban s dung giao dién GUI thi cic tuyén ndy sé khong dugc
liét ké trong giao dién GUI khi ban danh route print. Chung ta hay di
xem xét mOt sO vi du vé€ cich cdu hinh dinh tuyén tinh bang
1énh route:

- Hién thi bang dinh tuyén tinh s& dung 1&nh route print.
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T+ Administrator: Command Prompt y

Hinh 2.5: Hi€n thi ban dinh tuy€n IP trong Windows Server
2008

Trong phan dau ra cUa 1énh route print, th(t quan trong nhat ma
ban sé thay G day la danh sach giao dién. Cac giao dién Windows
Server IP dugc dan nhdn bang sb giao dién. SO giao dién trong hinh 1
14 16, 14, 1, 15, 20, va 12. Céc sO giao dién nay dugc sU dung bat c(r
khi ndo ban bd sung hodc x6a cac tuy€n trong bang dinh tuy€n. Bang
nay th€ hién cho ching ta thay dugc cac dich dé€n clla mang, network
mask, default gateway, interface, va metric.

- Thém mOt tuy€n tinh bang 1énh route add:
route add 1.1.1.0 mask 255.255.255.0 10.0.1.1 if 1
- Xéa mOt tuy€n tinh bang 1€énh route delete:

2.5.2. Pinh tuyén ddng trong Windows Server 2008 bang
RIPV2

2.5.2.1. Cai dat RIPV2

- MG Sever Manager,add Role chon Network Policy and Access
Sevices r0i chon Routing and Remote Access d€ Install.

- Sau khi di cai dat xong,m& cla sO Routing and Remote
Access,right click vao tén may chU chon Configure and Enable
Routing and Remote Access.
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Sau d6 chon cai dat LAN ROUTING, ti€p dén chon khéi chay
dich vu. Ban c6 th€ thdy Network Interfaces dugc di€u khién
bdi RRAS va cac cdu hinh cu thé cho IPV4 va IPV6.

Tai day, m& rOng phanIPV4, vao General, sau dé vao New
Routing Protocol.

Ti€ép dén, chon RIPV2 vdi tu cach 1a giao thlc dinh tuyén cla
minh.Nhu vay 1a da hoan tat viéc cai dat RIPV2.

2.5.2.2. Cau hinh RIPv2

Vao phan RIP @ cla sG Routing and Remote Access chon New
Interface sau d6 chon giao dién ma ban mu6n bd sung trong RIP.

Sau khi chon giao dién, ban sé c6 tiy chon cdu hinh mOt loat cac
thubc tinh két ndi RIP. Khi ban di b6 sung thém céc giao dién
RIP, hidy ki€m tra xem ban c6 gUi va nhan cac dap trd trén cac
giao dién RIP khong. Ban ciing c6 thé ki€m tra xem minh c6 bat
ky RIP lan can nao khong bang cach kich phai vao giao thiic RIP,
sau do click Show Neighbors.

2.6. Cai dat va cau hinh hé théng quan ly tai nguyén phan tan
(DFS)

DFS (Distributed File System) 1a m6t hé thOng tap hgp cac tai

nguyén chia s€ tU nhi€u cadc may chl luu tr(t khac nhau. Di€u nay gitip
cho ban quan 1y céc tai nguyén chia sé trong cong ty mOt cach hi€u qua
va khoa hoc, gitp cho ngudi dung c6 th€é tim ki€m moOt tai nguyén chia
s€ nao d6 mot cach dé dang.

C6 2 loai DFS 1a:

- Domain-based namespace: Hoat dOng trén mdi truOng Active

Directory, c6 tinh dung 10i cao. Cho phép dong bd dit liéu ding chung
gi(fa cac Servertrong hé thOng Domain.

- Stand-alone namespace: Hoat dOng trén moi trudng Workgroup,

khong c6 tinh dung 16i vi DFS chi hoat d0ng trén mOt may tinh ddc 1ap.

2.6.1. Cac budc cau hinh
Vao cong cuU Server Manager ,chOn Roles,Add Roles, chOn vao
muc File Services d€ cai dat vai tro cUa cac dich vu vé tap tin.

Trong hOp thoai Selected Role Services, cho phép ta lua chon chi
tiét cac dich vu vé tap tin. Ta chon vao cdc muc nhu Distributed
File System, File Server Resource Manager.

Trong hOp thoai Create a DFS Namespace, ta chOn vao muc
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Create a namespace later using the DFS Management snap-
in Server Manager dé c6 thé tao tén Namespace sau.

Trong hOp thoai Set Report Options, cho phép luu tr{r cic bdo céo
vé hé thOng DFS, ta d€ mac dinh cac béo cio sé& dugc luu trlr
trong duong dan Code: C:\StorageReports. Sau d6 ti€én hanh cai
dat.

Sau khi cai dat xong, trong Server Manager, vao Roles\ File
Services. Vao muc System Services, ta chOn 2 muc DFS
Namespace va File Server Storage Report Manager r0i chon
Start d€ khai dOng 2 dich vu trén.

2.6.2. Cau hinh dich vu DFS
1. Tao Namespace
Vao Administrative Tools ,chon DFS Management.

Trong hOp thoai Namespace Server,chon Browse va chi dinh
may Server la gbc cay DFS.

Trong hOp thoai Namespace Name and Settings, dat tén cho
namespace.

Trong hOp thoai Namespace Type, cho phép lua chon ki€u cla
namespace trén mién (Domain-based) hay may don (Stand-alone).

Trong hOp thoai Review Settings and Create Namespace, chon
Create dé tao mGi mOt namespace trén cay DFS.

Sau khi tao xongtrong clfa sO giao dién coéng cu DFS
Management, s€ thdy dugc mOt namespace tén Public_Data da
dugc tao trén ki€u Domain-based.

2. Thém mét tai kho@n mdy vao Namespace

PE tao thém mOt namespace Server, chuyén sang mOt mdy
member server khac, cai dat Role File Service gidng nhu may dau
tien. Sau d6, chuyén v€ mday tinh hién hanh, chon Add
Namespace Server.

Trong hOp thoai Add Namespace Server, chOn Browse.
Trong hOp thoai Select Computer, chon Advanced.
Trong hOp thoai k€ ti€p, chon nit Find Now va lua chon tai
khodn may Server can thém vao. Chon OK d€ hoan tat.
3. Péng bO dir liéu gilta cdc mdy Server trong mét
Namespace
Trong cUa sO chinh clla cong cu DFS Management,right click
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muc Replication chon New Replication Group.

Trong hOp thoai Replication Group Type, chOon muc
Multipurpose replication group dé€ cho phép 2 hodc nhi€u hon
cac Server trong namespace dong bd d{r liéu v4i nhau. Néu chon
muc Replication group for data collection thi sé c6 dugc su ddbng
b0 2 chiéu tUr c4c Server trong namespace, ngoai ra con cé thé 1ua
chon céac loai d{t liéu d€ dong bo.

Trong hOp thoai Name and Domain, trong muc Name of
replication group nhap vao tén cla nhém déng b d{r liéu.

Trong Replication Group Members, chon nit Add d€ thém vao
cac may Server tham gia nhém Replication group.

Trong hOp thoai Topology Selection, chon ki€u kién tric ddng b
cUa cac may trong Replication group, chon Full mesh.

Trong hOp thoai Replication Group Schedule and Bandwith, c6
th€ chon vao muc Replicate continuously using the specified
banwidth d€ dinh thdi gian dong b0 24/7.Ban ciing c6 thé chon
vao muc Bandwidth d€ dinh bing thong dong b0. Ngoai ra, ban c6
th€ chon vao muc Replicate during the specified days and times,
chon nit Edit Schedule d€ 1ap lich chi dinh thoi gian dbng bb
gi(ra cac Server va bang thong tuong Ung.

Trong hOp thoai Primary Member, chon mOt Server trong nhom
Replication lam may chinh.

Trong hOp thoai Folders to Replicate, chon nit Add d€ Iua chon
mOt thu muc trén may Primary ma mudn dong b0 véi cic mdy
thanh vién khac trong nhém Replication.

Trong hOp thoai Add Folder to Replicate, chon nit Browse dé chi
ra thu muc d€ dong bo dir liéu.

Trong hOp thoai Local Path of Public_Data on Other Members,
cho phép nhap vao dudng dan ma thu muc dong bd dit liéu sé
luu tr(r trén may member khac, chon Edit.

Trong hdp thoai Edit, chon nit Browse.
Chon dudng dan C:\DFSRoots\Public_Data. Chon OK.

Trong hOp thoai Review Settings and Create Replication Group,
chon Create.

Trong hOp thoai Confirmation, chon Close d€ hoan tat.
Trong hOp thoai Replication Delay, chon OK.
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CHUONG 3: QUAN TRI HE THONG TREN
WINDOWS SERVER 2008

3.1. SU dung céng cu quan tri Server Manager trén Windows
Server 2008

Server Manager 1a mOt cong cu che phép ban thuc hién hau hét
cac thao tidc quan tri trén Windows Server 2008, tU cac dich vu server
nhu Active Directory, DNS, DHCP, ... dén cac thanh phan cla hé
thong nhu .NET Framework 3.0, Network Load Balancing, Group
Policy Management, ... ; tU hé thOng firewall, quan 1y user va group
dén cac dich vu sao luu hé thOng, quan 1y dia, ...

3.1.1. GiGi thiéu vé Server Manage

C6 th€ néi rang cong cu nay 1a két qud cla su két hop hoan hdo
cac cong cu qudn ly trén nhlng phién ban Windows truGc do.
Theo mac dinh, Server Manager s€ tu dOng kh3i dOng ngay sau khi
ban ding nhap vao hé thong. Néu di déng clra sO nay, ban c6 thé
thuc hién moOt trong nhitng cach sau d€ md lai :

« Kich chu0t phdi vao bi€u tuong Computer trén desktop,
chon Manage.

TU menu Start, chon Programs/Administrative Tools/Server
Manager.

TU menu Start, chon Control Panel/Administrative Tools/Server
Manager.

Kich chon bi€u tugng Server Manager trén Quick Launch cUa
Taskbar.
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Hinh 3.1: Giao dién chinh cUa Server Manager
3.1.2. Cac thanh phan trong Server Manager

Khi lam vié€c v@i Server Manager, ban s€ tudng tac v&i 5 thanh
phan chinh :

- Roles cho phép b6 sung va loai b cac dich vu clia server. Tai day
ban ciing c6 thé quan ly chi ti€t d{ li€u tuong Ung v6i moi dich
vu.

- Features cho phép b0 sung va loai bd cac thanh phan trén

Windows Server 2008. Chlrc nang ndy tuong tuU nhu' Add/Remove
Windows Components trong cac phién ban Windows truGc do.

- Diagnostics tich hgp cac thanh phan Event Viewer, Reliability
and Performance va Device Manager.

- Configuration bao gOm cic cong cu Local Users And Group,
Task Scheduler, Windows Firewall with Advanced Security,
WMI Controlva Services. WMI Control dugc ding d€ qudn 1y
cac dich vu Windows Management Instrumentation.

+ Storage tich hQp hai cong cu Windows Server Backup va Disk
Management.

3.1.3. Qudn tri hé thong v@i Server Manager

Quan ly cac dich vu Server (Roles)

PE md cac clfa s6 qudn 1y cac dich vu server, ban chon
muc Roles & khung bén trdi cUa man hinhServer Manager. Trén
Windows Server 2008 néi chung, ban c6 th€ tri€n khai tat ca 16 dich
vU server, tU Active Directory Domain Services dén cac server nhu
DHCP, DNS, Web, .
Luu y :ngoai 16 dich vU server c6 mat trén tat ca cac phién bd
Windows Server 2008, Microsoft con cung cap moOt dich vu server n(fa,
d6 1a Hyper-V. Hyper-V 1a cong nghé do héa chi chay trén cic nén
tang hé diéu hanh 64-bit.

DE cai dat mOt dich vu server bat ky, ban danh dau chon vao 6
twong Ung trén hOp thoai Select Server Roles. Ti€p theo, bam
nit Install d€ bat dau. Trong ti€n trinh cai dat, tuy theo dac diém
rieng cUa tUng dich vU server, ban sé di€én thong tin va thuc hién cac
thao tac can thiét d€ hoan thanh ti€n trinh.

Céac dich vu Server trén Windows Server 2008 Sau khi cai dat
xong, thong tin va trang thai cUa cac dich vu server sé& hién thi trong
khung Roles Summary thuOc c(fa sO Server Manager. Tai ddy ban
cling c6 th€ thuc hién cac thao tac b6 sung va loai bd cac dich vu
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server ndy. Néu muon quan 1y chi ti€t dit liéu tuong Ung vdi moi dich
vUu server, ban kich chon dich vu d6 & ngay dudi muc Roles.

Quan ly cac thanh phan (Features)

D€ ma cla s6 quan 1y cac thanh phan, ban chon muc Features 3
khung bén trdi cUa man hinh Server Manager. Trén Windows Server
2008 ban c6 thé tuong tic vOi tadt cd 35 thanh phan.
PE cai dat mOt thanh phan bat ky, ban danh dau chon vao 6 tuong
Ung trén hOp thoai Select Features. Ti€p theo, bAm niit Install d€ bat
dau. Trong ti€n trinh cai dat, tly theo ddc di€m riéng cla tUng thanh
phan, ban sé& dién thong tin va thuc hién cac thao tac can thiét dé€
hoan thanh tién trinh.

Céac thanh phan trén Windows Server 2008 Sau khi cai dat xong,
théng tin va trang thdi cUa cac thanh phan s& hi€én thi trong
khung Features Summary thuOc c(fa sO Server Manager. Tai day,
ban ciing c6 th€ thuc hién cac thao tac bO sung va loai bd cac thanh
phan nay.

Task Scheduler 13 cong cu cho phép ban 14p lich d€ thuc thi cac
nhiém vu trén hé thOng theo yéu cau cla minh.

3.2. Tai khodn nguoi dung, tai khodn may tinh, nhém va don vi
t0 churc
3.2.1. Tai khodn ngudi dung(User Acount)

Trong hé thdng mang Windows Server 2008, ngudi dung muln
truy cap vao tai nguyén mang can phai c6 moét user acount.VGi user
acount nay,ngudi dung sé dugc chlng thuc va cap phat quyén truy
cap.

MOt user acount 1a m6t doi tugng chlfa tat cd cac thong tin dinh
nghia mOt ngu'oi dung trong Windows Server 2008.

Windows Server 2008 cé 3 ki€u user acount:

. User acount domain: dugc tao trén may chl DC.User ndy c6 thé
logon vao bat ky cac may Client nao trén mang.User dugc tao trén DC
thi mac dinh tai khodn nay s€ 14 Domain user,thuy nhién c6 thé gan
quyén cho user vao nhém [Member of] d€ c6 cac quyén khac.

Built in acount: 1a c4c tai khodn dugc tao san khi cai hé diéu hanh va
thang cap thanh DC.Muc dich 1a dé trao quyén dac biét cho ngudi
dung trén hé diéu hanh.Vi du mo6t s6 Built in acount:

- Administrator

- Account operator
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- Backup operator
- Print operator
- Guest

Local user acount: 13 tai khodn nguoi dung dugc dinh nghia trén
mdy cUc b0 va chi dugc phép logon, truy cap cac tai nguyén trén may
tinh cuc bd. N€u mudn truy cap cac tai nguyén trén mang thi ngudi
dung nay phai chlng thuc lai véi mdy domain controller hodc may
tinh ch(fa tai nguyén chia sé.

3.2.2. Tai khodn may tinh(Computer Acount)

Computer acount: Ding d€ xac dinh mOt mdy tinh trong Domain,
cung cap cac thoéng tin d€ ngudi quan tri c6 thé xac dinh va kiém tra
quyén truy cap cc tai nguyén trén mang.

Computer Account sé dugc tao ra khi mOt may tinh tham gia vao
domain

3.2.3. Nhom(Group)

Tai khodn nhém (group account) 1a mét dOi tuong dai dién cho
mOt nhém ngudi nao dé, dung cho viéc quan ly chung cac doi tugng
ngUdi ding. Viéc phan b6 cac ngudi dung vao nhém gitip chiing ta dé
dang cdp quyén trén cic tai nguyén mang nhu' thu muc chia s, may
in. Chd y 1a tai khodn ngudi ding c6 th€ ding nhap vao mang nhung
tai khodn nhém khong dugc phép ding nhap ma chi dung d€ quan ly.
Tai khodn nhém dugc chia lam hai loai: nhém bdo mat (security
group) va nhém phan phoi (distribution group).

- Nhém bdo mat

Nhém bdo méat 1a loai nhém dugc dung d€ cap phét cac quyén
hé thOng (rights) va quyén truy cap(permission). C6 ba loai nhém
bdo mat chinh 1a: local, global va universal. Tuy nhién né€u ching ta
khdo sat k¥ thi c6 th€ phan thanh bOn loai nhu sau: local, domain local,
global va universal.

Local group (nhém cuc bd) la loai nhém cé trén cic mdy
stand-alone Server, member server, Win2K Pro hay WinXP. Cac nhom
cuc b nay chi c¢6 y nghia va pham vi hoat ddng ngay tai trén may
ch(a né théi.

Domain local group (nhém cuc bé mié€n) 1a loai nhém cuc bo
dac biét vi ching 1a local group nhung nam trén mdy Domain
Controller. Cic mdy Domain Controller c6 mlt co s& di li€u
Active Directory chung va dugc sao chép dong b0 vGi nhau do

38



d6 mOt local group trén mOt Domain Controller ndy thi cling sé c6
mat trén cac Domain Controller anh em cUa nd, nhu vay local group
ndy c6 mat trén mi€én nén dugc goi vGi cai tén nhém cuc bd mién.
Céac nhém trong muc Built-in cUa Active Directory 13 cdc domain local.

Global group (nhom toan cuc hay nhom toan mang) la loai nhom
nam trong Active Directory va dugc tao trén cac Domain Controller.
Chting dung d€ cap phat nhiing quyén hé thOng va quyén truy cdp
vUQt qua nhiing ranh gidi cla m6t mién. MOt nhém global c6 thé dat
vao trong mOt nhém local cla cac server thanh vién trong mién.

Universal group (nhom ph67qudt) 1a loai nhém c6 chifc nang giong
nhu global group nhu‘ng no dung dé€ cap quyen cho cac dbi tugng trén
khap cac mié€n trong mOt rUng va glLIa cadc mién c6 thi€t 1ap quan hé
tin cay v&i nhau. Loai nhém nay tién 1gi hon hai nhom global group
va local group vi ching dé dang 16ng cac nhém vao nhau.

- Nhém phan phai.

Nhém phan ph6i 1a mOt loai nhém phi bdo matkhong cap
phép truy cap tai nguyén.Loai nhém nay khong dugc dung bi cac nha
quan tri ma dugc ding bdi cdc phan mém va dich vu. Ching dudc
dung d€ phan phd thu (e-mail) hodc cac tin nhan (message). Ban sé
gdp lai loai nhém nay khi 1am viéc v&i phan mém MS Exchange.

3.2.4. Pon vi td chtic(OU-Organizational Unit)

OU la don vi t6 chrc nam dudi cap d0 mién. né dugc xem la mot
vat ch(ra cac doi tugng duogc dung dé€ sap x€p cac dbi tugng khéc
nhau phuc vu cho muc dich quan tri cla ban. Viéc st dung OU ¢o hai
cong dung chinh sau:

- Trao quyén ki€m sodt mOt tap hgp cac tai khodn ngudi dung,
may tinh hay c4c thi€t bi mang cho mOt nhém ngudi hay mOt phu
t4 quan tri vién ndo d6 (sub-administrator), tU d6 gidm b4t cong tac
quan tri cho ngudi qudn tri toan bo hé théng.

- Kiém soét va khéa b&t mOt s6 chlc ning trén cdc may tram cUa
ngudi dung trong OU thdng qua viéc st dung cac ddi tugng
chinh sach nhom (GPO).

3.3. Quan tri méi truong lam viéc ngudi dung, may tinh st
dung chinh sach nhom

- Tri€n khai phan mém Ung dung: ban c6 thé gom tat ca cac tap tin
can thiét d€ cai dat mOt phan mém nao d6 vao trong mOt gbi
(package), dat nd 1én Server, r0i dung chinh sich nhém hudng
mOt hodc nhiéu may tram dén géi phan mém d4. Hé thOng sé tu
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dOng cai dat phan mém nay dén tat cd cidc may tram ma khong
can sy can thiép nao cla ngu0i dung.

- Gén cac quyén hé thOng cho ngu0i ding: chlc ning nay tuong
tU v&i chlrc nang cla chinh sdch hé thOng. N6 cé th€ cap cho
mOt hodc mOt nhém ngudi ndo dé c6 quyén tat may server, dbi
gi® hé thong hay backup dit liéu...

- GiGi han nhing Ung dung ma ngudi dung dugc phép thi hanh:
ching ta c6 th€ ki€m soit may tram cla mOt ngudi dung nao
dé va cho phép ngudi dung ndy chi chay dugc mot vai Ung dung
nao do thoi nhu: Outlook Express, Word hay Internet Explorer.

- Ki€m soat cac thi€ét 1ap hé thOng: ban c6 thé€ dung chinh sach
nhém d€ qui dinh han ngach dia cho m0t ngudi ding nao dé.
Ngu0i dung nay chi dugc phép luu trr tOi da bao nhiéu MB trén
dia cUng theo qui dinh.

Thié€t 1ap cac kich ban ding nhdp, ding xudt, khdi dOng va tat
may.

3.4. Quan ly va cap phép quyén truy cap tai nguyén
Windows Server 2008 c6 2 cO ché cap phat quyén:
- Folder Permission
- NTFS(New Technology File System)
3.4.1. Folder Permission

- Read: quyén nay cho phép user c6 th€ xem n0i dung va thudc tinh
file.

- Change:ngoai xem ndi dung va thuOc tinh file ngu0i ding con cd
thé xda hay tao tao file,x6a thu muc(do user do tao ra).

- Full control: bao gdm cd quyén read va change;thém vao do user
con ¢6 thé thay dOi chl s& hltu cla thu muc hoac file(do user d6
tao ra).

3.42. NTFS
HO trg ngudi dung nhi€éu quyén hon.
- Read

- Write: user c6 kha ning thay doi ndi dung file nhung khong thé
x0a.

- Modify = Read + Write va c6 kha ning xda file,thu muc.
- Full = Read + Write + Modify va cé khdanawn thay dGi cht sé hitu
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trén cac file va folder.

KET QUA PAT PUOC VA HUONG PHAT TRIEN CUA DE TAI

DuUGi su hudng dan tan tinh cla thay gido hudng dan va su tim toi
nghién c(tu cUa c4c thanh vién trong nhém,co ban ching em di xay dung
dugc mOt hé thdng mang Windows Server 2008 va qudn tri né mOt cach
cO ban nhat,tong quan nhat.

PE thuc sy trd thanh nhitng nha qudn tri vién gidi,nhém em sé tich
cuc tim hiéu chuyén sdu vé quan tri hé thdng mang Windows Server
2008,tim hi€u vé nhiing su 6 c6 thé xdy ra trong mOt hé th6ng mang
va cach khac phuc ching.

Kinh mong cac thay cd déng gop v ki€n d€ bai bao cdo thuc tap cla
nhém em dugc hoan chinh hon.

Ching em xin trdn thanh cdm on!

TAI LIEU THAM KHAO

www.Microsoft.com

www.Quantrimang.com.vn
Windows Server 2008 unleashed

P W N

www.itnews.com.vn
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