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* Phaan meam mauy tinh lag linh hoan
cula mauy, lag tagi nguyean quyu
giau. Trong mauy, cauc phaan meam
hea thoang, phaan meam coang cui lag
tagi saln nRaét giau. Naéc bieat,
nhoong chodéng trinh vag doo lieau
gquan troing mag ngoo6gi sol duing
mauy talo ra lag tagi saln quyu nhaat,
raat caan Nodic bado vea, vi nou lag
tagi saln rieang cula ngoogi dugng
mauy, khoang thea mua Rodic.
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e Noa coung hlean nay chaat loomg raat toat, glau
hai, dung looing raat loun, nait toui vagi chuic GB.
Haau heat choong trinh vag doo lieau neau lou

choua trean noa coung.
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* Tuoai thoi trung binh cuiia oa coung vago khoaiing
10.000 giog sou duing.

* Do nieau kiean vag yu thouc cutia ngoogi sou duing,
thogi gian hoait noang cutia oa coung cou thea
taéng lean hay giatim i, cou thea truic traéc, ho
hotling baat thooeng.

°* Neau mauy tinh bo ho oa coung thi khoang phatii
chee maat cauc taap tin do ngoogi sou duing taio ra
mag lag maat taat cati.
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 Nam balo fieau kiedan s
duing toat nhaat : cou oan aup,
boa Iou niean

* Khoang taét roai baat mauy tinh
touc thoégi

* Traunh nonh daing ndéa coung
nhieau laan

* Chuu yu toui tuoai thoi culia "oa
coung. Neau sou duing liean tuic



5.2 VIRUS TIN HOIC




j’ 1_,9‘}

Cg;‘ KA iNII’:/M C’O BAN

g,
ST

Thuaat ngoo Virus tin hoic dugng
fieda chae cauc choédng trinh mauy
tinh do con ngo6gi taio ra.

Cauc chodbng trinh nagy thodeng
ngaén, tinh vi vag cou khal naéng
baum vago cauc file khauc nho
moat vaat thea kyu sinh.

Chuung cou khal naéng toi nhaan
baun tol sao cheup chinh nou Iean

~u g "B ~n~ O I A
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« Nodi toding tadn coang cula
chuung lag cauc néa coung vag Noda
meam choua doo lieau, lagm cho
cauc file kiedu .COM, .EXE chaiy sai
hoaéc khoang chaly; huyld hoali
cauc file khauc trean noda.

* Do cauch thouc hoait hoang cula
chuung gioang virus sinh hoic nean
ngodwi ta naét cho chuung caui

E~Arm IN/ivr 1~



e Dma yaz@; ‘catcs mW’dong tlean “giao
tieap mauy tinh nhdo noda, maing,
nhaat lag Internet chuung Ilan
truyean vag cou maét khaép noi
trean thea gidui voui soa 106ing
noang khoang kea xieat. Cou thea
noui raeng nbéi nago cou mauy tinh,
nOi Aou cou virus tin hoic, taam
hoalt hoang cuda virus tin hoic lag
phoa biedn voa cugng.

e Moai Virus cou moat tean, nho

,-.-""



ﬁaau lag flea vui Auga, nghoch
ngoim, nea choung tol tagi naéng tin hoic,
fiea AO0ic Nngobdwi khauc chuu yu hay fiea
thea hiedn moat yu toolng hauo thaéng,
noai loain, baadt maon.

* Ked fiedn, taio ra Virus fiea baun chdong
trinh tro Virus.

* Dugng Virus fea phau hoaii fodi thul
cainh tranh, balo vea baln quyean phaan
meam, choang laii cauc hagnh Aoang sao
cheup troam

A U |

e NAaacivy nav vALli cAT nhatit triedn maii let
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Tol nhaan lean coic nhanh

Chieam duing tagi nguyean cula
nauy, lagm chaam hea thoang

Tog tog lagm holng Ndéa coung

Bi maat mang cauc file hea thoang
vag thoang tin Ai maat khoGi mauy

Choong trinh Virus goin, nhei, chaly
nhanh, tinh vi vag hieau qual
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* Caul mag V|rus taan coang tr0|c
tieap lag doo lieau trean mauy.
Song trean Internet thi Virus taan
coang vago cauc WebSite, lagm tea
lieat hoait noang, naéec bieat lag
cauc hoait noang kinh tea, thodng
mali Aiean tol, thoang tin liean laic,
cauc kho doo lieau,...

*Nhieau Virus khi Iaéy vago mal‘Jy
cou khal naeng tol noang gom Ni

..... £-I‘ ‘-“‘ I“--‘ L“A‘ “‘- —T VY



. Naem 2001 Virus. Love Bug lagm
thea gidui thieat haii khoaling 9 tyd
USD. Virus Code Red taan coang
ngoan ni chogng 2 tyd USD, choa
khaéc phuic xong thi Virus Nimda lali
gaay moat con bado moéui vag cou
liean tuic nho thea.

*Tauc hali cula Virus ngagy moat
l6bun, ngagy moat traam troing, nhaat
lag trong thogi naii Thoang tin.

e Thea qioui nad cou nhieau cauch
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*Ngoagi vieac phau hoali thoic soi,
cauc virus cogn aan nauu trong
mauy chog thogi co, khoang phaui
luuc nago cudng dea dagng phaut
hiean mauy tinh nang bo nhieam
Virus

*Trieau choung roo reat nhaat lag
mauy tinh lagm vieac baat binh
thob6eong, chaam laii; hda coung bo

mMma3xtr AdAAaR lieanr hoaae hoaann



=3 LN 15
o - el LN \ |
oy L 5 X ..i‘" — F \ >
am— I A - i ' p 7 . 4
A A A 7 AN T S :
\\\\. ";'r Y6 ;’?ff Lol B & 'i;';;f H ‘ ( P ,@" } ‘ g \.\
o T I ~r & . ARV < e

*Cou khi gaép nhodong hiean
toding lal nho bagn phim khoang
tuaan theo soi fiieau khiean hoaéc
thaenh thoalng laii tuoan ra
nhodng dogng choéd vou vaan,
nhodng Noam magu nhaly nhout
trean magn hinh hoaéc khi loa
culla mauy ladi nhaldi nhodéng
fiedu nhaic vou vaan

eTraam troina hon toacgn boa doo
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* Kich thoduc culia cauc taap tin
nhieam F-Virus bao giég cudng loun
hén kich thééuc ban fiaau. Naay
chinh lag daau hieau naéc trong co
baln fAea nhaan daing soi toan taii
culla F-Virus trean file thi hagnh



* Troouc naay, Virus laay lan chud
yeau qua sao cheup cauc noda
meam tOg mauy nagy sang mauy
GQEN

* Ngagy nay, ngoagi Ndéa meam,
Virus cogn laay lan raat nhanh
thoang qua cauc doch vui Internet
nho tho niean tod E-Mai, World
Wide Web, DownLoad File,...



* Cauch thouc laay lan ngagy cagng tinh
vi, phouc taip. Virus hoait noang cou
tinh tO1 hoang raat cao.

* Nhieau Virus tol cagi naét chodong trinh
lean mauy vag sau nou toi goui chinh
nou toui taat cald cauc noa chae e-mail
mag nou tim thaay trean mauy nagy.

* Nhieau Virus cogn tol foang tim vag
goli ni nhodng file vaén baln cou trean
mauy mag nou laay nhieam.

R Il " N\ ‘Y L o D
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D0|a vazo Noai tooing
laay lan, taim chia virus
thagnh 3 nhoum chinh:
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»B-Virus taan coang vago Master Boot,
Boot Sector culia ndéa, balng FAT (File
Allocation Table), balng Tho muic
(Root directory)

»B-Virus chae cou thea Adbic kich hoait
khi kholUi hoang mauy tinh baeng nda
nhieam. Luuc nagy hea thoang choa
Nooic moat hea nieau hagnh nago
kieam soaut. Nhog fiaéc nieam nagy
mag nou cou khal naéng laay trean
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»F-virus gaén leun vago file .COM vag
.EXE moat noain mao vag khi file nagy
thoic hiean, noain mad sed Noodic kich
hoait, tho6gng truu trong vugng nhou,
khoang chea vieac truy xuaat file, tim
cauc file thi hagnh saich khauc fiea toi
gaén chuung vago.

»F-virus dea dagng nooic kich hoait do
taan xuaat chaly cauc file .COM, .EXE
cuda hea thoang raat cao. NhoOOIcC
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>F‘V|rus cow thed ﬂdﬁy Vago vuzng
nhou, talo xung noat vea tinh nhaat
guaun culla vugng nhou, khai thauc
vugng nhou moat cauch khoang
thich hoéip, lagm roai loain cauc
trinh Aieau khiean thiedt bo hiean
hagnh...

> F-virus cou thea phau hoaii d66
lieau baeng cauch dugng nhoong
chouc naéng vea file fiea thay fioai
noai dung cauc taap tin vaén baln,
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»Virus choin ngoan ngdd macro cula
Microsoft Word lagm phoong tiean laay
lan trean moai troégng Winword. Tog
vaén baln nhieam, Macro Virus seo
Nooic Noa vago NORMAL.DOT, roai tog
Naay chuung toi chegn vago cauc vaén
balin saich khauc

» Daing thou hai culia Macro Virus lag
laay vago balng tinh cula Microsoft
Excel

»Macro Virus chae phau hoaii dod lieau
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1. HAIN CHEA DU@NG CHUNG MAU %;.

2. DUONG PHAAN MEAM COU BAUN
QUYEAN

3. KIEAM TRA NOA LAI TROOUC KHI SOU
DUING
4. THOO@NG XUYEAN DU@NG CAUC

CHOONG TRINH PHAUT HIEAN-
PHO@NG-DIEAT VIRUS MOUI NHAAT
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5-THAN TRONG KHI NHAN E-MAIL
HOAEC DOWNLOAD FILE

6-THOOGNG XUYEAN SAO LOU
CAUC DOO LIEAU QUAN TROING
RA CAUC THIEAT BO LOU TROO
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NO@NG KHOUI NOANG MAUY TOQ
NO,AAAMNEA_I_VI. NEALNJ BUOAC PI—!AUI
KHOUI NOANG, HAOY CHAEC RAENG
NOA MEAM NA@Y SAICH
8-NEA PHOONG F-VIRUS

KHOANG NOOIC CHAIY CAUC
CHOONG TRINH KHOANG ROO
NGUOAN GOAC.

NEAU NGHI NGO@, SOU DUING
MOAT PHAAN MEAM CHOANG VIRUS

~
~
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9-NEA PHOONG MACRO VIRUS
KHI NHAAN MOAT FILE HAY

~ HAOY NHOU KIEAM TRA VIRUS
TROOUC KHI MOU
KHI MOU TAAP TIN, CHOIN MENU
( CUUA WINWORD NEA
TIM MACRO LAI. NEAU COU, XOAU

NGAY. SAU NOU THOAUT KHOUI
WINWORD, XOAU LUOAN TAAP TIN



-5_."\

W il
*, ’nr'.i*

Lfﬁ!ﬂ el 1'1"':;13 .
__{'f-""?' tf'?i AR . S

Nhaan file kegm E-
VEIRE
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KHONG MO FILE LA BPiNH KEM E-MAIL

KHONG XEM MAIL LA NGAY CA TRONG
CHE BO PREVIEW
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SAO LUU LA BIEN PHAP
QUAN TRONG NHAT




h AR A R N

gy i\ o N
SAO LOU THOO@NG XUYEAN
HOAEC NONH KY@ DU LIEU
RA :
-NOA MEAM
-NOA COUNG THOU 2
-FLASH ROM
-NOA CD
-BAENG TO@




I SAO LUU
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Sao luu nho : dudi 2 GB
-0 dia quang tU usb 1gb
-0 dia iomega zip usb 250 mg
-0 cd-rw
Sao luu trung binh : 2 GB dén 20 GB
-0 cling cam tay 20 gb
-0 dvd-rw
Sao luu day du : trén 20 GB

-0 gan ngoai 80 gb co tich hop phan mém sao luu hé
thong

-0 bang tur dung lugng rat cao, rat tot

CI—(@NTHIA’T



Lap danh sach cac tap tin can sao luu
Quyét dinh mlc d6 sao luu thudng xuyén
Duyét lai dr liéu sau sao luu

Tao nhiéu ban va cat nhiéu noi

Bdo vé, bdo quan tot ban sao

Khong dung mot cong nghé duy nhat

Duing chuong trinh sao luu véi nhiéu tinh nang ch
dung chi kéo tha

Hay chay th( phan sao luu
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START/SETTINGS/
CONTROL PANEL

Date/Time Properties K

2 3 4 5 B
o8 93 10 11 12 13
16 17 18 13 20

q 22 23 024 25 HE 7
I m} 11 1]
(n]

1£2
5

[ ated Time




La dia mém sach c6 chlra cac file sach can
thiét dé€ du phong

S« dung khi Windows hu hay cai dat lai HE
diéu hanh, format dia cing, khi may bi
Virus

Néu mua may da cai Windows thi phai kém
theo dia khai dong

Pia chira MS-DOS, véi COMMAND.COM
va val file khac



mauy saich

* Start/Settings/Control
Panel/Add/Remove
Programs/Startup disk/Create disk

* OK
* Copy phaan meam dieat virus vago

noa A (hoaéec vago moat nda saich
khauc)
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* Chobng trinh dieat virus lag chodng
trinh fnooic thieat ked fnea dog tim caulc
Noain maod virus nad NOdic gaén vago
cauc chobng trinh khauc vag loali trog
cauc noain maod aay, phuic hoai lali
chdobng trinh nho troduc khi bo laay
nhieam.

* Cauc Anti-Virus ngoaii thoong phaam
nho SCAN cula McAfee, Norton Anti-
virus culla Symantec, Toolkit

e Cauc Anti-Virus noai free nho D2 vag



Han (a‘he ,C_t"a;Antlkus

= Cauc phaan meam Anti-Virus Aoung vai
trog tich coic nhaat trong vieac choang
Virus song :

* Chae cou tauc duing trean cauc loaii
virus Nad bieat

* Chee lag moat choong trinh kieam tra
vag phuic hoai cauc taap tin choong
trinh Nad bo laay nhieam virus

* Khoang nean naét nieam tin vago moat
chdbéng trinh Anti-Virus nago nou

e WhAnAnaAa i FAartirer AiitnAa VAL ~Aatlice \irlic
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. P-haGiHchaTy
traing boa nhou saich

* Rag queut 1 laan; khodi noang lali
mauy vag rag queut laan 2

* Nean solU duing caud Anti-Virus ngoali
nhaap vag noai Noa

* Dugng phoai hoéip foang thogi cauc
Antivirus

* Chaly nonh kyg chou khoang chog khi
bo nhieam

e NMNiirnA~n ArnF\/iriic m ALl "h~&¥F
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* Neau mauy vaan khom noang Nooic tog
Noa coung thi dugng chinh nhodng
phaan meam dieat virus Nnad cagi
tredn fda coung fiea queut virus Vi
cauc phaan meam nagy Nnad cou cb
chea toi balo vea. Nhong khi cou
thoang bauo virus xuaat hiean trong
boa nhou, phali dugng ndéa meam couu
hoa.

* Neau khoang khéli noang nodic tog
Noa coung thi phali dugng néa meam
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BKAV2002

i ]
Shartcuk ko Q

[52 Anki-virus :
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BKAY DOWNLOAD

« Chon céac file bén dwéi dé download :

Download BKAYA01 Cap nhat 25/4/2002
Download BKAY2002 Cap nhat 1/1/2002
Download BEAVZ00Z Cap nhat 30/11. Diét BadTrans.B
Download BKAV2002 Phién ban chinh thic
Download BKAV2002[V) C3p nh 11. Tidu diét Nimds.E
Download BKAV2002[Beta2]C3r nhat virus moi

Fhien ban moi nhat, cap nhat nga 10

Download BRKAV2002[Test]

Download BRAV3IS4 V]

Download BHAVIBI[Y]

Download BHKAV3IB3[E]

Download BRAVIGS[V]

Download BRKAV3IGS[E]




<2} ¥NM1 - Microsoft Internet Explorer

J File Edit Wieww Faworites Tools Help

_l=] x|

J S=Back ~ =+ - 2 ot | fsearch  [G2] Favorites S History | B4 & 9] - -

J.ﬁ.ddress I@ hEbp: v vnin . wnfwnnl fd2f

~| &as |JLink5 B

'i‘.i ﬁ:I_B TIN HOC  F PP E 2T Trao déi trén VNNI

NI E0Am

chick here

0Oz2 ANTI VIRUS

|He thong & mang LIEI

.

02 Update 24/9

Fhién ban nay cép nhat virus Nimda version 1 va MNimda

ersion 2. Néu ban da cai dat ban D22 ngay 10/9 thi cd the
cai dat ngay phign ban nay. MNéu chuwa thi ban hay cai d3t
L322 10/39

02 Update 10/9

Fhién ban nay cap nhat cac virus DUMN (Dial-up Metworking)
chuyeén &n cap password, worm SSTHAVBES, nang téng s

irus [En 357 con. MNgoai ra con cd thém mdt sd chirc nang
McH

L2 Update 15/8

D32 Update 15/8 cép nhat thém virus SirCam. Phién ban nay
can bd sung mat 54 chire nang sau:

- Task list: Cho phép xem tat cd cac tac vu/ilrng dung dang
chay background hodc hidden, ké c& cac virus dang thurérng
trd. Chirc nang nay cho phep thé hién (show), che dau (hide)
hodc gidi phong (free) cac tac vullrng dung trong danh sach

- Bo sung dia chi link dén D32 Homepage

B N

[

n|:|_|¢ In

ternek

|J ] TapHuanDungCo. .. II@\I‘NNI - Microsof... |@$ S el @ 102154




Tupchon | Nhatks | Lichquét | ViusList | Giithigu |

Chaon o di'a
" Chon d diad
% ChonddiaC
. Chan rhigu & di'a

™ Chan thut muc

© 2001 Nguyén T& Quang

Chan kiéu File
¥ File chuteng tink
¥ File van ban
¥ Tt c céc File

v T4t chcac Macio

Lita chan khac
[™ Diét khing cén hii
W San L e khi digt
W N ap lic khdi ddng

[~ English Interface
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© 2001 Ngupén Tit Quang &) T gip B3 quet xong !




Eile “iew Toolz About Help
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Home Ga
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Browsze Extenszion “irus List Tazk List  Syzlnfa

Hiztory Optiots

| Scan in |C:wINDOWSSYSTEM

| Links &7D32Home  &7IT¥istnam & LeHoan PC ¢ 415 aigen

| It falder

| Infected by

| Statuz

El-£5 RECYCLED

B3 WINDOWS

-y COMMAND

\L@sm | EFFul  Jauiet ERCod | [2] Clean

| maestro.com

i SYRCEMG.DLL

S 0CK32 DL

i DIMNDI.DLL

b DLCHDI.DLL

i DSKMaIMT.DLL

$ |SSETIUP.DLL
MDSwaMTE DLL
MDSWwaM32 DLL

i RPCLTCCM DLL
s RPCLTSE DLL

i SENDMAIL. DLL
& FRAMERLF DLL

ey psCILDLL

Geh PIFMGR.DLL
A USBULDLL

[Eh ACT=PR=Y . DLL
b ADWPACK. DLL
G ALIDI030.DLL
Eh IPROP.DLL

G ASYCFILT.DLL
b ATLDLL

[Eh AvICAP32.DLL
b AvIFIL32.DLL

G AWIFILE.DLL
Gh BLACKBOR.DLL
e BROWSELC.DLL
Geh BROWSEULDLL
[ MSMNETOBJ.DLL
A DDAD3E.DLL
[k COFVIEW.DLL
G wEBW.DLL

G CEWMDM.DLL
Geh CHOOSUSR.DLL
[ CLRVIDDC.DLL
(A CMCFG32.DLL
[ CMDIAL32.DLL

E&h CMPBE32.0LL
E&h CMUTIL.DLL

[ CMUTOA.DLL
[Eh CNETCFG.DLL
[Egh COMCAT.DLL
EEhCoMCTLIZ.OLL
EhCRTCTRLODLL
E&hcooLDLL

& CcORPOL.DLL
[Eh CRYPT32.0LL
[E&h CRYPTEXT .DLL
EEADPLAY.DLL
EEhDMUSICIZDLL
E&h DMUSICTB.DLL
E&h DMUSIC.DLL

[ DMSYNTH.DLL
[Eh DBMSRPCM.DLL
EhDBMSADSM.DLL
EEBDBMSSHRM.DLL
EEhDBMSSOCH.DLL
& DBMSS PN, OLL

EEh DCIMANZ2.DLL
EEhDDa035.DLL
EA DMSTYLE.DLL
FEh DMLDADER.DLL
Fh DEVEMUM.DLL
4 DIGEST.OLL
EhDIGSIG.OLL

&b DIMM.DLL

[ DMIME.DLL

[ DMBAND.DLL
[k DOCPROP.DLL
F&h DMCOMPOS.DLL
Gedh D7vE.DLL

FEh DSOUND3D.DLL
Fgh DRMCLIEM.DLL
FEh DPSERIAL. DLL
[ DPMODEM=.DLL
[ GCHAMD .DLL
GEhDPLAT=.DLL
L IEMPSTUB.DLL
b DPVACM.DLL

EADISKCOPY.DLL
EADSSEMH.DLL
[k D=TMSFT.DLL
[k DDR&AWER.DLL
[ D TMSFT3.0LL
G DXTRANS.DLL
EhES.DLL
EAHIDCLDLL
ERMSLOCUSR.DLL
[ FONTE=T.DLL
A HLINK.DLL

b ICFGI5.DLL
Eh IEPEERS.DLL
X SCROBJ.DLL
ERIESETUP.DLL
[k IMAGEHLP.OLL
FEA IMGUTIL.DLL
[ INDICDLL.DLL
G INETIE.DLL

G IMITPRLDLL
R INSENG.DLL

FEDEMSVINM.DLL  FEhDPwsOCK<DLL EhIR41_OC.DLL
FE DEMMPNTWwW.OLL FEYDS32GT.OLL

FEhDECYW_32DLL

b DSSEASE.DLL

EhIR41_aC<.DLL
G IR50_32.0LL
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Nedu nhiedm virus moui, chelp calic file bd lady
nhieam goli Nean cauc Noa chaeAnti-Virus

* VOUi new , Ccheup file
.DOC, .XL?

* VOUi new , Aoic Nda baeng leanh
DIR A: fiea baét nou lean fida

* VOUi new cheup cauc file taéng

kich thoouc cula taap tin .COM, .EXE
Nean ghi nhou kich thoouc file thoang duing nho
DOSKEY.COM. Trong modi troogng nhiedm New
F-Virus, chaiy DOSKEY.COM
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: Cauc Ioan Virus seo Iaay nhieam
khoang phali vago hagng traém ngagn
mauy tinh mag lag hagng trieau mauy
tinh

* Cauc virus culla toong lai cou thea
hoalt hoang theo nhddng xu hooung
Nnho sau:

— Khai thauc cauc lod hoang phaan meam chéa fi6oic
phaut hiedn

— Laay lan theo nhoong cauch thouc khauc nhau nho
virus lai taio, hodi thoaii troic tuyean,...

— Caiic choona trinh con nhair hoaii aan trona Viri<



o NGHIEAN couu NEZ\ TAIO LAAP CAUC
ANTI-VIRUS COU KHAU NAENG NHAAN
DAING VIRUS MA@ KHOANG CAAN
CAAP NHAAT THEO CO CHEA MIEAN
DOCH.

e TAIO CAUC PHIEAN BAUN THOU
NGHIEAM HOOUNG TOUI HEA CHOONG
TRINH CHOANG VIRUS THOANG MINH
COU KHAU NAENG DOI BAUO SOl
XUAAT HIEAN CUUA CAUC LOAII VIRUS
MOUI



.... " r_‘:._-l-."__;-. P .-;::s:\ :- "\\ L / \\ y Tl i
- 2y . Geehet: o\ - N
' / \‘ / :
firury L :
p - B /
i

S e,

e TIM \7.\ LAP CAC L.LO HONG TRONG CAC
PHAN MEM PE NGAN CHAC HACKER
THAM NHAP PHAT TAN VIRUS

* XAUC LAAP VA@® THOIC THI CAUC
NIEAU KHOAUN TRONG BOA LUAAT
HINH SOI VEA TOAI DANH PHAU HOAII
DOO LIEAU



5.3 HACKER
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Hacker |ag nhé'f)ng kel solU duing
maing maly tinh fiea phalt taun
Virus, lady caép medt khadu fhea
truy nhadp badat hoip phaup vago
maing vag mally tinh culia cauc toa
cholc, cat nhadn fiea phau hoaii,
gian laan...
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* GOlii E-mail kegm file cou chduc naéng thodeng
trutl fed lady caép thoang tin trong mally, fiaéc
biect lag password roai toI noang goli cho
Hacker

* Naunh caép file 16u Password roai dughg calic
kyd thuait be(l meit khadu

* Dugng phaan meam Naunh bomb tho

* Tim moii khe hé( cula cauc phaan meam hea
thodng vag calic phaan meam coang cuii, kea call
calc Anti-Virus fea tadn coang
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* Cung Ccagp trean maing nhoong nmad nguoan
Virus lagm salin fied kell khalic cou thea laép
raup, lai ghetip thagnh nhieau Virus moui. Hacker
Nad nhanh choung Nago talo ra cauc Hacker

* Thagnh ladp toa cholc culia calic Hacker tredn
maing, hinh thagnh cauc “liedn minh ma quyd”,

taio thagnh moét | 6ic 106ing radt nguy hieam
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— TU DIEN DO HACKER TAO
— TU BPIEN NGON NGU SAN CO

— DUNG CUNG MOT GIAL THUAT MA HOA MAT
KHAU

—~ DUNG MAY TiNH TOC PO CAO

- THU cAc TO HOP VOI CAC PO DAI KHAC
NHAU

— PHUONG PHAP MANH NHUNG RAT CHAM
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CO NHIEU CHUONG TRINH BE MAT KHAU
NHU' 10pht PASSWORD CRACK

NHUNG LAY Gi BE SO KHOP KHI CHUA
THAM NHAP PUOC VAO MANG ?
PASSWORD PUOC LUU GIU NHU THE
NAO ?

PANH CAP PASSWORD BO1I VIRUS LAY
CAP FILE ?



1. CHOANG TRUY NHAAP TRAUI PHEUP
BAENG CAUCH NAET VA@ BAUO
VEA PASSWORD
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e SYSTEM
* NO SYSTEM
* FILE .DOC
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°Th66¢ng xuyeén foai maat
QEED

*Hady flaét moat maat khaau
phouc taip. Moat maat
khaau mainh théogng cou it
nhaat 8 kyu toi

*Kel khauc khou noaun, ta

L IhATI A1LIAA N



! . *‘r.«'.".'r':'.i o & o, .
0 " /l’? :' l-l-'u:fl;‘. :' - :."" iz '--'- 1 &
J L *._ X | B 2T 1' w1 s e . - - .
3 P ¥ . _-r{”h J'; ;{f!) w ‘ --. 7 - : ‘f
= i 2= .:_'_“ L YRIRE L e - Ay LT PR ) i
N Sty o s \ 2 S, W } \
: , * . L g w -
£ 2 D T e, - !-"\ ‘f"-r'-{_l"\"‘ ‘ ’ f,’ ~ “

* Ballo maat cauc thoang tin cau
nhaan Naéc bieat lag soa niean
thoaii

* Callnh giauc voOui cauc phaan
meam DownlLoad t6g maing

* Callnh giauc voui cauc file goui
kegm theo E-mail kea cal cauc file
NOOICc goui tog bain beg vi raat cou
khau Naéng chlnh mauy tinh cuGia hoi
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* Taéng coogng tinh baldo maat cula
trinh duyeat vag chodong trinh goui
nhaan e-mail baeng cauch nieau
chaenh chouc naéng cula trinh
duyeat Internet.

Nho trong Windows :

Computer/Control
Panel/Internet/Security

. H(“)Tp tauc voui ISP lag raat caan thieat
nea phocang choang 50| xaam nhaap



5.4 DU BAO
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: Cauc Ioan Virus seo Iaay nhieam
khoang phali vago hagng traém ngagn
mauy tinh mag lag hagng trieau mauy
tinh

* Cauc virus culla toong lai cou thea
hoalt hoang theo nhddng xu hooung
Nnho sau:

— Khai thauc cauc lod hoang phaan meam chéa fi6oic
phaut hiedn

— Laay lan theo nhoong cauch thouc khauc nhau nho
virus lai taio, hodi thoaii troic tuyean,...

— Caiic choona trinh con nhair hoaii aan trona Viri<



. PHAI NGAN CHAN HACKER TU XA BOI CAC CO
QUAN AN NINH MANG

* NGH

VI
\A

RU

RU

EAN COUU NEA TAIO LAAP CAUC ANTI-
S COU KHAU NAENG NHAAN DAING
S MA@ KHOANG CAAN CAAP NHAAT

THEO CO CHEA MIEAN DOCH.

* TAIO CAUC PHIEAN BAUN THOU NGHIEAM
HOOUNG TOUI HEA CHOONG TRINH CHOANG
VIRUS THOANG MINH COU KHAU NAENG DOI
BAUO SOl XUAAT HIEAN CUUA CAUC LOAII
VIRUS MOUI

e XAUC LAAP VA@ THOIC THI CAUC NIEAU
KUHOATIN TRONC RBOA TIIAAT HINKY <Ol \/VEA
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= CO NHIEU LO HONG TRONG CAC PHAN
MEM BE HACKER THAM NHAP
NHU LAY MAIL VE TUY KHONG MO FILE PINH
KEM, SONG NEU LA FILE AM THANH THI
CHUONG TRINH ) TU DONG
MO VA VIRUS THAM NHAP

* CAN XAUC NONH LOAI SOUM NHAAT
CUA\CAC RHAN ME,M NEAATIM BIEAN
PHAUP GIAUI QUY EAT KHAU THI
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