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HE PIEU HANH NANG CAO

Truong dai hoc Khoa hoc tu nhién
Khoa Cong nghé Thong tin

Trdan Hanh Nhi
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i To6 chic

= Phu trdch Ly thuyét:
= Tran Hanh Nhi
= Phu trach thuc hanh:
= Pham Nguyén Anh Huy
= Tran Anh Tudn
= L& Thuy Anh
= Pinh B4 Tién
= Trang web cua mdn hoc :
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i Muc tiéu

s K&t qud mong dgi vé 1y thuyét :
= Hi€u dudc cach thiic Hé diéu hanh 1am viéc
= Nim dudc cidc nguyén ly thiét k&€ Hé diéu hanh
= Bié&t dugc mot sd co ché, chi€n lugc cd ban dé gidi
quyét cac nhiém vu cia Hé di€u hanh
s K&t qui can dat dugc vé thuc hanh
= Van dung dudc cdc kién thic 1y thuyét d€ cai dit gid
1ap mdt s6 module cua HE di€u hanh

= St dung dudc cdc co ché hd trg cia mot Hé diu
hanh cu thé (Windows NT) dé€ giai quy€ét cic bai toan
cd ban.
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‘L Kién thic yéu cau
= Ki€n tric M4y tinh

s Hé diéu hanh co ban
s Lip trinh C/C++
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o 2
i Tinh diém
s 70% Ly thuy€t + 30% Thuc hanh
s Ly thuyét:
= 1 bai thi cudi khod (khong tham khdo taili€u)
= MOoi sinh vién 1am bai doc 1ap
s Thyc hanh: 2 bai tap 16n
= Thd1 han va cach thic ndp bai s€ do giao vién phu
trach thuc hanh qui dinh
= Moi nhém thyc hanh gdm 2 sinh vién
= Bit budc ¢d ndp bai thuc hanh mdi dudc thi 1y
thuy€t
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Tai liéu tham khio

s Tran Hanh Nhi : Gido trinh Hé di€u hanh Nang cao
n A.Silberschatz & P/Galvin : OS concepts (5¢)
= Slides :

s W. Stallings : Operating Systems

m A.Tanenbaum et al : OS Design and Implementation
= Minix :
s R.Finkel:: An OS vade mecum

= Book online :

n Jeffrey Richter : Advanced Windows

s Tién Huy- Pan Thu- Hanh Nhi : K§ thuit 1ap trinh trén
Windows NT
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b

i dung

m C]

huong 1 : TO chitc Hé di€u hanh

m C]

huong 2 : Qudn 1y ti€n trinh

m C]

huong 3 : Lién lac gitta cdc ti€n trinh

m C]

wong 4 : Quan ly bd nhé chinh

m C]

huong 5 : An toan hé thong
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Bai giang 1 : Gidi thiéu

= Tai sao phdi tim hi€u vé Hé diéu hanh ?
s Hé di€u hanh 12 gi ?

= Vai trd trong hé thong ?

s Chuc nang ?

= Kién tric ?

s C4c nguyén ly thi€t k&€ Hé di€u hanh
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Tai sao can tim hiéu Hé diéu hanh ?

~ 7 ~ s R A ~
= D€ phd v3 sy “bi an” cua hé thong :
= Taisao mdy tinh c6 thé “biét” dugc ndi dung dia ?

= Taisao c6 thé vira soan thdo, vira nghe nhac trén cling 1 mdy
tinh (c6 1 CPU ?)

= Taisao 1 ¢ng dung kich thuéc 1 M c6 thé hoat dong trén
Windows ma bi bdo “Not enough memory” trén DOS ?
2 . P ~ A e N N * A
s Dé€ khai thac tot hon mo1 trudng lam viéc :
= Lap trinh trén moi trudng da nhi€ém (multitask), da xu
1y (multiprocessing) v4i cac mo hinh multiprocess, multithreads..
= St dung bd nhé hi€u qua
= s dung cdc cd ché Thong tin lién lac, an toan & bao mat...
= Vild mon hoc biat budc ©
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Hé diéu hanh, anh 13 ai ?

Ung dung

Hé di€u hanh

Phan ciing

6)

Giao dién ao

Giao dién vatly

10
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Chifc ning ctiia Hé diéu hanh

= Quan tri tai nguyén (resource principle) :

Tai nguyén : CPU, Mem, 10O; Files, ports, mailboxes...

Do tuong st dung tai nguyén : Process, Thread

Nhiém vu : Cung cap cdc gidi thudt cap phdt, quan 1y tai
nguyén.cho cac doi tugng hoat dong trong hé thong

Muc tiéu : CAp phat day dd, cong bing R cho Ps; Stt dung hiéu
qua Rs, Nang cao thong lugng Ps...

= Triru twvgng hod hé thdng (beautification principle)

Nhiém vu : Cung cip céc gidi thuat d€ che du chi ti€t phan
cuing, tao 1 mo1 trudng dé lam viéc hon (hope) cho user

Mu9 ti€u : tao moi trudng an toan, tao sy triru tuong hoa, doc 1ap
thi€t bi

Vi du : device driver

11
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Céc thanh phan

Qudn ly ti€n trinh

Hé thong tap tin

B0 thong dich 1€nh

Quan 1y bd nhé phu

Qudn 1y nhip xuat

Quan ly bo nhé chinh
Hé thong bdo vé

Giao ti€p mang

12
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i Kié&n tric Hé diéu hanh

= Don gian (Monolithic)

= Hat nhan (Kernel)

= Phan 16p (Layered)

= May ao (Virtual Machine)
» HuGng d6i twuong (OOOS)

s Exokernel
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i Monolithic
User programs

o

Procedure call,

alf
SvVe, ’
Send/Receive, granca.
Returm

Operating system

T.l'n!'arrup!‘

(W

14
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i Monolithic

s OS =Thu vién ti€n ich

s C6 thé t6 chic thinh nhi€u module : CPU
scheduling, Mem  Management, Device
management...nhung chi ¢é6 1 trong nhirng
module ndy hoat dong tai mot thdi di€m

= Pon nhiém

» Quyén diéu khi€n dudc chuyén doi thong qua 16i
go1 ham
Khi tAim véc phdt trién hé thdng trd nén thi€u tin
ciy.

= Vidu : MS-DOS, Ultrix (mature Unix)
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Kernel

User processes System processes

K.ernel

T.I'n!'en'up!'

()

16
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Kernel

» OS = Kernel + System processes

s Kernel dudc bao vé

= Pa nhiém

= Kernel chiu trach nhi€m phan chia thdi gian sur
dung CPU, Giao ti€p gitta cac ti€n trinh
Chi/ c6 2 muc kernel/non-kernel =>kernel 16n,
thi€u tin cdy nhu trudc
DPinh nghia cing cdc giao ti€p vdi ing dung trong
kernel

= Vidu: Windows NT

17
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Layered

L4: Indep.
Usery Lser » e user
processes
L3: Virtual
/O devices
L2: Virtual
:E:I:-mma :“j Operator
merpreer Consoles
S \ L1: Virtual
EEQMT” Segmented
ontroller Mermoary
CPU alloc., LO: Virtual
synchroniz'in. CPUs
Main mem., Operator's Actual
CPU secondary console O devices hardware
storage

18
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Layered

= OS =cac I6p triru tugng hod mot tic vu quan ly
s L&p trén dudce st dung cdc ham xu ly tai nguyén
thudc tac vu do 16p dudi cung cap
Khé xac dinh dudc cac 16p xur 1y rach roi, thi tu
16p ?
Tao tién trinh -> PM goi MM
Bo nhd day -> MM goi PM
X€&p 16p theo ham x& 1y , thay vi tdc vu

Seg management- P scheduling- Seg creation- P
creation

= Vidu: THE , MULTICS

19
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Virtual Machine

test operating system other processes

QO

tast karmeal

virfual devices

P

1

virtualizing kernel

\

physical devices

20
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Virtual Machine

= OS = Virtualizing kernel + virtual machines
= Virtual machine = physical hardware
= Virtualizing kernel tao ra nhi€u VM trén 1 mdy tinh.
s Process interface = hardware interface
Uu di€m :
MOo1 truong thuan 101 cho su tuong thich (compatibility)
Ting tinh an toan hé thong do cung cAp cdc VM doc 1ap.
DE phit trién cac HDH don nhiém cho mdi VM
Khuyét di€m:
Phitic tap cho viéc gia lap (transput, add translation...)

= Vi du : CMS(conversational Monitor System) trén
VM/370 (ho trg hardware)

21
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i 000S

OS =tap cac doi tugng

Tié€n trinh, tap tin, hAm, khoi nhé...

Mot ham xu 1y (kernel/non-kernel mode) thao
tdc trén mot tip cdc doi tugng.

Che d4u thong tin

Vi du :CAP, StarOS, iIMAX432

22
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Fixokernel

Mosaic Applications Barnes—Hut

WWW

POSIX

TCP

Exokernel /,Q-;cuurr: bindings

%
Hardware |Frame buffer| TLB* | Network & Memory Disk
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i Exokernel

Hudng dé€n mot HDH linh dong trong giao ti€p
vG61 ung dung, cho phép Ung dung chuyén biét
hod hé diéu hanh theo nhu cau dic thli mot ciach
dé dang

OS = Exokernel + Library OS

Ung dung c6 thé phét trién cdc md hinh to chifc
VM, IPC theo nhu cau riéng

Vi du : y tudng cua project do Dawson R Engler
et al phat tri€n tai MIT

24
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Bai2: CAC MO HINH XU LY PONG

i HANH

XU LY PONG HANH

e5l2

VAN P




Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

X1 1y dong hanh, dé ting hiéu suat st dung
CPU

] v o]

Job 1 Job 1
CPU > >

Job 1

cpy  Jobl Job 1 Job 1 Job 1

Job 2

| cpu CPU |
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X1 1y dong hanh, dé ting toc do xi 1y

s Job: kg=a*b + c*d;
1 Xl‘i'l),’ tué‘in tu : kql =a *b;

kg2 =c* d;
kq =kql + kq2;

= XU 1y dong hanh :

kql = a*b; ‘ kg2 = c*d;

kq =kql + kq2;
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Xt Iy dong hanh, nhitng khé khén ?

- Tai nguyén

gidi han, dng

dung “v6 han”
CDplayer N

- Nhiéu hoat

Wi d
R dong dan xen

?7?7? Phan chia

Is

(3 ey tai nguyén ?
.-.' 3 ° 9 L)
s iy ?7?7? Chia se tai

e A o A ~ oA neuvén ?
HDH : “ Giai quyét nhi€u cong viéc sty

A Ner FA 2z X 299 Bao v ?
dong thdi, ddu co dé ! 227 Bao vé!
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Giai phap

-%“Chia dé
tri”, co 1ap
cac hoat dong.
- Mbi thoi
diém chi gidi

- quyét 1 yéu
Visual C ++ - i cau.

- Ao ho4 tai

HPH : “ Ai ciing c6 phan khi d&én lugt D8uyén : bien
ma!” it thanh nhiéu

5
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i Thuat ngu

= Concurrency (ddong hanh): mo6 hinh x 1y nhi€u
tic vu dong thoi.

s Multitasking (da nhiém) : cho phép nhiéu tic
vu/ cong viéc dudc xit Iy dong thdi

s Multiprogramming (da chuong) : cho phép
nhi€u chuong trinh dugc thuc hién dong thoi
(trén 1 CPU)

s Multiprocessing (da x@ 1¥): nhiéu bo xtt 1y 1am
viéc dong thdi
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Khai niém ti€n trinh

Pl
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Mo hinh da ti€n trinh (MultiProcesses)

= Hé thong 1h mot tap cdc ti€n trinh hoat dong dong
thoi

= Cidc tién trinh doc 1ap véi nhau => khong ¢6 su trao
doi thong tin hlen nhlen

ﬂ @ CDplayer
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i Mo hinh da tiéu trinh (MultiThreads)

= Mudn nhiéu dong xii Iy dong thoi cung chia sé tai
nguyén (server, OS, cac chuong trinh tinh toan song
song)

@% i S 93

=" TIKU TRINH (THREAD)
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Khac biét giita Tiéu trinh & Tié€n trinh

s Ti€u trinh : 1 dong x{r Iy P1
s Tién trinh :
= 1 khong gian dia chi
= 1 hoic nhiéu ti€u trinh
s Céc ti€n trinh 12 doc 1ap
s C4c ti€u trinh trong cling
1
ti€n trinh khong ¢6 su
bdo vé ) ,
l1an nhau (can thiét ? ).

10
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Tiéu trinh hat nhan (Kernel thread)

User mode
3 @

L 2
System calb*®

Kernel mode

Kh4i niém tiéu trinh dugc xay dung bén trong
hat nhan

11
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+

Ti€u trinh ngudi dung (User thread)

Kernel

Khai niém tiéu trinh dugc hd trg béi mot thu
vién hoat dong trong user mode

12
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Bai3: QUANLY TIEN TRINH

= Phan chia CPU cho céc ti€n trinh ?
= Tié€p can
O Ml.lC ticu ?
= Té chifc ?
« Chién lugc ?
Trang th4i tién trinh ?
Luu trit thong tin tién trinh ?
Cac thao tac trén tién trinh ?
Bao vé tién trinh ?
Trao doi thong tin giita cac ti€n trinh ?
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Phan chia CPU ?

= 1 CPUvatly :1am thé
nao dé€ tao 4o gidc mdi
ti€n trinh sG hitu CPU
riéng cua minh ?

Y
T

while(1)

= Dispatcher ludn
chuyén CPU giita céc
tién trinh:
= Ngit canh xu 1y riéng
biét cho modi ti€n trinh

(PCB) j

= Dispatching loop :

interrupt P,
save state P .
Scheduler gets P
load state P
jump to it

next

next
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Trang thai tién trinh ?

Nhian CPU

ready running

©R
© R, \ S
® CPU / Tra CPU © /
Nhan R /_\
® R,
® CPU
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Khoi quan 1y ti€n trinh trong mo hinh
multiprocesses

Process control Block pid

PCB State

(State, details)

Context

(IP, Mem, Files...)

Relatives

( Dad, children)
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PCB va TCB trong mo6 hinh multithreads

PCB pid Thread Control Block
Threads list TCB
Context tid
(Mem, global State

ressources. . .) (State, details)

Relatives Context

( Dad, children) (IP, local stack...)
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i Ciéc thao tiac trén ti€n trinh

= Tao lap tién trinh :
= CA4p phat tai nguyén cho tién trinh con ?
= Hoat dong cua cha va con ddc lap
s K&t thic ti€n trinh :
= Thu hoi tai nguyén ?
= Ep budc két thic ?
= Thay doi trang th4i ti€n trinh :

Assign(), Block(), Awake(), Resume(),
Suspend()



Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

Trang thai tién trinh ?

= C6 nhu cau Suspend &Resume :
= Hé thong qu4 tai
= Ki€m sodt hoat ddong cia ti€n trinh con

Awaken

Blocked

Preempt
Suspend

Suspended
Ready

Suspended
Blocked

Event occurrence
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An ninh trat ty cho méi trudng da ti€n trinh !

= Bao vé tién trinh :
= Ngiin can cdc tién trinh xAm pham tai nguyén, can
thiép vaoxu 1y cua nhau => KGDC riéng biét, 2
mode xu 1y
= Bao didm guyén ti€n trién xi Iy cho méi tién trinh
=> cOng bang trong cic chién lugc phan phoi tai
nguyeén.
= Trao doi thong tin , phoi hgp hoat dong ?
= Nhu cau ?
= Vandé ? => Chuong k& ti€p
= Giai phap ?
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* Céc danh siach tién trinh

Ready List \.).\)m/) P5

Waiting Lists
R1 = > P2 —>PJ
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i Piéu phéi tién trinh

= Muc tiéu ?

s Céc cap do diéu phdoi

= Thoi diém ra quyét dinh diéu phdi
= Panh gia chién lugce diéu phoi ?

= Mot s6 chién lugc diéu phdoi

6)

10
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Piéu phoi tién trinh

SCHEDULER
> chon mot ti€n trinh
nhan cpu

DISPATCH
ER

chuyén doi ngit
canh

11
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Chuyén d6i ngit canh (context switching)

= Kichban:
= Luu ngi¥ canh ti€n trinh hién hanh
= Nap ngit canh tién trinh dugc chon ké ti€p
= Chi ti€t cu thé phu thudc vao phan ciing

= general-purpose & floating point registers, co-
processor state...

= Chi phi chuyén déi ngit cinh :
= Gitra cac ti€n trinh ?
= Giira cdc tiéu trinh ?

12
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Chuyén d6i ngit canh giita cac ti€n trinh

User mode
(7 O

System cal]."

Kernel mode

Dispatcher

= Chuyén ddi mode xi ly

= Chuyén doi IP va cdc thanh ghi khic cia
CPU

= Chuyén doi khong gian dia chi
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Tiéu trinh hat nhan (Kernel thread)

User mode
(1) ©

System cal]."

Kernel mode

Dispatcher

» Khdiniém ti€u trinh dugc x4y dung bén trong
hat nhan

= Distpatcher 1am viéc v6i don vi 1 ti€u trinh

14
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Ti€u trinh ngudi dung (User thread)

s Khdiniém ti€u trinh dugc hd | User
trg bSsi mot thu vién hoat dong
trong user mode

= Distpatcher cia hat nhan lam
viéc v6i don vi 1a ti€n trinh

= ThreadDistpatcher lam viéc
v§i don vi 1a ti€u trinh

= P—LWP-T

= Khong cian chuyén doi ché do
xt 1y khi chuyén ddi cdc ti€u
trinh cting thudc 1 ti€n trinh.

Kernel

Kernel

15}
mode
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Lua chon ti€n trinh ?

= Tac vu cua Scheduler
L MllC tiéu ?
= Su dung CPU hiéu qua
= Pam bdo tat ca cdc ti€n trinh déu tién trién xi 1y
s Tiéu chuan lva chon ?
= TAt cd cdc ti€n trinh déu nhu nhau ?
=« Dé xudt mét do uu tién cho méi ti€n trinh ?
s Thoi diém lua chon ? (Thai diém kich hoat
Scheduler())

16
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Muc tiéu diéu phoi

= Hi¢u qua (Efficiency)
¥ Thoi gian
¥ DPap ung (Response time)
¥ Hoan tit(Turnaround Time = T, -
¥ Che (Waiting Time =T ;, geagy )
4 Thong lugng (Throughput = # jobs/s )
4 Hiéu suat Tai nguyén
¥ Chi phi chuyén doi
= Cong biang ( Fairness) : Tat ca cdc tién trinh
déu c6 co hdi nhan CPU

T

arrive):

17
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Cac cap do dieu phoi

Longterm scheduling
chon ti€n trinh k& ti€p dugc
khdi ddng (mang vao bo
nhG va nhan trang thai
ready)

Mediumterm scheduling :
quyét dinh chuyén ti€n trinh
dang running sang trang thai
blocked.

Shorterm scheduling
chon 1 ti€n trinh & trang thai
ready dé chuyén sang trang
thai running.

Khong ¢6 su phidn bi€t rd

[ run
ready ] [ ]

short term

ready E—

transput wait }q—

main-store wait }'1*

medium term

ready

long term

18
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Thdi diém ra quyé&t dinh diéu phdoi

= Diéu phéi doc quyén (non-preemptive
scheduling): ti€n trinh dudc chon ddc chiém
CPU

= Piéu phéi khong doc quyén (preemptive
scheduling): tién trinh dudc chon c6 thé bi
« cudp » CPU béi tién trinh c6 dd uu tién cao
hon

19
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:L Ciéc chién luge diéu phoi
= FIFO
= RR
= SJF
= MULTILEVELFEEDBACK

* LOTTERY

20
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i FIFO — RR -SJF
" -

= SJIF fdd
run

21

= RR
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Multilevel Feedback

H

Auond

22
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i Lottery

N (] (]

Pl P2 P3 P4
P2 c6 25 % co hoi

[1] [1]
Pl P2 P3 P4
P2 ¢c6 70 % co hoi

23
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BAI4: LIEN LAC GIUA CAC TIEN

TRINH =
i &;VAN PE PONG BO HOA

» <
CO CHEZ

N VANDE
? <

[
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Nhu Cau Lién Lac

= Chia sé thong tin

= Phoi hgp tang toc do xu' 1y
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Cac Co Ché Lién Lac

= Signal
®Khong truyén dugc dif liéu
O Pipe

® Truyén dit liéu khong ciu tric
= Shared Memory

© Broadcast

® Mau thuin truy xudt =>nhu cau dong bo hoa
= Message

© Lién lac trén moéi truong phan tan
= Socket

© Lién lac trén nhiéu méi trudng khic biét
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Race condition

= P1 va P2 chia sé bién chung hits

hits =0
. ? P] ?PZ
time
read hits (0)
read hits (0)
hits=0+1
hits=0+1
hits = 1

® K&t qua cudi cung khong du doan dugce !
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i Mién ging (critical section)

read hits (0)

s?Pz

read hits (0)

CS

hits = 0 + 1 CS

hits =0 + 1

CS la doan chuong trinh c6 kha ning giy ra hién
tugng race condition
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i Giai phap tong quat
hits =

0
time ? Pl

hits = 2

Bio dim tinh “ddc quyén truy xudt” mién ging
tai mot thoi diém
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Mo hinh ddm bao ddc quyén truy xuat

Kiém tra va danh quyén vao CS

CS;

T bé quyén st dung CS
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i Rendez-Vous

Pl ?PZ

Lam thé& nao bao dam trinh ty thyc hién Jobl -
Job2 ?
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Giai phap

Pl ?PZ

o 4o S A Ao A 0 A o X o A
Hai tién trinh can trao doi thong tin vé dién tién
xu 1y
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ti€n trinh

| M6 hinh té chitc phdi hgp hoat dong giira hai

? P ?PZ
b

10
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Bai toian dong b hoa

= Nhiéu ti€n trinh chia sé tai nguyén
chung dong thoi :
= Tranh chap ?
= Nhu cau “ddc quyén truy xudt” (mutual
exclusion)
= Ciac tién trinh phoi hgp hoat dong :
= Tuong quan dién ti€n xi¥ 1y ?

= Nhu cau “ho hen” (rendez-vous)

11
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BAI5: CAC GIAI PHAP PONG BO
HOA

= Nhom giai phap Busy Waiting
= St dung cdc bi€n cd hiéu
= St dung viéc kiém tra luan phién
= Giai phap cua Peterson
= Cam ngit
« Chi thi TSL
= Nhom giai phap Sleep & Wakeup
= Semaphore
= Monitor
= Message
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i Cac giai phap “Busy waiting ”

While (chua cé quyén) donothing() ;

CS;
T bé quyén st dung CS

= Tiép tuc tieu thu CPU trong khi chd dgi vao mién gi
= Khong doi héi su trg gitip ctia Hé diéu hanh
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i Céc giai phap “Sleep & Wake up”

if (chua cé quyén) Sleep() ;

CS;
Wakeup( somebody);

= Tt b6 CPU khi chua dugc vao mién ging
» Can dugc Hé diéu hanh hd trg
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| Semaphore
Semaphore s; // s >=0 * Pugc ho tr¢ béi HDH
Down (s) & Up(s)

= T§ chitc doc quyén truy xuft

Down (s)
CS;

Upfs)

= T6 chiic “ho hen”
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Monitor

Monitor m
Int x;
Condition c;

Function F1()
{ ....wait(c); ...}

Function F2()
{ ....signal(c); ...}

= Pugc hd trg béi NNLT
= Bio dam ddc quyén

truy xudt ty dong

= Sit dung bién diéu kién

dé€ thuc hién “Ho hen”
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Message

1. Send Request

3. Send Finish

2. Receive Accept

* Pugc hd trg béi HDH
= Pong b héa trén méi trudng phan tan
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Céac bai toan dong bo hoa kinh dién

Producer-Consumer
=P khong dugc ghi dit liéu vao buffer da day

Bufter (N) p =C khong dugc doc dir liéu tu buffer dang

C ,
~__~ trong

"P va C khong dugc thao tac trén buffer

@ ® cung lic
@ Readers - Writers
= W khoéng dudc cip nhat dir liéu khi co
@P @T mot R dang truy xudt CSDL .

= Tai mot thdi diém , chi cho phép mét
Database Wduge
stta doi noi dung CSDL.
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‘_L BAI6: HIEN TUGNG DEALOCK
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aeadlock

: P dang yéu cau tai nguyén R

° ° : mot tinh huéng tit nghén

R| .P dang git tai nguyén R
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i Pié¢u kién phat sinh Deadlock

= St dung tai nguyén khong thé chia sé

= Tién trinh chi€m giit va yéu cau thém tai
nguyén

= Hé thong khong thé thu hoi tai nguyén néu
tién trinh khong tr bo

= Ton tai mot chu trinh trong dé thi cap phat
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Giai quyét Deadlock

= Bo Jqua
= Phong ngura
= Phat hién va hiéu chinh
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test.exe

0x3000

jump 0x2000
0x1000

OS

test.exe
Jump 0x5000

0x7000

0x3000
(base)

= Cho dén nay : Nap toan b tién trinh vao bd nho roi

thu'c hién no...

= Cham, lang phi b6 nhé

= N€u Kich thudc tién trinh 16n hon dung luong bo nhé chinh

6)

= Luuy : tai 1 thdi diém chi c6 mot chi thi dugc thuc hién
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Giai phap
Real memory
/ Pagel
emacs

Real memory

€macs

-

Pagel(

— e —

tl

= Nap tirng phan chuong trinh khi can thiét

* Demand paging

Time
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Co ché

= Sit dung bd nhé phu dé luu trit tam thdi cac trang chua st
dung
= Ai chiu trach nhiém chuyén doi ?

= Lap trinh vién : Overlay

= Hé diéu hanh : B nhﬁﬁmw
p 3

RAM 3
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B0 nhdé a0 = “10i néi doi vi dai“

= Ngudi dung : s¢ hitu bd nhé “vo han”, “riéng biét”
= Hé diéu hanh : “tham ling ” thuc hién qud trinh swapping
A
A 10% RAM
+
90% DISK

SOIUIIIJII JO #
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Thuc hién Bo nhé 3o

= Bang trang : thém 1 bit valid/invalid dé nhin dién
trang
da hay chua dugc nap vao RAM

Frame valid/invalid

Disk

IMen

* Truy xuit dé€n mot trang chua dugc nap vao bd
nho :

~ 5
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X1 1y 10i trang

0S @ xac dinh vi tri luu trang

J trén dia )
lcf)étrang
truy xuat @ 1 M

@ swap out 1™
trang nan |
~— |
Il%_lp ~ @ |
LV | Dt | \___ g
tai kich frame trong
— hoat ti€n @ mang
BQonhO, trinh Cﬁp nhﬁt trang Cé\i,n
a0 b truy xuat

ANZUANE BonhG VALY vaobo nhd
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Cac cau hoi

1. Chon trang nan nhian ? => Chién luge thay thé&

trang

2. Chon trang nao dé nap ? => Chién lugc nap



Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

Chié€n luge thay thé trang

) ictim add
= FIFO: trang “gia ” nhat
= Cong bing ?

= Khong xét dé€n tinh su dung !
= TOI UU : trang lau st dung

dén nhat trong tuong lai AGBDC AB%ABC ABC
= Tan suat 16i trang thap nhat

C
= Khong kha thi ! o
= LRU :trang lau nhit chua si GBDCABCABCGABC
dung dén trong qua khi i

= Dy doan tuong lai LRU = MIN Cur page
9 8
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Chién lugc nap

= Demand paging : nap trang dugc yéu cau
= Khinao ?
= Nap sau : tan suit 16i trang cao ? => pure demand
paging

= Nap trudce : 1am sao bi€t ? =>prepagin
1d init pages /\’ld page/\" 1d page /%’ld page/\’...

Init pages = ?
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i Thrashing = a0 tuéng sup do !

= C4c ti€n trinh trong hé thong yéu cau bd nhé nhiéu
hon kha ning cung cip cua hé thong !

| i H/P2 |

\| Real mem

= Tat ca ti€n trinh dau ban ron xi 1y 16i trang !
= JO hoat dong 100 %, CPU ranh!
= Hé thong ngirng tré

10
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i Nguyén nhan Thrashing
1. Ti€n trinh khong tdi st dung b6 nhé (qua khi !=
tuong lai)

2. Tié€n trinh tai st dung by nhé, nhung véi kich thudc

Ejl?i colihe kiém soat thrashing do nguyén nhan 3.

3. Qua4 nhiéu ti€n trinh trong hé thong

11
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i Giai quyét thrasing véi mé hinh Working set

= Working set = tap hgp cac trang tién trinh dang truy
xuat tai 1 thoi diém.
= Hé diéu hanh:
» Chi nap mot ti€n trinh khi c6 da khung trang tu do
cho working set cua né.

. Kiém soat mic dd da chuong cta hé thong : Néu
tong s6 khung trang yéu cau cda céc ti€n trinh
trong hé thong vugt qua cac khung trang cé thé si
dung, chon mot ti€n trinh dé tam dirng, ngugc lai,
khi tong working set bé hon s6 khung trang tu do,

v Al A van 42 el
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i BAI8: CAC MO HINH BO NHO DON GIAN

s Cap phat lién tuc :
s Linkerdloader
s Base & Bound
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i M6 hinh Linker-Loader

OS
test.exe
0x3000 Ox7000
test.exe
jump 0x200 ump 0x5000 %3000
0x1000 (base)

= Tai thoi diem Link, gitt lai cac dia chi logic
= Vi tri base cla tién trinh trong b nhé xéac dinh duge vao
thoi diém nap : dia chi physic = dia chi logic + base



Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

M6 hinh Linker-Loader

s Bao vé ?
» Ddi chuyén sau khi nap ?
s Khong co ving nhé lién tuc di 16n dé chia toan bo

tién trinh ?
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i M6 hinh Base & Bound

0S
Test.exe Bound
0Ox3000 —
Test.exe 0x7000
jump 0x200 Ml (EPe08.0 Base
c10><1ooo | 0x3000

= Tai thoi di€m Link, it lai cac dia chi logic
= Vitri base , bound dugc ghi nhan vao 2 thanh ghi:
= Két buoc dia chi vao thoi diém thi hanh => tai dinh vi dugc :
dia chi physic = dia chi logic + base register
= Bdo vé : dia chi hgp 1& < [base, bound] y
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M6 hinh BPase & Bound

= K&t buoce dia chi tai thai diem thi hanh=> hé trg clia phan ctng

Physical
logical addrs addrs
U . 1 >| r f .| memory

s Tién trinh tang trudng ? Van la van dé cap phat lién tuc !
s Chia sc ?
s DPhan biét code va data ?
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i BAI9: DHAN DOAN VA DHAN TRANG

= Cdp phat khong lien tuc
= Scgmentation

m Dagmg
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M6 hinh Segmentation

gcc
0x1000 Base&bound? 0x2000
Text seg

0x3000}—"20

0x8000
el Stack seg o000

X

0x6000 AL

m Tién trinh gom nhicu segment, ap dung base bound
cho tung scgment

s Dhan chia khong gian dia chi thanh cac segment ?
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i Chuyén doi dia chi trong m6 hinh Segmentation

fault
Virtual addr no
3 | >Y—_Yes -
Seg
__Seg table

Prot] base |len

0x1000

mem

seg

1128
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M6 hinh Segmentation

» Cap phat khong lién tuc => tan dung bo nhé hieu qua

m Chia 8¢ duoc & miic module

® Chuyén déi dia chi phic tap

® Van dé “Cap phat dong”™ : lva chon ving nhé lién tuc cho 1 segment ?

® Dhan manh ngoai vi External

«——— fragmentation

Nachos
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M6 hinh Daging

Real memory
gcc
si gcc
— —> Internal
emacs frag
s Khong gian dia chi = {page} 7 : |

» Khong gian vat [y = {frame}
» Kich thuéce trang ?
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i Chuyén doi dia chi trong mé hinh Daging

CPU

Logical Physical
addr addr
{pld fld

KGVL
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M6 hinh Daging

s Cap phat bo nhé don gian

s Khong con phan manh ngoai vi
® Khong chia s¢ 6 mic module
@ Dhan manh noi vi

® Luu trit bang trang ?
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i BAI10: BO NHO AO

test.exe

Jump 0x200

0x3000

0x1000

OS

test.exe
Jjump 0x5000

Ox7000

0x3000
(base)

= Cho dén nay : Nap toan bo tién trinh vao bd nho rdi thuc

hién no...

= Cham, lang phi bd nho
= Néu kich thuée tién trinh 16n hon dung luong bo nhé chinh ?
= Luu § : tai 1 thoi diém chi c6 mét chi thi dugce thuc hién

1
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Giai phap

Real memory

PageO
]

emacs

Real memory

emacs

-

PageO

—— e —

1

= Nap tung phan chuong trinh khi can thiét
* Demand paging

Time
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Co ché

= 8 dung bo nhé phu d€ luu tri tam thsi cac trang chua st dung
= Ai chju trach nhiém chuyén déi ¢

= Lap trinh vién : Overlay

= Hé dicu hanh : Bo nhé do (Virtual Memory)

DISK
p < _ 3
_ >,

RAM 3
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B6 nhé do = 161 noi déi vi dai”

= Ngudi dung : 86 hitu bd nhé “vo han”, “riéng biét”

= [1¢ dicu hanh : “tham lang" thuc hién qua trinh swapping

S20U2J2jaJ JO H#

A

A

10% RAM

+

90% DISK




Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

i Thuc hién Bé nhé ao

= Bang trang : thém 1 bit valid/invalid d€ nhan dién trang
da hay chua dugc nap vao RAM

Frame valid/invalid

Disk

‘Mem

* Truy xuat dén mét trang chua dugce nap vao b nhé -
[61 trang (page fault)
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Xu ly 10i trang

@ xac dinh vi tri luu trang trén dia

©,

0S
) 16i trang
truy xudt @
y@ swapout -
trangnannhan |
~— |
hap M |- !
|

taikichhoat

tién trinh

B0 nhd 4o

@ frame trong
cap rhat
bang trang

B nhd vat ly

N~

mang trang
can truy KUAL
vao bb nh¢

6
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Cac cau hoi

1. Chon trang nan nhan ? => Chién lugc thay thé trang

2. Chon trang nao dé nap ? => Chién lugc nap
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i Chién lugc thay thé trang
victim add

n [IFO: trang "gida™ nhat
= Cong bang ?

= Khong xét dén tinh st dung !
a TOI UU : trang lau st dung dén
nhat trong tuong lai AGBDCA B%‘\ BCGABC

= Tan suat 10i trang thap nhat

C
» Khong khé thi ! ur page
= LRU :trang lau nhat chua su ; BeAR .
dung dén trong qua khi GBDCA iA CGABC

= Du doéan tuong lai LRU = MIN ? Cur page
8
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* Chién lugc nap

» Demand paging : nap trang duge yéu cau
= Khi ndo ?

= Nap sau : tan sudt 161 trang cao ? => pure demand paging

= Nap trudce : lam sao biét ? =>prepaging

Id init pages Id Page/\” Id page/\"ld page/\’,,,

Init pages = ?
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i Thrashing = o tudng sup do !

s Cac tién trinh trong hé thong yéu cau bo nhé nhicu hon kha
ndng cung cap cua hé thong !

P1 P2
]

~

[at ca tién trinh dau ban ron x 1y 161 trang !
= O hoat dong 100 %, CDU ranh !
= [¢é thong ngung tré

10
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i Nguyén nhan Thrashing

1. Tién trinh khong tai su dung bo nhé (qua khi = tuong lai)

2. Tién trinh tai st dung b nhd, nhung véi kich thuoc 16n hon
3. Qua nhicu tién trinh trong hé thong

= Chi co the kiém soat thrashing do nguyén nhan 3.

11
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i Giai quyét thrasing véi mo hinh Working set

= Working sct = tap hop céc trang tién trinh dang truy xuat tai
1 thoi diem.
= HE diéu hanh :

= Chi ngp mét tién trinh khi c6 du khung trang tu do cho
working set cua nd.

« Kiém soat mic do da chuong ctia hé théng : Néu tong sS
khung trang yéu cau ctia cac tién trinh trong hé thong
vuot qua cac khung trang co the st dung, chon mét tién
trinh dé€ tam dung, ngugc lai, khi tong working set bé hon
s0 khung trang tu do, nap thém tién trinh.

12
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i BAI11: An toan va béo vé hé théng

= An toan hé thong (security):
= Bao vé cai gi ?
= Chién luoc ?
= Dao vé hé thong (protection)
= Co ché ky thuat ho trg thict lap an toan hé thong
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Céc m6i nguy hicm

= Truy xuét bat hop 1&
= tham nhap
= thao tac lam quyén
= “Nap bong” truy xuét hop & dé pha hoai
" “trojan horse
= "Ké x4u that su”
= virus

" worm
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Thi€t lap an toan cho hé thong

= Kiém dinh danh tinh (Authentication)
= Xac dinh quyén han ctia ngudi dung(authorized)

= password ?
= 8li dung co ché nao dé thuc hién cac chién luge

kiém tra an toan?
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Thuat ngu

= objects : d6i tugng can dugce ki€ém soat truy xuét
=rights : Cac kha niing thao tac trén mot doi tugng
=domains : tAp cdc quyén truy xuit,

quyén truy xuat = <ddi tuong, {quyén thao tdc} >.

D, D, D,

<0;, {doc, ghi}>
<0, {doc, ghi}>
<0,, {xuly}>

. . <0O;, {doc}>
<0O,, {ghi}> <Oy {In}> <0, {x& 1y }>
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Ma tran quyén truy xuét

object
F; K, F; May in
domain
D, doc doc
D, n
D; doc xu 1y
D, doc doc
ghi ghi
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Cac co ché bdo vé

= Cai dat ma tran quyén truy xuét :
" Access Control List:
" Moi Object comot ACL <domains,rights>
=*Capabilitics

= M6i Domain c6 mét capabilities <objects,rights>



