{. Group Policy.
1. Gigi'thieu:

» Trong Windows XP trG vé sau, tich hop san 1
cong|cu rat hay do)la Group Policy.

» Group Policy Ia 1 trong| cac thanh phanctia
Microsoft Management Console chi coithanh
vién cua Administrators moi co quyen sir
dung|chucng trinh nay.

» Pay la nei de' Admin cauthinh, hoachidinh
cac chinhisachicho toanibolcac thanh pha
trong may, : Tailkhoan, Tihiet bI,, Chucngtr
Bao mat...




2. Khoi dong chueng trinh :

« TWnut Start = Run s nhap vao “gpedit.msc” &

» Giao dien churong|trinh xuat hien nhuhinh bén
o[U{ef]

Fr &l
iti Group Policy = e e—
File Action View Help
@ o B@E R

ZF Local Computer Policy
4@ Computer Configuration
[ Software Settings Select an item to view its ~ Name
-3 Windows Settings description. There are no items to show in
-[ Administrative Templates this view.
a2 User Configuration
‘A
[ Windows Settings
-[ Administrative Templates




F'Fm Group Policy = = =

- Chuong trinh duoc. |SEIENS
p h a n t h e o d a n g cay :_j gglrg’l?}?t[:;t Ei)r?ifi)giration éElE::J Profiles

(3 Software Settings Oscripts

thu"muc nen rat dé @ indowe settine | GLogon

. [ Administrative Templs — Disk Quotas

X o
d a n S u, d u n - [ Windows Compone|| - @et Logon.
; &3 HGroup Policy
LJRemote Assistance

: l__-l Nc?two-rk I':—'—|5\J.'stem Restore
— Printers BIError Reporting

H h h + ¢ User Configuration Owindows File Protecti
» Hau het cac th cnon 3 Software Settings | CIRemote Procedure Call

- 3 Windows Settings Owindows Time Service

Ca u h I n h h e t h O n g de u « [ Administrative Thempla OiInternet Communication Manage

- (@ Windows Compone | IDistributed COM

& a d Ta: H Restrict potentially unsafe HTML
co tro n g G P Ta co the — s Menu and 12 # Do not display Manage Your Ser

[0 Desktop

S u, d u n g G P de q u a n trl E:ﬁ::ﬁ g;isetttz?y # Activate Shutdown Event Tracke

& Display Shutdown Event Tracker

_ £ Enable Persistent Time Stamp
- [ Control Panel

& Speci indows installation file
he thong ma khong can 2 Shored Folders. | 8 apecty Windoms Senvice pack i
- 0 Network £ Remove Boot / Shutdown / Logc

ca I t h e m p h a n m e m - [0 System & Verbose vs normal status messe

£ Restrict these programs from be

nao khac & Turn off Autoplay
: & Do not automatically encrypt f||+

r1l’ Mrsammlaad maiccina CORA

+ | m




3. Cac thanh phan chinh :

il Computer Configuration : Cic thay doi trong|phan
nay se apidung chotoan bo nguoi ding|trén may,
trong nhanh nay co nhiéu nhanh con nhir';

F'Fm Group Policy (o 5] o
File Action View Help

Windows Settings: €0 BE R 2

ZF Local Computer Policy

ép d ét C h |’n h Séc h Vé‘ s 3 Computer Configuration I Scr';pts (Startup/Sh...

[0 Software Settings Security Settings

viec sirdung) tai =
4 9 . . ripts (Startup/Shutdow
khoan, password tal 4B Security Settings

- [[@ Account Policies

khOén quan Iv Viéc (@ Local Policies E

- Public Key Policies

khdl dong Va dang [ Software Restriction P

-3, IP Security Policies on
n hap he thong 21 Administrative Templates
2 User Configuration
[ Software Settings
[ Windows Settings

T3 A Arnimicte—divins Toamnmlabas




Administrative Templates :

ap dat chinhisachicho
cac thanh phanicaildat
trong Windows nhu:
Internet Explorer,
Netheeting...
> ap dat nhimg
tuy chonichinhisachihe
thong:

rl?m Group Policy

File Action View Help
@0 BE B 2

ZF Local Computer Policy
4@ Computer Configuration
1 Software Settings
[ Windows Settings
PR |
- [ Windows Components
- [ System
- [0 Network
(13 Printers
a2 User Configuration
1 Software Settings
[ Windows Settings
-[ Administrative Templates

Setting
Swindows Components
Qisystem

|':—'"| Network
Oprinters




F'Fm Group Policy (o 5] o
File Action View Help

I User; Configuration: dung M ewr

de Admin dp dat chinh R Tl - [ —
sachicho taikhoanidang IS EReet
Sl]’ dl:lng_ Cac thanh phé‘n e C3 Administrative Templat

co khac doilchiitnhing ke

viec sudung va cau hinh _ '—@Ilggcptt;gﬁgmi

cung tuengjtuiComputer s e
Configuration. ~ @ windows Comparen

- Desktop

T T amdeal N—eal

1]

la “Not configured”.



4. Cach surdung|chung :

» M6 dén  cac nhanh, timithanhiphan muon
caulhinh; sau do dé thay doi tinh trangicho
thanh phan Naoe do;, banchon the'Setting
trong|clra s6 Propertles se co 3 tuy chon
cho ban chonluala:

* Not configured néulkhong dinh cau
hinh cho tinh nang do

" Enabled|de kick hoat tinh'nang
= Disabled|de vo hieu hoa tinh nang:

" i |
\ ‘. ! : Y
v \



1 Co rat nhieu chinhisach trong GP
cho phep Admin cau hinh den tiing
chi tlet chohe thong o phan cung

Bl phan mem.

Il Trong bai nay tal chitham khaovai
chinhisach tueng d0| thong/dung
nhat ma cac user quanitriimay thueng

sir'dung. 5

e ul &b



(. Account; Policy.

Chinhisachtai'khoan ngueildung (Account
Policy)/dung dé childinhicéc thong so; cac
rang buoc ve tailkhoan ngusildungmano
duoc sur'dung khi tien trinh Logon xay ra.

Cho phép) tal cau hinh cac thong so6 bao mat
cho mat khau, khoa tailkhoan va chifng thuc.

A

Password




Log Un 1o Windows

"""""""




Computer Configuration = Windows Setting
= Security Settings = Account Policies.

. Khao sat 2 thanh
phan :
- Password Policy
- Account Lockout
Policy.

rl?m Group Policy

oo 51 o
File Action View Help
&0 B K B E

= Local Computer Policy || Name /
@Password Policy
(8 Account Lockout Policy

2@ Computer Configuration
[ Software Settings
4 Windows Settings
&) Scripts (Startup/Shu| _
4B Security Settings
8
-[@ Local Policies
-[ Public Key Policiel__
-[0 Software Restrict
-8, [P Security Policie
- [0 Administrative Templat
2 User Configuration
[ Software Settings
4 Windows Settings

[ T | VRN




1. Passwonrnd Policy. 'ﬁ% 'ﬁ% 'ﬁ% 'ﬁ%

. Password Policy nham dam bao an toan mat khau
cho nguei dung; tranh cac tru'ong hop dang nhap
bat hep phap vao he thong

£ LocalSecuriy Setings =4 SO lan dat mat ma khdng duoc

Fle Adion View Help I trung nhau (def 24
¢+ BB 8 A J u )
B Seaurty Settngs  [Poly . _—

=@ Account Polices @ﬁ;qu{e pasgmrd hﬁtup_,r
% [ Password Polcy  [#Maxmum password age
& 8 Account Lockout. [BMinmum password age
# [@ Local Polces | BMinmum passviord length
@ [ Public Key Policies (@Password must meet complexty requremants
% [ Software Restriction [8Store password using reversble encryption for alses in the doman

SO ngay nhiéu nhat ma mat ma
c6 hiéu luc (def 42)

SO ngay toi thi€u trudc khi User
duoc phép doi mat ma (1)

0 ky tu ngan nhat cia mat ma (7)

Mat ma phai c6 do phurc tap (Y)

+ % 1P Securty Poices o \




2.0 Account Itockout Policy:

» Account Lockout: Policy quy: dinh| cach thirc khoa tail khoan
trong vung hay trong he thong cuc bo. Chinhisachinay giup ta
han che o] tan cong bang phu’dng phap Logon tu’ Xa.

=4 | Quy dinh thc‘ri gian khoa. La 0,
Nhung néu Account Lockout
Threshold duoc thiét Iap thi gia
tri nay mac dinh la 30 phut.

. # Local Security Settings
File Action View Help

B Security Settings
=@ Account Policies [&%) Account lockout duration

- #-(@ Password Policy  |[8] Account lockout threshold
L E -Ij o &%) Reset account lockout counter after

l (@ Local Policies
=23 Public Key Policies
=11 Software Restriction

Quy dinh sd lan dang nhap sai,
tai khoan sé bi khoa.

=& IP Security Policies o / 7
Ruy dinh thoi gian dém lai s6 lan
iang nhap khong thanh cong.
a0, néu Account Lockout
hreshold duoc thiét Iap thi gia
ri nay mac dinh la 30 phut.




[1; Chihisachic’ ¢b

. Cho phép thiet lap cac chinh sach giam sat
tai khoan nguai dung trén may.

-
& Local Security Settings = 0]

» Dong thai co the
' Mame - Cé’p quyén hé

-8 Account Policies Audit Policy 7

B Local Polces) E@User Rights Assignment thong (ng htS)
- -8 Audit Policy (8 Security Options

- (8 User Rights Assig

~ [@ Security Options ChO Céc ngl:l,(‘ji

-3 Public Key Policies

Software Restriction d l‘.l ng V‘a th ié

& IP Security Policies o

cac lua cho
mat.




Audit Byt EETtngACoEsSs

I

# Local Security Settings i 'E'\
| —gx

Eile Action View Help

B Security Settings

@ Account Policies 8] Audit account logon events
(8 Password Policy  |[B]Audit account management
8 Account Lockout &8 Audit directory service access
Local Policies 8] Audit logon events
(&) Audit Policy [%%] Audit object access

User Rights Assig &%) Audit policy change
(2@ Security Options |E#Audt priviege use
Public Key Policies (&) Audit process tracking
(3 Software Restriction |S2]Audit system events
&, IP Security Policies o

E Y C i) XG0 ® .

) "A’ ( nOf, hOéC

két n6i mang

~ |




1112, Quyen he thong

& Local Security Settings
File Action Vjew Help

B Security Settings
Account Policies
-8 Local Policies
&8 Audit Policy

=} |Jser Rights Assignment

- ([8 Security Options

(3 Public Key Policies

(1 Software Restriction Policies
w8, IP Security Policies on Local

B8l Access this computer from the netwérk
B8lAct as part of the operating system
&81Add workstations to domain

&8 Adjust memory quotas for a process
&) Allow logon through Terminal Services
B81Back up fles and directories

&81Bypass traverse checking

8] Change the system time

8] Create a pagefie

8] Create a token object

8] Create global objects

8] Create permanent shared objects
B8lDebug programs

B8lDeny access to this computer from the network
BE1Deny logon as a batch job

Den\_.r logon as a service

BDeny logon locally

B81Deny logon through Terminal Services
B81Enable computer and user accounts to be trusted
8]Force shutdown from a remote system
&8 Generate ~.ecunt\_.: audrtu.

Co) hail cach de ta
cap quyen he thong
(Rights)y, cho nguoi
dung:

1. Bua User Account

vao cac nhom co san
(built=in): (dathec)”
2. Hoac'ta dung/cong!
culUserRights. ™
ASS|gnment de

A
. 5
.('t}\



.
Access this computer from the network Properties 7 X

Cocal Secuity Sefing o Xu’ét hlén h6p thoal

Access this computer from the network

. Nhan vao nut Add
o S User; or Group:.. de

Evenjone
INTERACTIVE

i théem nguei dung

hoac nhom coisan
dugc guyen nay,
P e— hozc nhaniRemo

= and applications.

) N
For more information, see Access this computer from the networls. 23 L4 -
s de xoa nguoi




Danh sach cacc 'Jj—‘f
hguol cJﬁJng /ainhom

Quyén

Access This Computer in
the Network

Act as Part of the Operating
System

Add Workstations to the
Domain

Backup file and Directories

Bypass Traverse checking

Change the System time

hé thong|cap cho

Mo ta
Cho phép ngu’t‘!i dung truy cap
may tinh nay thong qua mang,

mac dinh moi nguoi déu cé
quyén

Cho phép céac dich vu chiung thuc
6 muc thap, dugc ching thuc boi
bat ct nguoi dung nao

Cho phép nguoi dung thém 1 tai
khoan may tinh vao viing

Cho phép nguoi dung sao luu

Cho phép duyét cau tric thu muc
neu khong c6 quyen xem (list) thu
muc nay

" Cho phép thay d6i gi® hé théng



Quyén Mo ta

Creat a Pagefile Cho phép thay déi kich thudc Pagefile
Cho phép 1 tién trinh tao 1 thé bai

Creat a Token Object néu tién trinh nay dung NTCreat
Token API

Cho phép 1 tién trinh tao 1 doi tuong
thu muc thong qua Win 2000 Object
Manager

Creat Permanent Shared
Object

Cho phép nguoi dung gan 1 chuong

SLE ) (e LI trinh debug vao bat cu tién trinh nao

Cho phép khoa nguoi dung hoac
nhém khong duoc truy cap dén cac
may tinh khac trén mang

Deny Access to This
Computer from the Net
Cho phép ngédn can users va nhém

DI el G e e thills duoc phép logon nhu 1 batch file



Quyén Mo ta

Cam users va nhém logon nhu 1

Deny Logon as Service :
service

Cam users va nhém truy cap dén may

Deny Logon Locally tinh cuc bé

Enable Computer and
User Accounts to Be
Trusted by Delegation

Cho phép users hoac nhém duoc uy
quyén cho nguoi dung hoac may tinh

Force shutdow from a Cho phép nguoi dung Shutdow may
remote system tu xa thong qua mang

Generate Security Audits Cho phép tao 1 entry vao Security log

Cho phép users diéu khi€n han

Increase Quotas A B N o
Q nghach cua cac tien trinh



I1-38. Gac lralchon baoe mat

Securlty Optionsicho phep nguoi quan tri khai'bao themicac
thong so nham tang|tinh bao mat cho he thong

r

# Local Security Settings
File Action View Help

&= = B X [E =2

Security Settings
Account Policies
Local Policies
g Audic Policy
d User Rights Assignment
Public Key Policies
Software Restriction Policies
=&, [P Security Policies on Local

Policy ~

5% Accounts:
(%) Accounts:
¥ Accounts:
(28] Accounts:
[28) Accounts:

B Audit: Au
B Audit: Au

Administrator account status

(Guest account status

Limit local account use of blank passwords to console logon onby
Rename administrator account

Rename guest account

dit the access of global system objects

dit the use of Backup and Restore priviege

B8 Audit: Shut down system immediately if unable to log security audits
B8 DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL)
[B¥)DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SDDL)

Devices:;
Devices:
Devices:
Devices:;
Devices:
Devices:

Allow undock without having to log on

Allowed to format and eject removable media
Prevent users from instaling printer drivers

Restrict CD-ROM access to localy logged-on user onby
Restrict floppy access to locally logged-on user onby
Unsigned driver installation behavior

B Domain controller: Allow server operators to schedule tasks

%) Domain controller: LDAP server signing requirements

¥ Domain controller: Refuse machine account password changes

B Domain member: Digitally encrypt or sign secure channel data (always)
-Dumaln member: Digitally encrypt secure channel data (when possible)

[ —




0 M6t so lua chon bao mét théng dung

L

5’ Local Security Settings = () i
Eile Action \View Help

. 2 es B B 2 Click
Win XP ho tre Breamysemss Ryl

ChL'Ing ta I‘ét nhiéu fgfggl‘-’mi:es 88 Accounts: Administrator account status

5 ghccum‘rs: Guest account status
-~ = (8 Audt Policy Accounts: Limtt local account use of blank passwords to console logon only
I l,‘l,a c h 9 n bao m at E 8 User Rights Assig ) Accounts: Rename admnistrator account

A a pa A = COTTETVAo e | &)Accounts: Rename guest account
N h Uh g tI‘O n g tal I |e u # [ Public Key Polcies B8 Audit: Audt the access of global system objects

X r 2 & (3 Sofeware Restriction |88Audt; Audt the use of Backup and Restore priviege

nay Ch U ng ta C h | = 8 IP Securky Polcies o 8 Aud: Shut down system mmedately if unable to log securty audts
2 - ~ ' BEDCOM: Machine Access Restrictions in Security Descriptor Definibion Language

kh d0 sat n h Uh g I u,a BDCOM: Machine Launch Restrictions in Security Descriptor Defintion Language

h th X d - Devk:es: Alow undock without having to log on

n n n Devices: Allowed to format and eject removable media

c O 0 g u g #Devices: Prevent users from instaling printer drivers
n h u’- B4 Devices: Restrict CD-ROM access to lacaly logged-on user only

) Devices: Restrict flappy access to localy logged-on user only
&Devices: Unsigned driver instalation behavior
E)Doman controler: Alow server operators to schedule tasks

Th d- L t th 7 - 81Doman contraler: LDAP server signing requrements
ay 0] ra n g dl Dﬂmail controler: Refuse machine account passward changes
" 2 Doman member: Digtally encrypt or sign secure channel data (ahvays)
h Oat dO n g cua U SEr Doma‘n member: Digialy encrypt secure channel data (when possble) el

E] £ ' T




+ Xuat hién hop thoai cho phép taicau
hinh thay déi

o
Accounts: Guest account status Properties afr.

hoat,dong
» Disable’: Tailkhoan
nay biltam khoa.



i6i han nguoi dung st dung Password réng

Poi tén tai khodn Administrator Paoi tén tai khoan Guest

Khéng hi€n thi tén nguoi
T diing vura logon trén hop
- B8R @ thoai logon

P Security Settings Palicy. -
& Account Policies %] Accounts: Limit local account use of blank passwords to console logon u:rnly] Khang ca‘ nn h’a"n CTRL+ATL+DEL

[—1@ Local Policies g, Accounts: Rename administrator account g i L

&8 Audic Policy Acmunts: Rename guest account ] kh| khdl dgng
= G8 U Rikits Ak us|Interactive logon: Do not display last user name ]

=2 OSer GRS ASSI e teractive logon: Da not require CTRLALT 4DEL )
| = SEm”t".l" Gptl:]ﬁﬂ fiz]Interactive logon: Message text for users attempting to log on Z < 7
= [ Public Key Pnllc_les_ B8] Interactive logon: Message fitle for users attempiing fo log on 0Ol 1 message cho nguoil su
-1 Software Restriction  |[R8]shutdown: Allow system to be shut down without having to log on <
o Ip Security Policies o ([88]network access: Sharing and security model for local accounts o t_lng khl hg |OgOn

2] &l il

& Local Security Settings
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