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I - MO HINH:

Web server 1

Mayxp Server HaProxy

Web serve

1. M6 hinh gom:

- Mét may Windown XP déng vai tro la Client truy cip dén Haproxy Server ¢é IP: 192.168.1.26

- Mét Méy Linux d6ng vai tro |a Haproxy Server c6 IP: 192.168.1.24:80
- Hai mdy Linux déng vai tro 1a 2 may Webserver va két néi vdi Haproxy Server cd IP:

+Web1:192.168.1.23:80

+Web2:192.168.1.25:80

2. CHUAN BI:
- 03 MAY CENOS
- 01 MAY WINDOWN XP

- GNS3

~
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I. CAU HINH HAPROXY SERVER \

Dau tién ta can download file cai dat haproxy theo dwong link:

http://dl.fedoraproject.org/pub/epel/4/i386/haproxy-1.3.26-1.€14.i386.rpm

Sau khi da download xong ta ti€n hanh cai dit bang |énh
#rpm -hiv haproxy-1.3.26-1.e14.i386.rmp

root@server:~

File Edit ¥iew Terminal Tabs Help
[root@server ~]# rpm -hiv haproxy-1.3.26-1.e14.1386.rpm

Sau khi d3 cai d&t xong ta tién hanh ciu hinh cho haproxy bang cach goé lénh:
#vi fetc/haproxy/haproxy.cfqg

w* Application —4= [ Flle Edit View VM Tabs Help | [l ~ | (& | & © & | BJ _IE| \ Red Hat EnterpriseLinux5 4@ & | — 2 9:52 aM Q)

root@localhost:~ —[ox]|

File Edit View Terminal Tabs Help

# Example configuration for a possible web application. See the
# full configuration options online.

#
# http://haproxy.lwt.eu/download/1.3/doc/configuration.txt
#
B e o el
B el
# Global settings
R
9

log 127.0.0.1 local2

log 127.8.08.1 locall notice

pidfile /var/run/haproxy.pid

maxconn leeee

user haproxy

group haproxy

daemon
B e o el

# common defaults that all the 'listen’ and 'backend' sections will
# use 1f not designated in their block

B m m o m e m s
defaults
mode http
log global
option dontlognull
option httpclose
option httplog
option forwardfor
option redispatch
timeout connect 10080 # default 18 second time out if a backend is not Tound
timeout client 300000
timeout server 300000
maxconn 60000
retries 3
@ root@localhost: ~ ][ @ statistics Report for HAProxy - Mozilla Firefox ] .

O day ta can c4u hinh file config, chiing ta c6 thé xéa ho3c tim dén va chinh sita nhu:

- Pia chi file log s& giti vé
log 127.0.0.1 local2
log 127.0.0.1 locall notice
- S6 luvgng connection t6i da cho phép:
maxconn 10000
- User va nhém cla haproxy.
user haproxy
group haproxy



http://dl.fedoraproject.org/pub/epel/4/i386/haproxy-1.3.26-1.el4.i386.rpm
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Sau d¢ ta thiét 1ap nhirng gi ma ta mudn haproxy lam:

w* Application —= [ Fle Edit View VM Tabs Help | ([l ~ | (& | © © & | IE‘ \ Red Hat EnterpriseLinux5 4@ & | — 52 - 10-:02 am Q)

root@localhost:~

: .

File Edit View Terminal Tabs Help

maxconn 60000 E |

retries 3

option redispatch
B el
# main frontend which proxys to the backends
B e o .
frontend main *:5800

acl url static path_beg -1 /static /images /javascript /stylesheets

acl url_static path_end -i .jpg .gif .png .css .js

use_backend static if url_static

default_backend app
B e .
# static backend for serving up images, stylesheets and such
B m m o m e eeemeeeaaon

balance roundrobin

server static 192.168.1.24:88 check
B m mm o m L
# round robin balancing between the various backends
B m m o m e e eeeeeaaan
backend app

balance roundrobin
listen tdk 192.168.1.24:80

mode http

stats enable

stats auth trancongvinhhung:123456

balance roundrobin

cookie JSESSIONID prefix

option httpclose

option forwardfor

R.tXC MI1P7L.0
server webl 192.168.1.23:80 cookie tdkl weight 50 check
server web2 192.168.1.25:80 cookie tdk2 weight 58 check

i
roct@localhost:~ [ |

- Server static 192.168.1.24:80 check - DAy |la dong thé hién ip cla server |a 192.168.1.24 Va port |a 80
- stats enable

stats auth trancongvinhhung:123456 - Cau hinh dé s dung Stats
- Server web1 192.168.1.23:80 cookie tdk1 weight 50 check

Server web2 192.168.1.25:80 cookie tdk2 weight 50 check
Day 13 cac server ma ta s& can bang tai. web1,web? |a tén do ta dit s& hién thj khi cho chay service
haproxy, cookie tén cling dat tuy y nhuwng nén cé hé théng va y nghia dé sau nay khi trién khai mé rong
dich vu s& dé dang quang ly. Weight 13 trong s6 dé chia tai & day la 50 — 50, cé thé thir vdi cac trong s6
khac nhuw 70 — 30...

Tiép theo ta tién hanh cau hinh WEB trén 2 server web

Web 1:

4% Applications Places System a8y . 9:58 AM Q)

E root@localhost:~ I

Fle Edit View Terminal Tabs Help

[ chao mung cac ban den voi webl
Ho Ten: Tran Cong Vinh Hung
MSSV: 1122863423.

-- INSERT --
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-

Web 2:

;\ Applications Places Syste}n Ay ' ‘ ® os0am Q)

root@localhost:~

File Edit Wiew Terminal Tabs Help

jl Chao mung cac ban den voi web SO 2
Ho Ten: Tran Cong Vinh Hung
M55V: 1122860423

DE cho haproxy cé thé nhan biét dwoc 2 server web trén ta can tao 1 file check trén 2 Server Web déng
vai tro 13 chia khda cho haproxy nhin thay. Ta tao bang |&énh Echo “ok”> /var/www/html/check.txt

[root@localhost ~]# service httpd start

Starting httpd: [ OK ]

[root@localhost ~]# echo "ok"> /var/www/html/check.txt

[root@localhost ~]# f
finN

Sau khi d3 cau hinh xong 2 Web server, ta bat dau chuy&n sang may Haproxy Start dich vu haproxy lén
bang I&nh: #Service haproxy start

File Edit Wiew Terminal Tabs Help

[root@server ~]# service haproxy 5tartl

Sau dd ta vao server cla haproxy bang cach vao trinh duyét web va nhap dia chi:
http://192.168.1.24/haproxy?stats va nhap UserName, Pass nhu lGc d3 cau hinh:

w® Application —= () File Edit View VM Tabs Hep | [l v | (& | B O ¢ | @ \ Red Hat Enterprise Linuxs. G = | o = 10:03aM Q)
@ Welcome to CentOS - Mozllla Firefox [=)(=)(x]
Hle Edit View History Bookmarks Iools Help 5

® 0 (. [ http://192.168.1.24/haproxy?stats 5‘ - ] @~ @)

[E Most Visited ¥ (6] CentOS [ Support¥’

%* CentOS

The Community ENTerprise Operating System

we]COme to Cento 3 Authentication Required

) Ausemname and password are being requested by http://192.168.1.24. The site says
& "HAProxy Statistics” prican Enterprise Linux vendor.
l iy changes packages to remove

CentOS is an Enterprise-class Linux Dig
CentOS conforms fully with the upstrea|
upstream vendor branding and artwor] User Name: [tranconguinniung

Password: [+erees ]

CentOS is developed by a small but gra l user community including system

administrators, network administrators nd the world.

CentOS has numerous advantages incl packages, an extensive mirror
network, developers who are contactable and responsive reliable Enterprise Linux class distribution, multiple free support avenues including a wiki, IRC Chat,
Email Lists, Forums,and a dynamic FAQ.

Waiting for 192.168.1.24... [E—
[ /@ welcome to Centos - Mozilla Firerox

i
]

~



http://192.168.1.24/haproxy?statsl0
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Va day la bang Report clia Haproxy

w* Application 4+ | File Edit View VM Tabs Help | [l ~ | (& | & © & | o0 l:l@ s |
Statistics REPOI’t for HAPI'OXY

9:54 am Q)

lclES

Red Hat Enterprise Linuxs 48 5 | — bd

File Edit View History Bookmarks Tools Help
a0 -0 [ 181 nttp-1/192.168 1 24maproxystats [~] @] @)

Most Visited ¥ Cent0S [3JSupport™

Statistics Report for pid 5479

> General process information

pid = 5479 (progess #1, nbpros = 1) active UP beckup UP Display option: External ressources:
uptima = od oh15m 32 active U, going down [ eckup UP. going down ® ide Down servers ® primary sie
system limits: memmaz = unlimikd: ulimitn = 20015 Lye——— ® Lpake (v13)
maxs ock = 20015; maxconn = 10003; maxpipes =0 active DOWN, going up || backup COWH, gaing up P — ® online mancal
Current conns = 1; current pipes = /o active or backup DOWN | | not cheched e —
Running tasks: 14 Note: UR with load-balancing disabled is repored as "NOLE".

Froniend o o B o o 0 000 o o o o o o OPEN

s | o o - o o ) O B I I o of o o o wmmwe | s |v | - | g o =
moes | ol o | s o | s s e o sls[ o o o[ [ e s T I N T |

Backend o o o o o o o o o o 0 o 0 o o o o ismmsup 0 o o o

webl o o | o 3 1 - 18 B e 5107 o o o/ asmmsup = v - o o

a8
<
a
o
®

wel2 o o B 3 o a B 11 B 8121 5420 o o o o o 1smmsup

Report for HAProxy - Mozilla Firefox ] Ea ]

Ta thay Haproxy d3 két néi vdi 2 Server Web.

Sau khi d@ cGu hinh xong hét ta chuyén qua mdy Client vao trinh duyét va nhép dia chi cia Haproxy
Server: http://192.168.1.24:80 va bdm F5

Lén 1:

(& Windows XP Professional - VMware Workstation -

File Edit View VM Tabs Help

-2l bed 0= = m

{ni Home % || (3 Red Hat Enterprise Linux 5 * || £ Red Hat Enterprise Linux 5 * || [} Red Hat Enterprise Linux 5 % | [ Windows XP Professional *

2) Mozilla Firefox

Fle Edt Yew Higtory Bookmarks Tools Help

{7 http:f/192.168.1.24¢ +

& D maes e - c

- coode Pl &

chao mung cac ban den woi web1 Ho Ten: Tran Cong Vinh Hung MS5V: 1122060423



http://192.168.1.24/
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Lén 2:

[ Windows XP Professional - VMware Workstation -

File Edit View VM Tabs Help

| ood 0=nml

{11 Home () Red Hat Enterprise Linux 5 (3 Red Hat Enterprise Linux 5 [ Red Hat Enterprise Linux 5 [ Windows XP Professional
) Mozilla Firefox
Fle Edt View Higtory Bookmarks Tools Help

thp: /192, 168.1.24] | + |

€& @ 102168124 . <

i M Pl

Chao mung cac ban den voi web SO 2 Ho Ten: Tran Cong Vinh Hung M35V 1122060423

Hinh chup wireshark:

«* Applicatiol —= | Fle Edt vew vM Tabs Hep | [l v | (& | © © & | 00 & lﬂw serverhaproxy @ B | o 2 1:53aM Q)

a oct@locaiiostza e

File Edit View Terminal Tabs Help (Untitled) - Wireshark
jll [root@localhost ~]# service haprq File Edit View Go Capture Analyze Statistics Help
Stopping haproxy:

?tar:érl\g n:aro:yi]# ) i ﬁ @ {:v D Q x ?@ @ @ 4“ é 2@ ? &
|Efilter: [ ILJ[ + gxpression...“@gear" V Apply]

No. . Time Source Destination Protocol | Info
~ 117 19.033369 192.168.1.25 .1e8.1.24  ICP nttp > 56465 [FIN,
118 10.033611 192.168.1.24 192. “1=25 TCP 56465 > http [FIN,
119 10.033737 192.168.1.25 192. 1.24 TCP http > 56465 [ACK]
120 11.394040 192.168.1.24 192. 1.23 TCP 47296 > http [SYN]
121 11.394219 192.168.1.23 192. 1.24 TCP http > 47296 [SYN,
122 11.394241 192.168.1.24 192, 1.23 TCP 47296 > http [ACK]
123 11.394300 192.168.1.24 192. 1.23 HEAD /check.txt HT
124 11.394369 192.168.1.23 192, .1.24 TCP http > 47296 [ACK]
1 1
1 1
1 1
1 1
1 1

125 11.394587 192.168.1.23 192. .24 TCP [TCP segment of a
126 11.394597 192.168.1.24 192. .23 TCP 47296 > http [ACK]
127 11.394656  192.168.1.24 192, 23 TCP 47296 > http [FIN,
128 11.394687 192.168.1.23 192. .24 TCP http > 47296 [FIN,
129 11.394730 192.168.1.24 192. .23 TCP 47296 > http [ACK]

D)

[»]

00 Oc 29 8d a9 ec 00 Oc 29 4b cO 80 08 00 45 00
00 3c 48 da 40 00 40 06 6e 60 cO a8 01 18 cO a8
01 19 dc 82 00 50 57 07 dl d6 00 00 00 00 a0 02
16 dO ©e 91 00 00 02 04 05 b4 04 02 08 0a 00 61

File: “/tmp/etherXXXXtBn3uk" 29 KB ... - Packets: 274 Displayed: 274 Marke... = Profile: Default

@ | B root@localhost: ~ I (untitied) - Wireshark




