DNS: Domain Name System
Hé thong tén mién

a2 DNS la mét hé Thén‘g duoc sir dung trén Internet dé
dich tén cua cdc mién va cac ndt mang dugc quang
cdo cong cong cua ching thanh cdc dia chi IP.

0 Mot mién ld mot nhém cdc mdy tinh dugc két hop voi
nhau bai vi tri dia ly hay loai cong viéc/kinh doanh
cua chdng.

0 Hg thong té&n micn duoc thict lap theo mot h¢ thong
phan cap, tao ra cdc DNS server ¢ cdc cap do khdc
nhau.

A Vi du: http://www.ntu.edu.vn/crit/
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DNS: Hé thong tén mién

Ngu&i: nhiéu dinh danh: Domain Name System:
O CMND, tén, s h¢ chiéu O co 56 div /igu phén tdn dugc cdi
Internet hosts, routers: dat dwa trén hé thong phan cap
O Dia chi IP (32 bits) - cla nhiéu name servers
duoc st dung de danh dia Q giao thirc & tang irng dung d& cho
ChA' cho ,C;‘C goi di liéu cdc host, routers, name servers
O “ten”, vidy, iao tiép dé phdn giai names (dich
ww.yahoo.com - dugc st gi a chi /Er)én) prang (d
dung b&i con ngudi ' wu V: Mt chive nd 84 18 o
o, g \ O luu y: mét chc ndng cot 16i cua
Qfg:axa giGa dia chi IP va Internet, dugc cai dat nhu la

giao thirc tang (rng dung
o d0 phirc tap tai "bién" cla
mang
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DNS

Cdc dich vu ciia DNS

2 Dich tén cla tram
thanh dia chi
a Bi danh (aliasing) cho
tram
O cdc tén chuan
(canonical) va bi danh
2 Bi danh cho mail
server
0 Phdn phoi tai
o cac Web servers ban
sao: tap cdc dia chi IP

cho modt tén chuan/tén
that (canonical name)

Tai sao khong tap trung

DNS?
0 hu hdng tai mét diém don
Q khoi lugng luu lugng
Q co s& di¥ liéu tap trung &
Xa
0 van dé duy tri

khong mé rong diegrc!

DNS 1-3



Co s& di liéu phan cap, phan tén

Root DNS Servers

/\

com DNS servers org DNS servers ecw\ls serfrs
pbs.org poly.edu  umass.edu
yahoo.com amazon.com DNS servers DNS serversDNS servers

DNS servers DNS servers

Client mudn dia chi IP clia www.amazon.com:
Q Client truy van mot mdy chu goc (root server) dé tim
com DNS server

Q Client truy van com DNS server dé cé dugc
amazon.com DNS server

Q Client truy van amazon.com DNS server dé cé dugc
dia chi IP cla www.amazon.com
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DNS: Cdc mdy chu tén goc (root hame servers)

Q duoec lien hé bdi mdy chud tén cuc bd (local name server) khi né
khdng thé phan giai tén
O mdy chl goc cé thé hoat dong nhu sau:
O lién hé v6i mdy chu tén cé tham quyen (authoritative name
server) néu dnh xa tén khong dugc biét dén

o lay dnh xa tén
O trd lai dnh xa tén cho may chu tén cuc bd
o Nhéan xét?

a Verisign, Dulles, VA

¢ Cogent, Herndon, VA (also Los Angeles)
d U Maryland College Park, MD

g US DoD Vienna, VA

h ARL Aberdeen, MD i Autonomica, Stockholm (plus 3 other
j Verisign, ( 11 locations) locations)
= = m WIDE Tokyo
e NASA Mt View, CA ’

f Internet Software C. Palo Alto, CA - 3 m(]y Chl] Tén
(and 17 other locations X A X o« s o
goc tréen thé gidi

k RIPE London (also Amsterdam, Frankfurt)

b USC-ISI Marina del Rey, CA
I ICANN Los Angeles, CA
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TLD va Authoritative Servers

0 Top level domain (TLD) servers: chiu ’rrc'(c’h nhiém cho
cdc tén mlen com, org, net, edu, vv..,, va tat ca cdac tén
mién quoc gia cap cao nhat nhu vh, kr uk, fr, ca, jp.

o Network solutions duy tri cac mdy chu tén cho com
TLD

O Educause cho edu TLD
A Authoritative DNS servers: cac mdy chd DNS cla cdc
t0 chirc, cung cap sy dnh xa theo tham quyen gilra ten
tram va dia chi IP cho cdc may chu cia t6 chirc (vd,
Web va mail server).
0 Cé thé dugc duy tri b&i 16 chirc hodc nhd cung cap
dich vu DNS 16



Mdy chu tén cuc bd (Local Name Server)

0 Khdng hodn todn thudc vé hé thong phdn
cap

0 Mé&i ISP (ISP céap dia phuong, cong ty,
trudng dai hoc...) c6 mét mdy chu tén cuc
bo.
O Con dugc goi la "default name server”

0 Khi mot tram thwe hién mot truy van DNS,
truy van dé sé dugc g&i dén mdy cha tén
cuc bd clia no

0 Ddng vai tro nhu la mot proxy (ty quyeén),
chuyén tiép truy van dén hé thong phén cap.
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DNS: System




N e 5 o N
Phan giai tén
Q http://www.microsoft.com/technet/itsolutions/network/evaluate/technol/tcpipfund/tcpipfund_ch08.m
spx
Resolver/Thiét bi giai
0 Cdc chuong trinh DNS client dugc ding dé tra cau thdng tin té€n DNS.
Name Resolution/Phan giai tén

O Hai loai truy van ma mot thiét bi giai t&n DNS ( mot DNS client hay mot DNS
server khac) cé thé sir dung dé truy van mot DNS server:

Recursive queries/Cdc truy van dé¢ quy

O Trong mot truy van dé quy, name server bi truy van duoc yéu cau tra loi voi dit ligu
duoc yéu cau hoic véi mot 16i ndi vé dir lieu cua loai dugce y&u cau hoic tén mién
duoc chi dinh la khdng t6n tai.

0O Name server khdng thé chi chuyén DNS resolver dén mot name server khdc.

O Mot DNS client thuong goi loai truy van nay.

Iterative queries/Truy van lip lai

O Trong mot iterative query, name server bi truy van ¢é thé tra lai cu tra loi t6t
nhat ma hién tai né cé6 cho DNS resolver.

O Cdu tra loi tot nhat cé the la +€n duoc phan giai hoic mot su chuyén den name
server khdc ma né gan hon dé ddp ttng yéu cau goc cua DNS client.

O DNS servers thuong goi iterative queries @ truy van cdc DNS ser'ver'gNkhéc.
S 19



CéC Ioal Truy Vén root DNS server

truy van dé quy: g
O dat gdnh nang phan 2 3
gidi tén lén mdy chu 7 6
u

tén duoc lien hé

TLD DNS serv

O tai néng?
truy van lap lai: local DNS ser'ver'
-, . A A dns.pol edu 5((4
O may chd duoc lien hé |
tra I&i v&i tén cla 1
mdy cht khdc dé lign -

hé

Q ’rfn khong b’l.e’r ’r,en . requesting hosT
do, nhung héi may chd cis.poly.edu
nay"

authoritative DNS server
dns.cs.umass.edu

2

gala.cs.umass.edu
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Vi du vé phan giai e —o" (] 2

HEreET

én DN i)
ten DNS @ |
"' + - com
File Edit ‘iew Favorites Tools  Help IE:-' & ® m :,:T:, Gcom D gov
. . ", - quary and N
M-_.r"ll back = ‘\-_/I : \iLI \ELI .'J r e A
L @ - &xd I'I'I|.'lll‘." COm - 4 a
Address http: f e excample, com| LIS : LTI BT example

S - 3
[ e ki
S s and rigdies N WA

OHE client
0 Dé thay duoc cdc truy van dé quy va truy van lip lai dugc st dung nhu thé
hdo trong cdc phdn giai t&n DNS pho bién, xem xét mot mdy tinh chay h¢
diéu hanh Microsoft Windows® XP hoic Windows Server 2003 dugc két
nbi vao Internet.

O Mot nguoi st dung go http://www.example.com ftrong truong dia
chi/Address cua trinh duyét Internet explorer.

0 Khi ngusi stt dung nhan phim ENTER, trinh duyét thuc hién mot 15i goi
hdam Windows Sockets, hoic la gethostbyname() hay getaddrinfo(), dé
phdn giai t€n www.example.com thanh dia chi IP.

0 Veé phan DNS cua tién trinh phdn giai t&n trong Windows, nhitng buéc sau
didn ra: DNS  1-11



HEreET

Vi du vé phan gidi .. [ = 30,

en DN i
ten S o
"' - - - com
File Edit ‘iew Favorites Tools  Help IE:' (] o m :,:T:, Theom ) gov
, | — -
UJEEEI{- - -\_\_'_/I - Iﬂ Ig 'J ;_. ity " e
1 ] ] examplecom. A
Address hkkp: s, exarmple., com| L ; name server T o F
T - | g
[[“\\% oot it
{';-‘- ctities B respd s h weare
DH-..‘?ii;ln:-rrt

0O 1.DNS resolver trén DNS client gdi mot recursive query dén DNS
server dd duoc cau hinh trudc ciua né, yéu cau dia chi IP cho tén twong
ing "www.example.com".

O DNS server ciia client d6 chiu trach nhi¢gm phan giai tén va khdong the
chuyén DNS client dé dén mot DNS server khdc.

0O 2.DNS server nhan dugc recursive query ban dau d6 kiém tra ving/zone
ctia né va khong tim thay ving tuong tthg véi t€n mién duoc yéu cau; DNS
server ndy khong phii DNS cé tham quyén/authoritative cho mién
example.com.

O Bai vi DNS server ndy khdng cé thong tin vé dia chi iP caa cdc DNS servers ld
tham quyén example.com. hay com., né géi mot iterative query chq, . |,
www.example.com. dén mét mdy chi tén goc/root name server.



Vidu vé phan gial .., —fff 5 .
Ten DNS Fi 7 4 ~—

. - com 4
File Edit ‘iew Favorites Tools  Help IE:' () & B ::Tf, Cheam) O gov
Radurihg
Y ™ ‘K i pEry and h
Qe - - [x] Bl @) ™= .
':Il' & evample com. A
Address hktp: j e, examnple. com| ' ame sarver T SXample
P i o
__'_] i and repdie ‘_'; WA

ONE client

0O 3.Mdy chi tén goc cé tham quyén cho mién goc va cé thong tin vé cdc
mdy chii t&n la tham quyén cta ctia cho cdc t&n mién cap dinh/top-level
domain names.

O N6 khdng c6 tham quyén cho t&n mién example.com. .
O Do dé, root name server nay tra loi voi dia chi IP cia mgt may cha tén
cho top-level domain com..

O 4.DNS server cua DNS client d6 goi mot iterative query cho
www.example.com. dén mdy chi tén la tham quyén cho top-level
domain com..
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Rood
naime
SEMEr

Vidu v€ phan glal  aeuwy —
tén DNS I .

com
name

File Edit ‘iew Favorites Tools  Help IE'- R reom (O gov
| | —
D) ] example.com, £ -
Address http: f e excample, com| ' ame sarver W7 SXample

"
> f
(93]
F
T
F .-._ i, |'. ] |'. '-.ll i i .'-\.
i1 LY N
} i i

T - ; |
[ T b4
S quaties and replies h weare

ONE client

0 5. com. hame server la tham quyén cho mién com. va cé
Thong tin vé ‘cdc dia chi IP cia cac mdy chu tén la tham
quyen cho cdc tén mién cap hai/second-level domain names
ciia mién com.

o N6 khong la 'rham quyén cho mién example.com..
O Do dd, com. name server tra loi véi dia chi IP ciia mdy cha tén la
tham quyén cho mién example.com..

0 6.DNS server cua DNS goi mot iterative query cho
www.example.com. dén mdy chia tén la thaim quyén cia
mi¢n example.com.. NS 114



SErdar

Vi du vé phan gidi = e [ 5 .

en DN o
Ten DNS o
. — com
File Edit View Favorites Tools  Help o E: & @ m :;T:. Cheom (D gov
L2 B ] A
o & - quisry and
Qe - ) - [x] 2] J_Mf A l .,
Q) 7 example.com. A
Address http: f e excample, com| " N ﬁ ame sarver T SXample
Eii . : | -
ol s
et Bnd reglie [:. WA
o
DNE clisnt

Q 7. example.com. name server tra loi voi dia chi IP twong wng véi
tén mien tieu chuan day du/FullyQualifiedDomainName
www.example.com.

O 8.DNS server goi dia chi IP cia www.example.com cho DNS client.
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DNS: Resolve www.vahoo.com

Reguest:

i

Address k

Or com

s

| Address of
yahoo.com =
server |[fahoo

Address of
www.yahoo.com

Address of
www.yahoo.com




DNS: cat trir (caching) va cap nhat cdc ban ghi

0 mbi khi name server hoc mot dnh xa, né car triv
(caches)anh xa d6
O cdc muc duoc cache sé hét hiéu lwc (bién mat)
sau moét khoang thoi gian ndo dé: trang thar mém
O cac TLD servers thuong dugc cache trong cdc
local name servers
- do dé cdc root name servers thudng it bi dén thdm
0 cdc co ché cap nhat/thdng bdo dugc thyce hién
theo svw chi dinh clia IETF

o RFC 2136
O http://www.ietf.org/html.charters/dnsind-charter.html
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Cac ban ghi DNS

DNS: co s& di¥ liéu phan tan luu gitr cdc ban ghi tai nguyén - resource records- (RR)

khuon dang RR: (name, value, type, ttl)

J Type=A 0 Type=CNAME
O name la \‘rerln Trarn o name la tén bi danh cho mot
o value la dia chi IP s6 tén "chuan” ("canonical” -
0 TypesNS t&n that)

O name la mién (vi du foo.com) www - ibm.com that rala

o) Vﬁﬂ ue la ’rér;‘jrram cda mdy servereast.backup?2. ibm.com
chd tén cé tham quyén S aAL LA
(authoritative name server) O value la ten that
cua ten mién do 0 TypezMX

o value la tén cla mailserver
duoc két hop v&i name

DNS 1-18



Giao thirc DNS, cdc thong diép

Giao thirc DNS: cdc thong diép reqguest va reply, ca hai dang cé cung
khuon dang théng diép

Identification flags T
A A > A
phan dau cua Thong number of questions number of answer RRs 12 bytes
dlep ) number of authority REs | number of additional RRs l
QO identification: s6 16 bits
i questions
d!nh danh ChO que\r‘y’ . (variable number of questions)
reply cho query nay st
dung chg sO answers
0 ﬂClgS: (wariable number of resource records)
O query hay reply authority
o dé qUY dlIQ’C dé nghl (variable number of resource records)
Q dé quy san cé additional information

(wariable number of resource records)

O reply la chinh thirc
(c6 tham quyén)
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Giao thirc DNS, cdc thong diép

Identification flags T
number of questions number of answer RRs 12 bytes
Cac ’rr'u:c‘yng name, number of authority RRs | number of additional RRs l
type cho mot query\
questions
RRS ’rr'ong phén \ (variable number of gquestions)
tra |&i cho mot e
query ~~Jvariable number of resource records)
records cho cac .
, S, 2 N authority
may chu co tham quyen —Pvariable number of resource records)
s A e M~ L g additional information
,CGC jhogg fin hl;I’U 'Ch/ (variable number of resource records)
khac co thé duoc sir dung
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Cheén cac ban ghi vao DNS

a Vi du: mang "Network Utopia” vira m&i dugc kh&i déng
0 Bang ky tén networkuptopia.com tai mét nha dang ky -
registrar (vi du, Network Solutions)
o Can phai cung cap cho registrar cdc théng tin vé tén va dia chi IP
authoritative name server cda ban (primary va secondary)
O Registrar cheén hai RRs va trong com TLD server.

(networkutopia.com, dnsl.networkutopia.com, NS)
(dnsl.networkutopia.com, 212.212.212.1, A)

0 Thém vao mdy chl cé tham quyén ban ghi loai/Type A cho
www.networkuptopia.com va ban ghi Type MX cho
hetworkutopia.com ,

Q L&m thé ndo dé moi nguoi lay dia chi IP cua Web site
chung ta?
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