Chuong 4: Kiém soat hé
thong thong tin ke toan



Nhirng cau hoi...
<]

® | am sao dam bao an toan cho tai san, cho di liéu (
ké toan?

® | am sao dam bdo hgp ly rang thong tin ké toan
duoc cung cap trung thuc, hop ly va dang tin cay?

® | am sao danh gia tinh ki€m soat cia mot phan mém
ké toan va chon lua phan mém ké toan dap Ung yéu
cau ki€m soat?

® | am sao danh gia kiém soat noi bo trong diéu kién
tin hoc hoa cong tac ké toan?



Muc tieu chuong
S

® Gidi thiéu dinh nghta va
cac thanh phan cua
KSNB theo COSO

® Cong nghé thdéng tin va
cac anh hudng dén
ki€m soat Hé thong
thong tin ké toan
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NoOi dung
O

® Tong quan vé Kiém soat noi
bo

® Anh hudng cong nghé thong
tin doi vdi ki€m soat trong
moi trudng may tinh

® Kiém soat chung va ki€m

soat ing dung trong
HTTTKT



Tong quan vé Kiém soat ndi bo
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}\iéu clUa doa

BCTC khong trung thuc




Téng quan vé Ki€m soat ndi bo




Téng quan vé Kiém soat ndi bd
—~ ()S ()

® Pinh nghia KSNB

® CAc b0 phan cua cau
thanh HTKSNB

(1992)



® COSO la chir viét tat cia The Committee of Sponsoring
Organizations of Treadway Commission

® Treadway Commission — H6i dong quoc gia Hoa Ky vé chOng gian lan khi
lap BCTC.

® Sponsoring Organizations: bao gom 5 t6 chuc:
0 Hiép hoi ké toan vién cong chiing My (AICPA)
0 HO6i ké toan My (American Accounting Association-AAA)

0 Hiép hdi quan tri vién tai chinh (the Financial Executives Institute —
FEI)

0 Hiép hoi ké toan vién quan tri (Institute of Management Accountants —
IMA)

0 Hiép hoi ki€m toan vién ndi bd (the Institute of Internal Auditors — 11A)



® Pinh nghia KSNB: “KSNB la mo6t qua trinh bi chi
phoi bdi HOi dong qudn tri, nha quan ly va cac
nhan vién cla don vi, duoc thiét ké dé cung cap
mot sy ddm bdo hgp Iy nham dat dugc cac muc
tieu sau day:

0 Su h{tu hiéu va hiéu qua cua hoat dong
0 Su'tin cay cua bao cao tai chinh

0 Su tuan thu cac luat 1é va quy dinh”.



Khuén khé chung cua KSNB

® Cac nbidung co bdncanluuy
0 KSNB la 1 qua trinh
0 KSNB chiu su chi phoi, anh hudng bdi con ngudi
0 Su dam bdo hop ly

0 Cac muc tiéu



Cac bo phan hop thanh KSNB
0 00000000000]

Hoat dong

Pbanh gia =S ]
9 kiém soat

rdi ro

Moi trudong
kiém soat

Kiémn soat ndi bo
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Thong tin
va truyén

thong Giam sat



Cong nghé thong tin va KSNB

® Pac diém moi truong
ké toAn may tinh

® Sai s6t va gian lan
trong moi truong ké
toan may tinh

® RUiro doi vdi thong tin
ké toan



Lé thudc phan

mém Kiém tra
ap tri = théng tin
Lap trlnh’ San co dUr g
phuong phap liéu
ké toan

Dau vét x&r ly & Qua trinh xur

Thoéng tin
ly

Chuing tu
dién tar
[
Nhap liéu va

cap nhat

Pac diém moi
truong ké toan
may tinh

Chirng tu do

phan mém in
Lap trinh tha

tuc kiém soat

Chirng tur viét
Hach to‘én tay
ban dau

\ XU ly tu déng




Sai s6t va gian lan trong méi truong ké toan
may tinh

® Sai sot va gian 1an vé nhép
lieu

® Sai s6t va gian lan vé xa ly
nghiép vu

® Sai s6t va gian lan vé thong
tin dau ra

® Sai sot va gian lan vé luu trir
va bao mat thong tin



Rui ro doi véi thong tin ké toan
00000000

® Phan mém duadc lap trinh sai

® Phan mém khong pht hop véi ché d
ké toan

® Thong tin k& toan bi mat hay khéng
ding do 10i thiét bi, 16i ngudi dung

® Thong tin ké toan bi danh cap, bi 10 k
mat

® Hé thdng bi pha huy



Kiém soat chung trong HTTTKT
_

® Cac hoat dong kiém sodat dugc
thiét k& va thuc hién nham dam
bdo méi truong ki€m soat cla to
chlc dugc 6n dinh, viing manh,
tang tinh h{tu hiéu cho ki€m soét
Ung dung trong moi trudng may
tinh




Ki€m soat chung trong HTTTKT

® Tim hi€u va danh gia:

> Su hién h(ru cda céac chinh séach,
quy dinh

> Pho bién va cong bo M

> Su tuan thu
> CAc giadi phap ky thuat ho trg

> Tinh h(tu hiéu

> Soat xét va cap nhat



Ki€m soat chung trong HTTTKT

® Xac lap ké hoach an ninh
® Phan chia trach nhiém gilra cac chirc nang cta hé th/

® Kiém soat thAm nhap vé mat vat ly

® Kiém soat truy cap hé thdng

® Kiém soat luu trir dit liéu

® CAac ké hoach phuc hoi sau thiét hai

® B3o vé may tinh ca nhan may tinh mang va Ki€m soat Internet

® DAau vét kiém toan



Xac lap ké hoach an ninh

® Nhirng cau hoi dat ra

- Ai (who) can ti€p can
thong tin gi (what)?

- Khi nao can (when)?

- Thong tin luu trlr & hé
thdng nao (which)?



Phén chia trach nhiém gilra cac chuc nang
cua hé thong

Su dung hé thong Lap trinh

Phan tich hé thong




Ki€ém soat tham nhap vé mat vat ly

® Muc tiéu: ngan ngua =
nhirng ngudi khéng c6
thdm quyén tiép can =
tai san
- Kho4, bao vé
- Thé tu

- Quy dinh trach nhiém V2
- Thiét bi ho tro



Ki€m soat truy cap
S

® Muc tiéu: dam bao ngudi dung hop
phap, tang cuong an ninh cho hé théng
va dir liéu

® Cho toan b0 hé théng: Chinh séach,
hudng dan, gidi phap ky thuat
- Khai bdo nguoi dung
- Nhan dang ca nhan
- Phan quyén truy cap




Ki€m soat truy cap

® B3o mat nhiéu I6p

® Trén phan mém Ung dung:
- Chuc nang quan ly nguoi

dung

-~ Phan quyén truy cap
- Vidu: ...

® Panh gia kiém soét truy cap
- Banh gia chinh sach
- banh gia giai phap
- Tha nghiém phan mém




Kiém soat luu trir

U

® Quy dinh sao luu va phuc ho6i dit liéu
- DU liéu
- Phuaong phap sao luu
- Phuong tién sao luu
- Bao mat
® Giai phap ky thuat
® Tinh nang trén phan mém
® Danh gia ki€m soat luu trir
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K& hoach phuc hoi sau thiét hai
o

® Huan luyén nhan vién

® Quy dinh trach nhiém (SEsSSee

® Sao luu toan bo h
thong- phuc hoi dir lié
va chuaong trinh

® Mua bdo hiém.




Ki€m soat may tinh cd nhan, mang may
tinh, Internet
<«

® Muc tieu:
- An ninh cho toan hé théng
- Su h(ru hiéu
- Tuan thu luat phap va céac

guy dinh

® CAc thu tuc kiém soéat
- Han ché tiép can thiét b
- Gidi han truy cap tu xa




Ki€m soat may tinh ca nhan, mang may
tinh, Internet
<«

® Cac thu tuc kiém soat
- Huan luyén day du
- St dung cac phan mém va cac gidi phap bao
mat.

- Thong tin thuong xuyén va day da vé an ninh va y

thdc bao vé an ninh trong viéc st dung may
tinh va mang may tinh.

- Tang cudng cac hoat dong giam sat su dung
may tinh.

- Ma hoa di liéu



Dau vét kiém toan

® Diéu chinh so liéu ké toan
phdi luu lai dau vét

® Tuan thu viéc sira s6 theo
guy dinh

® Tu dong luu hanh vi truy
cap hé thong, chinh silra
dir lieu

® Bdo cdo dau vét kiém
toan




Bao cao dau vét ki€m todn- phan mém
QuickBooks

Larry's Landscaping & Garden Supply - QuickBooks Pro Edition 2003

File Edit View Lists Company Customers Vendors Employees Banking Reports Window Help

H B H B B 4 & 2 B B Q o 27

Invoice Cust Item MemTx  Vend Check Bill Reg Accnt Rmnd Find Backup Support

o=k [ Audit Trail Ask a help question [Asklv How Do 1?

Navigators
Modify Report. .. Memorize. .. Print. .. Excel... Hide Header Refresh

Tl Company Date Entered/Last Modified | This Fiscal Year-to-date ~ | From | 10/01/2003 [E] 7o | 12/15/2003 [E]
[% Customers ) : -
& Vendors 2:56 PM Larry's Landscaping & Garden Supply
22 Employees 1218103 Audit Trail
Banking All Transactions
2 Business Services Trans # = Type + Entered/Last Modified + Last modified by = Name < Memo < Account k3 Amount k3
IEL Reports Current Transaction
@ Help & Si t [ 3 a11 Invoice 12M 52003 14:55:08 Audmin Ecker Design 1200 - Accounts R... 160.00 4
Ecker Design Weskly gard... 4121 - In=tallation -70.00
Ecker Design Pest control. .. 4122 - Maintsnanc ... -o0 .00
Bypen Wirndows State Board of Equ... Sales Tax-.. 2300 - Sales Tax P... 0.00
Previous Transaction
Customer Mavigator G511 Invoice 1252003 14:54:38 Aydmin Ecker Design 1200 - Accounts R... 157.00
Ecker Design Weskly gard... 4100 - Land=scapin... -57.00
Ecker De=ign Pe=t control. .. 4100 - Land=capin... -0 00
State Board of Equ... Sales Tax - ... 2300 - Sales Tax P... 0.00
Previous Transaction
611 Inwvoice Do 26/2002 02:50:028 Unknown user Ecker De=ign 1200 - Accounts R... 123.00
Ecker De=ign Weekhy gard... 4100 - Land=capin... -67.00
Ecker De=ign Pe=t control. .. 4100 - Land=capin... -56.00
State Board of Equ... Sales Tax - ... 2300 - Sales Tax P... 0.00

e cuong lop boi d... [ '@i chuong 10 Text - ... [ . arry's Landscapin...




Ki€m soat ing dung trong HTTTKT
<«

® Muc tiéu: Han ché gian
lan, sai s6t trong qua trinh
nhap liéu, x& ly dir liéu va
cung cap thong tin.

® Thu tuc kiEm soéat:

- Kiém soat nhap liéu

- Ki€ém soat qua trinh xr ly

~ Kiém soat thong tin dau ra




Kiém soat nhap liéu

® Kiém soat nguon dir liéu

- Ki€m tra viéc danh s6 ching tu

- Tai liéu- ching tu luan chuyén

- Phé duyét ching tu

- Panh ddu ching tu sau khi ghi s
nhap liéu hay xu ly

- S dung céac thiét bi ki€ém tra
ching tu trude khi nhap liéu



Kiém soat nhap liéu

® Kiém soat qua trinh

nhap liéu
- Kiém tra tuan tu

- Ki€m tra vung d{ liéu %')7

- Kiém tra dau (>0, hoac ="
<0)

- Ki€ém tra hop ly

- Ki€m tra gidi han

- Kiém tra tinh c6 thuc




Kieém soat nhap liéu

& ban hang tra cham

=] B3
Sa ching ti EH-0104 FE 20 - Tén O Mgoi Sao w | Zo =i kh3c ddu MNabi sao
‘ Magay ching t1 317012006 - Maddi dai dign anh Kh3c
Maoay ghi =5 31/01/2006 - Blia chi Ha ndi. Thanh ¥uin. Mguyen Tri
Mol dung ban hang tra cham
kEho hang Loai hda ddn
Hang - Hda donbanra ™
Erit todn | Héa dan
| TECs | M3 ca | £15i brgng cé | sShrong | BT | BNTT | £ian gia | S LiEn | Ghi chi
i 1 5111 B B35S Bk bi BEn Mahé B35 s0,0 ¢ WD (12.000,00) | (EDD.DDD_.DDH ban hang kra cham
K& boan 1A E3
— . A2 n =
Kiém tra dau khi \\i‘) Ban gid khiing cho phép &m!
nhap don gia
BEdnig
[0] 0,0 0,00
paduver v | i EF
Thém woa Lirug L-,h EhSrg oy |4 1 b b ﬂ =] ._é'i (7] Ghi s Edng




Kiém soat nhap liéu

® Kiém soat qua trinh

nhap liéu

- S0 tong ki€m soat

- Ki€m tra tinh day du

- Cac gia tri mac dinh va
tao sO tu dong

- Ban ghi nghiép vu

- Thong béo 16i va hudng
dan sua loi




Kiém soat nhép liéu
S

® Vidu:
— Trinh bay céc thd tuc ki€m soat nhap liéu can thiét khi

nhap nghiép vu thanh toan ti€n cho nguoi ban bang
tién mat, phan mém in phiéu Chi

Tén Ki€m soat qua trinh nhap liéu
STT DLA Tudn | Hoply |Paydd| C6 | Kiém
nhap tu thuc |tra dau




Ki€m soat qua trinh xtr ly dii liéu
o

® Muc tiéu: ngan chan, phat hién va xu ly sai sét trong
qud trinh chuyén d{t liéu thanh thong tin
® Thu tuc:
- Ki€m tra rang budc toan ven di liéu
- Kiém tra d{ liéu hién hitu (loai bd trudong hop doi tuong
khong hoat dong ton tai trong danh muc x( 1y )
- B&o céao liét ké cac yéu t6 bat thuong
- POoi chiéu dir liéu ngoai hé thong...



Ki€m soat théng tin dau ra
<«

® Kiém soat thong tin dau ra bao_gom chinh sach
va cac budc thuc hién nham dadm bdo su chinh
xac cla viéc xtr Iy so liéu.

® Xem xét cac két xuat nham ddm bao noi dung
thong tin cung cap va hinh thirc phu hop voi
nhu cau s dung thong tin.

® DoOi chiéu gita két xuat va dir liéu nhap théng
gua cac sO tong ki€Em soat nham dam bao tinh
chinh xac cua thoéng tin.

¢ Chuyen giao chinh xac théong tin dén dung
ngudi s dung thong tin.



Ki€m soat théng tin dau ra
<«

® Dam bado an toan cho cac két xuat va théng tin
nhay cam cua doanh nghiép.

® Quy dinh nguoi s dung phai c6é trach nhiém
ki€m tra tinh chinh xac, day du va trung thuc cla
thong tin sau khi nhan thong tin, bao cao.

® Quy dinh huy céac dir liéu, thong tin bi mat sau khi
tao ra két xuat trén giay than, trén cac ban in thu,
cac ban nhap, ...



Ki€m soat théng tin dau ra

® Tang cudng Ccac
giai phap an toan
hé théng mang
trong truong hop
chuyén giao théng
tin trén hé théng
mang may tinh.
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