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MOn: Mang may tinh nang cao
Bai thuc hanh s6 6:Active Directory

1. GIOI THIEU ACTIVE DIRECTORY

1.1. Directory Service: cung cap chific nang luu trir, xac dinh (locating), quan ly tap
trung cac tai nguyén trén nhu may in, thu muc dit liéu chia sé trén mang, cac
tai khoan vé ngudi dung, nhdm ngudi dung ...

1.2.Domain: Nhom cac may tinh (servers va workstations) st dung chung cd s@ dir
lifu vé cac tai khoan ngugdi dung.

1.3.Active Directory la directory service cia hé diéu hanh mang Windows
2000/2003. May tinh chay AD dudgc goi la domain controller.

1.4.CAc objects trong Active Directory: Thong tin vé cac tai nguyén mang dugc td
chirc thanh cac object. Vi'du théng tin vé user, computer.
1.4.1. User Account

1.  Local User Account: chi cd y nghia trén may tinh ma account dé dudgc
tao ra.
2. Domain User Account: dudc tao ra trong Active Directory. Account nay
cd y nghia trén tat ca cac tai nguyén mang trong cung domain.

1.4.2. Computer
1.4.3. Group: Céc user account dugc nhdm lai thanh group dé tién cho viéc
quan ly. Trong AD cé 2 loai group: security group (dudc s dung chu yéu trong
nhirng tac vu lién quan dén security, vd: phan quyén truy cap cac tai nguyén
trong AD) va distribution group (dudc st dung chi trong nhirng tac vu khong
lién quan dén bao mat, vd: gui mail dén mot nhédm nguGi dung).Security group
cd day du cac chdc ndng cua mot distribution group.

Membership Resource Access
Global Local domain Any domain
Domain local Any domain Local domain
Universal Any domain Any domain

1.5.DNS:AD c6 cung céu tric véi DNS. AD client st dung DNS dé xac dinh domain
controller. Trong trudng hgp hé thdng cho phép ra Internet, viéc chon tén cho
domain can phai can nh3c dé tranh viéc tring tén vdi DNS domain & ngoai.

1.6.0U(organizational unit): D& tién Igi cho viéc quan ly, cac objects trong domain
dugc t6 chirc vao cac OUs.

OU dudc t6 chlc dua trén vi tri dia ly.
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contoso.com

OU dudc t6 chlc dua trén chilic ndng cong viéc

contoso.com

OU dudc t6 chlc dua trén loai tai nguyén

conteso.com /\
2. MOT SO THAO TAC TREN ACTIVE DIRECTORY

2.1.Cai dat Active Directory
1.  Goi lénh dcpromo
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2.

3.

= Type the name of a program, folder, document, or
= Internet resource, and Windows will open it For you,

Open: I dcpromo j

OK I Cancel | Browse. .. I

#sat| |3 & |
Chon cai dat domain controller cho domain méi

Active Directory Installation Wizard

Domain Controller pe
Specify the role you want this server to have.

Do you want this server to become a domain controller for a new domain or an
additional domain controller for an existing domain?

" Domain controller for a new domaire

Select this option to create a new child domain, new domain tree, or new forest.
This server will become the first domain controller in the new domain.

" Additional domain controller for an existing domain
/i\, Proceeding with this option will delete all local accounts on this server.

All cryptoaraphic keys will be deleted and should be exported before:
continuing.

All encrypted data, such as EFS-encrypted files or e-mail, should be decrypted
before continuing or it will be permanently inaccessible.

< Back I Next > I Cancel |

Chon tao root domain cho mot forest mdi.
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Active Directory Installation Wizard L

Create New Domain
Select which type of domain to create.

Create a new:

% the first domain in your organization or if you want the new
domain to be completely independent of your current forest.

(" Child domain in an existing domain tree

If you want the new domain to be a child of an existing domain, select this option.
For example, you could create a new domain named

headquarters. example.microsoft.com as a child domain of the domain
example.microsoft.com.

(" Domain tree in an existing forest

If you don't want the new domain to be a child of an existing domain, select this
option. This will create a new domain tree that is separate from any existing trees.

< Back I Next > I Cancel

4. Dat tén cho domain

Active Directory Installation Wizard

New Domain Name
Specify a name for the new domain.

Type the full DNS name for the new domain
[for example: headquarters.example. microsoft.com].

Full DNS name for new domain:
Imydomain.lan

5.  Chon NETBIOS name cho domain
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Active Directory Installation Wizard

New Domain Name
Specify a name for the new domain.

Type the full DNS name for the hew domain
(for example: headquarters. example. microsoft. com).

Full DNS name for new domain:
Imydomain.lan

6.

Active Directory Installation Wizard 1 5]

Database and Log Folders
Specify the folders to contain the Active Directory database and log files.

For best performance and recaverability, store the database and the log on separate
hard disks.

‘Where do you want to store the Active Directory database?

Database folder:

Browse... l

‘Where do you want to store the &ctive Directory log?

Log folder:

C:AWINDOWSANTDS Browse... I

< Back I Next > I Cancel

7. Chon vi tri luu thong tin do AD publish
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Active Directory Installation Wizard . ; ll

Shared System Yolume
Specify the folder to be shared as the system volume.

The SYSYOL folder stores the server's copy of the domain's public files. The contents
of the SYSVOL folder are replicated to all domain controllers in the domain.

The SYSYOL folder must be located on an NTFS volume.
Enter a location for the SYSVOL folder.

Folder location:

Browse... |

< Back I Nest > I Cancel |

8.  Cau hinh DNS phuc vu cho AD. Chon AD Installation Wizard tu dong cai
dat DNS va cau hinh domain controller s dung DNS server nay.

Active Directory Installation Wizard

DNS Registration Diagnostics
Verify DNS support, or install DNS on this computer.

[the DNS server with which this domain controller will be registered.
For more information, including steps to comect this problem, see Help.

Details

The SOA query for _Idap._tcp.de._msdes.mydomain.lan to find the primary DNS
server returned:

DNS zone has no start of authority [SOA] record.

[error code 0x00002585 "DNS_ERROR_ZONE_HAS_NO_S0A_RECORD")

]

" | have conected the problem. Perform the DNS diagnostic test again.,

% install and configure the DNS server on this computer, and set this computer to use
this DNS server as its. pefered DNS. senver, IN

| will correct the problem later by configuring DNS manually, (&dvanced)

¢ Back l Next > I Cancel

9.  Chon permission mac dinh cho
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Active Directory Installation Wizard x|

Permissions
Select default permissions for user and group objects.

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain controllers.

" Pemissions compatible with pre-Windows 2000 server operating systems

Select this option if you run server programs on pre-Windows 2000 server operating
systems or on Windows 2000 or Windows Server 2003 operating systems that are
members of pre-wWindows 2000 domains,

/L\'. Anonymous users can read information on this domain.

{+ Permissions compatible only with Windows 2000 or Windows Server 2003
operating systems

Select this option if you run server programs only on Windows 2000 or Windows
Server 2003 operating systems that are members of Active Directory domains. Only
authenticated users can read information on this domain.

%y

< Back I Nest > I Cancel J

10. Chon password cho account Administrator dung trong tru'Gng hgp doman
controller chay 8 mode restore hodc khi g& bo AD directory khoi domain
cotroller.

Active Directory Installation Wizard x|

Directory Services Restore Mode Administrator Password %

This password is used when you start the computer in Directory Services Restore
Mode.

Type and confirm the password you want to assign to the Administrator account used
when this server is started in Directop Services Restore Mode.

The restore mode Administrator account is different from the domain Administrator
account. The passwords for the accounts might be different, so be sure to remember

bath.
Restore Mode Password: |oooooo
Confirm password: I' csces

For more information about Directory Services Restore Mode, see Active Directory Help.

< Back I Next > I Cancel

2.2.Thém mot may tinh vao domain (join domain)
1.  Chon property clia My computer
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Open
Explore
Search...
Manage

Map Network Drive. ..

Disconnect Metwork Drive, .,

Create Shortcut
Delete
Rename

Properties

2. Chon change computer name or join a domain trong tab Computer

name.
Advanced | Automatic Updates I Remote I
General Computer Name i Hardware

‘windows uses the fallowing information to identify your computer
on the network.

Computer description: I

For example: "IIS Production Server'' or
“Accounting Server'”,

Full computer name: MemberServer.
‘Workgroup: WORKGROUP
To rename this computer or join a domain, click Change. Change.:.

| 0K I Cancel ] Apply I

3.  Nhép tén cua domain may tinh mudn gia nhap vao.
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System Propetties il y 21x|
Computer Name Changes _"lﬂ Bemote

You can change the hame and the membership of this {ardware
computer. Changes may affect access to network resources.

computer

Computer hame: =

MemberServer

Full computer hame:
MemberServer.

More... |

Member of nange... I
Domain:
mydomain.lar|

" Workgroup:
|WDRK.GRDUF’

| oK I Cancel I

oK | Cancel I Aoply I

4.  Nhap user name va password cua account dugc phép join may tinh vao
domain

T2
A

20 x|

Enter the name and password of an account with permission
to join the domain.

User name: lﬁ administrator 3 __]

I Password: [ooeed

| 0K I (Cancel

2.3.User: Roaming user profile
User profile: Chira thong tin vé tuy chon clia ngudi dung. VD: Desktop,
application settings, nhiing network connection dd dugc thiét 1ap (chang han
mapped network drive).
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Mac dinh, khi mot user log on vao mot may tinh, profile cia user sé dugc tao ra

trén may tinh dd (local user profile).
Roaming user profile: cho phép user nhan dudc profile nhu’ nhau bét k& user dé
log on vao may tinh nao trong domain. D& thuc hién diéu nay, cac profile s&
dugc luu tap trung trén mot thu muc shared.

1. Share mét thu muc dé chira profiles.

2. Chon Active Directory Users and Computer console.

6@ Active Directory Domains and Trusts
I_Fﬂ Active Directory Sites and Services
<9 Active Directory Users and Computers

R i }Eﬂ Certification Authority
Administrator % Cluster Administrator
. 3 @ Component Services
Manage Your Server '5! My Coi
\g 9 L—E‘ Computer Management
9 Control 1 Configure Your Server Wizard
Z @ Data Sources (ODBC)

g Adninis o Distributed File System
>

/\Z Windows Explorer

Ch_ Command Prompt

" DI
;:,é Printers ) i . §
~ “‘ﬁ] Domain Controller Security Policy

@ Motepad “‘ﬁ] Domain Security Policy
9) Help an Q Event Yiewer
® L ﬁ Licensing

&5 Windows Catalog # Manage Your Server
% Windows Update S Microsoft .MET Framework 1.1 Configuration
[T Accessories » $& Microsoft \NET Framework 1.1 Wizards
@@ Administrative Tools  » g Metwork Load Balancing Manager
) Startup » B Performance
& Internet Explarer (23 Remote Desktops

@j Outlook Express © Routing and Remote Access

CECHCIE  pemote Assistance 69 Services
‘]@ Terminal Server Licensing

Log @ Terminal Services Configuration
Itfstart | @ & | B¢ Terminal Services Manager

3. Chon Properties clia roaming user.
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. Active Directory Users and Computers

@ File Action View Window Help

e A B XF B R eREUTYLEE
@ f\ctive Directory Users and Computer: | Users 18 objects Copy... .
-] saved gueries m ;dd to a group... _l_
= @ iy don?a.ln.lan €3 Administrator  User  Disable Account: unt For admini...
| Builtin % - 3
&3 Computers mCert Pul?llshers Secu  Reset Password... this group are...
@ Domain Controllers mDnsAdmlns Secu  Move... strators Group
¢ L:I FareignSecurityPrincipals mDnsUpdatePr. .. Secu OpenHome Page who are permi...
£ Users €3i00main Admins  Secu Send Mail administrators. ..
mDomain Comp... Secu —— —lions and serve...
ﬂzDomain Contr... Secu L ontrollers in th...
@Domain Guests  Secu  Cut uests
ﬂiDomain Users  Secu  Delete SErs
!ﬂEnterprise Ad... Secu  Rename administrators. ..
ﬂzGroup Policy ... Secu this group can...
ﬁGuest Use@j{mt for quest ...
mHelpServices. . SecU Help e Help and Su...
ﬁRRS and IAS ... Security Group ... Servers in this group can ...
ﬁSchema Admins  Security Group ...  Designated administrators. ..
ﬁSUPPORT_BS... User This is a vendor's account ...
ﬁTelnetCIients Security Group ... Members of this group ha...

4. Chi ra vi tri luu profile cho user:\\server\Profiles\%username%

mobilel Properties _"jil

Member Of l Dial-in l Environment ] Sessions
Remote control I Terminal Services Profile | COM+
General I Address I Account  Profile | Telephones ] Drganization

~ User profile

Profile path: \server\Profiles 5

Logon script: |

~ Home folder
+ Local path: I

" Connect: I ¥ 1o I

| 0K I Cancel | Apply |

2.4.Mandatory User Profile:
1. Tao mét account dé& ldam mau (cac mandatory user profile dugc tao sau
nay s€ giong nhu profile cla user mau nay).
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Log on vao vao domain controller bang

ol
<5 Fle Action Wiew Window Help ST
er @B XFNR R BELTSE
{7; Active Directory Users and Computer: | Users 19 objects
(-] Saved Queries Name | Type | Description |
& @ ‘Tydorrfa}n.lan Q Administrator User Built-in account for admini...
LJ Bk ﬁCert Publishers Security Group ... Members of this group are...
(] Computers ; » i
#-(Z) Domain Contrallers DnsAdmins Security Group ... DNS Administrators Group
51-(32 ForeignSecurityPrincipals ﬁansUpdateProxy Security Group ... DNS clients who are permi...
L5 Users Domain Admins Security Group ... Designated administrators...
ﬂzDomain Computers Security Group ... All workstations and serve...
Domain Controllers Security Group ...  All domain controllers in th...
@Dnmain Guests Security Group ... All domain guests
Domain Users Security Group ... All domain users
mEnterprise Admins Security Group ...  Designated administrators...
Group Policy Creator O...  Security Group ... Members in this group can...
Guest User Built-in account for quest ...
mHeIpServicesGroup Security Group ... Group for the Help and Su...
€ mobilet User
mRAS and IAS Servers Security Group ... Serversin this group can ...
ﬂzSchema Admins Security Group ... Designated administrators...
%SUPPORT_388945a0 User This is & vendor's account ...
@Telnetclients Security Group ... Members of this group ha...
K — 3
| | [

account mau vira tao. Diéu chinh

profile theo y mudn (tao shortcuts, map network drive...)

Vao properties ciia may tinh & budc 2. Chon Settings cia phan User

Profile & tab Advanced. Copy profile clia account mau vao thu muc share

da dudgc tao.

System Properties B
serprofies

User profiles store settings for your desktop and other
m information related ko your user account, You can create a
different profile on each computer you use, or you can select a
roaming profile that is the same on every computer you use,

Profiles stored on this computer;

21|

21x

Mame | size| Type | Status | Mo... |

843 KB Local Local 10...
aming  Roaming  10...

MYDOMAIM administrator
Py AINimobile 1

Change Type Delete l Co[\zlo
A

To create new user accounts, click here.

Cancel

o]

OK l Cancel I

Apply |
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System Propetrties s il
User Profiles N N 21 x| _
User profiles store settings for your desktop and other L —
Q information related to your user account. You can create a le Folder

different profile on each computer you use, or you can select a
roaming profile that is the same on every computer you use,

Profiles stored on this computer:

Name [ Size| Type | Status I Mo... |
MYDOMAIN administrator 843KB Local Local 10...
MYDOMAIN|mobile1 S59KB Roaming Roaming 10...

~ Copy profile to

l \\server\MandatoryProfile\template

Browse |

~ Permitted to use

Tocreaten

Change

- . dl|

4.  Tai vi tri luu profile mau vira dugc copy & budc 3. Tim va ddi tén file
ntuser.dat thanh ntuser.man (Luu y file ndy ¢ thudc tinh an).

@& C:\MandatoryProfile’template 1 - IDI}J
File Edit View Favorites Tools Help | f,',"
DBack v ) - T | Psearch [ oFolders | & 0 X | [l
Address ll,j C:{MandatoryProfileitemplate :I Go
Name * | Sizel Type I Date Modified I_Attributes |
_ Application Data File Folder 10/21/2007 8:54 AM  RH
(22 Cookies File Folder 9/21/2007 6:14 PM S
[)Desktop File Folder 10/21/2007 10:25 &M
5.¢ Favorites File Folder 10/21/2007 8:54 AM R
[Cymobile1's Documents File Folder 10/21/2007 9:434M R
My Recent Documents File Folder 10/21/2007 8:54 AM  RH
1 NetHood File Folder 9/2z2{2007 12;508M H
" PrintHood File Folder 9/22f2007 12:50 M  H
1SendTo File Folder 10/21/2007 8:54 AM  RH
[C)5tart Menu File Folder 9/22/2007 12:50 AM R
_ Templates File Folder 9/22f2007 12:50 M  H
% S12KB DAT File 10/21/2007 10:53 &AM HA
l}] Sti_Trace.log 0KB Text Document 9/22{2007 12:51 &AM A
{Type: DAT File Date Modified: 10/21/2007 10:53 AM Size: 512 KB Is12kB | J My Computer 7

5. Tao ra account sir dung manatory profile
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..’é.. Active Directory Users and Computers - D]_{]

é File Action View Window Help 1.—]2]29
e~ | EmE e X B R elErde

é Active Directory Users and Computers | Users 20 objects

B 5o Queries Narne [Type [ Description |
2. @ rﬂydori?a.ln.lan € administrator User Built-in account For admini...
(] Builtin

&2 Computers 73 Cert Publishers Security Group ... Members of this group are...

#-{£3] Domain Controllers
#-(_] ForeignSecurityPrincipals

EDnsAdmins Security Group ... DNS Administrators Group
DnsUpdateProxy Security Group ... DNS clients who are permi...

L
e
et

£ Users gzDomain Admins Security Group ...  Designated administrators...
c zDomain Computers Security Group ... All workstations and serve...
g EDomain Controllers Security Group ... All domain controllers in th...
Q zDomain Guests Security Group ... All domain guests
g!DDmain Users Security Group ... &ll domain users
zﬁr_u terprise Admins Security Group ...  Designated administrators...
gEGroup Policy Creator O...  Security Group ...  Members in this group can...
%Guest User Built-in account For guest ...
ﬁHeIpServicesGroup Security Group ... Group for the Help and Su...
ﬁ mobile1 User
@RAS and IAS Servers Security Group ... Servers in this group can ...

Schema Admins Security Group ...  Designated administrators...

&SUPPORT_ﬁSS%SaO User This is a vendor's account ...
mTeInetCIients Security Group ... Members of this group ha...
ﬁ template User

<« | | ~
6. Cau hinh profile cia mandatory account la profile mau dudc copy & bioc
3.

Member Of | Dialin | Envionment | Sessions
Remote control | Terminal Services Profile | COM+ I
General | Address | Account  Profile | Telephones I Organization |

[~ User profile

Profile path: |\\servel\M andatoryProfile\template I

Logon seript. |

—Home folder
' Local path: I
" Connect: I 7 1o |

oK | Cencel soply |

2.4.2. Home folder:

Thu muc ma ngudi dung cd thé luu trit dit liéu. Home folder cd thé dat &
local hodc dat trén mot thu muc share trén mang. Home folder khong phai la
moOt bo phan cua profile nén trong trudng hgp home folder va user profile dugc
dat tai mot thu muc share trén mang, home folder khong can phai tai vé khi
user log on.
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2.4.3. Log on script:
Script dugc chay mdi khi user log on vao may tinh.

2.5.Control access to AD

Viéc kiém sodt cac thao tac (operation) I&n nhiing resources trong AD c6 thé dudc
thuc hién theo co ché tuang tu nhu NTFS permission. Mdi resource ¢ 1 ACL (Access
Control List) dé ki€ém soét ai cd thé thuc hién nhiing hanh ddng gi 1én chinh resource
dé. Viéc nay dugc thuc hién bang Active Directory Users and Computers Snap-in.

P& hién thi chirc n&ng Control Access, ta chon chiic ndng Advanced Features

@l W2K3S - DC - Viwire Vorkstation o6
Fie ERR Veew VW Team Windows Mep

s e oan naeaa ol

o5 Rt el Lincor < Node | | 3y Fomd il L~ ForwirdingSirver | I WAITES « MeaiberSarver

Gy W2K3S - DC

£ Active Directory Users and Computers k ‘wﬂ
< B &ton | Yow Wrdw beb ; =181
= = [ AddRemom Cokeres.., ;o
[ Actrve Geactor, . Large Jons
? 5 Seved cum St icne [Lvpe [ escrption 1
= 0P mydoman| (st v
:‘ j?‘ﬂ .W Corkaner Defat contairer for upgr...
5 () Domen n Crganzations .., Defauk container for dom..,
31 (] Forekn Corkarwr Dofak contarer for secu,..
5 @) tet Croanaabondl .,
o1 () Users Corkarmt Dol contarar for wory ..,
gl 7 2
Brings & Ao to modky the cokmes i rest pane. [
#isot] | (3 @  |[S active Owectory User... (32 Grous Pokcy | Q2 105
Rodwe«w

ACL cla cac objects trong AD dwgc truy cap théng qua tab Security.
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@ Active Directory Users and Computer: | test
(1) saved Queries Name
= @ mydomain. lan € mar
Qe € e TR 21}
omputers L
(&) bomain Controllers g tem Generall Managed Byl Object i}l{'_ CDM+| Group Polic_vl
D ForeignSecurityPrincipals gtESl
(3 LostAndFound ﬁitest Group or user hames:
(L NTDS Quotas € u @Account Operators (MYDOMAIN\&ccount Operators) =
(Z Program Data ﬁ uz @Adminislrators (MYDOMAIN \&dministrators)
(] System €7 Authenticated Users
@ Delegate Control m Domain Admins (MYDOMAINAD omain Admins)
s e €7 Enterprise Admins (MYDOMAIN\E nterprise Adnins) s
= P s ennIAE A A EANTRA L e b
Find...
Add... I Remove I
MNew »
all Tasks » Permissions for Account Operators Allow Deny
view R Full Control O 0O =
MNew Window from Here Read ] 0
Write O O
Cut Create All Child Objects O O
Delete Delete &1l Child Objects O O
Rename Generate Resultant Set of Policy(Logaing) O O =l
Refresh
Export List... For special permissions o for advanced settings, Advanced |
= click Advanced.
@perties >
o Help 0K | cancel | e |
—

2.6.Delegate Control

Cac object nhu domain, OU céc access permission dugc td chirc thanh tirng nhdm
thuan tién cho viéc phan quyén. Viéc phan quyén trén cdc nhdom permission nay
dugc thuc hién thong qua Delegate Control Wizard.

é Active Direr*ory Users and Compul

é File  Action” Yiew Window Help
@« (Bm s e X

é Active Directory Users and Computers
(L1 saved Queries il
=] @ mydomain.lan
(L1 Builtin
(C] Computers
{3 Domain Controllers
\:l ForeignSecurityPrincipals
(] LostandFound
(L NTDS Quotas
(_1 Program Data
Dﬁsﬁem

P VN

Delegate Contraol...

a Moye...
Find...
New »
All Tasks »
View »

MNew Window from Here

Cut

Delete
Rename
Refresh
Export List...

Properties

Help

K0 I —| 1|
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2.7.S0 dung Group Policy.
P& thuén tién cho viéc quan ly mdt hé théng I3n, Active Directory cung cap
cong cu Group Policy cho phép ap dat nhitng chinh sach Ién toan bd hé thong.
Céc chinh sach cé thé ap dat dua trén mdy tinh hodc ngudi dung (khi ngudi
dung logon/logoff, khi mdy tinh khai dong 1én/hodc tat sé phai thuc hién mot s6
cong viéc nao do dudc quy dinh trong Group Policy). Tham khao tai liéu vé
Group Policy dé théy duoc cac kha ndng duoc cung cdp bdi Group Policy.
Ta c6 thé &p dung Group Policy trén mot s8 d6i tugng (mdy tinh/ ngudi dung)
dugc lua chon thong qua OU. Cac ngu'di dung (may tinh) can phai thuc hién
mot sO yéu cau giong nhau nao dé sé dudc dat vao mot OU, Group Policy sé
dugc ap dat Ién OU nay.

Trong vi du minh hoa sau, ta sé ap dat Group Policy cho mé6t s6 nguGi dung
dugc lua chon.

Gia sU: cac nhan vién trong phong Kinh doanh can ap dat mét s6 chinh sach
nao do (Vi du, cdm nhirng nhan vién nay khéng dudc sir dung command line va
Control Panel). Account clia cac nhan vién nay can dudc dat trong mét OU va
cac Group Policy can thiét sé dudc ap dat Ién OU nay.

B0.Gia sur da cd cac account clia nhan vién phong Kinh doanh: kd1, kd2
Jsers anc ¥ =lolx|

<) Ele  Action View Window Help ‘ =181x]
FEOELLEERIEE T LR

6‘ Active Directory Users and Computers | Users 19 objects

&-(] Saved Queries Name [ Type [ Description |
& ':f E'd;E:E i‘:'la" ﬁ Administrator User Built-in account for admini...
-0 Computers mCert Publishers ~ Security Group ... Members of this group are...
g mDnsAdmins Security Group ...  DNS Administrators Group
#-{<] Domain Controllers
-2 ForelgnsecurityPrincpals €7 DnsUpdatePr... Security Group ... DN clients who are permi...
=i €7 Domain Admins  Security Group ... Designated administrators...

€7 Domain Comp... Security Group ... All workstations and serve. ..

€7 Domain Contr... Security Group ... Al domain controllers in th...

€7 Domain Guests  Security Group ... All domain quests

€% Domain Users  Security Group ... All domain users

€T Enterprise Ad... Security Group ... Designated administrators...
Group Policy ... Security Group ... Members in this group can...

s Guest User Built-in account for guest ...

€T HelpServices...  Security Group ... Group For the Help and Su...

€TRAS and 145 ... Security Group ... Servers in this group can ...

€7 5chema Admins  Security Group ... Designated administrators...

%SUPPORTjS‘ . User This is a vendor's account ...
mTelnetChents Security Group ...  Members of this group ha...
ﬁ kd1 User
ﬁ kdz User

K1 | IO

[ [
B1.Tao OU KinhDoanh dé& chifa cac account nay.
Right-click Ién domain muén tao OU, chon ‘New’, chon ‘Organizational Unit'.
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nputers =|of x|
Action  View Window Help |-15[_Xj

@8 F0B R asaves
6 Active Directory Users and Computers | mydomain.lan 5 objects
(L] Saved Queries Name I Type [IDescrption I
= ; Delegate Control... builtinDomain
Find... Container Default container for upgr...
Connect to Domaini.. Organizational ... Default container for dom...
Connect ko E—Jomain Controller... Container Default container for secu...
Raise Domain Functional Level. .. Container Default container for upgr...
Operations Masters...
Computer
Contact
v 3 Group
New Window from Here fe e
— R A MSMQ Queue Alias
Refresh Organizational Unit
Export List... Printer
5 User
_ Poperties  shoredFolder

Help

] — B

Jcreates a new object in this container,

B2.Dat tén cho OU.
£

[ @ Createin:  mydomain.lan/

Name:
IKlnhDuanH

coua |

B3.Di chuyén céc account kd1, kd2 vao OU KinhDoanh.
Right-click 1&n cac account mudn di chuyén, chon ‘Move'.

| @ W2K3S-SGClient-DC - YWhiware Workstation

ectory Users ant
65"9 Action  View Window Help

m % [ XgB @

gt vEe

< Active Directory Users and Computer: | Users 19 abjects
£ saved Queries Name [ Type [ Description
c gd;"ﬁ_ in.Ja0 g Administrator User Built-in account for admini...
a C:'m'"uters €7 Cert Publishers  Security Group ... Members of this group are...
@ Dom:in Controllers mDnsAdmins Security Group ... DNS Administrators Group
(2 ForeignsecurityPrincipals ﬁDnsUpdatePr... Security Group ...  DNS clients who are permi...
£ Users mDomain Admins  Security G- B =anistrators:,
= : ¥ Add to a group...
KinhDoanh Domain Comp... Security G 3 and serve...
= Disable Account
€% Domain Contr... Security G bllers in th...
z - Enable Account
ﬁDumaln Guests  Security G s
€Ti0omain Users  Security G Mo!e.}:(.- )
mEnterprise Ad... Security G op; e;‘Mu_Tw Higs linistrators. ..
Group Policy ... Security G Send Ml group can...
Guest User All Tasks » Forquest ...
ﬁHe!pServices,.. Security G ElpandSu...
ﬁzRAS and 1AS Security G Cut roup can ...
ﬁSchema Admins  Security G Delete linistrators...
€ SUPPORT_38... User Prsiarties s account ...
€T TelnetClients  Security G T ha...

B4.Chon vi tri mudn di chuyén dén (OU KinhDoanh).
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21|

Move object into container:

= 2 mydomain
(1 Buitin
(1] Computers
#-(@) Domain Controllers
(] ForeignSecurityPrincipals
AR KinhDoanh
- Users

coun |

B5.Cau hinh Group Policy cho OU KinhDoanh.
Right-click Ién d6i tugng mudn tao Group Policy, chon Properties

(T
<5 Fle  Action  View Window Help ‘ =18 x|
e |Bm B XEFRR R 2B YEn |
5 gctive Directory Users and Computers | KinhDoanh 2 objects
-] Saved Queries Name [ Type [ Description |
=293 mydomain.lan € kit T

(] Builtin € iz e

(] Computers

[#-{&] Domain Controllers

[+-(_] ForeignSecurityPrincipals

(1 users
AFT¥iriDond
Delegate Contral...
Moye...
Find...
New »
All Tasks 2
Yiew »
New Window from Here
Cut
Delete
Rename
Refresh
Export List...
] — .
" the current b I |
H 7R\ 4
B6.Chon tab Group Policy, chon nut ‘New’.
2l

General | Managed By | COM+ Group Policy |
=)

Group Policy Object Links | No Dveriide. \ Disabled [

Current Graup Policy Object Links for KinhDoanh

Group Policy Objects higher in the list have the highest priority.
This list obtained from: server.mydomain lan

New Add... Edit Up

Options,. Delete Eropetties Do

™ Block Policy inheritance:

T e |

B7.Dadt tén lai cho Group Policy, chon ‘Edit’.
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KinhDoanh Properties 21x]

General | Managed By | COM+  Group Policy |

Current Group Policy Object Links for KinhDoanh

Group Policy Object Links | No Overiide | Disabled |

Cam CMD va Control Panel

Group Policy Objects higher in the list have the highest priority.
This list obtained fram: server.mydomain.lan

HNew Add... Edit

=

Options... | Delete.. | Propetes Down

I~ Block Policy inheritance:

o = |
B8.Chinh stra lai Group Policy theo yéu cau. Cam khéng cho ngudi dung st dung
command line.
Chon User Configuration/Administrative Templates/System/; double-click

‘Prevent access to the command prompt’.

| Ble aion vew Help

FERIEEEENE

|55’ Cam CMD va Control Panel [server.mydomain.la | Setting

=] g Computer Configuration ([user Profiles
(L Software Settings Escripts

&-(3 Windows Settings (CICtrI+Al+Del Options
(] Administrative Templates (tagon

=2 User Configuration
- (1] Software Settings

(Déroup Palicy

(1 Windows Settings (JPower Management

=[] Administrative Templates gﬁ Don't display the Getting Started welcome screen at logon No
-] Windows Components {4 Century interpretation For Year 2000 Mo
(2 Start Menu and Taskbar W Configure driver search locations No

(L) Desktop = Code signing for device drivers No

-(] Control Panel {2 Custom user interface No
(L1 shared Folders

o the command prompt

- (] Network to registry editing tools No
/2 System % Run only allowed Windows applications No
% Don't run specified Windows applications No

%% Turn off Autoplay No

{3 Restrict these programs from being launched from Help Mo

‘;a Download missing COM components No

{4 Windows Automatic Updates No

| | ] NEended ) standard /

@ Prevent access ta the command prompt

€ Not Configured
@ Enabled
€ Disabled

Disable the command prompt script processing also?

[T -

Supported on: At least Microsoft Windows 2000

Previous Seting | | NewSelting |

[ ok | ol | pob |
B10.Cau hinh cdm ngudi dung truy cap Control Panel.
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Chon User Configuration/Administrative Templates/System/; double-click
‘Prohibit access to the Control Panel’.

"7 Group Policy Object Editor . =loix|
Bl Action Vew Hep

c-am B2 |
[ CamCr UiParvI[ ver.mydomain.a | Setting. I State.

= § or stior

()Add or Remove Programs

] 3 NEkended) stendard

B11.Chon ‘Enabled’

Prohibit access

21

to the Control Panel Properties

Seting | Explain |

{4 Prohibit access to the Control Panel

Sw‘a rted on: - At least Microsoft Windows 2000

5 Next Setiing
[Cox ] cacal Apply

B12. Vao Start/Run gd gpupdate /force dé cap nhét cac Policies.
O 2l

Type the name of a program, folder, document, or
1] wiemet and Yindows wil open I For you.

B13.Kiém tra: d&ng nhap bang account kd1 vao mét may tinh ndm trong
domain.

Username; [ kdi|

Password:
Cancel | options >>

B14.SUr dung command line sé bi cam.
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& C:\WINDOWS)\system32\cmd.exe

Microsoft Windows [Uersion 5.2.37901
(C> Copyright 1985-2083 Microsoft C

orp.
[The command prompt disabled by your administrator.

Press any key to continue

B15.Khong s dung dugc Control Panel.

A\ Internet My Documents
S@ Internet Explorer ~
Pyl 29 My Recent Documents  »
Outlook Express

&é My Computer

[EM Command Prompt )
) Printers and Faxes

@) Help and support

- Search
=7 Run...

AllPragrams >

Logoff  [8] shut Down

Bai tap:
1.Thuc hién lai nhitng vi du da dugc minh hoa.

2.Thuc hién chirc n&ng Trién khai phan mém bang Group Policy. (Software
Deployment).



