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CHUONG 1. NHAP MON MANG MAY TiNH
1.1. MO PAU

Mang may tinh phat sinh tir nhu cau mudn chia sé, dung chung tai nguyén va cho
phép giao tlep tryc tuyén (online) cuing nhu cac ung dung da phuong tién trén mang.
Tai nguyén goém co tai nguyén phan mém (dir lidu, chuong trinh tmg dung, ...) va tai
nguyén phan cimg (may in, may quét, CD ROM,.). Giao tiép truc tuyen bao gdm giri
va nhén thong diép, thu dién tir. Cac ing dung da phuong tién co thé 1a phat thanh,
truyén hinh, dién thoai qua mang, hoi thao truc tuyén, nghe nhac, xem phim trén
mang.

Trudce khi mang may tinh dugc st dung, nguoi ta thuong phai tu trang bi may in,
may v& va cac thiét bi ngoai vi khac cho riéng minh. Dé c6 thé dung chung may in thi
moi nguoi phai thay phién nhau ng01 trude may tinh duge ndi voi may in. Khi dugc
nbi mang thi tit ca moi nguoi ngdi tai cac vi tri khac nhau déu c6 quyén st dung may
in do.

Su két hop ctia may tinh vi cac hé théng truyén thong, dic biét 1 vién thong, da
tao ra cudc cach mang trong van dé t chirc khai thac va st dung hé thong may tinh.
Mo hinh tip trung dua trén may tinh 16n dugc thay thé mé hinh cic may tinh don 1é
duoc két nbi lai dé cung thuc hién cong viéc, hinh thanh méi truong lam vige nhiéu
nguoi su dung phan tan, cho phép nang cao hi¢u qua khai thac tai nguyén chung tur
nhirng vi tri dia Iy khac nhau. Céc hé thong nhu thé duoc goi 1a mang mdy tinh.

Mang may tinh ngay nay da tr¢' thanh mot linh vuc nghién ctru phat trién va tng
dung cdt 16i cia Cong nghé thong tin. Céc linh vuc nghién ciru phat trién va tng dung
cia mang: kién tric mang, nguyén ly thiét ké, cai dat va cac img dung trén mang.

1.2. CAC KHAI NIEM CO BAN

1.2.1. Lich sir phat trién

Cudi nhitng nim 60 da xudt hién cac mang xur Iy gdm cac tram cudi (terminal)
thu dong dugc ndi vao mot may xur Iy trung tim. May tinh trung tam hau nhu dam
nhiém tat ca moi viéc tir xu ly thong tin, quan ly cac thu tuc truyen dir liéu, quan ly sy
dong bo clia cac tram cu01 quan ly cac hang doi, xur ly cac ngat tir cac tram cudi,... M6
hinh nay boc 16 cac yéu diém nhu: tén qua nhiéu vat lidu (duong truyen) dé nbi cac
tram voi trung tAm, may tinh trung tm phai 1am viéc quéa nhiéu din dén qu4 tai.

Pé giam nhe nhiém vu ciia may tinh trung tim nguoi ta gom cac tram cudi vao
bd goi 12 b¢ tdp trung (hodc bg don kénh) trude khi chuyén vé trung tim. Cac bo nay
¢ chirc nang tap trung cac tin hiéu do tram cudi gui dén vao trén ciing mot duong
truyén. Sy khac nhau giira hai thiét bi nay thé hién ¢ chd:

— BO don kénh (multiplexor): ¢6 kha ning truyén song song cac thong tin do tram
cudi gui vé trung tam.

— B0 tap trung (concentrator): khong c6 kha ning nay, phai dung bo dém dé luu trit
tam thoi dir liéu
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Trong hé théng nay, moi su lién lac gilra cac tram cudi v6i nhau phai di qua may
tinh trung tdm, khong duoc noi truc tiép véi nhau >hé thong trén khong duoc goi 1a
mang may tinh ma chi dugc goi 1a mang xu [y (hinh 1.1).

May tinh trung tam
PC
T Bo tién xir Iy Bo tap trung/
| — bd don kénh
PC /
PC
B0 tap trung PC [~ e
PC PC PC PC
PC

Hinh 1.1. Mang xw ly voi cac bo tién xir Iy

T cudi nhiing nam 70, cdc may tinh duoc ndi truc tiép véi nhau dé tao thanh
mang may tinh nham phan tan tai ctia h¢ thong va tang d¢ tin cay.

PC 5 tié ;
B6 tién xu PC
Bo tién xtt Iy Bo tién xtr ly PC
PC PC PC PC
PC B¢ tap trung
PC PC
PC

Hinh 1.2. Mang may tinh- néi truc tiép cdc bé tién xir Iy
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Ciing nhitng nam 70 xuat hién khai niém mang truyén théng (communication
network), trong do cac thanh phan chinh cua nd 13 cac nit mang (Node), duoc goi la
bo chuyén mach (switching unit) dung dé huéng thong tin t6i dich.

Céc niit mang duge ndi v6i nhau bang dudng truyén goi 1a khung cua mang. Cac
may tinh xtr Iy thong tin ctiia nguoi sir dung (host) hodc cac tram cudi (terminal) dugc
ndi truc tiép vao cac nat mang dé khi can thi trao d6i thong tin qua mang. Ban than cac
nat mang thuong ciing 1 may tinh nén c6 thé dong thoi dong ca vai tro may ciia nguoi
str dung. Vi vy ching ta khong phan biét khai niém mang may tinh va mang truyén
thong. (Xem hinh 1.3).

Nut mang

Chui thich:

T (Terminal): H
thiét bi dau cubi
H (Host): may

chu, may tram T

T / N

T

Hinh 1.3. Mot mang truyén thong

Céc may tinh duoc két ndi thanh mang nhiam dat cac muc dich sau:

- Chia sé céc tai nguyén c6 gia tri cao (thiét bi, chuong trinh, dir liéu,..) khéng phu
thudc vao khoang céch dia ly cua tai nguyén va nguoi st dung.

- Tiang d¢ tin cdy cia hé thong: do c6 kha ning thay thé khi xay ra sy c¢b dbi voi
mot may tinh nao do.

1.2.2. Céc yéu t6 cia mang may tinh

Mang may tinh co thé duoc dinh nghfa: mang may tinh la tap hop cac may tinh
duge ndi voi nhau boi cac duong truyén vat 1y theo mot klen triic nao do. Nhu vay co
hai khai niém ma chung ta can phai lam 5, d6 1a duong truyén vat Iy va kién triic cua
mot mang may tinh.
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1.2.2.1. Puong truyén vit Iy

buong truyén vat 1y dung dé chuyén cac tin hidu giira cac may tinh. Cac tin hi¢u
d6 biéu thi cac gia tri dir liéu dudi dang cac xung nhi phén (on - off). Tat ca cac tin
hiéu d6 déu thudce dang song dién tur (trai tir tan s6 song radio, song ngan, tia hong
ngoat). Ung v6i mbi loai tan sb ctia song dién tir c6 cac dudng truyén vat Iy khac nhau
dé truyén tin hiéu.

Hién nay c6 hai loai duong truyén:

+ Puong truyén hiru tuyén: cap dong truc, cap doi day xoan (c6 boc kim, khong boc

kim), cap soi1 quang.

+ Puong truyén vo tuyén: radio, séng cuc ngan, tia hdong ngoai.

+ Cap déng truc dung dé truyén céc tin hiéu s trong mang cuc bg hodc lam mang
dién thoai duong dai. Cau tao gdom cd mot so1 kim loai & trung tdm dugc boc b1 mot
16p cach dién va mot ludi kim loai chong nhi€u. O ngoai cung 1a vé boc cach dién. Sg¢i
kim loai trung tdm va ludi kim loai lam thanh hai sgi dan dién dong truc

Vb boc kim loai

Day din trung 1am —e-

Lép cich dign Luwoi kim loai

Hinh 1.4. Cdp dong truc

C6 hai loai cap ddng truc khac nhau voi nhitng chi dinh khac nhau vé ky thuat
va thiét bi ghép ndi di kém: cap dong truc mong (gid thanh ré, dung pho bién), cap
ddng truc béo (dit hon, c6 kha ning chéng nhidu tét hon, thuong dugc dung lién két
mang trong moi trudong cong nghiép).

+ Cap ddi day xodn: dugc str dung rong rai trong cac mang dién thoai c6 thé kéo
dai hang cdy s6 ma khong cin bo khuyéch dai. Cau tao gom nhiéu soi kim loai cach
dién voi nhau. Cac soi nay timg d6i mot xodn lai véi nhau nham han ché nhidu dién tir.
Co hai loai cap xoéan doi dugc st dung hién nay: cap c6 boc kim loai (STP), cap khong
boc kim loai (UTP).

+ Cap soi quang: 13 cap truyén dan song anh sang, c6 ciu triic twong tu nhu cap
ddng truc véi chit liéu 1a thuy tinh. Tuc 1a gém mot diy dan trung tAm (mot hodc mot
b6 soi thuy tinh hodc plastic ¢ thé truyen dan tin hi¢u quang) dugc boc mot 16p 4o co
tac dung phan xa céc tin hiéu tro lai dé giam sy mat mat tin hiéu. C6 hai loai cap soi
quang la: single-mode (chi c6 mot duong dan quang duy nhét), multi-mode (c6 nhiéu
duong dan quang). Cap soi quang c6 do suy hao tin hiéu thap, khong bi anh huong cua
nhiéu dién tr va cac hiéu ung dién khac, khong bi phat hién va thu trém, an toan
thong tin trén mang duoc bao dam. Tuy nhién cap soi quang khé lap dat, gia thanh
cao.

+ Séng cuc ngin thuong dugc dung dé truyén gitra cac tram mit dat va cac vé tinh.
Ching dé truyén céc tin hi¢u quang ba tir mot tram phat t1 nhi€u tram thu.


Welcome
Typewriter

Welcome
Typewriter
[E-book] Sæ tay m¹ng m¸y tÝnh - Tav4 Bkav Forum

Welcome
Typewriter


[E-boOK] See tay m2ng m_y tinh - Tav4 Bkav Forum

+ Séng hong ngoai: Mdi truong truyén dan song hong ngoai 13 mot moi truong
dinh huong, trong dién hep vi vay no chi thich hop cho mét mang dién hep ban kinh tir
0.5m dén 20 m, v&i cac thiét bi it bi di chuyén. Toc d6 truyén dir liéu xung quanh
10Mbps

+ Séng radio: mdi truong truyén dan song radio 1a mot méi trudng dinh hudng
trong mang dién rong vdi ban kinh 30 km. Toc do truyén dir liéu hang chuc Mbps.

Lién quan dén duong truyén vat Iy chung ta c6 cac khai niém sau:

- Bang thong (con goi la dai thong - bandwidth): Bang thong 1a mdt khai ni¢m
cuc ky quan trong trong cac hé thong truyén thong. Hai phuong phap xem xét bing
thong c6 tam quan trong trong nghién ctru cac mang la bang thong tuong ty (analog)
va bang thong so6 (digital). Bang thong tuong tu 1a d6 do pham vi tan s6 ma dudng
truyén co thé dap tmg dugc trong mot hé thong dién tir dung k§y thuat twong tu. Don vi
do luong cho bang thong twong tu 1a Hz, hay sé chu ky trén gidy. Vi du, bang thong
cua cap dién thoai la 400-4000Hz, c6 nghia la n6 co thé truyen cac tin hi€u véi cac tan
s6 nam trong pham vi tir 400 dén 4000Hz. Bang thong sé do luong lugng thong tin tbi
da tir noi nay dén noi khac trong mot thoi gian cho trude. Pon vi co ban do luong
bang thong s 1a bit/gidy (bps) va cc boi ciia nd 1a Kilobit/gidy (kbps), Megabit/gidy
(Mbps), Gigabit/gidy (Gbps), Terabit/gidy (Tbps).. Bang théng cua cap truyén phu
thudc vao do dai cap. Cap cang dai thi bang thong cang giam. Do vy khi thiét ké
mang phai chi rd d6 dai chay cap tdi da, boi vi ngoai gidi han dé thi chat lwong truyén
tin hi€u khong con duogc bao dam.

- Théng lwong (throughput): thong luong 13 luong thong tin thuc sy duge truyén
qua trong mot don vi thoi gian. Cling nhu bang thong, don vi cua thong lugng 1a bps
va cac boi cua n6: Kbps, Mbps, Gbps, Gbps, Tbps. Trong mot mang LAN bang thong
¢6 thé cho phep 100Mbps, nhung didu nay khong c6 nghia 1a mdi nguoi dung trén
mang déu co thé di chuyen thuc sy 100 Megabit dit liéu trong mot gidy. Diéu nay chi
dung trong nhirng diéu kién vo cung ly tuong. Do nhiéu 1y do, thong lugng thudng nho
hon rat nhiéu so v6i biang thong sb t6i da ciia moi truong mang.

- Hidu sudt sir dung dwong truyén (utilization): Dai lugng nay déac trung cho hiéu
sudt phuc vu cta duong truyen trong mang. N6 dugc do bang ty 18 % gitra thong luong
va bang thong ciia duong truyén.

- bo tNré~ (delay): do tré 1a thoi gian can thiét dé truyén mot goi tin tur ngudn dén
dich. D9 tré thuong dugce do bang miligidy (ms), gidy (s). Do tré phu thudc vao bang
thong cua mang. Bang thong cang 16n thi dg tré cang nho.

- Do suy hao la d6 do su yéu di cta tin hiéu trén dudng truyén. N6 ciing phy

thudc vao do dai cap. Con do nhzeu tir gdy ra boi tién on dién tir bén ngoai 1am anh
hudng dén tin hiéu trén duong truyén.

1.2.2.2. Kién trisc mang mdy tinh

Kién triic mang may tinh (network architecture) thé hién cdch néi cac may tinh
vOi nhau ra sao va tap hop cac quy tdc, quy wéc ma tat ca cac thuce thé tham gia truyén
thong trén mang phai tuan theo dé dam bao cho mang hoat dong tot.
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Céach ndi cac may tinh dugc goi 13 hinh trang (topolopy) ciia mang hay noi cho
gon 14 topo mang. Con tap hop cac quy tic, quy udc truyén thong dugce goi 1a giao
thirc (protocol) ctia mang. Topo va giao thirc 14 hai khai niém rat co ban ciia mang may
tinh, vi thé chung s& dugc trinh bay cu thé hon trong nhimg phan sau:

e Topo mang

C6 hai kiéu két ndi mang chu yéu 1a diém - diém (point-to-point) va quang ba
(broadcast hay point-to-multipoint).

Theo kiéu két ndi diém - diém, cac duong truyén ndi ting cap nit voi nhau va
mdi nit déu o trach nhiém luu trir tam thoi sau d6 chuyén tiép dir liéu di t6i dich. Do
cach 1am viéc nhu thé nén mang kiéu nay con dugc _goi 1a mang luu va chuyen tiép
(store and forward). Noi chung cac mang dién rong déu sir dung nguyén tic nay. Hinh
2 cho mdt s6 dang topo ciia mang loai nay.

Theo kiéu quang ba, tat ca cac nit mang dung chung mét duong truyen vat ly.
Dir liéu gui di tir mot nit mang ¢ the duogc tit ca cac niit mang con lai tiép nhan >
chi can chi ra dia chi dich cua dix liéu dé mdi nat kiém tra xem c6 phai 1a gtri cho minh
hay khong. Hinh 3 cho mot s6 dang topo ctia mang loai nay.

Hinh sao (star) chu trmh {loop) cay (tree) ddy di (complet)
o /\/‘\ A
<IN AN NN R

Hinh 1.5. Mét 56 topo mang diém-diém

Vong (ring) Tuyén tinh (Bus) Vé tinh (satelite) hodic radio

ﬁ% 1
Lol 5y vy

Hinh 1.6. Mét s6 topo mang qudng bd

Trong cac topo dang vong hodc dang tuyen tinh can c6 mot co che ‘trong tai” dé
giai quyet xung dot khi nhiu nit mudn truyén tin cung mot luc. Viée cap phat duong
truyén co thé 1a “dong” hodc “tinh”. Cép phat “tinh” thuong dung co ché quay vong de
phan chia duong truyen theo cac khoang thoi gian dinh trude. Cap phat “dong” 1a cap
phat theo yéu cau dé han ché thoi gian “chét” vo ich ctia duong truyén.
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® Giao thirc mang

Viéc trao d6i thong tin cho du 1a don gian nhit, cling déu phai tuan theo nhu’ng
quy tic nhét dinh. Hai ngudi noi chuyén v6i nhau mudn cho cudc néi chuyén co két
qua thi it nhat ca hai ciing phai ngdm dinh tun theo quy tic: khi nguoi nay noi thi
nguoi kia phai nghe va ngugc lai. Viéce truyén tin hiéu trén mang cling vy, cin phai c6
nhitng quy tac, quy udc vé nhiéu mat:

+ Khudn dang cua dir li¢u: cu phap va ngir nghia
+ Thu tuc giri va nhan dir liéu
+ Kiém soat chit lugng truyén
+ Xr Iy cac 16i, su ¢d
Tap hop tat ca cac quy tic, quy udc trén goi 1a giao thirc mang. Yéu cau vé xu Iy

va trao d6i thong tin ciia ngudi sir dung ngay cang cao thi giao thirc mang cang phuc

tap. Cac mang co thé ¢6 giao thirc khic nhau tuy thudc vao su lya chon cuia nha thiét
ké.

1.2.3. Phan loai mang may tinh

C6 nhiéu cach dé phan loai mang mdy tinh tuy thudc vao yéu té chinh duoc chon
lam chi ti€u dé phan loai: khoang cach dia ly, k¥ thuat chuyén mach, kién tric cua
mang.

1.2.3.1. Theo khodng cach dia ly
Néu 1dy khoang cach dia 1y 1am yéu t6 chinh dé phan loai thi mang may tinh
dugc phan thanh 4 loai: mang cuc by, mang do thi, mang dién rong, mang toan cau.

- Mang cuc b (Local Area Networks - LAN): cai ddt trong pham vi tuong
doi hep (vi du nhu trong mQt toa nha, mot co quan, mdt truong hoc,..), khoang cach
16m nhat gitra cac may tinh n61 mang la vai chuc km tré lai.

- Mang d6 thi (Metropolitan Area Networks - MAN): cai dat trong pham vi
mot do thi, mot trung tam kinh t€ xa hdi, c6 ban kinh nhé hon 100 km.

- Mang dién rong (Wide Area Networks - WAN): pham vi cua mang ¢ thé
vuot qua bién gidi quoc gia va tham chi ca luc dia.

- Mang toan cau (Global Area Networks - GAN): pham vi rOng khép toan
cau. Mang Internet 1a mdt vi du cho loai nay.

Chtng ta clng can luu v rang khoang cach dia 1y duogc dung lam “mdc” chi

mang tinh twong d6i. Cung véi sy phat trién cta cac cong nghé truyén dan va quan tri
mang thi nhitng ranh gidi d6 ngay cang mo nhat di.

1.2.3.2. Dwa theo ky thudt chuyén mach

Néu qléy “ky thuat chuyén mach” lam yéu t6 chinh dé phan ploai thi ta ¢6 3 loai:
mang chuyén mach kénh, mang chuyén mach thong bado va mang chuyén mach goi.
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a. Mang chuyén mach kénh

Khi c6 hai thyc thé can trao doi thong tin véi nhau thi gitra chung sé& thiét 1ap mot
“kénh” ¢0 dinh va dugc duy tri cho dén khi mot trong hai bén ngat lién lac. Céc dir li¢u
chi dugc truyén theo con duong c6 dinh do.

_______ At

— 81 $6 —[B]

\53—55/

Hinh 1.7. Mang chuyén mach kénh

Nhuoc diém:
+ Ton thoi gian dé thiét 1ap kénh ¢ dinh giita hai thyc thé

+ Hiéu suit sir dung duong truyen thap vi s& c¢6 luc kénh bi bo khong do ca hai bén
déu hét thong tin can truyén trong khi céc thuc thé khac khong duoc phép st
dung kénh truyén nay.

b. Mang chuyén mach théng bdo

Thong bao (message) 1a mot don vi thong tin cua nguoi sir dung c6 khudn dang
duoc qui dinh trude. Mdi théng bao déu co chira ving thong tin d1eu khién trong do6
chi dinh 16 dich dén cia thong bao. Can cir vao thong tin nay ma moi nit trung gian cé
thé chuyén thong bao t6i nat ké tiép theo duong dan téi dich cia né.

M&i nut can phai luu trir tam thoi dé “doc” thong tin diéu khién trén thong bao dé
sau d6 chuyén tlep thong bao di. Tuy thudc vao diéu kién cua mang, cac thong bao
khac nhau c6 thé truyén theo dudng truyén khac nhau.

‘ Message 2 |

Hinh 1.8. Mang chuyén mach théng bdo
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Uu diém so véi mang chuyén mach kénh:

- Hiéu suit sir dung duong truyén cao vi khong bi chiém dung doc quyén ma dugc
phén chia gitra nhi€u thuc thé.

- MB&i niit mang c6 thé luu trit thong bao cho téi khi kénh truyén rdi moi giri thong
bao di, vi vay gidm dugc tinh trang tdc nghén mach.

- €6 thé diéu khién viéc truyén tin bang cach sap xép do vu tién cho cac thong bao.
- €6 thé tang hiéu suat sir dung dai thong bang cach gan dia chi quang ba dé gui
thong bao dong thoi téi nhicu dich.
Nhuge diém:

- Khong han ché kich thudc cia cac thong bao, dan dén phi ton luu tru tam thoi
cao va anh hudng téi thoi gian dap (respone time) va chat lugng truyén tin.

- Thich hgp cho cac dich vu thu tin dién tr hon 1a cac ap dung ¢ tinh thoi gian
thuc vi ton tai 6 tré do luu trit va xtr 1y thong tin diéu khién tai mdi nit.

c. Mang chuyén mach géi

M3di thong béo duge chia 1am nhiéu phan nho hon duoc goi 1a cac goi tin co
khuén dang quy dinh trude. M&i géi tin ciing chira cac thong tin diéu khién, trong d6
6 dia chi nguon (nguoi gui) va dich (ngudi nhan) cua goi tin. Cac goi tin cua mot
thong bao c6 thé di qua mang t6i dich bang nhiéu con duong khac nhau. O bén nhan,
tht ty nhan duoc co thé khong dung thu ty duoc gui di.

message [1]—

ABIR >
l / \ llll

lll

3] 2]

Hinh 1.9. Mang chuyén mach géi

So sanh mang chuyén mach thong bao va mang chuyén mach goi:
¢ Gidng nhau: phuong phap gidng nhau

¢ Khac nhau: Cac géi tin dugc gioi han kich thude t6i da sao cho cac nut mang c6
thé xur 1y toan bo goi tin trong bo nh¢ ma khong can phai luu trir tam thoi trén dia. Vi
thé mang chuyén mach goi truyén cac géi tin qua mang nhanh chong va hiéu qua hon
s0 v6i mang chuyén mach thong bao. Nhung vin dé kho khian cta mang loai nay la
viéc tap hop céc gobi tin dé tao lai thong bao ban dau cua nguoi st dung, dac biét trong
truong hop cac goi dugc truyén theo nhiéu duong khac nhau. Can phai cai dat co ché
“danh dau” g0i tin va phuc hoi g0i tin bi thét lac hodc truyén bi 16i cho cac nut mang.

Do ¢6 uu diém mém déo va hi€u suat cao hon nén hién nay mang chuyén mach
g61 dugc st dung phd bién hon cac mang chuyén mach thong bdo. Viéc tich hop ca hai

13


Welcome
Typewriter
[E-book] Sæ tay m¹ng m¸y tÝnh - Tav4 Bkav Forum

Welcome
Typewriter


[E-book] See tay mtng m_y tinh - Tav4 Bkav Forum

k¥ thuat chuyén mach (kénh va goi) trong mot mang thong n,hét’(duo’c goi 1a mang
dich vu tich hop so- Intergrated Services Digital Networks, viét tat la ISDN) dang la
mdt xu hudng phat trién cia mang ngay nay.

1.2.3.3. Phan loai theo kién tricc mang

Nguoi ta con phén loai mang theo kién triic mang (topo va giao thirc sir dung).
Céc mang thuong hay dugc nhac dén nhu: mang SNA cua IBM, mang ISO, mang
TCP/IP.

1.3. KIEN TRUC PHAN TANG VA MO HINH OSI

1.3.1. Kién tric phan tang

Pé giam do phure tap cua viée thiét ké va cai dat mang, hau hét cac may tinh déu
dugc phan tich thiét ke theo quan diém phan tang M01 hé théng thanh phan clia mang
dugc xem nhu mot céu tric da tang, trong d6 mdi ting dugc xay dung trén tang trudc
n6. S6 lugng cac tang ciing nhu tén va chirc nang cua mdi tang tuy thudc vao nha thiét
ké. Trong hau hét cac mang, myc dich ctiia moi tang 1a de cung cip mdt s6 dich vu nhét
dinh cho tdng cao hon. Mbi tang khi sir dung khong can quan tdm dén cac thao tac chi
tiét ma cac dich vu d6 phai thyuc hién.

Heé théng A Hé thong B
N Giao thuc téng N A
Tang N €T » | Tang N
. Giao thirc ting i + 1 .
Tangi+l (¢ 77 TTTTTTTTTTOS Tangi+1
Tang i <- _91_21 © :[h}I_C fal_lg S » | Tang i
Tangi-1 [¢777-wwwo N > | Tangi-1
Giao thuc tang i -1
) Giao thuc tang 1 -
Tang 1 |77 777N Tang 1

Puong truyén vat 1y
Hinh 1.10. Minh hoa kién triic phén tang tong qudat

Nguyén tic ciia kién tricc mang phén ting:

- Mbdi hé théng trong mot mang déu co céu tric tang nhu nhau (sd lugng ting,
chtrc nang cia moi tang).
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Dir liéu khong dugc truyén truc tiép tur tﬁng i ciia hé thong nay sang tang thir i
cua hé thong kia (ngoai trur d6i voi tang thap nhat). Bén giri dit lidu cung voi cac
thong tin diéu khlen chuyén dén tang ngay dudi no va cir thé cho dén tang thap
nhat. Bén duéi ting nay 1a dudng truyén vat 1y, & day su truyen tin mdi thyc sy
dlen ra. P6i v6i bén nhén thi cac thong tin dugc chuyén tir ting dudi 1én trén cho
t61 tAng i ciia hé thong nhan.

Giita hai hé thong két ndi chi ¢ ting thap nhat méi c6 lién két vat 1y con ¢ ting
cao hon chi 1a lién két logic hay lién két 40 duoc dua vao dé hinh thirc hoa céac
hoat dong ctia mang, thuan tién cho viéc thiét ké va cai dat cac phﬁn mém truyén
thong.

Cdc vén dé can phdi gidi quyét khi thiét ké cdc ting

Co ché ndi, tach: mdi mot tﬁng can c6 mot co ché dé thiét lap két ndi, va co mot
co ché dé ket thiic két noi khi ma sy két noi 1a khong can thiét nira.

Céc quy tic truyén dir liéu: Trong cac hé thong khac nhau dit liéu co thé truyén
theo mot s6 cach khac nhau:

+ Truyén mot hudng (simplex)

+ Truyén hai huéng dong thoi (full-duplex)

+ Truyén theo ca hai hudng luan phién (half-duplex)

Kiém soat 16i: Pudng truyén vat 1y ndi chung 1a khong hoan hao, can phai thoa
thuan dung mot loai ma dé phat hién, ki€m tra 101 va sura 161. Phia nhan phai co
kha nang thong bdo cho bén gui bict cac gdi tin nao da thu dung, goi tin nao phat
lai.

Do dai ban tin: Khong phai moi qua trinh déu chdp nhan do dai goi tin 1a tuy v,
can phai c6 co ché dé chia ban tin thanh cic goi tin du nho.

Thir tu cac goi tin: Cac kénh truyén co thé giit khong dung thir ti cac goi tin, do
d6 can co6 co ché dé bén thu ghép dung thir ty ban dau.

Téc d6 phat va thu dit lidu: Bén phat c6 toe do cao c6 thé 1am “lut” bén thu co tdc
dd thap. Can phai c6 co ché dé bén thu bido cho bén phat biét tinh trang d6 dé
diéu khién luu lugng hop 1y.

1.3.2. Mt s6 khai niém co ban

Tang (layer)

Moi qué trinh trao doi thong tin gitta hai dbi tuong déu thuc hién qua nhiéu buéc,
cac budc nay doc 1ap tuong doi véi nhau. Thong tin dugce trao do1 gitra hai doi
tuong A, B qua 3 budc:

Phat tin: Thong tin chuyén tir ting cao = tang thap
Nhan tin: Thong tin chuyén tir ting thip - ting cao

Qué trinh trao ddi thong tin tryc tiép qua duong truyén vat 1y (thyuc hién ¢ tang
cudi cung)
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Giao dién, dich vu, don vi dit liéu
- MGdi quan hé giita hai tAng ké nhau goi 1a giao dién
- Mbi quan h¢ giita hai ting dong mirc ciia hai hé thong khac nhau goi 14 giao thirc

- Thuc thé (entity): 1a thanh phan tich cuc trong mdi ting, nd co thé 1a mot tién
trinh trong hé da xtr Iy hay 1a mét trinh con céc thuc thé trong cing 1 ting & cac
hé thdng khac nhau (goi 1a thuc thé ngang hang hay thyc thé dong mirc). Mdi
thuc thé c6 thé truyén thong 1én tang trén hodc tang dudi né thong qua mot giao
dién (interface). Giao di¢n gém mot hodc nhiéu diém truy nhap dich vu (Service
Access Point - SAP). Tai cac diém truy nhap dich vu t?mg trén chi c6 thé sir dung
dich vu do tﬁng dudi cung cép. Thuc thé dugc chia 1am hai loai: thuc thé cung
cép dich vu va st dung dich vu:

+ Thuyec thé cung cip dich vu (service provide): 1a cac thuc thé & tang N cung cap
dich vu cho tang N +1.

+ Thuc thé sur dung dich vu (service user): do la cac thyc thé & ting N st dung
dich vu do tang N - 1 cung cép.

- DPon vi dir liu str dung giao thirc (Protocol Data Unit - PDU)
- DPon vi dir liéu dich vu (Service Data Unit - SDU)
- Théng tin diéu khién (Protocol Control Information - PCI)

Mot don vi dit liéu ma 1 thuc thé ¢ ting N cua hé thong A gui sang thyc the o
tang N & mot hé thong B khong bang duong truyén tryc tiép ma phai truyén xudng
dué6i dé truyén bang tang thip nhit thong qua duong truyén vat 1y.

+ Dit liéu & tang N-1 nhan duoc do ting N truyén xudng goi 1a SDU.
+ Phén thong tin diéu khién ctia mdi ting goi 1a PCL
+ O tang N-1 phan thong tin diéu khién PCI thém vao dau ciia SDU tao thanh

PDU. Néu SDU qué dai thi cat nho thanh nhiéu doan, mdi doan bd sung phan
PCI, tao thanh nhi¢u PDU.

Bén hé théng nhan trinh ty dién ra theo chiéu ngugc lai. Qua mdi tang PCI tuong
ung s€ dugc phan tich va cat bo khoi PDU trude khi gtri 1€n tang trén.

1.3.3. M6 hinh OSI

1.3.3.1. Gioi thiéu

Khi thiét ké cac nha thiét ké tu do lwa chon kién tric mang riéng cia minh. Tu
d6 dan dén tinh trang khong tuong thich gifta cdc mang: phuong phap truy nhap duong
truyén khac nhau, sir dung ho giao thtrc khac nhau,... Sy khong twong thich d6 lam cho
nguoi sir dung cac mang khac nhau khong thé trao ddi thong tin v6i nhau duoc. Su
thuc bach cua khach hang khién cho cac nha san xut va nhitng nha nghién ctru, thong
qua to chizc chuan hoa qubc té va qudc gia dé tim ra mot giai phap chung dan dén sy
hoi tu cia céc san pham mang. Trén co s& d6 nhitng nha thiét ké va cac nghién ctru lay
d6 lam khung chuan cho san phim ctia minh.
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Vi Iy do d6, nam 1977, T6 chirc tiéu chudn hoa qudc té (International

Organization for Standardization - ISO) d 1ap ra mot tiéu ban nham dua ra mot khung
chuan nhu thé. Két qua 1a vao nam 1984 ISO di xay dung mo hinh 7 ting goi 1a mo
hinh tham chiéu cho viéc nbi két cac hé théng md (Reference Model for Open Systems
Interconnection - OSI Reference Model) goi tit 1a mé hinh OSI. M6 hinh nay duoc
dung 1am co s¢ dé ndi két cac hé thdng mé phuc vu cho cic ing dung phan tan - Moi
hé thdng tuan theo mé hinh tham chiéu OSI déu c6 thé truyén thong tin v4i nhau.

Hé théng A Hé théng B
Giao thirc tAng 7
e [ o= ’

7 APPLICATION UNG DUNG 7
Giao thirc tang 6

6 PRESENTATION  T®--""""-"--------------- = TRINH DIEN 6
Giao thtrc tang 5 X

5 SESSION R L LR - PHIEN 5
Giao thure tang 4 ]

4 TRANSPORT D =  GIAO VAN 4
Giao thuc tang 3

3 NETWORK SR EEEEEEE R Soomees - MANG 3
Giao thurc tang 2

2 DATA LINK B ™ LIEN KET DU LIEU 2
Giao thuc tang 1

1 PHYSICAL B =T VATLY 1

Puong truyén vat Iy

Hinh 1.11. M6 hinh OSI 7 tang

1.3.3.2. Chikc nang cdc ting trong mé hinh OSI

a. Tang vt 1y (Physical)

Téng vat Iy lién quan dén truyén dong céc bit gilta cac may véi nhau bang dudng
truyén vat 1y. Tang nay lién két cac giao dién ham co, quang va dién voi cap. Ngoai
ra no ciing chuyén tai nhitng tin hiéu truyén dir liéu do cac tang & trén tao ra.

Viéc thiét ké phai bao dam néu bén phat giri bit 1 thi bén thu ciing phai nhan bit 1
chtr khong phai bit 0

Tang nay phai quy dinh rd mirc dién ap biéu dién dit liéu 1 va 0 1a bao nhiéu von
trong vong bao nhiéu gidy

Chiéu truyén tin 14 1 hay 2 chiéu, cach thirc két ndi va huy bo két ndi

Dinh nghia cach két ndi cap v4i card mang: bd ndi c6 bao nhiéu chan, chirc ning
cuia moi chan

Tém lai: Thiét ké ting vat 1y phai giai quyét cac van dé ghép ndi co, dién, tao ra cic

ham, tha tuc dé truy nhap duong truyén, duong truyén cac bit.
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b. Tang lién két dit liéu (data link)

Cung cép phuong tién dé truyén thong tin qua lién két vat Iy dam bao tin cdy: giri
cac khoi dir liéu véi co ché dong bd hod, kiém soat 101 va kiém soat luong dir li¢u
can thiét

Céc budc tang lién két dit liéu thyc hién:

+ Chia nho thanh cac khdi dir liéu frame (vai trim bytes), ghi thém vao dau va
cuoi cua cac frame nhitng nhom bit ddc biét dé lam ranh gidi gilra cac frame

+ Trén cac dudng truyén vat Iy ludn cé 16i nén tang nay phai giai quyét van dé
sua 101 (do ban tin bi hdng, mat va truyén lai)

+ Giir cho sy dong bo tdc do giira bén phat va bén thu

Tom lgi: tang lién két dit liéu chiu trach nhiém chuyén khung dir li¢u khong 16i tir

may tinh nay sang may tinh khac thong qua tang vat Iy. Tang nay cho phép ting mang
truyén dit liéu gan nhu khong pham 15i qua lién két mang

Tang mang (Network)

C.

Lap dia chi cac thong diép, dién dich dia chi va tén logic thanh dia chi vat ly

Kiém soat va diéu khién duong truyén: Dinh rd cac b tin duge truyén di theo con
duong nao tir ngudn tdi dich. Cac con duong d6 c6 thé 1a ¢ dinh dbi voi nhimg
mang it thay d6i, ciing c6 thé 1a dong nghia 1 cac con dudng chi duoc xac dinh
trude khi bat ddu cude noi chuyén. Cac con dudng do6 c6 thé thay doi tuy theo trang
thai tai tirc thoi.

Quan 1y luu luong trén mang: chuyén d6i goi, dinh tuyén, klem soat sy tic nghén
dir liéu (néu co nhiéu géi tin ciing dugc giri di trén duong truyén thi c6 thé xay ra
tic nghén )

Kiém soat luong dir li¢u va cat hop dir li€u (néu can)

. Tang giao vin (Transport)

Thuce hién viéc truyén dit liéu gitra hai dau nat (end - to - end).

Thuc hién kiém soat 15i, kiém soat ludng dit liéu tir may = may. Dam bao goi tin
truyén khong pham 101, theo dung trinh tir, khong bi mat mat hay sao chép.

Thuc hién viéc ghép kénh, phan kénh cat hop dit liéu (néu can). Pong goi thong
diép, chia thong di€p dai thanh nhiéu goi tin va gdp cac goi nhdé thanh mot bo.

Tang nay tao ra mot két ndi cho mdi yéu cau ciia tang trén nd. Khi cé nhidu yéu cau
tir tang trén véi thong lugng cao thi nd c6 thé tao ra nhiéu két néi va cung mot lac
c6 thé gui di nhi€u bo tin trén duong truyén.

. Tang phién (Session)

Cung cap phuong tién truyén thong giita cac ung dung: cho phép nguoi sir dung
trén cac may khac nhau co6 thé thiét 1ap, duy tri, huy bo va dong bd hoé cac phién
truyén thong gitra ho vé1 nhau.

Nhiém vu chinh:
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+ Quan 1y thé bai dbi v6i nhitg nghi thic: hai bén két ndi dé truyén thong tin
khong ddng thoi thyc hién mot sb thao tac. Pé giai quyét van dé nay tang phién
cung cip 1 thé bai, thé bai co thé dugc trao d6i va chi bén nao giit thé bai méi cé
thé thuc hién mot s thao tac quan trong

+ Van dé dong bo: khi can truyén di nhiing tap tin dai ting nay chen thém cac diém
kiém tra (check point) vao ludng dir lidu. Neu phat hién thay 15i thi chi c¢6 dit liéu
sau diém kiém tra cudi cing méi phai truyén lai

£ Téang trinh dién (Presentation)

Quyét dinh dang thirc trao doi dir liéu gitta cac may tinh mang. Nguoi ta c6 thé goi
day la bo dich mang. 0] bén gur, tang nay chuyén doi ¢t phap dir lidu tir dang thirc
do tang ing dyng gui xuong sang dang thurc trung gian ma tng dung nao cling co
thé nhan biét. O bén nhén, tang nay chuyén cac dang thirc trung gian thanh dang
thirc thich hop cho ting tng dung ctia may nhan.

Tang trinh dién chiu trach nhiém chuyén di giao thirc, bién dich dit liéu, ma hoa dir
liéu, thay d6i hay chuyén doi ky tu va mé rong 1énh d6 hoa.

Nén dir li¢u nham lam gidm bat s6 bit can truyén

O tang nay c6 bo doi hudng hoat dong dé ddi hudng cac hoat dong nhap/xuat dé giri
dén cac tai nguyén trén may phuc vu

g. Tdng iing dung (Application)

Cung qép cac phuong tién dé nguoi st dung c6 thé truy nhap dugc vao méi truong
OSI, dong thoi cung cap céac dich vu thong tin phan tan.

Tang nay dong vai trd nhu cira s6 danh cho hoat dong xir 1y céc trinh ing dung
nham truy nhap cac dich vu mang. No biéu dlen nhirng dich vu hd tro truc tiép cac

mg dung ngudi dung, chang han nhu phan mém chuyén tin, truy nhap co s dit lidu
va email.

X 1y truy nhap mang chung, kiém soat 16i va phuc hoi 15i.

1.3.3.3. Cac dich vu va ham

Dich vu la mot day, mét tap cac thao tac so cap hay la cac ham nguyén thuy ma mot

tang cung cap cho tang trén né. Dich vu lién quan dén 2 ting ké nhau

a. Dich vu dinh huong lién két va dich vu khong lién két

O mbdi tang trong md hinh OSI c6 hai loai dich vu: dich vu dinh huéng lién két

(connection - oriented service) va dich vu khong dinh huéng lién két (connectionless
service)

Dich vu dinh hudng lién két: 1a dich vu theo mé hinh dién thoai, trude khi truyén dir
li¢u can thiet 1ap mot lién két logic gitra cac thuc thé dong mirc

Dich vu khong lién két: khong can phai thiét 1ap lién két logic va mot don vi dit liéu
duoc truyén la doc 1ap voi cac don vi dir li€u trude hodc sau nd. Loai dich vu nay
theo mo hinh buu dién: moi ban tin hay moi birc thu can c6 mét dia chi cu thé bén
nhan
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Trong phwong phdp lién két qua trinh truyén thong gom cé 3 giai doan:

Thiét lap lién két (logic): hai thuc thé dong murc & hai hé thong s€ thuong luong voi
nhau vé tip cac tham sb s& sir dung trong giai doan truyén sau (thé hién bang ham
CONNECT).

Trqyén dir liu: dir liu dugce truyén voi cac co ché kiém soat va quan ly kém theo
(kiém soat 1o, kiém soat luong dir li¢u, cat/hop dir licu,...) dé tang do tin cdy va hi¢u
qua cua viéc truyén dit liéu (ham DATA).

Huy bo lién két (logic): giai phong cac tai nguyén hé théng da dugc cip phat cho
lién két dé dung cho cac lién két khac (ham DISCONNECT).

Trong mdi loai dich vu duoc dic trung béng chét lugng dich vu. C6 dich vu doi héi

bén nhan tin guri thong bao xac nhan khi do do tin cay dugc bao dam.

C6 nhitng tmg dung khong chap nhan su cham tré do phai x4c nhan sy truyén tin

(VD hé thong truyén tin). Nhung c6 nhiéu Gng dung nhu thu tin dién tir nguoi gl chi
can ¢6 mot dich vu voi do tin cdy cao, chap nhan sy cham tre.

b. Cac ham nguyén thuy cua dich vu

Mot dich vu gom 1 s6 thao tac so cip hay cac ham nguyén thuy. Mot thuc thé cung

cap dich vu cho mét thyc thé ¢ tang trén no6 thong qua viée goi cac ham nguyén thuy. Cac
ham nguyén thuy chi rd chirc nang can phai thyc hién va ding dé chuyén dir lidu vao
thong tin diéu khién. C6 4 ham nguyén thuy dugc dung dé xac dinh tuong tic giita cac
tang ké nhau (hinh 1.12).

Request (yéu cau): ngudi sit dung dich vu dung dé goi chirc ning hoic yéu cau thyuc
thé khac thuc hi¢n mot cong viéc nao do.

Indication (chi bao): ngudi cung cap dich vu dung dé goi mot chirc ning nao do, chi
bao mdt chirc nang da dugc goi & mdt diém truy nhap dich vu.

Response (trd 101): nguodi su dung dich vu dung dé hoan tit mét chuc nang da dugc
goi tur trude bdi mot ham nguyén thuy Indication ¢ diém truy nhéap dich vu do.
Confirm (x4c nhan): ngudi cung cip dich vu dung dé hoan tit mot chirc ning da
dugc goi tir trude bodi mdt ham nguyén thuy Response tai diém truy nhép dich vu.

Quy trinh thyc hién mdt giao tac gitra hai hé théng AvaB:

Tang N+1 ciia A giri xudng tang N ké& dudi né mot ham Request

Tang N ctia A cu tao mot don vi dir liéu dé guri yéu cau do sang tang N cua B theo
giao thuc tang N da xac dinh

Nhan dugc yéu cau, ting N cua B chi bao 1én tang N+1 ké trén no bang ham
Indication

Tang N cua B tra 101 bang ham Response gtri xudng tang N k& dudi nd

Tﬁng N cta B cu tao mot don vi dit lidu dé gui tra 101 do vé tr:flng N cua A theo
giao thuc tang N da xac dinh

Nhan duoc tra 101, tﬁng N cua A xac nhan véi tﬁng N+1 ké trén nd bé“mg ham
Confirm, két thuc mot giao tac gitra hai hé thong.
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System A
(N+1) Layer
Confirm
Request
B S HnEe e
SAP
(N) Layer < -

N)

System B
(N+1) Layer Sevice user
Reponse Indication
Interface
] SAP
Tt (N) Layer  [~""7"7770C

Protocol

Hinh 1.12. So' do hoat dong cia cdc ham nguyén thuy

Céc thao tac so cap noi chung 13 ¢6 tham s6 (VD Connect.Request). Cac tham sd gom:

- Dia chi may goi
- bia chi may nhan

- Loai dich vu

- Kich thudc cuc dai cua ban tin

Néu thuc thé bi goi khong chép nhén kich thude cuc dai ma ban tin dua ra n6 co thé
yéu cau kich thudc méi trong thao tac cua ham Response. Cac chi ti€t cua qué trinh thoa
thudn 1a mot phan ctia nghi thure. Céc dich vu c6 thé xac nhan hodc khong xac nhan.

- Céc dich vu x4c nhan co thé co6 cac ham nguyén thuy: Request, Indication,

Response, Confirm

- Dich vu khong xéc nhén c6 hai ham nguyén thuy: Resquest, Indication

Trong thuc t€ loai dich vu connect luén ludn 1a cé xac nhan, con cac loai dich vu
DATA la khong x4c nhan hodc c6 xac nhan.

STT Ham nguyén thuy Y nghia

1. | CONNECT.Request Yéu céu thiét 1ap lién két

2. | CONNECT.Indication Béo cho thyc thé bi goi

3. CONNECT.Response Pong ¥ hay khong dong y

4. | CONNECT.Confirm Xac nhan voi bén goi viée két ndi co dwoc chép
nhan hay khong

S. DATA.Request Bén goi yéu ciu truyén dit ligu

6. | DATA. Indication Béo cho bén nhén biét 1a dir liéu di dén

7. | DISCONNECT.Request | Yéu cau huy bo lién két

8. DISCONNECT.Indication | Bao cho bén nhan
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Vi du:

CONNECT.Request Ban quay s6 dién thoai cta ¢d Lan
CONNECT.Indication Chuong reo
CONNECT.Response C6 Lan nhac may
CONNECT.Confirm Chudng ngung reo
DATA.Request Ban n6i chuyén véi c6 Lan
DATA.Indication C6 Lan nghe thiy ban néi
DATA.Response Co6 tra 101 ban
DATA.Confirm Ban nghe thay cau tra 1oi
DISCONNECT.Request Ban cup may

10. DISCONNECT.Indication C6 Lan nghe thiy ban cip may.

1.3.4. Ciac md hinh chuin hoa khac

1.3.4.1. M6 hinh TCP/IP

Mic di md hinh tham chiéu OSI duge chép nhén rong rai kh'Zip noi, nhung chuén
mod vé ky thuat mang tinh lich st cua Internet lai 14 TCP/IP (Transmission Control
Protocol/Internet Protocol). M6 hinh tham chiéu TCP/IP va chong giao thue TCP/IP tao
kha nang truyén dit liéu gitra hai mdy tinh tor bat ky noi nao trén thé gidi, VOl toc do gan
bang toc do anh sang. Mo hinh TCP/IP ¢6 tam quan trong trong lich su, gan giéng nhu
cac chuan di cho phép dién thoai, nang lugng dién, duong sat, truyén hinh va cong ngh¢
bing hinh phat trién cuc thinh.

Hinh 1.13 trinh bay hai mé hinh tham chiéu TCP/IP va OSI dé tién so sanh.

M6 hinh OSI M6 hinh TCPTP
Tang ng dung Téing tng dung
Téang trinh dit litu
Téng phien l
Tz a0 van Ta a0 Van Khong
aIT-E £l : ?ng £l : c6 trong
Tang mang Tang Internet mb hinh

Ting litn két dir hitu

- — Tang Host-to-network
Tang vat ly

Hinh 1.13. Twong iimg cdc tang cdc kién triic TCP/IP va OSI

Cic ting ciia mé hinh tham chiéu TCP/IP

Bo quéc phong My goi tat 1a DoD (Department of Defense) da tao ra mo hinh tham
chiéu TCP/IP vi mubn mot mang co thé ton tai trong bét ctr diéu kién nao, ngay ca khi c6
chién tranh hat nhan. DoD muén céc g61 dir ligu xuyén subt mang vao moi lac, dudi bét
ctr diéu kién nao, tir bat cir mot diém dén mot diém khac. Pay 1a mot bai toan thiét ké cuc
ky khé khan ma tir d6 1am nay sinh ra mé hinh TCP/IP, vi vay da tré thanh chuan Internet
dé phat trién.
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Tang irng dung (Application)

Céc nha thiét ké TCP/IP cam thiy ring cic giao thirc mirc cao nén bao gdm céc
tang trinh bay va ting phién. bé don gian, ho tao ra mot tang ing dung kiém soat céc
giao thire mure cao, cac van dé cia tang trinh bay, ma hoa va dicu khlen hoi thoai. TCP/IP
tap hop tat ca cac van dé lién quan dén ung dung vao trong mot tang, va dam bao dir liéu
duoc dong goi mot cach thich hop cho tang ké tiép.

Tang vin chuyén (Transportation)

Téng van chuyén dé cap dén cac van dé chat luong dich vu nhu do tin cay, diéu
khién ludng va stra 15i. Mot trong cac giao thirc cua n6 la TCP, TCP cung clp cac phuong
thirc linh hoat va hiéu qua dé thuc hién cac hoat dong truyén dit liéu tin cdy, hiéu Xudt
cao va it 15i. TCP la giao thirc ¢6 tao cau nbi (connection-oriented). N6 tién hanh hoi
thoai gitra nguon va dich trong khi boc thong tin tang ng dung thanh cac don vi goi la
segment.Tao cau ndi khong co nghia la ton tai mOt mach thyuc sy gitra hai may tinh, thay
vi vay né c6 nghia la cac segment cta tang 4 di chuyén t6i va lui gitra hai host dé cong
nhan két ndi ton tai mot cach ludn 1y trong mot khoang thoi gian nao d6. Piéu nay coi
nhu chuyén mach goi (packet switching).

T éng Internet

Muc tiéu cta tang Internet 1a truyén cac géi tin bat ngudn tir bat ky mang ndo trén
lién mang va dén duoc dich trong diéu kién doc lap voi dudng dan va cic mang ma
chung da trai qua. Giao thue dac trung khong ché tang nay duoc goi la IP. Cong viéc xac
dinh dudng dan tot nhat va hoat dong chuyén mach goi dién ra tai tang nay.

Tang truy xudt mang (Host to network)

Tén cla tang nay c6 nghia kha rong va co phan hoi rdi ram. N6 ciing dugc goi 1a
tang host-to-network. N6 14 tang lién quan dén tat ca cac vin dé ma mot goi IP yéu cau
dé tao mot lién két vat 1y thuce su, va sau do tao mot lién két vat 1y khac. N6 bao gém cac
chi tiét k§ thuat LAN va WAN, va tit ca cac chi tiét trong tang lién két dir liéu cling nhu
tang vat 1y cua mo hinh OSL.

M6 hinh TCP/IP hudng dén t6i da do linh hoat tai ting ung dung cho ngudi phat
trién phan mém. Tang van chuyen lién quan den hai giao thic TCP va UDP (User
Datagram Protocol). Tang cudi cung, ting truy xuat mang lién két dén cac ky thuat LAN
hay WAN dang dugc dung.

Trong md hinh TCP/IP khong can quan tim dén mg dung nao yéu cau cac dich vu
mang, va khong can quan tdm dén giao thic van chuyén nao dang duoc dung, chi c6 mot
giao thirc mang IP. Pay 1a mot quyét dinh thiét ké c¢6 can nhéc k. IP phuc vu nhu mot
giao thirc da ning cho phép bat ky may tinh nao, & bat cir dau, truyén dir liéu vao bat cir
thoi diém nao.

1.3.4.2. Mo hinh SNA

Thang 9/1973, Hang IBM gidi thi¢u mot kién trac mang may tinh SNA (System
Network Architecture). Pén nim 1977 da c6 300 tram SNA dugc cai dat. Cubi nam
1978, s6 lugng da tang 1én dén 1250, r6i ct theo da dé cho dén nay da c6 20.000 tram
SNA dang duoc hoat dong. Qua con sb nay ching ta c6 thé hinh dung dugc muic d6 quan
trong va tam anh huong ctia SNA trén toan thé gidi.
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Can luu ¥ rang SNA khong 1a mot chuan quéc té chinh thirc nhu OSI nhung do vai
tro to 16n ctia hang IBM trén thi truong CNTT nén SNA tr¢ thanh mot loai chuén thuc té
va kha pho bién. SNA 1a mot dic ta gdm rét nhiéu tai liéu mo ta kién triic ciia mang xir Iy
dir liéu phan tan. No dinh nghia cac quy tac va cac giao thirc cho sy twong tac giira cac
thanh phan (may tinh, tram cubi, phan mém) trong mang.

SNA dugc t chire xung quanh khai niém mién (domain). Mot SNA domain la mot
diém diéu khién cac dich vu hé thong (Systems Services control point - SSCP) va né s&
diéu khién tat ca cac tai nguyén do. Cac tai nguyén ¢ day c6 thé 1a cac don vi vat 1y, cac
dcm vi logic, cac lién két dit liéu va céc thiét bi. C6 thé vi SSCP nhu 13 "trai tim va khoi
6c" cia SNA. N¢ diéu khién SNA domain bing cach goi cac 1énh t6i mot don vi vat ly,
don vi vat 1y nay sau khi nhan dugc 1énh s& quan 1y tat ca cac tai nguyén truc tiép véi no.
don vi vat ly thuc sy 1a mot "d6i tac" cua SSCP va chira mot tap con cac kha nang cua
SSCP. Cac Pon vi vat Iy ddm nhiém viéc quan ly ctia moi niit SNA.

SNA phén biét giita cac nat mién con (Subarea node) va cac nut ngoai vi (peripheral
node).

— Mot nat mién con c6 thé din dudng cho dit liéu ciia nguoi st dung qua toan bd mang.
N6 dung dia chi mang va mdt so6 hi¢u duong (router suember) dé xac dinh duong
truyén di to1 nut ke tiép trong mang.

— MOt nat ngoai vi ¢ tinh cuc bo hon. N6 khong dan duong gifra cac nat mién con. Cac
nut duoc ndi va didu khién theo giao thirc SDLC (Synchronous Data Link Control).
MJbi niit ngoai vi chi lién lac duge v6i niit mién con ma noé ndi vao.

Mang SNA dya trén co ché phan tang, trude ddy thi 2 hé théng ngang hang khong
dugc trao doi tryc tiép. Sau nay phat trlen thanh SNA mo rong: Lic nay hai tang ngang
hang nhau c6 thé trao doi truc tiép. Vi 6 tang c6 tén goi va chirc ning tat nhu sau:

SNA OSE
PAng guan tri (Transaction} Tﬁﬁ‘:g u;zﬁgf;ng
ehiic ndng SNA  — o > 112 P: w— ;my
faia Functien Managoment} Bicryieend e e
Tang kKi€m sodat Iufng dT Lisn Téng giao dich
f Thafe flaw popmivr el t { aes Rkt
Tang kidm sodr trayén Tdng van chuyen
£ Tr amsnf ssten controf | {EFansportk
Tang Kidm sod t andngdan Téng mang
{ Path ¢ antrel } inetwoni!
Téng Kifm s0&t ién K&t af licu | Tdng Ben k€t w higu
fDaig Link Cargrattl { kel ik
Tang kKidm sodf var by TAng var Iy
{ Plrymicat contrall ‘pfysicl

Hinh 1.14. Tuong img cdc tang cdc kién triic SNA va OSI

- Tang quan tri chirc nang SNA (SNA Function Manegement): Tang nay that
ra c¢6 thé chia ting nay lam hai ting nhu sau:
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— Tang dich vu giao tiac (Transaction): cung cip cac dich vu Gng dung dén
nguoi dung mot mang SNA. Nhing dich vu d6 nhu : DIA cung cap cac tai liéu
phan bd gilia cac h¢ thong van phong, SNA DS (van phong dich vy phén phdi)
cho viéc truyen thong bat dong bo giita cac ing dung phan tan va h¢ thong vin
phong. Tang dich vy giao tac cling cung cap cac dich vu va cdu hinh, cac dich
vu quan 1y dé diéu khién cac hoat dong mang.

— Tang dich vu trinh dién (Presentation Services): ting nay thi lién quan voi
su hién thi cac tng dung, ngudi st dung dau cudi va cac dit liéu hé thong.
Tang nay ciing dinh nghia cac giao thirc cho viéc truyén thong gitra cac chuong
trinh va diéu khién truyén thong & mirc hoi thoai.

— Téng kiém soat ludng dir liéu (Data flow control) ting nay cung cip cac dich
vu diéu khiénludng luu thong cho céc phién tir logic nay dén don vi logic khac
(LU - LU). N6 thuc hién diéu ndy bang cach gan cac s trinh tu, cac yéu cau va
dap tng, thyuc hién cac giao thirc yéu cau vé dap ung phién va hop tac giira cac
phién goi va nhan. Néi chung né yém tro phuong thirc khai thac hai chiéu
dong thoi (Full duplex).

— Tang kiém soat truyén (Transmission control): Tang nay cung cap cac diéu
khlen co ban cua cac phan tai nguyén truyén trong mang, bang cach xéc dinh
sO trinh ty nhan duoc, va quan 1y viéc theo di mirc phién. Tang nay ciing hd
trg cho viéc ma hoa dir li€u va cung cap hé théng ho trg cho cac nut ngoai vi.

— Tang kiém soat dwong din (Path control): Tang nay cung cap céc giao thirc
dé tim duong cho mot goi tin qua mang SNA va de két ndi véi cac mang SNA
khac, dong thoi n6 ciing kiém soét cac duong truyén nay.

— Tang kiém soat lién két dir li¢u (Data Link Control): Tang ndy cung cp céc
giao thuce cho viée truyen cac gobi tin thong qua duong truyen vat ly gitra hai
node va cling cung cap cac diéu khién luu thong va phuc hoi 161, cac hd tro cho
tang nay 1a cac giao thirc SDLC, System/370, X25, IEEE 802.2 va 802.5.

- Tang kiém soat vat ly (Physical control): Tang nay cung cap mot giao di¢n
vét 1y cho bét cir mdi trudng truyen thong nao ma gan vdi no. Tang nao dinh
nghia cac dac trung cua tin hiéu can dé thiét lap, duy tri va két thic cac dudng
ndi vat 1y cho viéc hd tro két ndi.

1.4. HE PIEU HANH MANG

1.4.1. Pac diém quy dinh chirc ning ciia mt hé dieéu hanh mang.

Moi truong mang c6 nhiing dac diém riéng, khac voi moéi truong chi dung may tinh ca
nhan (PC), thé hién & cac dac trung sau:
Trudce hét d6 1a moi trudng nhidu ngudi dung. Pic diém nay din dén cic nhu cau lién lac
gitta nhitng nguoi st dung, nhu cau bao vé dir liu va noi chung 1a bao v¢ tinh riéng tu
cua nguoi su dung.
Mang con la moi truong da nhiém, c6 nhi€u cong viéc thuc hién trén mang. Pac diem
nay s€ phat sinh cac nhu nhu cau chia sé tai nguyén, nhu cau lién lac gitta cac tién trinh
nhu trao doi dit li¢u, dong bd hoa.

25


Welcome
Typewriter
[E-book] Sæ tay m¹ng m¸y tÝnh - Tav4 Bkav Forum

Welcome
Typewriter


[E-boOK] See tay m2ng m_y tinh - Tav4 Bkav Forum

— La mo6i truong phan tan, tai nguyén (thong tin, thiét bi) ndm & céc vi tri khac nhau, chi két
nbi thong qua cac dudng truyén vt ly. Diéu nay phat sinh cac nhu cau chia sé tai nguyén
trén toan mang nhung sy phén tan can duoc trong sudt ddi dé n6 khong gy khé khan cho
nguoi st dung.

— C6 nhiéu quan niém ciing nhu cac giai phap mang khac nhau. Diéu d6 nay sinh nhu cu
giao tip gilra cac mang khac nhau.

— Lam viéc trén méi truong mang chic chin sé phirc tap hon méi truong may don 1é. Vi
theé rat can co céc tién ich gitip cho viéc st dung va quan tri mang dé dang va hiéu qua.

Tt ca cac nhu ciu trén phai dugc tinh téi trong hé diéu hanh mang.

1.4.2. Cac tiép cn thiét ké va cai dit

Dé thiét ké va cai dat mot hé didu hanh mang c6 hai cach tiép can khac nhau:

(1) Ton trong tinh ddc 1ap ctia cac hé diéu hanh cuc bo di c6 trén cac may tinh ctia
mang. Khi dé hé diéu hanh mang dugc cai dat nhu moét tap cac chuong trinh tién ich chay
trén cac may khac nhau ctia mang. Giai phdp nay tuy khong dugc “dep” nhung de€ cai dat
va khong v6 hi€u hoa dugce cac phan mém da co.

(2) B6 qua cac hé diéu hanh da c6 trén cac may va cai dat mdi hoan toan mot hé
di€u hanh thuan nhat trén toan mang, goi la h¢ diéu hanh phan tan. Giai phap nay dep hon
vé phuong dién h¢ thong s0 vO1 giai phap trén, nhung bu lai d6 phirc tap trong cong viée
thi 16n hon rat nhiéu. Mat khac, viéc t6n trong tinh doc lap Va chap nhan sy ton tai cua
cac san pham hé théng da c6 1a mot diém hip din cua cac tiép can thi nhat. Boi vay tiy
theo di€u kién cu thé ma ta &p dung giadi phép nao cho phu hop. Sau day ta xem xét cu theé
hon vé tung giai phap noi trén

Hé diéu hanh theo giai phap (1)

Tu tuong chu dao cﬁa giai phép nay 1a cung cip cho mdi ngu:(‘ﬁ tu tu?(")fng chu dao
cua giai phap nay la cung cap cho mdi ngudi st dung moi tién trinh dong nhat ma ta goi
1a Agent 1am nhiém vu cung cap mot giao dién dong nhat va tat ca cac hé thong cuc bo da
c6 Agent quan 1y mot co sé dit liéu chira cac thong tin vé cac hé thong cuc bd va chuong
trinh dir liéu cta ngudi st dung trong trudng hop don gian nhit Agent chi hoat dong nhu
mot bd xur 1y 1€nh, dich cac Iénh ciia nguoi st dung thanh ngdn nglr 1€nh cua hé théng
cuc bo roi gui chung dé thuc hién trude khi mdi chuong trinh thyc hién, Agent phai dam
bao réng tat ca cac tép can thiét dé st dung. Vi¢c cai dat mang nhu vay sé chéng lai hai
cong viéc chinh: thiét ké ngon ngit 1énh ciia mang va cai dat Agent.

Cach tiép nhan nay don gian va khong gay anh huong dén hé théng cuc bo di co
san. Tham chi cac hé théng cuc bo khong can thiét dén su ton tai cua mang. Nhung giai
phép nay chi c6 thé kha thi khi ma tit ca cac tép tin can thiét déu biét trudc dé Agent c6
thé guri chung t6i mot hé thong cuc bd trude khi chuong trinh bat d¢au hoat dong Ngoai ra
rat kho thyc hién cac twong tdc vao ra ma chuong trinh lai khong biét toi su ton tai cua
mang. Mot giai phap tong quat hon nham bo tién trinh dang chay lai bang cach tom tit tat
ca cac 101 goi hé thong System Call ciia n6 dé chung co thé thyc hién trong bdi canh ciia
hé théng quan 1y tép ciia mang (NetWork file System).

H¢ diéu hanh theo giai phap (2)
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Trong trudng hop nay nguoi ta goi 1a hé diéu hanh phan tan va co thé dugc thiét ké
mot trong hai moé hinh: M6 hinh tién trinh hoac mé hinh doi tuong.

Trong mé hinh tién trinh mdi tai nguyén (tép, dia, thiét bi ngoai vi, ...) duoc quan ly
theo mét tién trinh nao d6 va hé diéu hanh mang diéu khién su tuong tac gilta cac tién
trinh d6. Cac dich vu cua hé diéu hanh mang tap trung truyén thong nhu quan 1y tép, lén
lich cho bo xir 1y, diéu khién terminal,... dugc quan 1y boi cac Server dic biét co kha
nang tiép nhan cic yéu cau thyc hién dich vu tuwong tmg trong nhiéu truong hop cac
Server c6 thé chay nhu tién trinh ciia nguoi st dung thong thuong.

Trong mé hinh doi tuong, thé gidi bao gdm céac di twong khac nhau, mdi ddi tuong
c6 mot kiéu (type), mot biéu dién, va mot tap cac thao tac co thé thyc hién trén no. Dé
thuc hién mot thao tac trén mot dbi tuong, chang han doc mdt tép tin trén mot tién trinh
ngudi st dung phai co “gidy phép” d6i voi ddi twong. Nhiém vu co ban cta hé diéu hanh
day 1a quan 1y cac gidy phép va cap phat cac “gidy phép” dé cho cac tién trinh dé thuc
hién cho céc thao tac can thiét. Trong mot hé tap trung, ban than hé diéu hanh ndm gifr
cac “gidy phép” bén trong dé ngan ngira nhitng ngudi str dung c¢d ¥ gia mao chung. Trong
mot hé phan tan cac “gidy phép” duoc luan chuyén theo mot cach nao do6 dé mdi tién
trinh déu c6 co hdi nhan duge “gidy phép” va sao cho ngudi sir dung khong thé tu tao ra
duoc ching.

Viéc thiét ké hé diéu hanh phan tan theo méi hinh déi tugng 1a mot hudng di rat
trién vong va ton tai nhidu van dé can giai quyét tron ven hon. Con dbi véi tién trinh thi
chung ta c6 thé thiy rd nhiém vu then chdt chinh 1 xay dung co ché lién lac giira cac tién
trinh (Interprocess Communication - IPC). Pé lam diéu do nguoi ta st dung mot trong
hai cach: dung 151 goi ham (Function/procedure Calls) hodc chuyén thong bao (message
passing).

Khi céc 101 goi ham hoac thu tuc dugc dung lam co ché IPC, hé théng dﬁy du bao
gém tép va cac ham (hoac thu tuc) dugc viét tit theo ngon nglr nao d6. Ma cua cac ham
nao duogc phan tan cho cac b vi xur ly. Dé thuc hién viée truyén thong gilra cdc may, mot
ham trén may nay c6 thé goi mot ham trén may khac. Ngir nghia cua cac 10i goi ham day
cling gidng nhu ddi véi cac 10i goi ham thong thudng: ham goi bi treo cho dén khi ham
goi duoc két thuc, tham sb duoc truyén tor ham goi cho dén ham duoc goi, con két qua
duoc chuyén theo chiéu nguoc lai. Cach tiép can nay dan dén mot hé diéu hanh dugc viét
nhu mét chuong trinh 16n, wu diém 1a chit ch va nhat quan, tuy nhién thiéu mém déo.

Néu dung phuong phép chuyén thong bao ciia co ché IPC thi cac tién trinh s& lién
tuc v6i nhau bang cach chuyén thong bao. Mi ciia céc tién trinh dugc tach biét va c6 thé
viét bang cac ngdn ngit khac. Cach tiép can nay doi hoi nhiéu van dé hon cach tiép can
goi ham, ch'fmg han van dé dia chi hoa thiét 1ap cac lién két 4o, cit, hop thong béo, kiém
soat ludng dir liéu truyén thong bao (broad casting).

1.4.3. Cac kiéu hé diéu hang mang

Trén mang cuc bd c6 hai ki¢u hé diéu hanh mang: ki¢u ngang hang va kicu dya trén
amy chu:
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1.4.3.1. Kiéu ngang hang (peer-to-peer)

Moi tram déu c¢6 quyén binh dang nhu nhau va déu co thé cung cip tai nguyén cho
cac tram khac. Cac tai nguyén cung cap duoc c6 thé 1a tép (twong tmg vai thiét bi 1a dia),
may in. N6i chung trong cac mang ngang hang khong c6 viéc bién mot may tinh thanh
mot tram lam vi¢c cia mot may tinh khac. Trong mang ngang hang, thong thuong cac
may sir dung chung mot hé diéu hanh.

Win 3.1, Win 95, NT Workstation, AppleShare, Lanstic va Novell Lite 1a cac h¢ diéu
hanh mang ngang hang .

Céc dac diém cua mang ngang hang:

- Thich hgp véi cac mang cuc by quy mé nho, don 1€, cac giao thuc riéng 1€, mirc do
thap va gia thanh ré.

- Cac mang ngang hang duoc thlet ké chil yéu cho cac mang ndi bo vira va nho va s& hd
tro tot cac mang dung mot nén va mot giao thirc. Cac mang trén nhiéu nén, nhiéu giao
thirc s€ thich hop hon véi hé diéu hanh co may chu dich vu.

- Yéu cau chia sé file va may in mdt cach han ché can dén giai phap ngang hang.

- Nguoi dung dugc phép chia sé file va tai nguyén nam trén mdy cua ho va truy nhap dén
cac tai nguyén dugc chia sé trén may nguoi khac, nhung khong c6 nguon quan ly tap
trung.

- Vi mang ngang hang khong can may cu thé lam may chi. Ching thuong la mot phan
ctia hé diéu hanh nén hay 1a phan bé sung cho hé diéu hanh va thudng ré hon so vdi cic
hé diéu hanh dya trén may chu.

- Trong m{t mang ngang hang, tat cad cic may tinh dugc coi la binh ding, bdi vi chiung
c6 cung kha nang st dung cac tai nguyén c6 san trén mang.

Nhitng thudn loi:
- Chi phi ban dau it - khong cAn may chu chuyén dung.

- Cai dit - Mot hé diéu hanh c6 sin (vi du Win 95) c6 thé chi can cu hinh lai dé hoat
dong ngang hang.

Nhitng bt loi:
- Khong quan ly tap trung dugc
- Bao mat kém

- C6 thé ton rat nhiéu thoi gian dé bao tri

1.4.3.2. Kiéu hé diéu hanh mang cé mdy chii (server based network)

Trong hé didu hanh kiéu nay, c6 mot sé may c6 vai trd cung cap dich vu cho may
khac goi 1a may chu (ding hon phai goi la mdy cung cap dich vu — ma khi d6 thi phai
xem la may “t&”).
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Céac dich vu c6 nhiéu loai‘, tur d;ch vu tép (cho phép su dung tép trén may chu) ,
dich vu in (do m{t may chu di€u khién nhiing may in chung ciia mang) téi cac dich vu
nhu thu tin, WEB, DNS ...

Trong mang c6 may chi, hé diéu hanh trén may cha va may tram c6 thé khac nhau.
Ngay trong truong hop may chi va may tram st dung cung mot hé di€u hanh thi chirc
nang cua ban trén may chu ciing c6 thé khac vdi chirc nang cai ddt trén may tram.

Sau ddy 1a mot s6 hé diéu hanh c6 ding may chi: Novell Netware 4.1 Microsoft
NT V4.0, Server, OS/2 LAN Server va Banyan Vines V6.0.

Pac diém cua cac h¢ dieu hanh c6 may chu:

- H¢ di€u hanh cho cdc mang an toan, hi¢u suat cao, chay trén nhi€u nén khac nhau (ké
ca phan ctrng, hé diéu hanh va giao thirc mang)

- Mot may chi 1a mot may tinh trong mang duoc chia sé boi nhidu nguoi dung, nhu cac
may dich vu file, may dich vu in, may dich vu truyén tin. Noi cach khac, né duoc thiét
ké dé cung cap mot dich vu cu thé - khac véi cac hé may tinh nhiéu nguoi dung, tap
trung va da muc dich - mic du may dich vu file két hop voi cac hé thdng nhu hé diéu
hanh mang Novell's NetWare 3.xx hay 4.xx thuong hoat dong theo cach do.

- Kiém sodt quyén str dung trén toan mang tai may chu.
- Cung cap cac dich vy thu muc trén tdoan mang.

- Cac gidi phap dua trén may chu dugc coi la sy quan tri mang tdp trung va thuong la
may quan ly mang ndi bd chuyén dung.

- Ban than may chu co thé chi 12 may chu chuyén dung nhu Novell Netware 4.1, may
nay khong thé hoat dong nhu mot may tram. Cling c6 nhiing h¢ diéu hanh ma may chu
NT ciing c6 thé dugc su dung nhu mot may tram.

1.4.3.3. M6 hinh khach/chu (client/server)

Dau thap nién 60, viéc sir dung may tinh thuc hién theo m6 hinh tap trung. Cac
tram thyc su chi lam viéc giao tiép con viée xir 1y thuc sy tién hanh & mot may tinh nao
do. Nhu vdy v6i m6 hinh nay hoan toan khéng c6 xur ly cong tac. Mot phat trién tiép theo
1a m6 hinh xur Iy chu t& (master/slaver) voi viéc mot may xu ly va chuyen giao mot sO
cong viéc cho cac may cap thip hon, hoan toan khong c6 viéc may cap thap hon lién lac
hodc giao vi¢c theo chiéu nguoc lai. Nhu vay qua trinh cong tac chi la mot chiéu.

Mot budce dot pha trong mo hinh tinh todn cong tdc 1a md hinh chia sé thiét bi
(shared device) theo d6 mot may c6 thé cho may khac sir dung thiét bi ctia minh (cha yéu
1a dia va may in). Hé diéu hanh mang theo kiéu ngang hang hay c6 st dung may chu dich
vu déu c6 thé dung cho mé hinh nay. Tuy nhién chi & mirc nay théi thi chinh CPU chua
bi chia sé nghia 1a chua c6 su phan tan trong xir Iy ma cha yéu 1a phan tan thong tin.
Ngay cd viéc sir dung may in tr xa cling khong mang y nghia ctuia xur ly phan tan vi thyc
chat chi 14 giri ndi dung in t6i hang doi ctia mot may in do mot may tinh nao d6 quan 1y
ma thoi. May chil cung cip dich vu in khong tao ra gia tri méi cho cong viée ctia may uy
thac dich vu in.
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Trong nhitng nim gan ddy da xuat hién m6 hinh khach chu trong d6 mét s may
chu déng vai trd cung ung dich vu theo yéu cdu cia cac _may tram. May tram trong mé
hinh nay goi la may khach (client) la noi gui cac yéu cau xur ly vé may chu. May chu
(server) xtr Iy va gtri két qua vé mdy khach. May khach cé thé tiép tuc xur Iy cac két qua
nay phuc vu cho cong viéc. Nhu vdy may khach chiu trach nhiém chu yéu vé giao dién
va chi ¢dam nhan mot phan xir Iy. Trong mé hinh khach/chu xir Iy thuc su phén tan.

Ta noi dén mo hinh khach chii chtr khong n6i dén hé didu hanh khach chu vi trén
thuc t& mo hinh khach chu yéu cau phai c6 mot hé diéu hanh dya trén may cha du may
cht nay & trong mang cuc b hay may chu cung cip dich vu tir mot mang khac. Hau hét
cac ung dung trén Internet 1a img dung khach chu st dung tir xa.

Luuy ré‘mg cac tién trinh khach va chu do6i khi ¢ thé thuc hién trén cung mdt may
tinh

- Client process va server process cO thé hoat dong trén cung mdt bd xu ly, trén cac b
st ly khac nhau ¢ cung mot may (cac by xur Iy song song), hodc trén cac bg xur 1y
khéc nhau trén cadc may khac nhau (xur Iy phan tan).

- Mot didu quan trong can nhéan thiy 1a ca h¢ diéu hanh ngang hang va hé diéu hanh
dua trén may chu déu c6 thé thoa man mo hinh khach/cha. Trén thyc té, hau hét cac
hé diéu hanh hi¢n dai déu cung cap it nhat mét vai chirc nang khéach-chu.

H¢ diéu hanh khach/chi

Céc hé diéu hanh cho ciu trac khach/chi bao g@)m: Sun Solaris NFS, UnixWare NFS,
Novell Netware va Windows NT Server.

H¢ diéu‘he‘mh khach/chu cho phép mang tap trung cac chirc nang va cac ung dung tai mot
hay nhiéu may dich vu file chuyén dung. Theo cach nay, ching c6 thé hoat dong nhu
truong hop dac biét cua h¢ di€u hanh dya trén may chu.

Céac may dich vu file trd thanh trung tdm cii hé thdng, cung cip su truy cip t6i cac tai
nguyén va cung cap su bado mat. Cac may tram riéng 1€ (mdy khach) dugc truy nhap téi
cac tai nguyén c6 san trén may dich vu file.

OS cung cip co ché tich hop tat ca cac bd phan ctia mang va cho phép nhiéu nguoi ding
dong thoi chia sé cung mot tai nguyén bat ké vi tri vat 1y

Céc hé diéu hanh ngang hang ciing c6 thé hoat dong nhu hé diéu hanh khach/chii nhu véi
Unix/NFS va Windows 95.

Céac diém thuan loi ciia mot mang khach/chu:

Cho phép ca diéu khién tap trung va khong tap trung: Cac tai nguyén va bao mat dit liéu
c6 the dugc diéu khién qua mot may chu chuyén dung hay rai rac trén tdoan mang.

Chéng qué tai mang
Cho phép sir dung cac mdy, cac mang chay trén cac nén khac nhau
bam bao toan ven dir liéu

Giam chi phi phat trién hé thong
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Lé Dinh Danh - Gido trinh Mang mady tinh

1.4.4. Cac chirc niing ciia mot hé diéu hanh mang
Sau day 1a cac chtrc niang cu thé ma mot hé diéu hanh mang.

— Cung cap phuong tién lién lac giira cac tién trinh, gita nhitng nguoi sir dung va gitra cac
tai nguyén noi chung cta toan mang. Co thé ké dén cac khia canh sau:

+ Chuyén dit lidu gitra cac tién trinh
+ DPong bd hoa cac tién trinh

+ Cung cip phuong tién lién lac giita nguoi sir dung. O muc thap cé thé 1a tao, luu
chuyén va hién thi cac thong bido ndng truc tuyén, & mirc dg cao co6 thé 1a nhan tin
(paging) hodc thu tin dién tir (Email)

— HO trg cho cac hé diéu hanh cia may tram - cho phép truy nhap toi may chu tir cac may
tram. Cac hé diéu hanh mang hién dai déu cung cap cac ho trg cho cac hé diéu hanh khac
nhau chay trén cac may tram khéch. Sau day 1a mot s6 vi du minh hoa véan dé nay:

Céac hé diéu hanh UNIX cung cép cac chuong trinh chay trén DOS ¢6 tén la NFS
(Network File System) khdi dong trén DOS dé cac may PC c6 thé su dung hé thong tép
cua cadc may chu UNIX.

Mot s6 hé diéu hanh nhu Windows NT va Windows 95 cung cap hd tro cho céac
dich vu thu muc Novell (NDS) cho phép chiing truy nhap truc tiép téi tai nguyén trén
may chu Novell Netware.

— Dich vu dinh tuyén va cong ndi - cho phép truyén thong giira cac giao thirc mang khac
nhau. Vi du mét may chay trén Novell NetWare vdi giao thire IPX/SPX khong thé chay
truc tiép cac Ung dung trén TCP/IP nhu mot s6 cac ung dung Internet. Tuy vay néu co
cac modun chuyén ddi giao thirc bién cac goi tin IPX/SPX thanh goi tin TCP/IP khi can
giri tr mang Netware ra ngoai va nguoc lai thi mot may chay Netware c6 thé giao tiép
duogc voi Internet. Kién trac ciia Netware ¢ ODI (Open Datalink Interface ) 1a phan dé
chuyén d6i va chdng (bao goi) cac giao thirc khac nhau.

— Dich vy danh myc va tén. (Name /Directory Services)

Ax?

+ Dé co thé khai thac t6t tai nguyén trén mang, NSD can “nhin thiy” mot cach dé dang
cac tén tai nguyén (thi€t bi, tép) cua toan mang mot cach tong thé. Vi thé mot dich
vu cung cap danh muyc tai nguyén la vo cung quan trong.

+ Puong nhién viéc NSD nhin thiy céac tai nguyén nao con phu thudc vao tham quyén
cua nguoi d6. Moi khi vao mang, khi NSD da dugc mang nhan di€n, ho c6 thé nhin
thay nhirng tai nguyén dugc phép st dung.

+ Trong NOVELL dich vu dé chinh 1a NDS (Netware Directory Services). Trong
Windows NT hay Windows95 d6 chinh 1a chirc ning browser ma ta thiy duoc cai
dit trong explorer. Trong UNIX véi 1énh mount ta c6 thé két ndi tén tai nguyén cta
mot hé théng con vao hé théng tai nguyén chung.

— Bao mat — Chuc ning nay dam bao viéc kiém soat cic quyén truy cdp mang, quyén st
dung tai nguyén ctia mang. Cac phuong phap duoc ap dung bao gom :

Dung cac dich vu dia dé dieéu khién bao mat:
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+ Chia 6 dia cing ctia may chi thanh cac phan dugc goi 1a volume hay partition sau d6
gan volume dugc phép cho nguoi dung

+ Dinh cac tham quyén trén tép va thu muc. C6 nhiéu loai tham quyén. It nhat thi cac
tham quyén duoc doc, dugc ghi va dugc thuc hién dugc 4p dung cho da sb cac hé
diéu hanh mang. Mot s6 hé diéu hanh quy dinh thAm quyén kha chi tiét nhu quyén
duoc xo0d, quyén dugc sao chep, quyén xem thu muc, quyén tao thu muc. Cac quyén
nay lai dugc xem xét cho dén timg nhém dbi tugng nhu ca nhan, nhom 1a viéc hay
tat ca moi nguoi.

+ Thim quyén vao mang hay thyc hién mot s6 dich vu duoc nhan dién qua tén nguoi
st dung va mat khau.

+ Ma3 hoa cac goi tin trén mang.

+ MOt s6 hé diéu hanh con cho phép ma hoa phﬁn cung dé kiém soat viéc sir dung thiét
bi.

— Cung cip phuong tién chia sé tai nguyén. Nhing tai nguyén trén mang co thé cho phép
nhiéu nguoi duge sir dung. Dang ké nhat 1a dia (thuc chét 13 tép va thu muc) va may in
(thuc chat 1a mdy tinh quan 1y hang doi cia mdy in). hé diéu hanh M phai c¢6 cic cong cu
cho phép tao ra céc tai nguyén cé thé chia sé dugc. Cac tai nguyén chia sé duoc phai 1a
cac tai nguyén doc lap véi moi ing dung. Chinh vi vay n6 phai dugc cung cip céc trinh
diéu khién (driver) phu hop véi mang. May in, modem ... 1a cic tai nguyén nhu vay.
Trén mang ciing can co cac cong cu can thiép vao hoat dong cua cc tai nguyén mang vi
du: dinh chi mot tién trinh truy nhap mang tur xa, thay ddi tha tu hang doi trén may in
mang...

— Tao tinh trong subt dé nguoi sir dung khong nhin thdy kho khin trong khi sir dung céc tai
nguyén mang cling nhu tai nguyén tai chd. Chinh dich vu thu myc va tén néi trén 1a mot
vi du vé chtrc ning nay. Trong Windows 95/NT ngudi ta c6 thé duyét thu muc trén toan
mang khong c6 gi khac voi viée duyét thu muc trong dia cuc bd

— Sao luu du phong - Déi voi bat ky hé théng nao, chay trén moi truong nao, van dé sa0
luu dy phong ciing quan trong dé c6 thé hdi phuc thong tin ciia hé thong sau mot su ¢d
gdy mat dit liéu. Tuy nhién trong méi trudng mang thi viéc sao luu co thé thyc hién duoc
viéc sao luu mot cach ty dong qua mang. Chinh vi thé cac cac hé diéu hanh mang déu
cung cap cong cu sao luu nhu mot chirc ning co ban. Co nhiéu phuong phap sao luu.
Trén Novell cho phép soi guong (mirroring) cac 6 dia ma ta c6 thé dat trong khi cai dat
hé thong. Novell c6 ca mot dich vu tén 1a SMS (Storage Management Services) cung cap
cac cong cu sao chép, hdi phuc khong chi dir liéu cia NSD ma ca dit liéu cta hé thong vi
du NDS. NT ¢6 chtic ning replicate khong nhitng dbi v6i dia ma con ¢ mirc thu muc va
dinh ky. Diéu d6 rat can thiét khong chi trén mang cuc bd ma ngay cé trén mang rong.

1.5. KET NOI LIEN MANG
1.5.1. Cac tiép can

Lién mang (Internetwork) 1a mot tap hop cua nhiéu mang riéng 1¢ dugc ndi két lai
boi cac thiét bi ndi mang trung gian va chung van hanh nhu chi 1a mot mang 16n. Dé két
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nbi cic mang dang ton tai lai voi nhau, ngudi ta thuong xuat phat tir mot trong hai quan
diém sau:

1) Xem mdi niit ctia mang con nhu 1 mot hé thong mé
2) Xem mdi mang con nhu 1a mot hé thong mé.

Quan diém 1 cho phép mdi nit clia mang con c6 truyén thong truc tiép véi mot nat
cua mQt mang con bat ky khac. Nhu vay toan bo cac mang con cling s€ 1a nut mdt mang
16n hon va tuan thu moét kién trac chung.

Trong khi d6 véi quan diém 2, hai nat thugc hai mang con khac nhau khong thé “bat
tay” tryc tiép v6i nhau dugc ma phai thong qua mot phén tir trung gia, goi 1a giao dién
két ndi dat gitra hai mang con d6. Co nghia 1a ciing hinh thanh mot mang mang 16n hon
gdm céc giao dién két ndi va cac may tinh (host) dugc ndi voi nhau bdi cac mang con do.

Tuong g voi hai quan diém d6 c6 hai chién luoc két néi mang khac nhau. Mot
chién luoc (trong tmg véi quan diém 1) tim cach x4y dung cac chuan chung cho céac
mang (cac chudn cua ISO, CCITT theo quan diém nay). Mot chién luoc khac (twongim
v6i quan diém 2) c¢b gang xay dung cac giao dién két ndi dé ton trong tinh doc 1ap cia
céc cac mang hién co. R3 rang sy hdi tu vé mot chuan chung 1a mot diéu Iy tudng, nhung
16 rang 1a khong thé ngay tic khic loai bé hang van mang dang ton tai trén thé gidi dugc,
ma phai tim cach tan dung chung. Trén thi truong hién nay c6 rat nhiéu cac san pham
giao dién cho phép chuyén d6i gitra cac mang khac nhau, d6 1a mot minh ching song
dong cho sirc sdng cua quan diém 2.

1.5.2. Giao dién két noi

Két ndi lién mang co thé duoc thuc hién & nhitng téng khéac nhau, tuy thudc vao
muc dich ma ta dung cac thiét bi két ndi khac nhau. Bang dudi day liét ké mot sb thiét bi
két ndi twong tng voi cac tang khac nhau:

T:’ing noi két Muc dich Thiét bi st dung
Tang vat 1y Tang so6 lwong va pham vi mang | HUB / Repeater
LAN

Tang lién két dir liéu | Noi két cac mang LAN c6 tang vat | Cau noi (Bridge)

ly khac nhau Bo hoan chuyén (Switch)

Phan chia ving dung d6 dé cai thién
hiéu suat mang

Tang mang M¢& rong kich thudc va sé lwong | Router
may tinh trong mang, hinh thanh
mang WAN

Cac tang con lai N6i két cac tmg dung lai véi nhau Gateway

1.6. CAU HOI VA BAI TAP
(dang tiép tuc bd sung)
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CHUONG 2. KIEN TRUC PHAN TANG OSI
2.1. TANG VAT LY (PHYSICAL)

2.1.1. Vai tro va chirc ning ciia ting vat ly.

Theo dinh nghia cua ISO, tang vat Iy cung cap cac phuong tién dién, co, chirc ning,
thu tuc dé kich hoat, duy tri va dinh chi cac lién két vat ly gitra cac h¢ thong.

Trong do, thudc tinh dién lién quan dén sy biéu dién cac bit (cac mure tin hi¢u) va
téc do truyén céac bit, thudc tinh co lién quan dén cac tinh chat vat 1y cta giao dién vat 1y
v6i mot dudng truyén (kich thudc, céu hinh). Thudc tinh chtic nang chi ra cac chirc nang
duoc thuc hién bdi cac phan tir cia giao dién vat ly gid mot he thong va duong truyén vat
ly, va thugce tinh thu tuc lién quan dén cac giao thirc diéu khién viéc truyén cac xau boit
qua duong truyén vt Iy.

Khac véi cac tang khac, ting vat Iy 1a khong c6 goi tin riéng va do vay khong co
phan dau (header) chira thong tin diéu khién, di liéu dugc truyén di theo dong bit.

Cép dong truc Cép quang

Hé¢ thbongA H C H———H D E HC———JH F |—{ Héthdng B

a) Moi truong thuc

SAP cho tang vat ly SAP cho tang vat ly
O O

Giao thuc tang vatly Thuc thé

tang VAt  |<-----mommmmooo- >

ly

tang vat a At
1}', ang va

ly

Puong truyén vat ly Puong truyén vat Iy

b) Moi truwong logic

Hinh 2.1 Quan hé cua tdng vat Iy voi moi truwong thuc

Trong hinh 2.1 a), A va B 1a hai h¢ thong mé dugc ndi v6i nhau bang mot doan cap
ddng tryc va mot doan cap quang. Modem C dé chuyén d6i tin hiéu tir tin hiéu sb sang tin
hiéu twong tu dé truyen trén cap dong, va modem D lai chuyén ddi tin hiéu tir tin hiéu
tuong tu sang tin hi¢u s0. Transducer E chuyén dbi tir xung dién thanh xung anh sang dé
truyén qua cac quang. Cudi cing Transducer F chuyén d6i thanh xung dién dé di vao B.

Hinh 2.1 b) la mdi truong logic cua tang vat ly. O ddy, mot thyc thé vat Iy 1a mot
cau tric logic giao dién v6i dudng truyén vat Iy. Cac thuc thé d6 c6 mit trong cac hé
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thong A, B va ciing c¢6 thé c6 thyuc thé vatt Iy ¢ giao dién giita D va E. Thuc thé trung
gian nay la mot bd chuyén tiép hoat dong & tang vat 1y giao dién vdi cac duong truyén
vay ly khac nhau.

Mot giao thuce tang vat ly gilra cac thuc thé vat ly dé quy dinh pguong thirc truyen
(d6ng bo, di bo) va toc do truyen Piéu mong mudn 13 giao thirc d6 pai doc lap t6i da
v6i duong truyén vat 1y dé cho mot hé théng co thé giao dién véi nhiéu dudng truyén
khac nhau. Do vy, cac chuan vat 1y s& phai bao gom khong chi cac thuc thé ma con ca
dic ta ca giao dié voi dudn truyén. Dudi day ta s& xem sét cac chuan do.

2.1.2. Céc chuin cho giao dién vat Iy

_ Trude khi vao phan nay chiing ta hiy lam quen voi hai thuat nglr moi, d6 la thiét bi
cuoi dir liéu (Data Terminal Equipment — DTE) va thiét bi cuoi kénh dir lieu (Data Circuit
Terminal Equipment — DCE).

DTE la mt thudt nglr chung dé chi cac may cua nguoi sir dung cudi (end-user), co
the 1a may tinh hodc mot tram cudi (terrminal). Tat ca cac img dung cua nguoi dung déu
nam & DTE. Muc dich cuia viéc ndi mang chinh 1a dé ndi cac DTE lai véi nhau dé chia sé
tai nguyén, luu trir thong tin chung va trao doi dir lidu.

DCE la thuat ngir chung chi céc thiét bi lam nhiém vu két ndi cac DTE véi duong
truyén. N6 c6 thé 13 moét Modem, Transducer, Multiplexing. DCE c¢6 thé duoc cai dat
ngay bén trong DTE hodc dtng riéng nhu mot thiét bi doc lap. Chirc nang chi yéu ctia no
1a chuyén dbi tin hiéu biéu dién dit liéu cia ngudi dung thanh tin hiéu chap nhan duoc
boi duong truyén va nguoc lai.

Trong hinh 2.1 & trén, cac hé thong mé A, B chinh 14 cac DTE, con ciac Modem C,
D va Tranducer E, F dong vai tro 1a cac DCE.

Pa sb céac trudng hop két ndi mang may tinh str dung cung mot kiéu giao dién vat Iy
dé thuan tién cho viéc truyen thong truc tlep giita cac san pham khac loai, khoi phai thuc
hién viéc chuyen ddi ric rdi. Cac dic ta vé hoat dong cua cac DTE va DCE dugc dua ra
boi nhiéu t6 chirc chuan hoa nhu CCITT, EIA va IEEE. ISO ciing da cong bd cac dic ta
vé cac dau ndi co hoc két ndi giira cac DCE va DTE.

Viéc truyén dir liéu chu yéu duoc thyc hién thong qua mang dién thoai, boi thé cac
t6 chirc trén da dua ra nhidu khuyen nghi vé van d¢ nay. Cac khuyén nghi loai V va loai
X ctia CCITT 1a mot vi du dién hinh. Chung 1a cac dac ta ¢ tang vat 1y dugc st dung phd
bién nhét trén thé gi6i, dic biét 1a & Ty Au. Bén canh d6 cac chuan thudc ho RS- (nay da
ddi thanh EIA-) cua EIA ciing da dugc st dung rat phé bién, dic biét 1a & Béc My. Duéi
day ta s& xem xét mot s6 chuan thong dung nhat.

e V24/RS-232-C:

La hai ho chuan twong tmg ciia CCITT va EIA nham dinh nghia giao dién vat 1y
gitta DTE va DCE (gilta may tinh va Modem chang han). Vé phuong dién co, cac san
pham nay str dung cac dau ndi 25 chan (25- pin connector). Vé dién, cac chuan nay quy
dinh cac tin hiéu s6 nhi phan 0 va 1 twvong tmg véi cac thé hiéu nho hon -3V va 16n hon
+3V. Tbc d6 tin hiéu khong vugt qua 20 Kbps véi khoang cach tdi da 1a 15m.

Trong truong hop déc biét, khi khoang cach gitra cac thiét bi qua gan dén muc cho
phép hai DTE c6 thé truyén tryc ti€p tin hi¢u voi nhau, luc d6 cac mach RS-232-C van c6
thé dugc dung nhung khong can c6 mat DCE nira.
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T ndm 1987, RS-232-C di duoc sira d6 va dat tén lai 1a EIA-232-D.
e RS-449/422-A/423-A:

Nhuogc diém chinh ctiia V24/RS-232-C 1 su han ché vé tdc doi va khoang cach. pé
cai thién yéu diém do, EIA da dua ra mootj tip cac chuan mai dé thay thé, d6 1a RS-449,
RS-422-A va RS-423-A. Mic du chuin RS-232-C véin duoc sir dung nhiéu nhat cho giao
dién DET/DCE, nhung cac chuan méi néi trén ciing dang ngay cang duoc st dung nhiéu
hon. RS-449 dinh nghia cac dac trung co, chuc nang, con RS-422-A va RS-4232-A dinh
nghia cac dic trung vé dién ciia chuan moi.

RS-449 tyong ty nhu RS-232-C va c6 thé lién tac voi chuan cii,. V& phuong dién
chtrc nang, RS-449 gitr lai toan bd cac mach cua RS-232-C (trr mach AA), va thém vao
10 mach méi, trong d6 c¢6 cadc mach quan trong la: IS, NS, SF, LL, RL, TM.

Vé phuong dién co, RS-449 dung dau ndi 37-chan cho giao dién co ban va dung
mot ddu ndi 9 chan riéng biét cho kénh phu. Song trong nhiéu trudng hop, chi c6 mot sb
chéan dugc su dung.

Vé phuong d}'én thu tuc, RS-449 tuong tu nhu RS-232-C. Mdi mach c6 chirc ning
riéng va vié€c truyén tin dya trén cac cdp “tdc dong-phan ung”. Vi du DTE thyc hién
Request to Send thi sau d6 no6 s€ doik DCE tra 161 voi Clear to Send.

Cai tién chu yéu ctua RS-449 so voi RS-232-C 1a ¢ cac dic trung vé dién, va cac
chuin RS-422-A, RS-423-A dinh nghia cac dic trung d6. Trog khi RS-232-C dugc thiét
ké & thoi dai cua cac linh kién dién tir roi rac thi cac chuan moi da dugc tiép nhan cac uu
viét ctia cong nghé mac t6 hop (IC). RS-423-A sir dung phuong thire truyén thong khong
can bang, dat toc do 3Kbps ¢ khoang cach 1000m va 300 Kbps ¢ khoang cach 10m.
Ttrong khi d6, RS-422-A sir dung phuong thic truyén thong can bang, dat téc do
100Kbps & khoang cach 1200m va td1 10 Mbps & khodng cach 12m.

Ngoai céc chuan trén EIA con hpét trién céac phufm khac nhu EIA-530 dé thay thé
cho EIA-232 trong truong hop cac giao doi hoi toc do cao hon 20Kbps, hau EIA-366
dinh nghia giao dién cho céc thiét bi ty dong, mdt modem va mot DTE.

2.2. TANG LIEN KET DU LIEU (DATA LINK)

2.2.1. Vai tro va chirc niing ciia tang lién két dir liéu

Tang lién két dir lidu cung cip cac phuong tién dé truyén thong tin qua lién két vat
Iy dam bao tin cdy thong qua cac co ché dong bd hoa, ki€m soat 101 va kiém soat ludong
dir licu.

Tang lién két dir liéu (data link layer) 13 ting ma ¢ d6 ¥ nghia duoc gan cho céc bit
dugc truyén trén mang. Tang lién két dir li¢u phai quy dinh dugc cac dang thire, kich
thudc, dia chi may gui va nhan cua moi goi tin dugce guri di. N6 phai xac dinh co ché truy
nhép thong tin trén mang va phuong ti€én giri moi goi tin sao cho nd dugc dua dén cho
nguoi nhan da dinh.

Tang lién két dir liéu ciing cung cdp cach phat hién va stra 16i co ban dé dam bao
cho dir liéu nhan dugc giong hoan toan véi dir liéu gui di. Néu mot goi tin c¢o6 101 khong
sta dugc, tang lién két dir 1iéu phai chi ra dugc cach thong bao cho noi gtri bi€t goi tin do
c6 101 dé n6 gui lai.
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2.2.2. Cac giao thirc ciia tang lién két dir liéu

Ciing giéng nhu ting Vatly, co rat nhiéu giao thirc duwoc xay dung cho tang nay, goi
chung 1a cac giao thuc lién két dir li¢u (Data Link Protcol- DLP). Ca DLP dugc phan chia
thanh hai loai: dong bd va di bd. Trong do, loai dong bo lai dugc chia thanh 2 nhém 1a
hudng ky tu va hudng bit (xem so do hinh 2.2).

e DLP dibd:

Cac DLP di bo sir dung phuong thirc truyén di b, tirc 1a khong can c6 sy déng bo
lién tyc gitra nguoi gui va nguoi nhan, N6 cho phép mot don vi dir liéu duoc truyén di bat
ky lic nao ma khong can quan tdm dén céc tin hiéu dong bo trude do. O giao thire loai
nay, cac bit dac biét START va STOP dugc dung dé tach cac xau bit biéu dién céc ky tu
trong dong dir liéu duge truyén di. Cac giao thirc loai nay thudong dwgc ding trong cac
may di¢n bao hodc cac may tinh tram cudi toc do th?ip. Phan 16n céc may PC st dung
phuong thirc truyén di bo vi tonh don gian ctia no.

e DLP ddng bo:

Phuong thuc truyén thong ddng bo st dung cac ky tu déc biét SYN, EOT hay don
gian 1a cac co (flag) gilta ac kdir liéu cuanguoi dung dé bao cho nguoi nhén biét rang dir
liéu “dang dén” hay “da dén”.

Giao thuec lién két dir liéu

Giao thuc dong b . .
Giao thire di bo

Giao thirc hudng ky tu Giao thirc hudng bit

Hinh 2.2. Phan loai cdc giao thuc lién két dir lieu

Céc giao thic ting lién két dir liéu dong bd gdm céc giao thirc hudng ky tu va cac
giao thirc hudng bit. Cac giao thirc hudng ky ty dugc xay dung dua trén cac ky tu dac
biét cua mdt bo ma chuan nao d6 (nhu ASCII hay EBCDIC), trong khi do cac giao thirc
hudng bit lai dung cac cdu tric nhi phan (x4u bit) dé xay dung cac phan tur cua giao thirc
(don vi dir liéu, cac thu tuc) va khi nhan, dir liéu s€ duogc tlep nhén lan luot tung bit mot.

Dudi day chung ta s€ xem xét ky hon hai loai giao thic nay.

2.2.3. Cac giao thirc hwong ky tw

Céc giao thirc loai ndy xuét hién tir nhiing ndm 60 va dén nay no Vﬁn duoc sur dung.
Chung dugc dung cho ca hai phuong thirc truyén dua trén cach két ndi cac may tinh, do
1a phuong thie "mot diém - mot diém" va phuong thirc "mét diém - nhiéu dlem" Vi
phuong thirc "mot diém - mot diém" cac dudng truyén riéng biét duoc thiét 1ap dé ndi cac
cip may tinh lai v6i nhau. Phuong thirc "mot diém - nhiéu diém " tit ca cac may phan
chia chung mét duong truyén vat 1y.
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Hinh 23 Cac c‘i’u’o"ng truyén két noi kiéu "mét diem - mot diéem" va
'mot diém - nhiéu diem".
Cac giao thirc loai nay c6 thé dap imng cho cac phuong thire khai thac duong truyén
khac nhau: mot chiéu (simplex), hai chiéu luan phién (halt-duplex) va hai chiéu dong
thoi (full-duplex).

Dbi voi phuong thirc mét chiéu, giao thic hudng ky tu duge ding rong rii nhét 1a
giao thirc truyén tép Kermit do Pai hoc Columbia (M¥) ché tac. Kermit c6 nhiéu phién
ban cho phép truyén tép gitta 2 may PC, hoic mot PC va mot méay chi (file server) hoic
mot may tinh 16n (maiframe).

Déi voi phuong thitc hai chiéu ludn phién, giao thirc hudng ky tu ndi tiéng nhét 1a
giao thiuec BSC (Binary Synchronous Control) hay con goi la Bisync- mot san pham cua
IBM. Giao thirc nay da dugc lay Iso liy 1am co s¢ dé xdy dong giao thire huong ky tu
chuan qudc té véi tén goi 1a Basic Mode. Boi vy ta s& trinh bay chi tiét vé giao thirc nay.

C6 rt it giao thirc hudng ky tur cho phuong thire hai chiéu dong thoi. Vi dy cho loai
nay la giao thic gitra cac nut chuyén mach (IMP — Interface Message Protcol) trong
mang ARPANET cua b qudc phong My.

Giao thae BSC/Basic mode

. Ho giao thirc nay ap dung cho truong hop diém-diém, hoac diém-nhiéu diém va hai
chi,éu luan phién; sir dung cac ky tu dac biét cia bd ma EBCDIC (doi voi BSC) va ASCII
(doi1 véi Basic Mode).

Céc ky tu dac bict do gém:

SOH (Start Of Header): chi bt dau ctia phan header

STX (Start Of Text): chi phan bat dau cta phan dit liéu (vin ban)

ETX (End Of Text): chi phan két thic ctia phan dit liéu

EOT (End Of Transmission): chi sw két thiic ciia mot hogc nhiéu don vi dir ligu va
giai phong lién ket).

ETB (End Of Transmission Blogk): chi su két thic cia mot khdi dit lidu trong
truong hop dit liéu dugc chia thanh nhiéu khoi.

ENQ (Enquiry): dé yéu cau phtic dap tir mot tram & xa.

DLE (Data Link Escape): dé thay doi ¥ nghia cta cac ky tu diéu khién khac

ACK (Acknowledge): dé bao cho ngudi giri biét da nhan tot dir liéu

NAK (Negative Acknowledge): dé bao cho ngudi giri biét da nhan khong tot dit lidu

SYN (Synchronous Idle): ky tuw dong bo, dung dé duy tri sy déng bo gitra nguoi gui
va nguodi nhan.
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Pon vi dir li¢u (frame) ctia né c6 khudn dang nhu sau:
SOH Header STX Text ETX BCC

Trong d6 BCC(block Check Character): 1a 8 bit kiém tra 18i theo kiéu bit chin 1&
theo khdi cho cac ky tu thudc ving Text (trong truong hop Basic Mode), hoic 16 bit
kiém tra 13i theo phwong phap CRC-16 cho ving Text (trong truong hop BSC). Cac
phuong phap kiém tra 156i s& duoc dé cap trong chuwong 4. Kich thudc ving Text dugc
giéi han dé dam bao duogc kiém soat 151 khi truyén. Trong trudng hop dit liéu 16n thi c6
thé chia thanh nhiéu khdi nho (block). Gia sir Text duoc chia lam 3 khdi, khi d6 khuon
dang céc khéi dit liéu nhu sau:

Khbi 1: SOH | Id | Header STX Textl ETB | BCC
Khéi 2: SOH Id STX Text2 ETB BCC
Khbi 3: SOH Id STX Text3 ETB BCC

Cac thu tuc chinh cia BSC/Basic Mode:
o Moi truyén tin:
Gia st tram A mudn moi tram B truyén tin, A s& gui 1énh sau t6i B:
EOT B ENQ

Trong do: B la dia chi cua tram duoc moi truyén tin,

EOT dé chuyén lién két sang trang thai diéu khién.
Khi B nhin duoc 1énh nay, c6 thé xay ra hai trudong hop,:
- Néu c6 tin dé truyén thi tram B s& cau tao mot don vi dit liéu va gui cho A.
- Néu khong c6 tin dé giri, B s& giri EOT dé tra 10i.
o) phia A, sau khi gtri 1énh di qua mdt thoi gian xéc dinh trude ma khong nhan dugce

tra 101 cia B, hodc la nhan duoc tra 101 sai thi A s€ chuyén sang trang thai “phuc hoi”.
Trang thai nay sé dugc ndi dén ngay sau day.

e Moi nhan tin:
Gia st tram A mudn moi tram B nhan tin, A s& guri 1énh tuong tu nhu trén té1 B:
EOT B ENQ

O day EOT c6 thé vang mat.

Khi B nhan dugc 1é€nh nay, néu B sin sang nhan tin thi tram B s& gui ACK vé A,
nguoc lai no s€ gui NAK.

O phia A, sau khi gui Iénh di qua mot thoi gian xac dinh trudc ma khong nhan dugc
trd 101 cua B, hodc 1a nhan duogc tra 101 sai thi A sé chuyén sang trang thai “phuc hoi”.

o Yéu cau tra loi:
Khi mot tram can tram khéc trd 161 mot yéu cau nao d6 da gui di trude, nd chi can
gui Iénh ENQ cho tram kia.
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e Ngirng truyén tin (tam thoi): gui 1énh EOT
e Gidi phéng lién két: giri 1énh DLE EOT

o Trigng thai phuc hoi: Khi mot tram nao do di vao tram thai phuc hd no s& thuc ién
mot trong cac hanh dong sau:

— Lap lai I1énh da guin lan (n 1a mot soos nguyén chon trudc)
—  Gri “yéu cdu tra 161” n 1an
— Két thuc truyén bang cach gui 1énh EOT

bé théy 1& hon phuong thirc trao do6i thong tin ciia giao thirc BSC/Basic Mode ta
dung so d6 minh hoa ¢ hinh ... dudi day, trong do co6 hai truong hop: thong thuong va hoi

ENQ
ENQ \
— ACK

STX...ETX BCC
STX...ETX BCC

ACK —
- STX...ETX BCC
STX...ETX BCC
T, ACK
- /
EOT
ENQ
STX..ETX BCC
-
ACK \
/ EOT
(dang thong thuong) (dang hoi thoai)

Hinh 2.4. So d6 minh hoa hoat déng ciia giao thitc BSC/Basic Mode
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2.2.4. Cac giao thiurc huwdong bit
Giao thirc HDLC
HDLC hd tro 3 ché d6 trao ddi sb liéu

— NRM (Normal Response Mode) = ché do tra 16i binh thuong: dugc sir dung & cau hinh
khong can doi, S chi phat khi c6 yéu cau cua P.

— ARM (Asynchronous Response Mode) = ché do tra 1oi khong dong bo: duge sir dung &
c4u hinh khong can ddi, cho phép S phat khéng can nhan duoc yéu cau cua P.

— ABM (Asynchronous Balanced Mode) = ché do tra 16i khéng dong bd & cu hinh can
ddi; hau nhu chi duge st dung trong mang két ndi point-to-point + full-duplex. Hai thiét
bi trao d6i v6i nhau 1a binh dang vé chtic nang (P va S)

Khuén dang géi s6 li¢u (HDLC Frame Format)

(a) Frame
Start-of-frame Information check End-of-frame
delimiter Frame header field sequence delimiter
ol - F a3 F ool 3 - -
8 B16 816 8 Oto N 16/32 ~—— Number
___________ | of
Flag Address | Control Information FCS Flag bits
____________ 1

~#%— Direction of transmission
« Flag - truong dong bo =7EH=0111.1110
* Address - truong dia chi, chura d/c thiét bi dich
+ Group address

+ Broadcast address

Control

I 2 3 4 5 6 7 8

Information = 0 NiS) P/F N(R)
L L L L N({S) = Send sequence number

N(R) = Receive sequence number
P/F = Poll/final bit

Supervisory = I 0 S P'F N(R)

Recerver ready — RR
Recerver not ready — RNR

S .
Reject — REJ
Selective reject — SRE]
1 2 3 4 5 6 7 8
1 1 1 1
Unnumbered = 1 1 M P/F M
| 1 1 |
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« Control - truong diéu khién: két ndi, truyén va két thuc két nbi
G6i 6 li¢u I-Frame:

« N(S), N(R) duoc sir dung dé diéu khién luu lwong thu/phat. Ngoai ra N(S), N(R) con
xé4c dinh d6 16n cua cira sd dugce st dung dé trao ddi sb liéu béng HDLC.

* P/F= Poll/Final

— P/F=1=P:yéu cau S phai thuc hién 1€nh va tra 161 két qua thuc hién; S bao
cao da thuc hién Iénh

— P/F =0=F: Hét thong tin can giri
Géi diéu khién S-Frame:
«  bit P/F giéng nhu trén
« S=00: RR (Receive Ready) - san sang nhan, dd nhan téi goi tin tha N(R)-1
« S=01: REJ (Reject) - yéu cau phat lai tir N(R)
« S=10: RNR(Receive Not Ready) - chua sin sang, di nhan téi N(R)-1
« S=11: SREJ (Selative REJ) - yéu cau phat lai c6 chon loc, chi riéng N(R)
G6i diéu khién U-Frame: Béo ndi/tach hé thong

— SARM (1 11 1P 000): yéu cau ndi c6 phan biét Master/Slave, tuy vy Slave c6 thé
hoi.

— SNRM (1 100P 00 1): yéu cdu ndi & mode binh thuong, cé6 Master/Slave, Slave
khong dugc hdi, chi dugc phép tra 1o1.

— SABM (1 111P100): khong phan biét may chinh, mady phy, ca hai may coi nhu
nhau; néu P=1 thi yéu cau tra 1oi.

— DISC (1 100PO010): yéu cau tach hé thong, néu tra 16i UA tic 1a dong y. UA (1 1
0 0 F 11 0): thong bao tra 10i. (Control frame ciing c¢6 thé bi mat, giéng nhu cic
frame s liéu, vi thé cling can bién nhéan (ACK). Frame dac biét danh cho muc dich
nay la UA).

Nguyén tic hoat dong ciia HDLC
Quén tri thiét 1ap va giai phong két ndi (V(x) = seq. #):
a) NRM — multidrop link, truyén 1 huéng
— A: SNRM(B,P=1) (Polling B station)
— B: UA(B,F=1)
— A: DISC(B,P=1)
— B: UA(B,F=1)
b) ABM — point-to-point link, truyén 2 hwéng
— A: SABM(B,P=1)
— B: UA(B.,F=1)
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— B: DISC(A,P=1)
— A:UAAF=1)

a) Normal Response Mode (NRM) - multadrop hink

Pomary (A) Secondary (B)

Setup request  VISI=0
ViR] =0
vig):=0 Reguestaccepted

connected oo

@D:lm transfer

Dig i p. i

Promary disconnected

elease request
® 1 ) Socondary disconnected

released (Releaze accepted)

b} Asynchronous Balanced Mode (ABM) - point-to-pomnt-hnl
Combined P/S (4) Combined P/S (B)

SEt'uP quU-ESt. VIS =0
ViRi=0
WG| =0 Request &EEEpted

WiRi=10

cotinected ]
' ﬁﬁ':lm transfer

1
| : =11
s (P .

Hinh 2.5. Luu do thoi gian thuc hién giao thire HDLC

Primary dizconnected
(Felease accepted) Pnmary and
secondary

disconnected

Eeleasze request

Secondary disconnectad

2.3. TANG MANG (NETWORK)
2.3.1. Vai tré va chirc ning ciia ting mang

Tang mang (network layer) nhim dén viéc két nbi cac mang véi nhau bang cach tim
duong (routing) cho cac goi tin tir mot mang nay dén mot mang khac. N6 xac dinh viée
chuyén huéng, vach dudng cic géi tin trong mang, cac goi ndy c6 thé phai di qua nhiéu
ching trude khi d¢én dugc dich cudi cung. N6 ludn tim cic tuyén truyén thong khong tic
nghén dé dua cac goi tin dén dich.
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Tang mang cung cap cic phuong tién dé truyén cac goi tin qua mang, tham chi qua
mot mang cua mang (network of network). Boi vAy n6 can phai dép tng véi nhiéu kiéu
mang va nhiéu kiéu dich vu cung cap boi cdc mang khac nhau. Hai chirc ning chii yéu
clia ting mang 1a chon duong (routing) va chuyén tiép (relaying). Tang mang la quan
trong nhat khi lién két hai loai mang khac nhau nhu mang Ethernet v&i mang Token Ring
khi d6 phai ding mot bd tim duong (quy dinh boi ting mang) dé chuyén cac gbi tin tir
mang nay sang mang khac va nguoc lai.

Dbi v6i mot mang chuyén mach goi (packet - switched network) - gdm tap hop céc
nut chuyén mach goi nbi véi nhau boi cac lién két dir liéu. Cac goi dit liéu duoc truyén tir
mot hé théng mo té1 mot hé théng m¢& khac trén mang phai dugc chuyén qua mot chudi
cac nit. M&i niit nhan goi dir lidu tir mot dudng vao (incoming link) rdi chuyén tiép no
t6i mot duong ra (outgoing link) huéng dén dich cua dit licu. Nhu vay & mdi nut trung
gian no phai thuc hién cac chtrc nang chon dudng va chuyén tiép.

Ngoai 2 chirc ndng quan trong néi trén, ting mang ciing thuc hién méot sé chirc ning
khac, d6 1a: thiét 1ap, duy tri va giai phong cac lién két logic (cho ting mang), kiém soat
16i, kiém soat ludng dit liéu, don/tach kénh, cit/hop dit liéu,..

2.3.2. Cac ky thuat chon duwong trong mang may tinh
2.3.2.1. Tong quan

Viéc chon duong 1a sy lya chon mdt con duong dé tmyén mot don vi dit liéu (mdt
goi tin chang han) tir tram nguon t6i tram dich ciia né. Mot ki thuat chon dudng phai
thuc hién hai chure nang chinh sau day:

- Quyét dinh chon duong tdi wu dua trén cac thong tin da co vé mang tai thoi diém do
thong qua nhitng tiéu chuan tdi wu nhat dinh.

Cap nhat cac thong tin vé mang, tirc 13 théng tin dung cho viéc chon dudng, trén
mang luon c6 su thay ddi thuong xuyén nén vi¢c cap nhat la viéc can thiét.
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Hinh 2.6. M6 hinh chuyén van cdc goi tin trong mang chuyén mach
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Nguoi ta c6 hai phuong thirc dap tng cho viéc chon duong 1a phuong thire xur 1y tap
trung va xir 1y tai chd.

— Phwong thirc chon dwong xir Iy tdp trung dugc dic trung boi su ton tai cia mot
(hoac vai) trung tam diéu khién mang, chung thuc hién vi¢c 1ap ra cac bang duong di
tai ting thoi diém cho cac nut va sau d6 giri cac bang chon dudng t6i timg nut doc theo
con dudng di duoc chon d6. Thong tin tong thé ciia mang can dung cho viéc chon
duong chi can cap nhap va duogc ct gitlr tai trung tam diéu khién mang.

- Phwong thirc chon dwong xur Iy phdn tan dugce dac trung bdi viée chon dudong dugce
thyc hién tai mdi niit cia mang. Trong timg thdi diém, mdi nut phai duy tri cac thong
tin cia mang va tu xdy dung bang chon duong cho minh. Nhu vay cac thong tin tong
thé cla mang can dung cho viéc chon duong can cap nhap va duoc cat gitt tai moi nut.

Thong thuong cac thong tin dugc do ludong va sir dung cho viéc chon dudong bao
gom:

— Trang thai ciia dudng truyén.

— Thoi gian tré khi truyén trén mdi duong dan.
—  Muc d6 luu thong trén mdi duong.

— Céc tai nguyén kha dung cua mang.

Khi ¢6 su thay doi trén mang (vi du thay doi vé€ cau tric cia mang do sy co tai mot
vai nut, phuc hoi cua mot nut mang, néi thém mot nut mai... hodc thay doi vé mic do luu
thong) cac thong tin trén can dugc cap nhat vao cac co so dir li¢u ve trang thai ctia mang.

Hién nay khi nhu cau truyén théng da phuong tién (tich hop dit liéu vin ban, do
hoa, hinh anh, 4m thanh) ngay cang phat trién doi hoi cac cong nghé truyén dan toc do
cao nén viéc phat trién cac hé théng chon duong tdc d6 cao dang rat duoc quan tam.

2.3.2.2. Cdc gidi thudt tim dwong téi wu
e Gidai thuat Dijkstra cho ky thudt chon dwong tap trung.

Bai toan dat ra la: tim duong di c6 “dd dai” (mot dai lugng dugc dung dé 1am thudc
do, vi du d9 tré, cudc phi truyén tin) cuc tiéu, tr mot nat (nguén) cho trude dén mdi nuit
con lai cia mang (dich). O day ta coi mang nhu 1a mot do thi ¢6 hudng G(V,E), V 1a tap
dinh v6i n dinh twong trng v6i n nit mang, E 1a tdp cung cua dd thi. Ma tran trong s6 1a
au,v],u,v e V.

Thuat toan dugc xay dung dua trén co s& gan cho cac dinh cidc nhan tam thoi. Nhan
ctia mdi dinh cho biét can ciia d6 dai duong di ngin nhat tir s &én n6. Cac nhin nay s&
duoc bién do6i theo mot thu tuc lip, ma & mdi bude lip c6 mot nhan tam thoi trd thanh
nhén ¢ dinh. Néu nhin ctia mot dinh nao d6 tro thanh mot nhan c¢b dinh thi n6 s& cho ta
khong phai 12 can trén ma 13 d6 dai ciia dudng di ngin nhét tir dinh s dén né. Thuét toan
duoc mé ta cu thé nhu sau.
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End;

Procedure Dijstra;

(* Ddu vdo:

Do thi ¢é huéng G=(V,E) véi n dinh,
s € Vla dinh xudt phét, afu,v], u,v € Vla ma trdn trong so;

Gid thiét: afu,v]>0, u,v € V.
Pau ra:

Begin

Khodng cdch tir dinh s dén tat ca cdc dinh con lai dfv], v € V.
Truoc[v], v € V, ghi nhdn dinh di trudc v trong dwong di ngan nhdt ti s
dén v *)

(* Khoi tao *)

forv e Vdo
begin
dfv]:=afsv];
Truoc[v]:=s;
end;

dfs]:=0; T:=V\{s},; (* T la tap cdc dinh ca nhan tam thoi *)
(* Buoc lap *)
while T <> 6 do

begin
tim dinh u € T thoa man dfu]=min {d[z]:z € T} ;
T:=T\ {u} ; (* Cé dinh nhan ciia dinh u*)
Forv e Tdo
Ifdfv]>d[u] +a[u,v] then
Begin
div]:=dlu]+afuv];
Truoc/[v]:=u;
End;
end;

Hinh 2.7. Minh hoa thudt toan Dijkstra

Thi du. Tim dudng di ngin nhat tir C d&én cac dinh con lai ciia do thi & hinh dudi day.

B 1 C 4 D
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Tir d6 ta thiét ké duoc “cay chon duong” va bang chon dudong nhu cac hinh vé sau:

Dich | Nuat ké tiép
A A
5 ; B B
D D
(a) (k) E | &
2 F E

3

H A

2.3.3. Tic nghén trong mang
Cac khai ni¢m
. Hqién twong tic nghén (congestion): luu lugng dén mang ting 1én, thong luong van
chuyén ctia mang lai giam di.
. Deadlock: tinh trang tic ngh&n trim trong dén mirc mang bi nghet hoan toan, thong

luong van chuyén ctia mang tut xudng bang khong.

Thing hrong

IMang hwe win tad -
clia dwing truyén

o Ta duwa vio mang'
Hinh 2.8. Luoc do tac nghén trong mang

. Nguyén nhén dén dén tic nghén:

—  Luu luong di dén trén nhiéu 16i vao déu can cing mot dudng di ra.

—  Tbec do xir 1y tai cac router chdm

—  Céc duong truyén c6 bandwidth thap, dan dén hién tuong that c6 chai.
. Biéu hign ciia tidc nghén: Thoi gian khir hoi (RTT) ting cao bat thuong
. Cic bién phap khic phuc

— Cung cap du bg dém ¢ dau vao va ra cua cac duong truyén
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—  Quan 1y bo dém hop 1y, c6 thé loai bo sém (RED)
—  Han ché luu luong dén ngay & dau vao ciia toan bd hé thong
—  Piéu khién luu luong (thi du dung Sliding Window)

Vin dé nay sé dwoce nghién sau hon trong chwong 4 va chwong 5.

2.3.4. Giao thuc X25 PLP
Pugc CCITT cong bd lan dau tién vao 1970 lac linh vuc vién thong lan dau tién
tham gia vao thé gigi truyén dir liu vdi cac déc tinh:
- X25 cung cap quy trinh kiém soat ludng giita cac dau cudi dem lai chat
lvong duong truyén cao cho du chat lwong duong day truyén khong cao.
- X25 duogc thiét ké cho ca truyén thong chuyén mach 1an truyén thong
ki€u diém noi diém.
— Puoc quan tim va tham gia nhanh chéng trén toan cau.

Trong X25 ¢ chic ning dén kénh (multiplexing) dbi voi lién két logic (virtual
circuits) chi 1am nhiém vu kiém so4t 15i cho cac frame di qua. Piéu nay 1am ting d6 phirc
tap trong viéc phbi hop cac thu tuc giira hai ting ké nhau, dan dén thong lugng bi han ché
do tong phi xtr Iy mbi géi tin tang 1én. X25 kiém tra 15i tai mdi nit trude khi truyén tiép,
diéu nay lam cho dudng truyén cé chat luong rit cao gan nhu phi 18i. Tuy nhién do vay
khéi luong tich toan tai mdi nat kha 16n, ddi véi nhimg duong truyén cta nhitng nim
1970 thi diéu d6 1a can thiét nhung hién nay khi k¥ thuat truyén dan da dat dugc nhiing
tién bo rét cao thi viée do tré nén lang phi.

. Pac diém:
— La mang truyén dir liéu cong cong dau tién.
— Van chuyén dir liéu hudng két noi

— Pé st dung X.25, may tinh dau tién phai thiét lap két nbi t6i mot may tinh ¢ xa,
nghia 1a phai thiét 1ap mot cudc goi (telephone call)

— Két no1 nay dugc gan 1 connection number dé st dung cho cac goi (packet) so liéu
van chuyén:

+ Nhiéu két ndi c6 thé dugc st dung dong thoi giita 2 mdy tinh.
+ Két ni trong X.25 1a két ndi ao (Virtual Circuit)
. Nguyén tic hoat dong

— X.25 1a mot dich vu truyén thong mdy tinh cong cong, dua trén hé théng vién
thong dién rong (PSTN).

- X.25 duge CCITT va sau nay 1a ITU chuan hoa (1976).
- X.25 chi dac ta giao dién gitra DTE va DCE:
- DTE (Data Terminal Equipment)- thiét bi dau cudi dit liéu
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+ DCE (Data Circuit-terminating Equipment) - thiét bi mach dau cubi di liéu,
hay la thiét bi két ndi mang.

- X.25 khong quy dinh cu thé kién trtc va t6 chirc hoat dong ndi bd cua mang.

- T chuc va thuc hién hé théng mang dé cung cép dich vu X.25 tai giao dién
v6&1 NSD 1a nhiém vy cta nha cung cép dich vu X.25 - thuong la nha cung cép
dich vy vién thong cong cong.

Cac giao thirc chudn: X.25 qui dinh str dung cac giao thirc chudn & cac mirc nhu sau:
. Mire vat ly:
- X.21 cho truyén s lidu s6 (Digital) giita DTE va DCE
— X.21 bis cho truyén sé liéu twong tu (Analog) gitta DTE va DCE
. Mikc lign két:
- LAPB (Link Access Protocol Balanced), 1a mot phan ctia HDLC, dé trao
do61 s6 lidu tin cay gitra DTE va DCE
. Mirc mang:

— PLP (Packet Level Protocol): giao thirc chuyén mach goi + hudng két nbi,
céc subscriber sir dung dé thiét 1ap VC va truyén thong véi nhau.

- la giao thirc dugc dac ta mdi trong X.25

. Ba mtc trén tuong Gmg voi 3 mirc thdp nhat ciia moé hinh ISO/OSI
DTE LTE
X 26 K25
: Metwark
Highsr i u = - i Highsr
Protecol i i Fraotocol
Entities | ¥ DeE o . i Entities
PLP PLF
Metwork HDLE Metwork MNutwork Matwork " Metwark
Link X1 Link Link Link ¥21 Link
Phy Phy Phy Phy |77 Phy

Hinh 2.9. Pac ta giao dién mang X25

Cic dic diém quan trong nhit caa X.25:

— Cac goi tin di€u khién cudc goi, dugc dung dé thiet 1ap va huy bod cac kénh ao,
dugc gui trén cung kénh va mach 4o nhu cac goi in dit ligu.

— Viéc don kénh ciia cac kénh 4o xdy ra ¢ tang 3
— Ca tang 2 va ting 3 déu 4p dung co ché diéu khién luu lugng va kiém soat 15i.
- X.25 duogc su dung rong rai trong khoang 10 nam.

— Khoang 1980s, X.25 dugc thay thé boi mot mang méi — Frame Relay.
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2.3.5. Cong nghé chuyén mach nhanh

2.3.5.1. Mang chuyén mach khung — Frame Relay (FR)

M3di goi tin trong mang goi 13 Frame, do vdy mang goi 1a Frame relay. Dic diém
khac biét gitra mang Frame Relay va mang X25 mang Frame Relay 1a chi kiém tra 13i tai
hai tram giri va tram nhan con trong qué trinh chuyén van qua cic nut trung gian goi tin
s& khong duoc kiém 15i nita. Do vay thoi gian xtr 1y trén mdi nat nhanh hon, tuy nhién
khi c6 13i thi goi tin phai duoc phat lai tir tram dau. Vi d6 an toan cao cua dudng truyén
hién nay thi chi phi viéc phat lai d6 chi chiém mot ty 16 nho néu so v6i khéi luong tinh
toan duoc giam di tai cac niit nén mang Frame Relay tiét kiém dugc tai nguyén ctia mang
hon so v&1 mang X25.

Frame relay khong chi 1a mot k thuat ma con 1a thé hién mot phuong phap to chirc
moi. Véi nguyén 1y 13 truyén mach géi nhung céc thao tac kiém soat gita cac dau cudi
giam dang ké K¥ thuat Frame Relay cho phép thong luong tdi da dat tGi 2Mbps va hién
nay n6 dang cung cip céac giai phap dé tuong ndi cac mang cuc bd LAN trong mot kién
trac xuong song tao nén moi trudng cho tng dung multimedia.

Khac nhau cin ban giira FR va X.25:

Tin hiéu diéu khién cudc goi dugc van chuyén trén mot két ndi logic riéng; vi vay, cac
node trung gian khong cin phai duy tri cic bang trang thai va xir Iy cic message nay cho
ting két nbi.

Multiplexing va switching ddi v&i cac két ndi logic duoc thyc hién ¢ layer 2 (chir
khong phai layer 3), do d6 loai bd dugc chi phi xtr 1y ¢ 1 layer.

Piéu khién luu luong va kiém soat 18i: Khong ap dung cic co ché diéu khién theo
ching. FR ciing khong cung cip cac co ché diéu khién End-to-end, nhiém vu niy céc
tang trén phai giai quyét
Uu diém ciia FR vé6i X.25:

- Lam cho qua trinh truyén thong hop 1y hon
- Chtrc nang giao thuec tai giao di¢n user-network dugc gidm bot
- Chi phi xtr Iy bén trong mang ciling gidm

- Lower delay & Higher throughput (c& 1 bac)

- Ung dung quan trong nhit ciia Frame Relay: két ndi cic mang LAN & cac vin
phong ciia mot cong ty.

- Frame Relay dat dugc mic do thanh cong vira phai, hién van dang duoc sir dung.
Tém tit cac diic trung cong nghé:

- FR thuc hién cac churc nang co ban ctia mirc Data link: tao va xt ly frame, dia chi
hod, quan ly cac kénh 4o.

— Str dung k¥ thuat don/tach kénh khong déng bd & mic Data link: = Sir dung hiéu
qud hon duong truyén. Toc dd trao doi so lidu: 56 Kbps — 2,048 Mbps.
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Thiét 1ap va giai phong kénh theo giao thirc bao hiéu chuan Q.931 ciia mang
ISDN.

— Khong c6 chirc nang xur ly giao thirc & mirc mang.

- No Link-by-link Flow Control and Error Control; Cac ES kiém tra phat hién 16i va
khic phuc (end-to-end).

- Hé chuyén mach & giao dién giita mang va hé thong cudi kiém tra CRC va khong
forward cac frame bj 1.

— Giao dién quan tri ndi tai LMI (Local Management Interface) ctia FR hd tro viéc
quan tri trao do1 sO li€u trén cac kénh 4o trong mang.

2.3.5.2. Ky thugt ATM

Hién nay ky thut Cell Relay dua trén phuong thirc truyén thong khong dong bo
(ATM) c6 thé cho phép thong lugng hang trim Mbps. Pon vi dit liéu dung trong ATM
duoc goi la té bao (cell). Cac té bao trong ATM c6 d6 dai ¢ dinh 1a 53 bytes, trong d6 5
bytes danh cho phan chira thong tin diéu khién (cell header) va 48 bytes chira dir lidu cua
tang trén.

Trong k¥ thuat ATM, céc té bao chira cac kiéu dir 1iéu khac nhau duoc ghép kénh
t6i mot duong dan chung dugc goi la duong dan ao (virtual path). Trong dudng dan 4o d6
o thé gém nhiéu kénh ao (virtual channel) khac nhau, mdi kénh o duoc sir dung béi
mot ing dung nao do tai mot thoi diém.

ATM di két hop nhirng déc tinh t6t nhat cua dang chuyén mach lién tuc va dang
chuyén mach goi, n6 c6 thé két hop dai thong linh hoat va kha nang chuyén tiép cao toc
va c6 kha ning quan 1y dong thoi dir liéu s, tiéng noi, hinh anh va multimedia twong tac.

Muc tiéu ctia k§ thuat ATM la nham cung cdp mot mang don kénh, va chuyén mach
toc do cao, do tré¢ nho dap g cho cac dang truyén thong da phuong tién (multimecdia)

Chuyén mach cell can thiét cho viéc cung cap cac két ndi doi hoi bang thong cao,
tinh trang tat nghén thap, ho trg cho 16p dich vu tich hop luu thong dir li¢u am thanh hinh
anh. Pac tinh toc d0 cao la dac tinh noi bat nhat cia ATM.

ATM st dung co cdu chuyén mach dic biét: ma tran nhj phan cac phan tir chuyén
mach (a matrix of binary switching elements) dé van hanh luu thong. Kha ning mé rong
(scalability) la mot ddc tinh cua co cau chuyen mach ATM. bgc tinh nay tuong phan truc
tiép v6i nhitng gi dién ra khi cac tram cudi dugc thém vao mot thiét bi lién mang nhu
router. Cac router c0 nang suat téng c6 dinh dugc chia cho cac tram cudi c6 két ndi vOi
chung. Khi s luong tram cudi gia ting, nang sut clia router tuong thich cho tram cudi
thu nho lai. Khi co cdu ATM md rong, moi thiét bi thu tram cudi, bang con dudng cua
chinh n6 di qua bd chuyén mach bang cach cho mdi tram cudi bang thong chi dinh. Bang
thong rong duoc chi dinh ciia ATM véi dic tinh ¢6 thé xac nhan khién né tro thanh mot
k¥ thuat tuyét hao dung cho bt ky noi nao trong mang cuc b ciia doanh nghiép.

Nhu t€n goi cua no chi rd, ky thuat ATM sir dung phuong phap truyén khong dong
bd (asynchronouns) cac t& bao tir nguon t6i dich ctia ching. Trong khi d6, & tang vat 1y
ngudi ta co thé sir dung cac ky thuat truyén théng dong bo nhu SDH (hoic SONET).
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Nhan thie duge vi tri chua thé thay thé duogc (it nhét cho dén nhiing ndm dau cua
thé ky 21) ciia ky thuat ATM, hau hét cac hang khong 10 vé may tinh va truyén théng nhu
IBM, ATT, Digital, Hewlett - Packard, Cisco Systems, Cabletron, Bay Network,... déu
dang quan tAm dic biét dén dong san phim hudng dén ATM cia minh dé tung ra thi
truong. Co thé ké ra ddy mot sd san pham d6 nhu DEC 900 Multiwitch, IBM 8250 hub,
Cisco 7000 rounter, Cablectron, ATM module for MMAC hub.

Nhin chung thi truong ATM s61 dong do nhu cau thuc su cua cac ung dung da
phuong tién. Sy nhap cudc ngay mot dong cuia cic hing san xuat da lam giam dang keé
gia ban cua cc san pham loai nay, tir d6 cang mé rong thém thi truong. Ngay & Viét
Nam, cac du an 16n vé mang tin hoc déu da duoc thiét ké voi ha t?mg chép nhan duogc voi
cong nghé¢ ATM trong tuong lai.

2.3.6. Dich vu OSI cho ting mang
(Tham khéo phan I1.3.5, tr 71, 72) ciia gido trinh [1]).

2.4. TANG GIAO VAN (TRANSPORTATION)
2.4.1. Vai tro va chirc ning ciia ting Giao vén

Tang van chuyén cung cap cac chlrc nang can thi€t gifta tang mang va cac tang trén.
no la tang cao nhat c6 lién quan dén céac giao thuc trao doi dir li€u gitra cac h¢ thong md.
N6 cung céc tang dudi cung cap cho ngudi sir dung cac phuc vu van chuyén.

Tang van chuyén (transport layer) 13 tang co s& ma ¢ d6 mot may tinh ctia mang
chia sé thong tin véi mot may khac. Tang van chuyén dong nhat mdi tram bang mot dia
chi duy nhat va quan 1y sy két noi gitta cac tram. Tang van chuyén cling chia cac goi tin
16m thanh cac goéi tin nhé hon trude khi gui di. Thong thuong tang van chuyén danh so
cac goi tin va dam bao chung chuyén theo dliing thur tu.

Tang van chuyén 1a tAng cudi cing chiu trach nhiém vé muc do an toan trong truyén
dir liéu nén giao thuc tang van chuyén phu thudc rat nhiéu vao ban chat ctua tang mang.
Nguoi ta chia giao thure tang mang thanh cac loai sau:

— Mang loai A: C6 ty suét 18i va su c¢b co bao hiéu chip nhan duoc (tirc 13 chat lugng
chap nhan duoc) Céc goi tin dugc gia thlet la khong bi mat. Tang van chuyén khong
can cung cap cac dich vu phuc hdi hodc sap xép tht ty lai.

— Mang loai B: Co ty suét 13i chap nhéan dugc nhung ty suit su c6 o bao hiéu lai khong
chap nhan dugc. Tang giao van phai c6 kha nang phuc hoi lai khi xay ra su cd.

— Mang loai C: C6 ty sut 16i khong chap nhan duge (khong tin cdy) hay 1a giao thirc
khong lién két. Tang giao van phai co kha ning phuc hoi lai khi xay ra 16i va sap xép
lai tha ty cac gai tin.

2.4.2. Giao thirc chuin cho ting Giao van

Trén co s loai giao thirc ting mang chung ta c6 5 16p giao thirc tang van chuyén d6
la:
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Giao thirc 16p 0 (Simple Class - 16p don gian): cung cdp cac kha ning rat don gian
de thiét 1ap lién két, truyén dir liéu va huy bo lién két trén mang "co lién két" loai A. NoO
c6 kha niing phat hién va bdo hiéu cac 16i nhung khong c6 kha ning phuc hoi.

— Giao thirc I6p 1 (Basic Error Recovery Class - Lép phuc héi 16i co ban) dung voi
cac loai mang B, & diy cac goi tin (TPDU) dugc danh s6. Ngoai ra giao thirc con cé
kha ning bao nhan cho noi giri va truyén dir liéu khan. So véi giao thirc 16p 0 giao thic
16p 1 ¢6 thém kha ning phuc hoi 13i.

- Giao thite 16p 2 (Multiplexing Class - 16p don kénh) 1a mot cai tién caa 16p 0 cho
phép don mot sb lién két chuyén van vao mot lién két mang duy nhit, dong thoi co thé
kiém soat ludng dir liéu dé tranh tic nghén. Giao thuc 16p 2 khong c6 kha ning phat
hién va phuc hdi 16i. Do vay no can dat trén mot té‘lng mang loai A.

- Giao thirc I6p 3 (Error Recovery and Multiplexing Class - 16p phuc héi 16i co ban
va don kénh) 13 sy mo rong giao thirc 16p 2 v6i kha ning phat hién va phuc héi 18i, nd
can dat trén mot tﬁng mang loai B.

- Giao thitc 16p 4 (Error Detection and Recovery Class - Lép phat hién va phuc hoi
16i) 13 16p c6 hau hét cac chirc ning cta cac 16p trude va con bo sung thém mot sb kha
nang khac dé kiém soat viéc truyén dir lidu.

2.4.3. Dich vu OSI cho ting Giao vin
(Tham khdo phén 11.4.3, tr 92-93 cuia gido trinh [1]).
2.5. TANG PHIEN (SESSION)

2.5.1. Vai tro va chirc niing ciia ting Phién

Tang giao Phién (session layer) thiét 1ap "cac giao dich" giita cic tram trén mang,
n6 dit tén nht quan cho moi thanh phén mudn ddi thoai véi nhau va 1ap anh xa gilra cac
tén voi dia chi cia chung. Mdt giao dich phai dugc thiét 1ap trudc khi dir ligu dugc truyén
trén mang, ting giao dich dam bao cho céc giao dich duoc thiét 1ap va duy tri theo dung
qui dinh.

Tang giao dich con cung cap cho nguodi sir dung céc chlrc nang can thiét dé quan tri
cac giao dinh img dung cta ho, cu thé la:

—  Diéu phbi viéc trao ddi dir lidu gilta cac ung dung bang cach thiét l1ap va giai
phong (mot cach 16gic) cac phién (hay con goi la cac hoi thoai - dialogues)

—  Cung cép cac diém déng bo dé kiém soat viéc trao dbi dit liu.

—  Ap dit cac qui tic cho cac tuong tac giita cac ing dung clia ngudi sir dung.

—  Cung cip co ché "lay luot" (nim quyén) trong qua trinh trao d6i di liéu.

Trong truong hop mang 14 hai chiéu luan phién thi ndy sinh van dé: hai nguoi st
dung luan phién phai "lay lugt" dé truyén dir liéu. Tang giao dich duy tri trong tic luan
phién bﬁng cach bao cho mdi ngudi st dung khi dén luot ho duge truyén dit liéu. Véan dé
déng bd hoa trong téng giao dich cling dugc thyc hién nhu co ché kiém tra/phuc hoi, dich
vu nay cho phép ngudi sir dung xac dinh cac diém dong bd hoa trong dong dir liéu dang
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chuyén van va khi can thiét c6 thé khoi phuc viéc hoi thoai bat dau tir mot trong cac diém
do.

O mot thoi diém chi c6 mot nguoi st dung dé quyén dac biét duoc goi cac dich vu
nhit dinh cia ting giao dich, viéc phan bd cac quyén nay thong qua trao doi thé bai
(token). Vi du: Ai c6 duge token s& co quyén truyén dir liéu, va khi nguoi giir token trao
token cho ngudi khéc thi ciing ¢ nghia trao quyén truyén dir liéu cho nguoi do.

Tang giao dich c¢6 cac ham co ban sau:

—  Give Token cho phép ngudi sit dung chuyén mot token cho mot nguoi sir dung
khéc ciia mot lién két giao dich.
—  Please Token cho phép mot nguoi st dung chua c6 token c6 thé yéu cau token do.
—  Give Control ding dé chuyén tit ca cic token tir mot ngudi st dung sang mot
nguoi sir dung khac.
2.5.2. Dich vu OSI cho ting Phién
(Tham khdo phan I1.5.2, tr 96-103 ciia gido trinh [1]).
2.5.3. Giao thirc chuin cho ting Phién
(Tham khdo phan I1.5.3, tr 104-106 cia gido trinh [1]).
2.6. TANG TRINH DIEN (PRESENTATION)

2.6.1. Vai tro va chirc ning ciia ting Trinh dién

Trong giao tiép giita cac tmg dung thong qua mang véi cing mot dit lidu c6 thé co
nhiéu cach biéu dién khac nhau. Thong thudng dang biéu dién dung béi tmg dung ngudn
va dang biéu dién dung boi tmg dung dich c6 thé khac nhau do cac tmg dung dugc chay
trén cac hé thong hoan toan khac nhau (nhu hé may Intel va hé may Motorola). Tang
trinh bay (Presentation layer) phai chiu trach nhiém chuyén doi dir liéu giri di trén mang
tr mot loai biéu dién nay sang mot loai khac. bé dat dugc diéu d6 nd cung cép mot dang
biéu dién chung dung dé truyén thong va cho phép chuyén dbi tir dang biéu dién cuc bod
sang biéu dién chung va nguoc lai.

Tang trinh bay ciing c¢6 thé dugc dung ki thuat ma hoa dé x4o tron cac dit lidu trude
khi duogc truyén di va giai ma & dau dén dé bao mat. Ngoai ra tang biéu dién ciing c6 thé
dung cac ki thuat nén sao cho chi can mot it byte dir li¢u dé thé hién thong tin khi n6
duoc truyén O trén mang, ¢ dau nhan, tﬁng trinh bay bung tro lai dé duoc dit liéu ban dau.

2.6.2. Dich vu OSI cho tang Trinh dién

(Tham khdo phan I1.6.2, tr 110-114 cia gido trinh [1]).
2.6.3. Giao thirc chuin cho ting Trinh dién
(Tham khdo phan I1.6.3, tr 115-118 ciia gido trinh [1]).
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2.7. TANG UNG DUNG (APPLICATION)
2.7.1. Vai tré va chirc ning ciia ting Ung dung

Tang tng dung (Application layer) 13 ting cao nhat ciia mé hinh OSI, né xac dinh
giao dién giita nguoi sir dung va moi truong OSI va giai quyét cac k¥ thuat ma cac
chuong trinh ing dung ding dé giao tiép v6i mang.

Dé cung cip phuong tién truy nhap méi truong OSI cho céc tién trinh ng dung,
Nguoi ta thiét 1ap cac thuc thé tng dung (AE), cac thuc thé tmg dung s& goi dén cac phan
tir dich vu ing dung (Application Service Element - viét tit la ASE) ctia chiing. Mbi thuc
thé ing dung c6 thé gdm mot hodc nhiéu cac phan tir dich vu tmg dung. Cac phén tir dich
vu tmg dung duoc phdi hop trong méi trudng cia thuc thé tng dung thong qua céc lién
két (association) goi 1a dbi twong lién két don (Single Association Object - viét tat 1a
SAO). SAO diéu khién viéc truyén thong trong sudt vong doi cta lién két d6 cho phép
tuan tu hoa cac su kién dén tir cic ASE thanh t6 cta no.

2.7.2. Chuin hoa ting ng dung
(Tham khao phan I1.7.2, tr 121-129 ciia gido trinh [1]).

2.8. CAU HOI VA BAI TAP
(dang tiép tuc bd sung)
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CHUONG 3. MANG CUC BO - MANG LAN

3.1. PAC TRUNG MANG CUC BQ

Do nhu cau thyc té clia cac co quan, truong hoc, doanh nghiép, t6 chirc can két ndi
cac may tinh don l¢ thanh mt mang ndi bd dé tao kha nang trao doi thong tin, sir dung
chung tai nguyén (phan ctmg, phan mém). Vi dy trong mot van phong c6 mot may in, de
tat ca moi ngum c6 thé sir dung chung may in d6 thi giai phap ndéi mang c6 thé khac phuc
duoc han ché nay.

Muc dich cuia viée sir dung mang ngay nay c6 nhiéu thay doi so véi trude kia. Mic
di mang mdy tinh phat sinh tir nhu cau chia sé¢ va dung chung tai nguyén, nhung muc
dich chu yéu van 1a sir dung chung tai nguyén phan cimg. Ngay nay muc dich chinh cua
mang 13 trao d6i thong tin va CSDL dung chung > cong nghé mang cuc b phat trién vo
cung nhanh chéng

Dé phan biét mang LAN véi cac loai mang khac ngudi ta cin cir theo cac dic trung
sau:

- Ddc trung dia ly: cai dat trong pham vi nho (toa nha, mét can ctr quan su,..) co
duong kinh tir vai chuc mét dén vai chuc km = ¢6 ¥ nghia twong dbi.

— Bdc trung vé toc dé truyén: cao hon mang dién rong, khoang 100 Mb/s, c6 thé dén
1000 Mbps v&i cong nghé Gigabit.

—  Ddc trung dé tin cdy: ty suit 13i thap, c6 thé dat 10 dén 107"

- BPic trung quan ly: thudng 13 s& hitu riéng cia mot to chirc > viée quan 1y khai
thac tap trung, thong nhat.

Tuy nhién sy phan biét mang LAN theo cac dic trung trén chi mang tinh twong ddi,
cung véi cong nghé ngay cang cao thi ranh gioi gitta LAN, MAN, WAN ngay cang mo
di.

3.2. KIEN TRUC MANG CUC BQ
3.2.1. Topology
V& nguyén tic moi topology ciia mang may tinh noi chung déu c6 thé dung cho

mang cuc bd. Song do dac thu cua mang cuc bd nén chi c¢o 3 topology thuong dugc su
dung: hinh sao (star), hinh vong (ring), tuyén tinh (bus)

3.2.1.1. Hinh sao (star)

- Tét ca cac tram duoc ndi vao mot thiét bi trung tdm c6 nhi€ém vy nhén tin hi¢u tu
cac tram va chuyén dén tram dich cua tin hi¢u.

- Thiét bi trung tam cé thé 1a Hub, Switch, router

Vai tro cua thiét bi trung tam la thyuc hién viéc “bat tay” gilta cac tram can trao doi
thong tin v&1 nhau, thiét 1ap cac lién két diém - diém gitra ching.
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SO PO KIEU KET NOI HINH SAO VOI HUB G TRUNG TAM
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Hinh 3.1. So do két n6i hinh sao

3.2.1.2. Hinh vong (ring)

- Tin hiéu dugc luu chuyén theo mét chiéu duy nhat

- Moi tram 1am viée dugc nbi véi vong qua mot bo chuyén tiép (repeater), c6 nhiém
vu nhén tin hiéu rdi chuyén dén tram ké tiép trén vong

Pé tang dd tin cdy cua mang, phai lap vong du phong, khi duong truyén trén vong
chinh bi su ¢6 thi vong phu dugc sir dung véi chidu di cua tin hiéu nguoc véi chidu di

cua mang chinh. e .
SO PO KIEU KET NOI DANG VONG

Hinh 3.2. So d6 két noi vong (ring)

3.2.1.3. Dang dwong thing (Bus)

- Tat ca cac tram déu ding chung mot dudng truyén chinh (Bus) duoc gii han boi
hai dau no6i (terminator).

- Moi tram dugc ndi vao Bus qua mot dau noi chir T (T-connector).
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- Khi mot tram truyén dr liéu thi tin hi¢u dugc quang ba trén 2 chiéu cua Bus (tét ca
cac tram khac déu c6 thé nhan tin hi¢u)

SO PO KIEU KET NOI DANG TUYEN TiNH (BUS)
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Hinh 3.3. So d6 két néi dwong thang (bus))

* S0 sanh giita cdac cdach két noi va wu nhwoc diém cua chung:

- Khac nhau: kiéu hinh sao 13 két ndi diém - diém tryuc tiép gitra hai may tinh thong
qua mdt thiet bi trung tam. Ki¢u vong thi tin hi¢u luu chuyén trén vong 1a mot chuoi
cac két ndi diém - diém. Kiéu tuyén tinh thi dir li€u truyén dua trén diém - nhiéu diém
hodc quang ba.

- Uudiém: Ca ba cach két ndi déu don gian, d& lap dat, dé thay ddi cdu hinh

Hinh sao:

- Uu diém: D& kiém soat. Do sir dung lién két diém - diém nén tan dung duoc tdi da
toc do cua duong truyén vat 1y

- Nhuoe diém: Do dai duong truyén ndi mot tram véi thiét bi trung tam bi han ché
(trong vong 100 m voi cong nghé hién tai)

Dang vong:

- Nhuoc diém Néu xay ra sy cd trén duong truyén, tat ca cac may trong mang khong

thé giao tiép v6i nhau. Doi hoi giao thic truy nhép duong truyén kha phic tap (Tuy
nhién toan bd cong viéc nay duoc hé phan mém giai quyét)

Dang dwong thang:

- Nhuge diém: néu xay ra sy c¢d trén duong truyén, toan bd cic may trong mang
khong thé giao tiép v6i nhau duoc nita. Giao thirc quan 1y truy nhip dudng truyén phic
tap

Do uu nhugc diém cua timg loai ma trong thuc té nguoi ta thuong chon kiéu két ndi
lai - 1a t0 hgp cua céc kiéu két noi trén.
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3.3.2. Pwong truyén vat ly

Mang cuc bd thuong st dung 3 loai duong truyén vat 1y va cap doi X0dn, cap dong
truc, va cap soi quang. Ngoai ra gan ddy ngudi ta cling di bat dau st dung nhiéu cac
mang cuc b khong day nho radio hoac viba.

Cap ddng truc dudong st dung nhiéu trong cac mang dang tuyén tinh, hoat dong
truyén dan theo dai co s& (baseband) hodc dai rong (broadband). Véi dai co sd, toan bo
kha ning ctia duong truyén duoc danh cho mot kénh truyén thong duy nhat, trong khi d6
voi dai rong thi hai hodc nhiéu kénh truyén théng cung phan chia dai thong cia kénh
truyén

Hau hétqcéc mang cuc bd déu sir dung phuong thirc dai rong. Vo1 phuong thire nay
tin hi¢u c6 thé truyén di dudi ca hai dang: twong ty (analog)va so (digital) khong can di¢u

r
A

cheé.

Cap dong truc co6 hai loai 1 cap gy (thin cable) va cap béo (thick cable). Ca hai
loai cap nay déu co tdc do lam viéc 10Mb/s nhung cap gay c6 do suy hao tin hiéu 16n
hon, c6 do dai cap t6i da cho phép giita hai repeater nho hon cap béo> Cap gay thuong
dung dé ndi cac tram trong cung mdt van phong, phong thi nghiém, con cap béo dung de
nbi doc theo hanh lang, 1én cac tang lau,..

Phuong thirc truyén thong theo dai rong co thé dung ca cap doi xoan, nhung cap doi
xoan chi thich hop v61 mang nho hiéu nang thap va chi phi dau tu it.

Phuong thirc truyén theo dai rong chia dai thong (tan s6) cua duong truyén thanh
nhiéu dai tan con (kénh), mdi dai tn con dé cung cAp mot kénh truyén dir liéu tach biét
nho st dung mét cdp modem déc biét. Phuong thirc nay von 1a mot phuong tién truyén
mot chiéu: cac tin hiéu dua vao duong truyen chi c6 thé truyén di theo mot huong ->
khong cai dat dugc cac bo khuyech dai dé chuyen tin hiéu coa mdt tan sd theo ca hai
chiéu. Vi thé xdy ra tinh trang chi c6 tram nam dudi tram truyén 14 6 thé nhan duoc tin
hiéu. Vay lam thé nao dé c6 hai dudng dan dit liéu trén mang. Diém gip nhau cia hai
duong dan d6 goi la diém dau cudi. Vi dy, trong topo dang bus thi diém dau cudi don
gian chinh 1a dau mut cua bus (terminator), con voi topo dang cay (tree) thi chinh la goc
ctia ciy (root). Cac tram khi truyén déu truyen ve hudng dlem dau cudi (gol la dudng dan
vé), sau do cac tin hiéu nhan duoc ¢ diém dau cudi sé truyén theo duong din thtr hai xuat
phat tir diém dau cudi (goi la duong dan di). Tat ca cac tram déu nhan di liéu trén dudng
dan di. Pé cai dat duong dan vé va di, c6 thé sir dung c4u hinh vat Iy nhu trén hinh 3.4.

Trong ciu hinh cap doi (dual cable), cac duong dan vé va di chay trén cac cap
riéng biét va dlem dau cudi don gian chi 1a mot dau ndi thu dong cia ching. Tram gui va
nhan ciing mot tan s6

Trong ciu hinh tach (split), ca hai duong dan déu & trén cung mot cap nhung tan sb khac
nhau: duong dan Ve c6 tan s6 thip va dudng dan di co tan s cao hon. Diém dau cubi 1a
bo chuyén ddi tan sb.

- Chu y: viéc lya chon dudng truyén va thiét ké so do di cap (trong truong hop
hiru tuyén) 1a mot trong nhitng cong viéc quan trong nhat khi thiét ké va cai dat mot
mang may tinh ndi chung va mang cuc bd noi riéng. Giai phap lya chon phap dap ng
duoc nhu cau st dung mang thuc té khong chi cho hién tai ma cho ca twong lai.

- VD: muon,truyen dir liéu da phuong tién thi khong thé chon loai cap chi cho
phép thong luong toi da 1a vai Mb/s , ma phai nghi dén loai cap cho phép thong luong
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trén 100 Mb/s. Viéc lap dat hé thdng trong cap trong nhiéu truong hop (toa nha nhiéu
tang) la ton rat nhi€u cong cua 9 phai lga chon can than, khong thé dé xdy ra truong
hop sau 1 -2 nam go bo, lap h¢ thong maoi.

 » Nhan véitdn s6 2
Difm diu cudi - Truyén véi tin s6 £l
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b. Dual Cable Broadband

Hinh 3.4. Cdu hinh vat Iy cho Broadband

3.3. CAC PHUONG PHAP TRUY NHAP PUONG TRUYEN VAT LY
3.3.1. Giéi thiéu

Dbi voi topo dang hinh sao, khi mot lién két dugc thiét 1ap gilta hai tram thi thiét bi
trung tdm s& dam bao duong truyen dugc danh riéng trong suot cudc tmyen Tuy nhién
d6i véi topo dang vong va tuyén tinh thi chi c6 mot duong truyén duy nhat ndi tat ca cac
tram vo6i nhau boi vay can phai c6 mot quy tic chung cho tat ca cac tram nbi vao mang dé
bao dam rang dudng truyén dugc truy nhap va sir dung mot cach tot dep

C6 nhiéu phuong phap khac nhau dé truy nhap duong truyén vat 1y, dugce phan lam
hai loai: phuong phap truy nhap ngiu nhién, va phuong phap truy nhap c6 diéu kién.

Cac phuong phap truy nhap

Truy nhap ngau nhién Truy nhap cé diéu khién

CSMA CSMA/CD Slotted Ring Token Ring  Token Bus Collision Avoidance
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Trong d6 ¢6 3 phuong phap hay ding nhit trong cic mang cuc bo hién nay: phuong
phap CSMA/CD, Token Bus, Token Ring

3.3.2. Phuong phap CSMA/CD

Phuong phép da truy nhap st dung song mang c6 phat hién xung dot - CSMA/CD
(Carrier Sense Multiple Access with Collision Detection). Phuong phap nay su dung cho
topo dang bus, trong do tat ca cac tram cua mang déu duge ndi truc tiép vao bus. Moi
tram déu c6 thé truy nhap vao bus chung (da truy nhiap) mot cach ngiu nhién va do vay
rat c6 thé dan dén xung dot (hai hoac nhiéu tram d@)ng thoi truyén dr li¢u). Dir li¢u dugc
truyén trén mang theo mot khuon dang da dinh sin trong d6 c6 mot ving thong tin diéu
khién chta dia chi tram dich.

Phuong phap CSMA/CD 1a phuong phap cai tién tir phuong phap CSMA hay con
goi 1a LBT (Listen Before Talk - Nghe trudc khi noi). Tu tudng ciia nd: mdt tram can
truyén dit lidu trude hét phai “nghe” xem duong truyén dang rdi hay ban. Néu rdi thi
truyén dir li€u di theo khuon dang da quy dinh trude. Nguoc lai, néu ban (tirc 1a da co6 dix
ligu khéc) thi tram phai thuc hi€én mdét trong 3 gidi thuat sau (goi la giai thudt “kién

han”)
1. Tam “rat lui” cho doi trong mot thoi gian ngiu nhién nao d6 rdi lai bit dau nghe
duong truyén (Non- persistent)

2. Tiép tuc “nghe” dén khi duong truyén rdi thi truyén dit liéu di voi xac suat bang
1 (1- persistent)

3. Tiép tuc “nghe” dén khi duong truyén rdi thi truyén di voi xac suat p xac dinh
trude (0 <p <1) (p- persistent)

Vi giai thuat 1 c¢6 hi¢u qua trong viéc tranh xung dot vi hai tram can truyén khi
thay duong truyén ban s& cung “rut lui” chd doi trong cac thoi doan ngau nhién khac.>
Nhuoc diém cé thé co6 thoi gian chét sau moi cudc truyén

Giai thuat 2 khac phuc nhuoc diém c6 thoi gian chét bang cach cho phép mot tram
c6 thé truyén ngay sau khi mot cudc truyén két thiic. 2 Nhugc diém: Néu Iuc d6 c6 hon
mat tram dang doi thi kha ndng xdy ra xung dot la rat cao

Giai thuat 3 trung hoa giita hai giai thuat trén. Véi gia tri p lua chon hop 1y ¢6 thé
t6i thiéu hoa duoc ca kha nang xung dot 1an thoi gian chét ciia dudng truyén. Xay ra xung
dot 1a do d6 tré cua dudng truyén dan: mot tram truyén dit liéu di roi nhung do d¢ tré
dudng truyén nén mot tram khac luc d6 dang nghe dudng truyén sé tuong 13 rdi va cir thé
truyén dir liéu di > xung dot. Nguyén nhan xay ra xung dot cia phwong phap nay 1a cic
tram chi “nghe trude khi ndi” ma khong “nghe trong khi néi” do vay trong thuc té c6 xay
ra xung dot ma khong biét, van ct tiép tuc truyén dit liéu di > gay ra chiém dung duong
truyén mot cach vo ich

Dé c6 thé phat hién xung dot, cai tién thanh phuong phap CSMA/CD (LWT -
Listen While Talk - nghe trong khi néi) tirc 1a bd xung thém céc quy tic:

¢ Khi mot tram dang truyén, nd van tiép tuc nghe duong truyén. Néu phat hién
thiy xung dot thi n6 ngimg ngay viéc truyén nhung van tiép tuc giri song mang thém mat
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thoi gian nita dé dam bdo rang tat ca cac tram trén mang déu co6 thé nghe duoc sy kién
xung dot do.

¢ Sau d6 tram chd doi mot thoi gian ngau nhién nao d6 roi thu truyén lai theo cac
quy tac cua CSMA

> R& rang véi CSMA/CD thoi gian chiém dung duong truyén vo ich giam xudng bang
thoi gian dé phat hién xung d6t. CSMA/CD ciing st dung mét trong 3 giai thuat “kién
nhan” & trén, trong d6 giai thuat 2 dugc wa dung hon ca.

3.3.3. Phuwong phap Token Bus

Phuong phap truy nhap c6 diéu khién dung k¥ thuat “chuyén thé bai” dé cip phat
quyén truy nhap duong truyén. Thé bai (Token) 1a mot don vi dit li€u dac biét, co kich
thudce va c6 chira cac thong tin diéu khién trong cac khuon dang

Nguyen ly: Bé cap phat quyén truy nhap duong truyén cho cac tram dang c6 nhu
cau truyén dir liéu,mot thé bai dugc luu chuyén tren mot vong logic thiét 1ap boi cac tram
do. Khi mot tram nhan duoc thé bai thi n6 co quyen st dung duong truyen trong mot thoi
gian dinh trudc. Trong thoi gian d6 né c6 thé truyén mot hodc nhiéu don vi dit liéu. Khi
da hét dir liéu hay hét thoi doan cho phép, tram phai chuyén thé bai dén tram tiép theo
trong vong logic. Nhu vay cong viéc phai 1am dau tién 1a thiét 1ap vong logic (hay con
goi 1 vong 40) bao gdm cac tram dang c6 nhu cdu truyén dit liéu dugc xac dinh vi tri
theo mot chudi thir tw ma tram cudi ciing cta chudi s& tiép lién sau boi tram dau tién. Moi
tram duoc biét dja chi cia cac tram ké trude va sau no. Thir tu cla cac tram trén vong
logic c6 thé doc l1ap voi thtr tu vat ly. Céac tram khong hodc chua c6 nhu cau tmyén dir
lidu thi khong duoc dua vao vong logic va chung chi c6 thé tiép nhan dit liéu.
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» Dubng tuvén vart Ly
_________ Vong logic

Hinh 3.5. Token Bus

Trong hinh v&, cic tram A, E ndm ngoai vong logic, chi ¢6 thé tiép nhan dir liéu
danh cho chung.

Van dé quan trong 1a phai duy tri dugc vong logic tuy theo trang thai thuc té cia
mang tai thoi di€ém nao do. Cu thé can phai thyc hién cac chure nang sau:

< B0 sung mét tram vao vong logic: cac tram nam ngoai vong logic can dugc xem
x¢ét dinh ky d€ néu c6 nhu cau truyén dit li¢u thi bo sung vao vong logic.
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+ Loai bé mdt tram khoi vong logic: Khi mdt tram khong con nhu cau truyén dir
li¢u can loai n6 ra khoi vong logic dé€ t6i uu hod viéc diéu khién truy nhdp bang thé bai

< Quan 1y 16i: mot s6 16i c6 thé xay ra, chang han trung dia chi (hai tram déu nghi
rang dén lugt minh) hoac “dit vong” (khong tram nao nghi dén lugt minh)

+ Khoi tao vong logic: Khi cai dat mang hoac sau khi “dut vong”, can phai khoi
tao lai vong.

- Céac giai thuat cho cac chiic nang trén c6 thé 1am nhu sau:

<+ B6 sung mdt tram vao vong logic, mdi tram trong vong c6 trach nhiém dinh ky
tao co hoi cho cac tram md&i nhdp vao vong. Khi chuyén thé bai di, tram s€ gui thong bao
“tim tram dung sau” dé moi cac tram (co dia chi gitta n6 va tram ké tiép néu co) giri yéu
cau nhap vong. Néu sau mot thoi gian xac dinh trudc ma khong cé yéu cau nao thi tram
s& chuyén thé bai t6i tram ké sau n6 nhu thudng 18. Néu ¢ yéu cau thi tram giri thé bai s&
ghi nhan tram yéu cau tré thanh tram ding ké sau né va chuyén thé bai téi tram moi nay.
Néu c6 hon mét tram yéu cau nhap vong thi tram giit thé bai s& phai lya chon theo giai
thuat nao do.

<+ Loai mot tram khoi vong logic: Mot tram mudn ra khoi Vong logic s€ doi den
khi nhan duoc thé bai s& gui thong bao “ndi tram dung sau” téi tram ké trude né yéu cau
tram nay ndi truc tlep vOl tram ké sau no

<+ Quaén ly 15i: Dé giai quyét cac tinh hudng bat ngd. Chang han, tram d6 nhan
duoc tin hiéu cho théy da c6 cac tram khac co thé bai. Lap tirc n6 phai chuyén sang trang
thai nghe (bi dong, chd dir liéu hodc thé bai). Hodc sau khi két thuc truyén dit liéu, tram
phai chuyén thé bai toi tram ké sau né va tiép tuc nghe xem tram ké sau d6 c6 hoat dong
hay da bi hu hong. Néu tram ké sau bi hong thi phai tim cach giri cac thong bao dé vuot
qua tram hdéng do, tim tram hoat dong dé guri theé bai.

< Khoi tao vong logic: Khi mot tram hay nhiéu tram phat hién thiy duong truyén
khong hoat dong trong mdt khoang thoi gian vugt qua mot gia tri ngudng (time out) cho
trude - thé bai bi mat (co thé do mang bi mat ngudn hodc tram giit thé bai bi hong). Luc
d6 tram phat hién s€ gui di thong bao “yéu cau thé bai” téi mot tram duoc chi dinh trudc
c6 trach nhiém sinh thé bai méi va chuyén di theo vong logic.

3.3.4. Phuwong phap Token Ring

Phuong phép nay dua trén nguyén 1y dung thé bai dé cip phat quyén truy nhap
duong truyén. Thé bai luu chuyén theo vong vat 1y chtr khong can thiét 1ap vong logic
nhu phuong phap trén

Thé bai 1a mot don vi dir liéu dac biét trong do c6 mot bit biéu dién trang thai st
dung ctia n6 (ban hoac ro1). Mot tram mudn truyén dir liéu thi phai doi dén khi nhan duoc
mot thé bai rdi. Khi d6 nd s& doi bit trang thai thanh ban va truyén mot don vi dit liéu
cung voi thé bai di theo chidu cua vong. Gid day khong con thé bai rdi trén vong nita, do
d6 cac tram c6 dir liéu can truyén budc phai doi. Dir liéu dén tram dich s& duoc sao lai,
sau d6 cung véi thé bai di tiép cho dén khi quay vé tram ngudn. Tram ngudn s& xo4 bo di
lidu, ddi bit trang thai thanh rdi cho luu chuyén tiép trén vong dé cac tram khac c6 thé
nhan duoc quyén truyén dit lidu.

63


Welcome
Typewriter
[E-book] Sæ tay m¹ng m¸y tÝnh - Tav4 Bkav Forum

Welcome
Typewriter


[E-boOK] See tay m2ng m_y tinh - Tav4 Bkav Forum

Su quay vé tram ngudn cua dir li¢u va thé bai nham tao mét co ché nhan tir nhién:
tram dich c6 thé gt vao don vi dir liéu cac thong tin vé két qua ti€p nhan dir li¢u cua
minh.

+ Tram dich khong ton tai hodc khong hoat dong
+ Tram dich ton tai nhung dit liéu khong sao chép dugc
+ Dir liéu da duoc tiép nhan
- Phuong phép nay can phai giai quyét hai van dé c6 thé gdy pha v& hé thong:
+ MAt thé bai: trén vong khong con thé bai luu chuyén nita

+ Mot thé bai ban luu chuyén khong dimng trén vong

A ca dit ligu can truyén dén
C. Nhan dugc the bai réi né
& rang thdi thinh ban va
ruyén dit Héu di cimg wéi
theé bai

Tram dich C sac dit lieu danh
cho né va chuyeén tisp dit Kéu
cimg thé bai di v& hudng
tram nguén A sau kdd 43 gid
théng tin bio nhin va don vi

A nhan duge dit lign chng the
bai quay vé, d8i wang thdi
cla thé bai thinh “rdi™ vi
chuyén d&p wéb vong, xcd dit
Lign d3 wuyén

dit ligu.

Hinh 3.6. So d6 hoat dng ciia phwong phdp Token Ring

Giai quyét:

Dbi véi van dé mat thé bai, c6 thé quy dinh truéc mot tram diéu khién chu dong.
Tram nay s€ phat hién tinh trang mat thé bai bang cach dung co ché ngudng thoi gian
(time out) va phuc hoi bang cach phat di mot the bai “r6i” méi.

D6 voi van dé thé bai ban luu chuyén khong dirg, tram monitor st dung mot bit
trén thé bai (goi 1a monitor bit) dé danh ddu dat gia tri 1 khi gip thé bai ban di qua no.
Néu néd gdp lai mot thé bai ban voi bit da danh dau d6 thi c6 nghia la tram nguén da
khong nhén lai dugc don vi dit liéu ciia minh va thé bai “ban” cir quay vong mai. Lac d6
tram monitor s& doi bit trang thai ctia thé thanh rdi va chuyén tiép trén vong. Céc tram
con lai trén tram s€ c6 vai tro bi dong: chiing theo doi phat hién tinh trang su ¢d cla tram
monitor chu dong va thay thé vai tro d6. Can c6 mét giai thuat dé chon tram thay thé cho
tram monitor hong.

3.3.5. So sanh cac phuwong phap
- Do phirc tap ctia phuong phap dung thé bai déu 16n hon nhiéu so véi CSMA/CD.
- Nhiing cong viéc ma mdt tram phai lam trong phuong phap CSMA/CD don gian

hon nhiéu so v&i hai phuong phéap dung thé bai.
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- Hiéu qua cua phuong phéap dung thé bai khong cao trong diéu kién tai nhe: mot tram
phai doi kha lau méi dén luot

- Tuy nhién phuong phap ding thé bai cing c6 nhimg wu diém: Kha niang diéu hoa
lru thong trong mang, hodc bang cach cho phép cac tram truyén sd lwong don vi dit
liéu khac nhau khi nhan duoc thé bai, hodc bang cach 1ap ché do uu tién cip phat thé
bai cho cac tram cho trudc. Pac bi¢t phuong phép dung thé bai c6 hiu quéa cao hon
CSMA/CD trong truong hgp tai nang.

3.4. PHAN CUNG VA CAC THIET BI MANG

3.4.1. Thiét bi cAu thanh mang may tinh

May chu (file server - FS), cac tram lam viéc (Workstation - WS), céc thiét bi ngoai
vi dung chung (mdy in, 0 dia cling,...), card mang, cac dau nodi, dudng truyén, va mot so
thiét bi khac nhuw HUB, Switch.

a. May chu
- Hoat dong nhu mdt may chinh cia mang, quan ly cac hoat dong ctia mang (nhu

phan chia tai nguyén chung, trao d6i thong tin giita cac tram,..). Thong thudng may chi
con dat co so dir liéu dung chung. Thuong thi may chu c6 cau hinh manh.

- Trong dang mang ngang quyén (Peer to Peer) thi khong c6 may chil.

b. Cac tram lam viéc

- La cac may tinh ca nhan két ndi v6i nhau va ndi v6i may chu.

- Céac may tram c6 thé st dung tai nguyén chung cua toan b hé théng mang.

c. Card mang (NIC)

- La thiét bi dé diéu khién viéc truyén thong va chuyén dbi dit liéu sang dang tin hiéu
dién hay quang.

- GOm cac b diéu khién va thu phat thong tin.

+ B¢ di€u khién thyc hién cac chirc nang di€u khién truyén thong, ddm bao dir liéu
dugc truyén chinh xac téi cac nit mang.

+ B0 thu phat thong tin 1am nhiém vy chuyén dit liéu sang dang tin hiéu dién hay quang
va nguoc lai.

- Puoc lap vao khe cam cua mdi may tinh ciia mang.

- Tuy theo yéu cau st dung lya chon card mang cho phu hop véi méy tinh, dudng
truyén dan, nhu cau phat trién trong tuong lai.

d. Puwong truyén

- La mdi truong truyén dan, lién két cac nit mang, truyén dan cic tin hiéu dién hay
quang.
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Mang cuc b st dung chu yéu la cac loai cap, trong do6 c6 hai loai cap thuong duoc
st dung: cap dong truc, cap doi day xoan.

3.4.2. Cac thiét bi ghép ndi mang

a. Bo khuyéch dai tin hiéu - Repeater

Lam viéc voi tang thir nhat ciia mé hinh OSI - tang vat 1y.

Repeater c6 hai céng. No6 thuc hién viéc chuyén tiép tat ca cac tin hiéu vat ly dén tur
cong nay ra cong khac sau khi da khuyech dai = tat ca cac Lan lién két véi nhau qua
repeater trd thanh mot LAN.

N chi ¢6 kha nang lién két cac LAN c6 cung mot chuan cong nghé.

b. By tap trung - HUB

La tén g01 cua Repeater nhiéu cong. No thuc hién viéc chuyén tlep tat ca cac tin
hiéu vat 1y dén tir mot cong t6i tat ca cac cong con lai sau khi di khuyéch dai

Tat ca cac LAN lién két véi nhau qua HUB s tro thanh mot LAN

HUB khéng c6 kha ning lién két cic LAN khac nhau vé giao thic truyén thong &
tang lién ket dir licu.

c. Cdu noi - Bridge

Lam viéc v6i tang thtr hai cia md hinh OSI: ting lién két dir liéu.
N6 duoc thiét ké dé co kha nang nhan tin hi¢u vat 1y, chuyén ddi vé dang dir li¢u va
chuyén tiep dir licu.

Bridge co hai cong: sau khi nhéan tin hiéu vat 1y va chuyén doi vé dang dir liéu tir
mot céng, bridge kiém tra dia chi dich, néu dia chi nay la cua mot node lién két voi
chinh céng nhén tin hiéu, n6 bo qua viéc xir Iy. Trong truong hop nguoc lai dir licu
duoc chuyén t6i cong con lai, tai cong nay dit liéu dugce chuyén d6i thanh tin hiéu vat
Iy va giri di. D¢ kiém tra mot node dugc lién két véi cong nao cua no, bridge ding mot
bang dia chi cap nhat dong > tdc d6 duong truyén cham hon so véi repeater.

Dung dé lién két cac LAN c6 cung giao thuc tang lién két dit liéu, c6 thé khac nhau
vé mdi truong truyén dan vat 1y. Khong han ché vé sb luong bridge str dung. Ciing ¢
thé duoc dung dé chia mot LAN thanh nhiéu LAN con = giam dung luong thong tin
truyén trén toan LAN.

d. Bj chuyén mach - Switch

Lam viéc nhu mét Bridge nhiéu cong. Khac voi HUB nhan tin hiéu tr mot cong roi
chuyén tiép tdi tat ca cac cong con lai, switch nhén tin hiéu vat ly, chuyén doi thanh dir
ligu, tir mgt cong, ki€ém tra dia chi dich r61 giri t61 mot cong tuong Gng.

Nhiéu node mang co thé gui thong tin &én cting mot node khac tai ciing mot thoi
diém = mo rong dai thong ctia LAN. Switch duogc thiét ké d€ lién ket cac cong ctia nod
véi dai thong rat 1on (vai tram Mbps dén hang Gbps)
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Dung dé vuot qua han ché vé ban kinh hoat dong ctia mang giy ra boi sb luong
repeater duoc phép st dung gitta hai node bat ky ctia mot LAN

- La thiét bj 1y tuong dung dé chia LAN thanh nhiéu LAN “con” lam giam dung
luong thong tin truyén trén toan LAN

- Hb tro cong nghé Full Duplex dung dé mo rong bang thong cia duong truyén ma
khong co6 repeater hodc Hub nao dung duoc

- Hb tro mang da dich vu (4m thanh, video, dit liéu)
d. Bj din dwong -Router
- Lam viéc trén ting network ctia mo hinh OSI.
- Thuong c6 nhiéu hon 2 cdng. N6 tiép nhan tin hi¢u vat 1y tir mot cong, chuyén doi
v€ dang dir li¢u, kiém tra dia chi mang r6i chuyén dir li¢u dén cong tuwong Uing.

Dung dé lién két cac LAN c6 thé khac nhau vé chuin LAN nhung cung giao thirc
mang & tang network.

- C6 thé lién két hai mang o rat xa nhau

e. Cong giao tiép - Gateway

- La thiét bi mang hoat dong & ting trén cting cia mo hinh OSI.
- Dung dé lién két cac mang c6 kién tric hoan toan khac nhau

- C6 thé hiéu va chuyén doi giao thirc ¢ ting bat ky ctia mo hinh OSI
3.5. CAC CHUAN LAN

Céc chuan LAN 1a cac chuan cong nghé cho LAN duogc phé chuan bdi cac to chic
chuan hod quéc té, nham hudng dan cac nha san xuat thiét bi mang di dén su thong nhat
kha ning stir dung chung cac san pham cia ho vi loi ich ciia ngudi sir dung va tao diéu
kién cho cic nghién ciru phat trién.

3.5.1. Chuén Ethernet

Céc chuan Ethernet LAN hién dang sir dung ph bién nhat, dén muc d6i khi hiéu
dong nghia véi LAN. Sy phat trién ciia no trai qua cac giai doan vé6i tén goi la DIX
standard Ethernet va IEEE802.3 standard.

Nam 1972 cong ty Xerox trién khai nghién ctru vé chuan LAN. 1980 chuan nay
duoc 3 cong ty DEC (Digital), Intel, Xerox chap nhan phét trién va goi 1a chuan DIX
Ethernet. N6 dam bao téc do truyén thong 10 Mpbs, ding méi truong truyén dan 1a cap
dong trucj béo, co ché truyén tin CSMA/CD.

IEEE (Institute of Electrical and Electrionics Engineers) - mot t6 chtc chudn hoa
ctia My dua ra chuin IEEE802.3 vé giao thic LAN dya trén DIX Ethernet v6i cac moi

truong truyén dan khac nhau, goi 1a IEEE802.3 10BASE-5, IEEE802.3 10BASE-2 va
IEEE802.3 10BASE-T. Pam béo tdc do truyén théng 10Mbps.
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3.5.1.1. 10BASE-5
¢ M5 hinh phan cling clia mang
Topo dang BUS

Dung cap dong truc béo 50 Q con goi 1a cap vang, AUI connector (Attachement
Unit Interface)

Hai du cap c6 hai Terminator 50 Q, chéng phan hdi song mang tin hiéu. Dir liéu
truyén thong sé khoéng dugc dam bao ding dan néu mot trong hai Terminator ndy bi
thiéu hogc bi 15i.

Trén mdi doan cap c6 thé lién két t6i da 100 AUI Transceiver Connector “cai”.
Khoang cach tdi da gitra hai AUI 1a 2,5 m, khoang cach téi da 1a 500m = trén cap ¢
danh cac ddu hiéu theo timg doan boi sé ciia 2,5m va dé dam bao truyén théng ngudi
ta thuong chon khoang cach tdi thiéu gitra hai AUI 13 5 m.

Viéc lién két cac may tinh vao mang dugc thuc hién bdi cac doan cap ndi tir cac
AUI connector dén NIC trong may tinh, goi 1a cap AUI. Hai dau cap AUI lién ket véi
hai AUI connector “dyc”. Chi€u dai toi da cua mot cap AUI 1a 50 m.

S6 5 trong tén goi 10BASE-5 14 bat ngudn tir diéu kién khoang cach téi da giira hai
AUI trén cap 1a 500 m.

¢ Quy tic 5- 4-3

Repeater: Nhu di trinh by & trén, trong mdi doan mang ding cap ddng truc béo
khong dugc c6 qua 100 AUL khoang cach téi da gitra hai AUI khong duogc vuot qua
500m. Trong truong hgp mudn md rong mang v6i nhau bang mot thiét b1 chuyén tiép
tin hiéu goi 1a Repeater. Repeater ¢6 hai cong, tin hidu duge nhan vao & cong nay thi s&
duogc phat tiép ¢ ra sau cong kia sau khi da dugc khuyéch dai. Tuy nhién c6 nhitng han
ché bat budc vé sb lugng cac doan mang va nut mang co thé c6 trén mot Ethernet LAN

Quy tic 5-4-3 1a quy tic tiéu chuan cua Ethernet dugc ap dung trong truong hop
mudn mé rong mang, nghia la mudn xay dung mot LAN c6 ban kinh hoat dong rong
hodc c6 nhidu tram lam viée vuot qua nhirng han ché trén mot doan cap mang
(segment).

Quy tic 5-4-3 duoc ap dung cho chuan 10BASE-5 dung repeater nhu sau:
+ Khong dugc c6 qua 5 doan mang
+ Khéng duoc co qué 4 repeater giita hai tram 1am viéc bat ky

+ Khoéng duogc c¢6 qua 3 doan mang c6 tram lam viéc. Cac doan mang khong co
tram lam vi¢c goi la cac doan lién két.

Seoment, max 100 node

=t -

Terminaror Teminator
[ {} i, ]

4— Transceiver cable—p
e

PR

Man »am; Max 500m cap béo Trans jewer
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Repeater

T 1T

!H nm'\‘.‘-\:\'.\ “‘H ,l.l'\wmr.'-:.‘.‘. wh
) e gment - h Segment -

Max 300m; 100 node Max 500m; 100 node
Hinh 3.8. M6 réng chudn 10 Base 5 bang repeater
Segment 1 Sepment 2 Segmem 3 Segmeut4 Segmeut 5
R E— 4—?
Re ea[er 1 er 2 Re eater 3 er4
Tram lign kér

L]
Tram lam viéc
Hinh 3.9. Ludat 5-4-3
3.5.1.2. I0BASE-2
¢ MO hinh phan cling
Topo dang BUS

Dung cap dong truc mong 50 Q, duong kinh x4p xi Smm, T-connector, BNC
connector

Hai dau cap c6 hai Terminator 50 Q, chong phan hoéi song mang dit liéu. Dir liéu
truyen thong s& khong duge dam bao ding dan néu mot trong hai Terminator ndy bi
thiéu hodc bj 16i.

Trén mdi doan cap co thé lién két téi da 30 tram lam viéc. Khoang cach tdi thiéu
gitra hai tram la 0.5 m. Khodng céach toi da gitta hai tram la 185m. DBé bao dam chat
lugng truyén thong nguoi ta thuong chon khodng céach toi1 thi€u gilia hai tram 1a 5 m.

Viéc lién két cac may tinh vao mang dugc thuc hién bdi cac T - connector va BNC
connector.
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S6 2 trong tén goi 10BASE-2 1a bat ngudn tir diéu kién khoang cach tdi da gifta hai
tram trén doan cap 1a 185m = 200m

¢ Quytic5-4-3

- Quy tac 5-4-3 duoc ap dung cho chuan 10BASE-2 dung repeater ciing twong tur
nhu doi véi truong hop cho chuan 10BASE-5

+ Khong dugc c6 qua 5 doan mang
+ Khong dugc cd qua 4 repeater giita hai tram lam viéc bét ky
+ Khong dugc c6 qua 3 doan mang c6 tram lam viéc. Cac doan mang khong cé tram

lam viéc goi 1a cac doan lién két.

~ Seoment, max 30 node

Min 0,5m; Max 185m cipmbng T c(}anector
Terminator  =+—————— ,F ¥ \._' Temminator
. 1 1 1 .
[ [H] [H] [l [H]
NIC
=5 =5 =
e e Rt
Hinh 3.10. Chudn 10 Base-2
Sepment, max 185 m; 30 node
. I [ 1 1 .
O O T
; Repeater
= = pen =

| (i

-l
|

¥

Sepgment, max 185 m; 30 node

Hinh 3.11. M6 rong chudn 10 Base-5 bang repeater
3.5.1.3. 10BASE-T

¢ M5 hinh phin cing ciia mang

Dung cap d6i xoan UTP, RJ 45 connector, va mot thiét bi ghép ndi trung tim goi 1a
HUB
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M&di HUB c6 thé ndi tir 4 toi 24 céng RJ45, cac tram 1am viéc duoc két ndi tir NIC
t6i cong HUB bang cap UTP véi hai dau RJ45. Khoang cach ti da tir HUB dén NIC
la 100m

V& mit vat 1y (hinh thirc) topo ctia mang c6 dang hinh sao

Tuy nhién vé ban chat HUB 1a mot loai Repeater nhiéu céng vi vay vé mit logic,
mang theo chuan 10BASE-T vén la mang dang BUS

Chir T trong tén goi 10BASE-T bét ngudn tir chit Twisted pair cable (cap doi day
x04n)

Hinh 3.12. Chudn 10 Base- T

¢ Quy tic mé rong mang

Vi HUB 1a mot loai Repeater nhiéu cong nén dé mo rong mang co thé lién két ndi
tiép cac HUB vd6i nhau va cling khong dugc c6 qua 4 HUB gitra hai tram lam viéc bat
ky ctia mang (hinh 3.13.)

HUB c6 kha ning xép chdng: 1a loai HUB c6 cong riéng dé lién két cac ching lai
v6i nhau bang cép riéng thanh nhu mot HUB. Nhu vay dung loai HUB nay ngudi ding
c6 thé dé dang mo rong s6 céng cia HUB trong twong lai khi can thiét. Tuy nhién s
lwong HUB c¢6 thé xép chong ciing c6 gi¢i han va phu thudv vao timg nha san xuit,
thong thuong khong vuot qua 5 HUB (hinh 3.14).

10BASE-2 v6i HUB: Du HUB ¢6 kha ning xép chong, nguoi sir dung co thé ting
sO lwong may két ndi trong mang nhung ban kinh hoat dong ciia mang van khong thay
d6i vi khoang cach tir cong HUB dén NIC khong thé vuot qua 100m. Mot giai phap dé
¢ thé mo rong duoc ban kinh hoat dong ctia mang 1a dung HUB ¢6 hd trg mot céng
AUI @ lién két cac HUB bang cap ddng truc béo theo chuin 10BASE-2 (hoic 10
Base-5). Mot cap dong truc béo theo chuan 10BASE-5 ¢6 chiéu dai tdi da 1a 500m
(hinh 3.15).
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Hinh 3.14. M6 réng mang 10 Base T khi s6 Hub nhiéu hon 4

1] A

T
Hulr Hub Hab

U Thin Ethemet [1base?) Backbone Cable }

Hinh 3.15. Mo rong mang 10 Base T voi mangl0 Base-2 lam truc chinh

3.5.2. Token Ring

Chuan Token Ring hay con dugc goi 15 hon la IBM Token Ring dugc phat trién boi
IBM, dam bao toc d¢ truyén thong qua 4 Mbps hodc 16 Mbps. Chuan nay dugc IEEE
chuan hoé véi ma IEEE802,5 va dugce ISO cong nhan voi ma ISO 8802,5.

¢ Mo hinh phan cling
- Topo hinh vong tron

- Dung cac MAU (multistation Access Unit) nhiéu cong MAU va cap STP dé lién két
cac MAU thanh mot vong tron khép kin.

- Cac tram lam viéc duoc ‘lién két vao mang béng cac doan cap STP ndi tu’ céng
MAU t61 cong cua NIC. Chiéu dai doan cép nay dugc quy dinh dudi 100m. S6 lugng
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t6i da cac tram lam viéc trén mot Ring 1a 72(4Mbps)va 260(16Mbps)khoang cach tbi
da gitra hai tram 1a 770m(4Mbps)va 346(16Mbps).

Hién tai chuan mang nay ciing d hd trg s dung cap UTP véi connector RJ45 va
cap soi quang vdi connector SC.

¢ Co ché tham nhap: Tham nhép theo co ché phan phd lan lugt theo thé bai (Token)

3.5.3. FDDI (Fiber Distributed Data Interface)

Pugc chuan hoa bai ANSI, dam bao tdc do duong truyén 100Mbps.

¢ Mo hinh phan cimg.
Topo dang vong kép

Dung doi cap soi quang multimode ‘dé lién ,ké't cac cap ndi DAS, SAS, DAC va
SAC thanh mét vong kép khep kin. Chicu dai t6i da cua vong 1a 100 km (200km khi
vong kép chuyén thanh vong don)

DAS (Dual Attachment Station)-Bo két ndi kép; SAS (Single Attachment Station)-
B6 két néi don; DAC (Dual Attachment Conce,ntre,ltor )-Bo tép trung két ndi; SAC
(Single Attachment Concentrator)-B¢ tap trung két n6i don.

M&i tram 1am viéc két ndi véi cac bo két ndi qua FDDI NIC b?lng mot hoac hai doi
cap so1 quang voi dau no1 SC. SO tram lam viée t61 da cd thé ndi vao mot vong 1a 500.
Khoang céch toi da gitra hai tram la 2 km.

Nho st dung vong kép nén chuan FDDI da xay dung dugc mét co ché quan ly va ty
khac phuc s ¢ trén dudng truyén mot cach kha hoan hao. Binh thudng, mdi tram 1am
viéc trao doi thong tin véi mang & ché do dual v&i mot duong gui va mdt duong nhan
thong tin déng thoi. Néu mot trong hai vong bi su cb, thong tin s€ dugc guri va nhan tai
m61 tram trén cting mot dudng truyén mot cach luén phién. Néu ca hai vong cing bi su
cb tai mot diém vong kép ciing s€ dugc khoi phyc tu dong thanh mét vong don do tin
hiéu dugc phan xa tai hai bo két ndi & hai vi tri gan nhat hai bén diém xay ra su c6.

¢ Co ché thim nhép: ding co ché thé bai

3.5.CAU HOI VA BAI TAP
(dang tiép tuc bo sung)
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CHUONG 4. NHUNG VAN PE CO BAN CUA MANG MAY TiNH
4.1. KIEM SOAT LOI

4.1.1. Phwong phap phat hién 15i v6i bit chiin 16

~ Phuong phap phat hién don gian nhit 1a VRC. Theo phuong phap nay, m€~)~i xau bit
biéu dién ky tu truyén di duoc thém vao mot bit, goi la (parity bit) hay 1a bit chan le. Bit
nay co gia tri (tuy theo quy udc) la 0 néu s6 lugng cac bit 1 trong xau la chan, 1 néu so
cac bit 1 1a I¢é. Bén nhan s& can ctr vao doé dé phat hién Ioi.
Tuy nhién phuong phap nay khong dinh vi dugc bit 16i nén khong tu stra dugc 1(:)i~rnz‘1
chi yéu cau phat lai, mat khac no ciing khong phat hién dugc 101 kép (tire 1a c6 2n bit 101).
Pé khic phuc ngudi ta dung thém phuong phap LRC. LRC kiém tra bit chin 1¢ theo

tung khéi cac ky tu. Két hop ca hai phuong phap s& cho phép kiém soat 15i theo ca hai
chiéu, cho hiéu qua cao hon so v6i viéc dung riéng tirng phuong phap.

Vi du: Lap bang chén céc bit can thiét khi truyén xdu NETWORK (cho N = 78, E=
69, T=84,W=87,0=79,R=82vaK=75)

Doi cac gia tri mda ASCII cua cac ky tu trong xau: N = 78 = 1001110, E = 69 =
1000101, T=84=1010100, W=87=1010111,0=79=1001111, R =82 =1010010,
K=75=1001011.

Ta c6 bang tinh VRC, LRC nhu sau:

Vi tri bit Khéi ky tu truyén di LRC
rongkytw |y g T w o R K| {
1 1 1 1 1 1 1 1 1
2 0O 0 0 0 0 0 O 0
3 o 0 I 1 0 1 o0 1
4 1 0 0 O 1 o0 1 1
5 1 1 1 1 1 0 o0 1
6 1 0o o0 1 1 1 1 1
7 0 1 0 1 1 0 1 0
VRC—» |0 1 1 1 1 1 0 1

4.1.2. Phuwong phap ma stra sai Hamming

Ta rai déu cac bit chin 1& 14n vao cac bit dit liéu theo nguyén 1y can bang chéin 1é dé
chi ra vi tri 16i. Néu ta dung 7 bit chan 1é thi s& kiém tra duogc 2" — 1 bit dit liéu. Céc vi tri
bit can chén la cac luy thtra cia co sO 2 nhu: 1, 2, 4, 8,... 2, Tong so bit truyen di la r+n.

Phuong phap nay chi cho phép phat hién va sira duoc dung 1 bit 18i, nghia 1a néu co
tir 2 bit 16i tr¢ 1én thi phuong phap nay khong ap dung duoc.
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Thi du: Cho chudi bit gbc M = 1101100111, hdy chén céc bit can thiét vao teho
phuong phép ma stra sai Hamming.

Chudi bit gbc 1101100111. Cac budc thyc hién:

Chudi bit c6 10 bit — can 4 bit chin 1é, goi la cg, ¢4, Cy, € dé chén vao céc vi tri 8, 4,

2, 1.
110110C8011C41C2C]

- Cong modulo 2 tat ca cac vi tri khac khong trong chudi vira thu duoc, d6 1a cac vi
tri: 14, 13, 11,10, 6, 5, 3:

14=1110
13=1101
11=1011
10=1010 @
6 =0110
5 =0101
3 =0011

0010 = CgC4CrCy
- Kétqué: cg= 0,c4=0,c2=1,¢,=0.
Rai cac bit vira tinh dugc vao trong xiu gde ta duoc xau can truyén la:
11011000110110
- Gia st trén duong truyen bit thtr 7 bi 161, tuc 1a gia tri ciia nd bi doi tur 0 thanh 1.
Tai tram thu ta s& tién hanh lai thao tac cong modul 2 tat ca cac vi tri khac 0 trong
chudi bit vira nhan duge, d6 1a 14, 13, 11,10, 7, 6, 5, 3

14=1110

13=1101

11=1011

10 =1010 ®

7 =0111

6 =0110

5 =0101

3 =0011

2 =0010
o1r=7

Két qua thu duoc bit thir 7 13 bit 15i.

4.1.3. Phuong phap ma du vong (CRC)
Tuw twéng cia phwong phap CRC:

Chon trudc mot da thirc (goi 1a da thirc sinh) G(x) véi hé s bac cao nhit va thap
nhip déu bang 1.
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Tim tap bit kiém tra Checksum thoa méan diéu kién: da thirc tuong g voi xau ghép
(xau gbc va checksum) phai chia hét (theo modulo 2) cho G(x).

Khi nhén tin, bén nhan kiém tra 15i bang cach iy xau bit nhan duoc chia (modulo 2)
cho G(x). Néu khong chia hét thi c6 nghia 1a da c6 16i (nguoc lai thi ciing chua thé
khang dinh 1 khong c6 15i).

Gia stir G(x) c6 bac 1a r, xau bit gdc tuong Gmg voi da thire M(x) ¢6 bac m. Cic budc
tinh checksum nhu sau:

(1) Thém r bit 0 vao cudi xau bit can truyén: xau ghép s& gdm c6 m+r bit twong tmg véi
da thirc X' M(x).

(2) Chia (modulo 2) xau bit tuong img cho xau bit twong ing voi1 G(x)

(3) Lay xau bit bi chia trir (modulo2) cho sb du. Két qua 1a xau bit dugc truyén di (xau
gbct+checksum). Ky hiéu da thirc twong tmg voi nd 1a T(x), rd rang T(x) chia hét
(modulo 2) cho G(x).

Thi du 4p dung: Cho xau bit 1101010111, da thirc sinh G(x) = x* + x’ + x + 1, hdy tinh
xau bit dugc truyén di trén mang.

Xau bit gbc 1101010111 twong tmg v6i da thire M(x) =x" +x* +x° +x* + x> + x + 1.
Pa thire sinh G(x) = x* + x* + x + | twong g v&i xau bit 11011.
x'M(x) =11010101110000.

Ta tinh checksum nhu sau:

1000100001

11011 |110101011]
11011
11011
11011
o) Checksum

1001
001

[a—

!

r
A

Két qua:
Checksum = 0011.
Xau bit dugc truyén di trén mang 1a: T(x) =11010101110011.

4.2. PIEU KHIEN LUU LUQNG VA PIEU KHIEN TAC NGHEN
4.2.1. Cac khai niém

Diéu khién luu lwong 1ién quan dén viéc van chuyén giltra mot nguoi guiri da biét
nao dé va mdt nguoi nhan. Nhiém vy ctia nd 1a ddm bao rang bén guri c6 toc dd nhanh
khong thé ti€p tuc truyén dir liéu nhanh hon mirc ma bén nhan c6 thé ti€p thu dugc. Dicu
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khién luu lugng ludn luodn lién quan dén mot su phan hdi truc tiép tir phia nguo1 nhan dén
ngudi giri dé bao cho bén giri vé kha ning nhan sd liéu thyc ctia bén nhan.

Diéu khién tic nghén thyc hi¢én nhiém vy ddm bao cho mang c6 kha nang van
chuyén luu luong dua vao, d6 1a mot van dé toan cuc, lién quan dén hanh vi ciia moi nit
mang, qué trinh chira va chuyén tiép trong mdi niit mang va cac yéu té khac c6 khuynh
hudng lam giam thong lugng cua mang.

Diéu khién luu luong va didu khién tic nghén 13 hai khai niém khac nhau, nhung
lién quan chat ché véi nhau Piéu khién luu lugng 1a dé tranh tic nghén con diéu khién
tac nghén la dé glal quyét van dé tic nghén khi né xuét hién hoic c6 dau hiéu sap xay ra.
Trong thyc té trién khai thuc hién cac thuat toan diéu khién luu luong va diéu khién tac
nghén, nhiéu khi ca hai thuat toan nay ctng dugc cai dat trong mot giao thirc, thé hién ra
nhu 1a mdt thuat toan duy nhat, thi du trong giao thuc TCP.

Cic tang c6 thé thuwe hign diéu khién lwu liwong
C6 thé thyuc hién diéu khién luu lugng & mot vai téng trong mang, thi du:

Diéu khién heu lwong ¢ tang Giao vdn: thuong duoc goi 1a didu khién luu luong dau
cudi - dau cudi: nham tranh cho bd dém ctia qué trinh nhan tai dich khoi bi tran.

Diéu khién luu lwong trén timg chdng: nham tranh cho ting dudng truyén khoi bi
tac ngh&n. Tuy nhién, viéc diéu khién luu lugng trén ting ching s& c6 anh hudng dén cac
ching khac, do d6 né ciing c6 tic dung tranh tic nghén cho cac duong truyén co nhiéu
chang. Trong mé hinh tham chiéu OSI, diéu khién luu luong theo tirng chang duoc thuc
hién ¢ tang Lién két dit liéu va ting Mang.

4.2.2. Piéu khién lru lwgng theo co ché cira s6 trugt

bay 1a mdt trong cac co ché diéu khién luu lugng dugc st dung rong rai nhét, c6
the 4p dung tai mdt hay nhi€u tang ciia mang, thuong la tang Lién ket dir li€u, tang Mang
hay tang Giao van.

Co ché diéu khién luu lugng bang cira sd trugt cho phép bén giri phat di lién tiép
mot sb g0oi s6 liéu nhét dinh r6i mai phai dung lai cho thong bao vé két qua nhan, goi la
bién nhan, trudc khi tiép tuc phat. Bén nhan diéu khién luu luong bang cach kim lai hay
giri ngay bién nhan, d6 1a mot goi s6 lidu diéu khién, hodc mot goi sb lidu c6 chira thong
tin didu khién, ma bén nhan dung dé bao cho bén gui biét v& viéc dd nhan mot hay mét )
201 sb liéu nhu thé nao. Tai moi thoi diém, bén g phai ghi nhd mot danh sach chira )
thr tu lién tiép cac goi sb liéu ma nd duoc phép giri di, cac goi sd liéu nay duoc goi 1a
nam trong ctra s6 guri. Tuong ty nhu vay, bén nhan ciing duy tri mot danh sach goi 1a cira
sO nhan, twong tmg voi cac goi sb liu ma nd duoc phép nhan. Hai cira s6 giri va nhan
khong nhat thiét phai c6 do 16n bang nhau.

Nguoi ta di dé xuét va st dung mot sb phuong thirc quan 1y cira s6 khac nhau, thi
du: bién nhan riéng r& cho mdi goi s6 liéu nhan duoc, bién nhan & cudi cira s6, bién nhan
& dau cira s6 v.v. Dudi ddy sé trinh bay hai cach dd duoc str dung phd bién trong s cac
cach da duoc néu.

Bién nhdn tirng goi so liéu
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Theo cach quan 1y ndy, mdi khi nhan duoc mot goi sé liéu, bén nhan s& gri maot
bién nhén cho bén giri. Cira s6 giri tuong Ung voi cac goi so liéu da gui di nhung chua
dugc bién nhan (hinh 4.1.a). Khi c6 mét goi so liéu moi tur tang trén chuyén xuong dé gui
di, n6 s€ dugc gan s6 thtr ty 16n nhat tlep theo, do d6 mép trén cua ctra sO gui s€ tang
thém 1. Néu cura sO tang toi cyuc dai thi tién trinh truyen & tang trén bi chan lai, khong thé
truyén cac goi s liéu xudng nita, cho dén khi c6 chd trdng trong ving nhé dém. Mdi gbi
s6 lidu sau khi dén dich s& duoc bén nhan bién nhan mot cach riéng ré. Khi bién nhan vé
dén bén giri, mép dudi cla cira s6 giri s& dugc tang thém 1, 1am cho danh sach cac goi s6
ligu da truyén nhung con cho bién nhan giam di mot phan tir, dong thoi ~vung nh¢ tuong
ung voi phan tor d6 cung duoc giai phong dé cap phat cho mot goi sb licu moi (hinh
4.1.b, c). Bang cach nay, cira sb gui luén ghi nhé duge danh sach cac goi sO liéu con
chua dugc bién nhan. Vi cac goi s6 liéu trong cira sO giri ¢o thé bi hong hodc mat trén
duong truyén, nén bén giri phai gitr lai ban sao cua ching trong bd nhé dém dé phat lai
néu sau mot khoang thoi gian nhét dinh van khong nhan dugc bién nhén.

Cdc goi tin chira Cdc goi tin
mép dudt —r}k\ Cac gdt tin chira f dlm‘c hién nhin / chira duoc
cila cita si du‘o‘c hién nhén 014 b1en nhan

tneép t:(en
ciia cia &0

Hinh 4.1. Diéu khién luu lwong bang cira sé trweot, bién nhdn timg goi sé liéu.
a) Trang thai ban dau. b) Goi s6 0 dugc bién nhan. ¢) Goi s6 1 dugce bién nhan

Cac goi s6 liéu nam ngoai clira s6 nhan néu dén sé& bi loai bo. Khi nhan dugc mot g61
s6 lidu co s thir tu béng mép dudi cua ctra s6, no sé& duge truyén cho t?mg trén, bén nhan
sinh ra mot bién nhan giri toi ngudi giri va tang ctra s6 1én mot 6. Néu kich thude ctra sd
nhan bﬁng 1, c6 nghia la n6 chi chép nhén cac goi s6 liéu dén theo dang tht tu. Néu khac
1 thi khong phai nhu vy, trong truong hop nay, bén nhan sé giir goi s6 liéu dén khong
ding thu ty trong bo dém, chd nhan du cac goi s6 liéu trong ctra s6 roi méi chuyén cac
g6i s6 lidu 1én tang trén theo thir ty ma bén giri da gui di. Khoang thoi gian chd nay luon
dugc gidi han.

Bién nhin 6 cudi civa so

Day 1a cach don gian nhit, bén nhén s& phat ra mot bién nhan sau khi nhan duogc tat
ca cac goi sb liéu trong cira s6 nhan. Hinh 4.2 minh hoa cho phuong phép nay, trong d6
nit A truyén thong véi niit B, st dung mot giao thirc tya nhu giao thic HDLC, kich
thudc ctra s6 gui va cuira s6 nhan ban dau béng 3. Céc goi s6 liéu di trén mang duogc biéu
dién bang cac miii tén, kiéu cua goi s liéu duoc ghi bén canh mii tén, y nghia nhu sau:

I n.m: 12 goi s6 licu, véi truong sb thir tu gbi s6 liéu N(S) = n, truong bién nhan N(R)
= m. Bén B cho goi s6 liéu ciia nd “cdng” (“piggyback”) bién nhan toi bén A, viéc nay
giip nang cao hiéu qua st dung duong truyén. Tat nhién, bén A ciing c¢6 thé bién nhan
cac goi s6 liéu ma B giri cho né bang cach trén.

RNR 4: 1a goi s6 lidu diéu khién, B bao cho A rang, luc nay no khong thé nhan tiép
cac goi s6 liéu cua A, déng thoi bién nhan cho cac goi s6 liéu c6 sb thr tw nho hon hodc
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béng 3. Khi nhén dugc tin hi€u nay, A s€ phai ngung gui, chd cho dén khi nhan dugce tin
hiéu cho phép gui tiép cua B.

RR 4: 1a géi sb liéu didu khién, B bao cho A rang, luc nay né sin sang nhan tiép cac
6i s0 liéu ctia A, bat dau tir goi s6 4.

7,0

FEL . {SQ @ N

M
=
Nt B
7.0
Cira 6{!} 6 1 5
S0
5 2 5 2
thin % 5

Hinh 4.2. Piéu khién luvu lwong bang cira so truot, bién nhan o cuoi
ctta s0. Kich thudce cia so6 nhan va gui ban dau bang 3.

- time

00l
(I

»- time

r.u
Nyt \

¥ dNd

FHd

4.2.3. Piéu khién tic nghén

4.2.3.1. Hién twong tic nghén
Trong mang may tinh, tic nghén xay ra khi sb lugng géi s6 liéu dén nut mang vuot
qua kha nang xu ly ciia né hoac vugt qua kha nang van tai cia cac duong truyen ra, dicu
d6 dan dén viéc thong luong clia mang bi giam di khi luu lugng dén mang ting 1én. Hién
tuong tac nghén co6 thé xay ra & mot hoac mdt so6 nut mang, hay trén toan mang va dugc
miéu ta trén hinh 4.3.
Thing hrgng

Ming lycvin ti4—— ———f— — —— o
cia duing truyén

deadlocl:

Ta dwa vho mang

Hinh 4.3. Hién tuong tic nghén
Khi sb luong gbi sb liéu dén mang con twong ddi nho, nam trong kha ning vén tai
cua nd, chung sé dugc phan phat di hét, sb lugng goi s6 liéu duoc chuyén di ti 1€ thuan
v6i s6 lugng goi sb liéu dén mang. Do ludn c6 mot ti 18 goi so liéu phai phat lai do bi 15i
trong qué trinh van chuyén, luu lugng ma mang thyc su phai van chuyén nhin chung 16n
hon luu lugng di qua mang (thong luong).
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Khi luu lugng dén cao qua mot mic nao do, cac nit mang khong con du kha niang
chtra va chuyén tiép cac goi sb liéu, do d6 cac nut mang bat dau phai loai bo cac goi sb
lidu. Bén giri s& phat lai cac goi s6 liéu khong dugc bién nhan sau mot khoang thoi gian
nhat dinh, goi la thoi glan het glo Néu luu luong dén mang tiép tuc tang 1én nira, ti 1& goi
s liéu phat lai trén tong s& gbi s6 liéu trong mang co thé ting dén 100%, nghla la khong
c¢6 go6i sd liéu nao duge phan phat di ca, thong luong ciia mang giam xudng bang khong,
mang bi nghet hoan toan.

Mot sb yéu t6 c6 thé dan dén tic nghén, ngay ca khi luu luong di vao mang thap
hon kha nang van tai cua mang. Ch'fmg han, khi sb lugng goi s6 liéu dén trén hai hoic ba
16i vao ctia mot niit mang déu can di ra trén ciing mot dudng truyén dé dén dich, ching s&
phai xép hang doi duoc truyén di. Néu tinh trang trén kéo dai, hang doi s€ dai dan ra va
day, khong con chd cho cac gbi s6 liéu méi dén, chung bi loai bo va s& duoc phat lai, [am
tang ti 1¢ goi s liéu phat lai trong mang. Bién phap khic phuc bang cach tang kich thudc
hang doi (bd nho) tai cac nut mang trong mdt chirng muc nao do 1a cé ich, tuy nhién,
ngudi ta dd ching minh dugc rang, ting kich thudc hang doi qua mot gisi han nao d6 s&
khong mang lai loi ich gi, thdm chi con c¢6 thé lam cho van dé tic nghén toi té hon. Do 1a
vi cac gbi s6 liéu s& bi hét gid ngay trong qua trinh xép hang, ban sao ctia ching da duoc
bén guri phat lai roi, lam ting sd lugng goi s6 lidu phat lai trong mang.

Téc do xir Iy chdm cuia cac nit mang ciing 13 mot nguyén nhan quan trong géy nén
tac nghén, bai vi chiing ¢ thé s& 1am hang doi bi tran ngay ca khi luu luong g01 s0 ligu
dén nat mang nho hon nang lwc van tai cua dudng truyén di ra. Cac duong truyen dung
luong thap cling c6 thé gdy ra tic nghén. Viéc tang dung luong duong truyén nhung
khong nang cdp b xtr 1y tai niit mang, hodc chi ning cap ting phan ciia mang doi khi
cling cai thién dugc tinh hinh doi chut, nhung thudng chi lam cai “co chai”, noi xay ra tic
nghén, doi di chd khac ma thoi. Giai quyét van dé tic nghén ndi chung, can dén cac giai
phap dong bo.

Tac nghén c6 khuynh hudng tu 1am cho né tram trong thém. Néu mot nit mang nio
dé bi tran bo dém, goi s6 liéu dén s& bi loai bo, trong khi d6 nat mang bén trén, phia
ngudi giri, van phai gitt ban sao ctia goi sb liéu da gui trong hang doi, cho dén khi hét gio
dé phat lai. Viéc phai gitr ban sao géi s6 liéu trong hang doi dé chd bién nhan, cong thém
viéc co thé phai phat lai goi s6 liéu mot sb 1an co thé 1am cho hang doi tai chinh nut trén
cling c6 thé bi tran. Sy tic nghén lan truyén ngugc trd lai phia ngudn phét sinh ra goi s6
lidu.

4.2.3.2. Cdc gidi phdp diéu khién tic nghén

Vén dé diéu khién tic nghén c6 thé duoc giai quyét theo quan diém cua Ly thuyét
diéu khién. Theo cach tiép cén nay, c6 thé chia cac giai phap thanh hai nhom: cac giai
phap Vong lap mé (Open loop) va cac giai phap Vong lap dong (Closed loop). Theo cac
giai phap vong lap mo, tic nghén s& dugc giai quyét bang viée thiét ké t6t, dam bao sao
cho tic nghén khong xay ra. Mot hé théng nhu vdy phai c6 kha niang quyét dinh khi nao
thi nhan thém cac luu luong méi vao, khi nao thi loai bé cac goi s liéu va loai cac goi sb
lidu nao. Cac quyét dinh nay phai theo lich trinh va phai cé ¢ tmg nat mang, chiing duoc
hé théng dua ra ma khong xem xét dén trang thai hién thoi ciia mang.
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Lé Dinh Danh - Gido trinh Mang mady tinh

Trai lai, cac giai phap vong lap dong lai dua trén khai ni¢m vé vong phan hoi
(feedback loop), ching gém c6 ba phan, hay ba budc nhu sau:

BuGe mét: theo doi hé théng dé phat hién tic nghén xday ra khi ndo va & dau.

Vi¢c phat hién tac nghén co thé dua trén mot s6 d6 do khac nhau. Cac d6 do thuong
duoc str dung 1a ti 18 g6i s liéu bi loai bo do thiéu bo dém, chiéu dai trung binh ctia hang
doi, s6 goi s6 lidu phai phat lai do bi hét gio, thoi gian tré trung binh cta goi s6 liéu khi di
qua mang v.v. Su ting 1én ciia cac s6 do nay néi 1én rang tic nghén dang ting Ién trong
mang.

Bu6e hai: noi phat hién ra tic nghén can phdi chuyén théng tin vé su tic nghén dén
nhitng noi co thé phan ung lai. Mot cach thyuc hién rat don gian l1a niit mang phat hién ra
tac nghén s& guri goi s6 lidu dén cac ngudn sinh luu luong trén mang, bao tin vé sy cb. Tat
nhién, vi€éc nay s€ lam tang thém luu lugng dua vao mang ding luc 1€ ra phai giam di.
Nguoi ta cling da dé xuét va thuc hién mét sb cach khéac nira. Chrfmg han, nit mang phat
hién ra tic nghén s€ danh dau vao mot bit hay mot truong dinh trude cia moi goi s6 lieu
trude khi goi sd liéu duoc nit mang chuyén tiép di, nhim loan bao cho cac nat mang
khac vé trang thai tic nghén. C6 thé néu ra mot cach thuc hién khac nita, d6 1a 1am cho
cac nit mang déu dan giri di cac goi sd liéu tham do dé biét tinh trang ciia mang.

Buede ba: diéu chinh lai hé tho”hg dé sira chita su c6. Cac co ché thuc hién phan hoi
déu nham muc dich 1a dé cic may tinh trén mang c6 nhitng phan g phi hop nham lam
giam tic nghén. Néu phan tng xay ra qué nhanh, luu lugng trong hé théng sé thing giang
manh va khong bao gio hoi tu. Néu phan tmg qua cham, viéc diéu khién tic nghén c6 thé
khong c6 ¥ nghia thuc té gi nita. Chinh vi vay, dé co ché phan hdi ¢ hiéu qua, can phai
str dung mot s6 cach tinh trung binh.

Céc thuét toan diéu khién tac nghén s& duoc trinh bay cu thé trong chwong 5, phan
giao thue TCP.

4.3. AN TOAN THONG TIN TREN MANG

4.3.1. Giéi thiéu

Pic diém cua moi trudng mang 13 nhiéu ngweoi siv dung va phan tan vé dia Iy. SO
lu:ong users ting 1én dan t&i mirc d§ quan trong clia thong tin ngéy cang 16n nhu? thong tin
ve tal chinh, ngan hang, chimg khoén, chinh ph,..lién quan dén an ninh quoc gia, lgi ich
qudc té, cac co quan doanh nghiép 16n. Cac thong tin nay dugc trao doi timg gio timg
phut trén mang, do vay phai c6 cac bi¢n phap bdo dam an toan thong tin trén mang.

Nhoém nguoi xdm hai mang gdm nhiéu loai voi hanh vi ngay mét tinh vi hon, cac
doi tugng d6 gom: sinh vién, doanh nhan, ngudi moéi gidi ching khoan, hacker, khung
bo,..

Muc dich cua moi doi tuong:
- Sinh vién: td mo, nghich nggm, muon chirng t6 kha nang.

- Doanh nhan: thim do chién lugc kinh doanh cta dbi tha canh tranh dé pha hoai dbi
phuong.
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- Ngudi méi gidi ching khoan: tic dong tam 1y nguoi choi chimg khoan, thuyét phuc
nguodi choi mua/ban c6 phiéu, lam ddo 16n thi trudong.

- Hacker: tdn cong vao 16 hong phan mém dé an cap ban quyén hodc phd huy hé
thong

- Khing bd: t6 chirc cac vu khung bd nham muc dich kinh té, chinh tri,..

Dé bao vé thong tin dat hiéu qua cao chiing ta can phai ludng trude dugce t6t cac kha
nang xam pham, céc sy ¢b rui ro d6i véi céc thiét bi va dix liéu trén mang. X4ac dinh cang
chinh x4c cac nguy co thi viéc tim ra cac giai phap s& chinh xac va giam thiéu céc thiét
hai. ATTT trén mang dé cdp dén nhitng bién phdp bdo vé thong tin tranh khoi nhitng xdm
pham trai phép.

Céc loai vi pham c6 thé dugc chia 1am hai loai: vi pham chii ddng va vi pham thu
dong. Chu dong va thy dong ¢ day duoc hiéu theo nghia c6 can thi€p vao ndi dung va
ludng thong tin trao ddi hay khong? Vi pham thy dong chi nham muc tiéu cudi cing la
nam bit thong tin, c6 thé khong biét duoc ndi dung, nhung van c¢6 thé do ra dugc thong
tin v& nguoi giri, ngudi nhan nhd vao thong thong tin diu khién nam trong header cua
g6i tin. Hon nira, ké pha hoai con co thé kiém tra duoc s6 lugng, do dai, luu lugng, tan
suét trao doi dir liéu trao d6i. Tém lai, vi pham loai nay khong lam sai 1éch hodc huy hoai
thong tin. Trong khi d6, cac vi pham chu dong co thé 1am bién doi, x6a bo, lam tré, sép
xép lai thtr tu, hodc chén vao mot sb cac thong tin ngoai lai vao dé 1am sai 1éch thong tin
géc. Mot hinh thie vi pham chu dong nira 14 co thé 1am vé hiéu céac chuc nang phuc vu
nguoi dung tam thoi hodc lau dai.

Vi pham thy dong thuong kho phét hién nhung dé ngan chan, nguoc lai, vi pham
cht dong dé phat hién nhung rat khé ngan chan.

Ké phé hoai c¢6 thé xam nhdp & bat cir dau c6 thong tin ma ho quan tim. Co thé 1a ¢
trén duong truyén, cic may chii nhiéu ngudi dung, cic may tram, hay & cac thiét bi két
ndi (bridge, router, gateway,..), cac thiét bi ngoai vi, ban phim, man hinh chinh la nhiing
ctra ngd thuat 1gi cho cac loai xadm nhap trai phép.

4.3.2. Cac l6p bao mat trong mang
Céc hé thdng an ninh mang thudng bao gém nhiéu 16p dé chéng lai cac kiéu xap
pham khac nhau. So do cac 16p bao mat thong dung hién nay duogc trinh bay duéi day:

e L6p Quyén truy nhap: Lop bao vé trong cing nham kiém tra, gidi han quyén truy
cap cua cac doi tugng st dung tai nguyén mang. Quyén truy cap quy dinh nguoi str dung
c6 thé truy cép vao tai nguyén gi va dugc phép thuc hién nhitng thao tac gi trén do.

e Lép Piang nhap: yéu ciu mdi c4 nhan khi budc vao mang phai xuét trinh Tén (User
name) va Mat khau (Password). Py 1a mot co ché don gian, it ton kém nhung rat hiéu
qué, gop phan han ché ngay tir ngoai nhimng truy xuat trai phép. Mdi nguoi st dung hop
1é déu phai c6 tén va mat khéu, dua vao d6 hé théng nhén biét dugc anh ta co thé duge si
dung tai nguyén nao va thao tac gi trén nhirng tai nguyén do.

e Cac phuong phap mé hoa chii yéu danh cho nhimng thong tin truyén trén mang dé
tranh bi nghe trdm, nhung chiing ciing duogc 4p dung cho viéc bao mat tai chd. Dir liéu
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duoc bién doi tir dang ty nhién sang dang ma hoa dé giri di, con tai bén nhan lai dién ra
qué trinh nguoc lai — giadi ma. Ching ta s€ xem xét k¥ van dé nay trong muc sau.

Bao v¢ vat ly

Xam

Tuong ltra nhap

Ma hoa dir liéu

Dang nhap

U\

Quyén truy nhap L

Hinh 4.4. Cac lop bao mat dir liéu trong mang

e Tuong lua: dé bao vé mang ndi by, thong thuong hién nay cac hé théng mang
thuong str dung cac phan mém FireWall (tuong lira). Chirc ning cua Tudng ltra 14 ngin
chin nhiing truy nhp trai phép tir moi truong mang bén ngoai vao hé thong mang noi b,
loc bo nhitng g6i tin ma ta khong mudn giri di hodc nhan vao, cAm nhiing truy nhép trai
phép theo mot danh sach dugce quy dinh truée. Mot s6 phan mém Tuong lira c6 thé thiy
nhu Tich hop ngay trong Windows (Windows Firewall), Tich hop trong cic phan mém
diét virut, Phan mém ISA Server 2004... Phuong thirc nay duoc s dung rong rai trong
moi truong lién mang Internet.

e Lép bao vé vat 1y nhim ngin chin nhimng thao tac sir dung trai phép trén hé thong.
D6 1a cac bién phap nhu: kiém soat ngudi ra vao phong diéu hanh trung tam, lip 6 khoa
trén mdy tinh, str dung cac may tram khong c6 6 dia dé tranh sao chép thong tin, lap dat
cac thiét bi nhan dang (van tay, mat ngudi, video) dé kiém soat ra vao...

4.3.3. Bio vé dir liéu bang mat ma

C6 hai cach tiép can dé bao vé thong tin bang mat ma: dso 13 theo dwong truyén
(link-oriented security) va tir nut-den-nut (end-to-end).

Theo cach thir nhét, viéc ma héa chi thyc hién dbi véi thong tin trén dudng truyén
ma khong quan tim dén ngudn va dich cua thong tin d6 (hinh 4.5 a). Uu diém: c6 thé bi
mat dugc ludng thong tin gitra ngudn va dich va co thé ngin chian duoc toan bo céac vi
pham nham phan tich luu thong trén mang. Nhugc diém cta n6 1a doi héi cac nat phai
duoc bao vé tét.

Theo céch thir hai, thong tin dugc ma hoa trén toan bo duong di tir ngudn dén dich
(hinh 4.5 b). Thong tin dugc ma hoa ngay khi dugc tao ra va chi duoc giai ma & tram
dich. Uu diém chinh 1a: nguoi dung c6 thé sir dung ndé ma khéng can quan tdm dén nguoi
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dung khac. Nhugc diém: chi cé dir li¢u nguoi dung duge ma hoa, con cac thong tin dieu

khién thi phai duoc giit nguyén dé c6 thé xtr Iy tai cac nit trén dudng di.

Nt ngudn
Thong tin gbc
M3 hoa
Y E | VOl
khod 1

D, | E

Nut dich
Thong tin nhan
Ma hoa
~voi || Dy
khoa N

Hinh 4. 5 a) Tiép cén theo duong truyén (Link Oriented)

Thong tin gbc

N

Ek

»

»

Thong tin nhan

Y

<

M3 hoa véi khoa K

Hinh 4.5 b) Tiép cdn mit téi mit (End - to - End)

4.3.3.1. Quy trinh mdt ma

Khoa KE

Vanban goc — ® Mihoa

Trong do:

Quan ly khoa

| Khoa Kp

Vian ban
mat ma

- Vin ban goc: 1a van ban chua dugc ma hoa
- Khoéa: gom mot xau hitu han céc bit thudng duoc biéu dién dudi dang cac xau ky tu

chtr so.

\ 4

—* Gidima

—>Van ban goc

Hinh 4.6. So' do mdt ma dir liéu
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Goi M la van ban géc, C la van ban mat ma, E 1a ham ma hoa, D 1a ham gidi ma ta
Khoa K dugc dung dé ma hoa, khoa Ky, duge dung dé giai ma.
€06 hai phuong phap mé héa (phan loai theo cach thire dung khoa): phuong phap co
dién (hay khoa doi xung, hay mot khoa): st dung mot khoa duy nhat cho viéc ma hoa va
gidi ma. Do do, khoa phai dugc gilr bi mat.

Phuong phap thtr hai la s dung khoa cong khai. Trong do hé thong st dung hai
khoa, mot dé ma hoa va mdt dé gidi ma. Khoéa ma hoa cé thé cong khai, con khoa gidi ma
phai gilt bi mat.

Duéi day chung ta s€ xem xét 4 phuong phap mat ma chua yéu, do la:

- Phuong phap ddi chd (Transportation Ciphers)

- Phuong phap thay thé (Subsstitution Ciphers)

- Phuong phép st dung chuian mat ma (DES)

- Phuong phap st dung khoa cong khai (Public key)

4.3.3.2. Phwong phdp doi ché

Phuong phap sap xép lai cac ky tu trong vian ban goc dé duge van ban mat ma. Cac
k¥ thuat dung trong phuong phap nay gom:
o Ddo nguwoc toan bo van ban géc: van ban géc duoc viét heo thuc tu nguoc lai dé
tao ra van ban mat ma. Pon gian va khong an ton.
J Ma héa theo dang hinh hoc: Vian ban gbc duoc sip xép theo mot dang hinh hoc
nao do, thuong 12 mdt ma trén 2 chicu:

Vi dy: Ta s€ ma hoa xau “KHOA KTCN HUONG TOI TUONG LAI” theo phuong
phéap nay. Pau tién xau da cho dugc viét dudi dang ma tran 4x6 nhu sau:

Cot 1 2 3 4 5 6
K H O A K T
C N H U O N
G T O I T U
O N G L A I

Sau d6, néu viét cac ky tu ra theo thir ty cac cotla 2, 3, 5, 1, 4, 6 thi ta dugc van ban
ma hoa la:
HOKKAT NHOCUN TOTGIU NGAOLI

. Poi ché cét: Trude hét ddi chd trong xau vin ban gbe thanh dang chit nhat theo
céc cot, sao d6 sap xép lai cac cot va lay ra theo chiéu ngang.
Vi dy: Ta s€ ma hoa xau “GIA CA THI TRUONG CO CHIEU HUONG TANG
NHANH” theo phuong phap doi chd cot. Pau tién xau da cho dugc viét dudi dang ma
tran 7x5 nhu sau:
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cot | 1 2 3 4 5
G I C H N

I T 0 U G

) A R C 0 N
;]:Irl‘ C U H N H
A 0 I G A

T N E T N

H G U A H

Sau d6, néu chuyén vi cac cOt theo thu tu: 3, 5, 2, 1, 4 thi ta duoc van ban ma hoa la:
CNIGH OGTIU CNRAO HHUCN TAOAG ENNTT UHGHA
. Phuong phdp hodn vi theo mét chu ky cé dinh:
Gia sir van ban géc M = m;m, m, dugc chia thanh cac khdi, IpSi khéi gém d ky tu.
Cho f1a mdt ham hoan vi trén d ky tu, khi d6 khoa ma hoa dugc bi€u dién boi K(d,f).
Van ban géc duoc viét thanh: M = m;m> my my. M2 My
s€ dugc ma hoa thanh: Ex(M) = myymy2) mua) myas ymyas2) myoq), .
trong 4o my;my) mye 1la mot hodn vi cua m;m, m,.
Vidy: Ta sé ma hoa xau “AN TOAN BAO MAT THONG TIN TREN MANG”, véi chu
ky d = 6, va ham fhoan vi day i = 123456 thanh f; = 352164
Ta viét xau di cho dudi dang: “ANTOAN BAOMAT THONGT INTREN MANG”
Xau ma hoa tr¢ thanh: “TANANO OAABTM OGHTTN TENINR NAMG”

4.3.3.3. Phwong phdp thay thé

Phuong phap ndy ma hod bang cach thay thé mdi ky tu trong van ban gbc bang mot
ky tu khac nao dé (mdt chirc cai, mdt s0, hay mot ky hiéu).

C6 nhiéu k¥ thuat thay thé: thay thé don gian, thay thé dong am, thay thé da mau tu,
thay thé da so do.

- Thay thé don gidn (simple substitution): mdi ky tu trong van ban goc dugc thay thé
boi mot ky tu twong Gng trong van ban mat ma. Ham ma hod 1a mot anh xa 1-1 tir van
ban gdc dén vin ban mat ma dugc sir dung trong toan bd vin ban.

- Thay thé dong dm (homophonic substitution): mdi ky tu trong van ban gdc duoc
thay bang mot sb ky tu trong van ban mat ma, so do anh xa 1a 1-n (one-to-many).

- Thay thé da mdu tw (polyalphabetic substitution): Nhiéu chir cdi mat ma dugc dung
dé chuyén ddi tir van ban gdc sang vin ban mat ma. Anh xa 1-1 nhu trong trudng hop
thay thé don gian, nhung c6 thé thay ddi trong pham vi 1 thong diép.

- Thay thé da so' do (polygram substitution): ddy 1a mat ma ttong quat nhat, cho phép
thay thé tuy y cac nhoém ky tu cia van ban gdc.

Vi khuén kho gio trinh, & day ta chi trinh bay phuong phép thay thé don gian.

Gia str A 1a bo chir cai géc c6 n ky tu: {aga;a,,...,a,;}. Ta thay thé mdi ky tu cua A
bang mot ky tu twong Gmg trong bd chir cai mat ma C duoc sip xép thir tw, ky hiéu 1a
{f(ay), fla)).f(as),...f(a,.;)}. F 1a mOt ham anh xa 1-1 tr 1 ky tu cia A sang 1 ky tu cua C.
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Luc d6, mot thong diép gbc M = mms... s& duoc viét dudi dang nhu sau: Ey(M) = f(m,)
f(m;),.. Thuong thi C la mot sap xép lai cua A.

Vi du vé cac dang ma hoa thay thé don gian: bo ma ASCII

M(f)t trong qnhﬁ:ng dang mat ma thay thé don gian phd dung khic 1a bang chir cai
chuyén dich. O day cac chir cai trong béng dugc chuyén dich sang phai k vi tri (modul
theo kich t’hudc cua bang chir). Nghfa la néu aqlé 1 ky tu ctia bang chit A thi f{a) = (a+k)
mod n. Néu A la bang chit cai tiéng Anh chuén thi » = 26 . Pay cling chinh 1a phuong
phap mat ma Caesar, voi k =3.

Vi du: voi k=3, bang chit cai gdc la:
ABCDEFGHIJ KLMNOPQRSTUVWXYZ
Béang chir cai mat ma s¢ la:
DEFGHIJKLMNOPQRSTUVWXYZABC
Khi d6, dong chir: KHOA KTCN tré thanh NKRD NWFQ.

4.3.3.4. Phwong phdp sir dung chuin mgt ma (DES)

Gidi thigu chung vé DES

Chuan ma hoa dir liéu DES dugc Van phong tiéu chuan ciia My (U.S National
Bureau for Standards) cong b ndm 1971 dé st dung trong cac co quan chinh phu lién
bang. Giai thuat dugc phat trién tai Cong ty IBM dya trén hé ma hoa LUCIFER cua
Feistel.

DES 1a thuat todan ma hoa khdi (block algorithm), v&i ¢& ctia mot khdi 14 64 bit.
Mot khéi 64 bit ban & duge dua vao, sau khi ma hoa dit liéu dua ra la mot khoi ban ma
64 bit. Ca ma hoa va giai mi déu st dung ciing mot thuét toan va khoa.

Khoa ma hoa c6 do dai 64 bit, trong d6 c6 8 bit chin 1é dugc sir dung dé kiém soat
16i. Cac bit chdn 1& nam & cac vi tri 8, 16, 24,... , 64. Tirc 1a ctr 8 bit khoa thi trong d6 ¢o 1
bit kiém soat 131, bit nay qui dinh sd bit co gia tri “1” ctia khdi 8 bit d6 theo tinh bu chin.

Nén tang dé xay dung khdi ciia DES 1a su két hop don gian cua cac ki thuat thay
thé va hoan vi ban 5 (ban gbc) dua trén khoa, d6 1a cac vong lap. DES sir dung 16 vong
lap, n6 4p dung cing mot kiéu két hop cia cac ki thuat trén khéi ban rd 16 1an (hinh
4.7).

Thuat toan chi sir dung cac phép toan sd hoc va 1ogic trén cac s6 64 bit, vi vy né
dé dang thyuc hién vao nhitng nam 1970 trong diéu kién vé céng nghé phan cting luc bay
gi0. Ban déu, su thuc hién céc phﬁn mém kiéu nay rat tho so, nhung hi¢n tai thi viéc do
da tot hon, va véi ddc tinh ldp di 1ap lai ciia thuat toan da tao nén y tudng sir dung chip
véi muc dich dac biét nay.

Tém lai DES c6 mét s dic diém sau:
- Str dung khod 56 bit.
— Xt Iy khéi vao 64 bit, bién doi khdi vao thanh khdi ra 64 bit.
— Ma hoa va giai ma dugc su dung cung mot khoa.
— DES duoc thiét ké dé chay trén phan cimg.
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DES thuong dugc str dung dé ma hoa céc dong dir liéu mang va ma hoa dir li€u

duoc luu trir trén dia.

Mo ta thudt todn

DES thuc hién trén timg khéi 64 bit ban rd. Sau khi thuc hién hoan vi khoi dau,
khéi dir lidu duoc chia 1am hai nira trai va phai, mdi ntra 32 bit. Tiép d6, c6 16 vong lip
giéng hét nhau dugc thuc hi¢n, dugc goi la cac ham f, trong do dir liu duoc két hop véi
khod. Sau 16 vong lap, hai nura trai va phai duoc két hop lai va hoan vi cudi cung (hoan

vi nguoc) s& két thiic thuat toan.

Vian ban goc

L,=R; R,=L®f(R,K;)
L ‘ - i
v v
Lis=Ry4 R15:L14@f(R14,K15)

l

(" e
S

{

R16:L15@f(R15,K16)

Li=Rs

?

P!

Van ban mat ma

Hinh 4.7. Thudt toan DES
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Trong mdi vong lip, cac bit ciia khoa duoc dich di va co 48 bit duoc chon ra tir 56
bit cua khod. Ntra phai ctia dit liéu dugc mé rong thanh 48 bit bang mdt phép hoan vi mé
rong, ti€p do khoi 48 bit nay duoc két hop vai khoi 48 bit da duge thay do1 va hoan vi
cua khod bang toan tur XOR. Khoi két qua cua phép tinh XOR duoc lya chon ra 32 bit
bang cach su dung thuat toan thay thé va hoan vi lan nira. D6 1a bon thao tac tao nén ham
f. Tiep do6, dau ra cua ham f duogc két hop voi ntra trai bang mét toan tr XOR. Két qua
cua cac budc thuc hién nay trd thanh nira phai moi; nira phai cii trg thanh nura trai moi.
Su thyc hién nay dugc lap lai 16 lan, tao thanh 16 vong ctia DES (hinh 4.7).

Néu B; 1a két qua ctia vong tht i, L; va R; 1a hai ntra trai va phai cia B, K; 1a khoa
48 bit cia vong thu i, va f 1a ham thyc hién thay the, hoan vi va XOR vai khod, ta c6
bicu dién ctia mot vong s& nhu sau:

Li=Ri,
Ri=Li; XOR f(R;.1,K;)

Khoa
28 bit 28 bit
IDich IDich
28 bit 28 bit

56 bit
Hoan vi Lua chon
48 bit
M6 rong v Hop S Hop P
RH, Hoén vi :() » | Thay thé—» Hoélfr)l vi P R
32bit | gt Lua chon -
32 bit

Hinh 4.8. Mot vong lap DES

Chi tiét vé thuat toan DES dugc trinh bay trong cac tai liéu vé Ly thuyét mat ma, dé
nghi ban doc tu tim tai liéu nghién ctru thém.

4.3.3.4. Phwong phap sw dung khoa cong khai (Public key)

Déi véi cac hé ma hoa cb dién thi néu biét khoa mi Ey thi ciing biét dugc khoa giai
Dy. N6i mot cach cu thé thi khod gidi co the suy ra truc tiép tir khod ma hodc c6 thé tinh
todn tir khoa ma khong may kho khan, va ngugc lai.
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Lé Dinh Danh - Gido trinh Mang mdy tinh

Trong cac linh vuc tng dung thwong mai nhu chuyén ngan dién tir va thu dién tir thi
bai toan phan phdi khoa 13 mot van dé 16n dbi voi cac hé ma hoa ¢ dién. Khuynh hudng
cung cap cac khod dai ma né phai dugc thay d6i thudng xuyén, trong khi van tiép tuc duy
tri ca tinh an toan 1an hiéu qua chi phi s& can tro rat nhiéu dén viéc phét trién cac hé
thdng nhu vay. Tuy nhién cac phuong phap gan day dugc phat trién s& htra hen viéc loai
b6 hoan toan bai toan phan phéi khoa. Nhiing hé théng ma hoa nhu vay dugc goi 1a cac
hé ma hoa cong khai.

Y tuéng vé ma hoa cong khai (ma hoa phi dbi ximg - dbi 1ap vi cac hé ma hoa co
dién) thudc vé Whitfield Diffie va Martin Hellman. Diffie va Hellman lan dau tién dua
ra y tuéng nay vao nam 1976.

Thuat toan ma hod cong khai st dung khoa dé ma hoa va khoa dé giai ma 1a khac
nhau. Céac khod nay tao thanh mét cap chuyén ddi ngugc nhau. Viéc biét khoa mi E,
khong nhét thiét 1am 16 Dy. Cu thé hon nguoi tham ma o thé biét E, va do d6 co thé tinh
dugc Dy, tuy nhién viéc tinh Dy tir E 13 khong kha thi véi hau hét cac khoa k, boi vi viée
d6 phai mat dén hang ty nim. Do vay trén thyc té ban ma C van dugc giira an toan mic
di khoa ma E, dugc cong bd rong dii. Khoa ma co thé cong khai nhung khoa giai phai
dugc gilr bi mat.

Nguoi gui Kénh khong Nguoi nhan
A an toan B
P C - P
(Bén 1d) Ex; (Ban ma) Dx> (Ban 1d)
A A
K, K,
(Khoa céng khai) (Khoa bi mat)
May sinh
khoa
T
biéu kién
khoi dau

Hinh 4.9. Ma hoa cong khai
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Maic du khoa ma (khoa cong khai) va khoa giai (khoa bi mat) thuc hién cac thao tac
nguoc nhau va do d6 ¢o lién quan dén nhau nhung phai lam sao dé khong thé suy ra khoa
riéng tur khoda cong khai. Yéu cau d6 co thé dat duge nho cac ham toan hoc dic biét goi la
cac ham sap biy mot chiéu (trapdoor one-way function). Cac ham nay c6 dic diém la
khong thé chi dua vao mod ta ca ham ma con phai biét duge cach xay dung ham thi méi
c6 thé suy ra dugc nghich dao cua no.

Mot s6 hé ma hoa cong khai:
1. H¢ Merkle-Hellman Knapsack

2. H¢ Rivest-Shamir-Adleman (RSA)
3. H¢ EL Gamal va Digital Signature Algrithms

Céc hé ma hoé cong khai nay deu dua trén co so nhitng van dé phuc tap thudc linh
vuc 1y thuyét s6, d6 1a cac thuét toan sb hoc duoc thuc hién trén cac sd nguyén té rat 1on.

Thudt toan ma hoa RSA

RSA 1a tén viét tit tir tén cac tac gia cua n6 Ron Rivest, Adi Shamir, Leonard
Adleman - nhitng nguoi dau tién gidi thi¢u thudt todn nay nam 1978.

Bi mat ctia md RSA 1a ¢ viéc rat kho khin khi phén tich ra thira sb nguyén té cia
cac s0 16n. Khoa cong cong va khoa riéng la cac ham so ctia mot cdp sO nguyén to rat 16n
nao do (co6 tir 100 dén 200 chir s0, tham chi co6 the 16n hon). Vi¢e gidi ma tir mot khoa va
thong diép da ma hoa la tuong duong vai viéc phan tich mdt so rat 16n ra thira s6 nguyén
to.

Pé tong hop hai khod, ta phai chon hai s6 nguyén t6 10n p va ¢. Sau d6 tinh: n = p*g
(p, g dugc gilr bi mat).

Chon ngau nhién mot khoa ma, e, sao cho e va (p-1)(g-1) 1 nguyén té cing nhau.
Sau d6 dung thuat toan Euclid dé tinh khoa gidi ma d thod man:

e*d =1 (mod (p-1)(¢g-1)) hay noi cach khac d = ¢ (mod (p-1)(g-1))
Ta can cht y rang d va n cling nguyén t6 cing nhau. SO e va n chinh 1a khoa cong

cong con d 1a khoa bi mat. S6 p va ¢ khong con can thiét nira, ching c6 thé bo di nhung
khong bao gio duoc 10 ra.

Pé mi hoa mot ban rd m, trudc tién ta phai chuyén cac chit cai thanh cac sé twong
ung va chia nhé m thanh cac khoi voi do dai cia moi khoi déu nhé hon n. Voi dir liéu
nhi phéan, chon luy thtra cia 2 s6 16n nhat ma van nho hon n. Nhu vay néu p va g 1a so
nguyén t6 100 chit s6 thi n c6 khoang 200 chit s6, va mdi khoi ban rd, m;, phai nhé hon
200 chi so.

Thong di€p da ma hoa ¢ s€ dugc tao ra tur cac khdi d3 ma hoa ¢; ¢6 kich c& hay do
dai tuong tu.

Cong thirec ma hoa don gian la:

¢;=m;’ (mod n)
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Qua trinh giai ma 1am nguoc lai. Bé giai ma mot thong diép, ta ldy mdi khdi di ma
hoa ¢; va tinh:
m; = ¢ (mod n)
That vay:

d _ m,-k(p_l)(q_l)ﬂ - m[.m[k(p-l)(q-l): m.1=m;

C[d _ (mie)d _ m[e
(tat ca 14y theo mod n).

Ta c6 thé tong két theo bang sau:

KHOA MA HOA (PUBLIC KEY):
n: 14 tich ciia 2 s6 nguyén td, p va ¢ (p va g 1 bi mat chinh)
e: 1a s6 nguyén t6 cung nhau véi (p-1)(g-1)
KHOA GIAI MA (PRIVATE KEY):
d: ¢! (mod (p-1)(g-1))
MA HOA (ENCRYTING):
¢ =m° (mod n)
GIAI MA (DECRYPTING)

m = ¢ (mod n)

Sau day 1a mét vi du ngén dé minh hoa rd thuat toan ma hoa RSA. Gia st ta chon p
=47 va g="171 thi:

n=p.q=3337
S6 e phai nguyén t6 cuing nhau véi gia tri:
(p-1)(g-1) =46.70 = 3220
Chon e (mot cach ngau nhién) 1a 79. Ttr d6 ta suy ra d:
d=79" (mod 3220) = 1019

S6 nay tinh dugc nho thuét toan Euclid mo rong. e va n 1a khoa cong cong va d 1a
khoa riéng, p va g dugc bo di.

Pé mi hoa mot ban rd nao do, vi du:
m = 6882326879666683

Dau tién ta chia ban rd d6 thanh cac khéi nho. Ta chon cach chia thanh cac khéi nho
cO 3 chir so0 1a tot nhat. Nhu vay ta c6 tat ca 6 khoi ban ro:

m; = 688
my =232
mz = 687
my =966
ms = 668
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Khéi dau tién dugc ma hoa thanh:
6887 (mod 3337) = 1570 = ¢,

Tuong ty thuc hién trén cac khdi khac, sau do téng hop lai ta s& dugc ban rd hoan
chinh:

c=15702756 2714 2276 2423 158
Viéc giai ma tién hanh twong tu v6i khoa giai ma d =1019.
Vi du:

1570'" (mod 3337) = 688 = m;

4.3.3.5. So sanh cdac phwong phdap mdt ma
Pé danh gia mot giai thuat ma hoa can dua vao cac yéu té nhu do phuc tap, thoi
gian ma hod va van dé phan phoi khoa trong moéi truong nhiéu nguoi sir dung.

Céc phuong phap ma hoa cd dién nhu phuong phap ddi chd va thay thé 1a don gian
va dugc sir dung s6m nhat. Nhugc diém cua ching la d§ an toan khong cao do thuong
khong dat dugc do phirc tap can thiét dong thoi rat d& bi 16 khoa do ca ngudoi gui 1an
ngudi nhan déu phai biét khoa.

Con cac phuong phap ma hoa str dung khoa cong khai (nhu RSA) mic du khic phuc
dugc van dé phan phoi khoa song lai c6 chi phi cao va kha cham chap. Trong khi thoi
gian ma hoa ctua phuong phdp DES chi doi hdi vai micro gidy thi phuong phap RSA lai
doi hoi toi vai mili gidy, do d6 han ché théng luong & mirc 50 Kb/s.

Hién nay nhin chung phuong phap ma hoa DES duoc sir dung rong rdi nhat, tuy
ngudi ta van con ban cai xem do dai cua khoa 48 bit da dii chua va cac phép thay thé da
da phuc tap chua dé dat duoc do an toan thong tin mong muon.

Mot s6 bai tap
Cho xau ky tu: “KINH TE THI TRUONG?, hdy dung phuong phap d6i chd theo mau
hinh hoc d€ ma hoa vdi ma tran co6 kich thudc 3x5, va hoan vi cot 1a 1,3,5,4,2.
_Cho xau ky tu: “HOI NHAP VAO WTO DE PHAT TRIEN”, hdy dung phuong phap
doi1 cho cot dé ma hoa véi ma tran ¢6 kich thude 4x6, va hoan vi cot 1a 3,1,2,5,4,6.
Cho xau ky tu: “KINH TE NUOC TA DANG TANG TRUONG MANH?”, hay dung

phuong phap hoan vi theo chu ky ¢6 dinh dé ma hoa, cho chu ky d = 6, hoan vi trong mdi
chukyla 1,5,2,4,6,3.

Cai dat cac thuat toan ma hoa, viét ham giai ma cho cac phuong phap ma ho4 trén.
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4.5.1. Khai niém hiéu ning va cac do do hi€éu ning mang
Khai niém hiéu nang mang

Theo nghia chung, hi¢u nidng 1a mdt d do cong viéc ma mot hé théng thuc hién
dugc. Hi¢u nang chu yéu duoc xéac dinh boi su két hop ctia cac nhan td: tinh sin sang dé
ding (availability), théng luong (throughput) va thoi gian dap tng (response time). Poi
v&1 mang may tinh, hi¢u nang ciling con dugc xéc dinh dya trén cac nhan td khac nita, thi
du: thoi gian tré (delay), do tin cdy (reliability), ti suit 13i (error rate), hi¢u ndng cia ung
dung v.v.

Tuy theo muc dich nghién ctru cu the, hi€u nang c6 thé chi bao gdm mdt nhan to nao
do6 hodc 1a su két hop mot so trong cac nhan td néu trén.

Cdc do do hiéu nang mang

C6 thé phan cac d6 do hiéu ning thanh hai loai: cac d6 do hudng t6i nguoi s dung
va cac do do hudng t6i hé théng. Trong cac do do hudng t6i ngudi st dung, thoi gian ddp
ung (response time) thuong dugc st dung trong cac hé thoi gian thuc hodc cic moi
truong hé thong tuong tac. D6 1a khoang thoi gian tir khi c6 mét yéu cau (request) dén hé
thong cho dén khi n6 dugc hé théng thuc hién xong. Trong cac hé théng twong tac, doi
khi nguoi ta st dung do do thoi gian phdn ing ciia hé thong (system reaction time) thay
cho thoi gian dép ung. D6 13 khoang thoi gian tinh tir khi input dén hé thdng cho dén khi
yéu cau chtra trong input d6 nhan dugc khe thoi gian (slice time) phuc vu dau tién. Do do
nay do mirc d6 hiéu dung ciia bo 1ap lich cta hé thong trong viéc nhanh chéng cung cap
dich vu cho mét yéu cau méi dén. Trong céc hé théng mang may tinh, cac dai lugng thoi
gian dap tng, thoi gian phan Gmg cua hé thong déu dugc xem 1a cac bién ngiu nhién, vi
vy ngudi ta thuong noi vé phan bd, ky vong, phuong sai... cia chung.

Céc d6 do hudng t6i hé thong dién hinh 13 théng leong (throughput) va thoi gian tré
(delay time, delay). Thong luong duoc dinh nghia 1a sé don vi thong tin tinh trung binh
duoc van chuyén qua mang trong mot don vi thoi gian. Pon vi thong tin ¢ day c6 thé 1a
bit, byte hay goi s6 liéu... Néu cac don vi thong tin di vao mang theo mdt co ché doc lap
v6i trang thai ctia mang, thi thong lugng cling chinh bang téc do dén trung binh néu
mang van con c6 kha ning van chuyén, khong dan dén trang thai bi tac nghén. Mat sb
truong hop ngudi ta st dung dai luong khong thir nguyén Hé s6 sir dung duong truyén
(Line Utilization) hay con goi thong lu"ong chudn hod, d6 1a ti s6 cia thong luong trén
nang lyc van chuyen cua du’ong truyén (line capa01ty) Thoi gian tré 1a thoi gian trung
binh dé van chuyén mot goi sb licu qua mang, tir nguodn toi dlch Ciing c6 tmo’ng hop
nguoi ta sir dung dai luong thoi gian tré chudn hoa d6 1a ti s6 ctia thoi gian tré trén mot
tham s6 thoi gian nao d6, thi du thoi gian can thiét dé truyén mot géi tin (packet
transmition time).

94


Welcome
Typewriter
[E-book] Sæ tay m¹ng m¸y tÝnh - Tav4 Bkav Forum

Welcome
Typewriter


[E-booOK] See tay m2ng m_y tinh - Tav4 Bkav Forum

4.5.2. TAm quan trong ciia viéc danh gia hiéu ning mang may tinh

Trong sudt lich st tién hoa cua mang may tinh, van dé danh gia va du doan hi¢u
ning mang ludn thu hut sy quan tdm cta nhitng ngudi nghién ctru va thiét ké mang; muc
dich chinh 13 dé ndm dwoc va cdi thién dic trung gid - higu néing (cost-performance).
Yéu cau danh gia va du doan hiéu ning mang dit ra ngay tir khi nguoi ta thiét ké kién
trac cta hé théng cho dén khi mang da duogc lip dat va dwa vao hoat dong. Trong giai
doan dau ciia qué trinh thiét ké, nguoi ta thuong phai du doan hai diéu. Tha nhét 13 ban
chét cta cac Gmg dung s& chay trén mang va cac yéu cau dich vu ma cac ung dung nay
doi hoi hé théng mang phai dap ung. Diéu du doan thir hai lién quan tdi viéc lya chon
mat trong céc thiét ké kién tric, dua trén cac cong nghé phan ctmg va phan mém s& duoc
phat trién va dua ra thi truong trong twong lai, khi hé thong mang budc vao giai doan
trién khai thyc hién.

Sau khi da lya chon kién tric va bt dau thiét ké, trién khai hé théng mang, vi¢c du
doan va danh gia hiéu nang s& trd nén cu thé hon. Thi du s& chon dudng truyén vat Iy nhu
thé nao, cac dic tinh cta duodng truyén duogc chon s€ anh hudng thé nao dén hiéu nang
cia mang. Cac k¥ thuat dugc dung dé du doan va dénh gia hiéu ning mang trong giai
doan thiét ké va trién khai thuc hién co6 khi chi 1a cac tinh toan bang tay, nhung ciing c6
khi Ia cdc m6 phong rat tinh vi. Viéc so sanh hiéu nang dy doan véi hiéu nang thuc té dat
duoc thuong gitip cho nha nghién ctru thiy dugc cac khiém khuyét chinh trong thiét ké
hoic cac 15i trong viéc 1ap trinh hé thdng. Ngay nay, viéc du doan va danh gia hiéu ning
thuong duoc nguoi ta coi 1a mot phan khong thé thiéu dugc ciia cong viée thiét ké va
trién khai thuc hién hé thong.

Dinh ciu hinh mang: Sau khi mang di dugc trién khai thuc hién, viéc du doan va
danh gia hiéu niang mang ddi véi cac ing dung cu thé ciing ¢é y nghia quan trong. Nham
dat duoc su toi vu hod, nha san xuit phai chi ra dugc cac cach két hop va t6 chuc phﬁn
cimg va phan mém mang dé dem lai mot giai phap t6t nhat cho cac yéu cau cua khach
hang, viéc nay thuong duoc goi 1a dinh céu hinh mang. Mic du c6 thé van sir dung cac
cong cu va phuong phap di dugc st dung trong giai doan phat trién hé thdng, nhung can
phai bd sung thém mét s6 yéu t6 nita. Dic diém moi truong ctia ngudi sir dung san pham
mang can duoc biéu dién bﬁng cac tham sb dinh luong va dua vao moé hinh mé phdng
hi€u nang.

Tinh chinh h¢ thong: Sau khi hé thong san pham da duogc lip dat tai dia diém cua
khach hang, nha cung cdp san pham can phai 1am sao cho hé thong ma ho ban cho khach
hang dat dugc hi¢u nang hoat dong nhu ho da hira hen khi chao hang, viéc nay duoc goi
la tinh chinh hé théng. Déi véi cac hé théng mang, vi¢c tim ra dugc diém lam viéc tbi vu
va 6n dinh trén toan mang la rat kho.

4.5.3. Cac phuong phap danh gia hi¢u ning mang

C6 nhiéu phuong phap danh gia hiéu ning mang may tinh, c6 thé chia ching 1am ba
loai: mo6 hinh Giai tich (Analytic Models), mé hinh M6 phong (Simulation Models) va
Do hi¢u nang (Measurement).
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Mo hinh Gidi tich

Trong cac mang chuyén mach goi, gbi sd liéu 1a cac khdi dir liéu c6 chiéu dai thay
dbi duoc, duoc truyén qua mang tir ngudn téi dich theo mot con dudng nao d6 do hé
thong mang quyét dinh. Cac tai nguyén mang s& duoc chia sé giita cac goi sb liéu khi
chung di qua mang. S6 lugng va chiéu dai céc g06i s6 liéu di vao hoac di qua mang tai moi
thoi diém, thoi gian kéo dai cac cudc két ndi v.v., tit ca cac tham sd nay nodi chung, thay
d6i mot cach théng ké. Vi vdy, dé néu ra cac tiéu chuin do ludong dinh luong vé hiéu
ning, can phai sir dung cic khai niém vé xac suat dé nghién ciru su tuong tic ciia ching
v6i mang. Ly thuyét Hang doi dong vai trd mau chét trong viéc phan tich mang, béi vi d6
12 cong cu Toan hoc thich hop. nhit dé phat biéu va giai cac bai toan vé hiéu nang. Theo
phuong phéap nay, ching ta V1et ra cac mdi quan hé ham giita cac tiéu chudn hiéu ning
can quan tim va cic tham s6 ctia hé thdng mang bang cac phuong trinh c6 thé giai duoc
bang giai tich.

Mo phong

Theo nghia chung nhét, mé phong la sy bat chudc mot hay nhiéu khia canh cua sy
vat co thuc, bang mot cach nao d6 cang gidng cang tét. Trong cac linh vuc nghién ctu
hién dai, nhu linh vuc danh gia hiéu ning mang, mé phong duoc hiéu 1a mot k§ thuat st
dung may tinh dién tir sé dé 1am cac thi nghiém vé mang c6 lién quan dén thoi gian. M6
hinh M6 phong mo ta hanh vi dong cia mang, ngay ca khi nguoi nghién ctru chi quan
tam dén gi4 tri trung binh cta mot sé d6 do trong trang thai ding. Cau trac va do phirc
tap cia bo mo phong phu thudc vao pham vi cua thi nghiém mo phong. N6 thuong dugc
xdy dung c6 cdu trac, cho phép mo-dun hoa chuong trinh mé phong thanh tap céc
chuong trinh con, sao cho viéc sira d6i, b sung cic chuong trinh con dugc dé dang.
Ngoai ra, chwong trinh mé phong ciing phai duoc xdy dung sao cho dat dugc téc do cao
nham lam giam thoi gian chay mé phong cang nhiéu cang tbt.

Do

Do 1a phuong phép xéc dinh hi¢u nang dya trén vi¢c do trén mang thyc cac tham )
mang cAu thanh do do hiéu nang can quan tam. Vi¢c do hiéu nang nham thyc hién mot
trong cac nhiém vu sau. Mot 1a, gidm sat hi€u nang ctia mang . Hai la, thu thap s6 lidu dé
1ap md hinh dir liéu vao cho cac phuong phap danh gia hiéu niang bang giai tich hodc mo
phong. Nhiém vu thu ba la kiém ching cac mo hinh khac dya trén céac s6 liéu do dugc.
Po hiéu ning khong chi quan trong trong cac giai doan trién khai thuc hién va tich hop
hé thong ma con ca trong cac giai doan lap dit va van hanh hé théng. Boi vi sau khi lap
dat va dua vao sir dung, mdi mot hé théng cu thé s& c6 mot tai hé théng va cac do do hiéu
ning dugc quan tdm riéng cua nd, cho nén sau khi lap dat, nguoi ta thuong phai diéu
chinh c4u hinh cho phu hop. Cac tham s6 cAu hinh s& duoc chon sau khi cac phép do hi¢u
ning cho thay cac tham sd céu hinh nay lam cho hé thong dat duoc hiéu ning tot nhat.
Trong thuc té, moi nguoi déu thira nhan tim quan trong cua vi¢c do va danh gia hi¢u
nang. Ching ta c6 thé thay rd diéu ndy qua viéc, hdu nhu tit ca cic hé thong mang déu
tich hop bén trong nd cac cong cu do va danh gia hiéu ning; nhd d6 c6 thé do hiéu ning
bat ctr luc nao trong sudt vong doi cua hé thong.
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So sanh cac ph  ng phap dnh gida hié ng

M&b hinh Giai tich: Néu c6 thé sir dung mé hinh Giai tich thi d6 1a diéu tot nhat, boi
vi chung ta c6 thé thay d6i cac tham s6 hé thong va cau hinh mang trong mot mién rong
v6i chi phi thdp ma van c6 thé dat duoc cac két qua mong mudn. Tuy nhién, cdc md hinh
Giai tich ma chung ta xay dung thuong 1 khong thé giai duoc néu khong duoc don gian
hoa nho cac gia thiét, hodc duoc phan ra thanh cac mo hinh nhidu cp. Cac mo hinh giai
dugc thudng rat don gian hodc khac xa thuc té, cho nén phwong phap nay thudng chi
duoc sir dung ngay trong giai doan dau ciia viéc thiét ké mang, gitp cho nguoi thiét ké du
doan duoc cac gi tri gidi han ctia hiéu ning. Ngoai ra, cac két qua ctia phuong phap nay
bat budc phai dugc kiém nghiém bang két qua cua cac phuong phap khac, nhu mé phong
hoac do.

Mo phéng: Trong nhiing truong hop mo hinh Giai tich ma chung ta nhan dugc, du
da dugc don gian hoa, hodc phan rd nhung van khong thé giai duoc bang Toan hoc, khi
do, ndi chung, ching ta s€ chi con mot phuong phdp la mé phong. Phuong phédp mo
phong c6 thé duoc str dung ngay trong giai doan dau cta viée thiét ké hé théng mang, cho
dén giai doan trién khai thuc hién va tich hop hé thong. Phuong phép niy noéi chung, doi
hoi mot chi phi rat cao cho viéc xdy dung bd mo phong ciing nhu kiém ching tinh ding
dan ctia n6. Tuy nhién, sau khi da xay dung xong bd md phong, ngudi nghién ciru c6 thé
tién hanh chay chuwong trinh mé phong bao nhiéu lan tuy y, v6i do chinh xéc theo yéu cau
va chi phi cho mdi 1an chay thuong 1a rat thap. Cac két qua mo phong néi chung van can
duoc kiém chung, bang phuong phap giai tich hodc do, nhét 13 bang phuong phap do.
Phuong phap m hinh Giai tich va mé hinh M6 phong déng vai tro rat quan trong trong
viéc thiét ké va trién khai thyc hién hé théng, dic biét 1a & giai doan dau.

Po: Phuong phap do chi co thé thuc hién dugc trén mang thuc, dang hoat dong, nod
cling doi hoi chi phi cho cac cong cu do va cho viée tién hanh do. Viéc do can duoc tién
hanh tai nhiéu diém trén mang thuc, & nhitng thoi diém khac nhau va can lap di 1ap lai
trong mot khoang thoi gian du dai, tham chi c6 thé dai dén hang thang. Ngoai ra, nguoi
nghién ctru phai c6 kién thirc vé Ly thuyét théng ké thi mdi c6 thé rat ra duoc cac két
luan hitu ich tr cac s6 lidu thu thap duoc. Mac dau vay, béng phuong phap do co thé van
khong phat hi¢n ra dugc hodc du doan dugc cac hanh vi dac biét ciia mang.

4.6. CAU HOI VA BAI TAP
(dang tiép tuc bo sung)
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CHUONG 5. TCP/IP VA INTERNET
5.1. GIOI THIEU CHUNG VE INTERNET

5.1.1. Lich siur phat trién cia mang Internet va bg giao thirc TCP/IP

Tién than cua mang Internet 1a ARPANET, Xuét phat tor mot mang thi nghiém duoc
Robert L.G d¢ xuat vao nim 1967. Co quan quan 1y du an nghién ciru phat trién ARPA
thuoc Bo Quéc phong My da lién két mang tai 4 dia diém dau tién vao thang 7 nam 1968
bao gém: Vién nghién ctru Stanford, Pai hoc tong hop California & Los Angeles, Pai hoc
téng hop Utah va Pai hoc tong hop California ¢ Santa Barbara (UCSB). D6 chinh 1a
mang lién khu vye (WAN) dau tién dugc xay dung.

Nam 1983, giao thitc TCP/IP chinh thuc dugc coi nhu mot chuan d6i véi nganh
quan sy My va tit ca cac may tinh nbi vdi ARPANET phai st dung chuan méi nay.
ARPANET phat trién rat nhanh, moi truong dai hoc déu mudn gia nhap, viéc quan ly
mang tré nén khé khan. Vi vay, nam 1984, ARPANET dugc chia ra thanh hai phén: phﬁn
thir nhat cho cac dia diém quan sy, dugc goi la MILNET; phﬁn thtr hai 1a mot ARPANET
méi, cho cac dia diém phi quén sy, danh cho viéc nghién ctru va phat trién. Tuy nhién hai
mang nay van duoc lién két v6i nhau nho giao thic lién mang IP.

Leased lines Leased A European backbone

to Asia A U.S. backbone transatlantic
line

Regional
network

™\

IP router

National
network

IP Ethernet IP Ethernet
LAN IP token ring LAN LAN

Hinh 5.1. Mang Internet trdi réng toan cdu

Giao thic TCP/IP ngay cang thé hién rd cac diém manh cua nd, quan trong nhit 1a
kha ning lién két cac mang khac v6i nhau mot cach dé dang. Chinh diéu nay cing véi
cac chinh sach mé cira dd cho phép cac mang dung cho nghién ctru va thuong mai két ndi
duoc voi ARPANET, thuc déy viéc tao ra mot si€u mang (SuperNetwork).
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Méc lich st quan trong cua Internet dugc xéac 1ap vao gitra thap ky 80 khi Hoi déng
Khoa hoc Qudc gia My NSF (National Science Foundation) thanh 1ap mang lién két cac
trung tdm mAy tinh 16n v6i nhau goi 13 NSFNET. Nhiéu doanh nghiép di chuyén tir
ARPANET sang NSFNET va do d6 sau gan 20 nam hoat dong, ARPANET khong con
hiéu qua da ngung hoat dong vao khoang nam 1990.

Sy phat trién ctia mang xuong song NSFNET va nhitng mang vung khac di tao ra
mot moéi truong thuan loi cho sy phat trién cta Internet. Dén nam 1995 , NSFNET thu lai
thanh mot mang nghién ctru con Internet thi van tiép tuc phat trién.

Vi kha nang két ndi mé, Internet d3 tré thanh mot mang lon nhét trén thé gidi,
mang cua cac mang, xuat hién trong moi linh vuc thuong mai, chinh tri, quan sy, nghién
ctru, gido duc, van hod, xa hoi... Cling tir d6 cac dich vu trén Internet khong ngung phat
trién. Ngay nay khi co so ha tdng cia mang Internet dugc nang cao (dic biét 1a vé bing
thong) da 1am cho nhu cau cta cac tmg dung da phuong tién qua mang ting 1én nhanh
chong.

5.1.2. Sy tang truwéng cua Internet
Céc biéu d6 dudi day (hinh 5.2 va 5.3) cho ta thdy dugc téc do ting truong mé cla
s0 lugng may (hosts) va mang (networks) két noi vao Internet.

Internet Hosts: 1995-2001

A.M. Rutkowski
Center for Next Generation Internet
hitp:/iwww.nolororutkowski htm!

H ;‘jﬂutr';:t?ul:a‘la / ] 100,000,000
Internet Software :

T 120,000,000

Consortium
<WBWALISC.COM>

_/ + 80,000,000

/

+ 60,000,000
ﬁlew survey
data

././ — 40,000,000
Adjusted old / ]

*

| survey data = 20,000,000

il

Hinh 5.2. Su tang truong thué bao Internet tir 1995-2001
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Hinh 5.3. Sw tang lén ciia cdc mang két néi vao Internet tir 1989-1997

5.1.3. Cac yéu t6 thic day sy ting truwéng cia Internet
— St dung TCP/IP trong Unix, hé diéu hanh dugc st dung phé bién tir 1983.
— PC ra doi nam 1980, sttc manh tinh toan ngay cang cao, trong khi gia ngay cang
re.
— NSFNET - mang xuong sdng cua My, toc do cao, ra doi nam 1986.

— Hé théng tén mién ra doi lam cho viéc truy nhap Internet trd nén don gian va
thuan tién.

— Kién tric don gian ctia bd giao thirc va tinh linh hoat cua Internet.

— Céc g dung trén Internet khong ngimg phat trién, dap tmg nhu cau da dang cua
nguoi dung

5.2. KIEN TRUC MANG INTERNET

5.2.1. Mo hinh TCP/IP

Giao thirc TCP/IP duoc phat trién tir mang ARPANET va Internet va duoc dung
nhu giao thtc mang va giao van trén mang Internet. TCP (Transmission Control
Protocol) 1a giao thirc thudc ting giao van va IP (Internet Protocol) 1a giao thirc thudc
tang mang ciia md hinh OSI. Ho giao thitc TCP/IP hién nay 1a giao thirc duoc st dung
rong rai nhat dé lién két cic may tinh va cac mang.

Hién nay cac may tinh cua hau hét cac mang cé thé st dung giao thitc TCP/IP dé
lién két voi nhau thong qua nhidu hé théng mang véi k¥ thuat khac nhau. Giao thirc
TCP/IP thuc chit 1a mot ho giao thtrc cho phép cac hé théng mang cung lam viéc véi
nhau thong qua viéc cung cap phuong tién truyén thong lién mang.
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Cic tang ciia md hinh tham chiéu TCP/IP

B6 qudc phong My goi tat 1a DoD (Department of Defense) dé tao ra m6 hinh tham
chiéu TCP/IP vi muén mot mang co thé ton tai trong bt cir diéu kién nao, ngay ca khi c6
chién tranh hat nhan. DoD mudn cac g61 dir liéu xuyén sudt mang vao moi luc, dudi bat
ctr diéu kién nao, tir bat cir mot diém dén mot diém khac. Day 1a mot bai toan thiét ké cuc
ky khé khan ma tir ¢ 1am nay sinh ra mé hinh TCP/IP, vi vay da tré thanh chuan Internet
dé phat trién.

Ma hinh OST W6 hinh TCPTP
Tang rng dung Téing ting dung
Téng trinh i lidu
Téng phién l
Ta aoc van Téng gao vén Khong
arg o i ang 2 i co frong
Tang mang Tang Internet mé hink

Téng lién két diy igu X
Tang Host-to-network

Tang vat Iy

Hinh 5.4. So sanh mo hinh OSI va mo hinh TCP/IP
Tang irng dung

Céc nha thiét k& TCP/IP cam thay rang cac giao thirc mirc cao nén bao gdm cac
tang trinh by va ting phién. Pé don gian, ho tao ra mot tang (mg dung kiém soéat cac
giao thirc murc cao, cac van dé cua tang Trinh dién, md hoa va diéu khlen hoi thoai.
TCP/IP tap hop tat ca cac van dé lién quan dén (mg dung vao trong mot ting, va dam bao
dir liéu duoc dong goi mot cach thich hop cho tang ké tiép.

Tang Giao vin

Tﬁng van chuyén dé cap dén cac van dé chét luong dich vu nhu do tin cay, diéu
khién ludng va stra 16i. Mot trong cac giao thirc cua n6 1a TCP, TCP cung cAp céc phuong
thirc linh hoat va hiéu qua dé thuc hién cac hoat dong truyén dit liéu tin cay, hi¢u Xudt
cao va it 16i. TCP la giao thirc ¢6 tao cau nbi (connection-oriented). N6 tién hanh hoi
thoai gitra nguon va dich trong khi boc thong tin tang tmg dung thanh cac don vi goi 1a
segment.Tao cau ndi khong c6 nghia la ton tai mOt mach thuc su gitra hai may tinh, thay
vi vy né c6 nghia 1a cic segment cta tang 4 di chuyén t6i va lui giita hai host dé cong
nhén két ndi tdn tai mot cach ludn Iy trong mot khoang thoi gian nao do. Piéu nay coi
nhu chuyén mach goi (packet switching).

Tang Internet

Muc tiéu ctia ting Internet 13 truyén cac géi tin bat ngudn tir bat ky mang nio trén
lién mang va dén duoc dich trong diéu kién doc lap voi dudng dan va cac mang ma
chung da trai qua. Giao thirc déc trung khéng ché tang nay dugc goi la IP. Cong vi€c xac
dinh duong dan tot nhat va hoat dong chuyén mach goéi dién ra tai tang nay.

Tang truy xudt mang
Tén cua tang nay c6 nghia kha rdng va c6 phan hoi réi ram. N6 cling dugc goi 1a

tang host-to-network. No la tang lién quan dén tat ca cac van d¢ ma mot goi IP yéu cau
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dé tao mot lién két vat 1y thuce su, va sau do tao mot lién két vat 1y khac. N6 bao gém cac
chi tiet k§ thuat LAN va WAN, va tat ca cac chi ti€t trong tang lién két dir li¢u cling nhu
tang vat ly cia mo hinh OSI.

Mo hinh TCP/IP huéng dén tdi da do linh hoat tai tang ung dung cho ngudi phat
trién phdn mém. Tang van chuyén lién quan dén hai giao thitc TCP va UDP (User
Datagram Protocol). Tang cudi cung, ting truy xuat mang lién két dén cac ky thuat LAN
hay WAN dang dugc dung.

Trong mo hinh TCP/IP khong can quan tim dén tmg dung nao yéu cau cac dich vu
mang, va khong can quan tim dén giao thirc van chuyén nao dang dugc dung, chi co mot
giao thirc mang IP. Day 1a mot quyét dinh thiét ké c6 can nhic ky. IP phuc vu nhu mot
giao thirc da nang cho phép bat ky may tinh nao, & bat ctr dau, truyén dir liéu vao bat cir
thoi diém ndo.

So sanh mo6 hinh OSI va moé hinh TCP/IP
Cic diém giong nhau:
—  Ca hai déu theo kién trac phén tang.
—  Ca hai déu c6 tang Gmg dung, qua d6 ching c6 nhiéu dich vy khac nhau.
—  Cahai c6 cac tAng mang va ting van chuyén c6 thé so sanh dugc.
—  K¥ thuat chuyén mach goéi dugce chép nhan.
Cic diém khac nhau:
— TCP/IP tap hop céc ting trinh bay va ting phién vao trong tang tng dung cia no.
— TCP/IP tap hop tang vat 1y va tang lién két dir liéu trong OSI vao mot tang.
— TCP/IP biéu hién don gian hon vi ¢6 it tang hon.

Cac giao thuc TCP/IP la cac chuan co s¢ cho Internet phét trién, nhu vy mo hinh
TCP/IP chiém dugc niém tin chi vi céc giao thuc cia nd. Nguoc lai, cac mang Ehf)ng
thuong khong dugc xay dung dua trén OSI, ngay ca khi OSI dung nhu mét hudng dan.
5.2.2. Ho giao thic TCP/IP

Bao gdm 2 phén chinh (hinh 5.3):

* (Céc giao thuc tao thanh h¢ thong truyén dan

» Céc giao thuc ho trg tmg dung
Tang lién mang (Internet)

— Su dung giao thirc connectionless — IP, 1a hat nhan hoat dong ctia hé théng truyén
dan Internet.

— Cac thuat toan dinh tuyén RIP, OSFD, BGP

— Cho phép két ndi mot cach mém déo va linh hoat céac loai mang “vat 1y khac nhau;
nhu: Ethernet, Token Ring, X25 v.v. dya trén dia chi IP.

Tﬁng giao van (Transport)
— TCP - La giao thtrc hudng ndi (connection-oriented)

— UDP - La giao thirc khong hudng ndi (connectionless)
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Lé Dinh Danh - Gido trinh Mang mady tinh

. SMTP HO tro
Application | Telnet | FTP | HTTP o) | PN || dng dung
Transport TCP UDP
Internet 1P
Network He glnoggl

Ethernet Tﬁ’ﬁ“ x25 | sup | ppp |TW
Link
Physical Coax, Twisted-pairs, Fiber Optic, Wireless

Hinh 5.5. Bo giao thire TCP/IP

5.3. GIAO THUC TCP
5.3.1. Gi6i thiéu

Pic trung cong nghé: TCP 1a mdt giao thirc hwéng noi (connection-eoriented),
tin ciy (reliable):

«  Van chuyén end-to-end, tin cdy, diing thir tu, thong qua cac “phwong tién”:
— Dung co ché bao nhin (ACK)
— Dung s6 thir tu cac goi tin (Sequence number)
— Dung phuong phép kiém soat 16i ma du vong (CRC)

«  Piéu khién luu luong (flow control + congestion control) bang cira s6 trugt cd

kich thudc thay doi.
Do vay TCP 1a mét giao thirc twong ddi phtc tap.
A r ge R oren IP Source f
5.3.2. Cau truc goi so liéu TCP — Pseudo
Gdm 2 phﬁp: ‘ ’ IP Destination Header
* Tiéu de gia (Pseudo Header TCP), can thiét Protocol| Length +
dé xay dung IP packet. Bao gom: Head
_ IP Source - Pia chi ngudn (32 bit) e !
_ IP Destination - Dia chi dich (32 bit) < TCP t
— Protocol = 0x06 (thudc giao thirc TCP) Data egtien
— Length: d¢ dai cia TCP segment. +

« Goi sb liéu TCP thuc (TCP Segment)

Ciu tric TCP segment:

«  Source/Destination port number: 2 diém cudi ctia két néi TCP. Port number + IP
add — socket (48 bit)
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* Seq. numbeqr = 56 thi tu byte (ziﬁu tién cta data so voi byte dau cia dong dit lidu
cua thyuc thé gui. Gié tri ban dau = ISN+1 (Initial Sequence Number)

« ACK: Byte tiép theo co thé nhan (stt byte cudi cing da nhan ding + 1)

* TCP header length: don vi 32 bit; d6 cling chinh la data offset.

« Resered = 0: d¢ dung trong twong lai.

* Flags (6):

— URG =1: ¢6 sir dung truong Urgent pointer.

— ACK =1: truong Ack ding.

— PSH =1: thuc thé nhan duoc y/c chuyén ngay segment niy

— RST =1: Reset két ndi; tir chdi két ndi v.v.

— SYN =1: dong bo trudng Seq. , ding dé thiét 1ap két néi TCP
— FIN =1: thong bao thyc thé giri da két thuc viéc giri sd licu.

«  Window size: D0 16n cira s6 nhén, cho bén sender biét c6 thé gui tiép bao nhiéu
byte, tinh tir byte dugc bién nhan (ack).

*  Checksum: checksum cua ca TCP segment + Pseudo header. Trudc khi tinh,
truong nay = 0. (Tong cac word 16 bit ki€éu bu 1, két qua thu dugc lai tinh bu 1 -
XOR).

«  Urgent pointer: byte trong trudng data cia TCP segment can duoc xir Iy dau tién.

«  Options: Cac tuy chon. Hién nay tuy chon duy nhit dugc dung 1a MSS (Maximum
Segment Size). Gia tri default = 536 byte payload + 20 byte header = 556 byte.

« Pad (6 hinh trén slide trudc khong v&): chén thém dé chiéu dai truong Options 1a
boi cua 32 bit.

« Data: s6 liéu cta tmg dung TCP

32 bits

=source port number Destination port number

Sequence number

Aclenowledgement number

TCP UAPIRS|F

header | Eeserved |R[C[S(3|¥( I Window size
length G|K|H|T| M| N
Checlosum Trgent poitter

COptions (0 or more 32-bit words)

Data (optional)

it
]

Hinh 5.6. Cdu tric 201 tin TCP segment
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5.3.3. Thiét 1ap va két thic két ndi TCP

Thiét 1ap két noi TCP_A TCP_B
Bit tay 3 buéc (Three-way Handshake): \‘.‘%
* A yéu cau két ndi, giri CONNECTION REQUEST Syn. Seq=y

TPDU: Ack(x+1
Ack(yv+1)

— SYN=1, Seq =x (ISN) .

— Source port number, Destination port number
* B nhan dugc, gui lai ACK TPDU

a) Thiet lap két noi

ACK (x+1), SYN=1, Seq =y (ISN)

* A bién nhan ACK TPDU cua B TCP_A TCP_B

ACK (y+1), Seq=x Fin Seq=x

- va ISN: T

Luuy VeNISN. - kiW

* Moi thuc thé két ndéi TCP sir dung 1 ISN (32 bit)

riéng

Fin Seg=y,.

* ISN tang theo thoi gian, nhim tranh cac két ndi

ding nham cac segment bi “6i” e
Ack(y+1)
Két thiic két ndi s
«  Pon gian hon viéc thiét 1ap két ndi b) Két thic két noi
«  C6 hai kiéu két thuc két noi: Phurong thirc "Bat tay 3 bude”
—  Asymmetric release: giéng trong hé thong dién
thoai.

— Symmetric release: xtr ly két ndi nhur 14 2 két ndi 1 hudng riéng biét, mdi két
nodi nay co thé dugc giai phong riéng biét.
5.3.3. Diéu khién luu lwong trong TCP

Giao thttc TCP duogc x4y dung dua trén cac khai ni€ém dugc Cerf va Kahn dua ra
dau tién. D6 1a giao thirc huéng két ndi, kiéu dau cudi - du cudi, tin cay, dugc thiét ké
phu hop voi klen trac phan 16p cac giao thirc. Giao thirc TCP cung cap sutruyen thong tin
cdy giita hai tién trinh chay trén hai may tinh & cac mang khac nhau nhung két ndi voéi
nhau. Giao thuc TCP c6 kha nang gui va nhén lién tlep cac don vi dir liéu chiéu dai c6
thé thay ddi, dugc goi 1a phan doan (segment), mdi phan doan dugc dong goi trong mot

“phong bi” va tao nén mot goi s6 lidu IP. Khi thiét ké TCP nguoi ta gia thiét rang TCP s&
nhan dugc cac dich vu van chuyén goi so liéu khong tin cdy (khong co sy bién nhén cho
cac goi sd liéu) do cac giao thic & cac tang bén dudi cung cap. Vé nguyén tac, TCP phai
c6 kha nang hoat dong bén trén mot mién rat rong cac hé théng truyén thong, tir cic
mang c6 cac duong truyén cd dinh, téi cidc mang chuyén mach géi va cac mang chuyén
mach cing.

Dudi day, chung t6i1 trinh bay tom tat cac thuat toan da dugc nguoi ta dé xuat dé
khic phuc cac nguyén nhan dan dén sy vi pham nguyén 1y “Bao toan cac goi sb liéu”.

5.3.3.1. Khoi dong chdm

Thuat toan khdi dong cham (SS, Slow Start) (hinh 4 6) khic phuc nguyén nhan thir
nhét din t6i viéc vi pham nguyén 1y “Béo toan cac goi s6 lidu”: Ting dan lwong dir liéu
dang dwoc vin chuyén trong mang dé dat t6i sw cdn bang. Thuit toan duoc trinh bay cu
thé hon nhu sau:
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— B sung thém tham sd cira s6 tic nghén cwnd (congestion window) vio tép trang
thai ctia moi két noi.

— Khi bat dau phat hodc bat dau lai viéc phat sau khi c6 goi so liéu bi mat, dat cwnd
bang mot goi so ligu.

— Mai khi nhan dugc mot bién nhan méi, ting cwnd 1én mot goi s6 liéu.

— Khi giri, giri s6 luong g6i s6 lidu 1a min ciia kich thudc cira s6 ma hai bén da thoa
thuan va cwnd.

Thuc ra, theo co ché khoi dong cham, cua ) tang 1én theo ham md, né dat t61 kich
thudc W sau thoi gian bang RTT.1og2W, trong d6 RTT la thoi gian khir h6i va W tinh
bang don vi goi so li¢u. Pi€u nay c6 nghia la ctra s6 md du nhanh dé anh hudng khong
dang ké dén hi¢u nang, ngay ca trén cac duong truyen coé tich so dai thong x do tre 16n.
Theo thuat toan nay, nguoi gui sé truyén dir liéu voi toc do khi cao nhat la gap doi gia tri
cuc dai co thé cua duwong truyén. Chinh vi vay, giai doan khoi dong cham can phai duogc
ket thac khi cura s6 W dat té1 mot ngudng nhat dinh.

Hinh 5.7 minh hoa sy ting cta cira s6 trong co ché khéi dong cham. Truc thoi gian
dugc cit thanh cac doan c6 chidu dai bang khoang thoi gian khtr hdi RTT, cac doan nay
duoc chong 1én nhau theo chiéu dung, huéng trén-dudi ing véi chidu ting cua thoi gian.
Cac goi s6 liéu dugc biéu didn bﬁng cac hinh chir nhat mau xam, bén trong la s6 thir tu
ctia goi s6 liéu. Cac hinh vudng nho, khong t6 mau, co danh sd, biéu dién cho cac gbi sb
lidu bién nhan tuong Gng. Trén hinh v& c6 thé thiy rd, mdi khi c6 mot bién nhén tro vé,
hai goi sb lidu s& duoc phat ra: mot goi tuong ing v4i bién nhan (vi moi bién nhan cho
biét réng da c6 mot goi s6 liéu 101 khoi mang, do do can guri di mot goi thé chd cho no),
con gbi tht hai 13 do bién nhan dd 1am ting cira s6 1én mot don vi goi sb liéu. Hai géi sb
liéu nay duoc vé& chong lén nhau, thé hién rang ching can duoc phat di dong thoi, tuy
nhién, trong thuc té chi cé thé phat chang di 1an luot, do dé trong khi mot goi sb licu
dang duoc phat di, goi sd liéu con lai trong ctra s6 s& phai ndm chd trong hang doi. Khi
cua s6 mo rong dén kich thude W, thi trong hang doi co thé co dén 2xW goi sb lidu dang
xép hang chd duoc gui di.

|- Théd gian khv hdi, RTT -]

e -
Théi gian truyén mét géi 55 lign
i :--'”' iPaclket Transmission Tiune)

3.RTT

Hinh 5.7. Sw ting ciia cira s6 trong co ché khdi dong chdm
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5.3.3.2. Tinh thoi gian khiv hoi mét cdch théng minh

Tinh thoi gian khtr hdi mot cach thong minh 1a cach khic phuc nguyén nhan thir hai
dan t6i viéc vi pham nguyén 1y “Bao toan cac goi s6 lieu”, d6 1a viée dua vao mang mat
g0i tin mdi trude khi c6 mot goi tin cili ra khdi mang. Nhu da dugce trinh bay tai tiéu muc
1.3.2.2, ¢6 hai sai lam dan dén nguyén nhan thtr hai ndy, cach giai quyét chung duoc trinh
bay dudi day.

Cich gidi quyét sai lam thir nhét: tinh wéc lwong thoi gian khiv hoi bang mét bé
loc ddi théng thap dé tranh cho dai lwong nay khéi thing gidng qud manh nham duy
tri sw cin bang. Pic ta cho giao thirc TCP, RFC-793 goi ¥ tinh wéc lwong thoi gian khir
héi nhu sau:

RTT «o.RTT+(1-a).M (1)

Trong d6 RTT la wéc lugng thoi gian khir hoi trung binh, M 13 sé do thoi gian kht
hoi nhan duoc tir goéi so liéu da dugc bién nhan gan nhat va o 1a hé so lam tron cua bd
loc, gia tri ma nguoi ta goi y nén su dung la a=0.9.

Sau khi uéc luong vé RTT dé dugc cap nhat, thi thoi gian hét gio dé phat lai gbi s6
liu tiép theo, RTO (retransmit timeout) dugc tinh nhu sau:

RTO = B.RTT 2)

Cén phai chon B sao cho viéc phat lai do hét gio khong bi sai 1am do thing giang
ctia thoi gian khir hoi; nghia 1a 1am cho xac suét thoi gian khtr hdi ctia mot goi tin 1on hon
RTO la rat nho. Chinh vi vay, B can duogc chon khong qua nhd, cé thé s& dan dén viéc
phat lai voi vang, khi goi tin van dang & trong mang; B ciing khong dugc chon qué 16n, c6
thé s& dan dén viéc phat lai qua cham tr, gbi tin bi mat tir 1au, ma bén gui van cho cho
hét gid réi méi phat lai.

Trong cac phién ban TCP duogc cai dit dau tién, nguoi ta thudng chon B lé mot sd
¢ dinh bang 2. Tuy nhlen cac nghlen ctru thuc nghiém sau nay cho thay rang, RTT
thing giang trong mot mién tuong dbi rong, vi Vay khong nén chon 3 theo cach don gian
nhu trén. Cong trinh dau tién dé xuat viéc cai tién thuat toan tinh RTO cua Jacobson dugc
cong bd nam 1988. Ong da dé xuat cach 1am cho B xép xi ti 18 véi d6 1éch chudn ciia ham
mat do xac suét thoi gian dén cua bién nhan. Cu thé 1a, st dung d¢ I¢ch trung binh nhu
mot udc lugng ré (cheap estimator) cua do l¢ch chuan. Thuét toan nay doi hoi phai tinh
mot bién nita 1a d6 1éch duogc lam tron D, nhu sau:

D =oa.D + (1-0).RTT-M| 3)

Trong d6, cac tham s6 RTT va M hoan toan tuong tu nhu trong biéu thirc (1), con a
& day khong nhat thiét phai co cling gia tri nhu tham s a trong biéu thirc d6. Jacobson da
chi ra ring, mic du D khong hoan toan gidng do 1éch chuan, nhung né ciing 1a mot xap xi
du tbt. Cach tinh D nhu trén nhiam dat duge tdc do cao nhat, chi st dung cac phép tinh
cong, trir va dich trén cac sb nguyén. Ngay nay, cac phién ban TCP déu sir dung thuat
toan nay va tinh thoi gian hét gio dé phat lai nhu sau:

RTO=RTT +4.D (4)
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St dung hé sb 4 c¢6 hai vu diém, thir nhat 13 viéc nhan véi 4 s& dugc thyc hién boi
phép dich, c¢6 tdc do thuc hién cao; thir hai 1a, xac suat mot goi tin dugc bién nhan cham
hon RTO la rat nho, co6 thé bo qua.

Cdch gidi quyét sai lam thir hai: rit lui theo ham mi. Day 1a cach giai quyét duy
nhit ding din, boi vi theo co ché khai dong cham, ctra sd gui ting 1én theo ham mil, cho
nén ciing can phai rat lui theo cach nay cho du nhanh khi da c6 ddu hiéu cua tic nghén.
TCP s& diat dong ho phat lai bang khoang thoi gian rat lui va khoang d6 s& duoc ting gip
d6i ctr mdi 1an bi hét gio lién tiép.

Thuét toan Slow Start (SS):
— Thyec thé phat sir dung thém bién:
+ cwnd (congestion window) - kich thude cira s6 phat
+ ssthresh (ss threshhold) - gidi han trén cia cwnd, néu vuot qua 2>
tac nghén.
— Bt dau phat, cwnd =1, d6 1a tdc d “an toan nhat”
— Nhan duoc mdi ack, ting cwnd 1én 1 dé tham do (Additive Increase)
+ Khong ting cwnd qué Window Size ma bén nhan thong bao.

+ Thuc chét, cwnd tang 1én theo ham mii (theo thoi gian).

— Khi cwnd > ssthresh, chuyén sang CA

Hinh 5.8. Thudt toan Slow Start (SS)

5.3.3.3. Trdnh tic nghén

Thuat toan tranh tic nghén (CA, Congestion Avoidance) (hinh 4.7) nham khic phuc
nguyén nhan thir ba dn téi viéc vi pham nguyén 1y “Bao toan cac goi s6 lidu”. Mot chién
lugc ranh tic nghén di duoc dé xuat bao gdm hai thanh phan: thit nhit la cdc chinh sdch
ciia mang: mang phai c6 kha nang gui tin hiéu dén cho cac thuc thé cudi cua cac két ndi
(endpoint), bao cho chung biét 14 tic nghén dang xay ra hodc sip xay ra; thir hai la cdc
chinh sdach ciia endpoint: cac endpoint phai c6 chinh sach giam luu lugng dua vao mang
néu nhan duoc céc tin hiéu bao va tang thém luu lugng dua vao mang néu khong nhan
dugc tin hi¢u bao nay.

Chinh sdch ciia endpoint déi véi tic nghén: thich eng véi dwong truyén
D6 chinh 14 chinh sach ting theo cip sé cong, giam theo cip s6 nhan, chinh sach do
duoc giai thich nhu sau:

— Mbi khi xay ra sy kién hét gio, dat gia tri ctra s6 tic nghén cwnd bang mot phan hai
gia tri cira sO hién thoi. D6 1a sy gidm theo cap so nhan.

— MaOi khi nhan dugc mdt bién nhan cho goi s6 liéu mdi, tang cwnd thém mot lugng
bang 1/cwnd, day la su tang theo cap sO cong. (Trong giao thirc TCP, kich thudc
cua sO va kich thude géi so liéu dugc tinh bang byte, vi thé su tdng noi trén dugc
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chuyén thanh maxseg *maxseg/cwnd, trong d6 maxseg 1a kich thudc géi sé lidu cuc
dai va cwnd 1a cura s6 tac nghén, dugc tinh bang bytes).

— Khi giri, s& giri di s6 goi s6 liéu bang s6 bé hon trong hai sb: kich thude cira s6 ma
bén nhan da dé nghi va cwnd.

Trong thuc té, cac thuat toan Khoi dong cham (SS) va Tranh tic nghén (CA) da
dugc trién khai thyc hién cung v6i nhau nhu 1a mot thuat toan, thuat toan nay dugc cai
dat trong Tahoe TCP - mdt phién ban cua TCP.

Chinh sdach cua mang doi voi tac nghén

D6 1a cac chinh sach 1am cho mang, cu thé 1a cac gateways giri tin hiéu bao tic
nghén t&i cac may tinh trén mang cang sdm cang tot, nhung dimg qua sém, tranh cho
mang khoi bi thiéu luu lugng van chuyén. Gateway chi phai lam cong vi¢c loai bo cac
g6i sb lidu dé bao cho cac thuc thé da gui cac goi sb lidu rang: chung da sir dung qué
phan tai nguyén mang danh cho chiing. Chinh vi thé, cac thuat toan tai gateway s& lam
giam tic nghén ngay ca khi khong phai sira d6i giao thirc giao van & cac may tinh trén
mang, dé thuc hién viéc tranh tic nghén. D@)ng thoi cac may tinh trén mang cé trién khai
thuc hién tranh tic nghén s€ nhéan dugc phﬁn dai thong hop 1y danh cho n6 va chi bi mét
mot s6 luong t6i thiéu cac goi sb lidu.

Boi vi tic nghén ting 1én theo ham mii, cho nén viéc phat hién som 1a quan trong.
Néu tic nghén duoc phat hién sém, thi chi can mot vai diéu chinh nho ddi véi ctra s6 cta
ngudi giri ciing co thé giai quyét duoc van dé; nguoc lai, s& phai diéu chinh rat nhidu dé
mang cé thé chuyén hét dong goi sb lidu tic nghén trong mang ra ngoai. Tuy nhién, do
ban chat ludn thang giang manh cuda luu luong, phat hién ta"icnghén som mot cach tin cdy
la mot viéc kho.

Thuat toan Congestion Avoidance (CA):
* Déu hiéu tic nghén:
1. RTT ting qua Timeout, 13 mot gia tri ma thyc thé guri sir dung dé phan doan 1a
g6i tin d3 bi mat.
2. Nhén duoc nhiéu (3) Dup Ack (bién nhan lip), diéu d6 cho biét da c6 nhiéu goi
tin khong dung thir tu dén dich, nghia 1a da c6 goi tin bi mat.
e cwnd := cwnd + 1/cwnd v6i mdi ack.
e Khi phat hién dau hiéu tic nghén:
+ ssthresh := cwnd/2, cwnd := 1
+ RTO =RTO * 2 (Exponential backoff)
+ =SS

Hinh 5.9. Thudt toan Congestion Avoidance
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Nhan xét:

1. Trong giai doan CA, cwnd ting tuyén tinh:

+
_|_

Pam bao tan dung bing thong co thé sir dung duoc
Vian thim do tiép kha ning sir dung bang théng nhiéu hon

2. cwnd bi giam theo cip s6 nhan (Multiplicative Decreased)

44

40

36

32

28

24

20

16

Congestion window (kilobytes)

12

Timeout
s /
B Threshold
Threshold
0 2 4 6 8 10 12 14 16 18 20 22 24

Transmission number

Hinh 5.10. Minh hoa thudt toan SS va CA

Thuat toan Fast Retransmit (FRTX):
— Sau khi nhan dugc Dupack (>=3), TCP thuc hién phéat lai nhanh, khong cho bi
Timeout, sau d6 chuyén ngay vé SS.
— Pay 1a mot cach “du doan thong minh” rang, goi tin di bi mat.

St thit ty goi tin

1 Tahoe TCP
ar i
uy - .
Sr = £
- =
o | i} ==
i S B '
ar ¥

C6i tin =6 14 v 5
=L biloa ba _"'-=-__- R
- _EF 14 bién nhan lap
ok - s i- : cho géi in 13 Time (sec)
1 1 ]
1 ] 3 -—

Hinh 5.11. Giao thirc Tahoe TCP

110


Welcome
Typewriter
[E-book] Sæ tay m¹ng m¸y tÝnh - Tav4 Bkav Forum


[E-boOK] See tay m2ng m_y tinh - Tav4 Bkav Forum

Thuéat toan Fast Recovery (FRCV):

Cai tién FRTX: thyc hién FRTX xong vé CA chir khong vé SS:
— ssthresh := cwnd/2, nhung khong nho hon 2 (go6i tin)
— cwnd :=cwnd + 3. Bén gt “doan”: 3 dupack tng véi 3 goéi tin da dugc nhan

5.3.4. Giao thurc UDP (User Datagram protocol)

dung.
Véi mdi dupack nhan duge thém, ting cwnd := cwnd + 1
g | Reno TCP
2 S : F
B F
z st |
e ]
v -
o :
o T
Géi tin g6 14 s
ol  bilaibs ¥ o &
= T 14 hién nhin lap
£ cho gditin 13
=k . - ' Time (sec)
1 1 1
1 ) 3

Hinh 5.12. Giao thirc Reno TCP

— Khong hudng ndi (connectionless)
— Khoéng bao dam (unreliable): khong c6 co ché kiém tra STT phat, thu va kiém soat

101.

- Uu diém: don gian.

Danh cho cac ung dung:

+ Trong d6 viéc phan phat tin nhanh chong 1 quan trong hon viéc phan phdi tin

chinh xac: Email, v.v.

+ Mubn ty cung cép cac chirc ning flow control va error control
— Thong ké thuc té cho thay: 99% cac goéi tin UDP dugc van chuyén dén dich khong

bi 16i.

Céu tric géi s6 liéu UDP

Tuong tu cau tric TCP segment

“Header gia” gitp thuc thé IP xdy dung IP
packet.

Lenght trong Pseudo header: d¢ dai toan bo
6i s6 liéu UDP, ké ca “Pseudo header”
Lenght trong UDP segment: do0 dai UDP
segment, min = 8.

Checksum: tinh cho toan b goi s6 liéu
UDP.

0 16 32
IP Bource +
I P=auda
IP Drestinatian Header
0 |prota] Length
LIDP Zr; Porl [UDP Dest Part T
Langth Chacksum UoP
e rmen
Diatay

l
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Lé Dinh Danh - Gido trinh Mang mdy tinh

5.4. GIAO THUC LIEN MANG IP
5.4.1. Gi6i thiéu
Pac trung cong nghé:

Connectionless = Datagram
— Khong phai thiét 1ap; giai phong két nbi
— Packets c6 thé di theo cac con dudng khac nhau
— Khéng c6 co ché phat hién/khic phuc 13i truyén
— Giao thirc don gidn, do tin cdy khong cao.

Cac chirc nang chinh:

— Dinh nghia khuén dang goéi dir licu (IP packet)
— Dinh nghia phuong thirc danh dia chi IP

— Chon duong (Routing)

— Cat/hop dir liéu (Fragmentation/ Reassembly)

5.4.2. Ciu triic géi so li¢u IP

32 Bits
| | N I I I | 1 1 1 1 1 1 | [ I I N S | ] [ [ A S N
Version IHL Type of service Total length
Identification E h,f Fragment offset
Time to live Protocol Header checksum

Source address

Destination address

Options (0 or more words) =

(f
)

Hinh 5.13. Cdu tric g6i tin IPv4

* Version (4 bit): [Pv4 hoac IPv6
« IHL (IP packet Header Length) (4 bit): don vi word 32 bit.

—  Min =5 (khong c6 thém trudong tuy chon)

— Max = 15 (truong tuy chon 1a 40 byte)

—  Pbi voi mot sé tuy chon, thi du dé ghi con duong ma packet di di qua, 40 byte 1a
qua nho, khong thé dung duoc.

* Truong Type of service (8 bits): Dich vu va muc wu tién.

— Y nghia ctia né dugc nguoi ta thay ddi chut it trong cac nam qua.

— €6 thé c6 nhiéu cach két hop khac nhau giira d tin cay va toc d6. Ddi véi tiéng
n6i duge sb hod, viéc phan phat nhanh quan trong hon phﬁn phat chinh xac. Dbi
v6i FTP, viée truyén khong c6 16i quan trong hon viéc truyén nhanh.

—  Ban than chinh truong nay lai bao gdm mot sb truong, tinh tir trai qua phai nhu
sau:
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Precedence (3 bit du tién): quyén vu tién; 0 = normal, ..., 7 = network control
packet.

+ Co D, T vaR (3 bit tiép theo): cho phép host chi ra 1a né quan tm (can) dén gi
nhat trong tap hop {Delay, Throughput va Reliability}.
Trong thuec té, cac router hién nay 1o toan bé truong Type of service

+ 2 bit con lai hién nay chwa dung dén.

« Truong Total Length (16 bits): Tong chiéu dai packet, ké ca header 1an data, don vi =
byte.

— Max = 65535 byte

— Hién nay gidi han trén 14 c6 thé chap nhan duoc

—  Véi cac mang Gigabit trong twong lai s& can dén cac datagram 16n hon.

* Truong Identification (16 bit): tir dinh danh cta datagram (IP packet)

— Dung cho host dich xac dinh dugc manh (fragment) thudc vé datagram nao.

—  Tét ca cac manh ciia mot datagram c6 ciing mot gia tri cia trudng
Identification.

* Truong Flags (2 bits): dung cho qua trinh Fragmentation/ Reassembly

—  Sau truong Identification 13 mot bit khong dung dén. Flags gom 2 trudng 1 bit
la DF va MF.

— DF (Don't Fragment): 1énh cho céc router dung c6 phan manh datagram.

» Datagram phai tranh mang c6 kich thudc packet nho.
« Tat ca cac may dugc yéu cau chip nhan viéc phan manh dén 576 byte
hoac nho hon.

— MF (More Fragments): Tat ca cic manh cia datagram, trir manh cudi cung
phai c6 bit MF=1 — dé biét dugc khi nao tt ca cac manh ctua mot datagram da
dén dich.

«  Truong Fragment offset (13 bits): cho biét khoang cach twong ddi ciia goi tin IP trong
€61 tin bi phan manh.

— Tét ca cac manh ctia mot datagram, trir manh cudi ciing phai c¢6 chiéu dai 1a boi
s6 cua 8 bytes - don vi co s& cia manh.

— 13 bit nén s6 méanh 16n nhat cia mot datagram 1a 8192

« Truong Time to live — TTL (8 bits): con dém thoi gian séng ciia mot packet

— Khi TTL= 0, packet bi loai bé va mot packet canh bao dugc giri cho bén ngudn
— Ngin chin cac datagram di lang thang mai (néu bang chon dudng co ltc bi
héng)

—  Gia thiét don vi 1a gidy — max = 255s; thuong duoc dit = 30s

— Phai duoc giam di mot tai mdi ching (hop) va dugc giam nhiéu 1an khi dimg
xép hang mot thoi gian dai trong mdi router.

—  Thuec té, n6 chi dém céc chdng.

«  Trudng Protocol (8 bits): Chi loai s6 liéu giao thirc muc trén nam trong truong Data.

— Cho biét can trao datagram cho qua trinh nao cua tang transport.

+ Mot kha nang la TCP
+ Nhung ciing c¢6 thé 1a UDP va céac qua trinh khac.

— Viéc danh s céac giao thirc 1a trén pham vi toan cau, trén toan bd Internet, duoc

dinh nghia trong chuan REC 1700.
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* Truong Header checksum (16 bits):
— Tinh riéng cho header, gitp phat hién cac 18i phat sinh trong bo nhé cua router.
— Puogc tinh lai tai mdi chang (hop), boi vi sau mdi ching c6 it nhat 1a mot
truong bi thay doi (truong TTL).
— Cach tinh: cong tat ca cac 16-bit halfwords st dung s6 dang bu 1; sau d6 1ay bu
1 ctia két qua (phép toan XOR — tdc dd cao).
* Truong Source address, Destination address (32 bit):
— Dia chi IP cta bén gui va nhan
— MObi dia chi bao gém: dia chi mang va dia chi host trong mang
«  Trudng Options: Tao ra 1i thoat cho cac version sau:
— B0 sung thém céc thong tin khong co trong version dau tién
— Thi nghiém thir cac ¥ tudng méi va dé tranh viéc phai danh (allocate) cac bit
ctia header cho céc thong tin hiém khi can dén.
— Chiéu dai c6 thé thay doi: 0..(15 — 5) x 32 bits
— MBJi Option bat dau bang mot ma 1 byte chi ra tuy chon
— Hién thoi c6 5 tuy chon (option) da dugc dinh nghia
Security (an ning): Chi ra mirc d6 bi mat ctia datagram
Strict source routing: Chi ra con dudng day du dé di theo
Loose source routing: Chi ra danh sach cac router khong dugc bo qua
Record route: Budc mdi router gén dia chi IP cta n6 vao
Timestamp: Budc mdi router gin dia chi IP va timestamp ctia né vao
— Tuy nhién khong phai moi router déu hd trg tat ca cac tuy chon nay.
— Padding: Pugc chén thém sao cho chiéu dai Header = bdi cua 32 bits
«  Truong Data (32 bits): S6 liéu ctia giao thirc ting trén.

5.4.3. Cac lop dia chi IP

+ 4+ + + +

- 32 Bits -
| N T S N O | | S P (O ] [ O | I it 1111 | O I O [ Y (| | Haﬂge Of hDSt
Class addresses
A |o| Network Host -
B |10 Network Host oy o S
c | 110 Network Host Lo i T
D | 1110 Multicast address 239.255.255,265
E 1111 Reserved for future use 32212'505%?5.255

Hinh 5.14. Cdu tric dia chi IP
— MOoi dia chi IP (IPv4) gém 32 bits, dugc chia thanh 3 vung, d6 1a Class + Netid +

Hostid, mdi may ndi mang phai c6 dia chi IP duy nhét trén Internet
— Nhirng may noi v6i nhiéu mang c6 céc dia chi IP khac nhau trén tirng mang.
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— Puoc chia thanh 4 16p: A, B, C, D va E (du tri¥), cAu tric cac 16p dia chi dugc chi rd
trong hinh trén.
— Cach viét dia chi Internet: s6 thap phan c6 chim (Dotted Decimal Notation), tirc 12
6 dang x.y.z.t, trong d0 X, y, z, t ¢o gia tri tir 0-255 (mdi sb twong tng véi 8 bits).
— Pé tranh dung d9g, cac dia chi mang dugc NIC (Network Information Center) gan.
Theo ciu tric trén:
. L0’p A cho phép dinh danh t6i 126 mang, v&i sb may t01 da to1 hon 16 tri¢u may trén
moi mang. Lép ndy duge dung cho nhitng mang ¢6 s6 may cuc 16n.
® L&p B cho phép dinh danh t6i 16384 mang, mdi mang cé thé cho phép tdi da 65535.
® Lép C cho phép dinh danh téi hon 2 triéu mang, vai tdi da 254 host mbi mang. Lép
nay dugc dung cho nhitng mang nho.
e Lop D dung dé giri mot nhdm céc host trén mot mang (dia chi broadcast).
e Lop E 14 16p du phong cho tuong lai.
Pé nhan dang céc 16p dia chi chi can nhin vao octet dau tién cua dia chi IP (gia tri cua x
trong cAu tric x.y.z.t). That vay, 16p A c6 x € 1+126, 16p B c6 x € 128+191, 16p C c6 x
€ 1924223, 16p D ¢6 x € 224+239, 16p E c6 x € 240+255.

Mot s6 dia chi IP dic biét

Duéi ddy 1a mot s6 cac dia chi ddc biét, khong duoc dung dé cip phat cho cac host:

* 0.0.0.0: Dung cho cac host khi m¢i khoi dong

« Netid = 0: ding cho cac host khi khong biét dia chi mang ctia n6

* Hostid = 1: 1a dia chi quang ba trén mang cuc by dugc dinh danh boi phﬁn Netid,
nghia la néu mot may nao do6 giri mot goi tin dén dia chi co dang nay, thi tat ca cac
méy trong mang déu nhéan dugc.

« 127.xx.yy.zz: packet gui t6i dia chi nay khong duoc dua 1én duong truyén, ma duoc
xtr 1y cuc bd giéng nhu packet dén. Cho phép giri packet dén mang cuc bd ma ngudi
giri khong can biét dia chi cia no.

0000000000000000000000D0000D000O0O0 0 |This host

00 - 00 Host A host on this network

Broadcast on the

1111111111111 1111111111111111111
local network

Broadcast on a

Network 1111 s 11171 | distant network

127 (Anything) Loopback

Hinh 5.15. Cac dia chi IP dac biét

5.4.4. Cac buéc thue hién cia giao thirc IP

(dang tiép tuc bd sung)
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5.5. PHAN CHIA MANG CON

Nhirng ich lgi cta viéc phan chia mang con

- Dé quan Iy hon (vi s6 tram it hon).

- Han ché mién quang ba, tang hiéu qua truyén thong trong mang. Vi du: mét mang
LAN c¢6 10 mdy, néu dung mang 16p C s& c6 mién quang ba toi 254 host, néu
ding subnet mask thi mién quang ba s& giam xudng, hiéu qua mang sé& ting 1én.

- Tang cuong muc d6 bao mat mirc thap cho LAN: mdi mang c6 mot danh sach truy
cap, theo danh sach nay mang c6 thé cho phép hay tir chéi truy cap vao né.

- C6 thé ban hodc cho thué cac dai chi khong dugce dung dén: cac cong ty duoc sir
hiru cac mang 16n 16p A, B ¢o thé khong dung hét s6 dia chi cia ho, ho co thé ban
hodc cho thué chung.

Ap dung: phéan chia mang 132.198.0.0 thanh 14 mang

Subnet mask dugc xay dung tir sO bit 1 phan Netid cong voi phan muon tir Hostid (s6
bit muoc tdi da 13 sd bit phan Hostid - 2). Tuy theo s6 lugng mang con ta s& muon s bit
tuong (rng, muon n bit tir Hostid thi ta s& phan chia dugc 2" mang con.

Ta thdy 132.198.0.0 1 mot mang thudc 16p B.

Dé phan chia thanh 14 mang con, ta can muon 4 bit phan Hostid, vy subnet mask 1a:
I111 1111, 1111 1111. 1111 0000. 0000 0000

Hay 255.255.224.0

Sau day 1a bang cac dia chi dung riéng khong duoc cip cho cac host trén mdi mang
con khi thyc hién vi¢c phan chia nhu trén:

Mang | Dia chi mang con bia chi broadcast
con

1 132.198.16.0 132.198.31.255
2 132.198.32.0 132.198.47.255
3 132.198.48.0 132.198.63.255
4 132.198.64.0 132.198.79.255
5 132.198.80.0 132.198.95.255
6 132.198.96.0 132.198.111.255
7 132.198.112.0 132.198.127.255
8 132.198.128.0 132.198.143.255
9 132.198.144.0 132.198.159.255
10 132.198.160.0 132.198.175.255
11 132.198.176.0 132.198.191.255
12 132.198.192.0 132.198.207.255
13 132.198.208.0 132.198.223.255
14 132.198.224.0 132.198.239.255
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5.6. PIA CHI IPV6

(dang tiép tuc bd sung)

5.7. INTRANET VA INTERNET

(dang tiép tuc bd sung)

5.8. MOT SO UNG DUNG TREN INTERNET
(dang tiép tuc bd sung)

5.9. CAU HOI VA BAI TAP

(dang tiép tuc bd sung)
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