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CHUONG 1: GIOI THIEU VE MANG DIEN RONG
1.1. Giéi thiéu vé WAN

WAN (Wide Area Network) 1a mang duoc thiét 1ap dé lién két cac may tinh
cua hai hay nhiéu khu vuc khéac nhau cach xa vé mit dia ly. Cac WAN két ndi cac
mang nguodi st dung qua mdt pham vi dia ly rong 16n, nén ching mé ra kha nang
cung ung hoat dong thong tin cu ly xa cho doanh nghi¢p. St dung WAN cho phép
cac may tinh, may in va céc thiét bi khac trén mot LAN chia sé va duoc chia sé véi
cac vi tri & xa. WAN cung cap truyén thong tirc thoi qua cic mién dija 1y rong 16n.
Kha ning truyén mot thong diép dén mot ai d6 ¢ bat cir noi dau trén thé gidi tao ra
mot kha ning truyén thong twong tu nhu dang truyén thong giira hai ngudi ¢ tai mot
vi tri dia 1y. Phin mém chirc ning cung cép truy xuét thong tin va tai nguyén thoi
gian thuc cho phép hoi hop dugc td chire tir xa. Thiét 1ap mang dién rong tao ra mdt
16p nhan cong méi duoc goi 1a telecommuter, d6 1a nhimg ngudi lam viéc ma chang
bao gid roi khoi nha. Cac WAN duoc thiét ké dé lam cac cong viéc sau:

Hoat dong qua céc vung tach biét vé mit dia 1y.

Cho phép cac nguoi st dung c6 kha nang thong tin thoi gian thuc véi nguoi su
dung khac.

Cung cép cac két ndi lién tuc cac tai nguyén xa vao cac dich vu cuc bd.

Cung cép Email, www, FTP va cac dich vu thuong mai dién tur.

Cac cong nghé WAN pho bién bao gdm:

Modem

ISDL

DSL

Frame Relay

Céc duong truyén dan sd theo chuan Bic My va chau Au T1, E1, T3, E3

Mang quang dong bo SOa ET.

Cic thiét bi WAN bao gdm:
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Using:

G o

Communication Modem
Server CEUDsU

Hinh 1.1. Cdc thiét bj két néi trong WAN
1.2. Cic thiét bi két n6i WAN
1.2.1. Lép vat ly cia WAN

Céc thyc hién thyc té 16p vat 1y thay doi tiiy vao khoang cach thiét bi dén dich
vy, toc d6 va chinh ban than dich vu. Céac két ndi ndi tiép dugc dung dé ho tro cac
dich vu WA4 nhu cac duong day thué riéng chay PPP hay Frame Relay. Toc d6 cua
cac két ndi nay trong dai tir 2400 bps dén T1 tc do 1,544 Mbps va El toc do 2,048
Mbps.

ISD4 cung cap dich vu quay sd theo yéu cau. Mot dich vu giao tiép téc d6 co
ban (BRI) dugc cdu thanh tir hai kénh truyén dan 64 kbps (kénh B)cho sb liéu va
mot kénh delta toc @6 16kbps (kénh D) duoc dung cho bao hiéu va cac tac vu quan
1y lién két khac. PPP thuong duoc ding dé truyén din s liéu qua kénh D.

Vi su ra tang nhu cau vé dich vu téc do cao, bang thong rong trong khu vuc

dan cu, cac két ndi DSL va modem cap dang dugc phd dung hon.
1.2.2. Cac két ndi WAN néi tiép

Trong truyén thong dudng dai, cic WA4 dung dang duong dan ndi tiép. Day
1a qué trinh truyén bit sé liéu ni tiép nhau qua mot kénh don. Tién trinh ndy cung
g truyén thong dudng dai tin cay hon va ding dai tin s6 anh sang hay dién tir dic
biét. Cac tan s6 duoc do theo sd chu ky trong mot gidy va dugc biéu dién theo Hz.
Kich thudc cua dai tin duoc xem nhu 1a bang thong va dugc do theo sb bit duogc
truyén trong mot gidy. D6i véi mot Cisco router, két ndi vat Iy ¢ phia khach hang
dugc cung cap boi mot hay hai loai két ndi ndi tiép. 4 éu két ndi dugc ndi truc tiép
v6i nha cung cap dich vu hay mot thiét bi cung cap tin hiéu dinh thoi nhw CSU/DSU

(Channel Service Unit/Data Service Unit), thi router s¢ 1a mot thiét bi dau cubi
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(DTE) va dung cap DTE. Tuy nhién, c6 mot ) truong hop ma router cuc bo dugc

yéu cau cung cap tin hiéu dinh thoi va do d6 sé dung cap DCE.

End- Router Connections
User

Ccsw
DsuU
—
Service
Provider

Hinh 1.2. Cic két noéi WAN néi tiép
1.2.3. Router va cac két ndi noi tiép

Céc router chiu trach nhiém dinh tuyén cac goi dir liéu tir nguon dén dich trong
mot LAa va dé cung cap két ni dén WA4 . Trong mdi truong LAA router chira
broadcast, cung cép dich vu phan dai dia chi cuc b nhu ARP, RARP va c6 thé chia
mang bang cach ding cdu tric mang con. P& cung tng cac dich vu nay router phai

duogc két ndi LAA va WAA .

[ 4
Data Terminal Equipment: Data Communications Equipment:
- End of the user's device - End of the WWAN provider's
an the WAN Link side of the communication facility

- Responsible for clocking
o ey
- H B
L
DTE DCE DCE DTE

Hinh 1.3.1. Két néi noi tiép ciia DTE va DCE
4 ham xéc dinh loai cap, can phai xac dinh cac dau ndi 1a DTE hay DCE. DTE
1a diém cua thiét bi nguoi st dung trén mot lién két WA4 . DCE 1a mot diém thong
thuong chiu trach nhiém chuyén giao s6 liéu dén nha cung cp dich vu. Khi nbi cap
loai ndi tiép cho router, router s& c6 cac port c¢6 dinh hay gan linh dong (modular
port). Cac giao tiép trén router 1a ¢ dinh dugc danh nhan theo loai port va chi sb

port.
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Cisco 2503 Router-Rear View

Ethernet Synchronous System
AUILED Serial LEDs OK LED
; = - :; = :-:;:u:'ﬂ: b | i e k. L [ e &

.'lul—| SERIAL ﬂ—| AERUAL |—| 'm—| CONSOLE A
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A

T_,_T cilcy T.MT

Onjoff Power

Ethernet Synchronous BRI Aux  gwitch
AU serial ports port port
port {DB-60) Console
port

Hinh 1.3.2 Cdc giao tiép c6 dinh
Céc giao tiép trén router 1a linh dong dugc ghi nhin theo loai port, khe (slot)
va chi sb port. Khe Ia vi tri ctia module. Pé cau hinh mot port trén mot card roi, can
phai chi ra giao tiép bang cach dung cu phap “port type slot number/port number”.
Dung nhan “serial 0/1” khi giao tiép 1a ndi tiép, chi s6 khe noi module dugc gan vao

1a 1 va port dang duoc tham chiéu dén 12 0.

Serial WAN ports can be modular. WAN Interface Card

Cisco F= = - l_*_‘ %
fo = 5 o = - :
1603 I - = = O

Router-- b, Sl )P gl [E, 'Iw-- X=:7

o d
Ethernet 10BASE-T ISDN BRI SiT
Ethernet ALUI Console

Slot 3 Slot 2

Cisco 3640

| | Power Supply
Slot 1 Slot 0

Hinh 1.3.3. Cdc giao tiép serial port dang module
1.2.4. Router va cac két ndi ISDN BRI
Vé6i ISDa BRI, hai loai giao tiép c6 thé dugc dung 1a BRI/S va BRI/U. Xac
dinh ai dang cung cap thiét bi két cudi mang a T1 dé xac dinh loai giao tiép can.
a T1 1a mot thiét bi trung gian ndm giita router va tong dai ISDa ciia nha cung cap
4
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dich vu. Dé két ndi port ISDA BRI dén thiét bj cta nha cung cap dich vu dung cap
UTP Cat 5 straight-through. Luu v, chi gin cap ndi tir ISDa BRI port vao mot

ISD4 jack hay mot tong dai ISDA .
Determine if a BRI ST or U interface is needed.
Routers have one or both types of port.

f
Note Port Label

= =1 B
Oy

| [l e gle] ="
ISDN Console
Port

Ethernet
10BASE-T BRI Port
Hinh 1.3.4. Noi cdp trén router cho mét cau néi ISDN

1.2.5. Router va cac két ndi DSL
Pé ndi router voi dich vu DSL, dung mot cap dién thoai voi dau ndi RJ-11.

DSL lam viéc qua cac dudng day dién thoai chuan ding chan 3 va 4 trén dau ndi

RJ-11.
Cisco 827-4V router

Wall Jack

Hinh 1.5. Két néi router cho dich vu DSL

1.2.6. Thuc hién mot két ndi console
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Pé bat dau cAu hinh mot thiét bi cua Cisco, mot két ndi quan tri phai dugc
thue hién truc tiép dén cac thiét bi qua cong console cua thiét bi. Cong cosonle cho
phép giam sat va cdu hinh mot Cisco hub, switch hay router. Cap dugc dung giita
dau cubi va cong console 1a cap ddo (rollover cable). Két ndi cac thiét bi bang cap
dao tir cong console dén cong ndi tiép cua may tinh 1am dau cudi (cong COM) sau
d6 cau hinh tng dung mé phong dau cudi voi cac thong sb cai dit cho cong nbi tiép
(COM) cua may tinh nhu sau:

Speed: 9600 bps

Format: § data bit

Parity: no

Stop bits: 1

Flow control: no

Cong AUX duogc dung dé cung cdp su quan 1y thong qua modem. Cong AUX
cling dugc ciu hinh theo cach thirc cong console.

Device with Console

RuJ-45-10-Ru- PC

45 Rollover
—~E0I--
=

RJ-45-t0-DB-9 Adapter
labeled TERMINAL

Hinh 1.6. Thiét ldp mét két noi qua cong console
1.3. Router trong WAN

Router 1a mot loai may tinh dic biét. 4 6 ciling c¢6 cac thanh phan co ban giéng
nhu may tinh: CPU, bd nh¢, hé thdng Bus va cac cong giao tiép. Tuy nhién router
dugc thiét ké dé két ndi hai hé thong mang va cho phép hai hé thong nay co thé lién
lac v61 nhau, ngoai ra router con thyc hién viéc chon duong di tdt nht cho dit liéu.
Céc thanh phan chinh bén trong router bao gom: bd nhd RAM, 4 VRAM, bo nhé
flash, ROM va céc cong giao tiép.

Pic diém va chirc ning ciia RAM:

Luu bang dinh tuyén

Luu bang ARP

C6 vung bd nhd chuyén mach nhanh
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Cung cép bd nhd dém cho céac goi dir ligu

Duy tri hang doi cho céc goi dir ligu

Cung cip bo nhé tam thoi cho tép tin cAu hinh khi router dang hoat dong

Thong tin trén RAM s€ bi x6a khi router khoi dong lai hay mat dién

Pic diém va chirc niing ciia NVRAM:

Luu gitt tap tin cAu hinh khoi dong ctia router

4 o1 dung tap tin van duoc luu gitr khi khéi dong lai router

Pic diém va chirc ning ciia ROM:

Luu git cic cdu 1énh cua chwong trinh tu kiém tra khi khoi dong POST (
Power-on Self Test)

Luu chuong trinh bootstrap va hé diéu hanh co ban

Dé nang cAp phan mém trong ROM thi phai thay chip trén mainboard

Pic diém va chirc ning ciia cong giao tiép:

Két ndi Router vao hé thdng mang dé nhan va chuyén goi dir liéu

Céc cong co thé duoc gin tric tiép trén mainboard hay duéi dang card roi
1.4 Pic diém vat 1y ciia Router

Céu trac ciia cac router rat khac nhau tily vao timg phién ban bao gdm cac
thanh phan sau:

CPU - Don vij xir ly trung tam: thuc thi cac cau I¢nh cua h¢ diéu hanh dé thuc
hién cac nhi€ém vu nhu: khoi dong hé théng, dinh tuyén, diéu khién cac céng giao
tiép mang.

RAM: Puoc dung dé luu bang dinh tuyén, cung cap bo nhd cho chuyén mach
nhanh, chay tap tin cdu hinh va cung cap hang doi cho cac géi dir liéu. RAM duoc
chia thanh hai phan: phan bd nhd xir 1y chinh va bd nhé chia sé xuit/nhap. Toan bo
ndi dung trén RAM s& bi x6a khi mat dién.

Flash: B6 nh¢ Flash duoc sir dung dé Iuu toan bd hé diéu hanh Cisco I0S. Mic
dinh router tim 10S cua no6 trong flash.

NVRAM ( None-volative Random-access Memory ): La b nhé RAM khong
bi mét thong tin khi mét dién, dugc st dung dé luu tap tin c4u hinh.

BUS: Phan 16n céc router déu c6 bus hé théng va CPU bus. Bus hé théng duoc

sir dung dé thong tin lién lac gitra CPU voi cac cong giao tiép va cac khe mo rong.
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CPU str dung CPU bus dé truy xut cac thanh phan cua router thong qua bd nhé trén
router.

ROM ( Read Only Memory): La noi luu doan ma ctia chuong trinh kiém tra
khi khéi dong. 4 hiém vu chinh ciia ROM la kiém tra phﬁn cung cua router khi khéi
dong, sau d6 chép phan mém Cisco I0S tir flash vao RAM.

Cac cf)ng giao tiép: La noi router két ndi voi bén ngoai. Router c6 ba loai
cong: LA, WAA va console. Cong giao tiép LAA thuong la cong Ethernet hoic
Token Ring. Cong giao tiép WAA c6 thé 1a cong Serial, ISDa , cong tich hop don vi
dich vu kénh CSU ( Channel Service Unit ). Cong console/AUX 1a cong giao tiép

chu yéu dugc st dung dé cau hinh router.

[ Tauwx [ console
Usar Interface — WIC Slots 1 AWICs
Dual UART [T P':‘Oﬁiusiﬁm 2524,2525
il_l =1 Async Ports
FCMCIA — System m
2500-2512 Aanagement
CPU Bus Bus Card
2517-2519
Syslem —
Flash 7 Gorirol 2505, 2507, 2516
ASIC s s Draughiter and
Hub Cards
MVRAM - DRAM — EthemetTR
SiMM
On Board VAN Power
Baot ROM ORAM — e Supply

Hinh 1.8. Ciu triic vt ly ciia router
1.5 Vai tro cia Router trong WAN

Chirc ning chi yéu ctia router 1a dinh tuyén. Hoat dong dinh tuyén dién ra ¢ Lép
3, cung cép két ndi gitta cac mang WAA véi cac chuan vat 1y va lién két dir liéu
khac nhau. Vi du: mot router ¢6 thé co mot giao tiép ISDA sir dung kiéu dong goi
PPP va mot giao tiép ndi tiép T1 sir dung kiéu dong goi FrameRelay. Router phai c¢6
kha ning chuyén dbi ludng bit tir loai dich vu nay sang loai dich vu khac. Vi du:
chuyén doi tir dich vu ISDa sang dang T1, dong thoi chuyén kiéu dong goi 16p Lién
két dir liéu tir PPP sang FrameRelay.
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CHUONG 2. CAU HINH ROUTER
2.1 Khai niém vé cAu hinh Router.

Céu hinh router 13 st dung cac phuong phap khac nhau dé’dinh c4u hinh cho router
thue hién cac chirc nang cu thé: lién ket leased line, lién két dial-up, firewall, Voice
Over IP... trong tung truong hop cu thé.

Dbi véi Cisco Router thuong c6 03 phuong phap dé dinh ciu hinh cho router:
"] Sir dung CLI:

CLI 1a chir viét tat cia Command Line Interface, 1a cach céu hinh co ban ap dung
cho hau hét cac thiét bi cua Cisco. 4 gudi st dung c6 thé dung cac dong 1énh
nhap tir cac Terminal (thong qua port Console hay qua cac phién Telnet) dé dinh
cau hinh cho Router.

'] Str dung Chwong trinh ConfigMaker:

ConfigMaker la chuong trinh ho trg ciu hinh cho cac Router tir 36xx tr¢ xudng ctia

Cisco. Chuong trinh nay cung cip mét giao dién dd hoa va cac Wizard than thién,

dugc trinh bay dué6i dang “Question — Answer”, gitip cho viéc cau hinh router trd

nén rat don gian.

a guoi str dung co thé khong can nam vitng cac cau Iénh cua Cisco ma chi can mot
klen ‘thirc co ban vé hé thong 13 ¢6 thé ciu hinh duoc router. Tuy nhién ngoai han ché
vé so san pham router hd trg nhu ¢ trén, chuong trinh nay cting khong cung cap day
du tat ca cac tinh nang ciia router va khong c6 kha nang tuy bién theo cac yéu cau cu
thé dac thu. )

Hién nay version mai nhat ctia ConfigMaker 1a ConfigMaker 2.4.

"] Sir dung chwong trinh FastStep:

Khac v6i chuong trinh ConfigMaker, FastStep dugc cung cap dya trén ting loai
san phdm cy thé cua Cisco. Vi du nhu véi Cisco router 2509 thi c6 FastStep for
Cisco Router 2509... Chuong trinh ndy cung cp cac bude dé cau hinh cac tinh
nang co ban cho timg loai san pham. Cac budc céu hinh ciing duogc trinh bay dudi
dang giao dién dd hoa, “Question — Answer” nén rat dé sir dung. Tuy vy cling nhu
chuong trinh ConfigMaker, FastStep chi m0’1 hd trg cho mot sb san pham céap thap
ctia Cisco va chi gitip cau hinh cho mét s6 chirc ning co ban cta router.

Tom lai, viéc su dung CLI dé cAu hinh Cisco Router tuy phirc tap nhung van 1 cach
céu hinh router thu0’ng gap. nhat. Hiéu biét viéc cau hinh bang CLI s¢ giup ngucn su
dung linh hoat trong viéc cau hinh va dé dang khac phuc sy ¢6. Hién nay viéc sur
dung CLI c6 thé két hop véi mot trong 02 cach céu hinh con lai dé day nhanh toc do
c4u hinh router. Khi d6, cac chuong trinh c4u hinh s& st dung dé tao cac file cau
hinh thd, phuong phap CLI s& duoc st dung sau cung dé tiy bién hay thuc hién cac
tac vu ma chuong trinh khong thuc hién duoc.

Trong tai liéu ndy cac hudng dan cAu hinh déu 13 phuong phap CLI — phwong phéap

dung dong 1énh.

2.2 CAu truc router.

Cau trtc router 1a mot trong cac van d€ co ban can bi€t truedc khi cau hinh router. Cau
trac cua router dugc trinh bay trong hinh 2.1.

9
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Céc thanh phan chinh cuia router bao gom:
71 4 VRAM:

4 VRAM (4 onvolatile random-access memory) la loai RAM c6 thé luu lai thong tin ngay
ca khi khong con ngudn nuoi. Trong Cisco Router & VRAM thuong c6 nhiém vu sau:

(] Chira file cAu hinh startup cho hau hét cac loai router ngoai trir router ¢6 Flash
file system dang Class A. (7xxx)

1 Chua Software configuration register, sit dung dé xac dinh IOS image dung trong
qué trinh boot cua router.

[l Flash memory:

Flash memory chtra Cisco I0S software image. DPbi v6i mot sb loai, Flash memory co thé
chura cac file cau hinh hay boot image..

Tuy theo loai ma Flash memory ¢6 thé 1a EPROM, single in-line memory (SIMM)
module hay Flash memory card:

[0 Internal Flash memory:
o Internal Flash memory thuong chira system image.

o Mot sd loai router ¢6 tir 2 Flash memory tré 1én dudi dang single in-
line memory modules (SIMM). a éu nhu SIMM c6 2 bank thi duoc goi 1a
dual-bank Flash memory. Cac bank nay cé thé dugc phan thanh nhiéu phan
logic nhd

[0 Bootflash
o Bootflash thuong chira boot image.
o Bootflash doi khi chira ROM Monitor.

| Flash memory PC card hay PCMCIA card.
Flash memory card ding dé gan vao Personal Computer Memory Card
International Association (PCMCIA) slot. Card nay dung dé chira system image,
boot image va file cau hinh.

Cac loai router sau c6 PCMCIA slot:

Cisco 1600 series router: 01 PCMCIA slot.

Cisco 3600 series router: 02 PCMCIA slots.

Cisco 7200 series 4 etwork Processing Engine (4 PE): 02 PCMCIA slots

Cisco 7000 RSP700 card va 7500 series Route Switch Processor (RSP)
card chira 02 PCMCIA slots.

[J DRAM:

Dynamic random-access memory (DRAM) bao gom 02 loai:

©c o o O

[ Primary, main, hay processor memory, danh cho CPU dung dé thuc hién Cisco
IOS software va luu giir running configuration va cac bang routing table.

[0 Shared, packet, or I/O memory, which buffers data transmitted or received by the
router's network interfaces.

Tuy vao I0S va phan cirng ma cé thé phai nang cap Flash RAM va DRAM.
[ ROM

Read only memory (ROM) thuéng dwoc str dung dé chira cac thong tin sau:

10
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1) ROM monitor, cung cép giao dién cho nguwoi st dung khi router khéng tim
thay cac file image khéng phu hop.

] Boot image, gitp router boot khi khéng tim thay 10S image hop & trén
flash memoty.

. Router#show flash Routerdshow interface
Router#show wersion

INTERNE TWORK O3
BACKUP

DYHANIC COMFIGURATI OPS\EYE#*E'SG 'E;EER
oroG. ||CONFIG- || TABLE ON FILE
o || URATION || AnD

INFORM- | | BUFFER

ATION

e
- r““\t

Routerfshow processes CPL
Routerf#show protocals

Routerfshow mem Router#show startup config

Routerf#show ip route

Router#show running-config

Hink 2.7

2.3 Cac mode config

Cisco router c6 nhiéu ché d¢ (mode) khi config, moi ché d c6 dac diém riéng, cung cap
mot sO cac tinh nang xac dinh d€ cau hinh router. Cac mode cta Cisco router dugc trinh
bay trong hinh 2.2.

{1 User Mode hay User EXEC Mode:

Day 1a mode dau tién khi ban bit ddu mot phién lam viée véi router (qua Console hay
Telnet). O mode nay ban chi c6 thé thuc hién duoc mot sd 1énh thong thudng cuia router.
Cac 1énh nay chi ¢6 tac dung mot lan nhu 1énh show hay 1&€nh clear mot s6 cac counter cua
router hay interface. Cac 1énh nay s& khong dugc ghi vao file cau hinh ciia router va

do d6 khong gy anh hudng dén cac 1an khoi dong sau ctia router.

[ Privileged EXEC Mode:

Dé vao Privileged EXEC Mode, tir User EXEC mode gd 1énh enable va password (néu
can). Privileged EXEC Mode cung cip céc 1énh quan trong dé theo ddi hoat dong cua
router, truy cép vao cac file cAu hinh, 10S, dat cac password... Privileged EXEC Mode 1a
chia khéa dé vao Configuration Mode, cho phép cau hinh tat ca cac chirc niang hoat dong

11
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cua router.
[0 Configuration Mode:

a hu trén da noi, configuration mode cho phép cau hinh tat ca cac chirc ning ciia Cisco
router bao gdm cac interface, cac routing protocol, cac line console, vty (telnet), tty
(async connectlon) Céc Iénh trong configuration mode s€ anh hudng truc tlep den ciu
hinh hi¢n hanh cua router chra trong RAM (running-configuration). 4 éu céu hinh
nay dugc ghi lai vao 4 VRAM, cac 1énh ndy s& co tac dung trong nhitng lan khoi
dong sau cua router.

Configurarion mode cé nhiéu mode nhd, ngoai cung 1a global configuration mode, sau dé
la céc interface configration mode, line configuration mode, routing configuration mode.

[1 ROM Mode

ROM mode ding cho céc tac vu chuyén biét, can thiép truc tiép vao phan cing cua
router nhu Recovery password, maintenance. Thong thudng ngoai cac dong 1énh do
ngum sir dung bét budc router vao ROM mode, router s& tir dong chuyén vao ROM mode
néu khong tim thay file IOS hay file IOS bi hong trong qué trinh khoi dong.

+ User EXEC mode

+ Priviledged EXEC mode

= Global configuration mode

+ Specific
Configuration
Modes
Configuration Mode Prompt

Interface Router{config-if)#
Subinterface Router{config-subif)#
Controller Router{config-controller)#
Map-list Router{config-map-list)#
Map-class Router(config-map-class)#
Line Router{config-line)#
Router Router{config-router)#
IPX-router Router{config-ipx-router)#
Route-map Router{config-route-map)#

12
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User EEEC Commands - Router’>

ping

show (limited)
enahle

eic...

Privileged EXEC Commands - Rowter#

all User EXFC commands

debug commands

reload

configure Global Confizuration Commands - Router(config ¥

eic...

hosiname

enahle secret
ip route
interface ethernet Interface Commands - Router{config-if)#
serial ip address
bri ipx address
elc... encapsulation
shutdown / no shutdown
etc...
router  rip Routing Engine Commands - Router{config-router)
ospf network
igrp version
eic... auto-summary
elc...
line iy Line Commands - Router{config-line)#
console password
eic... login
modem commands
elc...

Mode
User EXEC

Privileged
EXEC

Global
configuration

Hinh 2.2: M6t sé mode config ctia Cisco Router
Bang 2.1 trinh bay cac mode c6 ban cla Cisco router va mot s6 dac diém cla ching:

Cach thuc truy cap Dau nhic
Log in. Router>
Tu user EXEC mode, st Router#
dung Iénh enable.
Tu privileged EXEC Router(config)#

mode, dung Iénh
configure terminal

13

Cach thuc thoat
logout command.

PéE tr vé user EXEC mode,
dung Iénh disable..

Pé& vao global configuration
mode, dung Iénh configure
terminal.

D& ra privileged EXEC
mode, dung Iénh exit hay
end hay g6 Ctrl-Z.

Dé vao interface
configuration mode, go Iénh
interface.
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Interface Tu global configuration Router(config- D& ra global configuration
configuration mode, go |énh interface. if)# mode, dung Iénh exit

Pé ra privileged EXEC
mode, dung lénh exit hay
go Ctrl-Z.

Dé vao subinterface

configuration mode, xac
dinh subinterface bang Iénh

interface
Subinterface Tu interface Router(config- = To exit to global
configuration configuration mode, xac subif)# configuration mode, use the
dinh subinterface bang exit command.

Ignh interface. To enter privileged EXEC

mode, use the end
command or press Ctrl-Z.

ROM monitor = Tu privileged EXEC > Pé ra user EXEC mode, gb
mode, dung Iénh reload Iénh continue
nh&n phim Break trong
60s khi router khdi dong

Dung Iénh boot system
rom.

2.3 Cau hinh céc tinh ning chung cua router.
2.3.1 Mot sé quy tac vé trinh bay cau lénh.

Céc quy tic trinh bay tai bang sau dugc sl dung trong tai liéu nay ciling nhu trong tat ca
cac tai liéu khac cla Cisco

Céch trinh bay Y nghia

A hay Ctrl Phim Ctrl.

Screen Hiém thi c4c thong tin sé& dugc trinh bay trén man hinh.

Boldface Hién thi cac thong tin (dong I1énh) ma ban phai nhap vao ti ban
phim.

< > Biéu hién céc ky tu khong hién thi trén man hinh, vi du nhu
password.

! Bi€u hién cac cau chd thich.

( ) Biu hién d4u nhic hién tai
[ ] Bi€u hién cac tham s6 tuy chon (khong bat budc) cho cau Iénh.
ltalics Biéu hién cac tham s& clia dong Iénh. Cac tham s& nay la bat budc

phai cé va ban phai chon gia tri pht hgp cho tham s& dé dé dua
vao cau lénh.

{xlylz} Bi€u hién ban phai chon mot trong cac gia tri x, y, z trong cdu lénh.

Béang 3.1

14
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2.3.2 Cac phim tit can s dung khi cau hinh router

Cisco router dugc c&u hinh b&ng chudi céc Iénh, dé thuan tién va nhanh chéng hon trong

viéc nhap lénh mét s6 cac phim tat thudng dudc s dung dudc trinh bay & bang 3.2:

Phim Cdéng dung
Delete Xoa ky tu bén phdi con trd
Backspace Xoa Ky tu bén trai con trd

Left Arrow hay
Ctrl-B

Di chuyén con trd vé bén trai mot ky tu

Right Arrow hay
Ctrl-F

Di chuyén con trd vé bén phai mot ky ty

Esc-B Di chuyén con trd vé bén trai mot tu

Esc-F Di chuyén con trd vé bén phai mét tu

TAB Hién thi toan bo 1&nh (chi cé tac dung khi phan da gé cla lénh
tuong ting di dé gitp Cisco 10S xac dinh I&nh dé 1a duy nhét)

Ctrl-A Di chuyén con trd 1&én dau hang Iénh.

Ctrl-E Di chuyén con trd vé cudi hang lénh.

Ctrl-R Hién thi lai dong I&nh.

Ctrl-U Xéa dong Iénh.

Ctrl-W Xda mot tu

Ctrl-Z K&t thuc Configuration Mode, tré vé EXEC mode.

Up Arrow hay
Ctrl-P

Hién thi dong lénh trudc.

Down Arrow hay
Ctr-N

Hién thi dong I&nh ti&p theo.

Bang 3.2

Ngoai ra khi c&u hinh router, ddu ? thudng dugc sl dung & tat c& cac mode dé liét ké
danh sach cac cau Iénh c6 thé st dung dugc tai mode do.

Vidu:

Router> ?

Exec commands:

<1-99>
connect

disconnect

enable
exit
help
lat
lock
login

Session number to resume

Open a terminal connection

Disconnect an existing telnet session
Turn on privileged commands

Exit from the EXEC

Description of the interactive help system
Open a lat connection

Lock the terminal

Log in as a particular user

15
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logout Exit from the EXEC

menuStart a menu-based user interface

mbranchTrace multicast route for branch of tree

mrbranchTrace reverse multicast route to branch of tree

mtrace Trace multicast route to group

name-connection Name an existing telnet connection pad
Open a X.29 PAD connection

ping Send echo messages

resume Resume an active telnet connection
show Show running system information
systat Display information about terminal lines
telnet Open a telnet connection

terminal Set terminal line parameters

tn3270 Open a tn3270 connection trace

Trace route to destination wherelList active telnet
connections x3 Set X.3 parameters on PAD
xremote Enter XRemote mode

2.3.3 Cac khai niém vé console, telnet. Cach xac dinh cac tén va password cho

router.

2.3.3.1 Console port

Console port cé trén t4t cd cac loai router dung dé cho cac terminal c6 thé truy cap vao
router dé dinh c4u hinh cling nhu thuyc hién céc thao tac khac trén router. Console port
thudng c6 dang 16 cdm cho RJ-45 connector. D& két ndi vao console port ta can céc thiét

bi sau:

e 01 terminal, c6 thé la terminal chuyén dung ctia UNIX hay may PC Windows chay
chuong trinh HyperTerminal.

01 Roll-over cable: sgi cap nay di kém véi mbi router (hinh 3.1), 13 cap UTP c6 4 cip day
va dudc bam RJ-45 dao thu ty 2 dau.

Pin 1 and pin @
ahould be the
same color
Pint
.-f’fp—____ ]
s |
,,/f'f ||
// .I'II Ill..
(N Syey
I:I'A' i |hJ' ll.'lll Ir{l
/ M [ . S
| i r
| /../k\\__J' !1__.#""/ I\a

Hinh 3.1

01 dau DB-25 hay DB-9 dung dé ké&t néi vao Terminal. Cac dau néi nay cé port néi
RJ-45 G phia sau. Cac dau néi nay thudng dugc goi la RJ-45 to DB-9 hay RJ-45 to
DB-25 adapter.

K&t ndi vao console port dugc thuc hién nhu hinh 3.2

Khi két n8i da dudc thuc hién, chay chuong trinh (vi du nhu HyperTerminal) cla
Windows dé truy cap vao router. Mot s6 diém Iuu y khi st dung chuaong trinh la:

16
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e Chon diung COM port két ndi (direct to COM1 hay COM2).

e Cac théng s cla console port la: 9600 baud, 8 data bits, no parity, 2 stop bits.
Console port khéng hé trg cho flow control va modem control.

Né&u khong dugce dat password cho console port, khi kh3i ddng chudng trinh
HyperTerminal, x&c lap dung cac thong sé nhu trén va goé vai lan Enter, ban sé vao

ngay user EXEC mode vGi ddu nhac “router>”. Password véi console port la khéng bat
budc, tuy nhién dé bdo ddm an toan cho hé théng, ta cé thé dung cac budc sau day dé
xac dinh password cho console port clia router.

Hinh 3.2 Két néi console port vao terminal.

2.3.3.2 Telnet sesstion

Cau lénh Dau nhic ban | Dau nhic sau | Giai thich

dau khi g6
enable Router> Router# Vao ché& do Privileged mode, g6

password néu can
config Router# Router#(config) | Vao global configuration mode
terminal
line con0 Router#(config) | Router#(config- | Vao line configuration mode.
line)

login Router#(config- | Router#(config- | Cho phép login vao router va hién thi

line) line) cau héi password khi truy céap.
password Router#(config- | Router#(config- | Bat password cho console port.
password line) line)
4 Router#(config- | Router# Trd vé Privileged mode.

line)

Béng 3.3

Trong hé théng mang s dung TCP/IP, Telnet Ia mét dich vu rat hiiu ich giup cho ngudi
su dung c6 thé truy cap va c&u hinh thiét bi ti bat cd ngi nao trong hé théng hay théng

17
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qua cac dich vy remote access. Pé sl dung dugc Telnet cho viéc truy cap va céu hinh
cisco router can phai c6 cac diéu kién sau:

e Hé théng mang s dung giao thiic TCP/IP

e Gan dia chi IP cho it nhat 01 trong cac ethernet port cla router va két néi céng dé
vao hé théng mang.

e 01 PC két n6i vao mang thong qua TCP/IP.

Sau khi thda mén cac diéu kién trén, tai PC ta c6 thé gb lénh telnet ip address cia
ethernet port trén router dé c6 thé truy cap vao router.

Do muc dd dé dang va thuan tién cla telnet trong viéc truy cap vao router, viéc dat
password cho telnet la rdt can thié€t va quan trong. Bang sau sé trinh bay cac budc dé
xac lap password cho cac dudng telnet.

Cau lénh D&u nhic ban | Dau nhic sau | Giai thich

dau khi g6
enable Router> Router# Vao ché do Privileged mode, go

password néu can
config Router# Router#(config) | Vao global configuration mode
terminal
line vty 0 4 Router#(config) | Router#(config- | Vao line configuration mode.
line)

login Router#(config- | Router#(config- | Cho phép login vao router va hién thj

line) line) cau héi password khi truy cap.
password Router#(config- | Router#(config- | Dat password cho console port.
password line) line)
NZ Router#(config- | Router# Trd vé Privileged mode.

line)

Béang 3.4

Pudng telnet trong Cicso router dugc ky hiéu 1a vty. Cisco router hd trg 05 phién telnet
déng thdi (ky hiéu ti 0 dé&n 4). Ta c6 thé xéc dinh password cho tling dudng telnet. Tuy
nhién ca 05 dudng thudng dudc c&u hinh chung 01 password duy nhat dé tang kha néng
b&o mat va dé quan ly.

2.3.3.3 Xéac dinh tén cho router va enable password.

Khi chua x&c dinh tén cho router, ddu nhic méc dinh cla router sé 1a “router>”. Viéc xac
dinh tén cho router nham muc dich quan ly va lam thay di ddu nhac nay. Ngoai ra viéc
xac dinh enable password cho phép ngén chan thém mot 1an nira (ngoai password vao
console hay telnet) viéc truy cap va thay d8i cdu hinh router. Bang sau trinh bay céc
budc dé dat (hay thay ddi) tén va enable password cho router.

Cau lénh Dau nhic ban | Dau nhic sau Giai thich
dau khi g6 Iénh
enable Router> Router# Vao ché do Privileged mode,

gd password néu can

18
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config terminal

Router#

Router#(config)

Vao global configuration mode

hostname name

Router#(config)

(name)#(config-
line)

Xé&c dinh tén cho router, dau
nhéc sé thay ddi ding theo tén
da nhép.

enable assword
password

(name)#(config
-line)

(name)#(config-
line)

X&c dinh enable password

enable secret

(name)#(config

(name)#(config-

Xac dinh enable password

password -line) line) doéng thdi ma héa password
trong file c&u hinh. Phai di
chung vdéi Iénh service
password-encryption.
4 (name)#(config | (name)# Trd vé Privileged mode.
-line)
Bang 3.5

2.3.4 Lam viéc v@i file cdu hinh va 10S image.

2.3.4.1 M6t s6 khai niém co ban.

e File cdu hinh (configuration file):

La mot file dang text cé c4u trac, trong dé chiia tt ca cac lénh quan trong cla router,
quyét dinh hoat déng cla router. Sau khi cdu hinh ban dau, file cdu hinh nay dugc ghi
vao NVRAM clia router va s& dugc sl dung trong sudt thgi gian hoat dong cua router.
(trong mot s6 loai router, file nay cé thé chiia & bootflash RAM, slot 0 hay slot 1cta
PCMCIA card). Khi router khi déng file cdu hinh nay dudc nap ti NVRAM vao RAM va
thi hanh mot cach ty dong. Viéc méat hay hu hdng file cdu hinh nay sé khién router roi vao
ROM mode hay setup mode. File cdu hinh nam trong NVRAM dudc goi la startup-

config con ndm trong RAM dugc goi la running-config. Ngoai trif trong qué trinh c&u hinh

router, hai file nay thudng giéng nhau.

Vi du vé mét file cdu hinh clia router:

Current configuration:

version 11.2

I Version of 10S on router, automatic command

no service udp-small-servers no
service tcp-small-servers

hostname Critter

prompt Emma

I Prompt overrides the use of the hostname as the prompt

enable password Iu
| This sets the priviledge exec mode password

no ip domain-lookup
! Ignores all names resolutions unless locally defined on the router.

ipx routing 0000.3089.b170
I Enables IPX rip routing
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interface Serial0

ip address 137.11.12.2 255.255.255.0

ipx network 12

|

interface Seriall

description this is the link to Albuquerque ip
address 137.11.23.2 255.255.255.0

ipx network 23

!

interface TokenRing0

ip address 137.11.2.2 255.255.255.0

ipx network CAFE

ring-speed 16

|

router rip

network 137.11.0.0

!

no ip classless

!

banner motd AC This Here’s the Rootin-est Tootin-est Router in these here Parts! AC
I Any text between the Ctl-C keystroke is considered part of the banner, including
lthe return key.!

line con 0

password cisco

login

! login tells the router to supply a prompt; password defines what the user must type!
|

line aux 0

line vty 0 4

password cisco

login

!

end

¢ |OS image:

IOS l1a chii viét tat clia Internetworking Operating System. I10S thuc sy la trai tim cla

Cisco router. N6 quyét dinh t&t ca cac chiic nang cla thiét bi va bao gom tat ca cac dong lénh
dung dé c4u hinh thiét bi dé. 10S image la thuat ngli dung dé chi file chira 10S, nhg

d6 ma ta cé thé backup hay upgrade 10S mét cach dé dang va thuan tién. Trong Cisco

router 10S thudng dugc chua trong Flash RAM.

e TFTP server.

TFTP la chii viét tit cGa Trial File Transfer Protocol, mét protocol chudn cta giao thiic
TCP/IP. TFTP 1a mot connectionless, reliable protocol. TFTP Server cé thé 1a mot workstation
UNIX hay mét PC thudng chay chudng trinh gia lap TFTP server trén mot hé théng mang
TCP/IP. TFTP Server thudng dugc ding lam nai backup cac file ciu hinh,

|OS image hay ngudc lai la noi chiia céc file cdu hinh méi, cac I0S image méi dé update cho
router.

e V@i file c&u hinh:

Cac qua trinh lam viéc vdi file cdu hinh dugc mo ta trong hinh 3.3
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R

add
‘>
place

FEpIEce | ppv Al

N

replace
replace
l TFT'

Hinh 3.3

Nhu hinh 3.3 cho thdy, ta cé thé chuyén déi qua lai file cdu hinh t RAM, NVRAM va
TFTP Server. Cac chuyén déi dén NVRAM va TFTP thudng cé nghia la thay thé
(replace) trong khi cac chuyén déi téi RAM c6 nghia la bd sung (add).

— D& chuyén ddi file cau hinh trong Cisco router dung lénh sau & privileged mode:

copy {tftp | running-config | startup-config} {tftp | running-config | startup-config}

Vidu:

—  Dé& copy file c&u hinh t RAM vao NVRAM ta dung I&énh sau:

copy running-config startup-config

— D& xem mbt file cu hinh ta dung Iénh sau:

show {running-config | startup-config}

— D& x6a mot file cau hinh ta dung Iénh sau:

erase nvram

Ngoai ra ta con ¢é thé sl dung céac cau lénh khac cé tac dung tuong ty. Cac Iénh nay la
cac lénh cii thudng dudgc st dung trong cac 10S version 11.0 trd vé trudc.

Cau lénh

Céu Iénh tuong duong (Iénh cii)

show running-config

write terminal

show startup-config

show config

copy running-config startup config

write mem

copy running-config tftp

write network

erase nvram

write erase hay erase startup-config.
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— Xem ndi dung cla flash RAM

Dung Iénh show flash dé xem théng tin vé 10S image chia trong flash RAM Vi du:

fred#show flash

System flash directory: File
Length Name/status

14181132 c2500-i-1.112-7a
[4181196 bytes used, 4207412 available, 8388608 total]
8192K bytes of processor board System flash (Read ONLY)

— Chon IOS image dé khdi dong router.

Trong mdi router ¢6 01 thanh ghi goi la configuration register. Day la mét thanh ghi 16-bit

(Hinh 3.5) trong do 4 bit cu6i cung dudc goi la boot field quyét dinh qua trinh kh&i dong cla
router. Gia tri cla boot field cho biét router sé khai déng tr ROM hay t& RAM. Can thiép vao
qua trinh khd3i dong cla router thdng qua configuration register thudng dung trong qua trinh

password recovery.

15 14 13 1211110 8 B |7 6
0 0 1 010

5
0 0o 1]0 00

Mot cach khac don gian va thudng dugc st dung la dung Iénh boot system cla I0S. Lénh

Hinh 3.5: configuration register.

nay thudng dugc dat va trong startup-config clia router.

Bang sau sé t6ng két lai c& hai phuong phap trén

Gia tri cha boot field

Céau Iénh boot system

Két qua

0x0 Khéng &nh hudng ROM monitor mode.

0x1 Khéng &nh hudng ROM mode.

0x2 dén OxF Boot system rom ROM mode

0x2 dén OxF Boot system flash IOS d4u tién trong flash sé
dugc dung dé khdi dong.

0x2 dén OxF Boot system flash filename I0S image trong flash dugc
chi dinh sé& dugc dung dé
khgi déng.

0x2 dén OxF Boot system tftp ip address IOS image c6 tén la

filename filename trong TFTP server

c6 dia chi jp address sé
dugc dung dé khdi dong.

0x2 dén OxF Nhiéu I&nh boot system Router sé& s dung cac Iénh

tl trén xudng dudi cho dén
khi c6 mot Iénh dugc thuc
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.Béng 3.7

CHUONG III: GIAO THUC PINH TUYEN
3.1.Gi6i thiéu vé dinh tuyén
Pinh tuyén la qué trinh ma router thyuc hi¢n dé chuyén g61 dir li¢u to1 mang dich.
TAt ca cac router doc theo duong di déu dwa vao dia chi IP dich cua g61 dir liu dé
chuyén goi theo diing huéng dén dich cudi cing. Pinh tuyén chia 1am hai dang
dinh tuyén dong va dinh tuyén tinh.
3.2. Pinh tuyén tinh
Déi voi dinh tuyén tinh, cac thong tin vé duong di phai do ngudi quan tri mang
nhap cho router. Khi cdu triic mang c6 bat ky su thay ddi nao thi chinh nguoi quan
tri mang phai xoa hoic thém thong tin vé duong di cho router. nhitng loai duong
nhu vy goi 1a duong c¢d dinh.
3.2.1.Hoat dpng ciia dinh tuyén tinh
Hoat dong cua dinh tuyén tinh c6 thé dugc chia ra lam ba budc sau:
+ Pau tién, ngudi quan tri mang cdu hinh cac duong cb dinh cho router
+ Router cai dat cac dudng di nay vao bang dinh tuyén
+ G61 dir liéu duoc dinh tuyén theo cac duong ¢ dinh nay
a glroi quan tri mang cdu hinh duong c¢b dinh cho router bang 1énh ip route. Ct
phép cua Iénh ip route nhu sau:
Router(config) # ip route prefix mask {address / interface } [distance] [tag tag]
[permanent]
» prefixIP cua mang dich.
» mask Subnet mask ctia mang dich.
* address Dia chi IP cua “next hop” dé di dén mang dich.
« interface  Cong ra trén router di dén mang dich
» distance  (tuy chon) Khoang cach quan tri cia giao thiec.
« tag tag(tuy chon) St dung 1am gia tri so sanh dé diéu khién viéc phan bd

duong qua ban dd duong di (trong CCA P).
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« Permanent (tuy chon) Chi ra rang con dudng nay khong bi xoa ké ca khi
cong bi shutdown. (trong CCa P)
Mot van dé can quan tAm dén ddi véi dinh tuyén tinh d6 1a chi sd tin cdy.Chi s6 tin
cdy 1a mot thong sb do ludng do tin cdy ciia mot dudng di. chi sb nay cang thap thi
d6 tin cdy cang cao. Do vdy néu hai con dudong cung di dén mot dich thi con
duong nao ¢ do tin cay nho hon thi duong d6 duge dit vao bang dinh tuyén cua
router trude. Vi du duong ¢ dinh st dung dia chi IP cua tram ké tiép s& c6 chi sb
tin cdy mac dinh 1a 1, con duong c¢d dinh str dung céng ra thi c6 chi sb tin cay mac
dinh 13 0. 4 éu ta mudn chi dinh chi s tin cdy thay vi str dung gia tri mic dinh thi
ta thém hong $6 nay vao sau thong $6 veé céng ra hodc dia chi IP tram ké cua cau
lénh. Gi4 tri nay nam trong khoang tir 0 dén 255.
Vi du: router(config)# ip route 172.16.2.0 255.255.255.0 172.16.4.1 124
a éu router khong chuyén dugc goi tin ra cong giao tiép da duoc cau hinh thi co
nghia cong giao tiép dang bi dong, duong di twong tng s& khong dugce dat vao
bang dinh tuyén.
3.2.2.Ciu hinh dwong cé dinh
+ Khodng cdach qudn tri va do do dwong di (metric)

Do do dudng di ciia moi duong tinh ludn bang “0”

Khoéang cach quén tri 13 d wu tién vé thong tin dinh tuyén.

Khoang cach quén tri cang nhd thi cang c6 do uu tién cang cao.

a éu router thiy c6 nhiéu con duong t6i cing mdt mang dich tir nhiéu ngudn

khac nhau thi n6 s& str dung Khoang cach quan tri dé quyét dinh dwa con dudng

nao vao Bang dinh tuyén.

Khoang cach quan tri mic dinh ctua dudng dinh tuyén tinh 13 <17
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Route Source Defaull Distance
Values
Connecled interface a
Static route 1
Enhanced Interior Gateway Routing Profocol (EIGRF) |5
SUMMarny route
Extermnal Border Galewsy Frotocol (BGF) 20
Intermal EIGRF an
IGRF 100
QSPF 110
Infermediate Systern-to-Intermediate System 08-15) (115
Routing Inforrmation Protocol (RIF) 120
Exterior Gatewsy Protocol (EGR) 140
On Demand Routing (O0DR) 160
Exernal EIGRP 170
Internal BGP 200

Unknown™ 255

Hinh 3.2.1 Khoang cach quan tri cta cac giao thic dinh tuyén

+ Cdc buwéc ciu hinh dwong cé dinh:

1. Xac dinh tit ca cic mang dich cin cdu hinh, subnet mask twong Gng va
gateway tuong ung. Gateway co thé 1a cong giao tiép trén router hodc 13 dja chi
cta tram ké tiép dé dén duogc mang dich.

2. Ban vao ché d6 cau hinh toan cuc cta router

3. éhép 1énh ip route vdi dia chi mang dich, subnet mask va gateway tuong ung
ma ta di xac dinh & budc mot. néu can thi thém thong sé vé do tin cay.

4. Lap lai buodc ba cho nhirng mang dich khac

5. thaot khoi ché d6 cau hinh toan cuc

6. Luu tap tin cAu hinh dang hoat dong thanh tap tin cau hinh khai dong bang 1énh
copy running-config startup-config.
Vi du: Hinh 3.2.2 1a mot minh hoa vé ciu hinh duong ¢ dinh véi céu tric mang
c¢6 3 router két ndi don gian. trén router Hoboken ta can cau hinh duong di toi
mang 172.16.1.0 va mang 172.16.5.0 ca hai mang ndy déu c6 subnet mask

1a255.255.255.0
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Khi router Hoboken dinh jtuyén cho cac goi dén mang dich 1a 172.16.1.0 thi n6 s&
sir dung cac dudng cb dinh ma ta da cau hinh cho router Sterling, con géi nao dén

mang dich 14 172.16.5.0 thi dinh tuyén téi router Waycross.

y administrator has told me
how b reach networks on the
Sterling and Wayecross routers,

172.16.2.1 172.16.2.2 1721641 1721642
124 24 24 24

1721651
124

1721631
14

1721611
124

Hoboken (config) #ip route 172.16.1.0 255.255.255.0 sl
This command points to the Sterling LAN

Hobaken {config) ¥lp route 172,16.5.0 255,255.255.0 =0
This command points to the Waycross LAN

Hoboken{configl #ip route 172.16.1.0 255.255.255.0 172.16.2.1
This command points to the Stering LAN

Hoboken (configl #ip route 172.16.5.0 255.255.255.0 172.16.4.2
This command points to the Waycross LAMN

Hinh 3.2.2: Cau hinh dinh tuyén tinh cho mang

O khung phia trén cta hinh 3.2.2 c4 hai cau lénh déu chi duong cb dinh cho
router thong qua cong ra trén router. Trong cdu 1énh nay khong chi dinh gia tri cho
chi s6 tin cdy nén trén bang dinh tuyén hai dudng ¢ dinh nay cé chi s tin cay
mic dinh 13 0. Pudng c6 chi sd tin cdy bang 0 twong duong véi mang két ndi truc
tiép vao router.

O khung bén dudi cua hinh 6.2.2, hai cau 1énh chi dudong ¢d dinh cho router
thong qua dia chi router ké tiép. Puong ti mang 172.168.1.0 c6 dia chi cuia router

ké tiép 1a 172.16.2.1, dudng toi mang 172.16.5.0 c6 dia chi cua router ké tiép 1a
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172.16.4.2. Trong hai cau 1énh nay ciling khong chi dinh gia tri cho do tin cady nén
hai duong c¢6 dinh twong tmg s& c6 ci sd tin ciy mic dinh 1a 1.
3.2.3.Ciu hinh dwong mdc dinh cho router chuyén géi di
Duong mac dinh 1a duong ma router s€ st dung trong truong hop router khong
tim thay duong di ndo phu hop trong bang dinh tuyén dé toi dich cua géi dir lidu.
Chiing ta thudng ciu hinh cau hinh dudng mic dinh cho dudng ra ca Internet cta
router vi router khong can luu thong tin dinh tuyén toi timg mang trén Internet.
Lénh ciu hinh duong c6 dinh:
Ip route 0.0.0.0 0.0.0.0 [next-hop-address / outging interface]
Subnet 0.0.0.0 khi thyc hién phép toan Aa D logic voi bat ky dia chi IP dich nao
cling ¢6 két qua mang 1 0.0.0.0. Do d6 néu gdi dit liéu c6 dia chi dich ma router
khéng tim duoc duong nao phu hop thi goi dit liéu d6 sé dugc dinh tuyén t6i mang
0.0.0.0.
Céc buéc cu hinh duong mac dinh:
+ Vao ché do c4u hinh toan cuc
+ 4 hap 1énh ip route v6i mang dich 13 0.0.0.0 va subnet mask twong tng 1a
0.0.0.0. Gateway cua duong mic dinh c6 thé 1a cong giao tiép trén router két nbi
v6i mang bén ngoai hodc 1a dia chi IP cua router ké tiép. Thong thuong ta hay sir
dung dia chi IP cta router ké tiép 1am gateway.
+ Thoét khoi ché do cau hinh toan cuc
+ Luu lai tap tin cAu hinh khoi dong trong & VRAM biang 1énh:
copy running-config startup-config.
Vi du:
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My administrator has told me
how 1o reach all networks not
directly connected to me.

172164 1
1721621 3724822 24 1721642
24 24 124

ﬁsn s0
b ] S1 ahe

1724611 1721631
24 i24

1721651
24

Waycross{config) #ip route 0.0.0.0 0.0.0.0 S1
This command paints to all non-directly-connected networks

Hinh 3.2.3a
My administrator has told me
how to reach all netwarks nat
directly connected to me
172.16.4 1
1721621 47214622 4 172.16.4.2
24 24 124

30

%Sﬂ
I » 51 3] 1]

1724611 1721631
24 124

172.16.5.1
24

Sterling{config)#ip route 0.0.0.0 0.0.0.0 20
This command points to all non-directly-connected networks

Hinh 3.2.3b

Trong vi du cua hinh 3.2.2 router Hoboken da duogc cu hinh dé dinh tuyén dir
li¢u té1 mang 172.16.1.0 trén router Sterling va to1 mang 172.16.5.0 trén router
Waycross. 4 hung ca router Sterling va Waycross déu chua biét duong di téi cac
mang ma khong két ndi truc tiép v6i nd. Ta cd thé cau hinh duong cd dinh cho
sterling va Waycross dé chi duong t6i tirng mang mot. 4 hung cach nay khong
phai 12 mot giai phap hay cho nhiing hé théng mang 16n. Trong hinh 3.2.3a va

3.2.3b 1a nhiing vi du vé& cdu hinh cac dudng mic dinh cho router sterling va
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Waycross. Sterling két ndi dén tit ca cac mang khac thong qua mot cong Serial 0.
Tuong tu Waycross ciing vdy, Waycross chi c6 mot két nbi dén tat ca cac mang
khac thong qua cong Serial 1 ma thoi. Do d6 ching ta cdu hinh duong mic dinh
cho Sterling va Waycross thi hai router nay sé& str dung duong mic dinh dé dinh
tuyén cho géi dir lidu dén tat ca cac mang nao khong két ndi truc tiép vai né.
3.2.4.Cac quy tic vé dinh tuyén tinh

+ Dinh tuyén tinh qua lién két diém-diém.
Tét nhat 13 ta nén st dung dinh tuyén tinh bang cong ra.
Véi cac cong serial két ndi kiéu diém-diém, router khong bao gio sir dung dija chi
trung gian dé chuyén tiép goi dit liéu.

+ Dinh tuyén tinh qua mang kiéu quding bd

Tt nhat 13 cdu hinh duong dinh tuyén tinh véi ca dia chi trung gian va cong ra

+ Chi s dung dia chi trung gian

Khi cau hinh duong dinh tuyén tinh tranh viéc cac duong dinh jtuyén tinh chi
tham chiéu dén cac dia chi trung gian vi cac duong dinh tuyén tinh khong duoc
gan v4i mot cong ndo ca ma phu thude vao viée tim duong qua céac dia chi trung
gian lam cho tbc d6 hoi tu cham lai. Piéu nay cling co thé gay ra van dé dinh

tuyén lap.

3.2.5.Kiém tra cau hinh dwong c6 dinh

Sau khi c4u hinh duong cb dinh, dé kiém tra xem bang dinh tuyén da c6 duong
¢d dinh ma ta da cAu hinh hay chua, hoat dong dinh tuyén c6 dang hay khong. Ta
dung 1énh show running-config dé kiém tra ndi dung tap tin cau hinh dang chay
trén RAM xem cau 1énh cdu hinh duong ¢6 dinh di duoc nhap vao dang chua. Sau
d6 ta dung 1énh show ip route dé xem c6 duong cb dinh nao trong bang dinh
tuyén chura.
Céc budc kiém tra cAu hinh dudng cb dinh:

+ O ché d6 dic quyén, ta nhap 1énh show running-config dé xem tap tin ciu

hinh dang hoat dong.
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+ Kiém tra xem cdu lénh cdu hinh dudng cb dinh c6 dung khong. 4 éu khong
ding thi ta phai vao lai ché do cau hinh toan cuc,xoa cau 1énh sai va nhép cau 1énh
moi.

+4 hap Iénh show ip route.

+ Kiém tra xem dudng cd dinh ma ta cdu hinh c6 trong bang dinh tuyén hay
khong.
3.2.6.Xir Iy sw ¢

Dung lénh ping dé kiém tra xem cic mang ndi v6i nhau c6 théng hay khong. néu
c6 su ¢b xay ra ta dung tiép 1énh tracerouter dé kiém tra xem mang bi rét & dau.
Sau khi di x4c dinh duoc sy ¢d x4y ra ¢ router nao thi ta vao cac router do sua
chita hodc céu hinh lai cho router do.

3.3. Pinh tuyén dong
3.3.1.Gidi thigu vé dinh tuyén dong
Giao thirc dinh tuyén dong duogc sir dung dé giao tiép gitta cac router véi nhau.
Giao thtrc dinh tuyén dong cho phép router ndy chia sé cac thong tin dinh tuyén
ma n6 biét cho cac router khac. Tir d6, cac router c6 thé xdy dung va bao tri bang
dinh tuyén ciia no.
Mot sd giao thirc dinh tuyén dong:

+ RIP ( Routing Information Protocol)

+ IPGP (Interior Gateway Routing Protocol)

+ EIGRP (Enhanced Interior Gateway Routing Protocol)

+ OSPF (Open Shortest Path First)
3.3.2.H¢ théng tw qudn (Autonomous System) (AS)

Hé tu quan AS 13 mot tip hop cac mang hoat dong dudi cing mdt co ché quan tri
vé dinh tuyén. Tt bén ngoai nhin vao, mot AS dugc xem nhu mét don vi.
Tb chirc dang ky s6 Internet ciia My 1 noi quan 1y viée cdp sé cho mdi AS. Chi sd

nay dai 16 bit.
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Hinh 3.3.2: Mot AS 1a bao gém cac router hoat dong dudi cung mot co
ché quan tri
3.3.3.Muc dich ciia giao thirc dinh tuyén dong va hé thong tw quin
Muc dich cua giao thirc dinh tuyén dong 1a xdy dung va bao tri bang dinh tuyén.
Bang dinh tuyén nay mang thong tin vé cac mang khac va cac cong giao tiép trén
router dén cac mang nay. Router sir dung cac giao thic dinh tuyén dong dé quan 1y
thong tin nhan duoc tir cac router khac, thong tin tir cdu hinh cta cac cong giao
tiép va thong tin cau hinh cac duong cb dinh. Giao thirc dinh tuyén cip nhat vé tat
ca cac duong, chon duong t6t nhat dit vao bang dinh tuyén va xoé4 di khi duong
d6 khong duogc sir dung nita. Con router thi sir dung thong tin trén bang dinh tuyén
dé chuyén géi dir liéu cua cac giao thirc dudng dinh tuyén.
Dinh tuyén dong hoat dong trén co s& cac thuit toan dinh tuyén. Khi céu tric
mang co bét ky thay ddi nao nhu mé rong thém, c4u hinh lai, hay bi truc trac thi
kién thirc vé mang cua cac router phai thay ddi theo. Céac router phai c6 kién thirc
chinh x4c vé cu truc hé thong mang.
Véi hé ty quan AS, toan b hé théng mang toan ciu duoc chia ra thanh nhiéu
mang nho, dé quan 1y hon. Mdi AS ¢6 mot s6 AS riéng, khong tring 13p véi bat ky
AS khac, mbi AS c6 co ché quan tri riéng ctia minh.
3.3.4.Phan logi cdc giao thivc dinh tuyén dong
Pa sb céac thuét toan dinh tuyén dong duogc xép vao 2 loai sau:
+ Vecto khoang cach
+ Trang thai dudng lién két
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Dinh tuyén theo vecto khoang cach 1a chon duong theo hudng va khoang cach t6i
dich. Con dinh tuyén theo trang thai duong lién két thi chon duong ngan nhat dya
trén cau trac cia toan bo hé thong mang.

3.3.5. Pic diém cia giao thirc dinh tuyén theo vecto khodng cdach

o

L= =- -6

Routing = | Routing <€— Routing [ | Routing
Table -« Table |—= Table - Table —=

Hinh 3.3.5

Dinh tuyén theo vecto khoang cach thuc hién truyén ban sao cua bang dinh
tuyén tlr router ndy sang router khac theo dinh ky. Viéc cap nhat dinh ky giira cac
router giup trao doi thong tin khi cdu tric mang thay doi. Thuat toan dinh tuyén
theo véc to khoang cach con goi 1a thuat todn Bellman-Ford.

MJi router nhan duoc bang dinh tuyén ctia nhitng router lang giéng két ndi truc
tiép voi né.
Vi du ¢ hinh 3.3.5 router B nhan dugc thong tin tir router A. sau do6 router B s€
cong thém khoang cach tir router B tdi router A (vi du nhu ting s6 hop 1én) vao
cac thong tin dinh tuyén nhan dugc tir A. khi d6 router B s€ c6 bang dinh tuyén
moi va truyén bang dinh tuyén ndy cho router lang giéng 1a router C. Qua trinh
ndy xay ra tuong tu cho cac router lang giéng khac.
Router thu thap thong tin vé khoang cach dén cac mang khac, tir 46 n6 xdy dung
va bao tri mdt co s¢ dir liéu vé thong tin dinh tuyén trong mang, tuy nhién khi cac
router hoat dong theo thuat toan vecto khoang cach n6 c6 nhugce diém d6 1a router
s€ khong biét duoc chinh xac cu tric cia toan bd hé théng mang ma chi biét duoc
céc router lang giéng hoat dong canh né ma thoi.
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Khi st dung dinh tuyén theo vecto khoang cach, budc dau tién 1a router phai xac
dinh céc router lang giéng v&i nd. Cac mang két ndi truc tiép vao cong giao tiép
ctia router s& ¢ khoang cach 1a 0. con dudng di t6i cac mang khong két ndi truc
tiép vao router thi router s& chon duong tot nhat dya trén cac thong tin ma né nhan

duogc tur céc router lang giéng.

Vi du:

Routing Table ] RoutingTable w4l  Routing Table

W| -——> |0 K| -—— |0 Y| --—— [0

K| —» |0 Y| — (0 Z| —» (0

¥ | —— |1 Z| — |1]| |x| -—— |1

£| —» |2 W — |1 W --e—— | 2

Ta c6 thé xét qua trinh cap nhat bang dinh tuyén cua céc router A,B,C
Dau tién trong bang dinh tuyén cta cac router nd s& hién thi duong di toi cac

mang keét ndi tryc ti€p voi no.

RTA RTE RTC

Metwark W ﬁi Network X Ei MNetwork %i Metworlk 2
Routing Table Routing Table Routing Table
[Di=tance] [Wactozx) (Disgance]) (Wector) (Diszance] (Veewor)
Met . Hops P it- ind . Hat:. Hops Exit-int. Wat. Hop= Exit—int.
m a - X | <= # o =
X a - ¥ | - £ o =
RTA RTE RTLC
T i —— 1 ——
REouting TUpdate Fouting Update REouting Tpdate
Het. Hops Hext—hop—add e Het. Hops FNext-hop-add Hie Wet:. Hops Wewt—hop-add
W 1 ET2 e P 1 ETE e 1 ETC
X 1 RT& k4 1 RTE 2 1 ETC
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Dbi voi router A c6 hai mang két ndi truc tiép 13 W,X do vay tir router A dén
cac mang nay c6 khoang cach bang 0.

Sau d6 router A va B trao doi thong tin voi nhau

RTA
MNabwork W ﬁi Network X ﬁRTB I MNetwork Y ﬁRTE i Matwork 2
Routing Update Routing Update Routing Update
Wat: . Hop= Next-hop-add e Wat:. Hop= Wext-hop-add e H'ei Hoj Hext-hop-add
W 1 RTA -~ 1 RTE - 1 RTC
X 1 ETA kS 1 RTE 2 1 RTC
Routing Table Routing Table Bouting Table
[Di=tance] [Weckor] [Distance] [Veckor) (Distance] (ector)
Het. Hops Extit-int . Hat E Exit-int. Wet:. Hop= Exit—int.
w0 e X 0 == T o -
x 0 - k o T E v T
- 1 ETE il 1 BT 2 X 1 ETE
2 1 RTC

Ta thay router A s& hoc dugc tir router B mang Y va dudng di tir router A toi
mang Y phai di qua router B do vay khoang céach tang 1én 1.

Mat khac router B lai hoc dugc tur router A mang W voi khoang cach 1a 1 qua
router A, va mang Z véi khoang cach la 1 qua router C.

Sau d6 router A va B lai trao d6i thong tin bang dinh tuyén voi nhau

Bouting Table Routing Table Bouting Table
[Distance] [Wector] [(Di=tance] [Wector) [Distance] [Vecteor)
Het. EE Exit-int . et Hoi Exit-int . Hat: _ EE Exit-int_
o — X 0 - ¥ 0 <=
x 0 - ¥ o e v T
- 1 ETE 1] 1 BT & X 1 RTE
o > ETE ] 1 BT w z RTE

Ta thay router A lai hoc dugc tir router B mang Z véi khoang cach tang 1én mot
bang 2 qua router B.

Tuong tu ta ciing xet voi cac router B va C ta duoc két qua cua bang dinh
tuyén cua cac router nay nhu hinh 3.3.5b.

Bang dinh tuyén s& duoc cap nhat khi ciu tric mang cé su thay do6i. qué trinh

cap nhat nay ciing dién ra timg budc mot tir router ndy dén router khac. Khi
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cap nhat router giri di toan bd bang dinh tuyén cua nd cho cac router lang

giéng. Trong bang dinh tuyén co thong tin vé duong di ti ting mang dich.

Qua trinh
cap nhat
Qua trinh cap bang (Pnh
nhat bang tuyén
dinh tuyén

Router A guri di
bang dinh tuyén da
cap nhat

c4u triic mang thay
d6i 1am cho bang
dinh tuyén phai cap
nhat lai

Hinh 3.3.5¢

3.3.6. Pic diém cia giao thirc dinh tuyén theo trang thdi dwong lién két

Thuat toan dinh tuyén theo trang thai duong lién két 13 thuat toan Dijkstrashay
con goi 13 thuat toan SPF (Shortest Path First — tim dudng ngin nhat). Thuit toan
dinh tuyén theo trang thai duong lién két thuc hién viéc xay dung va bdo tri mot
co so dir liéu dﬁy du vé céu tric cia toan bo hé théng mang.

Dinh tuyén theo trang thai duong lién két sir dung cic cong cu sau:

+ Théng diép thong bao trang thai duong lién két (LSA — link-state
Advertisement) LSA 1a mot goi dir liéu nho mang thong tin dinh tuyén duoc
truyén di gitta cac router.

+ Co s6 dit liéu vé ciu tric mang: Puoc xay dung tur thong tin thu thap duoc tu
cac LSA.

+ Thuét toan SPF: Duya trén co so dit liéu vé cdu trac mang, thuat toan SPF s&
tinh toan dé tim dudng di ngan nhat.
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+ Bang dinh tuyén: chtra danh sach cac duong di da duoc chon lya.

Qua trinh thu thap thong tin mang dé thyuc hién dinh tuyén theo trang thai duong
lién ket:

MGdi router bat dau trao doi LSA véi tat ca cac router khéc, trong 6 LSA mang
thong tin vé cac mang két ni truc tiép cia timg router. Sau d6 cac router tién hanh
xay dung co s¢ dir liéu dua trén thong tin ctia cac LSA.

MB&i router tién hanh x4y dung lai cdu trac mang theo dang hinh cy véi ban than
1a gbc, tir 46 router vé& ra tat ca cac duong di t6i tat ca cdc mang trong hé thng.
sau d6 thuat toan SPF chon duong ngin nhat dé dua vao bang dinh tuyén.

Trén bang dinh tuyén sé& chira thong tin vé cac dudng di da dugc chon véi cong ra
tuong Ung.

Router nao phat hién ciu trac mang thay d6i dau tién s& phat thong tin cip nhat
cho tit ca cac router khac. Router phat goi LSA, trong d6 c6 cac thong tin vé cac
router méi, cac thay doi vé trang thai duong lién két. goi LSA nay s& dugc phat
cho tat ca cac router khac. Khi router nhan duoc g61 LSA nay nd s€ cap nhat lai co
su dir li¢u cua nd voi thong tin méi vira nhan dugce. Sau d6 SPF s¢€ tinh lai dé chon

duong lai va cap nhat lai cho bang dinh tuyén.

/A

Jevot

Router giri LSAs cho céc router khac. Thong tin ciia LSA duoc st dung dé xay dung co s¢ d& lidu day
du ve cau trac h¢ thong mang.thuat toan SPF tinh toan tir 6 xay dung ra bang dinh tuyén

Hinh 3.3.6a
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- r

L
Y
A
L

o

x| -—— |0

K| — |0 Y| — |0 Z| — |0
Topotogical Topological Topological
Dratabsise Dratatnise Dratabase
SPF|Tree SPF|Tree SPF] Trese
A B =
Raouting Raling Routing
Tabde Tabia Talie

Moi router c6 co s& dir li¢u riéng vé cau truc mang va thuat toan

SPF thyc hién tinh todn dya trén co s¢ dir 1iu nay.

Hinh 3.3.6b

Dinh tuyén theo trang thai duong lién két c6 cac nhugc diém sau:

+ B0 xur ly trung tAm cuia router phai tinh toan nhiéu

+ Doi hoi dung lugng b nhé 16n

+ Chiém dung lugng bang thong duong truyén

Router sir dung dinh tuyén theo trang thai duong kién két s& can nhiéu b nhé

hon va hoat ddng xtr Iy nhiéu hon 14 str dung dinh tuyén theo vecto khoang cach.

Khi khéi dong viée dinh tuyén, tit ca cac router phai gui cac goi LSA cho tit ca
cac router khac khi d6 bang théng dudng truyén s& bi chiém dung 1am cho bing
thong danh cho truyén dir liéu ciia ngudi dung giam xudng. 4 hung sau khi cac
router di thu thap du thong tin dé xay dung co s¢ dit liéu vé ciu trac mang thi

bang thong duong truyén khong bi chiém dung nita. chi khi nao cau triic mang co

su thay d6i thi router méi phat goi LSA dé cap nhat.

3.4.Téng qudt vé giao thirc dinh tuyén

3.4.1 Quyét dinh chon dwong di
Router c6 hai chirc nang chinh la:
+ Quyét dinh chon duong di

+ Chuyén mach
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Qua trinh chon duong di dugc thyc hién ¢ 16p mang. Router dua vao bang dinh
tuyén dé chon duong cho géi dir lidu, sau khi da quyét dinh duong ra thi router
thuc hién viéc chuyén mach dé phat goi dir liéu.
Chuyén mach 1a qua trinh router thuc hién dé chuyén goéi tir cong nhan vao ra
cong phat di. Piém quan trong clia qua trinh nay 14 router phai dong géi dir liéu
cho phu hop véi dudng truyén ma géi chuyén bi di ra.
3.4.2 Céu hinh dinh tuyén
Pé cau hinh giao thirc dinh tuyén, ta can cau hinh trong ché d cau hinh toan cuc
va cai dat cac dic diém dinh tuyén. Budc dau tién ¢ ché do cdu hinh toan cuc, ta
can khai dong giao thuic dinh tuyén ma ta mudn, vi du nhu RIP, IGRP, EIGRP,
OSPF. Sau d6, trong ché d cdu hinh dinh tuyén ta phai khai bao dia chi IP.
Lénh router dung dé khai dong giao thirc dinh tuyén
Lénh network dung dé khai bao cac cong giao tiép trén router ma ta mudn. Giao
thirc dinh tuyén giri va nhan cac thong tin cap nhat vé dinh tuyén.
Dia chi mang ma 1énh khai bao trong cau 1€nh network 1a dia chi mang theo 16p
A, B, C chir khong phai dia chi mang con, hay dia chi host riéng I¢é.
3.4.3. Cdc giao thirc dinh tuyén
O 16p internet ctia bo giao thiec TCP/IP, router str dung mét giao thic dinh tuyén
[P dé thuc hién viée dinh tuyén. Sau day 1a mdt ) giao thurc dinh tuyén IP:

+ RIP — giao thirc dinh tuyén ndi theo vecto khoang cach.

+ IGRP — giao thirc dinh tuyén noi vecto khoang cach cua Cisco.

+ OSPF — giao thirc dinh tuyén noi theo trang thai duong lién két.

+ EIGRP — giao thirc mé rong cua IGRP.

+ BGP — giao thire dinh tuyén ngoai theo vecto khoang céch.
* Mot sb dic diém co ban cua RIP

+ La giao thirc dinh tuyén theo vecto khoang céach.

+ Sir dung s6 lugng hop dé 1am thong sb chon dudng di.

+ 4 éu sb lugng hop dé di toi dich 16n hon 15 thi goi dit liéu s& bi huy bo.

+ Cap nhat theo dinh ky méac dinh 1a 30 giay.
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IGRP (Interior Gateway Routing Protocol) 13 giao thirc duoc phat trién doc quyén
cua Cisco.
* Mot sb dic diém cua IGRP :

+ La giao thuc dinh tuyén theo vecto khoang cach.

+ Sir dung bing thong, tai, do tré va do tin cdy cua duong truyén lam thong sb
lya chon duong di.

+ Cap nhat theo dinh ky méc dinh 1a 90 giay.
OSPF (Open Shortest Path First) 1a giao thirc dinh tuyén theo trang thai duong lién
két.
* MOt vai dic diém chinh cia OSPF

+ La giao thuc dinh tuyén theo trang thai dudng lién két..

+ Puoc dinh nghia trong RFC 2328.

+ Str dung thuat toan SPF dé tinh toan chon duong di tdt nhat.

+ Chi cap nhat khi ciu tric mang c6 su thay doi.
EIRGP 1a giao thic dinh tuyén ning cao theo vecto khoang cach va 1a giao thirc
ddc quyén cua Cisco.
* Mot s6 ddc diém cia EIRGP

+ La giao thirc nang cao vecto khoang cach.

+ C6 chia tai.

+ C6 cac wu diém cua dinh tuyén theo vecto khoang cach va dinh tuyén trang
thai dudng lién két.

+ St dung thuat toan DUAL (Difused Update Algorithm) dé tinh toan chon
duong di tot nhat.

+ Cap nhat theo dinh ky mic dinh 1a 90 gidy hoic cap nhat khi c6 su thay doi
vé ciu triic mang.
BGP (Border Gateway Protocol) 1a giao thirc dinh tuyén ngoai.
* Vai dic diém co ban ciia BGP

+ La giao thuc dinh tuyén ngoai theo vecto khoang cach.

+ Puge sir dung dé dinh tuyén giita cac ISP hodc ISP va khach hang.
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+ Puge sir dung dé dinh tuyén luu luong Internet gitta cac hé tu quan (AS)
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Chuong 4 GIAO THU'C PINH TUYEN THEO VEC KHOANG CACH

4.1.Tong quan vé dinh tuyén theo vecto khoang cach

Giao thuc dinh tuyén dong gitip cho cong viéc cta ngudi quan tri mang tré 1én
don gian hon nhiéu. Véi dinh tuyén dong router co thé tu dong cap nhat va thay
d6i viéc dinh tuyén theo sy thay d6i cia hé théng mang. tuy nhién dinh tuyén
dong ciing c6 nhimg van dé cua né dé hiéu rd hon, trong chuong nay ta s& dé cap
t6i cac van dé cua giao thire dinh tuyén theo vecto khoang cach cuy thé 1a IGRP.
4.2. Pinh tuyén theo vecto khoang cach
4.2.1.Cdp nhdt théng tin dinh tuyén

Béang dinh tuyén dugc cdp nhat theo chu ky hoac khi cAu trac mang c6 sy thay
d6i. Piém quan trong voi mot giao thire dinh tuyén 13 lam sao cap nhat bang dinh
tuyén mot cach hi¢u qua. Khi cAu tric mang cé bat ky mdt su thay ddi nao thong
tin cap nhat phai duoc xir 1y trong toan bo hé thong. DPbi vai dinh tuyén theo vecto
khoang cach thi mdi router giri toan bd bang dinh tuyén cta minh cho cac router
khac két ndi truc tiép v6i né. Bang dinh tuyén bao gém céc thong tin vé duong di
t6i mang dich nhu tong chi phi (khoang cach chang han) tinh tir ban than router t6i
mang dich, dia chi cua tram ké tiép trén duong di.
4.2.2.Léi dinh tuyén lap

Mot van dé c6 thé xay ra trong qua trinh cac router cap nhat bang dinh tuyén, d6
1a khi bang dinh tuyén trén céc router chua dugc cap nhat hdi tu do qua trinh hoi
tu cham.

Ta c6 thé xét vi du cu thé sau:
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Metwork 1, Unreachable

Alternate Route: A\ Alternate Route: Use A
Network 1, Distance 3 ‘. Network 1, Distance 4

Hinh 4.2.2

Ta théy trudc khi mang mdt bi 131, tAt ca céac router trong hé théng mang déu co
thong tin dung vé ciu tric mang va bang dinh tuyén 1a chinh x4c. Ta gia sir rang
router C chon duong dén mang 1 bang con duong qua router B. Ta thiy khoang
cach cua con dudng nay tir router C dén mang 1 1 3 hops.

a gay khi mang 1 bi 15i, router E lién giri thong tin cap nhat cho router A. router
A lap tlrc ngung ngay viéc dinh tuyén vé mang 1. 4 hung router B, C ,D van tiép
tuc viéc nay vi ching van chua biét mang 1 bi 16i. Sau d6 router A cap nhat thong
tin vé viéc mang 1 bi 16i cho router B, D router B, D 1ap tlrc ngung ngay viéc dinh
tuyén vé mang 1. nhung lic ndy router C van chua dugc cdp nhat thong tin vé
mang 1 nén no6 van tiép tuc dinh tuyén cac goi dit liéu dén mang 1 qua router B.

Pén thoi diém cap nhat dinh ky ciia router C.Trong thong tin cap nhat ciia router
C cho router D van c6 thong tin vé duong dén mang 1 qua router B. Lic nay
router D thiy rang thong tin nay tot hon thong tin bao mang 1 bj 18i do nd nhan
duogc tur router A ltc ndy. Do do router D c@p nhat lai thong tin nay vao bang dinh
tuyén ma nd khong biét rang nhu vay 1a sai. Lac ndy trén bang dinh tuyén cta
router D ¢6 dudng t6i mang 1 1a di qua router C. Sau d6 router D 14y bang dinh
tuyén vira cap nhat gui cho router A. tuong ty router A ciing cap nhat lai duong
dén mang 1 qua router D. Rdi giri cho router B va E. qua trinh tuwong tu tiép tuc
xay ra & router B va E. khi d6 bat ky mot goi dit liéu nao gui t6i mang 1 déu bi giri
lap vong tir router C dén B tdi router A t6i router D rdi lai t6i C.
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4.2.3. Gid tri toi da

O vi du trong muc 4.2.2 viéc cap nhéit sai vé mang 1 nhu trén s€ bi 1dp vong nhu
vy cho t6i khi nao c6 mot tién trinh khac cat dit duoc tién trinh nay. Tinh trang
nhu vay goi la dém vo han, g61 dir 1iéu s€ bi 1dp vong trén mang trong khi mang 1
da bi cat.

Vi vecto st dung thong s6 1a s lwong hop thi mdi khi router chuyén théng tin
cap nhat cho router khac, chi s6 hop sé& ting 1én 1. 4 éu ta khong co6 bién phap khic
phuc tinh trang dém vo han, thi ¢t nhu vay chi s6 hop s€ tang 1én vo han.

Ban than thuét toan dinh tuyén theo vecto khoang cach c6 thé tu stra 16i duoc
nhung qua trinh 13p vong nay c6 thé kéo dai dén khi nao dém dén vo han. Do d6
dé tranh tinh trang nay kéo dai, giao thirc dinh tuyén theo vecto khoang cach da
duoc dinh nghia gia tri toi da. Bang cach nay giao thirc dinh tuyén cho phép vong
1ap kéo dai dén khi thong sb dinh tuyén vuot qua gia trj toi da.

Vidu

| Network 1, Distance 13| [ = | Network 1, Distance 14|

Network 1, Distance 12| [Network 1, Distance 15|

| Network 1 Down |

Routing Table
Maximum metric is 16
Metwork 1 is unreachable

KHi thong sé dinh tuyén 1a 16 hop 16n hon gia tri toi da 1a 15 thi thong tin cap
nhat do s€ bi huy bo.
4.2.4.Trdanh dinh tuyén lidp vong bang phwong phdp slip horizone

Mot nguyén nhan khac cling gay ra 1ap vong la router gui lai nhiing thong tin
dinh tuyén ma né vira nhan duoc cho chinh router da gui nhimg thong tin d6. dé

hiéu r6 hon ta xét co ché sau:
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Router A gtri mét thong tin ¢dp nhat cho router B va D thong bado 1a mang 1 da bi
ngat. tuy nhién router C van guri cap nhat cho router B 1a router C c6 duong di t6i
mang 1 thong qua router D, khoang cach duong nay la 4.

Khi d6 router B tudng 1am 1a router C van c¢6 duong dén mang 1 mic du con
duong ndy c6 thong sd khong t6t bang con dudng cii cua router B luc trude. sau
d6 router B ciing cap nhat lai cho router A vé duong méi dén mang 1. Ma router B
vira m&i nhan dugc. Khi do router A s€ cdp nhat lai 1a n6 co thé gui dir liéu dén
mang 1 théng qua router B. Router B thi dinh tuyén mang 1 qua router C. router C
lai dinh tuyén qua router D két qua 1a bat ky goi dir liéu nao dén mang 1 ciing roi
vao vong lap nay.

Co ché slip-horizon s& tranh dugc tinh hudng nay bang cach: a éu router B hoic
D nhan dugc thong tin cdp nhat vé mang 1 tir router A thi chiing s& khong gui lai
thong tin cdp nhat vé mang 1 cho router A nita. nhd d6 slip-horizonlamf giam

duoc viéc cip nhat thong tin sai va giam bat viée xtr 1y thong tin cip nhat.

] [ B: Do not updase
Rensar & st

4.2.5 Router poisoning

Router poisoning duoc st dung dé thanh xdy ra cac vong lip 1én va gitp cho
router thong bao 1a mang da khong truy cap duoc nita bang cach dat gia tri cho
thong sb dinh tuyén ( vi du 1a sé lwong hop) 16n hon gia trj t6i da.

Vi du:
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Router A Router B Router C Router E

6 6 <

MNetwork 3 MNetwork 4 MNetwork 5

Router D

Khi mang 5 bi ngit thi trén bang dinh tuyén cta router E gid tri hop cho duong
dén mang 5 1a 16, gia tri ndy c6 nghia 1a mang 5 khong duoc truy cap nira. Sau d6
router E cap nhat cho router C bang dinh tuyén nay, trong d6 duong dén mang 5
c6 thong ) hop 14 16 dugc goi 1a route poisoning. Sau khi router C nhan duoc cap
nhat vé route poisoning tir router E, Router C s& giri nguoc lai thong tin nay cho
router E. Luc nay ta goi thong tin cap nhat vé mang 5 tir router C giri nguoc lai
cho router E 1a poison reverse. Router C 1am nhu viy dé dam bao 1a né da giri
thong tin route poisoning ra tat ca cac duong ma no co.

Tém lai: Route poisoning c6 nghia 1a khi c6 mot con duong nao dé bi ngat thi
router s& thong bao vé con dudng d6 v6i thong sd dinh tuyén 16n hon gia tri t6i da.
Co ché route poisoning khong hé gay mau thuan voi co ché slip-horizon. Slip-
horizon c¢6 nghia 1a khi router giri thong tin cap nhat ra mot duong lién két thi
router s€ khong dugc guri lai nhitng thong tin nao ma nd vira nhan vao tir dudong
lién két d6. Bay gio router van gui lai nhimng thong tin d6 voi thong sé dinh tuyén
16n hon gia tri toi da thi két qua van nhu vay. Co ché nay goi 1a co ché slip-
horizon két hop véi poison reverse.

4.2.6 Tranh dinh tuyén lip vong bing co ché cdp nhdt tic thoi

Khi router phat hién ra c6 mot thay doi ndo dé trong cau triic mang thi no lap tirc
gui thong diép cap nhat cho cac router lang giéng dé thong bao vé su thay doi do.
a hat 1a khi c6 mot duong nao dé bi 16i hodc khong truy nhap dugc nita thi router
phai cap nhat tic thoi thay vi doi dén hét chu ky. Co ché cap nhat tirc thoi két hop
voi route poisoning s€ dam bao cho tat ca cac router nhan dugc thong tin khi co
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mot duong nao d6 bi ngét trudce khi thoi gian holddown két thuc. Co ché cap nhat
tie thoi cho toan bo mang khi ¢ thay doi trong cu tric mang giup cho céac router

cap nhat kip thoi va khoi dong thoi gian holddown nhanh hon.

Vi du:
Network 10.4.0.0 is unreachable
f— f— i f—

10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0

Falid s0/0 30N S0/0 50M1 Fali0

Hinh 4.2.6
Trong vi du trén hinh 4.2.6 router C cdp nhat tic thoi ngay khi mang 10.4.0.0
khong truy cap dugc nita. Khi nhian dugc thong tin nay, router B cling phat thong
bao vé mang 10.4.0.0 ra cong SO/1. Pén luot router A ciing phat thong bao ra cong
Fa0/0.
4.3.7.Tranh lap vong voi thoi gian holddown
Tinh trang lip vong dén v6 han c6 thé tranh dugc bang cach st dung thoi gian
holddown nhu sau. Khi router nhin duoc tir router lang giéng mot thong tin cho
biét 1a mot mang X ndo do6 bay gid khong truy cip duogc nita thi router s& danh dau
vao con duong téi mang X do 1a khong truy cdp dugc nira va khéi dong thoi gian
holddown. Trong khoang thoi gian holddown nay, néu router nhan duoc thong tin
cap nhat tir chinh router lang giéng lic ndy thong bao 1a mang X da truy cap lai
duoc thi router méi cip nhat thong tin 6 va két thic thoi gian holddown. Trong
subt thoi gian holddown, néu router nhan duoc thong tin cdp nhat tr mdt router
lang giéng khac (khong phai 1a router lang giéng da phat thong cap nhat vé mang
X lac ndy) nhung thong tin nay cho biét c6 dudng dén mang X véi thong sé dinh
tuyén t6t hon con duong ma router ¢ trude d6 thi né s& cap nhat lai thong tin nay
va két thuc thoi gian holddown
Trong sudt thoi gian holddown, néu router nhan dugc thong tin cap nhat tir router
lang giéng khac (khong phai 1a router lang giéng da phat thong tin cap nhat vé
mang X luc ndy) nhung thong tin ndy cho biét c6 duong téi mang X véi thong sd
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dinh tuyén khong tot bang con dudng ma router c¢é trude d6 thi nd s& bo qua,
khong cap nhat thong tin nay. Co ché nay gitp cho router tranh dugc viéc cap nhat
nham 14n nhimg thdng tin cii do cac router lang giéng chua hay biét gi vé mang X
d3 khong truy cap duoc nita. Khoang thdi gian holddown bao dam cho tit ca céc
router trong hé théng mang da dugc cip nhat xong vé thong tin méi. Sau khi thoi
gian holddown hét thoi han, tit ca cac router trong hé thong mang déu di duogc
cap nhat 1a mang X khong truy cdp dugc nira, khi do6 cac router déu c6 nhan biét
chinh xdc vé cau tric mang. Do d6 sau khi thoi gian holddown két thuc thi cac

router lai cap nhat thong tin nhu binh thuong.

L

Liptazn afer
Haokdaosn Tims

L,pd.u.ln_ll'lur
Halddown Time

4.4. Giao thirc dinh tuyén RIP

4.4.1. Tién trinh ctia RIP

IP RIP duge mé ta chi tiét trong 2 vin ban. Vin ban dau tién 1a RFC 1058 va vin
ban thir 2 1a Tiéu chuan Internet (STD) 56.

RIP duoc phat trién trong nhiéu nam, bit dau tir phién ban 1 (RIPv1) RIP chi la
giao thuc dinh tuyén theo 16p dia chi cho dén phién ban 2 (RIPv2) RIP trd thanh giao
thire dinh tuyén khong theo 16p dia chi. RIPv2 c¢6 nhitng wu diém hon nhu sau:

e Cung cap thém nhiéu thong tin dinh tuyén hon.

e (6 co ché xac minh giita cac router khi cap nhat dé dam bao cho bang dinh

tuyén.

e (6 hd trg VLSM (Variable Length Subnet Masking-Subnet Mask c6 chiéu dai

khéc nhau).
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RIP tranh dinh tuyén ldp vong dén v6 han bang cach gi6i han sé lugng hop tbi da
cho phép tir may gui dén may nhan. S6 lugng hop t6i da cho mdi con duong 1a 15. Di
v6i cac con dudng ma router nhan dugc tir thong tin cip nhat ciia router lang giéng,
router s& tang chi s hop 1én 1 vi router xem ban than n6 1a mot hop trén duong di. 4 éu
sau khi tang chi s6 hop 1én 1 ma chi sd nay 16n hon 15 thi router s& xem nhu mang dich
tuong tng voi con duong nay khong dén duogc. 4 goai ra, RIP ciing c6 nhiéu dic tinh
tuong ty nhu cac giao thirc dinh tuyén khac. Vi du nhu: RIP ciing c6 split horizon va thoi
gian holddown dé tranh cap nhat thong tin dinh tuyén khong chinh xéac

Cac dic diém chinh cia RIP

e La giao thuc dinh tuyén theo vecto khoang cach.

e Thong sb dinh tuyén 13 s6 luong hop.

o 4 éu goi dir liéu dén mang dich ¢ sé lwong hop 16n hon 15 thi goi dir lidu do

s€ bi huy bé.

e Chu ky cap nhat mac dinh 1a 30 giay.

4.4.2. CAu hinh RIP

Lénh router rip ding dé khoi dong RIP. Lénh Network dung dé khai bao nhiing
cong giao tiép nao cua router dugc phép chay RIP trén do. Tir d6 RIP s& bat dau gui va
nhan thong tin cip nhat trén cac cong tuong ung. RIP cip nhat thong tin dinh tuyén theo
chu ky. Khi router nhan dugc thong tin cép nhat co6 su thay ddi nao dé thi no s& cap nhat
thong tin méi vao bang dinh tuyén. Dbi v6i nhitng con duong dén mang dich ma router
hoc duoc tir router lang giéng thi né sé ting chi s6 hop 1én 1, dia chi ngudn ctia thong tin
cap nhat nay s& 1 dia chi cua tram ké tiép. co thé sir dung nhiéu con dudng c6 chi sb
bang nhau dén cung 1 dich. RIP chi chon mot con dudng tét nhat dén mang dich, tuy
nhién no cling

C6 thé cau hinh cho RIP thuc hién cap nhat tirc thoi khi cAu trac mang thay ddi
bang 1énh ip rip triggered. Lénh nay chi ap dung cho cong serial cta router. Khi cdu
tric mang thay ddi router nao nhan biét dugc su thay ddi nay dau tién s& cap nhat vao
bang dinh tuyén cua no trude, sau do lap tic gui thong tin cdp nhat cho cac router khéc
dé thong bao vé sy thay doi d6. Hoat dong nay goi 1a cip nhat tic thoi va né xay ra hoan

toan doc 1ap véi cap nhat dinh ky. Hinh 4.4.1 1a mot vi dy vé cdu hinh RIP:
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Ethernet

—
i
=
=
@@

=

3

[1T]

10.0.0.254 192.168.13.1 192.168.13.2 192.168.14.1 192.168.14.2 172.31.31.1

BHM {config) frouter rip
BHM (config-router) #fnetwork 10.0.0.0
BHM (config-—router) #network 192.168.13.0

GAD (config) #router rip
GAD (config-router) finetwork 192.168.14.0
GAD (config—router) #network 192.168.13.0

BOAZ (config) #router rip
BOAZ (config-router) fnetwork 192 .168_.14.0
BOAZ (config-—router) finetwork 172.31.0.0

Hinh 4.4.1

o BHM(config)#router rip - Chon RIP 1am giao thirc dinh tuyén cho router.

e BHM(config-router)#network 10.0.0.0 —Khai bao mang két ndi truc tiép vao

router.

e BHM(config-router)#network 192.168.13.0 — Khai bao mang truc tiép két n6i

vao router.

Céc cong trén router két ndi vao mang 10.0.0.0 va 192.168.13.0 sé& thuc hién giri
va nhan thong tin cap nhat vé dinh tuyén.

Sau khi da khoi dong RIP trén cac mang 10i ta c6 thé thuc hién thém mot sb ciu
hinh khac. 4 hitng cdu hinh nay khong bat budc phai lam, ta chi cu hinh thém néu thiy
can thiét:

e Diéu chinh cac thong sb can thiét.

e Diéu chinh cac thong s6 hoat dong vé thoi gian ctia RIP.

e Khai bdo phién ban cta RIP ma ta dang sir dung (RIPv1 hay RIPv2).

e Chu hinh cho RIP thuc hién khi trao doi thong tin cdp nhat.

e Cau hinh cho RIP chi gui théng tin dinh tuyén rit gon ra mot cong nao do.

e Kiém tra thong tin dinh tuyén IP rtt gon.

e Cau hinh IGRP va RIP chay dong thoi.

e Khodng cho phép RIP nhén thong tin cap nhat tir mét dia chi IP nao do.

e Mo hoic tit ché do split horizon.

e Két ndi RIP vao mang WAA4 .

Tém lai, dé cAu hinh cho RIP ta bt dau ché d6 cau hinh toan cuc nhu sau:

Router(config)#router rip - Khoi dong giao thie dinh tuyén RIP.
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Router(config-router)#network network-numbur — Khai bdo cac mang ma
RIP dugc phép chay trén do.

4.4.3. Swr dung ip classless

Khi router nhan dugc goi dit 1iéu c6 dia chi dich 1a mdt subnet khong co trén bang
dinh tuyén cua router. Trén bang dinh tuyén cta router khong co chinh xac subnet d6
nhung céc subnet két ndi tryc tiép vao router lai c6 cung supernet véi subnet dich ciia
goi dir liéu. Vi du: Mot t6 chirc st dung dia chi mang 10.10.0.0/16, khi d6 subnet
10.10.10.0/24 c6 supernet 1a 10.10.0.0/16. Trong truong hop nhu vay ta dung 1énh ip
classless dé router khong huy bo goi dir liéu ma s& truyén goi ra duong dén dia chi
supernet, néu co. Pdi véi phén mém Cisco 10S phién ban 11.3 tr& vé sau, mic dinh 1a
1énh ip classless da duoc chay trong c4u hinh cua router. 4 éu ban mudn tit 1énh nay di
thi dung 1énh no cua cau 1énh nay. Tuy nhién
néu khong cé chirc ning nay thi tit ca cac goi c6 dia chi dich 13 mot subnet co cing
supernet v6i cac dia chi mang khéac cia router nhung lai khong cé trong bang dinh tuyén
s€ b1 huy bo.

Ip classless chi c6 tac dong d6i v6i viée chuyén goi di chtr khong tac dong dén
cach ma router xdy dyung bang dinh tuyén. Pay chinh 1 dic diém quan trong cia giao
thire dinh tuyén theo 16p. 4 éu mot dia chi mang 16n duoc chia thanh cac subnet con va
trén bang dinh tuyén cua router chi c6 mot sb subnet con chir khong c6 toan bd céac
subnet khi d6 goi dit li€u nao co6 dia chi dich 1a mét subnet nam trong dia chi mang lon
nhung lai khong c6 trén bang dinh tuyén ciia router thi router s& huy bo

Co ché nay hay bi nham 13n nhét khi router c6 cau hinh duong mac dinh. tir mot
dia chi mang 16n chia thanh nhiéu nubnet con. Két ndi truc tiép vao router chi c6 mot
subnet. Khi router xay dung bang dinh tuyén, trén bang dinh tuyén dwong nhién c6 céac
subnet ctia mang két ndi truc tiép vao router. Con nhitng subnet nao khong c6 thi subnet
doé khong tdn tai. Do dé khi router nhan duoc g61 dir liéu c6 dia chi mang dich 1a mdt
subnet khong c6 trén bang dinh tuyén nhung lai c6 ciing supernet v4i cac mang két ndi
tryc tiép vao router thi router xem nhu mang dich d6 khong ton tai va huy bo géi dit liéu
cho dui trén bang dinh tuyén cua router c6 cau hinh duong mic dinh. Lénh ip classless s&

gidi quyét van dé nay bang cach cho phép router khong can quan tim dén dia chi dich
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nira. Khi d6 néu router khong tim thdy dugc cu thé mang dich trén bang dinh tuyén thi
né sir dung dudng mic dinh dé truyén goi di.

4.4.4. Nhirng van dé thwong gip khi cu hinh RIP

Router dinh tuyén theo RIP phai dua vao cac router lang giéng dé hoc thong tin
dén cac mang ma khong két ndi truc tiép vao router. RIP st dung thuit toan vecto
khoang cach. Tat ca cac giao thire dinh tuyén theo vecto khoang cach déu c6 nhugc diém
1a téc d6 hoi tu cham. Trang thai héi tu 1a khi tat ca cac router trong h¢ théng mang déu
c6 thong tin dinh tuyén vé mot mang gidng nhau va chinh xac.

Céc giao thirc dinh tuyén theo vecto khoang cach thuong gip van dé vé dinh
tuyén 1ap vong va dém dén vo han. Pay la hau qua khi cac router chua dugc hoi tu nén
truyén cho nhau nhiing thong tin cii chua duoc cap nhat dung.

Pé giai quyét nhitng van dé nay, RIP sir dung nhiing k¥ thuat sau:

e Dinh nghia gia tri ti da.

e Split horizon.

e Poison reverse.

e Thoi gian holddewn.

e (Cap nhat tirc thoi.

C6 mot s6 ki thuat doi hoi ban phai cdu hinh, con c¢6 mot sé khac thi khong can
cAu hinh gi ca hodc chi can cdu hinh mot chut thoi.

RIP gi6i han sb hop téi da 1a 15. Bat ky mang dich nao ma c¢6 sé hop 16n hon 15
thi xem nhu mang d6 khong dén dugc. Piéu nay 1am cho RIP bi han ché khong str dung
dugc cho nhimng hé thong mang 16n nhung né lai gitip RIP tranh dugc 16i dém dén vo
han.

Luat split horizon la: Khi gtri thong tin cap nhat ra mdt hudng nao do thi khong
gui lai nhitng thong tin ma router da nhan dugc tir hudng d6. Trong mot s6 céu hinh
mang thi ban can phai tit co ché split horizon.

Sau day 1a 1énh dé tat co ché split horizon:

GAD(config-if)#no ip split horizon
Thoi gian holddown 13 mét thong s6 ma ta c6 thé thay ddi néu can.
Khoang thoi gian holddown gitip cho router tranh bi lip vong dém dén v6 han

nhung dong thoi né ciing 1am ting thoi gian hoi tu gitta cac router. Trong khoang thoi
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gian nay, router khong cip nhat nhiing dudng nao c6 thong s dinh tuyén khong tot bang
con duong ma router ¢ trude do, nhu vy thi co khi c6 duong khac thay thé cho duong
cli that nhung router cling khong cap nhat. Thoi gian holddown mac dinh cia RIP 1a 180
gidy. Ta c6 thé diéu chinh cho thoi gian ngin lai dé ting toc d6 hoi tu nhung ta phai can
nhic k¥,thoi gian holddown 1y tudng 1a phai dai hon khoang thoi gian dai nhat c6 thé dé
cho toan bo hé théng mang c6 thé dé cho toan bd hé thdng cip nhat xong. Vi du nhu
hinh 4.4.4 ta ¢ 4 router. 4 éu mdi router c6 thoi gian cap nhat 1a 30 gidy thi thoi gian ti
da dé cho ca 4 router cip nhat xong 1a 120 gidy. 4 hu vy thi thoi gian holddown phai dai
hon 120 gidy.
Pé thay dbi thoi gian holddown ta ding 1énh sau:
Router(config-router)#times basic update invalid holddown flush

[sleeptime]

30&
3

O+ 30+ 30 + 30 =120 seconds

Set holddown timer > 120 seconds

Hinh 4.4.4

Mot 1y do khac Iam anh hudng téi tdc do hoi tu 1a chu ky cap nhat. Chu ky cap
nhat mic dinh cta RIP 1a 30 gidy. Ta co thé diéu chinh cho chu ky cép nhat dai hon dé
tiét kiém bang théng duong truyén hodc 1a giut ngan chu ky cap nhat dé ting toc do hoi
tu.

Pé thay dbi chu ky cap nhat ta dung 1énh sau:

GAD(config-router )# update-time seconds

Con mot van dé ta hay gip ddi v6i cac giao thuc dinh tuyén 1 ta khéng mudn cho
céc giao thirc ndy guri cac thong tin cap nhat vé dinh tuyén ra mot cong nao d6. Sau khi
nhdp 1énh network dé khai bao dia chi mang la 1ap tac RIP bat dau gui cac thong tin
dinh tuyén ra tat ca cac cong co dia chi mang nam trong mang ma ban vira khai bao. 4 ha
quan tri mang co6 thé khong cho phép giri thong tin cap nhat vé dinh tuyén ra mot cong
nao d6 bang lénh passive-interface.
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GAD(config-router)#neighbor ip address

Phan mém Cisco I0S mic nhién nhan géi thong tin cta ca RIP phién ban 1 va 2
nhung chi guri di goi thong tin bang RIP phién ban 1 nha quan tri mang c6 thé cau hinh
cho router chi giri va nhan goi phién ban 1 hodc chi giri gbi phién ban 2 ... bang cac 1énh
sau:

GAD(config-router)#version (1/2)

GAD(config-if)#ip rip send version 1

GAD(config-if)#ip rip send version 2

GAD(config-if)#ip rip send version 1 2

GAD(config-if)#ip rip receive version 1

GAD(config-if)#ip rip receive version 2

GAD(config-if)#ip rip receive version 1 2

4.5. Kiém tra ciu hinh RIP

C6 rat nhidu 1énh c6 thé kiém tra cdu hinh RIP c6 ding hay khong. Trong d6 2
1énh thuong duoc sir dung nhiéu nhat 13 show ip route va show ip protocols

Lénh show ip protocols s& hién thi cac giao thirc dinh tuyén ip dang duoc chay
trén router. Két qua hién thi cua Iénh nay gitp ta kiém tra dwoc phan 16n céu hinh cua
RIP nhung chua phai ddy du toan bd. Sau dy ta can chi ¥ mot sé diém khi kiém tra:

e (o ding la giao thirc dinh tuyén RIP da duoc cau hinh hay khong.

e RIP dugc ciu hinh dé gii va nhan thong tin cap nhat trén cac cong nao co

chinh xac hay khong.
e Cac dia chi mang duoc khai béo trén router dé chay RIP c6 ding hay khong.
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Lénh show ip route duoc sir dung dé kiém tra xem nhirng dudng di ma router hoc
dugc tir cac router rip lang giéng c¢6 duoc cai dit vao bang dinh tuyén khong. Trén két
qué hién thi bang dinh tuyén, ta kiém tra cac duong c6 danh dau bang chir R ¢ ddu dong
ma nhiitng dwong router hoc dugc tir cac router rip lang giéng. Ta nén nhd rang cac router

c6 mdt khoang thoi gian dé hoi tu voi nhau, do do céc thong tin moi co thé chua duoc

GAD#show ip protocols - Kiém tra cin hinh RIP
Routing Protocol is "rip"

Sending updates every 30 seconds, next due 1n 5
seconds

Invalid after 180 seconds, hold down 180, flushed
after 240

Outgoing update filter list for all interfaces is

Incoming update filter list for all interfaces is

Redistributing: Rip

Default wversion control: send version 1, receive any

version
Interface Send Recwv Triggered RIP Key-chain
FastEthernet0/0 1 12
Serialld/0 1 12
Routing for Networks: Kiémn tra cac mang ma \ )
R / RIP hoat dong trén 46 Kiém tra cau hinh RTP
192.168.2.0 ftren cac cong giao tiep

Hinh 4.5 a

hién thi ngay trén bang dinh tuyén duoc.

a goai ra con c6 mot s 1énh khac ma ta c6 thé sir dung dé kiém tra cau hinh RIP:

show interface interface
show ip interface interface

show running config

GAD#show ip route

Codes: C - connected, S - st%tic, I - IGRF, R - RIP,
Gateway of last resort is not set

C 192.168.1.0/24 is directly connected,
FastEthernet0/0

C 192.168.2.0/24 is directly connected,ySerall/0

R 192.168.3.0/24 {120/1} wvia 192.168.2.2, 00:00:07,
Serial0/0 )

Verify RIP routes received

Hinh 4.5b

4.6. Xir Iy sw ¢6 vé hoat dong cip nhit cia RIP
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Hau hét cac 16i vé& cdu hinh RIP déu do khai bao cau 1énh network sau, subnet
khong lién tuc hodc 1a do split horizon 1énh c6 tdc dung nhat trong viéc tim 16i cia RIP
trong hoat dong cap nhat 1a 1énh debug ip rip

Lénh debug ip rip sé hién thi tit ca cac thong tin dinh tuyén ma rip gtri va nhan.
Vi dy trong hinh 3.2.6 cho ta thay két qua hién thi ciia 1énh debug ip rip. Sauk hi nhan
duoc thong tin cap nhat, router s& xir 1y thong tin d6 roi sau d6 giri thong tin méi vira cap
nhit ra cac cong. Trong hinh cho ta thay router chay rip v1 va rip giri cap nhat theo kiéu
broadcast (dia chi broadcast 255.255.255.255) sb trong ngodc don 1a dia chi ngudn cua
g0i thong tin cap nhat RIP.

" FAO 50/0 S0/ S0/0 So0/0 FAD/0

Ethernet

10.0.0.254 192.168.13.1 192.168.13.2 192.168.14.1 192.168.14.2 172.31.311

BHM#debug ip rip

RIP event debugging is on

BHM#

00:45:33: RIP: received vl update from 192.168.13.2
on Serial0/0

00:45:33: 192.168.14.0 in 1 hop
00:45:33: 172.31.0.0 in 2 hop
00:45:33: 172.29.0.0 15 hops

00:45:36: RIP: sending vl update to 255.255.255.255
via Serial0/0 (192, 168.13.17)

Hinh 4.6

C6 rat nhiéu diém quan trong ma ta can chi y trong két qua hién thi cta lénh
debug ip rip. Mot sb van dé, vi du nhu subnet khong lién tuc hay tring subnet, c6 thé
phat hién nho 1énh nay. Trong nhimng truong hop nhu vy ta s& thiy 1a cing mot mang
dich nhung router giri thong tin di mang dich d6 lai c6 thong sb dinh tuyén thdp hon so
vo1 khi router nhan vao trude do.

a goai ra con mot s6 1énh c6 thé su dung dé sir ly su ¢ cta RIP:

e show ip rip database

e show ip protocols (summary)

e show ip route

e debug ip rip (events)

e show ip interface brief

4.7. Khong cho router giri thong tin dinh tuyén ra mét cong giao tiép
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Router ¢6 thé thuc hién chon loc thong tin dinh tuyén khi c@p nhat hodc khi gui
thong tin cap nhat. Di véi router str dung giao thirc dinh tuyén theo vecto khoang cach,
co ché nay c6 tac dung vi router dinh tuyén dua trén cac thong tin dinh tuyén nhan duoc
tir cac router lang giéng.

Tuy nhién d6i véi router st dung giao thirc dinh tuyén theo trang thai duong lién
két thi co ché trén khong hiéu qua vi cac giao thirc nay quyét dinh chon dudng di trén co
s& dir lidu vé trang thai cac dudng lién két chir khong dua vao thong tin dinh tuyén nhan
dugc. Chinh vi vy ma cach thyc hién dé ngan khong cho router giri thong tin dinh tuyén
ra mot cong giao tiép dugc dé cap sau chi s dung cho giao thirc dinh tuyén theo vecto
khoang cach nh RIP, IGRP thoi.

Ta c6 thé st dung 1énh passive interface dé ngin khong cho router giri thong tin
cap nhat vé dinh tuyén ra mot céng nao d6. Lam nhu vay thi ban s€ ngan dugc hé théng
mang khac hoc dugc cac thong tin dinh myén trong hé théng cua minh.

Dbi véi RIP va IGRP, 1énh passive interface s& 1am cho router ngimg giri thong
tin cap nhat vé dinh tuyén cho 1 router lang giéng nao d6, nhung router van tiép tuc ling
nghe va nhan thong tin cap nhat tir router lang giéng d6

4.8. Chia tai véi RIP

Router c¢6 thé chia tai theo nhiéu duong khi ¢6 nhidu duong t6t dén cing mot
dich.Ban c6 thé ciu hinh bang tay cho route chia tai ra cac duong hoic la route cic giao
thirc dinh tuyén dongco théty dong tinh toan dé chia tai. RIP c6 kha nang chia tai ra tdi
da la 6 duong, co6 chi phi béng nhau, con mac dinh thi rip chi chia tai ra 4 duong. RIP
thuc hién chia tai bang cach sir dung 1an luot va ludn phién timg duong.

4.9. Chia tai cho nhiéu dwong

Router c¢6 kha ning chia tai ra nhiéu dudng dé chuyén cac goi dir lidu dén cung
mot dich .Chung ta c6 thé cau hinh bﬁng tay cho router thuc hién chia tai hodc la cac
giao thuc dinh tuyén dong nhu RIP, IGRP, EIGRP va OSPF s¢& ty dong tinh toan.

Khi router nhan duoc thong tin cip nhét vé nhiéu dudng khac nhau dén cing mot
dich thi router s& chon dudng nao c6 chi sb tin cAy(Administrative distance) nho nhat dé
dat vao bang dinh tuyén. Trong truong hop cic dudng nay co cung chi s tin cdy thi

router thi router s& chon dudng nao c¢é chi phi thip nhat hoic c¢6 thong sd dinh tuyén nho
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nhat. Mdi giao thirc dinh tuyén c6 cach tinh chi phi khac nhau va ta can phai cau hinh
cac chi phi nay dé router thuc hién chia tai.

Khi router c¢6 nhiéu duong c6 cung chi sb tin cdy va cung chi phi dén cting mot
dich thi router s€ thuc hién vi¢c chia tai. Thong thuong thi router c6 kha nang chia tai
dén 6 duong c6 cung chi phi (théi han t6i da s dudng chia tai 1a phu thudc vao bang
dinh tuyén cua Cisco IOS ), tuy nhién mot s giao thirc dinh tuyén noi (IGP) c6 thé cd
gidi han riéng. Vi du nhu EIGRP chi co phép tdi da 13 4 duong.

Mic dinh thi hiu hét cac giao thirc dinh tuyén IP déu chia tai ra 4 duong. Puong
¢d dinh thi chia tai ra 6 duong. Chi riéng BGP 1a ngoai 1¢, mac dinh cua BGP 1a chi cho
phép dinh tuyén mot duong dén mot dich.

S6 duong t6i da ma router co thé chia tai ra tir 1 dén 6 duong. Dé thay doi sd
duong tdi da cho phép ta sir dung 1énh sau:

Router(config-router)#maximum-paths [number]

IGRP c6 thé chia tai 1én téi da 6 dudng. RIP dya vao sé lwong hop dé chon duong
chia tai, trong khi IGRP thi dya vao bang thong dé chon duong chia tai.

Khi dinh tuyén IP, Cisco I0S ¢6 2 co ché chia tai 1a: Chia tai theo g61 dir ligu va
chia tai theo dia chi dich. 4 éu router chuyén mang theo tién chinh thi router s& chia goi
dir liéu ra cac duong. Cach nay goi 1a chia tai theo géi dir liéu. Con néu router chuyén
mach nhanh thi router s& chuyén tat ca cac goi dit liéu dén cing mot dich ra 1 duong.
Céc g6i dir liéu dén hop khac nhung trong ciing mot mang dich thi sé tai ra duong ké
tiép. Cach nay goi 1a chia tai theo dia chi dich.

4.10. Tich hop dwong ¢ dinh véi RIP

Puong ¢b dinh 14 do ngudi quan tri ciu hinh cho router chuyén goéi toi mang dich
theo duong ma minh mudn. Mit khéc, 1énh dé cdu hinh duong ¢ dinh ciing nhu st dung
dé khai béo cho dudng mic dinh. Trong truong hop router khong tim thdy dudng nao
trén bang dinh tuyén dé chuyén goi dén mang dich thi router s& st dung dudng mic dinh.

Router chay RIP ¢6 thé nhan thong tin vé dudng mic dinh tir nhiing thong tin cap
nhat cia cac router RIP lang giéng khac. Hodc 1a ban than router duoc cAu hinh duong
mac dinh s€ cap nhat thong tin dinh tuyén nay cho cac router khac.

Ta c6 thé xo4 dudng cb dinh bang 1énh no ip router ngudi quan tri mang co thé

cAu hinh dudng ¢6 dinh bén canh dinh tuyén dong. Moi mot giao thire dinh tuyén dong
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¢6 1 chi sb tin cady (AD) mac dinh. a guodi quan tri mang co thé cdu hinh mot duong cd
dinh t6i mot mang dich v6i duong dinh tuyén dong nhung véi chi s6 AD 16n hon chi sé
AD cua giao thirc dinh tuyén dong tuong tmg. Khi d6, duong dinh tuyén dong c6 chi sb
AD nho hon nén luon luén dugce router chon lya triroc. Khi duong dinh tuyén dong bi su
¢ khoéng str dung dugc nita thi router s& sir dung t6i dudng cb dinh dé chuyén goi dir
liéu dén mang dich.

a éu ta cAu hinh dudng cb dinh chi ra mot cong RIP ciing chay trén cong do thi
RIP s& giri thong tin cip nhat vé dudng cb dinh nay cho toan bo hé théng mang. Vi khi
d6, duong cb dinh duoc xem nhu 1a két ndi truc tiép vao router nén nd khong con ban
chét 1a mot duong ¢ dinh nita. 4 éu ta cdu hinh duong ¢ dinh chi ra mét céng ma RIP
khong chay trén cong d6 thi RIP khong guri thong tin cap nhat vé duong cb dinh do, chir
khi ta phai c4u hinh thém 1énh redistribute static cho RIP.

Khi mot cong giao tiép bi ngit thi tit ca cac dudong cb dinh chi ra cong d6 déu bi
x04a khoéi bang dinh tuyén. Tuong tu nhu vay, khi router khong xac dinh dugc tram ké
tiép trén dudng cb dinh cho géi dir liéu téi mang dinh thi dudng cb dinh d6 ciing s& khoi

bang dinh tuyén.
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CHUONG 5: DANH SACH TRUY CAP ACLs
5.1. Co ban vé Danh sach kiém tra truy cap
5.1.1.ACLlagi?

ACLs 12 mot danh sach céc diéu kién duoc ap dung cho luu luong di qua mét céng
ctia Router. Danh sach nay cho phép Router biét loai goi nao dugc chap nhan hay bi tir
chdi dua trén cac diéu kién cu thé. ACL duoc st dung dé quan 1y luu luong mang va bao
v¢ su truy cép ra hodc vao hé théng mang.

ACL c¢6 thé duoc tao ra cho tit ca cac giao thuc dugce dinh tuyén nhu IP (Internet
Protocol) va IPX (Internetwork Packet Exchange). ACL c6 thé dugc cdu hinh trén router

deé kiém tra viéc truy cap va mdt mang hay mot subnet nao do.

- ..'-‘_\..
(E?E.1?.ﬂ.[]' ,J
\._«'\--"

ACL loc tai bang cach kiém tra viéc chuyén di cac goi da duoc dinh tuyén xong hoic 1a

Hinh 5.1. Vi du vé ACL
chin ngay céc goi vao cong cia router. Router kiém tra timg géi mot dé quyét dinh 1a

chuyén goi di hay hity bo géi d6 tiy vao cac diéu kién trong ACL nhu: dia chi ngudn va

dich, giao thic va s port ctia 16p trén.
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Frame Packet ?gf}ment
header {IP header) Data
exampla,

Port

nurmber

-

Protocol o
Source address Use access list
< statements fo test
Destination address the packet

| Deny | | Perrnil|

Hinh 5.2. Ciu tric vé géi div liéu

Mot s6 nguyén nhén chinh dé tao ACLs:

Gio1 han luu lugng mang dé tang hi¢u xuét hoat dong cia mang. Vi duy, bé“mg cach
gidi han luu lwong truyén video, ACLs da 1am giam tai dang ké va lam ting hiéu suat
cua mang.

Kiém tra dong luu lugng. ACLs c6 thé gidi han thong tin truy cap dinh tuyén.

Cung cap ché d6 bao vé truy cip co ban. ACLs c6 thé cho phép mot host truy cap
vao mdt phan nao d6 cta hé thong mang va ngin khong cho cac host khac truy cép vao
khu vuc do.

Quyét dinh loai luu lwong duoc phép cho qua hay chin lai trén cac cong ctia router.
Vi du, Iuu lugng ctia Email duge phép cho qua nhung tit ca luu luong cia telnet déu bi
chan lai.

Cho phép nguoi quan tri mang diéu khién duoc cac pham vi ma cac Client duoc
quyén truy cdp vao trong hé thong mang.

Kiém tra host dé cho phép hay tir chbi khong cho truy cap vao mot khu vuc nao d6
trong hé thong. 4 éu trén router khong c6 cau hinh ACLs thi tit ca cac goi duge chuyén

di dén moi vi tri trong hé théng mang.
5.1.2. ACLs lam viéc nhw thé nao

Mbi ACLs 1a mot danh sach cac cau 1énh trong dé xac dinh goi dir liéu nao dugc
chap nhan hay tur choi tai chiu ra hay chi€u vao cia mgt cong trén Router. Moi mdt cau
1énh c6 céc diéu kién va ket qua chap nhan hay tir chdi twong ng. a éu thoa dicu kién

trong cau 1énh thi quyét dinh chép nhan hay tir chdi s& dugc thuc hién.
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Thu ty dat cac cau 1é€nh trong ACLs rat quan trong.th“m mém Cisco I0S sé& kiém
tra goi dir liéu v6i timg cau 1énh mot theo dang thir tu tir trén xudng dudi. 4 éu thoa didu
kién ctia mot cau 1énh thi géi dir liéu s& duoc chip nhan hay tir chbi ngay va toan b cac
cau 1énh con lai trong ACLs d6 s& khong phai kiém tra nita. 4 éu khong thoa diéu kién
cua tat ca cac cau lénh trong ACLs thi méc dinh la cudi danh sach luén c6 mot cau lénh
an “deny any” (tir chdi tat ca).

4 éu ban can thém mot cau l1énh vao ACLs thi ban phai xo04 toan bo ACLs di 10i tao

lai ACLs méi ¢6 cau 1énh méi.

Packets o interfaces
in the access group

E“:Eh B35
Previous )
Tast Pellrmll
ito destination Interface)
MNa
Permit
or
Deny
Mo (Implicit Deny) Deny

Packet
Discard
Bucket
Hinh 5.3. So do lam viéc cua ACLs

5.1.3. Tao ACLs

ACLs dugc tao trong ché do cAu hinh toan cuc. Co rat nhiéu loai ACLs khéc nhau,
bao gébm: ACL co ban, ACL m¢ rong, ACL cho IPX, AppleTalk va cac giao thirc khac.

Khi cdu hinh ACLs trén router mdi ACL c6 mot sd xac dinh.

Protocol Range
P 1-88, 1300-1989
Extended IP 100-198, 2000-2698
ApplaTalk | Boosoa
IPX B00-899

| Extended [PX | 500-999

U IPX Service Advertising Protocol [ 10001088

Hinh 5.4. Cic théng s6 cdu hinh ACL
Bit dau tao ACLs bang tir khoa access-list, theo sau 1a cac tham s tuong (mg cta
1énh nay. Trong ché d6 ché d6 cAu hinh cong cua router, dung 1énh access-group dé gan
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ACL tuong ung vao cong d6. Khi gan ACL cho mot cong , can xéac dinh cu thé ACL d6
ap dung cho chiéu ra hay vao trén cong cua router. Dé thay ddi ACL, dung 1énh no
access-list list-number dé xoa tit ca cac cau 1énh access-list ¢ cung list-number.

Cic nguyén tic co ban khi tao va gan ACLs:

Mot ACL cho mét giao thirc trén mot chiéu ctia mot cong.

ACL co ban nén dat ¢ vi tri gﬁn mang dich nhét.

ACL mé rong nén dit & gan mang ngudn nhit

Pung trong router dé xac dinh chiéu di ra hay di vao trén mot cng ctia router d6

Céc cau 1énh trong mot ACL s€ duogc kiém tra tuln ty tir trén xuéng cho dén khi co
mot cau lénh dugc thoa. 4 guoc lai, néu khong co6 cau 1énh trong ACL thi goéi dir li¢u do

s€ bi tur choi.

outer (config) faccess-list 2 deny 172.16.1.1
Fouters (config) faccess-list 2 permit 172.16.1.0 0.0.0.255
Fouter (config) faccess-list 2 deny 172.16.0.0 0.0.255_255

Fouter (config) faccess-list 2 permit 172.0.0.0
0.255.255.255

Fouter (config) finterface el

Fouter (config-if)#ip access-group 2 in

Hinh 5.5. Ciu hinh ACL cho m{t router

Trong thyc té, cac 1énh ctia danh sach truy cdp co thé 1a cac xau ki tu dai. Cac danh sach
truy cip c6 thé phtc tap khi nhap vao hodc dich ra.Tuy nhién, ban c6 thé don gian hoa
céc 1énh dinh ciu hinh cho danh sach truy cap chung bang cach giam céc 1énh boi hai

phan tir chung.
Mo hinh tao ACL:

Buwéc 1: Tao cac thong sb cho cau 1énh kiém tra danh sach truy cap nay (c6 thé 1a mot

hodc vai cau 1énh):

Router(config)#access-list access-list-number {permit | deny} {test condition}

Buwéc 2: Cho phép mét giao dién tré thanh mot phan cia nhom, nhém ma st dung danh

sach truy cap da duoc xéc dinh (kich hoat access list trén interface).

Router(config-ip)#{protocol} access-group access-list-number {in | out}
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access-list-number 1a sd hiéu phan biét cac access list voi nhau, dong thoi ciing cho biét

1a loai access list ndo (standard hay extended)
Cap nhét cac danh sach truy cap:

a €u cac cau Iénh diéu kién thém vao 1a can thiét trong mot danh sach truy cép thi

cap nhat toan bo.
ACL phai dugc xo04 va tao lai véi cac cau 1é€nh diéu kién mai.
Xac dinh ACLs nhu thé nao?
Mbi ACL dugc xac dinh duy nhét béng cach gan mot ) (hodc mdt tén) cho nod.

S6 nay xac dinh kiéu ciia danh sach truy cap duoc tao va phai nim trong pham vi giéi

han dac biét cua cac chi so:

Biofconfigl# access-1list ?
<1-99> IP standard access list
<100-199> IP extended access list
<Z00-299 Protocol type-code access list
<300-399> DEChet accezz list
<R00-699% Appletalk access list
<700-799> 48-bit MAC address access list
<200-399> IPX standard access list
<900-999 IPY extended access list

<1000-1099 IPX SAP access list

<1100-1199 Extended 48-hit MAC address access list
<1Z200-1299> IPX summarv address access list
<1300-1999:> IP standard access list (expanded range)
<Z000-2699 IP extended access list (expanded range)

Mot ACL duoc s6 hoa khong thé bj hiéu chinh trén router.
Pé hiéu chinh mot ACL:
Buwdc 1: Copy no tdi mét file van ban.
Buwdc 2: G& bo tir cau hinh router véi ‘no’ hinh dang ctia cdu 1énh ACL
Buwéc 3: Tao nhiing thay ddi can thiét cho lile van ban.
Buge 4: Dan tré lai ché d6 cau hinh chung.

5.1.4. Chirc nang cua wildcard mask
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Mot wildcard mask dai 32 bit dugc chia 1am 4 Octet. M6i mot wildcard mask di
cung voi mdt dia chi IP. S6 bit 0 va 1 trong wildcard mask dugc st dung dé xac dinh

cach xtur ly bit trong ing trong dia chi IP.

Access-list 1 permit 172.16.0.0 0.0.255.255

Ppadgress [ 1]o[a]o]1 4o o] [o]o]o]1]o 0]

wildcard Mask [0 [0 [0 ]o [o|0]o o] [o]ofe]c]o]0]

Hinh 5.6. Ciu triic ciia wildcard mask va dia chi IP

Subnet mask c¢6 chudi bit 1 bat dau tir trai kéo dai sang phai dé xac dinh phan host va
phan mang trong mot dia chi IP. Trong khi d6 wildcard mask dugc thiét ké dé loc ra mot
dia chi IP riéng 1¢ hay mot nhom dia chi IP dé cho phép hay tir chdi truy cap dua trén dia
chi IP. Gia tri 0 va 1 trong wildcard mask c6 y nghia khac véi bit O va 1 trong subnet
mask. Dé tranh nham 13n, chir x dugc st dung dé thay thé bit 1 trong wildcard mask. Vi
duy, wildcard mask 1a 0.0.255.255. Bit 0 c6 nghia 1a bit twong ing trong dia chi IP phai
kiém tra, con bit x (bit 1) c6 nghia 14 bit twong tmg trong dia chi IP ¢6 thé bo qua khong
can kiém tra. Trong qua trinh wildcard mask, dia chi IP trong mdi c4u lénh duoc két hop
v6i wildcard mask trong cau 1énh d6 dé tinh ra gia tri chuan. Gia tri nay dung dé so sanh
voi dia chi cua céc goi dir liéu dang duoc kiém tra boi cau 1énh ACL. 4 éu hai gia tri nay
gidng nhau thi c¢6 nghia la diéu kién vé dia chi d dugc thoa man. C6 hai tir khoa dic biét
duogc str dung trong ACLs la any va host. Any dai dién cho IP 0.0.0.0 va wildcard mask
la 255.255.255.255, host dai dién cho wildcard mask 0.0.0.0.
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Access-ist 1 permit 172.16.0.0 0.0.255.255
P adaress| 1[0[1]o]1 [4]o[o] [o]o]a]1 |oalo]o] |o|ofo]o|o]e]o]a| [ofo]alojofolofe

widcars mask 0[o[0] oo o] o] o] |o]a]e]o [o]afo o] [xxad ] x| [ x x|l

maten vaiue| 1[0[4{0]1 [1]o[o] [o]o]e]t [ofafo Jo | || ]| ] [x[oefie] ¢ o] o
Incoming Packet 172.18.4.2
i agaress|1]0[1[o1 [1]o]o] [o|o]e]1 Jo]e]1|o| [o|ofa]o]o]4]o|o| |o]efa]oofe] 1[0
X

widcard mask|0[o|0]ojo[@]o]o| [o[o]alofo|a]o o

u|u1uﬂ1:T; X

l:ump*res [:]

ofofo]+ [o&o b ] [x[x[so x| x| ] |pxae¢ e o
Mo Match—Packet Rejected

hateh Value

=
L=
—_
p=]
—
—t
=
L=
L]

hatch Valoe

—
=]
—_
]
—_—
L=
L]

In this case, the two values do not match. In the comparison the
second bit in the second octet of the two match values are
different. This causes (he packel lo be rejected since it does nol

Hinh 5.7. Qud trinh két hop IP va wildcard mask
5.1.5. Kiém tra ACLs

Co rat nhiéu 1énh show duoc sir dung va kiém tra noi dung va vi tri dat ACLs trén
router. Lénh show ip interface hién thi thong tin cua cac cong IP trén router va cho biét
¢6 ACLs duoc dt trén cac cong hay khong. Lénh show access-lists s& hién thi noi dung
cta tit ca cac ACLs trén router. Dé xem cu thé mot ACL nao thi can thém tén hodc sb

vao sau cau lénh show access-lists

Routerf#show access-lists
Standard IP access list 2
deny 172.16.1.1
permit 172.16.1.0, wildcard bits 0.0.0.255
deny 172.16.0.0, wildcard bits 0.0.255.255
permit 172.0.0.0, wildcard bits 0.255.255.255
Extended IP access list 101
permit tcp 192.168.6.0 0.0.0.255 any eq telnet
permit tcp 192.168.6.0 0.0.0.255 any eq ftp
permit tcp 192.168.0.0 0.0.0.255 any eq ftp-data
Router#

Hinh 5.8. Vi du vé mot lénh show
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5.2. Danh sach kiém tra truy cip
5.2.1. ACLs co ban

ACLs co ban thuc hién kiém tra dia chi IP ngudn ctia géi dir liéu. Két qua kiém tra
s& din dén két qua 1a cho phép hay tir chdi truy cap toan bd cac giao thirc dya trén dia
chi mang, subnet hay host. Trong ché do cau hinh toan cuc, 1énh access-list duoc st
dung dé tao ACL co ban v6i sé ACL nam trong khoang tir 1 dén 99.

Vi du:

Access-list 2 deny 172.16.1.1

Access-list 2 permit 172.16.1.0 0.0.0.255

Access-list 2 deny 172.16.0.0 0.0.255.255

Access-list 2 permit 172.0.0.0 0.255.255.255
Cau 1énh ACL dau tién khong c6 wildcard mask, trong trudng hop nay wildcard mask
mac dinh dugc st dung 1a 0.0.0.0. biéu nay c6 nghia la toan by dia chi 172.16.1.1 phai

duoc thoa, néu khong thi router s& phai kiém tra cau 1énh ké tiép trong ACL.

A

.| Route packet
Yes Does source Permitor . Permit loproper
Is this an [P packet —> addresl;s match ACL deny condition outbound
fist entry
interface

Is
this the
last entry in the
ACL

Send
Destination
Not found
message
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Hinh 5.9. Hoat dong cuia ACL co bdn
Céu tric diy di cia 1¢nh ACL co bén:
Router(config)#access-list access-list-number {deny / permit}
Source [ source wildcard | [ log |
Dang no ciia ciu 1énh dwoc sir dung dé xéa ACLs:

Router(config)#no access-list access-list-number
5.2.2. ACLs mé rong

ACLs mé rong thudong duge st dung nhiéu hon ACLs co ban vi nd ¢6 kha ning
kiém soat 16n hon nhiéu. ACLs mé rong kiém tra dia chi nguon va dich cua goi dit liéu,
kiém tra ca giao thic voi s6 céng. Do d6 rét thuan tién trong vi¢c cAu hinh cac diéu kién
kiém tra cho ACL. Goéi dit liéu duge chép nhén hay tr chdi 1a dua trén vi tri xuét phat va
dich dén cua g61 dir li¢u cung vdi loai giao thuc va ) céng cua no. Vi du, mot ACL mo
rong c6 thé cho phép luu luong ciia Email tir cong Fa0/0 ra cong S0/0 va tir chdi cac luu
lwong ctia Web va FTP. Khi géi dit liéu bi hity bo vi bi tir chdi, mot sb giao thirc s& giri
thong diép phan hdi vé cho may gtri dé thong bao 13 dit liéu khong dén dich duoc.

Trong mot ACL c6 thé c¢6 nhiéu cau lénh. Cac cau lénh co cung s6 ACL la nam
trong cting mot danh sach ACL. C6 thé c4u hinh sé lwong ACL véi s lugng khong han
ché va chi phu thudc vao dung lugng bd nhd cia router.

Vi du:

Access-list 114 permit tcp 172.16.6.0 0.0.0.255 any eq telnet

Access-list 114 permit tcp 172.16.6.0 0.0.0.255 any eq fip

Access-list 114 permit tcp 172.16.6.0 0.0.0.255 any eq ftp-data
O cudi cau lénh ACL mé rong co thong s6 vé sb port TCP va UDP dé xé4c dinh chinh xéc
hon loai goi dir liéu. C6 thé xac dinh sd port bang cac tham sb eq (equal: bang), neq
(not equal: khong bang), gt (greater: 16n hon), It (less than: nho hon). ACL mé rong sir
dung s& ACL tir 100 dén 199 (va tir 2000 dén 2699 ddi véi cac IOS gan day).

Lénh ip aCCeSS-group duoc st dung dé gan mdt ACL mo rong da cd vao mot
céng cua router. Mot ACL cho mdt giao thirc cho mdt chiéu trén mot céng.

Vi du:

Router(config-if)#ip access-group access-list-number {in | out}
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5.2.3. bat tén ACLs

Dit tén ACLs ¢6 nhitng uu diém sau:

Xéc dinh ACL bang tén s& mang tinh truc giac hon

ACLs dit tén c6 thé chinh sira ma khong can phai x6a toan bd ACLs rdi viét lai tir
dau nhu ACLs dt theo sd.

Khong con bi gidi han tdi da 798 ACLs co ban va 799 ACLs mé rong.

Vi du vé ciu hinh d:it tén ACL:

Ta (config)#ip access-list extended server-access

T (config-ext-nacl)#permit TCP any host 131.108.101.99 eq mstp

T4 (config-ext-nacl)#permit UDP any host 131.108.101.99 eq domain

T4 (config-ext-nacly#deny ip any any

Ta (config-ext-nac}#"Z

Applying the name list:

T (config)#interface fastethernet 0/0

T4 (config-iN#ip access-group Server-access out
Ta (config-if# Z

Nhirng diém cén lwu v khi thwe hién dit tén ACLs:

ACLs dat tén khong tuong thich véi cac Cisco IOS phién ban trude 11.2,
Khong str dung chung mét tén cho nhiéu ACLs khéc nhau. Vi du, khong thé c6 mot

ACL co ban va mot ACLs mé rong c6 cung tén 1a TA .
5.2.4. Vi tri dat ACLs

ACLs duoc st dung dé kiém soat luu lugng bang cach loc goi dir lidu va loai bo
cac luu lugng khong mong muén trén mang. Vi tri dat ACLs rat quan trong, né gitip cho

hoat dong cua toan bd hé théng mang dugc hiéu qua.
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Router C

Hinh 5.10. Vi tri dat ACLs

4 guyén tic chung 1a: Pat ACLs mé rong cang gan ngudn cia nguodn luu lugng ma ta
mudn chin lai cang tdt. ACLs co ban khéng xac dinh dia chi dich nén dit chung & cang
gan dich cang tot.
5.2.5. Birc twong lira

Birc twdng lira 1a mot cau tric ngin gitra nguoi dung bén trong hé théng mang véi
hé thong bén ngoai dé tranh nhitng ké xam nhap bat hop phap. Mot birc tuong lira bao
gdm nhiéu thiét bi 1am viéc cing nhau dé ngan chin céc truy cap khéng mong mudn.

Firewall

] Router Application gateway
Internet

L

Host

Router

Hinh 5.11. Ciu triic birc twong liva
Trong cAu tric nay, router két nbi ra Internet dugc goi la router ngoai vi, s€ dua tat ca cac
lwu lugng nhan vao dén Application gateway. Két qua 1a gateway co thé kiém soat viéc
phan phéi cac dich vu di ra va di vao hé théng mang. Khi do, chi nhitng user nao dugc

phép méi co thé két ndi ra Internet hodc 14 chi nhimg tng dung nao duoc phép méi co
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thé thiét 1ap két nbi cho host bén trong va bén ngoai. Piéu nay giup bao vé Application
gateway va tranh cho né bi qua tai boi nhimg géi dit liéu von 1a sé& bi hay bo.

Do d6 ACLs dat trén router dong vai tro nhu bue tuong Itra, do 1a nhitng router & vi
tri trung gian gitta mang bén trong va mang bén ngoai. Router buc tuong Itra nay sé cach
ly cho toan bo hé théng mang bén trong tranh bi tan céng. ACLs ciing nén sir dung trén
router & vi tri trung gian két ndi giita hai phan cua hé thong mang va kiém soat hoat dong
giita hai phan nay.

5.2.6. Gidi han truy ciap vao dudng vty trén router

ACLs co ban va mé rong déu co hiéu qua ddi voi cac gbi dir lidu di qua router.
a hung chung khong chin duoc cac goi dir liéu xuit phat tir chinh ban than router d6. Do
d6 mot ACL mé rong ngin hudng Telnet ra s& khong thé ngin chan dugc cac phién

Telnet xuat phat tir chinh router do.

Physical port
FastEthemet 0/0

Wirtual ports
(WVTY 0-4)

Hinh 5.12. Truy cdp vao dwong vty trén router

Trén router c6 cac cong vat 1y nhu cong Fa0/0 va S0/0 ciing c6 cac cong ao. Cac
cong nay goi 1a dudng vty duge danh s tir 0 dén 4. Gidi han truy cap vao dudng vty sé
tang kha ning bao vé cho hé théng mang. Qua trinh tao vty ACLs ciing giéng nhu tao
cac ACL khac, nhung khi dat ACLs vao duong vty thi dung Iénh access-class thay vi
dung 1énh access-group

Vi du:

Creating the standard list:

Routerl(config)#access-list 2 permit 172.16.1.0 0.0.0.255

Routerl(config)#access-list 2 permit 172.16.2.0 0.0.0.255
Router](configy#access-list 2 deny any

Applying the access list:
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Router](config)#line vty 0 4
Router](config-line)#password secret
Router](config-line)#access-class 2 in

Router1(config-line)#login
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