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Loi néi dau

Gido trinh “Quan tri mang va cdc thiét bi mang” duoc bién soan voi muc tiéu
cung cap cdc kién thic ly thuyét va thuc hanh quan tri chu yéu cho cdc hé
thdng thiét bi quan trong nén tang cia mang mdy tinh hién dai. Gido trinh
gOm 2 phan :

Phan 1. Khdi qudt vé mang mdy tinh : Bao gdm nhiing khdi niém dinh
nghia co bdn nhdt vé mang mdy tinh, phdn loai mang mdy tinh, giGi

thiéu cdc giao thlrc mang, dac biét la giao thlrc TCP/IP. Cdc cO' sd ly
thuyét dua ra trong churong ndy doi h6i hoc vién phdi nam viing dé cé

th€ tiép thu duoc cdc ndi dung trong phdn 2. Tuy v@y, néu hoc vién da

tu trang bi cdc kién thirc co' bdn trén hodc da duoc dao tao theo gido
trinh “Thiét ké va xdy dung mang LAN va WAN” ctia dé dn 112 c6

th€ bé qua ndi dung cia phdn mét va hoc vao ndi dung ctia phén 2
gido trinh

Phan 2. Quan tri mang : Pady la phén ndi dung chinh cUa gido trinh

“Qudn tri mang va cdc thiét bj mang” bao gOm 4 chuong cung cdp cdc
kién thirc Iy thuyét va ky ndng quan tri co ban v4i cdc thanh phan trong
yeu cua mang bao gOm b0 dinh tuyen bd chuyén mach, hé thOng tén

mién, hé thOng truy cap tlr xa, hé thGng proxy, hé théng blrc tudng Ita
(firewall). Cdc ndi dung bién soan vé ky ndng thuc hanh quan tri gitip

hoc vién c6 du cdc ki€n thic thuc t€ dé cé th€ bat tay vdo cong tdc quan

tri mang cho don vj.

Do pham vi rOng cda Cong tdc qudn trj mang, gido trinh nay khong bao gém
hét duoc moi ndi dung clia céng tdc quan tri mang. HOc vién c6 nhu cdu nén
tham khdo thém cdc gido trinh khdc cla dé dn 112 nhu :

- Thiét ké va xdy dung mang LAN va WAN

- Quan tri Windows 2000-NT

- Téng quan vé& Lotus Notes Domino

- Thiét ké va quan tri website, portal

- Thiét 14p va quan tri hé thOng thu dién tu

Gido trinh dugc bién soan 1dn ddu tién nén khéng trdnh khoi c6 nhiing thi€u
sét. Nhém bién soan rat mong nhdn dugc cdc gép y tUr phia cdc hoc vién, ban

doc dé€ c6 thé hoan thién ndi dung gido trinh tét hon.
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PHAN I: KHAI QUAT VE CONG NGHE MANG
Chuong 1

TOng quan vé cong nghé

mang may tinh va mang cuc bo

Muc 1: Mang may tinh

1. Giéi thiéu mang may tinh

1.1. Pinh nghia mang | may tinh va muc dich cUa viéc két ndi mang

1.1.1. Nhu cau cua viéc két ndéi mang may tinh

Vié€c n6i mdy tinh thanh mang tU 1au da tr& thanh mOt nhu cau khach

quan vi :

- C6 rat nhi€u cong vi€c vé ban chat 1a phan tan hodc v€ thong tin, hodc vé xU
ly hodc cd hai doi hdi c6 su két hgp truyén théng véi xU 1y hodc st dung
phuong tién tU xa.

- Chia sé céc tai nguyén trén mang cho nhiéu ngudi s&f dung tai mot thoi diém
(6 cUmng, may in, 0 CDROM . . )

- Nhu cau lién lac, trao dGi thong tin nhd phudng tién mdy tinh.

- Cac Ung dung phan mém doi hoi tai mét thdi di€m can c6 nhi€u ngudi st
dung, truy cap vao cung mot cd s& dit liéu.

1.1.2. Pinh nghia mang may tinh

No6i mOt cach ngan gon thi mang mady tinh 1a tap hop cac may tinh d0c

1ap dugc két n6i vGi nhau thong qua cac dudng truy€n vat ly va tuan theo cac
quy udc truyén théng nao do.

Khdi niém mdy tinh d6c 14p dugc hiéu la cdc mdy tinh khong c6 mdy ndo cé
kha ndng khdi ddng hodc dinh chi mdt mdy khdc.

Cdc dudng truyén vat ly duoc hi€u la cdc moi trudng truyén tin hiéu vat ly (cé
th€ la hiru tuyén hodc vo tuyén).

Cdc quy udc truyén théng chinh la co sG d€ cdc mdy tinh c6 th€ "néi chuyén”
duoc v&i nhau va la mot yéu td quan trong hang dau khi néi vé céng nghé
mang mdy tinh.
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1.2. Pac trung ky thudt clla mang may tinh

MOt mang may tinh c6 cac dac trung kY thuat co ban nhu sau:

1.2.1. Pudng truyé€n

La phuong tién dung d€ truyén cac tin hiéu dién t( gilta cic may tinh.

Cac tin hiéu diéu t(r d6 chinh 1a cac thong tin, d{f liéu dugc bi€u thi dudi dang
cac xung nhi phan (ON_OFF), moi tin hiéu truyén gilta cdc may tinh v4i nhau
déu thubc séng dién tU, tuy theo tan sO ma ta c6 th€ ding cadc dudng truyén vat
ly khac nhau

bac tru‘ng cO ban cla dudng truyen la gidi thong no bi€u thi kha ning

truy€n tdi tin hiéu cla dudng truyén.

Thong thudng nguai ta hay phan loai duOng truyen theo hai loai:

- Puong truyén hitu tuyén (cac may tinh dugc ndi vi nhau bang cac day dan



tin hiéu).

- BuOng truyén vo tuy€n: cic mdy tinh truy€n tin hiéu v&i nhau théng qua cac
séng vo tuyén v4i cac thiét bi di€u ché/gidi di€u ché & cac dau miit.

1.2.2. Ky thudt chuyén mach

La dac trung kY thudt chuyén tin hiéu gilta cac niit trong mang, cac niit

mang c6 chlc ndng hudng thong tin tdi dich ndo d6 trong mang, hién tai co cac
k¥ thudt chuyén mach nhu sau:

- KV thudt chuyén mach kénh: Khi cé hai thuc thé can truyén thong vdi nhau
thi gita chting sé thi€t 1ap mOt kénh cO dinh va duy tri két ndi d6 cho t&i khi hai
bén ngat lién lac. Cac dit liéu chi truyén di theo con dudng c6 dinh dé.

- KV thudt chuy€n mach thong bao: théng bao 1a mot don vi dit liéu clla ngudi
st dung c6 khudn dang dugc quy dinh trudc. Moi thdng béo c6 ch(a céc thong
tin di€u khién trong d6 chird dich can truyén tdi cla thong béo. Céan ¢ vao
thong tin diéu khi€n nay ma moi niit trung gian c6 th€ chuy€n thong béo tdi niit
ké ti€p trén con dudng dan téi dich cUa thong bao

- KV thuat chuy€én mach géi: ¢ day moi thong bao dugc chia ra thanh nhiéu géi
nho hon dugc goi 1a cac géi tin (packet) c6 khuon dang qui dinh truGe. MOi goi
tin cling chifa cac thong tin di€u khién, trong d6 cé dia chi ngudn (ngudi glri)
va dia chi dich (nguGi nhan) cla gai tin. Cac gai tin clla cing mOt thong bao c6
th€ dugc gl di qua mang t&i dich theo nhiéu con dudng khac nhau.

1.2.3. Ki€n triic mang

Kién tric mang may tinh (network architecture) thé hién cach noi cac

may tinh vGi nhau va tap hgp cac quy tac, quy UGc ma tat cd cac thuc th€ tham
gia truy€n thong trén mang phai tuan theo d€ ddm bao cho mang hoat ddng t6t.
Khi néi dén kién triic clla mang ngudi ta muOn noéi tGi hai van dé 1a hinh
trang mang (Network topology) va giao thlic mang (Network protocol)

- Network Topology: Cach két nO i cac may tinh vGi nhau vé mat hinh hoc ma
ta g0i 1a t6 pd cUa mang

Céc hinh trang mang c0 ban d6 1a: hinh sao, hinh bus, hinh vong
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- Network Protocol: Tép hgp cac quy udc truyén thong gilta cac thuc thé truyén
théng ma ta goi 1a giao thUc (hay nghi thlc) cla mang

Cac giao thUrc thuOng gdp nhat 1a : TCP/IP, NETBIOS, IPX/SPX, . ..

1.2.4. Hé di€u hanh mang

Hé di€u hanh mang 1a mOt phan mém hé théng c6 cac chu‘c nang sau:

- Quan ly tai nguyén cla hé thdng, céc tai nguyén nay gom:

+ Tai nguyén thong tin (v€ phuong di€n luu trr) hay néi mot cach don

gidn 1a quan 1y tép. Cac cong viéc vé luu tr(r tép, tim ki€m, x04, copy, nhém,
dat cac thubc tinh déu thudc nhém cdng vi€c nay

+ Tai nguyén thiét bi. Diéu phoi viéc st dung CPU, c4c ngoai vi... d€ tdi

uu hod viéc st dung

- Quan ly ngudi diing va cac cong viéc trén hé thdng.

Hé diéu hanh ddm bdo giao ti€p gilta ngudi st dung, chuong trinh Ung dung
vGi thi€t bi clla hé thOng.

- Cung cap céc tién ich cho viéc khai thac hé thong thudn 10i (vi du FORMAT
dia, sao chép tép va thu muc, in an chung ...)

Cdc hé diéu hanh mang théng dung nhdt hién nay la: WindowsNT,
Windows9X, Windows 2000, Unix, Novell.

1.3. Phan loai mang may tinh

C6 nhiéu cach phan loai mang khac nhau tuy thudc vao yé€u td chinh

dugc chon dung dé€ 1am chi tiéu phan loai, thong thudng ngudi ta phan loai



mang theo cac tiéu chi nhu sau

- Khodng cach dia ly cla mang

- K thuat chuyén mach ma mang 4p dung

- Kién triic mang

- Hé diéu hanh mang s dung ...

Tuy nhién trong thuc t€ ngudi ta thudng chi phan loai theo hai tiéu chi

dau tién

1.3.1. Phan loai mang theo khodng cach dia ly

Néu 1ay khodng cach dia 1y 1am y€u t6 phan loai mang thi ta c6 mang

cuc bo (LAN), mang do thi (MAN), mang dién rOng (WAN), mang toan cau.
1.3.2. Phan loai theo kY thuét chuy€n mach

Néu 1ay kY thuat chuy€n mach lam yéu t6 chinh d€ phan loai sé co:

mang chuy€n mach kénh, mang chuyén mach théng bao va mang chuyén mach
goi.

Mach chuyén mach kénh (circuit switched network) : hai thuc thé thiét

14p m6t kénh c6 dinh va duy tri két n6i d6 cho t&i khi hai bén ngat lién lac.
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Mang chuyén mach théng bdo (message switched network) : Théng bao

1a mOt don vi d{f liéu qui uGc dugc glti qua mang dén di€m dich ma khong thiét
1ap kénh truyén cO dinh. Can c( vao thong tin tiéu d€ ma c4c niit mang c6 thé
xUr 1y dugc viéc gli thong bao dén dich

Mang chuyén mach géi (packet switched network) : & day mOi théng

bao dugc chia ra thanh nhiéu géi nhé hon dugc goi 1a cac géi tin (packet) c6
khubn dang qui dinh truGc. MOi géi tin ciing chlfa cac théng tin di€u khién,
trong do c6 dia chi nguOn (ngudi gUi) va dia chi dich (ngudi nhan) cla géi tin.
CAc gbi tin cUa cling mOt thdng béo c6 thé dugc gdi di qua mang tdi dich theo
nhiéu con dudng khac nhau.

1.3.3. Phan loai theo ki€n triic mang st dung

Kién triic clla mang bao gOm hai van dé: hinh trang mang (Network
topology) va giao thUfc mang (Network protocol)

Hinh trang mang: Cach két n6i cac may tinh v4i nhau v& mat hinh hoc

ma ta goi 12 to pdé clla mang

Giao thlrc mang: Tap hop cac quy UGc truy€n thong gilta cac thuc thé
truy€n théng ma ta goi 1a giao thUc (hay nghi thlc) clla mang

Khi phén loai theo topo mang ngudi ta thudng c6 phan loai thanh: mang

hinh sao, tron, tuyén tinh

Phan loai theo giao thfc ma mang sU' dung ngudi ta phan loai thanh

mang : TCP/IP, mang NETBIOS . ..

Tuy nhién cac cach phan loai trén khéng ph6 bién va chi 4p dung cho

cac mang cuc bo.

1.3.4. Phan loai theo hé di@u hang mang

Néu phan loai theo hé di€u hanh mang ngudi ta chia ra theo md hinh

mang ngang hang, mang khach/chl hodc phéan loai theo tén hé di€u hanh ma
mang sU dung: Windows NT, Unix, Novell . . .

1.4. CAc mang may tinh théng dung nhat

1.4.1. Mang cuc bo

MOt mang cuc bo 1a su két n0i mOt nhém may tinh va cac thiét bi két noi
mang dugc 1ap dat trén mOt pham vi dia 1y gidi han, thudng trong mot toa nha
hodc moét khu cong s& nao d6. Mang c6 tOc dd cao

1.4.2. Mang dié n réng voi két n6i LAN to LAN

Mang dién rOng bao gid ciing 1a su' két n6i clla cic mang LAN, mang



dién rOng c6 thé trdi trén pham vi mOt viing, qudc gia hodc cd mot luc dia tham
chi trén pham vi toan cau. Mang c6 tOc d0 truyén d{t liéu khong cao, pham vi
dia ly khong gidi han
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1.4.3. Lién mang INTERNET

V@i su phat tri€n nhanh chéng clia cong nghé 1a su ra doi clia lién mang
INTERNET. Mang Internet 1a s& h(fu cUa nhan loai, 1a su két hgp cla rat nhiéu
mang d{t liéu khac chay trén nén tang giao thc TCP/IP

1.4.4. Mang INTRANET

Thuc su'1a mOt mang INTERNET thu nhé vao trong mOt cG quan/cong

ty/tG chlc hay m6t bé/nghanh . . ., gidi han pham vi ngudi s& dung, c6 sU dung
cac cong nghé ki€m soét truy cdp va bao mat thong tin .

Pudgc phét trién tUr cic mang LAN, WAN ding cong nghé INTERNET

2. Mang cuc b, ki€n triic mang cuc bo

2.1. Mang cuc bo

Tén goi “mang cuc bd” dugc xem xét tU quy mod cUa mang. Tuy nhién,

d6 khong phai 1a dac tinh duy nhat clla mang cuc bd nhung trén thuc t&, quy
mo clla mang quyét dinh nhi€u ddc tinh va cong nghé clla mang. Sau day 1a
mOt s6 dac di€ém cla mang cuc bo:

Pac diém cla mang cuc bd

- Mang cuc b0 c6 quy mé nhd, thuoOng 13 ban kinh dudi vai km.

- Mang cuc bo thudng 1a s& hitu clia mot t6 chlic. Thuc t€ d6 1a diéu kha quan
trong d€ viéc quan Iy mang c6 hiéu qua.

- Mang cuc b c6 tdc dd cao va it 16i. Trén mang rOng t&c dd néi chung chi dat
vai trim Kbit/s d&n Mb/s. Con tOc dd thong thudng trén mang cuc b0 1a 10, 100
Mbit/s va t&i nay vGi Gigabit Ethernet.

2.2. Kién triic mang cuc bd

2.2.1. PO hinh mang (Network Topology)

* Pinh nghia Topo mang:

Cach két nOi cac may tinh vGi nhau vé& mat hinh hoc ma ta goi 1a t6 pd

cUa mang. C6 hai ki€u ndi mang chll yéu dé 1a :

- N6i ki€u di€m - di€m (point - to - point): cic dudng truyén noi tUng

cap niit v4i nhau, mOi nit “luu va chuyén ti€p” ditliéu

- N6i ki€u di€m - nhiéu di€m (point - to - multipoint hay broadcast) : tat

cd cac niit phan chia nhau mOt duong truyén vat 1y, gli d{r liéu dén nhiéu niit
mOt ltic va ki€m tra goi tin theo dia chi

* Phan biét ki€u té pd clla mang cuc bd va ki€u t6 pé cla mang rong.

T6 pd cUa mang dién réng thong thudng 1 néi dén sur lién két gilta cac

mang cuc b0 thdng qua cac b0 dan dudng (router) va kénh vién théng. Khi néi
tGi td pd clla mang cuc b0 ngudi ta néi dén sy lién két clia chinh cac may tinh.
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- Mang hinh sao: Mang hinh sao c6 tat ca cac tram dugc két ndi véi mot thiét
bi trung tdm c6 nhi€m vu nhan tin hiéu tU c4c tram va chuy€n dén tram dich
PO dai duong truyén ndi mot tram vdi thi€t bi trung tdm bi han ché

(trong vong 100m, v&i cong nghé hién nay).

- Mang truc tuyén tinh (Bus):

Trong mang truc tat cd cac tram phan chia mOt dudng truyén chung

(bus). Budng truyén chinh dugc gidi han hai ddu bang hai dau ndi dac biét goi
la terminator. MOi tram dugc ndi véi truc chinh qua mOt ddu ndi ch{t T (Tconnector)



hodc mot thi€t bi thu phat (transceiver).

- Mang hinh vong

Trén mang hinh vong tin hiéu dugc truyén di trén vong theo mOt chiéu

duy nh&t. MOi tram cla mang dudc ndi voi Vong qua mOt b0 chuyen ti€p
(repeater) do d6 can c6 giao thltc di€u khién viéc cap phét quyén dugc truyén
d(rliéu trén vong mang cho tram c6 nhu cau.

Mang hinh vong cé Uu nhugc di€m tuong tu mang hinh sao, tuy nhién

mang hinh vong doi hoi giao thlrc truy nhdp mang phlc tap hon mang hinh
sao.

Hinh 1.1: K&t n6i hinh sao

Hinh 1.2. Két nOi kiéu bus
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d) Két n6i hén hop

La su phOi hop céc ki€u két ndi khéic nhau,

2.3. Cac phuong phap truy cap du'o‘ng truyen vatly

Trong mang cuc b0, tat ca cac tram két noi truc ti€p vao ducng truyén
chung. N€u nhi€u tram cting gUi tin hiéu l1én dudng truyén dbng thdi thi tin
hiéu sé chdng 1én nhau va bi héng. Vi vy can phdi c6 mOt phuong phap to
chlic chia s& duOng truyén dé€ viéc truyén théng dudc diing dan.

C6 hai phuong phap chia sé dudng truyén chung thudng dugc ding

trong cdc mang cuc bo:

- Truy nhap dudng truyén mot cach ngdu nhién, theo yéu cau. Duong nhién
phai 6 tinh dén viéc s dung luan phién va néu trong trudng hgp do c6 nhiéu
tram cling truy€n tin dan dén tin hiéu bi trum 1én nhau thi phai truyén lai. Dién
hinh cUa phUOng phap nay 1a giao thlc truy cap CSMA/CD

Hinh 1.3. Két néi ki€u vong

Hinh 1.4. M6t két néi hén hop

HUB

BO chuyén

dbi cap
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- C6 cO ché trong tai d€ cap quyén truy nhdp dudng truyén sao cho khong xay
ra xung dOt. Pi€n hinh phuong phép nay 1a giao thlc truy cap Tokenring

3. Chuén hoa mang may tinh

3.1. Van dé chuan hoa mang va cac td chitc chudn hoa mang

Khi thi€t k€ céc giao thlfc mang, cac nha thiét k€ tu do 1ua chon kién

tric cho riéng minh. TU d6 dan tGi tinh trang khéng tuong thich gi(ta cic mang
may tinh v&i nhau. Van dé khong tuong thich d6 1am trd ngai cho su tuong tac
gi(ta nhitng giao th{fc mang khéc nhau. Nhu cau trao doi thong tin cang 16n
thiic ddy viéc xay dung khung chudn v€ kién triic mang dé€ 1am cin c( cho cac
nha thi€t k€ va ché tao thiét bi mang .

Chinh vi 1y do dé, tG chlfc tiéu chudn hoa qudc t€ ISO (Internatinal
Organnization for Standarzation) da xay dung mé hinh tham chi€u cho viéc két
nOi cac hé thOng m& OSI (reference model for Open Systems Interconnection).
MBb hinh ndy 1a 0 s@ cho viéc két ndi cac hé thédng m& phuc vu cho cac Ung
dung phan tan.

3.2. M6 hinh tham chi€u OSI 7 16p

M5 hinh OSI dugc bi€u dién theo hinh dudi day:

Mo hinh OSI phan chia thanh 7 18p bao gdm céc 18p Ung dung, 18p thé hién,



16p phién, 16p van chuyén, 16p mang, 18p lién két va 18p vat ly. M6 hinh OSI
ciing dinh nghia phan tiéu dé (header) cUa don vi d{t liéu va moi lién két gilta
cac 16p, viéc gan thém phan mao dau (header) d€ chuyén d{r liéu tir cac 10p trén
xudng 16p dudi va ma goi 1a chitc ning g& bd phan mao dau d€ chuyén dirliéu
1én 16p trén.

LGp ung dung

(application)

L6p thé hién

(presentation)

LG&p phién

(session)

L&p chuyén vén

(transport)

LGp mang

(network)

Lép lien két dit liéu

(data link)

Lop vatly
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(physical link)

ChUrc ndng cu th€ cda tlig 16p theo mo hinh OSI c6 th€ tham khdo chi tiét
thém trong gido trinh “Thiét k€ va xdy dung mang LAN va WAN”

3.3. Cac chu@n két ndi thong dung nhat IEEE 802.X va ISO 8802.X

Bén canh viéc chudn hoa cho mang néi chung dan dén két qua co ban

nhdat 1a mo hinh tham chi€u OSI nhu d gidi thiéu, ngudi ta cling chudn héa cac
giao thUc mang cuc bd LAN.

- Cdc chudn IEEE 802.x va ISO 8802.x

IEEE 1a t0 chUc di tién phong trong linh vutc chudn hoa mang cuc b0 véi

dé an IEEE 802 v4i két qua 1a mOt loat cac chudn thubc ho IEEE 802.x ra doi .
Cu0i nhirng ndm 80, tG chlic ISO da ti€p nhan ho chudn nay va ban hanh thanh
chudn qudc t€ dudi ma hiéu tuong Ung 1a ISO 8802.x.

IEEE 802.: 1a chudn dac ta ki€n tric mang, két ndi gilta cic mang va viéc quan
tri mang d6i v&i mang cuc bo.

IEEE 802.2: 1a chudn ddc ta tang dich vu giao thlc clla mang cuc bo.

IEEE 802.3: 1a chudn ddc td mOt mang cuc bd dua trén mang Ethernet n6i
ti€ng cla Digital, Intel va Xerox hgp tac xay dung tU nam 1980. Céc chudn qui
dinh vat Iy nhu 10BASES5, 10BASE2, 10BASE-F,

IEEE 802.5: 1a chudn ddc td mang cuc b véi topo mang dang vong (ring)
dung thé bai d€ diéu viéc truy nhap dudng truyén.

IEEE 802.11: 13 chudn ddc ta mang cuc b0 khong day (Wireless LAN) hién
dang dugc ti€p tuc phat trién.

Ngoai ra trong ho chu@n 802.x con c6 cac chuén IEEE 802.4, 802.6, 802.9,
802.10 va 802.12
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Muc 2: Cac thiét bi mang thong dung va
cac chudn két noi vat ly

1. Cac thiét bi mang théng dung

1.1. Cac loai cap truyén

1.1.1. Cap doi day xoan (Twisted pair cable)



Cap dbi day xodn 1a cap gbm hai day dOng xoan d€ tranh gay nhiéu cho

cac doi day khéc, c6 thé kéo dai tGi vai km ma khong can khuyéch dai. Gidi tan
trén cap day xoan dat khodng 300-4000Hz, tOc d0 truyén dat vai kbps dén vai
Mbps. Cap xoan c6 hai loai:

- Loai c6 boc kim loai d€ ting cudng chOng nhiéu goi 1a STP ( Shield

Twisted Pair). Loai nay trong vO boc kim c6 thé c6 nhi€u doi day. VE 1y thuyét
thi tdc dO truyén c6 th€ dat 500 Mb/s nhung thuc t€ thap hon rat nhiéu (chi dat
155 Mbps v6i cap dai 100 m)

- Loai khong boc kim g0i 1a UTP (UnShield Twisted Pair), chat luong

kém hon STP nhung rat ré. Cap UTP dudc chia lam 5 hang tuy theo tdc d6
truyén. Cap loai 3 diing cho dién thoai. Cap loai 5 c6 thé truyén v6i tOc d6
100Mby/s rat hay dung trong cac mang cuc bd vi vla ré vUa ti€én sU dung. Cap
nay co 4 doi day xo0dn nam trong ciing mot vO boc

1.1.2. Cap dong truc (Coaxial cable) bing tan co s&

La c4p ma hai day cla n6 c6 16i 16ng nhau, 16i ngoai 1a 1uGi kim loai. ,

Kha ning chOng nhiéu rat tOt nén c6 thé s dung vGi chi€u dai tUr vai tram met
dén vai km. C6 hai loai dugc ding nhi€u 1a loai cé trd khang 50 ohm va loai c6
tr& khang 75 ohm.

Hinh 1.6. Cdp UTP Cat. 5

Hinh 1.7. Cdp dong truc
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Dai théng cUa cép ndy con phu thudc vao chiéu dai cUa cap. Vi khodng cachl
km c6 thé€ dat tc db truyén tUr 1- 2 Gbps. Cap dOng truc bang tan co s& thudng
ding cho cdc mang cuc bd. C6 thé ndi cap bang cac dau ndi theo chudn BNC
c6 hinh ch(r T. & VN nguoi ta hay goi cap ndy la cap gdy do dich tU tén trong
ti€ng Anh 1a “Thin Ethernet”.

MOt loai cap khéc c6 tén 1a “Thick Ethernet” ma ta goi 1a cap béo. Loai

nay thudng c6 mau vang. Ngudi ta khong ndi cap bang cac dau n6i chit T nhu
cap gdy ma noi qua cac kep bam vao day. C(f 2m5 lai c6 danh ddu d€ ndi day
(n€u can). TU kep d6 ngudi ta gan cac tranceiver r0i ndi vao may tinh.

1.1.3. Cap dOng truc bing réng (Broadband Coaxial Cable)

Day 1a loai cap theo tiéu chudn truy€n hinh (thudng ding trong truyén

hinh cép) c6 dai thong tUr 4 — 300 Khz trén chi€u dai 100 km. Thuat ng(F “bing
rOng” vOn 1a thugt ng{f cla nganh truy€n hinh con trong nganh truyén s6 liéu
diéu nay chi c6 nghia 1a cap loai nay cho phép truyen thong tin tuong tu
(analog) ma thdi. Cac hé th0ng dua trén cap dOng truc bang rOng c6 thé truyén
song song nhi€u kénh. Viéc khuy€&ch dai tin hiéu chOng suy hao cé thé€ 1am theo
ki€u khuy€&ch dai tin hiéu tuong ty (analog). D€ truyén thong cho mdy tinh can
chuyén tin hiéu sO thanh tin hiéu tuong tu.

1.1.4. Cap quang

Dung d€ truyén cac xung anh sang trong long mOt sgi thuy tinh phan xa

toan phan. Mai trudng cap quang rat 1y tudng vi

- Xung 4nh sang c6 thé€ di hang tram km ma khong gidm cu0ng d0 sang.

- DAi thong rat cao vi tan sO anh sdng diing d6i vGi cap quang c& khodng

1014 -1016

- An toan va bi mat, khong bi nhiéu dién tur

Chi c6 hai nhuge di€m 1a khé n6i day va gia thanh cao.

Cap quang ciing c6 hai loai

- Loai da mode (multimode fiber): khi géc tGi thanh day dan 16n dén

m&t mUc ndo dé thi c6 hién tugng phan xa toan phan. Cac cap da mode c6
dudng kinh khodng 50 p



- Loai don mode (singlemode fiber): khi dutng kinh day dan bang budc

séng thi cap quang gidng nhu mot Gng dan séng, khong cé hién tugng phan xa
nhung chi cho mot tia di. Loai nay c6 dudng kinh khodn 8um va phdi ding
Hinh 1.8. Truyén tin hiéu bang cdp quang
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diode laser. Cap quang da mode c6 th€ cho phép truyén xa tGi hang trdm km

ma khong can phai khuyéch dai.

1.2. Cac thi€t bi ghép noi

1.2.1. Card giao ti€p mang (Network Interface Card - NIC)

D6 1a mOt card dugc cdm truc ti€p vao may tinh trén khe cdm ma réng

ISA hoac PCI hodc tich hgp vao bo mach chl PC. Trén d6 c6 cdc mach dién
gitip cho viéc ti€p nhan (receiver) hodc/va phat (transmitter) tin hi€u 1én mang.
Ngu0i ta thudng dung tir tranceiver d€ chi thi€t bi (mach) c6 cd hai chlic ning
thu va phat.

1.2.2. B& chuyén ti€p (REPEATER )

Nhiém vu cUa c4c repeater 12 hOi phuc tin hiéu dé€ c6 thé truyén ti€p cho

cac tram khac bao gOm cd cong tac khuy€ch dai tin hiéu, di€u chinh tin hiéu.
1.2.3. Cac b tap trung (Concentrator hay HUB)

HUB la m0t loai thiét bj c6 nhi€u dau cadm cac ddu cidp mang. Nguoi ta

st dung HUB d€ n0i mang theo ki€u hinh sao. Uu di€m cUa ki€u n0i nay 1a
tang d6 dbc 14p cUa cadc may khi mOt may bj su' c6 day dan.

C6 loai HUB thu dOng (passive HUB) 1a HUB chi dam bao chlc ning

két n6i hoan toan khong xUr 1y 1ai tin hiéu. HUB chU ddng (active HUB) 1a
HUB c6 chUc ning khuyé&ch dai tin hiéu d€ chOng suy hao.

HUB thong minh (intelligent HUB) 1a HUB chU dOng nhung c6 kha

ning tao ra cac géi tin mang tin tUc v€ hoat ddng clla minh va gUi 1én mang dé
ngUdi quan tri mang c6 thé thuc hién quan tri tu dOng

1.2.4. Switching Hub (hay con goi tat la switch)

La cac b0 chuyén mach thuc su. Khac v4i HUB théng thuong, thay vi

chuy€n mot tin hiéu dén tUr m&t cOng cho tat cd cac cOng, n6 chi chuyén tin
hiéu dén c6ng c6 tram dich. Do vay Switch 1a mOt thiét bi quan trong trong cac
mang cuc bd 16n ding d€ phan doan mang. NhO c6 switch ma dung do trén
mang gidm han. Ngay nay switch 13 cac thiét bi mang quan trong cho phép tuy
bi€n trén mang chang han 14p mang do VLAN.

Hinh 1.9. LAN Switch néi hai Segment mang
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1.2.5. Modem

La tén viét tat tr hai tUr di€u ché (MOdulation) va gidi di€éu ché
(DEModulation) 1a thi€t bi cho phép di€u ché dé€ bién dGi tin hiéu s sang tin
hiéu tuong tu d€ c6 thé gl theo dudng thoai va khi nhan tin hiéu tir dudng
thoai c6 thé€ bi€n d6i ngugc 1ai thanh tin hiéu s0.

1.2.6. Multiplexor - Demultiplexor

B don kénh c6 chlc nang t6 hop nhi€u tin hiéu d€ cling gUi trén mot
duong truyén. BO tach kénh c6 chlic ning nguoc 1ai & noi nhan tin hiéu
1.2.7. Router

Router 1a mOt thiét bi dung d€ ghép noi cdc mang cuc bd vGi nhau thanh
mang rOng. Router thuc sy’ 1a mOt may tinh 1dm nhiém vu chon dudng cho cac
g6i tin hudng ra ngoai. Router dOc 1&p vé phan clng va c6 th€ dung trén cac
mang chay giao thUc khac nhau



2. Mt s6 ki€u ndi mang thong dung va cac chudn

2.1.Cac thanh phan thong thudng trén mdt mang cuc bd

- Cac may chU cung cap dich vu (server)

- C4c may tram cho ngu0i 1am viéc (workstation)

- Buong truyén (cap n6i)

- Card giao ti€p gilta mdy tinh va duOng truyén (network interface card)

- Céc thiét bi n6i (connection device)

Hai y€u t0 dugc quan tdm hang dau khi két n6i mang cuc b 1a tGc d0
trong mang va ban kinh mang. Tén cac ki€u mang dung theo giao thlfc
CSMA/CD ciing th€ hién di€u nay. Sau day la mot s6 ki€u két noi d6 vdi tdc do
10 Mb/s kha thong dung trong thOi gian qua va mOt sO thong sO kY thuat:
Chudn IEEE 802.3

Ki€u 10BASES 10BASE2 10BASE-T

Kiéu cap Cap dong truc Cap dong truc Cap UTP

T6c d6 10 Mb/s

DO dai cap tOi da 500 m/segment 185 m/segment 100 m k&

t HUB

S6 cac thuc thé

truy€n thong

100 host /segment 30 host / segment SO cOng

cla HUB
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2.2. Ki€u 10BASE5

La chudn CSMA/CD c6 téc dd 10Mb va ban kinh 500 m. Ki€u nay diing

cap dong truc loai thick ethernet (cap dOng truc béo) véi tranceiver. C6 thé két
n0i vao mang khodng 100 méy

Tranceiver: Thi€t bi n0i gilta card mang va dudng truy€n, déng vai tro 1a
b6 thu-phat.

2.3. Ki€u 10BASE2

La chudn CSMA/CD c6 t6c dd 10Mb va ban kinh 200 m. Ki€u nay ding

cap dong truc loai thin ethernet v4i ddu ndi BNC. C6 thé két ndi vao mang
khodng 30 mdy

Hinh1.11: N6i theo chudn 10BASE2 vGi cdp dbng truc va ddu n6i BNC

Hinh 1.10. Két ndi theo chudn 10BASE5
Ebook 4 U ebook.vinagrid.com

Chuong 1: Téng quan vé€ cong nghé mang mdy tinh va mang cuc b

20

2.4. Ki€u 10BASE-T

La ki€u n6i ding HUB c6 cé4c 0 n0i ki€u RJ45 cho cac cap UTP. Ta c6

th€é m& rbng mang bang cach ting s6 HUB, nhung ciing khong duoc ting qua
nhiéu tang vi hoat ddng clla mang sé& kém hiéu qua néu dd tré qua 16n .
Hién nay md hinh phién ban 100BASE-T, 1000BASE-T bat dau dugc

st dung nhiéu, tOc d6 dat t&i 100 Mbps, 1000Mbps

2.5. Ki€u 10BASE-F

Diing cab quang (Fiber cab), chll y€u ding ndi c4c thiét bi xa nhau, tao

dung dudng truc xuong sOng (backborn) d€ ndi cac mang LAN xa nhau (2-10
km). Hién nay ciing da c6 cac phién ban 100BASE-F va 1000BASE-F vi tOc
do truyén dir liéu cao hon 10 va 100 1an

Hinh 1.12: N6i mang theo ki€u 10BASE-T vGi cdp UTP va HUB
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Chuong 2

GiGi thiéu giao thttc TCP/IP

1. Giao thurc IP

1.1. HO giao thtc TCP/IP

Su'ra doi cla ho giao thirc TCP/IP gan lién vdi su'ra d0i cUa Internet ma

tién than 1d mang ARPAnet (Advanced Research Projects Agency) do BO

Quodc phong MY tao ra. Pay 1a bd giao thlc dugc dung rOng rai nhat vi tinh mé
cUa né. Hai giao th(ic dugc dung chl yéu & day 1a TCP (Transmission Control
Protocol) va IP (Internet Protocol). Ching da nhanh chéng dugc don nhan va
phét trién bdi nhi€u nha nghién c(tu va cac hiang cong nghi€p may tinh véi muc
dich xay dung va phat tri€n mOt mang truyén théng ma rOng khap thé gidi ma
ngay nay chung ta goi la Internet.

Dén nidm 1981, TCP/IP phién ban 4 mdi hoan tat va dugc phd bién réng

rdi cho toan b0 nhitng may tinh st dung hé diéu hanh UNIX. Sau nay

Microsoft ciing da dua TCP/IP trd thanh mOt trong nhiing giao thlic cdn ban
cUa hé diéu hanh Windows 9x ma hién nay dang st dung.

Pén ndm 1994, mOt bdn thdo cUa phién badn IPv6 dugc hinh thanh véi su

cOng tac cUa nhi€u nha khoa hoc thudc cac t& chiic Internet trén thé gidi d€ cai
tién nhitng han ché cla IPv4.

Khéc v&i md hinh ISO/OSI tang lién mang s dung giao thlc két noi

mang "khong lién két" (connectionless) IP, tao thanh hat nhan hoat dOng cla
Internet. Cling v&i c4c thudt toan dinh tuyén RIP, OSPF, BGP, tang lién mang
IP cho phép két n6i mOt cach mém déo va linh hoat cac loai mang "vat ly" khac
nhau nhu: Ethernet, Token Ring , X.25...

Giao thUc trao d0i dit liéu "c6 lién két" (connection - oriented) TCP

dugc st dung G tang van chuyén d€ dam bdo tinh chinh xac va tin cdy viéc trao
doi dir liéu dua trén kién tric két ndi "khong lién két" & tang lién mang IP.
Cac giao thiic ho trg Umg dung phG bi€n nhu truy nhdp tU xa (telnet),

chuyén tép (FTP), dich vu World Wide Web (HTTP), thu dién t&t (SMTP), dich
vU tén mién (DNS) ngdy cang dugc cai dat ph6 bi€n nhu nhig bO phan cdu
thanh cla cac hé diéu hanh thong dung nhu UNIX (va cdc hé di€u hanh chuyén
dung cung ho cla cac nha cung cap thiét bi tinh toan nhu AIX cla IBM, SINIX
cUa Siemens, Digital UNIX cUa DEC), Windows9x/NT, Novell Netware,...

1.2. Chuc nang chinh cUa giao thic lién mang IP (v4)
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Hinh 2.1 M6 hinh OSI va mé hinh kién triic ciia TCP/IP

Trong cdu triic bOn 18p cla TCP/IP, khi ditliéu truyén tUr 1&p Ung dung

cho dén 18p vat 1y, mOi 16p déu cOng thém vao phan diéu khién cla minh d€
dam bdo cho viéc truyén d{f li€u dugc chinh xac. MOi théng tin di€éu khi€n nay
dugc goi 1a mot header va dugc dat & trudc phan dir liéu duoc truyén. MOi 10p
xem tat cd cac thong tin ma né nhan dugc tir 18p trén 1a dir1iéu, va dat phan
thong tin di€u khién header cUa né vao trudc phan thong tin nay. Viéc cOng
thém vao cac header & mOi 18p trong qua trinh truyén tin dudgc goi 1a
encapsulation. Qué trinh nhan d{r liéu dién ra theo chiéu ngugc lai: moi 16p sé&
tach ra phan header truGc khi truyén d{r liéu 1én 18p trén.

M®i 16p c6 mot cdu tric dir liéu riéng, dbc 1&p v6i cau tric dif liéu dugc

dung & 18p trén hay 186p dudi cla né. Sau day 1a gidi thich mOt sO khai niém
thudng gap.

Stream la dong sO liéu dugc truy€n trén cd sG don vi sO liéu 1a Byte.

SO liéu dugc trao ddi gilta cac Ung dung dung TCP dugc goi la stream,



trong khi dung UDP, chiing duQc goi la message.
MO6i géi s6 liéu TCP dugc goi la segment con UDP dinh nghia cdu triic
d(rliéu cla né 1a packet.

OSI

Application

Presentation

Session

Transprort

Network

Data link

Physical

Application

SMTP FTP TELNET DNS

TCP UDP

1P

ICMP

ARP

IGMP

RARP

Protocols defined by the underlying networks

TCP/IP
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LGp Internet xem tat cd cac d(r li€u nhu 1a cac khoi va goi 1a datagram.

B0 giao th(tc TCP/IP c6 thé€ diing nhi€u ki€u khéic nhau cla 16p mang dudi
cing, mOi loai c6 thé c6 mOt thudt ng(r khac nhau d€ truyén dir liéu.

Phan 16n cac mang két cau phan dit liéu truyén di dudi dang cac packets hay la
cac frames.

Application Stream

Transport Segment/datagram

Internet Datagram

Network Access Frame

Hinh 2.2: C8u tric dir liéu tai cdc I0p clia TCP/IP

1.2. Chtrc nang chinh cUa - Giao thtc lién mang IP(v4)

Trong phan nay trinh by vé giao thiic IPv4 (d€ cho thuén tién ta viét IP

c6 nghia 1a dé cap dén IPv4).

Muc dich chinh cUa IP 1a cung cap kha ning két nGi cdc mang con thanh

lién mang dé€ truyén d{t liéu. IP cung cap cac chlc ning chinh sau:

- Binh nghia cau tric cac géi d{t liéu 1a don vi co s& cho viéc truyén dit liéu
trén Internet.

- Binh nghia phuong thlc danh dia chi IP.

- Truyén d{r liéu gi(ta tang van chuyén va tang mang .

- Pinh tuyén d€ chuyén cac géi dt liéu trong mang.

- Thuc hién viéc phan manh va hgp nhat (fragmentation -reassembly) cac goi
d{r liéu va nhiing / tdch ching trong cac goi ditliéu & tang lién két.

1.3. Pia chi IP

MOi dia chi IP c6 d0 dai 32 bits (d0i v&i IP4) dugc tach thanh 4 ving

(mOi ving 1 byte), c6 th€ dugc bi€u thi dudi dang thap phan, bat phan, thap luc
phan hodc nhi phan. Cach viét phd bién nhat 1a dung ky phap thap phan cé dau
cham dé tach gilta c4c ving. Dia chi IP 1a d€ dinh danh duy nhat cho mét host
bat ky trén lién mang.

Khudn dang dia chi IP: mdi host trén mang TCP/IP dugc dinh danh duy

nhat bGi mot dia chi c6 khudn dang



<Network Number, Host number>

Do t6 chifc va d0 16n cUa cac mang con cUa lién mang cé thé khac nhau,
ngUdi ta chia cac dia chi IP thanh 5 18p ky hiéu A,B,C, D, E. C4c bit dau tién
cUa byte dau tién dugc dung d€ dinh danh 16p dia chi (0-16p A; 10 16p B; 110
16p C; 1110 16p D; 11110 16p E).

Hinh 2.3: Cdch ddnh dia chi TCP/IP
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Hinh 2.5: C4u triic géi dir liéu TCPIP

Subneting

Trong nhi€u trudng hgp, mOt mang c6 thé dugc chia thanh nhi€éu mang

con (subnet), lic d6 c6 th€ dua thém cac ving subnetid d€ dinh danh cac mang
con. Viing subnetid dugc 13y tU viing hostid, cu th€ doi véi 3 16p A, B, C nhu
sau:

Hinh 2.4: B0 sung viing subnetid

Tham khao chi tiét thém trong gido trinh “Thiét ké va xdy dung mang LAN
va WAN”

1.4. Cau tric géi dir liéu IP

IP 1a giao thUc cung cap dich vu truyén théng theo ki€u “khong lién két”
(connectionless). Cac géi d(r liéu IP dugc dinh nghia la cac datagram. MOi
datagram c6 phan tiéu dé (header) ch(fa cac théng tin can thiét d€ chuyén d{r
liéu (vi du dia chi IP cUa tram dich). Néu dia chi IP dich Ia dia chi cla mOt tram
ndm trén ciing mOt mang IP v&i tram ngudn thi cac géi df liéu sé dugc chuyén
thang téi dich; néu dia chi IP dich khéng ndm trén ciing mot mang IP v&i may
nguOn thi cac goi dt liéu sé dugc gli dén mOt mdy trung chuyé€n, IP gateway
dé€ chuyén ti€p. IP gateway la mOt thi€t bi mang IP ddm nhan viéc luu chuyén
cac go6i dr liéu IP gi(ra hai mang IP khac nhau.

Netid Subnetid hostid L&p A

Netid Subnetid hostid LGp B

Netid Subnetid hostid L&p C

0781516232431

07815162324 262731

VERS HLEN Service type Toltal length

Identification Flags Fragment offset

Time to live Protocol Header checksum

Source IP address

Destination IP address

IP options (maybe none) Padding

IP datagram data (up to 65535 bytes)

Bit 0 Bit 31

Header
Ebook 4 U ebook.vinagrid.com

Chuong 2- Gidi thiéu giao thlrc TCP/IP

25

1.5. Phan manh va hop nhat cac géi IP

MOt géi dit liéu IP c6 db dai tOi da 65536 byte, trong khi hau hét cac

tang lién két dit liéu chi ho trg cac khung dir liéu nhd hon d6 16n t6i da cUa géi
d(rliéu IP nhiéu 1an (vi du d0 dai 1én nhat MTU cla mOt khung d(t liéu
Ethernet 12 1500 byte). Vi vay can thi€t phdi c6 cO ch€ phan manh khi phat va
hop nhat khi thu doi vdi cac goi ditliéu IP.

Original IP packet 1. fragment 2.fragment

P diing cO MF (3 bit thap cla trudng Flags trong phan dau cUa géi IP) va
trudng Flagment offset cUa g6i IP (da bi phan doan) d€ dinh danh g6i IP d6 1a



m@tﬂphén doan va vi tri clla phan doan nay trong géi IP gbc. Cac goi cling trong
chudi phan manh déu c6 truOng nay giéng nhau. CG MF bang 1 néu la goi dau
cUa chuOi phan mdnh va 0 néu 1a goi cubi cla géi da dugc phan manh.

1.6. Pinh tuyén IP

C6 hai loai dinh tuyén:

- Dinh tuyén truc ti€p: Pinh tuyén truc ti€p 1a viéc x4c dinh dudng nodi gilra hai
tram lam viéc trong cang m&t mang vat ly.

- Dinh tuyén khéng truc ti€p. Dinh tuyén khong truc tiép 1a viéc xac dinh
dudng noi gilra hai tram lam viéc khong nam trong cung m&t mang vat ly va vi
vay, viéc truyén tin gilta chung phai dugc thuc hién théng qua céc tram trung
gian la cac gateway.

Pé ki€m tra xem tram dich c6 nam trén cing mang vat 1y vdi tram

nguOn hay khong, nguGi gUi phdi tich 1dy phan dia chi mang trong phan dia chi
IP. Néu hai dia chi nay c6 dia chi mang giOng nhau thi datagram s€& dugc truyén
di truc ti€p; ngurgc 1ai phdi xac dinh mOt gateway, thong qua gateway nay
chuyén ti€p cac datagram.

04 05 00 2000

11110000

05 06 checksum

128.82.24.12

192.12.2.5

Data

1980 byte

04 05 00 1500

11111000

05 06 checksum

128.82.24.12

192.12.2.5

Data

1480 byte

04 05 00 520

11110000

05 06 checksum

128.82.24.12

192.12.2.5

Data

500 byte

Hinh 2.6: Nguyén tdc phdn mdnh géi dir liéu
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2. MOt s giao thiic di€u khi€n

2.1. Giao thirc ICMP

ICMP ((Internet Control Message Protocol) 1a mOt giao thlc diéu khién

cUa mUc IP, dugc dung d€ trao dbi cac thong tin di€u khi€n dong sO liéu, théng
béo 16i va cac thong tin trang thai khac ca bo giao thlc TCP/IP. Vi du:

- Biéu khién luu lugng dir 1iéu (Flow control).

- Thong béo 16i : vi du "Destination Unreachable".

- Binh hudng lai cac tuyén dudng: géi tin redirect

- Ki€m tra cac tram G xa: géi tin echo

Vi du khuén dang cUa théng diép ICMP redirect nhu sau:

2.2. Giao thUc ARP va giao thitc RARP

Trén mOt mang cuc bd hai tram chi c6 thé lién lac vGi nhau néu chiing

biét dia chi vat ly cla nhau. Nhu vay van dé dat ra 1a phai thuc hién 4nh xa gilta
dia chi IP (32 bits) va dia chi vat 1y (48 bits) clla mOt tram. Giao thlc ARP
(Address Resolution Protocol) da dugc xay dung d€ chuyén ddi tU dia chi IP
sang dia chi vat ly khi can thiét. Ngugc lai, giao thlic RARP (Reverse Address



Application

Transport

Internet

Network

Internet Access

Network

Application

Transport

Internet

Network

Access Internet

Network

Gateway Gateway

Network A Network B Network C

Host A1 Host C1

Hinh 2.7: Pinh tuyén gilta hai hé thGng

078151631

type (5) Code(0-3) Checksum

Dia chi IP cUa Router mac dinh

IP header (gOm option) va 8 bytes dau cUa géi dir1iéu IP nguOn
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Resolution Protocol) dugc dung d€ chuyén d6i dia chi vat 1y sang dia chi IP.
Cac giao thUrc ARP va RARP khong phai 1a b0 phan cla IP ma IP sé dung dén
chiing khi can.

3. Giao thiic 16p chuy€n tai (Transport Layer)

3.1. Giao thirc TCP

TCP (Transmission Control Protocol) 1a mOt giao thUc “c6 lién két”
(connection - oriented), nghia 1a can thiét 1ap lién két (logic), gilta mOt cdp thuc
thé TCP trudc khi ching trao dGi d{f liéu v4i nhau.

TCP cung cap kha ning truyén d{t li€u mot cach an toan gilta cic mdy
tram trong hé théng cac mang. N6 cung cap thém cac chlc nang nham kiém tra
tinh chinh xac ca dit liéu khi dén va bao gOm cd viéc gri lai d{t liéu khi c6 16i
xay ra. TCP cung cap céc chlic ning chinh sau:

1. Thié€t 1ap, duy tri, két thiic lién két gilra hai qua trinh.

2. Phan phat goéi tin mot cach tin cay.

3. Panh sO th(r tu (sequencing) cac goéi dir liéu nham truyén d{r liéu mot
cach tin cay.

4. Cho phép diéu khién 10i.

5. Cung cap kha ning da két ndi vGi cac qua trinh khac nhau gilta tram
ngudn va tram dich nhat dinh théng qua viéc st dung cac cOng.

6. Truyén d(r liéu s dung c0 ché song cong (full-duplex).

3.1.1 Cau tric géi dir liéu TCP

031

Source port Destination port

Sequence number

Acknowledgment number

Data Resersed UAPRSF

Offset R C S S'Y I Window

GKHTNN

Checksum Urgent pointer

Options Padding

TCP data
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C6 thé tham khdo néi dung chi tiét cdc trudng trong gido trinh “Thiét ké va
xdy dung mang LAN va WAN”

MOt tién trinh Ung dung trong mot host truy nhdp vao cac dich vu cla

TCP cung cap thdng qua mOt cOng (port) nhu sau:

MOt cOng két hgp v&i mot dia chi IP tao thanh mOt socket duy nhat

trong lién mang. TCP dugc cung cdp nhd moOt lién két logic gilta mOt cdp
socket. MOt socket c6 th€ tham gia nhi€u lién két véi cac socket G xa khac

nhau. Trudc khi truyén d{r liéu gi(a hai tram can phai thiét 1ap mot lién két
TCP gi(ra ching va khi két thiic phién truyén dit liéu thi lién két d6 sé dugc gidi
phéng. Ciing giéng nhu & cac giao thlc khac, cac thuc thé & tang trén s dung
TCP thong qua cac ham dich vU nguyén thuy (service primitives), hay con goi

14 cac 10i goi ham (function call).

3.1.2 Thiét 1ap va két thiic két ndi TCP

Thi€t 1ap két noi

Thiét 1ap két n6i TCP dugc thuc hién trén cd sG phudng thitc bat tay ba

budc (Tree - way Handsake) hinh sau. Yéu cau két ndi luén dugc ti€n trinh
tram khdi tao, bang cach glri mdt géi TCP v4i cO SYN=1 va ch(fa gia tri khéi
tao s6 tudn ty ISN cUa client. Gia trj ISN nay 1a m0t s6 4 byte khéng dau va
dugc ting moi khi két ndi dugc yéu cau (gia tri nay quay v€ 0 khi né t&i gia tri
232). Trong thong diép SYN nay con chUa s0 hiéu c6ng TCP cUa phan mém
dich vu ma tién trinh tram mu0n két ndi (budc 1).

MOi thuc thé két ndi TCP déu c6 mOt gia tri ISN mdi s6 nay dugc ting

theo thOi gian. Vi mOt két nOi TCP c¢6 cling s& hiéu c8ng va ciing dia chi IP
dugc dung lai nhi€u 1an, do d6 viéc thay dGi gia tri INS ngin khong cho cac két
noi dung lai cac d{r liéu da cii (stale) van con dugc truyén tir mOt két ndi cii va
c6 ciing mOt dia chi két n6i.

Khi thuc th€ TCP clla phan mém dich vu nhan dugc théng diép SYN, né

gUri lai g6i SYN cung gia trj ISN cUa né va dat c0 ACK=1 trong truOng hdp san
sang nhan két ndi. Thong diép ndy con chifa gia tri ISN cUa ti€n trinh tram
trong truOng hop sO tudn tu thu d€ bao rang thuc thé dich vu di nhén dugc gia
tri ISN cUa tién trinh tram (budc 2).

Tié€n trinh tram trd 10i 1ai géi SYN cUa thuc thé dich vu bang mot théng

béo trd 10i ACK cui ciing. Bang cach nay, cac thuc thé TCP trao dGi mOt cach
tin cAy cac gia tri ISN cUa nhau va c6 thé bat dau trao d6i dir liéu. Khong cé
thong diép nao trong ba budc trén ch(fa bat ky d{r liéu gi; tat ca thong tin trao
d6i déu nam trong phan tiéu dé cla thong diép TCP (budc 3).
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Hinh 2.8: Qud trinh két ndi theo 3 bu'dc

K@t thiic két noi

Khi c6 nhu cau két thiic két noi, thuc th€ TCP, vi du cu thé A gUi yéu

cau két thiic két n6i véi FIN=1. Vi két n6i TCP 1a song cong (full-duplex) nén
mdc di nhan dugc yéu cau két thiic k€t n6i clla A (A thong bao hét s6 liéu gUi)
thuc th€ B van c6 thé ti€p tuc truyén s liéu cho dén khi B khong con sO liéu dé
gUi va thong bao cho A bang yéu cau két thiic két n6i vGi FIN=1 cUa minh. Khi
thuc th€ TCP da nhan dugc thong diép FIN va sau khi di gUi thong diép FIN
cUa chinh minh, két n6i TCP thuc su két thic.

TCP_A

TCP_B

Syn, Seq=x



Syn, Seq=y
Ack(x+1)

Ack(y+1)

a) thiét 1ap két n6i
TCP_A

TCP_B

Fin, Seq=x

Ack(x+1)

Fin, Seq=y,
Ack(x+1)

Ack(y+1)

b) Két thiic két n6i
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PHAN II : QUAN TRI MANG

Quadn tri mang ludi (network administration) dugc dinh nghia 1a cac

cong vi€c quan ly mang 1udi bao gdbm cung cép cac dich vu ho trg, dam bao
mang ludi hoat ddng hiéu qud, ddm bdo chat lugng mang ludi cung cap ding
nhu chi tiéu dinh ra.

Quan tri hé thdng (system administration) dugc dinh nghia 1a cac cong

viéc cung cap cac dich vu ho trg, ddm bdo su tin cdy, nang cao hiéu qua hoat
dOng cla hé thong, va ddm bdo chat lugng dich vu cung cap trén hé théng diing
nhu chi tiéu dinh ra.

MOt dinh nghia khai quat v€ cong tac quan tri mang 1a rat khé vi tinh

bao ham réng cla né. Quan tri mang theo nghia mang may tinh c6 thé dugc
hi€u khai quat 12 tap bao gbm cUa cac cong tac quan tri mang ludi va quan tri
hé théng.

Cé thé€ khai quat cong tac quan tri mang bao gOm cac cong vi€c sau:
Quan tri cau hinh, tai nguyen mang : Bao gOm cdc cong tac quan ly

ki€m soat cau hinh, quan ly c4c tai nguyén cap phét cho cac dOi tugng st dung
khéc nhau. C6 thé tham khdo cac céng vi€c quan tri cu thé trong cac tai liéu,
gido trinh vé& qudn tri hé thdng windows, linux, novell netware ...

Quan trj ngudi dung, dich vu mang: Bao gOm céc cong tac quan ly

ngudi s dung trén hé thong, trén mang luGi va ddm bdo dich vu cung cap c6
d0 tin cdy cao, chat luong ddm bao theo diing cac chi tiéu dé ra. C6 thé tham
khdo cic tai liéu, gido trinh quan tri hé thdng windows, novell netware, linux,
unix, quan tri dich vu co ban thu tin dién tlr, DNS...

Quan tri hiéu nang, hoat ddng mang : Bao gbm cac cdng tac quan ly,

giam sat hoat dOng mang 1udi, dAdm bdo céc thi€t bi, hé th6ng, dich vu trén
mang hoat déng On dinh, hi€u qud. Cac cong tac quan ly, gidm st hoat dOng
cUa mang ludi cho phép ngudi quan trj téng hgp, du bao su phat trién mang
1udi, dich vu, cac di€m y€u, di€m manh cla toan mang, cac hé thong va dich vu
dong thoi gitp khai thac toan bd hé thdng mang vGi hiéu suat cao nhat. C6 thé
tham khdo cac tai liéu, gido trinh vé cac hé théng quan tri mang NMS, HP
Openview, Sunet Manager, hay cac gi4o trinh nang cao hi€u ning hoat ddng

cUa hé thOng (performance tuning).

Quadn tri an ninh, an toan mang: Bao gOm cac cong tac quan ly, giam sat

mang ludi, cac hé th0ng d€é ddm bdo phong tréanh cac truy nhap trai phép, c6
tinh pha hoai cac hé théng, dich vu, hodc muc tiéu danh cap thong tin quan
trong cUa céc tG chlc, cong ty hay thay doi n6i dung cung cap 1én mang vGi
dung y xau. Viéc phong chOng, ngin chan su 1ay lan cUa cac loai virus may
tinh, cdc phuong thlc tan cong vi du nhu DoS lam té liét hoat dOng mang hay
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dich vu ciing 1a m&t phan cuc ky quan trong cUa cong tac quan tri an ninh, an
toan mang. Pac biét, hién nay khi nhu cau két n6i ra mang Internet trd nén thiét
y€u thi cdc cong tic dAm bAo an ninh, an toan dugc dat 1én hang dau, dac biét 1a
vGi cac co quan can bao mat ndi dung thong tin cao dO (nha bang, cic cO quan
luu tr(r, cac cac bao dién tU, tap doan kinh t€ miii nhon...).

Trong phan 2 cUa gi4o trinh nay sé tap trung nghién cUu sdu v€ mot sO

ki€n thlc, k¥ ning co ban va théng dung nhat vé quan tri mang. Tuy nhién, cic
n0i dung trinh bay tai phan 2 s€ khong bao ham hét dugc cac ndi dung da khai
quat & trén do su phlc tap phong phii clla ban than moi ndi dung ciing nhu giGi
han vé thdi gian bién soan. Vi muc tiéu cung cap cac k¥ nang phd bién nhat
gitip cho cac hoc vién ti€p can nhanh chéng vao cong tdc quan tri mang dé€ ddm
duong dugc nhiém vu cO quan, cong ty giao cho. Phan 2 cUa gi4o trinh sé& bao
gOm :

- T6ng quan vé bd dinh tuy€n trén mang

- Hé thOng tén mién DNS

- Dich vu truy cap tUr xa va dich vu proxy

- Firewall va bdo mat hé thOng

Hoc vién ciing c6 th€ tham khdo bd sung thém kién thlic vé quan trj

mang v0i cic gido trinh vé& mang cuc b, gido trinh vé thu tin dién t{, gido trinh
v€ cac hé diéu hanh Windows, Linux, Unix 1 cac ndi dung bién soan trong bd
cac gido trinh phuc vy dao tao cho dé an 112.
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Chuong 3

~? ~ N - ~
Tong quan veé bO dinh tuyén
Chuong ba cung cap céc kién thlic co badn vé bd dinh tuyén trén mang va
cac b0 chuy€n mach 18p 3. Cac thié€t bi nay 1a mOt phan thiét yéu clla mang
may tinh hi€én dai va 1a c4c thiét bi ha tang cOt 16i. Cac minh hoa tuOng tan vé
cau triic cUa cac sdn pham hang Cisco sé gitip hoc vién ndm viing céc 1y thuyét
hé thdng ddc biét 1a ly thuyét dinh tuyén. Phan ndi dung ciing bG sung cac ky
ning cau hinh hoat dOng cUa thi€t bi trén cac giao thiic mang WAN khéc nhau
nhu Frame Relay, X.25...
Chuong ba doi hdi cac hoc vién can c6 cac ki€n thlc so khdi vé céc giao
thUc trén mang dién rOng nhu Frame Relay, X.25..., cac ki€n thlc vé dia chi
16p 2,16p 3.
1. Ly thuy@t vé bd dinh tuyén
1.1. Téng quan vé bd dinh tuyén
B0 dinh tuyén la thiét bi dugc st dung trén mang dé€ thuc thi cac hoat
dong x(r 1y truyén tai théng tin trén mang. C6 thé xem bO dinh tuyén 1a mot
thi€t bi my tinh dugc thiét ké dac biét d€ dam duong dugc vai tro x( 1y truyén
tai thong tin trén mang cla né va do dé né ciing bao gdm cac CPU, tréi tim cUa
moi hoat dOng, bd nhGd ROM, RAM, cac giao ti€p, cac bus d{t li€u, hé diéu
hanh v.v...
ChUtc ning cla b0 dinh tuyén 1a dinh hudng cho cac géi tin dugc truyén
tai qua b0 dinh tuyén. Trén c0 s& cac thudt toan dinh tuy€n, thong tin cau hinh
va chuyén giao, cac b0 dinh tuyén sé& quyé€t dinh hudng di t6t nhat cho cac géi
tin dugc truy€n tai qua né. BO dinh tuy€n con cé vai trd d€ xU Iy cac nhu cau
truy€n tai va chuyén ddi giao thlc khac.
Vai trd cla b0 dinh tuy€n trén mang 1a ddm bdo cac két ndi lién thong



gi(ta cAc mang vGi nhau, tinh toan va trao dGi cac thong tin lién mang lam cin
cU cho cac b0 dinh tuyén ra cac quyét dinh truyén tai thong tin phit hgp véi cau
hinh thuc t€ clla mang. B dinh tuyén lam viéc vdi nhiéu cong nghé dau noi
mang di€én rOng khac nhau nhu FRAME RELAY, X.25, ATM, SONET, ISDN,
xDSL... ddm bdo cac nhu cau két ndi mang theo nhiéu cac céng nghé va do
chudn muc khac nhau ma néu thi€u vai tro clla bd dinh tuyén thi khong thé thuc
hién dugc.

1.2. Cac chuic ning chinh cla bd dinh tuy€n, tham chiéu mé hinh OSI

M5 hinh OSI da dugc hoc ¢ chuong 1 gbm 7 18p trong dé bao gOm:

- 316p thudc vé cac 16p Ung dung

o 16p Ung dung
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o 16p trinh bay

o 16p phién

- 416p thuOc vé cac 16p truyén thong

0 16p van chuyén

o 16p mang

o 16p lién két dit liéu

o 16p vat ly

D0i véi cac 16p truyén thong:

- L6p van chuyén: phan chia / tai thi€t d{r liéu thanh cac dong chay dit

liéu. C4c chUc ning chinh bao gdm di€u khi€n dong d{r liéu, da truy nhdp, quan
ly cdc mach do, phat hién va sta 16i. TCP, UDP la hai giao th(c thudc ho giao
thlc Internet (TCP/IP) thudc v€ 18p van chuyén nay.

- L6p mang: cung cap hoat ddng dinh tuyén va cac chic ning lién quan

khac cho phep két hgp cac moi truOng lién két d(r liéu khac nhau lai véi nhau
cling tao nén mang théng nhat. Céc giao thlc dinh tuyén hoat dOng trong 18p
mang nay.

- L&p lién két dit 1iéu: cung cap kha ning truyén tai d{t liéu tUr qua moi
trudng truyén dan vat ly. MOi ddc ta khac nhau cla 18p lién két dirliéu sé c6
cac dinh nghia khac nhau vé giao thUtc va cac chudn muc két néi ddm bao
truyén tai dir liéu.

- Lép vat ly: dinh nghia cac thuOc tinh dién, cac chlc nang, thuOng trinh

dung dé€ két ndi cac thi€t bi mang & mUc vat ly. MOt sO cac thuQc tinh dugc
dinh nghia nhu mUc dién ap, dong b0, tdc dO truyén tai vat ly, khodng cach
truy€n tai cho phép...

Trong mdi truOng truy€n théng, cac thiét bi truy€n théng giao ti€p véi

nhau théng qua cac ho giao thUc truy€n thong khac nhau dugc xay dung dua
trén cac moé hinh chudn OSI nham ddm bao tinh tuong thich va ma rOng. Cac
giao thUrc truyén théng thudng dugc chia vao mOt trong bGn nhém: céc giao
thUtc mang cuc b, cac giao thlic mang dién rOng, giao thic mang va céc giao
th(c dinh tuy€n. Giao thlfc mang cuc bé hoat dong trén 1&p vat 1y va 10p lién
két d{r liéu. Giao thlrc mang dién réng hoat ddng trén 3 18p dudi cing trong mo
hinh OSI. Giao thc dinh tuyén 1a giao thlc 16p mang va ddm bdo cho cac hoat
dOng dinh tuy€n va truyén tai d{t liéu. Giao thlrc mang 1a cac ho cac giao thlc
cho phép giao ti€p vdi 16p Ung dung.

Vai trd cUa b0 dinh tuy€n trong méi truOng truyén thong 1a ddm bdo cho

cac két n6i gilta cic mang khéac nhau véi nhi€u giao thlfc mang, s& dung céc
cong nghé truyén dan khac nhau.

ChUc nang chinh cUa bd dinh tuyén la:

- Pinh tuyén (routing)



- Chuy€n mach cac géi tin (packet switching)
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Dinh tuyén 1a chlc nang ddm bdo géi tin dugc chuyén chinh xac tdi dia

chi can dén. Chuyén mach cdc géi tin 1a chUc ning chuy€n mach s liéu, truyén
tai cac goi tin theo hudng da dinh trén co s& cac dinh tuyén dugc dat ra. Nhu
vay, trén mOi bd dinh tuyén, ta phdi xay dung mot bang dinh tuyén, trén dé chi
rd dia chi can dén va dudng di cho né. BO dinh tuy€n dua vao dia chi cla goi
tin k€t hgp vdi bang dinh tuyén d€ chuyén géi tin di diing dén dich. Cac géi tin
khéng c6 ding dia chi dich trén bang dinh tuyén sé bi huy.

ChUc ning dau tién cUa bd dinh tuyén 1a chlc ning dinh tuy€n nhu tén

g0i cla noé ciing 1a chlc ning chinh cla bd dinh tuyén lam viéc véi cac giao
th(rc dinh tuyén. BO dinh tuy€én dugc x€p vao cac thi€t bi mang lam viéc & 16p
3, 16p mang.

Bang 3-1:Tuong duong chlrc ndng thiét bi trong mé hinh OSI

L6p 3 Lép mang

L&p 2 Lép lién két dir liéu

Lép 1 Lép vatly

ChUc nang khéc cUa b dinh tuyén 1a cho phép st dung cac phuong thiic
truyén thong khac nhau d€ dau néi dién réng. Chlic nang két noi dién rong
WAN cUa bd dinh tuyén 1a khong th€ thi€u d€ dam bdo vai tro két ndi truyén
thong gilra cac mang v@i nhau. Chlc nang két n6i mang cuc b0, bat ky bd dinh
tuy€n ndo ciing can c6 chlic nang ndy d€ ddm bao két n6i dén ving dich vu cUa
mang. BO dinh tuy€n con c6 cc chlc ning ddm bdo hoat ddng cho céc giao
thlrc mang ma n6 quan ly.

1.3. Cau hinh co ban va chiic nang clia cac bd phan ctia bd dinh tuyén
Nhu di néi @ phan trudc, bO dinh tuy€n 1a mot thiét bi may tinh dugc

thi€t k€ dac biét d€ ddm duong duoc vai tro xU 1y truy€n tdi thong tin trén
mang. N6 dugc thiét ké bao gbm cac phan tUr khong thé thi€u nhu CPU, b nhé
ROM, RAM, cac bus dit liéu, hé diéu hanh. Cac phan t( khac tlly theo nhu cau
st dung c6 th€ c6 hodc khdng bao gOm céc giao ti€p, cic module va céc tinh
ning dac biét cla hé diéu hanh.

CPU: diéu khi€n moi hoat ddng cla b0 dinh tuyén trén co s& cac hé

thOng chuong trinh thuc thi cUa hé diéu hanh.

ROM: cha cic chuong trinh tu dOng ki€m tra va c6 th€ c6 thanh phan

c0 ban nhat sao cho bd dinh tuyén c6 thé thuc thi dugc mOt s6 hoat ddng t6i
thi€u ngay cd khi khong c6 hé di€u hanh hay hé di€u hanh bi hong.

RAM: gi(t cic bang dinh tuy€n, cac viing dém, tap tin cau hinh khi chay,

cac thong s6 ddm bdo hoat dOng cla b0 dinh tuyén khéc.

Flash: 1a thi€t bi nh& / luu trt c6 kha ning xo4 va ghi dugc, khong mat

dit liéu khi cat ngudn. Hé di€u hanh cla b0 dinh tuyén dugc chlta G day. Ty
thuQc cac bO dinh tuy€n khac nhau, hé diéu hanh s& dugc chay truc ti€p tur
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Flash hay dugc gian ra RAM trudc khi chay. Tap tin cau hinh ciing c6 thé dugc
luu tr(r trong Flash.

Hé di€u hanh: ddm duong hoat ddng cla bd dinh tuyén. Hé di€u hanh

cUa c4c b0 dinh tuy€n khac nhau c6 cac chlc ning khac nhau va thudng dugc
thiét k€ khac nhau. MOi bd dinh tuyén c6 th€ chay rat nhiéu hé diéu hanh khac
nhau tuy thudc vao nhu cau s dung cu thé, cac chlic nang can thiét phai c6 cla
b0 dinh tuy€n va cac thanh phan phan cling c6 trong bd dinh tuy€n. Céc thanh
phan phan cling mdi yéu cu c6 su' nang cap vé hé diéu hanh. Céc tinh ning



dac biét dugc cung cap trong cac bdn nang cap riéng cUa hé diéu hanh.

Cac giao ti€p: bO dinh tuyén c6 nhiéu céc giao ti€p trong d6 chl yéu

bao gOm:

- Giao ti€p WAN: ddm bdo cho cac két ndi dién rOng théng qua cac

phuong thlc truyén thong khac nhau nhu leased-line, Frame Relay, X.25,
ISDN, ATM, xDSL ... Cac giao ti€p WAN cho phép b0 dinh tuy€n két n6i theo
nhiéu cac giao dién va tdc d6 khac nhau: V.35, X.21, G.703, E1, E3, cdp quang
V.v...

- Giao ti€p LAN: ddm bdo cho cac két n6i mang cuc b9, két noOi dén cac
viing cung cap dich vu trén mang. Cac giao ti€p LAN théng dung: Ethernet,
FastEthernet, GigaEthernet, cap quang.

2. GiGi thiéu vé bd dinh tuyén Cisco

2.1. Gi6i thiéu bd dinh tuyén Cisco

So lugc vé bd dinh tuyén

B0 dinh tuyén Cisco bao gdbm nhi€u nén tang phan clng khac nhau dugc
thiét ké xay dung cho phtt hgp véi nhu cau va muc dich st dung cla cac gidi
phap khac nhau.

Cac chlrc ning xU ly hoat ddng cUa bd dinh tuyén Cisco dua trén nén

tang cOt 16i 1a hé diéu hanh IOS.

Tuy theo cac nhu cdu cu th€ ma mét bo dinh tuy€n Cisco sé& can mot I0S

c6 céc tinh nang phit hgp. I0S c6 nhi€u phién ban khéc nhau, mot s6 loai phén
cu‘ng mai dugc phét trién chi c6 thé dugc ho tro bdi cac I0S phién ban mbi
nhat.

Cac thanh phan cau thanh bd dinh tuyén

Hinh 3.1:Cdc thanh phdn cua bd dinh tuyén Cisco
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- RAM: Gi(r bang dinh tuy€n, ARP Cache, fast-switching cache, packet

buffer, va 1a noi chay céc file cdu hinh cho b0 dinh tuyén. Pay chinh 1 noi luu
gi(t file Running-Config, ch(fa cu hinh dang hoat d0ng cUa Router. Khi nglng
cap nguon cho b0 dinh tuy€n, b0 nhd nay sé tu dOng gidi phong. Tat cd cac
thong tin trong file Running-Config s& bi mat hoan toan.

- NVRAM: non-volatile RAM, 1a n0i gi(F startup/backup configure, khéng

bi mat théng tin khi mat ngudn vao. File Startup-Config dugc luu trong nay dé
dam bdo khi khéi dOng lai, cdu hinh cla b0 dinh tuyén sé& dugc tu ddng dua vé
trang thai da luu gir trong file. Vi vay, phadi thudng xuyén l1uu file Running-
Config thanh file Startup-Config.

- Flash: LA ROM c6 khd ning xo4, va ghi doc. La noi ch(ta hé diéu hanh

I0S cUa b0 dinh tuyén. Khi khéi dong, b6 dinh tuyén sé tu doc ROM dé€ nap
I0S trudc khi nap file Startup-Config trong NVRAM.

- ROM: ChUa cac chudng trinh tu dOng ki€m tra.

- COng Console: Budgc st dung d€ cau hinh truc ti€p bd dinh tuyén. Toc

dd dir liéu dung cho cdu hinh bang mdy tinh qua cGng COM la 9600b/s. Giao
dién ra cUa cOng nay la RJ45 female.

- COng AUX: Budgc st dung d€ quan 1y va cau hinh cho b dinh tuyén

thong qua modem du phong cho cOng Console. Giao dién ra clla cOng nay ciing
la RJ45 female.

- Céc giao dién:

o COng Ethernet / Fast Ethernet

o COng Serial

o COng ASYNC ...

2.2. MOt s tinh ning uu viét clla bd dinh tuyén Cisco



- C6 kha ning tich hgp nhi€u chlic nang xU 1y trén cling mOt sdn pham
v@i viéc st dung cac module chltc ning thich hgp va IOS thich hogp.

- Dé dang trong viéc nang cap b0 dinh tuyén Cisco cd vé phan mém lan
phan cling do d6 dé dang dap Ung cac nhu cau thay d6i, m& rOng mang, dap
Ung cac nhu cau phét tri€n va Ung dung cong nghé mdi.

- Tuong thich va dé dang m& rdng cho cac nhu cau vé da dich vu ngay
cang gia tang trén.

- Tinh bén v{ng, an toan va bao mat.

2.3. MOt s bd dinh tuyén Cisco thong dung

BO dinh tuyén Cisco 2500

- BO dinh tuyén Cisco 2509

- 01 cOng console, 01 AUX

- 02 cOng serial tOc d0 t&i 2Mbps: két ndi leased-line, X.25, Frame
Relay...
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- 01 Ethernet toc dO 10Mbps giao dién AUT: can thi€t c6 dau chuyén
RJ45/AUI khi két n6i vao cdc mang switch/hub théng thudng.

Hinh 3.2: BO dinh tuyén Cisco 2501

- 01 cOng Async cho phép két ndi dén 08 modem V34/V90. SU dung mét
cap két noi Octal d€ két nOi cic modem dén b dinh tuyén.

- BO dinh tuyén Cisco 2501

- 01 cOng console, 01 AUX

- 02 cOng serial tOc d0 t&i 2Mbps: két ndi leased-line, X.25, Frame
Relay...

- 01 Ethernet tdc d6 10Mbps giao dién AUI: can thi€t c6 dau chuyén
RJ45/AUI khi két ndi vao cdc mang switch/hub théng thudng

Cisco da nglng sdn xudt cac bd dinh tuyén Cisco dong 2500.

B dinh tuyén Cisco 1600

Hinh 3.3: BJ dinh tuyén Cisco 1601

- BO dinh tuyén Cisco 1601

- 01 cOng console

- 01 cOng serial tOc d0 tGi 2Mbps: két ndi leased-line, X.25, Frame
Relay...

- 01 Ethernet toc dO 10Mbps giao dién AUI va RJ48 (Female Socket for
RJ45 connector)

- 01 serial slot: c6 th€ st dung cho cBng Serial th(t 2, card ISDN BRI

Hinh 3.4: BJ dinh tuyén Cisco 1603
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- BO dinh tuyén Cisco 1603

- 01 cOng console

- 01 cOng ISDN BRI giao dién S/T: két ndi ISDN tdc dd 2B+D, khi st
dung G Viét nam can c6 thém mot bd ti€p hgp NT1 d€ ddu ndi vao mang ISDN.
- 01 Ethernet tdc d6 10Mbps giao dién AUI va RJ48 (Female Socket for
RJ45 connector)

- 01 serial slot: c6 th€ st dung cho cOng Serial, card ISDN BRI

BO dinh tuyén Cisco 1700

Hinh 3.5: BJ dinh tuyén Cisco 1721

- BO dinh tuyén Cisco 1721

- 01 cOng console, 01 AUX

- 01 FastEthernet tOc d0 10/100Mbps giao dién RJ48 (Female Socket for



RJ45 connector)

- 02 WAN slot: c6 thé st dung cho cOng Serial, card ISDN BRI...

Hinh 3.6: BJ dinh tuyén Cisco 1751

- BO dinh tuyén Cisco 1751

- 01 cOng console, 01 AUX

- 01 FastEthernet tOc d0 10/100Mbps giao dién RJ48 (Female Socket for
RJ45 connector)

- 02 WAN slot: c6 thé st dung cho cOng Serial, card ISDN BRI...

- 01 Voice slot: chi cho phép cam cac card voice
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BO dinh tuyén Cisco 2600

Hinh 3.7: B{ dinh tuyén Cisco 2610

- BO dinh tuyén Cisco 2610

- 01 cOng console, 01AUX

- 01 Ethernet tdc d® 10Mbps giao dién RJ48 (Female Socket for RJ45
connector)

- 02 serial slot: c6 thé st dung cho cOng Serial, card ISDN BRI, card
voice...

- 01 network module slot: c6 th€ s& dung module Async, Sync/Async,
Channelized E1, PRI ...

Hinh 3.8: BJ dinh tuyén Cisco 2621

- BO dinh tuyén Cisco 2621

- 01 cOng console, 01AUX

- 02 FastEthernet t&c dO 10/100Mbps giao dién RJ48 (Female Socket for
RJ45 connector)

- 02 serial slot: c6 th€ st dung cho c8ng Serial, card ISDN BRI, card
voice...

- 01 network module slot: c6 thé s& dung module Async, Sync/Async,
Channelized E1, PRI ...

B dinh tuyén Cisco 3600

Hinh 3.9: BJ dinh tuyén Cisco 3620
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- BO dinh tuyén 3620

- 01 cOng console, 01AUX

- PCMCIA slot

- 02 network module slot: c6 th€ s dung module Async, Sync/Async,
Channelized E1, PRI, Ethernet/FastEthernet, Voice, VPN ...

- Khi két n6i v6i mang LAN can thiét c6 mOt Network module c6 c6ng
Ethernet/FastEthernet

Hinh 3.10: B dinh tuyén Cisco 3661

- BO dinh tuyén 3661

- 01 cOng console, 01AUX

- PCMCIA slot

- 01 FastEthernet tOc d0 100Mbps

- 06 network module slot: c6 th€ s& dung module Async, Sync/Async,
Channelized E1, PRI, Ethernet/FastEthernet, Voice, VPN ...

- 02 module ngu6n, ho trg va du phong 1an nhau, ddm bao vé mat cung
cap ngudn dién cho b0 dinh tuyén. C6 thé€ thay th€ module nguén ma khong
can phai tat dién toan bd bd dinh tuyén.

2.4. Cac giao ti€p clla bd dinh tuyén Cisco



- COng Console

o TOc d6 c6 thé 11500Bps, lam viéc & tdc dd 9600Bps

o Dung cho c&u hinh cho b6 dinh tuyén Cisco

o SU dung cap Console d€ két n6i

- COng AUX

o T6c d0 11500Bps

o SUr dung cho qudn tri/cdu hinh t&r xa qua modem V34/V90

0 C6 thé st dung d€ cau hinh truc ti€p st dung cap Console

o Chi 1am viéc sau khi b0 dinh tuyén Cisco da khéi dOng hoan toan
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0 C6 thé cau hinh d€ AUX lam viéc nhu m6t duong két noi du
phong

- Ethernet/FastEthernet

o TOc dO 10Mbps/100Mbps giao dién AUI hodc RJ45

o Dung cho dau noi truc ti€p vao mang LAN

o Tuan theo c4c chudn cla IEEE802.3

- Serial

o TOc dO két ndi tGi 2Mbps

o Dung cho két n6i mang WAN

0 C6 kha ning két ndi theo nhi€u chudn giao di€én khac nhau V35,
V24, X21, EIA530... bang viéc st dung céc cap noi

- ISDN

o TOc d0 2B+D

o Dung cho két n6i mang ISDN st dung cho Dialup Server hodc

két n6i du phong

0 C6 cac giao dién U hodc S/T, giao dién S/T can thiét c6 thiét bi
NT1 d€ két n6i vao mang

- Async

o Giao dién truyén s0 liéu khong dong bd

o Dung cho két n0i v&i cac hé thOng modem V34/V90

o SU dung cap két ndi Async (Octal Cable) d€ ndi téi 08 modem.
Octal cable thuOng c6 giao di€n RJ45 va can c6 chuyén dGi RJ45-DB25 dé€ phu
hop vdi giao dién cUa modem

2.5. Ki€n triic module ctla bd dinh tuyén Cisco

Cac bo dinh tuyén c6 ki€n triic module

Cac b0 dinh tuyén Cisco théng dung dugc gidi thiéu & phan trudc hau
hét 1a c6 kién triic module trr bQ dinh tuyé€n 2500 da khong dugc ti€p tuc san
xuat.

Ngoai cc b0 dinh tuy€n c6 kié€n triic module da dugc biét, con c6 cac b0 dinh
tuy€n Kkhéc:

-1600: 1601, 1602, 1603, 1604, 1605

-1700: 1710, 1720, 1721, 1750, 1751, 1760

-2600: 2610, 2160XM, 2611, 2611XM, 2612, 2613, 2620, 2620XM,
2621, 2621XM, 2650, 2650XM, 2651, 2651XM, 2691

-3600: 3620, 3631, 3640, 3661, 3662

-3700: 3725, 3745

Tinh tuong thich dung 1an va thay thé
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Cac b0 dinh tuyén c6 kié€n tric module cUa Cisco dugc thiét k& dé sir
dung chung moOt kho cac card giao ti€p va module chlc ning khac nhau.



Cac card giao ti€p dugc st dung cho bat ky mOt bO dinh tuy€n nao c6

khe cdm tuong thich. Tuong thich ph6 bién nhat 1a card giao ti€p Serial. Card
giao ti€p serial c6 th€ st dung trén bat ky b0 dinh tuy€n ndo. MOt sO card giao
ti€p khac nhu card voice s€ yéu cau vé cau hinh phan cling va phan mém t6i
thi€u. Cac card giao ti€p dugc s dung cho cac b dinh tuyén 1600, 1700 c6 thé
st dung cho cac b0 dinh tuy€n 2600, 3600.

B0 dinh tuyé&n 2600, 3600, 3700 cho phép st dung cac module chUc

nang khac nhau. M6t module ch(c nang c6 thé chi bao gdm moOt chifc ning nhu
module Async, module Serial, ciing c6 th€ bao gdm nhi€u chUfc ning hay bao
gOm céc khe cam cho card giao ti€p khac nhu module NM-1E- c6 01 cOng
Ethernet va 02 khe cam cho bat ky mOt loai card tuong thich nao. Viéc lua
chon module tity thudc vao nhu cau st dung cu thé. Cac module ciing dugc st
dung gilta cac bd dinh tuyén. MOt sO module yéu cau cdu hinh t6i thi€u vé phan
cUng va phan mém. B dinh tuy€&n 1600 va 1700 khong cho phép st dung cac
module nhu cc b dinh tuy€n 2600, 3600.

Mot s6 module thudng gap

Hinh 3.11: Module Ethernet/FastEthernet
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Bdng 3-2:M6t s6 loai module Ethernet/FastEthernet

Loai module

S6

cOng

LAN

S6 khe cam WAN

Single-Port Ethernet 1 None

Four-Port Ethernet 4 None

Single-Port Ethernet Mixed Media 1 Two WAN interface card slots
Dual-Port Ethernet Mixed Media 2 Two WAN interface card slots
Single-Port Ethernet and Single-Port

Token Ring

1/1 Two WAN interface card slots

Single Port Fast Ethernet 1 None

Hinh 3.12: Module Ethernet c6 khe cdm WAN

Bdng 3-3: MOt s6 loai module c6 khe cdm WAN

Tén module Loai module

NM-1FE2W/NM-1FE2W-V2 1 10/100 Ethernet, 2 khe cdm WAN
NM-2FE2W/NM-2FE2W-V2 2 10/100 Ethernet, 2 khe cam WAN

NM-1FE1R2W 1 10/100 Ethernet, 1 4/16 Token Ring,
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2 khe cdm WAN

NM-2W 2 khe cam WAN

Bdng 3-4: GiGi han s6 luong module trén cdc b dinh tuyén
2600 2691 3620 3631 3640 3660 3725 3745
NM-1FE2W/NM-

1FE2W-V?2

N/A12N/A4624

NM-2FE2W/NM-

2FE2W-V2

N/A12N/A4624



NM-1FEIR2ZW N/A12N/A4624

NM-2W111N/A3624

Hinh 3.13: Module 4 c6ng serial

- Module 4 cOng serial

- HO trg t6ng luu lugng 8Mbps: c6 thé st dung tOc d6 tOi da 8Mbps trén
mOt cOng hodc mOi 2Mbps cho 4 cOng.

- K&t ndi vdi modem theo cac chudn V.35, X.21, EIA/TIA-232,
EIA/TIA530... s& dung cac cap phtt hgp

- SU dung cho dau néi leased-line, Frame Relay, X.25 ...
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Hinh 3.14: Module 8 c6ng Sync/Async

- Module 8 cOng Sync/Async

- T6c dO két noi trén mOi cOng thap (t0i da 128Kbps)

- C6 thé s dung & hai ché dd dong b va khong dong b. C6 thé s dung
cho modem quay s0.

- K&t ndi vdi modem theo cac chudn V.35, X.21, EIA/TIA-232,
EIA/TIA530... s& dung cac cap phut hgp

- St dung cho dau ndi leased-line, Frame Relay, X.25, modem quay s0...
Hinh 3.15: Module 16 cOng Async

- Module 16 cOng Async

- K&t n6i khong déng bd si dung cho modem quay sO.

- K&t n06i v&i modem theo cac chudn EIA/TIA-232 st dung cap Octal
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Hinh 3.16: Module va card ISDN BRI

Bdng 3-5: M0t s6 loai module ISDN BRI tO6c d§ 2B+D (128+16Kbps)
Loai module Mb ta

NM-4B-S/T 4 c6ng ISDN BRI giao dién S/T

NM-4B-U 4 c8ng ISDN BRI giao dién U (tich hop bd tiép hop NT1)
NM-8B-S/T 8 c6ng ISDN BRI giao dién S/T

NM-8B-U 8 c8ng ISDN BRI giao dién U (tich hop bd tiép hop NT1)
Bdng 3-6: M6t s6 loai card giao ti€p ISDN BRI t6c dd 2B+D (128+16Kbps)
Loai card M6 ta

WIC-1B-S/T-V2 1 c6ng ISDN BRI giao dién S/T

WIC 1B-U-V2 1 c6ng ISDN BRI giao dién U (tich hgp b0 ti€p hop NT1)
Hinh 3.17: Card giao tiép Serial
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- Card m6t va hai cOng giao ti€p Serial

- K&t ndi déng b0 t6c dd dén 2Mbps

- K&t n6i v4i modem theo cac chudn V.35, X.21, EIA/TIA-232,
EIA/TIA530... s& dung cac cdp phu hgp

- SU dung cho dau ndi leased-line, Frame Relay, X.25, modem quay s0...

3. Cach st dung 1énh cau hinh bd dinh tuyén

3.1. GiGi thiéu giao ti€p dong 1énh clia b dinh tuy€n Cisco

Giao ti€p dong 1énh

Giao ti€p dong 1énh CLI (Command Line Interface) khac vdi cac giao

ti€p d6 hoa GUI (Graphic User Interface) 1a giao ti€p dac biét dugc Cisco thiét
k€ cho phép ngudi ding, ngudi qudn tri lam viéc vdi cac thiét bi cla Cisco
théng qua cac dong 1€nh tryc ti€p.



Vi giao ti€p dong 1énh, ngudi ding, ngudi quan tri c6 thé truc ti€p

xem, cau hinh cac thiét bi cla Cisco théng qua cac 1énh phi hop. D€ c6 thé s
dung dugc giao ti€p dong 1énh, ngudi ding phai nam vimg dudc cac 1énh, cac
tham sO 1&nh va cach s&f dung cac 1énh.

M®i thiét bi cUa Cisco déu c6 rat nhiéu cac 1énh, cac bd 1énh di kém tuy

nhién ngudi st dung, ngudi quan tri khong nhat thiét phai hi€u hét toan b0 cac
1énh trong moi thi€t bi ma chi can hi€u, ndm vimg mot s6 1énh can thiét cho cac
muc dich st dung cu thé.

Giao ti€p dong 1énh cUa Cisco cung cap cho ngudi ding khad nang sU

dung tro gitp truc tuy€n. Di€u d6 c6 nghia 1a trong qua trinh 1am viéc v4i thiét
bi thong qua giao ti€p dong 1énh, ngudi diing c6 thé liét ké cac 1énh, xem lai y
nghia st dung cUa n6 hay thdm chi xem céc thong sO 1&nh.

Luu ¥: khi st dung giao ti€p dong 1&nh d€ cdu hinh thiét bi, sau khi 1énh

dugc thuc thi (an phim Enter) cac hoat ddng cUa b0 dinh tuy€n sé anh hudng
ngay lap tUc bdi 1énh thuc thi d6. MOt cho nhiing vi du 1a khi dang thuc hién
cau hinh tUr xa théng qua telnet, néu thay doi dia chi cla bd dinh tuyén, sé 1ap
tlrc mat k&t nGi dén bO dinh tuy€n va chi c6 thé thuc hién cau hinh bd dinh
tuy€n truc ti€p tUr cOng console. Di€u nay c6 nghia can thi€t phdi rat can thén va
chdc chan ciing nhu thuc hién ding trinh tu moi khi thuc hién cdu hinh b dinh
tuyén.

Vi du vé giao ti€p dong 1énh nhu sau:

Router#config terminal

Router(config)#interface s0/0

Router(config-if}#encapsolution ppp
Router(config-if)#ip address 192.168.100.5 255.255.255.0

Cac kha nang thuc hién cau hinh bd dinh tuyén Cisco
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- Cau hinh b0 dinh tuyén truc ti€p tUr cOng console: 1a phudng phap st

dung mOt cap console théng qua mOt phan mém két ndi truc ti€p cGng COM
nhu HyperTerminal cla WINDOWS d€ truy nhép vao b0 dinh tuyén sau d6 cau
hinh b0 dinh tuyén theo giao thic dong 1&nh. Phuong phép cdu hinh nay dugc
st dung nhi€u nhat va trong hau hét cac trudng hgp. Cac bd dinh tuyén sU dung
1an dau ciing phai dugc cu hinh bang phuong phap nay.

- Cau hinh b dinh tuy€n théng qua truy nhap tU xa telnet: truy nhap tU xa

tGi b0 dinh tuy€n vdi telnet chi c6 thé thuc hién dugc khi b0 dinh tuyén da
dugc cau hinh véi it nhat mot dia chi mang, c6 mat khdu bdo vé va may tinh st
dung d€ cau hinh b0 dinh tuy€n phai c6 kha ning két noi dugc véi bo dinh
tuy€n théng qua mdi trudng mang. Sau khi két ndi dugc téi b dinh tuyén, st
dung giao dién dong 1énh d€ cdu hinh bd dinh tuyén.

- Cau hinh b dinh tuyén s dung tap tin cau hinh luu tr(f trén méy chu

TFTP: trong mOt sO trudng hagp, tap tin cdu hinh cho b6 dinh tuyén c6 th€ dugc
luu tr(t trén may chG TETP, b0 dinh tuy€n dugc cdu hinh sao cho sau khi khdi
doOng sé tim ki€m tap tin cdu hinh trén may chU TFTP thay vi s& dung tap tin
cau hinh luu tr(f trong NVRAM. C6 thé€ st dung 1énh copy d€ tai tap tin cdu
hinh tU may chl TFTP vé b0 dinh tuyén.

- Cau hinh b dinh tuyén thong qua giao dién WEB: chi thuc hién duoc

sau khi b0 dinh tuyén da dugc cdu hinh vdi dia chi IP va cho phép cau hinh qua
giao thurc http.

S’ dung giao ti€p dong 1énh

DE thuc hién viéc két n6i may tinh v4i bd dinh tuyén, ngudi ta ding cap
console cUa Cisco, mOt ddu cam truc ti€p vao cdng CONSOLE cUa b0 dinh
tuy€n, dau kia cam vao c6ng COM cUa mady tinh, c6 thé s dung cac dau



chuy&n d6i DBY/RJ45 hodc DB25/RJ45 khi can thiét.
Phan mém giao ti€p gilta may tinh va b0 dinh tuy€n théng dung nhat 1a

HyperTerminal duQc cai dat san trong céc phién bdn WINDOWS.
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Hinh 3.18: Stf dung HyperTerminal d€ két n6i dén bd dinh tuyén

Chon diing c6ng COM két ndi véi cap console d€ ti€n hanh cai dat cac

thong s6 lam viéc. T6c dd két ndi théng qua cOng COM cUa mady tinh va cOng
CONSOLE cUa b0 dinh tuy€n 1a 9600b/s (hinh 3.19). Chon OK, bdm phim

Enter, cUfa sO lam viéc xudt hién ddu 16n hon ">" sau tén cla cUa b0 dinh tuyén,
nghia 1a viéc k&t n6i da hoan tat (hinh 3-20).

Hinh 3.19: Xdc 18p cdc tham s6 cho két nbi
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Hinh 3.20: Két néi téi bo dinh tuyén thanh cong

Sau khi da két noi thanh cong, st dung cac 1énh cla bd dinh tuyén dé

xem, ki€m tra, cdu hinh va bat 10i cac hoat ddng cla bd dinh tuyén.

SU dung dau ? dé truy cap théng tin tro gitp

- Panh dau ? ngay st sau cau 1énh chua hoan chinh sé hién thi cac 1énh

c6 thé bat dau tUr cac tU chua hoan chinh da gb

- Panh dau ? sau cau 1énh mot ky tu trang s€ hién thi cac tham s6 c6 thé

cUa ciu 1énh

- Khi cau 1énh khong c6 sé hi€n thi mOt bao 16i

SU dung TAB ngay sat sau cau l1énh chua hoan chinh sé& hién thi cau 1énh
hoan chinh

3.2. Lam quen vGi cac ch€ d6 cau hinh

Ché d6 nguoi ding

Bao gOm céc tac vu phd bién chl yéu gbm nhlmg 1énh ki€m tra trang

thai hoat déng cUa bd dinh tuyén, trang théi cic giao ti€p, cdc bang dinh tuyén
V.V... va mOt s 1énh d€ ki€m tra két nbi mang nhU ping, traceroute, telnet v.v....
O ché do nay khong dugc phép thay dGi cac cdu hinh b dinh tuyén. Ché do
ngUdi ding khong cho phép xem xét sdu dén cac hoat dOng cla bd dinh tuyén
ma trong qué trinh khai thac, van hanh, ngudi qudn tri phdi can thiét st dung
ché d6 quan tri d€ thuc hién. Bi€u hién cla ché dd ngusi dung la ddu 16n hon,
>, sau tén bO dinh tuyén:

Router>

Router>?

Exec commands:

<1-99> Session number to resume
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access-enable Create a temporary Access-List entry
access-profile Apply user-profile to interface

clear Reset functions

connect Open a terminal connection

disable Turn off privileged commands

disconnect Disconnect an existing network connection
enable Turn on privileged commands

exit Exit from the EXEC

----- cac 1énh da duoc bé bt -

ping Send echo messages

ppp Start IETF Point-to-Point Protocol (PPP)
resume Resume an active network connection
rlogin Open an rlogin connection

show Show running system information



slip Start Serial-line IP (SLIP)

systat Display information about terminal lines

telnet Open a telnet connection

terminal Set terminal line parameters

traceroute Trace route to destination

tunnel Open a tunnel connection

udptn Open an udptn connection

where List active connections

x28 Become an X.28 PAD

x3 Set X.3 parameters on PAD

Ché do quan tri

Bao gOm hau hét cac 1énh cla ché dd nguoi dung va cac 1énh chi danh
cho ngudi quan tri. Chi c6 thé cu hinh bd dinh tuyén G ché d6 ndy. Trong quéa
trinh khai thac, van hanh, d€ hiu rd hodc khi c6 su' c6 xdy ra, ngudi quan tri c6
th€ s dung céc 1énh debug d€ 1am 1 thém théng tin can thiét. PAc trung cho
ché€ d0 quan tri 1a bi€u hién cla dau thing, #
Router>en

Password:

Router#

Router#?

Exec commands:

<1-99> Session number to resume

access-enable Create a temporary Access-List entry
access-profile Apply user-profile to interface
access-template Create a temporary Access-List entry
archive manage archive files

bfe For manual emergency modes setting

cd Change current directory
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clear Reset functions

clock Manage the system clock

configure Enter configuration mode

connect Open a terminal connection

copy Copy from one file to another

debug Debugging functions (see also 'undebug')

----- cac 1énh di duoc bo bt -

traceroute Trace route to destination

tunnel Open a tunnel connection

udptn Open an udptn connection

undebug Disable debugging functions (see also 'debug')
upgrade Upgrade firmware

verify Verify a file

where List active connections

write Write running configuration to memory, network, or
terminal

x28 Become an X.28 PAD

x3 Set X.3 parameters on PAD

Ché d6 cau hinh toan cuc

La ché d6 cau hinh cac tham s0 toan cuc cho b0 dinh tuyén.

C6 rat nhi€u cac cdu hinh toan cuc nhu cdu hinh tén b dinh tuy€n, cdu hinh tén
va mat khdu ngudi dung, cdu hinh dinh tuyén toan cuc, cdu hinh danh sach truy
nhap v.v... Bi€u hién cla ch€ d6 cdu hinh toan cuc nhu sau:

Router#

Router#config terminal
Router(config)#hostname RouterA

Ché€ d@ cau hinh giao tiép

Ché db6 cau hinh giao t1ep la ché dd cau hinh cho céc giao ti€p cla b0

dinh tuyen nhU giao tlep Serial, giao t1ep Ethernet, giao ti€p Async...

Ché d6 cau hinh giao ti€p cho phép ngudi quan tri mang thiét 1ap céac

tham s hoat dOng cho moi giao ti€p nhu céac giao thlfc mang dugc st dung trén



giao ti€p, dia chi mang cla giao ti€p, gan cac danh sach truy nhap cho giao ti€p
v.v... MOt vi du vé ché dd cau hinh giao ti€p nhu sau:

Router#

Router#config terminal

Router(config)#interface s0/0

Router(config-if)#encapsolution ppp

Router(config-if)#ip address 192.168.100.5 255.255.255.0

Router(config-if)#
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Ché d0 cau hinh dinh tuyén

La ché d0 cau hinh cac tham sb cho cac giao thlc dinh tuyén. Céc giao

thlc dinh tuy€n dugc cau hinh dOc 1ap v6i nhau va déu dugc thuc hién & ché do
cau hinh dinh tuyén nhu vi du sau:

Router#

Router#config terminal

Router(config)#router rip

Router(config-router)#network 192.168.0.0

Route,:r(config’-if)# i }

Ché do cau hinh duong két noi

Ché d6 cau hinh duong két ndi 1a mOt ché d0 cau hinh dac biét s& dung

dé thiét 1ap cac tham s6 mUc thap cho giao tiép logic trong dé dién hinh la cac
tham sO thiét 1ap cho cac két nGi modem quay sO.

Router#config terminal

Router(config)#line 33 48

Router(config-line}#modem inout

Router(config-line)#modem autoconfig discovery

Router(config-line)#

Bdng 3-7:M0t s6 ché dd cdu hinh va th€ hién
Ché d0 cau hinh Thé hién

Global Router(config)#

Interface Router(config-if)#
Subinterface Router(config-subif)#
Controller Router(config-controller)#
Map-list Router(config-map-list)#
Map-class Router(config-map-class)#
Line Router(config-line)#

Router Router(config-router)#
Route-map Router(config-route-map)#

3.3. Lam quen vGi cac 1énh cau hinh co ban
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Enable: dung d€ vao ché d0 quan tri. Sau khi thuc hién 1énh enable,
ngudi dung phai cung cdp mat khau quan tri ding dé€ thuc sy dugc lam viéce &
ché€ d6 quan tri, mat khdu khong dugc phép nhép sai qua 3 1an.
Router>

Router>en

Password:

Password:

Password:

% Bad secrets

Router>en

Password:

Router#

Router#

Router#disa

Router>



Disable: tho4t khoi ché d0 quan tri vé ché d6 ngudi dung.
Setup: thuc hién khdi tao 1ai cau hinh cla b6 dinh tuyén & ché d0 cau
hinh hdi thoai. Sau day 1a mét vi du vé s dung 1€nh setup. Ché d6 hdi thoai
ndy ciing dugc thuc hién tu ddng ddi véi cac bO dinh tuyén chua hé c6 tap tin
cau hinh hay néi cach khac c6 NVRAM khong cha thong tin.
Router#setup

--- System Configuration Dialog ---

Continue with configuration dialog? [yes/no]: y

At any point you may enter a question mark '?' for help.

Use ctrl-c to abort configuration dialog at any prompt.

Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you

to configure each interface on the system

Would you like to enter basic management setup? [yes/no]: n
First, would you like to see the current interface summary? [yes]: n
Configuring global parameters:

Enter host name [Router]:

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.

Enter enable secret [<Use current secret>]:

The enable password is used when you do not specify an

enable secret password, with some older software versions, and
some boot images.

Enter enable password []:123456
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The virtual terminal password is used to protect

access to the router over a network interface.

Enter virtual terminal password: 654321

Configure SNMP Network Management? [yes]:

Community string [public]:

Configure IP? [yes]:

Configure IGRP routing? [yes]: n

Configure RIP routing? [no]:

Configure bridging? [no]:

Async lines accept incoming modems calls. If you will have
users dialing in via modems, configure these lines.

Configure Async lines? [yes]: n

Configuring interface parameters:

Do you want to configure FastEthernet0/0 interface? [yes]: n

Do you want to configure Serial0/0 interface? [yes]: n

Do you want to configure Serial0/1 interface? [no]: y

Some supported encapsulations are
ppp/hdlc/frame-relay/lapb/x25/atm-dxi/smds

Choose encapsulation type [hdlc]: ppp

No serial cable seen.

Choose mode from (dce/dte) [dte]:

Configure IP on this interface? [no]: y

IP address for this interface: 192.168.100.5

Subnet mask for this interface [255.255.255.0] :

Class C network is 192.168.100.0, 24 subnet bits; mask is /24
The following configuration command script was created:
hostname Router

enable secret 5 $1$EuXV$Yhj/OYkz/UIR5VABqXsMC0

enable password 7 123456

line vty 0 4

password 7 654321

snmp-server community public

1

ip routing

no bridge 1

1



interface FastEthernet0/0
shutdown

no ip address

1

interface Serial0/0
shutdown

no ip address
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!

interface Serial0/1

no shutdown

encapsulation ppp

ip address 192.168.100.5 255.255.255.0

dialer-list 1 protocol ip permit

dialer-list 1 protocol ipx permit

1

end

[0] Go to the IOS command prompt without saving this config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Config: cho phép thuc hién céc 1énh cau hinh bd dinh tuyén. Sau lénh
config, quan tri mang mai co6 thé thuc hién cac 1énh cau hinh b0 dinh tuyén.
Trinh tu thuc hién cau hinh cho mét b0 dinh tuyén c6 thé dugc thé hién nhu sau
- bat tén cho b6 dinh tuyén

Router#config terminal

Router(config)#

Router(config)#hostname RouterABC

RouterABC(config)#

- bat tén mat khau bi mat danh cho ngudi qudn tri
RouterABC(config)#enable secret matkhaubimat

RouterABC(config)#

- Bat tén mat khau cho ché d0 quan tri. Mat khau nay chi st dung khi cau
hinh bd dinh tuyén khéng c6 mat khau bi mat danh cho quan tri.
RouterABC(config)#enable password matkhau

RouterABC(config)#

- Cau hinh cho phép ngudi dung truy cap tU xa dén b0 dinh tuyén
RouterABC(config)#line vty 0 4

RouterABC(config-line)#login

RouterABC(config-line)#password telnet

RouterABC(config-line)#

- Cau hinh céc giao tiép

Router ABC(config)#interface ethernet 0

Router ABC(config-if)#ip address 192.168.2.1 255.255.255.0
RouterABC(config-if)#no shutdown

Router ABC(config-if)#

- Cau hinh dinh tuyén

Router ABC(config)#ip route 0.0.0.0 0.0.0.0 192.168.2.2

RouterABC(config)#
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Copy: 1énh copy cho phép thuc hién cac sao chép cau hinh cla bl dinh

tuy€n di/d€n may chU TFTP, sao chép, luu trlt, nang cap cac tap tin I0S cla bd
dinh tuyén tU / téi may ch TFTP.

DE c6 thé 1uu ban sao cdu hinh hién hanh 1én may ch( TEFTP, st dung 1énh
copy rumng-config tftp nhur dugc trinh bay & dudi. Ti€p theo 1a tién trinh ngugc
lai vGi viéc tdi tap tin cau hinh tU may cht TETP vé b0 dinh tuyén.

- Nhap 1énh copy runing-config tftp

- Nhép dia chi IP clla may chG TFTP ndi dung d€ luu tap tin cdu hinh



- Nhap tén an dinh cho tap tin cau hinh

- Xac nhan chon lua vdi trd 10i yes

Lénh copy dung d€ Iuu tap tin cau hinh l1én may chu:
Router#copy running-config tftp

Address or name of remote host []? 192.168.1.5

Name of configuration file to write [Router-config]?cisco.cfg
Write file cisco.cfg to 192.168.1.5? [confirm] y

Router#

Lénh copy diing d€ tai tap tin cdu hinh tU may chu:
Router#copy tftp running-config

Address or name of remote host []? 192.168.1.5

Source filename []? cisco.cfg

Destination filename [running-config]?

Show: 1a 1énh dugc diing nhi€u va phd bién nhat.

Lénh show ding d€ xac dinh trang thai hién hanh cla b0 dinh tuyén. Cac 1énh
nay gitip cho phép c6 dugc cac thong tin quan trong can biét khi ki€m tra va
diéu chinh cac hoat ddng cUla bd dinh tuyén.

- show version: hi€n thi cdu hinh phan cUing hé théng, phién ban phan

mém, tén va ngudn cUa c4c tap tin cau hinh, va dnh chuong trinh khéi dong.

- show processes: hi€n thi thong tin cac qué trinh hoat dOng cla b0 dinh

tuy€n.

- show protocols: hi€n thj cac giao thlic dugc cdu hinh.

- show memory: thOng ké v€ b0 nh& cla bd dinh tuyén.

- show stacks: gidm sat vi€c st dung stack cUa cdc qué trinh, cac thu tuc

ngat va hién thi nguyén nhan khéi dong lai hé thdng 1an cubi cling.

- show buffers: cung cap thOng ké vé cac viing b0 dém trén b0 dinh tuyén.
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- show flash: thé€ hién thong tin v€ b0 nhé Flash.

- show running-config: hi€n thi tap tin cdu hinh dang hoat ddng cla b0

dinh tuyén.

- show startup-config: hi€n thi tap tin cdu hinh dugc luu trlt trén NVRAM

va dugc dua vao bd nhé d€ hoat ddng khi bat ngudn bd dinh tuyén. Thong
thuOng running-config va startup-config 1a gidng nhau. Khi thuc hién cac 1énh
cau hinh, running-config va startup-config s& khong con gidng nhau, cau hinh
hoat dOng (running-config) can phai dugc ghi tré lai NVRAM sau khi két thic
cau hinh bd dinh tuyén.

- show interfaces: thOng ké cac giao ti€p cla b0 dinh tuyén. P4y 1a mOt

trong cac 1énh dugc st dung nhiéu nhat cho biét trang thai hoat ddng cUa cac
giao ti€p, sO liéu thAng ké luu lugng, sO lugng cac géi tin 16i v.v...

Hinh 3.21: Lénh show

Router#show interface s0/0

Serial0/0 is up, line protocol is up

Hardware is PowerQUICC Serial

Description: 2M link to the Internet

Internet address is 192.168.100.5/24

MTU 1500 bytes, BW 2048 Kbit, DLY 20000 usec,

reliability 255/255, txload 248/255, rxload 84/255
Encapsulation HDL.C, loopback not set

Keepalive set (10 sec)

Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never

Input queue: 0/75/12/0 (size/max/drops/flushes); Total output
drops: 2383688

Queueing strategy: weighted fair

Output queue: 24/1000/64/2383671 (size/max total/threshold/drops)
Conversations 5/184/256 (active/max active/max total)
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Reserved Conversations 0/0 (allocated/max allocated)

5 minute input rate 677000 bits/sec, 161 packets/sec

5 minute output rate 1996000 bits/sec, 395 packets/sec

106754998 packets input, 2930909441 bytes, 0 no buffer

Received 68850 broadcasts, 0 runts, 0 giants, 0 throttles

51143 input errors, 30726 CRC, 20248 frame, 0 overrun, 0

ignored, 169 abort

319791176 packets output, 1669977392 bytes, 0 underruns

0 output errors, 0 collisions, 125 interface resets

0 output buffer failures, 0 output buffers swapped out

0 carrier transitions

DCD=up DSR=up DTR=up RTS=up CTS=up

Hinh 3.22: Lénh show interface

Router# show version

Cisco Internetwork Operating System Software

I0S (tm) C2600 Software (C2600-I-M), Version 12.1(2), RELEASE
SOFTWARE (fcl)

Copyright (c) 1986-2000 by cisco Systems, Inc.

Compiled Tue 09-May-00 23:34 by linda

Image text-base: 0x80008088, data-base: 0x807D2544

ROM: System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fc1)
Router uptime is 1 week, 1 day, 1 minute

System returned to ROM by power-on at 13:29:57 Hanoi Thu Jul 31 2003
System restarted at 20:24:22 Hanoi Tue Sep 2 2003

System image file is "flash:c2600-i-mz.121-2.bin"

cisco 2620 (MPC860) processor (revision 0x102) with 26624K/6144K
bytes of memory

Processor board ID JAD04340ID8 (2733840160)

M860 processor: part number 0, mask 49

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface(s)

2 Serial(sync/async) network interface(s)

32K bytes of non-volatile configuration memory.

8192K bytes of processor board System flash (Read/Write)
Configuration register is 0x2102

Hinh 3.23: Lénh show version
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Write: 1énh write st dung d€ ghi 1ai cdu hinh hién dang chay cla b0

dinh tuy€n. Nhat thi€t phai ding 1énh write memory d€ ghi lai cdu hinh cla bd
dinh tuyén vao NVRAM moi khi c6 thay d6i vé cau hinh.

Router#write ?

erase Erase NV memory

memory Write to NV memory

network Write to network TFTP server

terminal Write to terminal
<cr>

3.4. Cach khac phuc mét s6 16i thudng gap

L0Oi két ndi dé€n cOng console str dung Hyper Terminal

- Ki€m tra lai xem da st dung chinh xac loai cap ding d€ cau hinh bd

dinh tuyén chua. Cap console ding d€ cdu hinh bd dinh tuyén 1a cap 8 sQi c6
hai dau RJ45 c6 sG dO dau ndi nhu bang 3-8 va st dung dau chuyén dGi
DB9/RJ45 dugc cung cap kém theo b0 dinh tuyén.

- Ki€m tra xem da sU dung ding cOng két n0i COM cUa mdy tinh d€ ndi

tGi b0 dinh tuyén.

Bdng 3-8: S0 d6 ddu ndi cdp console



Console Cap console DB9/RJ45 COM

Tin hiéu RJ45 RJ45 DB9 Tin hi€u

RTS 188 CTS

DTR 2 7 6 DSR

TxD 3 62 RxD

GND 4 55 GND

GND 545 GND

RxD 6 33 TxD

DSR 724 DTR

CTS 81 7RTS

- Ki€m tra cac tham s0 két ndi. TOc dd két ndi phai 1a 9600 cho két ndi
qua cOng console.

LOi két n6i s dung telnet
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Khi su dung telnet d€ cdu hinh tr xa b dinh tuyen ngu‘dl dung c6 thé khong
két n6i dugc dén b0 dinh tuyén. Mt trong cac 16i sau can dugc kiém tra:
- May tinh ding d€ cu hinh b6 dinh tuy€n khong c6 két ndi mang vGi bo
dinh tuy€n. Ki€m tra lai kha nang két nOi mang tU may tinh dén bd dinh tuyén.
C6 thé€ diing 1énh ping d€ ki€m tra.

- Khi cau hinh b0 dinh tuyén 1an dau, ngudi quan tri mang da quen khong
thiét lap mat khau cho truy nhap tUr xa. Khi cO gang truy nhap tu xa, ngU01
dung s& nhan dugc théng bao v€ viéc mat khau truy nhap chua dugc thiét 1ap.
Trudng hgp nay can st dung cap console d€ thiét 1ap mat khau theo trinh tu
nhu trinh bay dudi day:

Router#config terminal
Router(config)#line vty 0 4
Router(config-line)#login
Router(config-line)#password 123456

Router(config-line)#end
Router#write memory

- Ki€m tra v€ viéc c6 hay khong c6 cac han ché telnet st dung cac danh

sach ki€m soat truy nhap (access-list).

4. Cau hinh b dinh tuyén Cisco

4.1. Cau hinh leased-line

Gi@i thiéu leased-line

Leased-line, hay con dugc goi 1 kénh thué riéng, 1a mot hinh thirc két

nOi truc t1ep glLra cac node mang st dung kénh truyén dan sO liéu thué riéng.
Kénh truyén dan s0 liéu thué rieng thong thUOng cung cap cho ngudi st

dung su lura chon trong sudt vé giao thitc dau n6i hay néi cach khéc, cé thé st
dung cac giao thUc khac nhau trén kénh thué riéng nhu PPP, HDLC, LAPB

V.V...

V& mat hinh th(c, kénh thué riéng c6 thé 1a cdc dudng cap dong truc

ti€p két ndi gilra hai di€m hodc c6 thé bao gbm cac tuy€n cap dOng va cac mang
truyén dan khac nhau. Khi kénh thué rleng phai di qua cac mang truyén dan
khac nhau, cac quy dinh vé giao ti€p véi mang truyen dan sé dugc quy dinh bdi
nha cung cap dich vu. Do dé, cac thiét bi ddu cudi CSU/DSU can thiét d€ két
nOi kénh thué riéng s€ phu thuOc va nha cung cap dich vu. Mot sO cac chudn
két n6i chinh dugc st dung 1a HDSL, G703, 2B1Q v.v...

Khi st dung kénh thué riéng, nguoi si dung can thiét phai c6 du cac

giao ti€p trén cac bO dinh tuy€n sao cho c6 mot giao ti€p két ndi WAN cho mOi
mOt k€t ndi kénh thué riéng tai mOi node. Di€u d6 c6 nghia 13, tai di€m node c6
két noi kénh thué riéng dén 10 di€m khac nhat thiét phdi c6 dU 10 giao ti€p



WAN d€ phuc vu cho cac két n6i kénh thué riéng. Dy 1a mOt van dé han ché
vé dau tu thi€t bj ban dau, khong linh hoat trong md rdng, phat trién, phuc tap
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trong quan ly, dac biét 1a chi phi thué kénh 16n ddi véGi cac yéu cau két noi xa
v€ khodng cach dia ly.

Cac giao thirc st dung vOi duong lease-line

Hai giao thirc st dung véi leased-line 1a HDLC, PPP va LAPB. Trong do:

- HDLC: 1a giao thirc dugc s dung vGi ho cac b dinh tuyén Cisco hay

néi cach khac chi c6 thé st dung HDLC khi cd hai phia cUa két n6i leased-line
déu l1a bd dinh tuyén Cisco.

- PPP: 1a giao th(ic chudn quc t€, tuong thich véi tat cd cac b dinh tuyén
cUa c4c hang sdn xudt khac nhau. Khi ddu ndi kénh leased-line gi(ta mOt phia Ia
thiét b cUia Cisco va mQt phia 1a thiét bj cUa hang th(r 3 thi nhat thiét phai diing
giao thUrc ddu nOi nay. PPP 1a giao thUc 1&p 2 cho phép nhiéu giao thU'c mang
khac nhau c6 thé chay trén no do vay né dugc st dung phé bién.

- LAPB: 1a giao thUc truyén thong 18p hai tuong tu nhU giao thlfc mang

X.25 véi day du cac thd tuc, qua trinh ki€m soat truyén dan, phat hién va sUa
16i. LAPB it dugc st dung.

M3 hinh két noi lease-line

Ethernet
Server
Workstation
Ethernet

C2621 C3620

Server
Workstation

Cau hinh két noi lease-line co ban

- Phan dinh dia chi

o Viéc phan dinh dia chi cho cAc mang va cho cac két n0i gilta cac

b0 dinh tuy€n 1a rat quan trong, ddm bdo cho viéc lién lac thong sult gilta cac
mang, dam bdo cho van dé qui hodch dia chi, nhém gon cac dinh tuyén ...

o Khi thuc hién xay dung mOt mang ding riéng, di€u can thiét phai

ghi nh& 1a chi dugc dung céc dia chi trong nhém cac dia chi danh cho mang
dung riéng:10.x.x.x, 172.16.x.x — 172.31.x.x, 192.168.x.X

o D€ dam bdo khong bi tring 13p va gidm thi€u c4c van dé phét

sinh, cac két n6i mang WAN theo ki€u leased-line can dugc sap x€p trén 16p
mang nhd nhat. Cac két n0i mang WAN trong tru0ng hop nay dugc thuc hién
trén cac 16p mang gbm 4 dia chi.
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o Cac 16p mang khac tuy theo yéu cau cu thé va s luong cac dia

chi c6 th€ ma phan chia cho phui hop.

- P& bat dau cau hinh mang:

o Router> enable [

0 Password; %k [|

o Router# config terminale [
o Router(config)#

- Thuc hién dat tén, cic mat khau, cdu hinh cho phép telnet va cac di€u
kién can thi€t trudc khi cau hinh cac giao dién

- Cau hinh

o Router2621(config)# interface serial 0 [

- Lua chon giao thUc st dung

o Router2621(config-if)# encapsolation HDL.C [

- Bat dia chi IP cho giao ti€p két ndi leased-line



o Router2621(config-if)# ip address 192.168.113.5

255.255.255.252 [

- Ludn phai dua giao ti€p vao si dung bang 1énh no shutdown

o Router2621(config-if)# no shutdown [

o Router2621(config-if)# interface serial 10

- Lua chon giao thlc PPP st dung cho mOt giao ti€p khac

o Router2621(config-if)# encapsolation PPP [

o Router2621(config-if)# ip address 192.168.113.9

255.255.255.252 [

o Router2621(config-if)# no shutdown [

o Router2621(config-if)# exit [

- SU dung dinh tuy€n tinh vGi cii phép: ip route [dia chi mang dich]
[netmask] [dia chi next hop]

o Router2621(config)# ip route 0.0.0.0 0.0.0.0

192.168.113.6 0

- Lu6n phai ghi 1ai cdu hinh khi da cdu hinh xong

o Router2621# write memory [

- Thuc hién cac phan viéc con 1ai tai cac b0 dinh tuy€n khéc, chi y vé
giao thUrc dugc sU dung ki€m tra, gidm sat cc két noi.

o Dung 1énh show interface d€ ki€m tra trang thai cUa giao ti€p

0 show interface: xem trang thai tat ca cac giao ti€p

0 show interface serial 0: xem trang thai cOng serial 0

o Serial 0 is admininistrative down line protocole is down: th€ hién
trang thai dang bi cau hinh 1a khong 1am viéc, st dung 1énh no shutdown trong
Interface mode d€ dua giao ti€p serial 0 vao lam viéc

o Serial 0 is down line protocole is down: ki€m tra lai duOng truyén
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o Serial 0 is up line protocole is down: ki€m tra 1ai cc giao th(ic
dugc s dung tai hai phia

o Serial 0 is up line protocole is up: 14 trang thai 1am viéc

Cau hinh bd dinh tuyén 2621
1

hostname 2621

!

!

interface FastEthernet0/0

ip address 10.0.5.1 255.255.255.0
1

!

interface Serial0/0

ip address 192.168.113.5 255.255.255.252
encapsulation ppp

1

1

ip route 0.0.0.0 0.0.0.0 192.168.113.6

1

!

line con 0

exec-timeout 0 0

transport input none

line aux 0

line vty 0 4

login

1

end

Hinh 3.24: Cau hinh cua b0 dinh tuyén 2621

C&au hinh bd dinh tuy€n 3620
1

hostname 3620



!
!

interface FastEthernet0/0
ip address 10.0.6.1 255.255.255.0
1

1
interface Serial1/0
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ip address 192.168.113.6 255.255.255.252
encapsulation ppp

!

!

ip route 0.0.0.0 0.0.0.0 192.168.113.5

1

1
line con 0
exec-timeout 0 0
transport input none
line aux 0

line vty 0 4

login

1

end

Hinh 3.25: C4u hinh cta bd dinh tuyén 3620

4.2. Cau hinh X.25 & Frame Relay

GiGi thiéu X.25 va Frame Relay

X25: Nam 1978 ISO thay d6i thém HDLC va CCITT thém mot s8 thong

sO d€ sinh ra LAPB “Link Access Procedure — Balanced Mode”. LAPB dinh
nghia m&t s6 quy ludt cho mUc Frame cUa X.25 nhu cac loai khung ddc biét
nhu RR (Receive Ready), REJ (Reject) . . .

Hinh 3.26: Chuyén mach géi X.25

X.25 cung cap cac két n6i dién rOng thong qua moi trudng chuy€n mach goi.
M®i thué bao X.25 c6 mOt dia chi xac dinh duy nhat dugc danh s6 gdm céc
phan ma qudc gia, nha cung cap dich vu va dia chi cla thué bao truc thuc nha
cung cap dich vu.
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Hinh 3.27: C4u tric dia chi X.25

Khi c6 nhu cdu két nGi truyén dit liéu, cac thi€t bi dau cubi X.25 sé phat

khdi tao mOt VC (virtual circuit) t&i dia chi dich. Sau khi VC duogc thiét 1ap, dit
liéu s& dugc truyén tai gilta hai di€m théng qua VC d6. Néu nhu cau ditliéu 16n
hon, thi€t bi dau culi sé khdi tao thém cac VC mai. Khi hét gilrliéu, cac VC sé
dugc gidi phéng cho cac nhu cau truyén tdi khac.

X.25 qui dinh m&t s6 tham s6 xac dinh bao gOm:

- D06 16n gdi tin (ips/ops): 1a gia tri kich thudc goi tin dugc quy dinh bdi

nha cung cap dich vu.

- D0 16n clra s6 diéu khién ludng (win/wout): X.25 st dung c0 ché diéu

khi€n luOng bang c(fa sO d€ ddm bdo tOc dd gli nhan tin phit hop khong lam
mat mat thong tin. V&i tham s cla s6 bang 7, X.25 cho phép gUi tOi da 7 goi
tin khi chuta nhan dugc phic dap.

- SO lugng kénh VC tbi da cho chi€u dén/hai chiéu/chiéu di (hic/htc/hoc):

SO luong kénh VC dugc cung cap cho moi thué bao X.25 da dugc xac dinh bdi
nha cung cap. Thué bao chi c6 thé truyén tai dr liéu vdi s6 lugng cac VC t6i da
cho phép da dugc xac dinh. Khong thé thuc hién dugc yéu cau truyén tdi néu
c6 yéu cau truyén tai tdi cac diém mdi khi s6 luong VC da hét. Khi cac thiét b



dau cudi X.25 thuc hién truyén tai dir liéu né phai tuan theo cac quy tac:

o CuQc goi ra dugc thuc hién tU VC 16n nhat con trong. Piéu d6 c6

nghia 13, n€u chua hé c6 cubce goi nao va sd6 VC dugc cung cap cho mOt thué
bao 1a 16 thi cudc g0i ra dau tién sé khdi tao VC s6 16 d€ thuc hién yéu cau két
n0i.Trong trudng hgp da ding hét 3 VC goi ra thi cubc goi ra th(t 4 sé st dung
VC s6 13 d€ thuc hién.

o Cudc goi téi dugc thuc hién tUf VC nhd nhat con trOng. Tuong tu

nhU cuOc goi ra, cudc goi vao dau tién sé nhan dugc trén VC sO 1 va culc goi
vao th(r 10 s€ nhan dugc trén VC s0 10.

o Qua trinh kh@i tao VC s& dUng lai khi khong con VC trOng.

o Vi cac quy tac ndy, yéu cau can thiét phai xac 1ap mot cach

chinh xac cac tham sO cho thiét bi dau cubi X.25 thi m&i c6 thé thuc hién dugc
cac két ndi truyén tai d{r liéu.

Vé dac diém cla X.25
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- TOc dO truyén tai han ché, tai Viét Nam tOc d0 cung cap t6i da 1a

128Kbps.

- DO tré 16m, khong phtt hgp cho céc Ung dung cd yéu cau cao v€ do tré.

- Khad ndng md r0ng dé dang, chi ph1 khong cao.

- An toan va bao mat, van dugc sur dung trong cac giao dich ngan hang.

Frame Relay Frame Relay ra doi trén nén tang ha tang vién thong ngay cang
dugc cdi thién, khong can cé qua nhiéu céc thU tuc phat hién va s(fa 16i nhu
X.25. Frame relay c6 thé chuy€n nhan cac khung 16n t&i 4096 byte trong khi d6
g6i tieu chudn cla X.25 khuyén céo diing 1a 128 byte. Frame Relay rat thich
hap cho tryén s0 liéu tOc db cao va cho két nGi LAN to LAN va ca cho am
thanh, nhung di€u kién tién quyét d€ s dung cong nghé Frame relay 1a chat
lLrOng mang truy€én dan phai cao.

Bang 3-9:So sdnh gilta X.25 va Frame Relay

TT ChUc ning cUa mang X25 Frame relay

1 Phuic dap khung thong tin nhan dugc v

2 Phic dap g6i tin nhan dugc v

3 Dich dia chi cUa géi tin V V

4 Cat gilr géi tin vao viing dém dé€ chd phic

dap

\/

5 Phat hién géi tin sai th(r ty' v

6 Huy gbi tin bi 16i vV V

7 Pam bdo khung tin ¢6 gia tri N(s) 1a hgp 1é v

8 Thiét 1ap va huy bd két ndi logical v

9 Thié€t 1ap va huy bd kénh o Vv

10 Pién c4c bit O vao gilta cac khung V

11 Piéu khién lubng dit liéu & 16p lién két logic V

12 Tao va ki€ém tra FCS v V

13 Tao va nhan dang bit cO VvV Vv

14 Tao ra khung béo chua san sang v

15 Tao ra khung bao da san sang v
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V16 Tao ra khung béo khung bi tUr chéi v
17 Quan ly cac bit D, M, Q trong géi tin v



18 Quan ly cac khung & mUc lién két d(t liéu v

19 Quan ly cac b dinh thdi ¢ mUc 3 V

20 Quan ly céc bit Poll/Final trong khung v

21 Quan Iy cdc bO dé€m sO th(r tu cla khung va

goi tin

\/

22 Ghép céc kénh logic v

23 Quadn ly cac thu tuc khdi ddng d mic 2 va 3 V

24 Nhan dang cac khung khong hgp 1& v v

25 Trd 10i cac khung va géi tin bao chua san

sang

\/

26 Tra 10i cac khung va goi tin bao da san sang v

27 Trd 10i cac khung va géi tin bao tU chbi

khung

\/

28 Péanh dau sO 1an phai truyén lai v

29 Chén thém va bd cac bit 0 vao s6 liéu vV v

Bang chlc ning trén cho thay Frame relay da gidm rat nhiéu cac cong

vi€c khong can thiét cho thiét bi chuyén mach do dé gidm ganh ndng ciing nhu
thoi gian x(r Iy cong viéc cho cdc nit mang, nhG vay ma lam gidm thoi gian tré
cho cac khung thong tin khi truyén trén mang.

Hinh 3.28: M6 hinh mang Frame Relay

C0 s& d€ tao dugc mang Frame relay 1a cac thiét bj truy nhdp mang
FRAD (Frame Relay Access Device), cac thiét bi mang FRND (Frame Relay
Network Device), duong n0i gilra cac thi€t bi va mang truc Frame Relay.

Thi€t bi FRAD c6 th€ 1a cac LAN bridge, LAN Router v.v...
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Thi€t bi FRND c6 th€ 1a cac TOng dai chuyén mach khung (Frame) hay

tOng dai chuy€n mach t& bao (Cell Relay - chuyén tai tOng hgp cac t€ bao cla
cac dich vu khac nhau nhu 4m thanh, truyén s0 liéu, video v.v..., mOi t€ bao d6
dai 53 byte, day 1a phuong thUic cUa cong nghé ATM). Budng két n0i gilta cac
thi€t bj 1a giao dién chung cho FRAD va FRND, giao thUc ngu0i ding va mang
hay goi F.R UNI (Frame Relay User Network Interface). Mang truc Frame
Relay ciing tuong tU nhU cac mang vién thong khac c6 nhiéu tGng dai két n6i
v0i nhau trén mang truyén dan, theo thU tuc riéng cla minh.

Cong nghé Frame Relay c6 m6t uu di€ém dac trung rat 16n 1a cho phép

ngudi s dung diing tGc d6 cao hon mUc ho ding ky trong mot khodng thoi
gian nhat dinh, c6 nghia 1a Frame Relay khong c0 dinh d0 rOng bing cho tUng
cuOc goi mOt ma phan phdi bang thong mot c4ch linh hoat diéu ma X.25 va
thué kénh riéng khong cé. Vi du ngudi sit dung hgp dong st dung véi tbc dO
64Kbps, khi ho chuyén di m&t lugng thong tin qua 16n, Frame Relay cho phép
truyén chiing & tGc dd cao hon 64Kbps. Hién tuong nay dugc goi la bung n6
Bursting.

Cac dac diém cla Frame Relay:

- Cung cap céc két n6i thdng qua cac kénh do cd dinh PVC. Khi c6 nhu

cau két n6i gilta 2 di€m, nha cung cap dich vu sé thiét 1ap cac thong sO trén cac
node Frame Relay tao ra cic kénh do cO dinh gilta 2 di€ém. Khéng nhu X.25,
hudng két nOi Frame Relay la cO dinh va khong thé khdi tao bdi ngudi dung.
Khi c6 nhu cau két n6i dén di€m dich khac, khach hang phai thué méi PVC dén
di€m dich méi dé.



- CIR (Committed Information Rate): 1a tOc d0 truy€n d{t liéu ma nha

cung cap dich vu cam két s& ddm bdo cho khach hang, di€u d6 c6 nghia 1a
khéach hang sé dugc ddm bao cung cap dudng truyén véi diing tOc d0 yéu cau.
CIR dugc gan lién véi véi cac PVC va dbc 14p gilta cac PVC khac nhau. Néu
tac nghén xay ra thi khach hang van truyén dugc vdi téc d6 yéu cau khi ky két
hop dong.

- Frame Relay ho trg truyén s0 liéu khi c6 bung né s6 liéu hay con goi la
“bursty”, c6 nghia la lugng thong tin dugc gUi di trong thdi gian ngdn va véi
dung lugng 16n hon dung lugng binh thudng. Néi cach khac, khi c6 mét nhu
cau truyén tai khoi lugng d{t li€u 16n, mang Frame Relay cho phép dugc thuc
hién truyén tdi dit liéu v4i toc d6 16n hon tOc d0 CIR da mua cla nha cung cap
dich vu. Piéu nay ddm bdo cho khach hang ti€t kiém dugc chi phi ma van ddm
bdo truyén d{t liéu véi kh6i lugng 16n trong nhiing di€u kién can thiét ddm bao
luu thong thong tin. Truyén d{F liéu bursty chi thuc hién dugc khi khong cé tac
nghén trén mang.

- Frame Relay khong st dung dia chi dinh danh nhu X.25. D€ phan biét

cac PVC, Frame Relay st dung DLCI, m&i mOt PVC dugc gan lién vGi mOt
DLCI. DLCI chi c6 tinh chat cuc b0 c6 nghia la chi c6 ¥ nghia quan 1y trén

ciing mOt chuy€n mach. Néi cach khac s6 DLCI chi can 1a duy nhat cho moi
PVC trén m6t chuy€n mach con c6 thé€ c6 cling s6 DLCI d6 trén mOt chuyén

mach khac.
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- Frame Relay sU dung giao thUc LMI (Local Manegment Interface) 1a

giao thUrc qudn ly va trao dGi théng tin quan tri gi(fa cac thi€t b mang FRND va
cac thi€t bj két ndi FRAD.

- Cling nhu X.25, Frame Relay la méi truOng mang da truy nhap khong

quang ba (multiaccess nonbroadcast media). Van dé nay can dugc chi y khi st
dung véi cac giao thlc dinh tuyén.

Cac mo hinh két n6i clla X.25 va Frame Relay

Khi s& dung phuong thic truyén théng X.25, md hinh két nOi c0 ban 1a
di€ém-da di€m (point-to-multipoint) dua trén tinh chat co ban clia X.25 1a st
dung céc VC cho c4c nhu cau truyén tai dr liéu.

Hinh 3.29: M6 hinh két n6i X.25

Frame Relay da dang hon vé cac md hinh két n6i. Frame Relay sU dung

cac PVC dinh truGc d€ thuc hién truyén tai d{t liéu gilra hai di€m, ngudi ta chia
Frame Relay thanh cdc cdu hinh két ndi mang. Trong do:

- Full mesh: 1a md hinh k&t ndi ma trong d6 bat c(t hai node mang nao

cling c6 mOt PVC lién két gilta chiing. M6 hinh ndy dam bdo tinh san sang cho
toan bd hé thGng mang, néu c6 mOt hodc mot vai PVC 6 su ¢, cac PVC con
1ai van c6 th€ dam bao cho két ndi mang gilta cic node mang. Yé&u di€m clia
m6 hinh mang ndy 1a chi phi thué cdc PVC qué 16n.

FRAME RELAY FRAME RELAY

FULL MESH HUB-SPOKE

FRAME RELAY
FULL MESH

Hinh 3.30: M6 hinh két nGi Frame Relay

- Hub-Spoke: 12 m6 hinh c6 mOt di€m tap trung moi két ndi Frame Relay

tGi cac di€m khac, céc trao d6i d(r liéu gilra 2 di€m bat ky déu phai di qua di€ém
tap trung. M6 hinh nay c6 chi phi gidm thi€u nhat nhung c6 yéu diém vé viéc
tap trung moi ganh ndng 1én di€m tap trung va né€u c6 bat ky su cd trén mot
PVC nao thi s& mat kha nang truyén tai dit liéu vdi diém thubc vé PVC bj su cO
do.
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- Partial mesh: 1a mé hinh dugc st dung nhi€u nhat, né 1a su lai ghép gilta
hai mé hinh trén, d@m bdo chi phi va du phong cho cac diém thiét yéu.
Cau hinh X.25 co' ban

Cac luu y trong cau hinh X.25

- X.25 12 mOt méi truOng da truy nhap khong broadcast (multi access non
broadcast media) do d6 phai luu y khi st dung véi dinh tuyén déng

- X.25 lam viéc v6i su khdi tao cac VC do dé khi thuc hién cdu hinh phai
thuc hién cac thu tuc lién két (map) va dinh tuyén theo dia chi

- Cac tham sO ca nluuy

o DO 16n goi tin (ips/ops)

0 D0 16n clra s6 di€u khién lubng (win/wout)

0 SO lugng kénh VC t0i da cho chiéu dén / hai chi€u / chiéu di
(hic/htc/hoc)

0 SO lugng VC danh cho mét két ndi (nvc). Nén han ché s6 lugng

VC cho phép két ndi dén mOt di€m trong giGi han hop 1y d€ tong s6 VC can
thiét khong vugt qua sO VC tOi da hién c6 (HTC)

o Khi thuc hién cac lién két (map) phai thuc hién map dia chi IP

cUa phia doi phuong tdi dia chi X25 clla ho

o Khi thuc hién dinh tuy€n, phai thuc hién dinh tuyén véi dia chi IP

next hop

o C&u hinh mang ddu ndi X25 1a cdu hinh da di€m, dia chi dau n6i

phdi nam trong 16p mang con du cho sO lugng cac di€m

Hinh 3.31: Mb hinh két ndi X.25 co ban

C&au hinh bd dinh tuyé&n 7000

|

interface Seriall/1

ip address 10.1.1.2 255.255.255.0

encapsulation x25

no ip mroute-cache
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1--- Pia chi X.121 cla gan cho b dinh tuyén 7000
x25 address 4522973407000

1--- Cac dong 1énh duéi la cac tham s6 X.25

x25 ips 256

x25 ops 256

x25 htc 16

x25 win 7

x25 wout 7

I--- Dong 1énh nay dung dé gan dia chi IP cta bd dinh tuyén 2500 véi
!dia chi X.121 clla n6

x25 map ip 10.1.1.1 4522973402500
!

1

Hinh 3.32: C4u hinh cta bd dinh tuyén 7000
Cau hinh bd dinh tuyén 2500

1

hostname 2500

1

interface Serial0

ip address 10.1.1.1 255.255.255.0

no ip mroute-cache

encapsulation x25

bandwidth 56

1--- Pia chi X.121 ctia gan cho bd dinh tuyé&n 7000
x25 address 4522973402500

1--- Cac dong 1énh duéi la cac tham s6 X.25

x25 ips 256



x25 ops 256

x25 htc 16

x25 win 7

x25 wout 7

1--- Dong 1€nh nay ding dé gan dia chi IP ctia bd dinh tuy&n 7000 v6i
!dia chi X.121 clla n6

x25 map ip 10.1.1.1 4522973407000!

Hinh 3.33: C4u hinh cta bd dinh tuyén 2500

- Giam sat:

0 Show interfaces serial 0: diing d€ ki€m tra trang thai

0 Show x25 vc: hi€n thi thong tin két nOi X.25

0 Show x25 map: hién thi cac lién k&t hién c6 cla FR

Ebook 4 U ebook.vinagrid.com

Chuong 3- Tong quan vé b dinh tuyén

73

Cau hinh Frame Relay co ban

Cac Iuu y trong cau hinh Frame Relay:

- Frame Relay 1a m&t moi truOng da truy nhap khéng broadcast (multi

access non broadcast media) do dé phdi luu y khi st dung vGi dinh tuyén dOng
- Khi s dung dinh tuy€n dOng giao thlc dinh tuyén vector nhu RIP,

IGRP phai d€ y dén ludt Split Horizon. Luat Split Horizon 1a luat khéng cho
phép cac thong tin dinh tuyén vlra di vao mot giao ti€p di trd ra chinh giao ti€p
d6 d€ tranh viéc cap nhat sai cac thong tin v€ dinh tuyén dan dén viéc vong di
vong lai cUa cac thong tin dinh tuy€n. Van dé nay dugc dat ra do c6 nhi€u PVC
ciing chay trén mot giao ti€p vat ly.

- Giam sat:

0 Show interfaces serial 0: dung dé€ ki€ém tra DLCI, LMI

0 Show frame-relay Imi: hi€n thi thong tin tGng hop vé LMI

0 Show frame-relay map: hién thi cac lién két hién c6 clla FR

0 Show frame-relay pvc: hi€n thj cac thong sO clla PVC

0 Show frame-relay traffic: hi€n thij traffic

Hinh 3.34: M6 hinh két néi Frame Relay cO bdn

- P& bat dau cau hinh mang:

o Router> enable [

0 Password: sk |

o Router# config terminale [
o Router(config)#

- Thuc hién dat tén, cac mat khau, cau hinh cho phép telnet va cac diéu

kién can thiét trudc khi cdu hinh céc giao dién

- C&u hinh

o Spicey(config)# interface serial 0 [

- Lua chon giao thUc st dung

o Spicey(config-if)# encapsolation frame-relay [

- Xé4c dinh giao thUc qudn tri LMI. Giao thUc qudn tri LMI nhat thiét phai

c6 d€ ddm bdo viéc trao dGi thong tin hai chi€u gilta thiét bi ddu culi va thiét bj
mang Frame Relay. LMI hoat ddng nhu mot thong bo keepalive.
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o Spicey(config-if)# framg-relay Imi-type clisco 0

- Gan DLCI dugc cap cho giao tiép.

o Spicey(config-if)# frame-relay iI}terfage-dlgi 1400

- Dat dia chi IP cho giao tiép két noi leased-line

o Spicey(config-if)# ip address 3.1.3.1 255.255.255.0 [

- Ludn phadi dua giao ti€p vao s dung bang 1énh no shutdown
o Spicey(config-if)# no shutdown [

o Spicey(config-if)# exit [



- SU dung dinh tuyén déng RIP

o Spicey(config)# router rip [

o Spicey(config-router)# network 3.0.0.0 [

o Spicey(config-router)# network 124.0.0.0 [

o Spicey(config-router)# end [

- Ludn phai ghi 1ai cau hinh khi da cau hinh xong
0 Spicey# write memory [

- Thuc hién cac phan viéc con lai tai cac bd dinh tuyén khac, chii y vé
giao thltc dugc s dung ki€m tra, giam sat cac két noi.
Cau hinh bd dinh tuyén Spicey

Current configuration : 1705 bytes

1

version 12.1

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

|

hostname Spicey

1

interface Ethernet(

ip address 124.124.124.1 255.255.255.0

1

interface Serial0

ip address 3.1.3.1 255.255.255.0
encapsulation frame-relay

frame-relay interface-dlci 140

1

!

router rip

network 3.0.0.0

network 124.0.0.0
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!

line con 0

exec-timeout 0 0

transport input none

line aux 0

line vty 0 4

login

!

end

Hinh 3.35: C4u hinh cua b0 dinh tuyén Spicey
Cau hinh bd dinh tuyén Prasit
Current configuration : 1499 bytes

|

version 12.1

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

1

hostname Prasit

1

|

1

interface Ethernet(

ip address 123.123.123.1 255.255.255.0

1

1
interface Seriall

ip address 3.1.3.2 255.255.255.0
encapsulation frame-relay

frame-relay interface-dlci 150
!



1
router rip
network 3.0.0.0
network 123.0.0.0
1

!

line con 0
exec-timeout 0 0

transport input none
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line aux 0
line vty 0 4
login

!

end

Hinh 3.36: C4u hinh ctia bé dinh tuyén Prasit

Hinh 3.37: M6 hinh két néi Frame Relay Hub-Spoke

- C&u hinh

o Spicey(config)# interface serial 0 [

- Lua chon giao thic sU dung

o Spicey(config-if)# encapsolation frame-relay [

- Xéc dinh giao thUc quan tri LML Luu y trong vi du nay c6 st dung mot
chuén két n6i LMI khac. Chudn két ndi LMI khong c6 gid tri toan cUc ma chi
c6 gia tri tai giao ti€p cla thi€t bi dau cudi véi mang Frame Relay. Trong cdu
hinh cUa cac b dinh tuy€n khac van st dung LMI chudn cisco.

o Spicey(config-if)# frame-relay Imi-type ansi [

- Ludn phai dua giao ti€p vao si dung bang 1énh no shutdown

o Spicey(config-if)# no shutdown [

- Trong vi du nay, sU dung giao ti€p con, subinterface, nén khong dat dia chi
cho giao ti€p thuc, physical interface.

- Cau hinh giao ti€p con. Giao ti€p con phai st dung mOt trong hai Iua chon
1a point-to-point hodc multipoint, & day st dung point-to-point cho giao ti€p
con s0.1 va multipoint cho giao ti€p con s0.2.

o Spicey(config-if)# interface serial 0.1 point-to-point [

- Hoac

o Spicey(config-if)# exit [

o Spicey(config)# interface serial 0.1 point-to-point [
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- Gan DLCI dugc cap cho giao ti€p. DLCI 140 1a DLCI gan v&i PVC nbi
gi(ra Spicey va Prasit, con DLCI 130 gan v6i PVC ndi tGi Aton.
o Spicey(config-if)# frame-relay interface-dlci 140 [

- Xac 1ap dia chi IP cho giao ti€p con th(r nhat

o Spicey(config-subif)# ip address 4.0.1.1 255.255.255.0 [

o Spicey(config-subif)# exit [

- Cau hinh giao ti€p con th(f hai tGi Aton

o Spicey(config)# interface serial 0.2 multipoint [

- Gan DLCI dudgc cap cho giao ti€ép la DLCI 130

o Spicey(config-if)# frame-relay interface-dlci 130 [

- Xac lap dia chi IP cho giao ti€p con th(r 2

o Spicey(config-subif)# ip address 3.1.3.1 255.255.255.0 [

o Spicey(config-subif)# exit [

- SU dung dinh tuy€n dong RIP

o Spicey(config)# router rip [

o Spicey(config-router)# network 3.0.0.0 [

o Spicey(config-router)# network 4.0.0.0 [

o Spicey(config-router)# network 124.0.0.0 [



o Spicey(config-router)# end [

- Ludn phai ghi 1ai cau hinh khi da cau hinh xong
o0 Spicey# write memory [

- Thuc hién cac phan viéc con lai tai cac bd dinh tuyén khac, chii y v€ giao
thUc dugc sir dung ki€m tra, gidm sat cac két n6i.
Cau hinh b dinh tuyén Spicey

Spicey#show running-config

Building configuration...

!

version 12.1

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

!

hostname Spicey

1

!

interface Ethernet0

ip address 124.124.124.1 255.255.255.0

|
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interface Serial0

no ip address

encapsulation frame-relay
frame-relay Imi-type ansi

!

interface Serial(.1 point-to-point

ip address 4.0.1.1 255.255.255.0
frame-relay interface-dlci 140

1

interface Serial0.2 multipoint

ip address 3.1.3.1 255.255.255.0
frame-relay interface-dlci 130

!

router igrp 2

network 3.0.0.0

network 4.0.0.0

network 124.0.0.0

1

line con 0

exec-timeout 0 0

transport input none

line aux 0

line vty 0 4

login

1

end

Hinh 3.38: C4u hinh cua b0 dinh tuyén Spicey
Cau hinh bd dinh tuy€n Prasit
Prasit#show running-config

Building configuration...

version 12.1

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

hostname Prasit

!

interface Ethernet0

ip address 123.123.123.1 255.255.255.0
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1
interface Seriall

no ip address

encapsulation frame-relay

1

1--- LMI cisco 1a mac dinh nén khéng thé hién trong cau hinh
1--- Prasit va Spicey da st dung 2 ki€u LMI khac nhau
1--- B dinh tuyé€n tai Prasit st dung giao ti€p con point-to-point
interface Seriall.1 point-to-point

ip address 4.0.1.2 255.255.255.0

frame-relay interface-dlci 150

1

router igrp 2

network 4.0.0.0

network 123.0.0.0

1

1

line con 0

exec-timeout 0 0

transport input none

line aux 0

line vty 0 4

login

!

end

Hinh 3.39: C4u hinh cua b0 dinh tuyén Prasit
Cau hinh bd dinh tuyén Aton

Aton#show running-config

Building configuration...

Current configuration:

1

version 12.0

service timestamps debug uptime

service timestamps log uptime

1

hostname Aton

1

1

1

Ebook 4 U ebook.vin’agrid.com . ;
Chuong 3- Toéng quan vé bd dinh tuyén

80

interface Ethernet(

ip address 122.122.122.1 255.255.255.0

1

interface Seriall

ip address 3.1.3.3 255.255.255.0

encapsulation frame-relay

frame-relay Imi-type q933a

1--- Aton c6 ki€u LMI khéc hai b dinh tuy€n kia

1--- Aton khong st dung giao ti€p con. Giao ti€p con can xac dinh
11a point-to-point hay multipoint @ b dinh tuy€n trung tam
lcon @ cac b dinh tuy€n con lai cé thé ding giao ti€p con
Ipoint-to-point hay giao ti€p thurc, physical interface
frame-relay interface-dlci 160

1

router igrp 2

network 3.0.0.0

network 122.0.0.0

1

line con 0

exec-timeout 0 0

transport input none

line aux 0

line vty 0 4

login



|

end

Hinh 3.40: C4u hinh cta bd dinh tuyén Aton

4.3. Cau hinh Dial-up

Gi6i thiéu quay sO

Ké&t nGi quay sO cho phép st dung dudng dién thoai d€ két nGi trao dGi
d{rliéu. TOc dd cla két ndi quay sO 1a khong cao va chi c6 thé dap u‘ng dugc
cho cac Ung dung khong yéu cau v€ bing thong cung nhu thoi gian tre.

K&t nbi quay sO st durlg modem V34, V90 la ph0 bién. T6c dd truyen

d(rliéu 1én mang va tai d(r liéu vé t0i da 1a 33,6Kbps. D€ c¢6 thé thutc hién tai vé
v0i tdc dd 16n hon, tGi 56Kbps, bO dinh tuyén déng vai trd di€ém truy nhap phai
c6 két ndi thué bao dang s6 va diing modem s0.

D0i vGi cac doanh nghiép nhd, viéc xac thuc ngudi ding cé thé thuc

hién bang cach khai bao dit liéu truc ti€p trén b dinh tuy€n. Cach st dung nay
khong thich hgp cho cac doanh nghiép vUa va 16n hay cac doanh nghi€p can c6
su' qudn ly chat ché ngudi ding mét cach hé thdng. Liic nay can thiét c6 cac hé
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thOng quan 1y ngudi dung. Cac b0 dinh tuy€n cUa Cisco cho phép si dung hai
chudn xac thuc TACACS+ va RADIUS.

M6 hinh s dung quay s6

Hinh 3.41: C4u hinh ctia bd dinh tuyén Aton

Cau hinh quay s6 co ban

Danh muc cong viéc:

- Cau hinh giao ti€p khéng ddng b0 Async

- C&u hinh giao ti€p diéu khi€n modem

- Cdau hinh x4c thuc

- Giam sat

o Router#show interface Async 1

o Router#show line 1

0 Router#debug ppp authentication

Cau hinh quay s co ban

Current configuration : 1251 bytes

1

version 12.2

service timestamps debug datetime msec
service timestamps log uptime

no service password-encryption

!

hostname cisco3640

1

boot system flash:c3640-i-mz.122-8.T
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enable secret 5 <da x6a>

!

! — Tén truy nhap cho xac thuc nguoi dung cuc bo
username abc password 0 abc

!

ip subnet-zero

!

no ip domain-lookup

ip domain-name cisco.com

!

! — Xac dinh dia chi may chi DNS cho cac may tram quay s6
async-bootp DNS-server 5.5.5.1 5.5.5.2

1

!



interface Loopback0
ip address 1.1.1.1 255.255.255.0
1

interface Ethernet2/0

ip address 20.20.20.1 255.255.255.0
half-duplex

1

! <<--cac giao ti€p khong ding duoc bo di

1

1--- Giao ti€p Group-Asyncl cdu hinh cho tat cd cac cac modem
1--- khéong can cau hinh riéng ré tUng modem

interface Group-Asyncl

ip unnumbered Loopback0

encapsulation ppp

dialer in-band

1--- Xac lap thoi gian khéong st dung la 10 phut

1--- sau thoi gian nay, bd dinh tuy€n sé& tu déng cat két nbi
dialer idle-timeout 600

1--- Dinh nghia céc loai hinh dir liéu dugc dung

I--- thong qua cau hinh dialer-group va dialer-list

dialer-group 1

1--- Ché€ do interative cho phép ngudi diing st dung nhi€u giao thitc
1--- dé khong cho phép ngudi diing thiét 1ap cac két ndi dén bd dinh
tuyén st dung ch€ dé dedicated

async mode interactive

1--- Cac may tram khi quay s6 vao sé duoc cap dia chi IP

I--- dugc qui dinh trong DIALIN

peer default ip address pool DIALIN

ppp authentication chap
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1--- Xac 1&p cac modem tit line 1 dén line 8 thudc vé& nhém nay
group-range 1 8

1

ip local pool DIALIN 10.1.1.1 10.1.1.10
ip classless

ip route 0.0.0.0 0.0.0.0 20.20.20.100

ip http server

ip pim bidir-enable

!

I--- Dong 1€nh sau cho phép giao thirc IP la giao thirc hoat déng

!--- néu khéng c6 cac dir li€u IP di qua sau khodng thoi gian 10 phat
1--- duong két noi sé bi cat

dialer-list 1 protocol ip permit

1

line con 0

password abc

line 18

1--- Dong 1énh dudi cho phép modem quay vao va quay ra

modem InOut

transport input all

autoselect ppp

flowcontrol hardware

line aux 0

line vty 0 4

login

1

1

end

Hinh 3.42: C4u hinh quay s co ban

4.4. Pinh tuyén tinh va dOng

So lugc vé dinh tuyén

ChUtc ning xac dinh dudng dan cho phép b0 dinh tuyén udc lugng cac
dudng dan kha thi d€ dén dich va thiét 1ap su ki€m sodt cac goi tin. BO dinh



tuy€n st dung cac cdu hinh mang d€ danh gia cac dudng dan mang. Thong tin
nay c6 th€ dugc cdu hinh bdi ngudi quan tri mang hay dugc thu thap thdng qua
qud trinh xUr ly ddng dugc thuc thi trén mang.

LGp mang dung bang dinh tuyén IP d€ gUi cac goi tin tUf mang ngudn

dén mang dich. BO dinh tuyén dua vao cac thong tin dugc gilt trong bang dinh
tuy€n d€ quyét dinh truyén tai cac goi tin theo céc giao ti€p thich hap.
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Hinh 3.43: SU dung bang dinh tuyén dé€ truyén tdi cdc gdi tin

MOt bang dinh tuyén IP bao gOm cac dia chi mang dich, dia chi cla

di€m can di qua, gié tri dinh tuy€n va giao ti€p d€ thuc hién viéc truyén tai. Khi
khéng c6 théng tin vé mang dich, b dinh tuy€n sé gUi cac gdi tin theo mOt
duong dan mac dinh dugc cdu hinh trén b dinh tuy€n, néu dudng dan khong
tOn tai, bd dinh tuyén tu dOng loai bd géi tin.

C6 hai phuong thUc dinh tuyén la:

- Binh tuyén tinh (static routing): 1a cach dinh tuy€n khong s dung cac giao
th(rc dinh tuy€n. Céc dinh tuyén dén m&t mang dich sé dugc thuc hién mot
cach c6 dinh khong thay ddi trén mOi b dinh tuyén. MOi khi thuc hién viéc
thém hay bét cac mang, phdi thuc hién thay d6i cdu hinh trén m6i bO dinh
tuy€n.

- Di nh tuy€n dOng (dynamic routing): 1a viéc s& dung céc giao thlc dinh
tuy€n dé thuc hién xay dung nén cac bang dinh tuyén trén cac bO dinh tuyén.
Cac b0 dinh tuyén thong qua céc giao thlc dinh tuyén sé tu ddng trao dGi cac
thong tin dinh tuyén, cac bang dinh tuy€n véi nhau. MOi khi c6 su thay d6i vé
mang, chi can khai bao théng tin mang mdi trén bd dinh tuy€n quan 1y tryc ti€p
mang mGi d6 ma khong can phai khai bao lai trén mobi bo dinh tuy€n. MOt s6
giao thuc dinh tuyén df)ng dugc st dung 1a RIP, RIPv2, OSPF, EIGRP v.v...

Gia tri dinh tuyen dugc Xay dung tuy theo cac glao thlc dinh tuyen khac

nhau. Gia tri dinh tuyen cUa céc két nOi truc ti€p va dinh tuyen tinh c6 gia tri
nhd nhat bang 0, d6i véi dinh tuyén ddng thi gid tri dinh tuy€n dugc tinh toan
tiy thuQc va tUng giao thlc cy thé. Gia trj dinh tuyén dugc th€ hién trong bang
dinh tuy€n 1a gia tri dinh tuy€n tOt nhat da dugc bd dinh tuyén tinh toan va xay
dung nén trén co s& cac giao thlc dinh tuyén dugc cdu hinh va gia tri dinh
tuy€n cUa tlng giao thUc.

CAc giao thUc dinh tuyén dOng dugc chia thanh 2 nhém chinh:

- Cac giao thurc dinh tuy@n khodng cach véc to (distance-vecto, sau ddy

dugc goi tat la dinh tuyén vect0): dua vao cac gidi thuat dinh tuyén c6 co s&
hoat ddng la khoang cach véc to.

Theo dinh ky cac b0 dinh tuyén chuyen toan b0 céc thong tin co trong

bdng dinh tuyén dén cac b dinh tuyén lang giéng dau n6i truc ti€p véi né va
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cling theo dinh ky nhan cac bang dinh tuyén tU cac bd dinh tuyén lang giéng.
Sau khi nhan dugc cac bang dinh tuyén tlr cac b dinh tuyén lang giéng, b0
dinh tuy€n sé so sanh vGi bang dinh tuy€n hién c6 va quyét dinh vé viéc xay
dung lai bang dinh tuy€n theo thudt toan cUa tUng giao thlic hay khéng. Trong
truOng hop phai xay dung l1ai, b dinh tuyén sau d6 sé gUi bang dinh tuyén méi
cho cac lang gi€éng va cac lang giéng lai thuc hién cac cong viéc tuong tu. Cac
b0 dinh tuy€n tu x4c dinh cac lang giéng trén cO s& thuat toan va cac thong tin
thu lugm tU mang.

TU viéc can thiét phdi glri cac bang dinh tuyén méi lai cho cac lang

giéng va cac lang gi€éng sau khi xay dung lai bang dinh tuyén lai gUi trd lai



bang dinh tuyén mdi, dinh tuy€n thanh vong c6 thé xdy ra néu sy hdi vé trang
thai bén ving cla mang dién ra chdm trén mOt cdu hinh méi. Cac b dinh tuyén
st dung cac kY thuat b0 dém dinh thdi d€ ddm bdo khong ndy sinh viéc xay
dung mOt bang dinh tuyén sai. C6 thé dién gidi di€éu d6 nhu sau:

o Khi m&t b dinh tuyén nhan mot cap nhat tUr mOt lang giéng chi rang

mOt mang c6 thé truy xudt trudc day, nay khong thé truy xuat dugc nlra, bO
dinh tuy€n danh dau tuyén la khong thé truy xudt va khéi dong mét b dinh
thoi.

o Néu tai bat cr thdi di€m nao ma trudc khi bd dinh thGi hét han mot cap
nhat dugc ti€p nhan ciing tu lang giéng d6 chi ra rang mang da dugc truy xudt
trd 1ai, bd dinh tuy€n danh dau 1a mang c6 thé truy xudt va gidi phéng b dinh
thoi.

o Néu mOt cap nhat dén tU mOt b dinh tuyén lang giéng khac vdi gia tri

dinh tuy€n tOt hon gi4 tri dinh tuy€n dugc ghi cho mang nay, b0 dinh tuyén
danh dau mang c6 th€ truy xudt va gidi phong b0 dinh thdi. N€u gia tri dinh
tuy€n tOi hon, cap nhat dugc bo qua.

o Khi b6 dinh thoi dugc dé€m vé 0, gia tri dinh tuyén méi dugc xac 1ap, bo
dinh tuy€n c6 bang dinh tuyén méi.

- Cac giao thuc dinh tuy€n trang thai duodng (link-state, goi tat la dinh
tuyén trang thdi): Gidi thut co ban th( hai dugc dung cho dinh tuyén 1a gidi
thuat link-state. Cac gidi thuat dinh tuyén trang théi, cling dugc goi la SPF
(shortest path first, chon dudng dan ngan nhét), duy tri mOt co s dir liéu phirc
tap ch(ra thong tin vé cau hinh mang.

- Trong khi gidi thudt vecto khong cé théng tin dac biét gi vé cac mang &

xa va ciing khong biét cdc b0 dinh tuyén & xa, gidi thuat dinh tuyén trang thai
biét dugc day du vé cac b0 dinh tuyén & xa va bi€t dugc chiing lién két v4i
nhau nhu thé€ nao.

Giao thUrc dinh tuy€n trang thai s& dung:

o Céc thong béo vé trang théi lién két: LSA (Link State Advertisements).

o MOt cO s3 d(t liéu vé cdu hinh mang.

o Gidi thuat SPF, va cdy SPF sau cung.

o MOt bang dinh tuyén lién hé cac dudng dan va cac cbng dén tUng mang.
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Hoat dOng tim hi€u kham pha mang trong dinh tuy€n trang thai dugc thuc
hién nhu sau:

o Cac b0 dinh tuyén trao d6i cac LSA cho nhau. M&i b6 dinh tuyén bat

dau véi cac mang dugc két n6i truc ti€p dé€ 13y thong tin.

o MOi bd dinh tuyén dong thoi vGi cac bd dinh tuyén khac ti€n hanh xay

dung moOt c0 sG dit liéu vé cau hinh mang bao gbm tat cd cac LSA dén tU lién
mang.

o Giai thudt SPF tinh toan mang c6 thé dat dén. BO dinh tuyén xay dung

cau hinh mang luén 1y nay nhu mot cay, tu né 1a gdc, gOm tat ca cac dudng dan
c6 th€ dén mOi mang trong toan b0 mang dang chay giao thirc dinh tuyén trang
thai. Sau d6, né sap x€p cac dudng dan nay theo chién lugc chon dudng dan
ngan nhat.

o BO dinh tuyén liét ké cac duOng dan tOt nhat clia né, va cac cbng dan

dén c4ac mang dich, trong bang dinh tuyén cla né. N6 ciing duy tri cac co sG dit
liéu khac vé céc phan tU cau hinh mang va cac chi tiét vé€ hién trang cUa mang.
Khi c6 thay d6i vé cdu hinh mang, b dinh tuyén dau tién nhan biét dugc su
thay doi nay gUi thong tin dén céc bd dinh tuy€n khac hay d&n mot bd dinh
tuy€n dinh trudc dugc gan 1a tham chiu cho tat ca cac cac bd dinh tuyén trén



mang lam cin c( cap nhat.

o Theo ddi cac lang giéng cUa né, xem xét c6 hoat dOng hay khong, va gia

tri dinh tuyén dén lang giéng do.

o Tao mOt g6i LSA trong d6 liét ké tén clUa tat ca cac bd dinh tuy€n lang
giéng va cac gia tri dinh tuy€n d6i vdi cac lang gi€ng mdi, cac thay dOi trong
gia tri dinh tuy€n, va cac lién két dan dén cac lang giéng da dugc ghi.

o GUi g6i LSA nay di sao cho tat cd cc b0 dinh tuyén déu nhan dugc.

o Khi nhan mot géi LSA, ghi gbi LSA vao co s& ditliéu d€ sao cho cap

nhét g6i LSA md&i nhat dugc phat ra t moi bd dinh tuyén.

o Hoan thanh ban d6 cla lién mang bang cach dung dir liéu ttr cac gbi

LSA tich lfiy dugc va sau d6 tinh todn cac tuy€n dan dén tat ca cac mang khac
st dung thudt toan SPF.

C6 hai van dé luu y doi vdi giao thlc dinh tuyén trang thai:

o Hoat dOng cUa cac giao th(ic dinh tuyén trang thai trong hau hét cac

truOng hop déu yéu cau cac bo dinh tuyén dung nhiéu bd nhé va thuc thi nhiéu
hon so vdi cac giao thic dinh tuyén theo vectd. Cac yéu cau nay xudt phat tl
vi€c can thi€t phai luu trt théng tin cla tat ca cac lang giéng, cd sé& dirliéu
mang dén tU cac ndi khac va viéc thyc thi céc thuat toan dinh tuyén trang thai.
Ngu0i quan ly mang phai ddm bao rang cac b0 dinh tuyén ma ho chon c6 kha
ndng cung cdp céc tai nguyén can thi€t nay.

o Cac nhu cau v€ bing thong can phai tiéu tOn d€ khdi ddng su phat tan

g6i trang thai. Trong khi khéi dOng qua trinh kham pha, tat ca cac bO dinh
tuy€n ding cac giao thlc dinh tuyén trang thai d€ g cac g6i LSA dén tat cd
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cac b0 dinh tuyén khac. Hanh dOng ndy 1am tran ngdp mang khi ma cac b0 dinh
tuy€n dOng loat yéu cau bang thong va tam thdi 1am gidm luong bing thong
khd dung ding cho luu lugng dir liéu thuc dugc dinh tuy€n. Sau khdi dOng phét
tan nay, cac giao thUc dinh tuy€n trang thai thudng chi yéu cau mot lu’dng bang
thong t0i thi€u dé gu’l cac g01 LSA kich hoat sy kién khong thudng xuyén nham
phdn anh sy thay d6i cla cau hinh mang.

- Va mOt nhém giao thirc thtt 3 1 nhém cac giao thlc dinh tuy€n lai

ghép gilta 2 nhém trén hay néi cach khac cé céc tinh chat clia ca hai nhém giao
thUc trén.

Céc giao thitc dinh tuyén

Bdng 3-10:Cdc giao thlc dinh tuyén

Cac dac trung RIPvl RIPv2 IRGP EIGRP OSPF

Khodng céch vectd X X x x

Trang thai duOng x

Ty dOng tém tat dinh

tuy€n

XXxx

HO trg VLSM1 X x X

Tuong thich v&i san

pham th(r ba

XXX

Thich hgp Nho Nho Vua Lén Lén

Thoi gian hoi tu vé

trang thai can bang

Cham Cham Cham Nhanh Nhanh

Gia tri dinh tuy€n hop

count2



hop
count

~

BW3+D4

~

BW+D

10E8/BW

GiGi han hop count 15 15 100 100

Can bang tai clng gia

tri dinh tuyén

XXxxX )

1 VLSM (Vary Length Subnet Mask): h0 tr@ dinh tuy€n cho cdc mang con subnetmask c6 d0 dai
thay d6i hay néi cach khéc théng tin vé subnetmask bao gdbm trong bang dinh tuyén

2Hop count: dugc tinh bang s6 cac di€m node mang ma géi tin phai di qua tir di€m nay dén diém
kia hay chinh bang s6 c4c b0 dinh tuy€n ma géi tin phai di qua

s BW (bandwitch): bang thong

4D (delay): tré
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Can bang tai khong

cling gid tri dinh tuy€n

X X

Thuat todn Bellman-

Ford

Bellman-

Ford

Bellman-

Ford

DUAL Dijkstra

Cau hinh dinh tuy&n ddng co ban véi RIP

M6t s6 1uu y khi cau hinh dinh tuyén dOng vGi RIP

- RIP gUi c4c thdng tin cap nhat theo cac chu ky dinh trudc, gia tri mac
dinh 1a 30 giay, va khi c6 su thay d0i bang dinh tuyén.

- RIP sr dung s6 d€m cac node (hop count) d€ lam gia tri danh gia chat
lugng cla dinh tuy€n (metric). RIP chi gi(r duy nhat dinh tuyén cé gia tri dinh
tuy€n thap nhat.

- Gié tri hop count tOi da cho phép 1a 15.

- RIP st dung cac b0 dé€m thai gian cho viéc thuc hién gl cac thong tin
cap nhat, xod bod moOt dinh tuyén trong bang ciing nhu d€ diéu khién cac qua
trinh tao 1ap bang dinh tuy€n, tranh loop vong.

- RIPv1: Classfull: khong c6 thong tin vé subnetmask

- RIPv2: Classless: c6 thong tin vé subnetmask

Cau hinh dinh tuyén véi RIP:

- Cho phép giao thUrc dinh tuyén RIP hoat dOng trén b0 dinh tuyén.

o Router(config)#router rip

- Thiét 1ap cac cdu hinh mang. Network 1a nhém mang tinh theo 16p mang co
bdn dang c6 cac giao ti€p truc ti€p trén bd dinh tuyén.

o Router(config-router)#network 192.168.100.0

o Router(config-router)#network 172.25.0.0
o Router(config-router)#network 10.0.0.0

- Trong tru'Ong hgp st dung RIP v&i cic mang khong phdi 1a mang broadcast
nhu X.25, Frame Relay can thiét cau hinh RIP v&i cac dia chi Unicast 1a cac dia
chi ma RIP sé gUi tdi cac thong tin cap nhat



o Router(config-router)#neighbor 192.168.113.1

o Router(config-router)#neighbor 192.168.113.5

- Tuy theo di€u kién cu thé vé€ ha tang mang c6 thé thay dOi chu ky cap nhat
thong tin, cac dinh nghia thdi gian khac cho phu hgp.

o Router(config-router)# timers basic update invalid holddown flush

[sleeptime]

- Cac thay d6i khac.

o Router(config-router)# version {1 | 2}

o Router(config-router)# ip rip authentication key-chain name-ofchain

o Router(config-router)# ip rip authentication mode {text | md5}
Ebook 4 U ebook.vinagrid.com

Chuong 3- TOng quan vé€ bd dinh tuyén
89

- Giam sat.

o show ip interfaces

0 show ip rip ]

Cau hinh b0 dinh tuyén véi RIP

version 12.1

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
|

hostname Prasit
1

interface Ethernet0
ip address 123.123.123.1 255.255.255.0
1

interface Seriall
ip address 3.1.3.2 255.255.255.0
encapsulation frame-relay

frame-relay interface-dlci 150
1

router rip

network 3.0.0.0

network 123.0.0.0
!

line con 0

exec-timeout 0 0

transport input none

line aux 0

line vty 0 4

login

end i i

Hinh 3.44: C4u hinh cUa b0 dinh tuyén v&i RIP

5. BO chuyén mach 16p 3

5.1. TOng quan va kién triic bd chuyén mach 16p 3

TOng quan

B chuyén mach 16p 3 1a mot trong céc thi€t bi mang dugc phat trién mdi trén
cac cong nghé ngdy cang tién tién. B& chuy€én mach 1&p 3, nhu tén goi clia né,
bao gbm céc chlc nang x(r ly géi tin hoat dOng trén 16p 3, 16p mang, trong md
hinh 7 16p OSI, thuc hién cac chlc ning dinh tuy€n va x( ly géi tin tuong tu' bd
dinh tuy€n dong thoi thuc hién chuy€n mach géi tin ¢ 16p 2 nhu cac bd chuyén
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mach 19p 2, khac han v6i thé hé trudc day cla né chi thuc hién cac xUrly
chuyén mach géi tin & 16p 2 cin cU trén cac dia chi MAC cUla gai tin.

Khi nhan dugc géi tin, b0 dinh tuyén sé thuc hién xem xét cic thong tin 16p 3
cUa géi tin d€ Iua chon dudng di cho goi tin con bd chuy€n mach thi chi can c
vao dia chi 18p 2, dia chi MAC, d€ thuc hién chuyén géi tin. Su' khac nhau co
bdn gilta bd dinh tuyén va b chuyén mach 18p 3 1a b0 chuyén mach 18p 3 dugc



cau thanh tU cac phan cUng chuyén dung duoc thi€t ké riéng cho b6 chuyén
mach cho phép thuc hién cac chuyén mach géi tin nhanh nhu cac chuyén mach
16p 2, diéu khong c6 & cac bd dinh tuyén, trong khi van c6 kha nang xUr Iy dinh
tuy€n cac goi tin v&i chlc ning tuong tu nhu bd dinh tuyén.

Trong mdi trudng LAN, b chuyén mach 1&p 3 dugc danh gid 1a nhanh hon so
vGi b0 dinh tuy€n va lam ting ning Iuc hoat ddng cla mang trén cO s ning luc
chuy€én mach va dinh tuyén cUa né. Tuy nhién, bé chuyén mach 16p 3 khong
thé€ thay th€ hoan toan cho b0 dinh tuyén do ddc trung LAN cla b0 chuyén
mach 16p 3 va khong hoat ddng trén méi truOng da giao thlic nhu bd dinh
tuyén.

ChUrc nang va kién triic cla b0 chuy€n mach 18p 3 ciing tuong tu nhu' bd dinh
tuy€n va bao gbm:

- Chuyén mach géi tin

- Cac hoat dOng dinh tuyén

- Tinh nang mang thong minh

Chuy€&n mach goi tin

Chuyén mach géi tin 1a chlc ning co ban chinh clia bd chuyén mach 16p 3.
Diéu khac nhau co ban gilta bd dinh tuyén va bd chuyén mach 16p 3 chinh 1a b
dinh tuy€n diing b0 x( 1y trung tam d€ thuc hién cac x( ly chuyén mach géi tin
con bO chuy€n mach 16p 3 dung cac thanh phan phan clng dugc thiét ké
chuyén dung ASIC (Application Specific Integrated Circuit).

Thanh phan chic nang chuy€n mach géi tin clla bd chuyén mach thuc hién cac
cong viéc ki€m tra dia chi goi tin, so sanh v&i thong tin Iuu trlf va thuc hién
truy€n tai ching theo hudéng xac dinh. Ching dOng thdi ciing thuc hién cac x(r
ly 16p dudi tuong tur bo dinh tuyén véi viéc gan 1ai cc dia chi MAC, gidm s6
dém TTL... Chlc nang chuy€n mach géi tin ciing thuc hién phép so sanh diing
nhat d€ lua chon dudng di diing khi c6 nhi€u hon mot kha nang d€ 1uya chon.
Cac hoat ddng dinh tuyén

Hoat dOng dinh tuy€n 1a mOt hoat ddng dOc 1ap khac so vGi hoat dOng chuyén
mach géi tin. BO dinh tuy€n ciing nhu b chuy€én mach 16p 3 quan ly va diéu
hanh céc théng tin dinh tuy€n, xay dung, cap nhat va trao dGi chiing thong qua
cac giao th(c dinh tuy€n moi khi c6 su thay d6i vé mang nhu 16i duong, thém
m&i hay cap nhat thiét bi...

Ciing nhu cac bd dinh tuyén, b chuyén mach 16p 3 hoat dbng vGi hau hét cac
giao thUc dinh tuy&n dOng hién c6.

Tinh nang mang thong minh
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CAc tinh ndng quan tri, cap phat ddng, céc tinh ning dinh tuyén théng minh,

cac tinh ndng bdo mat, xac thuc ciing dugc thiét k& va xay dung trén b0 dinh
tuy€n 16p 3 qua d6 dé dang cho ngudi quan tri thuc hién viéc xay dung, quan tri
va phat tri€n mang.

5.2. Pinh tuyén trén bd chuyén mach 16p 3

VLAN

VLAN la khai niém dé€ chi m6t mang LAN dOc 1ap mOt cach logic vGi nhau. V&
thuc chat, tat ca cac thiét bi mang dugc dau néi va hoat dOng trén cting mot mdi
trudng vat ly, ha tang mang chung va hinh thanh mét cach logic c4c mang LAN
trén moi trudng d6 dua trén céc thi€t dat nhan dang dOc 1ap v4i nhau doi véi
mOi nhém thanh vién. Néi cach khac, mOi cOng két ndi cla cac bd chuyén
mach dugc dinh nghia thudc vé€ mot nhém lam viéc (VLAN) nao d6 va hinh
thanh cac kha ning dbc 1a p tach rOi cUa cac nhém lam viéc d6 véi nhau. Cac
g6i tin clla mOt VLAN chi dugc 1uu chuyén t6i cc cOng trong cling VLAN ma



khong dugc luu chuyén dén cac cOng khac VLAN trlf cOng dugc dinh nghia 1a
trung k& cla cac VLAN. Khéac v6i LAN, VLAN khéng bi giGi han vé pham vi
dia 1y cu thé ma chi phu thudc vao nhu cau va hinh thic trién khai.

VLAN Trunking 1a khai niém dugc dung d€ chi viéc két noi gilra cac bd
chuy€n mach v4i nhau ma qua dé cho phép cac géi tin cUa tat cad cac VLAN
dugc truyén qua.

VLAN dugc cau hinh tai 18p 2 cho phép phan dinh c4c nhém thiét bi mdy tinh
ddc 1ap logic vGi nhau, cac nhu cau trao d6i dir liéu gilra cac thiét bi khac
VLAN phai dugc thuc hién bdi cac thiét bi hoat ddng 3 18p 3 nhu' b6 chuyén
mach 16p 3 hay cac b0 dinh tuy€n.

Cac giao thUic va mé hinh két ndi VLAN xin xem thém trong cac giéo trinh vé
mang n0i bd LAN.

Cau triic xt ly dinh tuyén

Nhu di néi & phan trude, bO chuyén mach 16p 3 dﬁng thdi thuc hién cac chlc
nang chuyen mach va chlc niang dinh tuyén. BO chuyén mach 18p 3 cho phep
cac thiét bj thudc vé cac nhém mang khac nhau, cdc VLAN khac nhau c6 thé
kEt n0i dugc véi nhau.

o) day can phan biét cac nhu cau két ndi trao dGi d{t liéu khac nhau trong d6
bao gOm:

- Cac nhu cau két n6i trao d6i dit liéu trén cAc mang s& dung nhém giao

thUc mang dinh tuyén dugc nhu IP, IPX.

- Cac nhu cau két n6i trao d6i dit liéu trén cAc mang s& dung nhém giao

thUc mang khong dinh tuyén dugc nhu NetBEUI, AppleTalk.

D6i vGi nhém giao thiic khong dinh tuyén duoc, bd chuyén mach x(r 1y ching
bang nhém céc giao thiic cau noi (bridge). Cac giao thlc dinh tuyén dugc sé&
dugc xU ly tuong tu nhu' mOt b dinh tuyén. BO chuy€én mach 16p 3 ho trg dinh
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tuy€n - cau noi két hgp, dinh tuyén gilta cic VLAN, cac chuyén mach nhiéu
16p.

Chuy€n mach va dinh tuyén két hop

Cho phép bd chuy€n mach chuyén cac géi tin thuOc nhém cac giao thlic khdng
dinh tuy€n dugc gilta cdc cOng dugc cau hinh & ché dd cau noi déng thdi cho
phép chuyé€n céc géi tin thudc nhém dinh tuy€n dugc qua lai gilta cac cbng
thudc vé cac VLAN st dung cho nhém céc giao thUc dinh tuyén dugc. Giao
th(c chuy€n mach va dinh tuy€n két hgp chi thuc hién x( 1y dinh hudng céc
g6i tin trén ciing mOt thi€t bi chuyén mach.

Pinh tuy@n gilta cic VLAN

Viéc dinh tuyén gilta cic VLAN dudc thuc hién trén cac b0 chuy€n mach 16p
3, thong qua cac module dinh tuy€n 18p 3 hodc thuc hién trén cac bd chuyén
mach. B6 chuyén mach 16p 3 ho trg cac giao thlc dinh tuyén tinh, dinh tuyén
dbng RIP, OSPF, IGRP, EIGRP.

5.3. SO lugc vé cac bd chuy€n mach 16p 3 thong dung clia Cisco

B® chuyén mach 16p 3 Cisco 2948G-L3

Hinh 3.45: BY chuyén mach 16p 3 Cisco 2948G-L3

- 48 cOng 10/100 Ethernet, giao dién RJ45

- 02 cOng uplink Gigabit Ethernet h0 trg GBIC (Gigabit Interface

Converter) cho phép 1ua chon cac giao dién khac nhau pht hgp v&i nhu

cau st dung cOng két nOi Gigabit

- T6c dO chuy€n mach 16p 3: 10.000 géi tin/gidy

- Thong lugng: 22Gbit/giay

- HO6 trg IP, IPX, IP multicast



_ Chlc nang dinh tuy&n 16p 3: RIP, OSPF, IGRP, EIGRP

- ChUrc nang chuyén d6i du phong, ho trg trung chuyén giao thic cép dia
chi dbng

- H6 trg QoS

- ChUrc ning an ninh mang v&i danh sach truy nhap ACL

B® chuyén mach 18p 3 Cisco 3550
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Hinh 3.46: Cdc b chuyén mach 16p 3 Cisco 3550

Loai chuyén mach S6 cOng 10/100 S cOng Gigabit

Catalyst 3550-24 Switch 24 2 (GBIC)

Catalyst 3550-24 PWR

Switch

24 (cho phép cap

ngudn qua céap

mang dén céac

thiét bj khac nhu

thi€t bj di€m truy

cap khong day)

2 (GBIC)

Catalyst 3550-24-DC Switch 24 2 (GBIC)

Catalyst 3550-24-FX Switch 24 (cOng quang

tOc dO 100Mbps)

2 (GBIC)

Catalyst 3550-48 Switch 48 2 (GBIC)

Catalyst 3550-12G Switch 10 (GBIC)

2 (10/100/1000BASE-T)

Catalyst 3550-12T switch 10 (10/100/1000BASE-T)

2 (GBIC)

- Nang luc xUr 1y cao:

o CEF: Cisco Express Forwarding

o Céc giao thUrc dinh tuyén: RIP, OSPF, IGRP, EIGRP, BGPv4
o Inter-VLAN IP routing

o Céc giao thUrc dinh tuy&n multicast

o Cac giao thUc chuyén dGi du phong

- TOi Uu bang thong:

o 1,6 Gigabit cho c6ng 10/100 va 16 Gigabit cho cOng Gigabit
o ChUrc nang 1am viéc v&i mdy chu cache theo giao thirc WCCP
o Kha ning han ché tGc d6 theo tUng Ung dung, nhém ngudi ding
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- Dé dang st dung va khai thac

- An toan va bdo mat

o Xac thuc ngudi ding v&i cac hé théng qudn trj tap trung
TACACS+, RADIUS

o Ma hoa SSH, Kerberos

o Céc tinh ning x4c thuc thiét bi

o VLAN

- Dé dang thuc hién QoS vGi cac mUc dd da dang va linh hoat.
- Quan tri tUr xa va tap trung. Tuong thich v4i cac hé thdng quan tri théng
dung.

Ngoai ra con c6 cac b chuy€n mach 16p 3 cla Cisco vGi cac dong 4000, 6000..



6. Bai tap thuc hanh st dung bd dinh tuyén Cisco

Bai 1: Thuc hanh nh@n dién thiét bi, dau noi thiét bi

Yéu cau:

- Nhéan dién diing cac chling loai thiét bi

- Nhan dién céc giao ti€p cla bd dinh tuyén, y nghia va muc dich s&r dung
- Biét cach s dung cac loai cap vGi ting loai thiét bi, giao ti€p khac nhau
- Biét dau ndi bd dinh tuyén vGi nhau va véi cac thiét bi modem khac

- SU dung phan mém HyperTerminal k€t ndi v&i bd dinh tuyén

Bai 2: Thuc hanh cac 1énh co' ban

- C4c 1énh show

- Lénh config

Yéu cau:

- Nam vimg y va st dung thanh thao cac 1énh ki€ém tra va cac 1énh cdu hinh
cO ban

Bai 3: Cau hinh bd dinh tuy€n v6éi méd hinh dau noi leased-line

- Cau hinh Interface

- Cau hinh giao thUc

- Cau hinh dinh tuy€n

Yéu cau:

- SUr dung thiét bj phong lab d€ cau hinh m&t két n6i leased-line cho phép két
nOi 2 mang vdi nhau.

- Van dung cac kién thlrc da hoc ki€ém soat va x(r 1y su cO.

Bai 4: Cau hinh b dinh tuy€n véi Dial-up

- Cau hinh line vat ly
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- Cau hinh async interface

- Cau hinh dinh tuyén

- Cau hinh x4c thuc

Yéu cau:

- St dung thié€t bi phong lab d€ cau hinh mot di€m truy nhdp gian ti€p quay
sO qua thoai.

- Van dung cac kién thlc da hoc ki€m soat va xU 1y su cO.

Thi€t bi phong lab

- 02 b0 dinh tuy€n 2509 (leased-line va async) hodc tuong duong

- 02 modem leased-line CSU/DSU duing cho két n0i leased-line

- 02 cap V.35 DTE

- 04 modem dial-up 56kbps

- 02 cap Async dung cho két ndi modem 56kbps

- Phan mém gia 1ap bd dinh tuyén (router simulator)

- 02 mdy tinh diing d€ cau hinh truc ti€p cac b dinh tuyén

- cac may tinh d€ thuc hanh trén phdn mém gid 14p bd dinh tuyén

- 04 duOng dién thoai
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Chuong 4

Hé thOng tén mi€én DNS

Chuong 4 sé tap trung nghién c(u vé hé thong tén mi€n 1a mét hé thOng
dinh danh phé bién trén mang TCP/IP néi chung va ddc biét 1a mang Internet.

Hé thOng tén mién t6i quan trong cho su phat tri€n cla céc Ung dung pho bién
nhU thu tin dién t(, web...Cau triic hé théng tén mién, cdu tric va y nghia cla



c4c truOng tén mién cling nhu cac k¥ nang co bdn dugc cung cap sé gitip cho
ngUdi quan tri c6 thé hoach dinh dugc cac nhu cau lién quan dén tén mién cho
mang 1udi, ti€n hanh th( tuc ding ky chinh xac (néu ding ky tén mién Internet)
va ddm nhan dugc cic cong tac tao mai, sta d6i ... hay néi chung la cac cong
vi€c quan tri hé théng mdy chU tén mién DNS

Chuong 4 doi hdi cac hoc vién phai quen thudc vdi dia chi IP, viéc soan

thdo quan tri cac tién trinh trén cac hé thdng linux, unix, windows.

1. Gi6i thiéu

1.1. Lich st hinh thanh clila DNS

Vao nhiing ndm 1970 mang ARPanet cUa bd quc phong MY rat nho va dé
dang qudn 1y cac lién két vai traim may tinh v4i nhau. Do d6 mang chi can mot
file HOSTS.TXT chfa tat ca thong tin can thiét vé& mdy tinh trong mang va
gitip cac may tinh chuy€n d6i dugc thong tin dia chi va tén mang cho tat ca
may tinh trong mang ARPanet mOt cach dé dang. Va d6 chinh 1a budc khéi dau
cUa hé thOng tén mién goi tat 1a DNS ( Domain name system)

Nhu khi mang mdy tinh ARPanet ngdy cang phét tri€n thi viéc quan ly

théng tin chi dua vao mot file HOSTS.TXT la rat kho khin va khong kha thi.

Vi thong tin b6 xung va s(fa dGi vao file HOSTS.TXT ngay cang nhi€u va nhat
la khi ARPanet phat tri€n hé thGng may tinh dua trén giao thitc TCP/IP dan dén
su phat tri€én ting vot clla mang mdy tinh:

— Luu lugng va trao d6i trén mang ting lén

— Tén mién trén mang va dia chi ngay cang nhiéu

— Mat d6 may tinh ngay cang cao do d6 ddm bdo phat tri€n ngdy cang khé

khan

Dén nam 1984 Paul Mockpetris thudc vién USC's Information Sciences

Institute phat trién mOt hé thOng quan 1y tén mién mdi (miéu ta trong chudn
RFC 882 - 883) g0i la DNS (Dornam Name Systern) va ngay nay no ngay cang
dugc phat tri€n va hiéu chinh bd xung tinh nang dé dam bdo yéu cau ngay cang
cao cUa hé th0ng (hién nay DNS duoc tiéu chuan theo chudn RFC 1034 - 1035)

1.2. Muc dich ctia hé thédng DNS
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May tinh khi k&t nGi vao mang Internet thi dugc gan cho mot dia chi IP

x4c dinh. Dia chi IP clla m6i mdy 1a duy nhat va c6 thé€ gitip may tinh c6 thé

xéc dinh dudng di dén mOt mdy tinh khac m&t cach dé dang. Nhu doi vGi ngudi
dung thi dia chi IP 1a rat khé nhé. Do vay can phai st dung mot hé thOng dé
gitip cho mdy tinh tinh todn dudng di m&t cach dé dang va dOng thdi ciing gitip
nguoi dung dé nhé. Do vay hé théng DNS ra d0i nham gitp cho nguoi ding c6
th€ chuyén dGi tu dia chi IP khé nhG ma méy tinh s dung sang mOt tén dé nhé
cho ngudi st dung va dong thdi né gitp cho hé thOng Internet dé dang s dung
d€ lién lac va ngay cang phét trién.

Hé théng DNS st dung hé thong co s& d{r liéu phan tan va phan cap

hinh cdy do d6 viéc quan 1y sé dé dang va ciing rat thudn tién cho viéc chuyén
doi tUr tén mién sang dia chi IP va ngugc lai. Cling giéng nhu' mé hinh quan 1y
ca nhan cla mOt dat nuGc moi ca nhan sé& c6 mOt tén xac dinh dOng thoi ciing
c6 dia chi chltng minh thu d€ gitip quan ly con ngudi mOt cach dé dang hon
(nhung khac 1 tén mién khéng dugc tring nhau con tén ngudi thi van cé thé
trung nhau)

MOi c4 nhan déu c6 mot sO can cudc d€ quan 1y

M&i mét dia chi IP tuong Ung voi mét tén mién

Vay tém lai tén mién 1a (domain name) gi ? nh{ing tén ggi nh& nhu
home.vnn.vn hodc www.cnn.com thi dugc g0i 1a tén mién (domain name hodc



DNS name). N6 gitip cho ngudi s& dung dé dang nhG vi né 6 dang chir ma
ngUdi binh thudng c6 th€ hiu va si dung hang ngay.

Hé thOng DNS da giip cho mang Internet than thién hon vdi ngudi st

dung do d6 mang internet phat tri€n biing n6 mOt vai nam lai day. Theo thOng
trén thé giGi vao thdi di€m thang 7/2000 s luong tén mi€n dugc dang ky la
93.000.000

Tém lai muc dich cQa hé thdng DNS la:

— Dia chi IP khé nhd cho ngudi s&t dung nhung dé dang vGi may tinh

— Tén thi dé nh& véi ngudi st dung nhu khong ding dugc véi may tinh

— Hé théng DNS gitp chuyén ddi tur tén mi€n sang dia chi IP va ngugc lai
gitip nguoi ding dé dang st dung hé thOng mady tinh
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2. DNS server va cau triic co s@ dir li€u tén mi€n

2.1.CAu triic co' s@ dit liéu

CO s3 d(rliéu cla hé thGng DNS la hé théng c0 sé& d{t liéu phan tan va

phan cap hinh cdy. Vi .Root server 1a dinh cUa cdy va sau d6 cac domain dugc
phan nhanh dan xubng dudi va phan quyén quan ly. Khi mOt client truy van
mOt tén mi€n né sé€ 1an 1ugt di tU root phan cdp 1an lugt xudng dudi d€ dén
DNS qudn 1y domain can truy van.

Cau tric cla d{f liéu dugc phan cap hinh cay root quan ly toan bd so d6

va phan quyén quan ly xudng dudi va ti€p dé cac tén mién lai duoc tiép tuc
chuyén xudng cap thap hon (delegate) xudng dudi.

Zone

Hé thdng DNS cho phép phan chia tén mién d€ qudn ly va n6 chia hé

thOng tén mién ra thanh zone va trong zone quan ly tén mi€n dugc phan chia dé
va n6 cha thong tin vé domain cap thap hon va c6 khd ning chia thanh cac
zone cap thap hon va phan quyén cho cac DNS server khac qudn ly.

Vi du: zone “.com” thi DNS server quan ly zone “.com” chua thong tin v€ cac
ban ghi c6 dudi 1a “.com” va c6 kha ning chuyén quyén quan ly (delegate) cac
zone cap thap hon cho cdc DNS khéc qudn ly nhu “.microsoft.com” 1a viing
(zone) do microsoft quan ly.

Root Server

0 La server quan Iy toan b0 cau triic cla hé thdng DNS

0 Root server khong chifa d(t liéu thong tin v€ cdu tric hé thOng DNS ma

né6 chi chuy€n quyén (delegate) quan ly xubng cho cac server cdp thap hon va
do dé root server c6 khd ning xé4c dinh dudng dén clla mOt domain tai bat cl
dau trén mang

0 Hién nay trén thé gidi c6 khodng 13 root server quan 1y toan b0 hé thdng
Internet (vi tri cUa root server nhu trén hinh vé dudi)
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Hé thOng co s& dit liéu clla DNS 1a hé thong dit liéu phan tan hinh cay

nhu cdu tric d6 14 cu tric logic trén mang Internet

V& mat vat ly hé théng DNS nam trén mang Internet khong c6 c6 cdu

triic hinh cay nhung né dugc cau hinh phan cap logic phan cap hinh ciy phan
quyén quan ly.

MOt DNS server c6 thé ném bat c( vi tri nao trén mang Internet nhung dugc
cau hinh logic dé phan cap chuyen tén mién cap thap hon Xu0ng cho cac DNS
server khac nam bat c( vi tri nao trén mang Internet (v€ nguyén tac ta c6 thé
dat DNS tai bat c( vi tri nao trén mang Internet. Nhung tOt nhat 1a dat DNS tai



vi tri ndo gan vdi cac client d€ dé dang truy van dén dbng thdi ciing gan véi vi
tri clla DNS server cap cao hon truc ti€p cUa né).

M6i mOt tén mién déu dudc quan ly bai it nhdt mOt DNS server va trén

d6 ta khai cac ban ghi cla tén mién trén DNS server. Cac ban ghi d6 sé xac
dinh dia chi IP cUa tén mi€n hodc cac dich vu xac dinh trén Internet nhu web,

thu dién t(r ...
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Sau ddy la cdc ban ghi trén DNS

Tén trudng Tén day di Muc dich

SOA Start of Authority X4c dinh may chU DNS c6 thdm
quyén cung cap thong tin v€ tén

mién x4c dinh trén DNS

NS Name Server Chuy€n quyén qudn 1y tén mién

xubng mOt DNS cap thdp hon

A Host Anh xa xac dinh dija chi IP clla mOt

host

MX Mail Exchanger Xé4c dinh host c6 quyén quan ly thu
dién t(f cho mOt tén mién xac dinh

PTR Pointer Xac dinh chuyén tU dia chi IP sang

tén mién

CNAME Canonical NAME ThuOng st dung xac dinh dich vu
web hosting

C4u triic cia mot tén mién

— Domain s€ c6 dang : lable.lable.label...lable

- PO dai tOi da clla mOt tén mién 1a 255 ky tu

— MOi m6t Lable t0i da la 63 ky tu

— Lable phai bat dau bang ch{r hodc s va chi dugc phép chira chif, s6, dau
trl(-), ddu cham (.) ma khong dugc chifa cac ky tu khac.
Phadn loai tén mién

Hau hét tén mién dugc chia thanh cac loai sau:

— Arpa : tén mi€én ngugc (chuyén déi tUr dia chi IP sang tén mién reverse
domain)

— Com : cac t6 chlc thuong mai

— Edu : cac cO quan giao duc

— Gov : cac ¢ quan chinh phu

— Mil : cac t0 chlrc quan sy, qudc phong

— Net : c4c trung tdm mang 16n

— Org : cac t0 chUrc khac

— Int : cac t6 chlc da chinh phU (it dugc st dung)

Ngoai ra hién nay trén thé gidi st dung loai tén mi€n c6 hai ky tu cubi dé
xac dinh tén mién thudc quoc gia nao (dugc xac dinh trong chudn 1SO3166)
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Loai tén Miéu ta Vi du

GOc

(domain root)

N6 14 dinh cUa nhénh cay

cUa tén mi€n. N6 x4ac dinh

két thic cUa domain (fully

qualified domain names

FQDN).



Pon gidn no chi 1a ddu chdm (.) st

dung tai cudi cla tén vi nhu

"example.microsoft.com."

Tén mién cap

mOt

(Top-level

domain)

La hai hodc ba ky tu xac

dinh nudc/khu vuc hodc cac

t0 churc.

".com", x4c dinh tén s& dung trong

x4c dinh 1a t6 chrc thuong mai .

Tén mién cap

hai

(Second-level

domain)

N6 rat da dang trén internet,

n6 c6 thé 1a tén clia mot

cong ty, mOt tO chlrc hay

mOt ca nhan .v.v. dang ky

trén internet.

"microsoft.com."”, 1 tén mién cap

hai dang ky la cong ty Microsoft.

Tén mién cap

nhé hon

(Subdomain)

Chia nho thém ra cUa tén

mién cap hai xuGng thudng

dugc st dung nhu chi

nhanh, phong ban cUa mot

cO quan hay mét chU dé nao

do.

"example.microsoft.com." 1a phan

qudn ly tai liéu vi du cUa microsof

MOt s6 chu y khi dat tén mién:

— Tén mi€n nén dat gidi han tU t&r cdp 3 dén cap 4 hodc cap 5 vi néu nhiéu
hon nita viéc quan tri 1a kh6 khén.

- SU dung tén mién 1a phdi duy nhat trong mang internet
— Nén dat tén don gidn ggi nhd va tranh dat tén qua dai
2.2. Phan loai DNS server va dong bd du liéu gilta cac DNS server

Cé ba loai DNS server sau:
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0 Primary server

Ngu0n x4c thyc théng tin chinh thlc cho cidc domain ma né dugc phép
quan ly quan ly

Théng tin vé tén mién do n6 dugc phan cdp qudn ly thi dugc Iuu tr(r tai day
va sau d6 c6 th€ dugc chuyé€n sang cho cac secondary server.

CAc tén mién do primary server quan ly thi dugc tao va s(ta dGi tai primary
server va sau d6 dugc cap nhap dén cac secondary server.

0 Secondary server

DNS dugc khuy€n nghi nén s dung it nhat 1a hai DNS server d€ luu cho



mOi mOt zone. Primary DNS server quan 1y cac zone va secondary server dugc
st dung d€ luu trr du phong cho zone cho primary server. Secondary DNS
server dugc khuy€n nghi diing nhung khong nhat thiét phdi cé. Secondary
server dUQc phép quan ly domain nhung dit liéu vé& domain khéng phai tao tai
secondary server ma n6 dugc 1y v€é tU primary server.

Secondary server cé thé cung cap hoat ddng & ché d6 khong cé tai trén

mang. Khi lugng truy van zone ting cao tai primary server né sé€ chuyén bét tai
sang secondary server hodc khi primary server bi su c0 thi secondary s& hoat
dOng thay thé cho dén khi primary server hoat dOng tré lai

Secondary server nén dugc st dung tai ndi gan vdi client d€ cé th€ phuc vu
cho viéc truy van tén mién mot cach dé dang. Nhung khong nén cai dat
secondary server trén cing mOt subnet hodc cing mOt két n6i v4i primary
server. Vi di€u d6 sé 1a mot gidi phap tOt d€ s dung secondary server d€ du
phong cho primary server vi c6 thé két ndi dén primary server bj hdng thi ciing
khong dnh hudng gi dén secondary server.

Primary server luon ludn duy tri mOt lugng 16n d{r liéu va thudng xuyén

thay dGi hodc thém vao cac zone. Do d6 DNS server st dung mOt cO ché cho
phép chuy€n céc théng tin tU primary server sang secondary server va luu gi(r
né trén dia. C4c thong tin nhan dit liéu v€ cac zone c6 thé st dung gidi phap lay
toan b0 (full) hodc 18y phan thay ddi (incremental)

Nhiéu secondary DNS server sé ting d6 On dinh hoat dOng clla mang va

viéc luu tr(r thong tin cUa tén mién mOt cach ddm bdo nhu mOt diéu can quan
tam 1a d{t liéu cla zone dugc chuyén trén mang tU primary server dén cac
secondary server s€ lam ting luu luong duOng truy€n va yéu cau thoi gian dé€
dong bo dit liéu trén cac secondary server.

0 Caching-only server

Mac du tat cd cdc DNS server déu c6 kha nang Iuu tr(r d{r liéu trén b0 nhé
cache cUla may d€ trd 10i truy van mOt cach nhanh chéng. Caching-only server
1a loai DNS server chi s& dung cho viéc truy van, luu gilt cau trd 10i dua trén
thong tin trén cache clla may va cho két qud truy van. Ching khong hé quan Iy
mOt domain ndo va thdng tin ma né chi giéi han nhiing gi dugc 1uu trén cache

cUa server.
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Khi ndo thi st dung caching-only server ?. Khi ma server bat dau chay thi

n6 khong co thong tin 1uu trong cache. Thong tin s€ dugc cap nhap theo thoi
gian khi c4c client server truy van dich vu DNS. N&u ban st dung két ndi mang
WAN tOc d0 thap thi viéc s&t dung caching-only DNS server 1a mOt gidi phap
tOt n6 cho phép gidm Iuu lugng théng tin truy van trén dudng truyén.

Chil y

- Caching-only DNS server khéng chua zone nao va ciing khong quyén

qudn 1y bat ky domain nao. N6 st dung bd nh& cache clia minh d€ luu cac truy
van DNS cUa client. Thong tin sé dugc 1uu trong cache d€ trd 10i cho céc truy
van dén cUa client

- Caching-only DNS c6 kha ning trd 10i céc truy van nhu khéng quan ly

hodc tao bat c( zone hodc domain nao

- DNS server néi trung dugc khuy€n nghi 1a dugc cdu hinh st dung

TCP/IP va dung dia chi IP tinh.

POng bo dit liéu gilta cac DNS server (zone transfer)

Truyén todn bd zone

B&i vi tdm quan trong cUa hé thOng DNS va viéc quan 1y cc domain thudc
zone phai dugc ddm bdo. Do d6 thudng mot zone thi thuOng dugc dat trén hon



mOt DNS server d€ tranh 16i khi truy van tén mién thuOc zone d6. N6i cach
khéac né€u chi c6 mot server quan 1y zone va khi server khong trd 10i truy van thi
cac tén mién trong zone d6 sé khong dugc trd 10i va khong con tOn tai trén
Internet. Do d6 ta can c6 nhi€u DNS server cliing quan 1y mOt zone va c6 co ché
dé€ chuyén d{tliéu cla cac zone va dong b né tlr mOt DNS server nay dén cac
DNS server khac

Khi mOt DNS server m&i dugc thém vao mang thi né dugc cdu hinh nhu

mOt secondary server m&i cho mOt zone da tOn tai. N6 s€ tién hanh nhan toan
b0 (full) zone tUr DNS server khac. Nhu' DNS server thé hé dau tién thuong
dung gidi phap 13y toan b6 cd sG dir liéu vé zone khi c6 cac thay d6i trong zone.
Truyén phdn thay dbi (Incremental zone)

Truyén chi nhiing thay d6i (incremental zone transfer) cUla zone dUgc miéu

ta chi tiét trong tiéu chudn RFC 1995. N6 1a phan b6 xung cho chuén sao chép
DNS zone. Incremental transfer thi dudc ho trg bdi cd DNS server 1a ngudn 1ay
thong tin va DNS server nhan thong tin vé zone, né cung cap gidi phap hiéu
qua cho viéc ddng bd nhung thay d6i hodc thém bét zone.

Gidi phép ban dau cho DNS yéu cau cho viéc thay d6i d{t1iéu vé zone 1a
truyén toan bd d{r liéu cla zone s dung truy van AXFR. Vi viéc chi truyén
cac thay dGi (incremental transfer) sé st dung truy van (IXFR) dugc st dung
thay th€ cho AXFR. N6 cho phép secondary server chi 1dy vé& nhU zone thay
d6i d& dong bo di liéu.

Vi trao d6i IXFR zone, thi su' khac nhau gi(ta versions clla ngu6n dit liéu

va ban sao cla né. Néu ca hai ban déu c6 cung version ( x4c dinh bdi sO serial
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trong khai béo tai phan dau cla zone SOA "start of authority") thi vi€c truyén
d{rliéu cla zone sé khong dugc thuc hién.

Né€u s0 serial cho d{f li€u ngudn 1én hon s6 serial cUa secondary server thi

n6 sé thuc hién chuyé€n nhiing thay ddi véi cac ban ghi ngudn (Resource record
- RR) cla zone. D€ truy van IXFR thuc hién thanh cong va cac thay d6i dugc
gUi thi tai DNS server nguOn cUa zone phdi luu g{ii cac phan thay dGi dé sur
dung truyén dén ndi yéu cau cUa truy van IXFR. Incremental sé& cho phép luu
lugng truyén dit liéu 1 it va thuc hién nhanh hon.

SOA vdc-hnO1.vnn.vn. postmaster.vnn.vn. (

82802 ; serial number

; refresh every 30 mins

; retry every hour

; expire after 24 hours

; minimum TTL 2 hours

NS vdc-hn01.vnn.vn.

NS hcm-serverl.von.vn.

Zone transfer s& xdy ra khi c6 nhung hanh déng sau xay ra:

- Khi qua trinh 1dam m&i cUa zone két thic (refresh expire)

- Khi secondary server dugc théng béo zone da thay ddi tai server nguOn
quan ly zone

- Khi dich vu DNS bat dau chay tai secondary server

- Tai secondary server yéu cau chuy€n zone

Sau day 1a cac budc yéu cau tU secondary server dén DNS server chia zone
dé€ yéu cau 1dy d{t liéu vé€ zone ma né quan ly.

1. Trong khi cau hinh m&i DNS server. Thi n6 s€ gUi truy van yéu cau gli
toan b0 zone ("all zone" transfer (AXFR) request) dén DNS server quan 1y
chinh d{rliéu cla zone

2. DNS server chinh quan ly d(r liéu cUa zone sé& trd 10i va chuyén toan bd



d{r liéu vé zone dén secondary (destination) server mdi cau hinh.

zone thi dugc chuyén dén DNS server yéu cau cin c(f vao version dugc xac
dinh bang s6 Serial tai phan khai béo (start of authority SOA). Tai phan SOA
ciing c6 chlfa cac thong sO xac dinh thdi gian 1am mdi lai zone ...

3. Khi thOi gian 1am mdi (refresh interval) cUa zone hét, thi DNS server

nhan d{r liéu sé truy van yéu cau lam mdi zone tdi DNS server chinh ch(fa dit
liéu zone.

4. DNS server chinh quan 1y d{r liéu sé trd 10i truy van va gli lai d(r liéu.

Trd 10i sé& bao gbm cd s0 serial cUa zone hién tai tai DNS server chinh.

5. DNS server nhan d{f liéu vé zone sé ki€m tra sO serial trong trd 10i va

quyét dinh sé 1am thé nao véi zone
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Néu gia trj cUa sO serial bang v&i s6 hién tai tai DNS server nhan trd 10i thi

n6 s& két ludn rang sé khong can chuyén dit liéu vé zone dén. Va né sé thiét 1ap
lai v6i cac thong sO cii va thoi gian d€ 1am mdi lai bat dau.

NE€u gi4 tri cla s0 serial tai DNS server chinh 16n hon gia tri hién tai tai d{t
liéu DNS ndi nhan thi né két ludn rang zone can phai dugc cdp nhap va viéc
chuyén zone 1a can thiét.

6. N€u DNS server ndi nhan két ludn rang zone can phai thay d6i va n6 sé

gUi truy van IXFR tGi DNS server chinh d€ yéu cau gUi zone

7. DNS server chinh sé trd 10i vGi viéc gUi nhlimg thay d6i cUa zone hodc

toan b0 zone

Né&u DNS server chinh cé ho trg viéc g nhiing thay d6i cUa zone thi n6 sé&

gUi nhiing phan thay dGi (incremental zone transfer (IXFR) of the zone.). N€u
n6 khong ho trg thi n6 s€ gUi toan bO zone (full AXFR transfer of the zone)
3. Hoat dOng clla hé thong DNS

Hé théng DNS hoat dOng dOng tai 18p 4 clla m6 hinh OSI né s dung

truy van bang giao thlfc UDP va mac dinh 1a s dung cOng 53 d€ trao dGi théng
tin v€ tén mién.

Hoat dOng cUa hé thdng DNS 1a chuyén d6i tén mién sang dia chi IP va

ngudc lai. Hé thong co s& d{r liéu clla DNS 1a hé thong co s& d{¥ liéu phén tén,
cac DNS server dugc phan quyén quan 1y c4c tén mién xac dinh va ching lién
két v4i nhau d€ cho phép ngudi ding c6 thé truy van mot tén mién bat ky (c6
tOn tai) tai bat c(* di€m nao trén mang mot cdc nhanh nhat

Nhu da trinh bay cac DNS server phdi biét it nhat mot cach d€ dén dugc
root server va ngugc lai. Nhu trén hinh vé mu6n xac dinh dugc tén mién
mit.edu thi root server phai bi€t DNS server nao dugc phan quyén quan ly tén

mién mit.edu dé chuyén truy van dén.
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N6i tém lai tat cd cac DNS server déu dugc két nOi modt cach logic véi nhau:
0 Tat ca cac DNS server déu dugc cau hinh dé€ biét it nhat mot cach dén
root server

0 MOt may tinh két ndi vao mang phai bi€t 1am thé nao d€ lién lac vdi it
nhat 1a mOt DNS server

Hoat dOng cia DNS

Khi DNS client can xé4c dinh cho m&t tén mi€n né sé€ truy van DNS.

Truy van DNS va trd 10i cla hé thong DNS cho client s( dung thU tuc UDP
cOng 53, UPD hoat dOng & mUc th(t 3 (network) clla md hinh OSI, UDP la thU



tuc phi két n6i (connectionless), tuong tu nhu dich vu gl thu binh thudng ban
cho thu vao thuing thu va hy vong c6 thé chuyén dén nai ban can gui téi.

Mbi mOt message truy van dugc gui di tU client bao gdm ba phén thong tin :

0 Tén cUa mién can truy van (tén day d0 FQDN)

0 Xac dinh loai ban ghi 12 mail, web ...

0 LGp tén mién (phan nay thudng dugc xé4c dinh 1a IN internet, & day

khong di sdu vao phan nay)

Vi du : tén mi€n truy van day dd nhu

"hostname.example.microsoft.com.", va loai truy van 1a dia chi A. Client truy
van DNS hoi "C6 ban ghi dia chi A cho may tinh c6 tén 1a
"hostname.example.microsoft.com" khi client nhan dugc cau trd 10i cla DNS
server no sé€ xac dinh dia chi IP cUa ban ghi A.

C6 mOt sO gidi phap d€ trd 10i cac truy van DNS. Client c6 thé tu trd 10i

bang cach st dung cac thong tin da dugc luu tr(r trong b nhé cache clia né tlr
nhiing truy van trudc d6. DNS server c6 thé st dung cac thong tin dugc luu tri
trong cache clla n6 d€ trd 10i hodc DNS server c6 th€ hdi mOt DNS server khac
18y thong tin d6 dé€ tra 10i lai client.

N6i chung cdc bu'dc ctia mét truy vdn gom c6 hai phdn nhur sau:

- Truy van s€ bat dau ngay tai client computer d€ xac dinh cau trd 10i

- Khi ngay tai client khong c6 cau trd 10i, cau héi sé dugc chuyén dén

DNS server d€ tim cau trd 10i.

Ty tim cau trd 10i truy van

Budc dau tién cla qua trinh st Iy mOt truy van. Tén mi€n s dung mOt
chuong trinh trén ngay may tinh truy van d€ tim cau trd 10i cho truy van. Néu
truy van cé cau trd 10i thi qué trinh truy van két thic

Ngay tai may tinh truy van théng tin dugc 1ay tU hai ngubn sau:

- Trong file HOSTS dugc cau hinh ngay tai mdy tinh. Cac thong tin anh

xa tU tén mién sang dia chi dugc thiét 1ap & file nay dugc st dung dau tién. N6

dudgc tai ngay 1én bd nhd cache clia may khi bat dau chay DNS client.
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- Thong tin dugc 13y tU cac cau trd 10i cla truy van trudc dé. Theo thoi

gian c4c cau trd 10i truy van dugc luu gilt trong bd nh§ cache clla may tinh va
né dugc st dung khi c6 mot truy van lap 1ai mot tén mién trudc dé.

Truy van DNS server

Khi DNS server nhan dugc mot truy van. Dau tién né s€ kiém tra cau trd

10i liéu c6 phdi la théng tin cUa ban ghi ma né quan ly trong cac zone cUa
server. Néu truy van phit hgp véi ban ghi ma né quan 1y thi né sé s dung
thong tin d6 d€ trd 10i trd 10i (authoritatively answer) va két thiic truy van.
Néu khong c6 thong tin v€ zone cUa né phit hop vdi truy van. N6 sé&

ki€m tra c4c théng tin dugc 1uu trong cache li€u c6 cac truy van tuong tU nao
truGc d6 phu hgp khong né€u c6 thong tin phit hgp né sé st dung thong tin d6 dé
trd 10i va két thiic truy van.

Néu truy van khong tim thdy thong tin phu hOp dé€ trd 10i tU ca cache va

zone ma DNS server quan ly thi truy van sé ti€p tuc. N6 sé nhd DNS server
khac d€ trd 10i truy van dén khi tim dugc cau trd 10i.

Cac cach d€ DNS server lién lac v6i nhau xac dinh cau tra 10i

Trudng hop Root server két ndi truc ti€p vdi server tén mi€n can truy van

NW AU

6

Abc.com
PCAWww.abc.com
Vdc.com.vn
Rootserver



Hinh 4.1: Root server két néi truc tiép vOi server tén mi€n can truy van
Trong trudng hgp root server bi€ét dugc DNS server quan 1y tén mién
can truy van. Thi cidc budc cla truy van sé nhu sau:

Budc 1 : PC A truy van DNS server tén mi€n vdc.com.vn. (1a local name
server) tén mién www.abc.com.

Budc 2 : DNS server tén mién vdc.com.vn khéng qudn 1y tén mién
www.abc.com do vay né s€ chuyén truy van 1én root server.

Budc 3 : Root server sé xac dinh dugc rang DNS server quan 1y tén mién
www.abc.com 14 server DNS.abc.com va né sé chuyén truy van dén DNS
server DNS.abc.com dé€ tra 10i

Budc 4 : DNS server DNS.abc.com sé xac dinh ban ghi www.abc.com va trd
10i 1ai root server

Budc 5 : Root server sé chuyén cau trd 10i 1ai cho server vdc.com.vn
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Budc 6 : DNS server vdc.com.vn s€ chuyén cau trd 10i vé cho PC A va tur d6

PC A c6 thé két ndi dén PC B (quan Iy www.abc.com)

Trudng hop root server khéng két ndi truc ti€p vJi server tén mién can truy van

NWoO N~

8

PCAWww.abc.comsg

Vdc.com.vn

Rootserver

Dns.abc.comsg

Dns.comsg

45

Hinh 4.2: Root server khéng két nGi truc tiép vdi server tén mi€n cdn truy van
Trong truGng hop khong két ndi truc ti€p thi root server s€ hdi server

trung gian (phan 1Gp theo hinh cay) d€ xac dinh dugc dén server tén mién quan
ly tén mi€n can truy van

Budc 1 - PC A truy van DNS server vdc.com.vn (local name server) tén mién
www.acb.com.sg.

Budc 2 - DNS server vdc.com.vn khéng qudn 1y tén mién www.abc.com.sg vay
n6 sé& chuyé&n lén root server.

Budc 3 - Root server sé khong xé4c dinh dugc DNS server quan 1y truc ti€p tén
mi€n www.abc.com.sg né s€ cin c(f vao cdu triic cla hé thOng tén mién dé
chuyén dén DNS quan 1y cdp cao hon cla tén mi€n abc.com.sg d6 1a com.sg va
n6 xac dinh dugc rang DNS server DNS.com.sg quan 1y tén mi€n com.sg.
BUdc 4 - DNS.com.sg sau d6 s€ xac dinh dugc rang DNS server
DNS.abc.com.sg c6 quy€én quan ly tén mi€n www.abc.com.sg.

Budc 5 - DNS.abc.com.sg sé€ 1dy ban ghi xac dinh cho tén mién
www.abc.com.sg d€ trd 10i DNS server DNS.com.sg.

Budc 6 - DNS.com.sg s€ lai chuy€n cau tra 10i 1én root server.

Budc 7 - Root server s€ chuy€n cau trd 10i trd 1ai DNS server vdc.com.vn.
Budc 8 - Va DNS server vdc.com.vn s€ trd 10i v€ PC A cau trd 10i va PC A da
két n6i dugc dén host quan 1y tén mién www.abc.com.sg.

Khi c4c truy van 1ap di 1ap lai thi hé théng DNS c6 kha nang thiét 1ap

chuyén quyén trd 10i dén DNS trung gian ma khong can phai qua root server va
n6 cho phép thai gian truy van dugc gidm di.

Ebook 4 U ebook.vinagrid.com

Chuong 4 - Hé thGng tén mién DNS

109

1

3
7



24

8

PC A Www.abc.com.sg
Vdc.com.vn

Root server
Dns.abc.com.sg
Dns.com.sg

56

Hoat dong cua DNS cache

Khi DNS server s(t 1y cac truy van cUa client va st dung cac truy van 1ap

lai. N6 sé x4c dinh va luu lai cac thong tin quan trong cUa tén mi€én ma client
truy van. Thong tin d6 s& dugc ghi 1ai trong b0 nh& cache clla DNS server.
Cache luu gitr thong tin la gidi phap h{ru hiéu tang tOc d0 truy van thong

tin cho cac truy van thudng xuyén cUa céc tén mién hay dugc s(f dung va lam
gidm luu lugng thong tin truy van trén mang.

DNSS server khi thuc hién c4c truy van dé quy cho client thi DNS server

sé tam thdi luu trong cache bdn ghi théng tin ( resource record - RR) 18y dugc
tU DNS server luu trf thong tin v€ truy van dé. Sau dé6 moOt client khac truy van
yéu cau thong tin cUa ding ban ghi dé thi n6 sé 1ay thong tin ban ghi (RR) luu
trong cache d€ tra 10i.

Khi thong tin dugc 1uu trong cache. Thi cdc ban ghi RR dugc ghi trong

cache s& dugc cung cap thdi gian sOng (TTL - Time-To-Live). Thoi gian sOng
cla mOt ban ghi trong cache 1a thdi gian ma né tOn tai trong cache va dugc
dung d€ tra 10i cho cac truy van cUa client khi truy van tén mién trong ban ghi
d6. Thoi gian sOng (TTL) dugc khai khi cau hinh cho cac zone. Gié tri mac
dinh nho nhat cla thoi gian sOng (Minimum TTL) 1a 3600 gidy (1 gi0) nhu gia
tri ndy ta c6 thé€ thay d6i khi cdu hinh zone. Hét thdi gian sOng ban ghi sé duoc
x6a khoi b6 nhd cache.

4. Bai tap thuc hanh

Bai 1: Cai dat DNS Server cho Window 2000

MG clta s6 quan ly DNS

Buéc 1: MG cla sO quan ly DNS
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Ba&m vao mune Start chon Programs va sau d6 1a "Administrative tools" Chon
"DNS Manager"

Buérc 2: Clta s6 quan ly DNS server sé xuat hién
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Tai clfa sO quan ly DNS server ban cé thé€ khai bdo cac tinh nang clla DNS
Thém truong (zone)

zone 1a tén mién (domain name) ma server quan ly. Tai c(fa s6 quan ly DNS tai
phan server quan Iy bdm chudt phai d€ hién menu va chon "new zone" nhu
hinh trén

B&m va "new zone" sé& hién clta s6 cho phép chon ki€u d{f liéu ma zone quan ly.
Standard Primary 1a loai d{r liéu cUa zone dugc khai bdo va quan ly ngay tai
server. Con Stardard Secondary 1a loai zone ma d{t li€u dugc l1ay vé tU
Standard Primary va d{f liéu ciing nam trén server . Standard Primary thuGng
st dung d€ du phong cho cac zone da tOn tai. Bam Next d€ ti€p tuc

Ebook 4 U ebook.vinagrid.com

Chuong 4 - Hé thGng tén mién DNS

112

Sé xudt clfa sG nhu trén. Forward lookup zone 1a loai zone qudn ly viéc chuyén
d6i tUr domain name sang dia chi IP. Con phan Reverse lookup zone quan ly



vi€c chuyén dGi tU IP sang Domain name. B4m Next ti€p tuc

Tai clfa sO nay dién zone (domain name) ma s€ qudn ly. B&m Next ti€p tuc
Dién tén cUa file d€ luu trlf zone tai "Create a new file with this file name"
hodc st dung file c6 san tai "Use this existing file" Va bam Next cho dén khi
xudt hién niit finish d€ két thiic tao zone

Thém tén mién (domain name)

Tai cla s6 quan ly domain chon vao server va bAm chudt phai hién lén

menu va chon "New Domain..." d€ di€n mOt domain mai.
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Sau khi bAm vao "New Domain" n6 s€ xudt hién c(fa sO cho phép ban

dién tén mién ma server dugc phép quan ly. Sau khi dién bam "OK" d€ két thiic
Thém mOt host m&i

Tai clfa sO quan ly DNS chon zone da tao va bAm chudt phadi chon "new

host"
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Xudt hién cUfa s6 cho phép ta khai bao host mé&i

Ban dién tén cUa host ma muOn tao. Tén cUa host s& dugc tu ddng dién
thém phan domain dé€ thanh tén day du cUa host.

Vi du: nhu trén day 1a viing qudn ly zone (location) 1a kim.vnn.vn. Vay
khi ban dién Name 1a www va IP address 12 203.162.0.100 thi sé tuong Ung
vGi dinh nghia domain www.ktm.vnn.vn. tr@ dén dia chi IP 203.162.0.100
www.ktm.vnn.vn. IN A 203.162.0.100

Tao mOt ban ghi web (tao bi danh)

Tai clfa s quan ly Domain va tén mién vlra tao va bam chudt phai va
chon "New Alias" d€ tao m0t CNAME dén mot host.

Bam va "New Alias..." s€ xuat hién clta s6 cho phép khai bdo Alias
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Tai phan "Alias name" dién tén tao alias va tai phan "Fully qualified

name for target host" di€n tén day dU clla mOt host ma muOn tao bi danh (
thudng dugc st dung cho webhosting)

Vi du : www.ktm.vin.vn. IN CNAME ktm.vnn.vn.

Ta sé€ c6 trang web www.ktm.vnn.vn dat trén server web c6 tén 1a ktm.vnn.vn.
Tao mOt ban ghi thu dién tir (MX)

Tai cla s6 quan ly DNS tai tén mi€én muln tao ban ghi MX bam chudt
phai

Sau khi bam vao"New Mail Exchanger.." s& xudt hién c(fa sG cho phép

tao cac thong sO cho ban ghi mx

Ebook 4 U ebook.vinagrid.com

Chuong 4 - Hé théng tén mién DNS

116

Dién tai "Host or domain" di€n tén hodc d€ tréng tén nay két hop véi

phan zone "Parent domain" d€ tao thanh domain day du cUa ban ghi thu dién
tU. Tai "Mail server" dién tén cUa server thu dién t(r va tai "Mail server
priority” di€n mUc dO uu tién cla server thu dién tU (d0 16n cang nhd mUc uu
tién cang cao)

Vi du trén hinh ta cé:

mail.ktm.vnn.vn IN MX 10 mr-hn.vnn.vn.

Ta c6 tén mién thu dién tU mail.ktm.vnn.vn. ( ta c6 thé tao dudc cac



hép thu abc@mail . ktm.vnn.vn ) dugc ch(ra tai server thu' dién tU mrhn.
vnn.vn v&i mUc Uu tién 1a 10

Chuy€n quyén quan Iy tém mi€n (delegate)

Tai cla s6 quan ly DNS tai domain mudn chuyén quyén quan ly bAm
chudt phai.
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Bam vao "New Delegation..." d€ hién clta sG cho phép chuyén quyén
quan ly tén mién

Dién phan domain ma ban mudn chuyén quyén quan 1y vao "Delegated
domain"

Vi du & day dién la abc nghia 1a ban mu6n chuyén quyén quan ly
domain abc.ktm.vnn.vn. B&m "Next" d€ ti€p tuc
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Hién clra sO dién vao "Server name" tén clla DNS server sé dugc phép
quan 1y tén mién abc.ktm.vnn.vn. Bam "Resolve" d€ xé4c dinh dia chi IP cla
DNS server. Sau d6 bam "Ok" d€ két thiic.

Vi du abc.ktm.vnn.vn. IN NS vdc-hnO1.vnn.vn.

Tuong Ung tén mién abc.ktm.vnn.vn. sé dugc chuyén quyén vé DNS
server vdc-hn01.vnn.vn d€ quan ly.

Bai 2: Cai dat, cAu hinh DNS cho Linux

Hién tai trén Internet rat nhi€u nha cung cdp phan mém mién phi cho
DNS. Nhung phan mén st dung DNS cho unix dugc st dung pho bién hién nay
1a g6i phan mém cho DNS 1a Bind

Bind dugc phat trién béi mOt tO chlc phi 10i nhudn 1a Internet Software
Consortium (www.isc.org) va né cung cap phan mén bind mién phi.
Hién tai phan mém bind c6 version 13 9.2.2

Phan mén Bind con cung cap ti€n ich nslookup 14 cong cu rat tién 10i
cho viéc kiém tra tén mién

Khai bdo DNS cho client/server

Vi client s& dung linux hodc unix ta vao file /etc/resolv.conf

0 Client chi 1ay thong tin v& cac domain

0 Client chi gUi query tGi server va nhan tra 10i

Ca&u hinh DNS server

0 C&u binh resolver nhu cla (DNS client)

0 Cau hinh Bind cho name server (named)
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0 Xay du co sé& d{r 1liéu cho DNS (cho céc zone file)

C&u hinh cho DNS client /etc/resolv.conf

Cac tu khéa Miéu ta

nameserver dia chi Dia chi IP clla DNS server s&€ gUfi truy van dén dé
18y thong tin vé domain

domain name x4c dinh domain mac dinh cUa client

V&i DNS client chi can cau hinh file resolv.conf

Cai dat DNS server.

Ta c6 th€ 1ay chuong trinh cai dat bind cho DNS tai www.isc.org 1y vé
server

cd /usr/src

mkdir bind-9.xx



cd bind-9.xx

L&y chuong trinh cai dat DNS vé day bind-9.xx-src.tar.gz

gunzip bind-9.xx-src.tar.gz

tar xf bind-9.xx-src.tar

rm bind-9.xx-src.tar

cd src

make clean

make depend

make install

VAay la ta dd cai xong phdn mén named cho DNS va cdc zone file sé duoc chla
trong /var/named con file cdu hinh nam trong /usr/local/etc vdy ta phdi tao va
dat file c8u hinh va zone file vao cdc thU mUc trén va chay
#/usr/local/sbin/named

Vay la server da san sang cho truy van DNS
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Cau triic file co' s@ dit liéu (zone file)

Céc file co s& d liéu zone dugc chi 1am hai loai cho domain (c6 dang
db.domain hodc domain.root) va cidc domain nguoc ( db.address ) va né nam
trong thU muc /var/named cUa DNS server.

Cac d{rliéu nam trong file co dit liéu dugc goi la DNS resource record.
Cac loai resource record trong file d{t 1iéu bao gom:

SOA record

Chi rd6 domain & cOt quan 1y b&i name server ghi sau trudng SOA. Trong
truOng hgp file db.domain

@ IN SOA vdc-hn01.vnn.vn. postmaster.von.vn. (

1999082802 ; serial number

1800 ; refresh every 30 mins

3600 ; retry every hour

86400 ; expire after 24 hours

6400 ; minimum TTL 2 hours

)

IN NS vdc-hnO1.vnn.vn.

IN NS hcm-serverl.vinn.vn.

Khai bao zone ngugc db.203.162.0

@ IN SOA vdc-hn01.vnn.vn. postmaster.von.vn. (

1999082301 ; Serial

10800 ; Refresh after 3 hours

3600 ; Retry after 1 hour

604800 ; Expire after 1 week

86400 ) ; Minimum TTL of 1 day

, NaIne servers

IN NS vdc-hnO1.vnn.vn.

IN NS hcm-serverl.vnn.vn.

6 IN PTR ldap.vnn.vn.

7 IN PTR hanoi-serverl.vnn.vn.

8 IN PTR hanoi-server2.vnn.vn.

9 IN PTR mail.vnn.vn.

Trong mOi zone chi khai mOt truOng SOA. Nhu' vi du trén trong tru0ng

hop file db.com.vn, ch(f @ bi€ thi c4c tat cd cac domain trong file quan 1y béi
name server vdc-hn01.vnn.vn va dia chi mail cUa admin mang 1a
postmaster.vnn.vn. Ngoai ra trong phan SOA c¢6 5 thong sO can quan tim sau:
Serial number : Thong s6 nay c6 tic dung véi tat cd cac ditliéu trong file. Khi
secondary server yéu cau primary server cac thong tin vé domain ma né quan
ly thi dau tién no sé so sanh serial number cUa secondary va primary server.
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Né€u serial number cUa secondary server nhd hon cUa primary server thi d{t liéu
cUa domain s€ dugc cap nhap lai cho secondary server tU secondary server.
MOi khi ta thay d6i ni dung cUa file db.domain thi ta cdn phai thay d6i

serial number va thudng ta danh serial number theo nguyén tac sau:

Serial number : yyyymmddtt

trong do : yyyy la ndm

mm la thang

dd la ngay )

tt 1a sO 1an sUra dOi trong ngdy

Refresh: 1a chu ky th0i gian ma secondary server s€ sanh va cap nhap lai d{r
liéu cla n6 vbi primary server

Retry: néu secondary server khong két n6i dugc vGi primary server thi c(f sau
mOt khodng thoi gian thi né sé& két ndi lai

Expire : 1a khodng thOi gian ma domain sé& hét hiéu Iuc n€u secondary khong
két n6i dugc v&i primary server.

TTL (time to live) : khi m&t server bat ky yéu cau théng tin vé dit liéu nao dé tUr
primary server, va d{t li€u d6 s& dugc 1uu gi(r tai server d6 va c6 hiéu luc trong
khodng thGi gian clla TTL. Hét khodng thGi gian d6 néu ti€p tuc can thi né lai
phai truy van lai primary server.

Cac ban ghi thuOng dung trong DNS server

NS (name server) : Ban ghi NS d€ xac dinh DNS server nao s& qudn ly tén
mién. Nhu vi du G trén 1a DNS server vdc-hn01.vnn.vn. va hcmserverl.

VIn.vn.

A (address) : Ban ghi dang A cho tuong Ung mOt domain name v&i mot dia chi
IP. Chi cho phép khai bdo m&t ban ghi A cho mOt dia chi IP.

vidu:

Tén mi€n Internet Loai ban ghi Pia chi

mr.von.vn. IN A 203.162.4.148

mr-hn.vion.vn. IN A 203.162.0.24

mail.von.vn. IN A 203.162.0.9

fmail.vnn.vn. IN A 203.162.4.147

hot.vnn.vn. IN A 203.162.0.23

home.vnn.vn. IN A 203.162.0.12
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www.vnn.vn. IN A 203.162.0.16

CNAME (canonical name) : 1a tén phu cho mét host ¢6 san tén mién dang A.
N6 thuOng dugc st dung cho céc server web, ftp

Vi du : cac domain c6 dang CNAME dugc chi t6i cdc may chU web

Tén mi€n Internet Loai ban ghi Server

www.gpc.com.vi. IN CNAME home.vnn.vn.

www.huonghai.com.vn. IN CNAME home.vnn.vn.

www.songmayip.com.vn. IN CNAME hot.vnn.vn.

www.covato2.com.vin. IN CNAME hot.von.vn.

MX (mail exchange): 1a tén phu cho cac dich vy mail trén cdc mdy chu

da c6 tén mién dang A. Ban ghi nay cho phép may chU c6 thé cung cap dich vu
mail cho cac domain khéc nhau. Cé thé€ khai bao nhi€u domain khac nhau cting
chi t&i mOt server hodc moOt domain trd t&i nhi€u server khac nhau ( st dung
backup) trong trudng hgp nay gié tri Uu tién phdi dat khac nhau. VGi s6 uu tién
cang nho thi mUc dd Uu tién cang cao.



Vidu

Tén mi€n Internet Loai ban

ghi

muUc Uu

tién

Server

mrvn.vaon.vi. IN MX 10 mr.von.vn.

clipsalvn.vnn.vn. IN MX 10 mr-hn.vnn.vn.

dbgnam.vnn.vn. IN MX 10 mr-hn.vnn.vn.

thangloi.vnn.vn. IN MX 50 mail.netnam.vn.

IN MX 100 fallback.netnam.vn.

PTR (Pointer) : 1a ban ghi tuong Ung dia chi IP v&i domain. Cac file dang
db.address. Vi du db.203.162.0 cho tuong Ung vGi cac dia chi IP tuong Ung v&i
mang 203.162.0.xxx

Chiy :

Trudc mobi phan khai bido domain thudng cé dong

$ORIGIN domain.

DE khai bdo gia tri mac dinh clla domain. Cho phép trong phan khai bao gia tri
khong phdi khai bao 1ap l1ai phan domain mdc dinh.

Vidu:

vdc.com.vn. IN A 203.162.0.49

hoac
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$ORIGIN com.vn.

vdc IN A 203.162.0.49

Dau ";" dugc st dung 1am ky hiéu dong chii thich, cac phan sau ddu “;” déu
khong co6 tac dung.

Dinh nghia cau hinh (name.conf)

Khi cic file co s3 d(t liéu (zone file) thi can phdi cdu hinh d€ DNS

server doc cac zone file d6. POi v&i hé théng BIND c0 ché chi dan name server
doc cac zone file dugc khai trong file named.conf né dugc nam trong thu muc
/etc hoac /usr/local/etc

Vi du : khai béo file db trong file named.conf:

; khai bao cho zone file domain.vn

zone "vn." in {

type master;

file "db.vn";

b

;khai bdo cho zone file domain.gov.vn

zone "gov.vn." in {

type master;

file "db.gov.vn";

b
;khai bao cho zone ngugc 203.162.0.xxx
zone "0.162.203.in-addr.arpa" in {

type master;

file "db.203.162.0";

b
;khai bdo cho zone ngugc 203.162.1.xxx

zone "1.162.203.in-addr.arpa" in {

type master;

file "db.203.162.1";

1

Chd y: sau m6i 1an thay ddi d{r liéu d€ s(ra d6i c6 tac dung thi can phai lam



dOng tac d€ DNS server cap nhap thay dGi

%su

%password:

# ps -ef | grep named

root 17413 1 5 Sep 07 ? 189:52 /usr/local/sbin/named
# kill -HUP 17413

Con d€ chay DNS server
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#/usr/local/sbin/named

Hudng dan st dung nslookup

nslookup - 14 cong cu trén internet cho phép truy van tén mién va dia chi IP
mOt cach tuong tac.

C&u tric cdu 1énh

nslookup [ -option ... ] [ host-to-find | - [ server ]]

Miéu ta cdc 1énh cta nslookup

server domain & Iserver domain Change the default server to domain.
Lserver uses the initial server to look up information about domain while
server uses the current default server. If an authoritative answer can't be
found, the names of servers that might have the answer are returned.

root Thay dGi server mdc dinh s€ 1am root cho domain truy van.

Is [option] domain [>> filename]

Hién danh sich thong tin cla domain. Mdc dinh 12 hién tén cUa host va dia chi
IP. Ta c6 th€ st dung cac lua chon d€ hién nhiéu théng tin hon:

-t querytype hién danh sach tat cd ban ghi xé4c dinh bdi loai querytype

-a hién danh sach cac bi danh (aliaes) cUa domain host (tUong tU' nhu -t
CNAME)

-d hién danh sach cac ban ghi cUa domain (tUong tu nhu' -t ANY)

-h hién danh sé4ch théng tin vé& CPU va thong tin vé hé diéu hanh cUa
domain. (tuong ty nhu -t HINFO)

? hién danh sach cac cau 1énh.

exit thoat khoi chuong trinh.

set keyword[=value] cau 1énh dung d€ thay ddi trang thai théng tin ma c6 anh
huéng dén truy van. Cac tU khoa:

all cho phép hién tat ca cac loai ban ghi

[no]debug bat ché d6 tim 16i. Cho hién rat nhi€u loai théng tin cho phép
xé4c dinh 16i truy van dén domain. (mdc dinh=nodebug, viét tat = [no]deb)
[no]d2 Bat ché dd tim 16i mUtc cao hon. Tat ca cac gbi tin truy van déu
dugc xudt hién. (mdc dinh=nod?2)

domain=name Thay d6i domain mdc dinh vao tén. Khi truy van moOt tén n6
sé tur dOng dién thém domain vao sau.

port=value Chuyén c6ng mac dinh s(* dung cho TCP/UDP name server
thanh c6ng dugc thiét 1ap béi gia tri ndy (mdc dinh= 53, viét tat = po)
querytype=value

type=value Chon loai truy van théng tin. C6 cac loai sau:

A truy van host ( khai bao dia chi IP).
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CNAME (canonical name) tao tén bi danh ( thuOng ding cho web)
HINFO truy van loai CPU va hé diéu hanh cUa server.

MINFO théng tin vé hOp thu hodc mail list.

MX truy van vé mail exchanger.



NS truy van vé€ named zone.

PTR truy van chuyén tU dia chi IP sang domain.

SOA Théng tin vé ngudi quan ly v€ zone.

TXT Cac thong tin khac.

UINFO Thong tin v€ ngudi dung.

WKS HO trd cho céc dich vu khac.

Céc loai khic (ANY, AXFR, MB, MD, MF, NULL) dugc miéu ta chi tiét
trong tiéu chudn RFC-1035 . (Mdc dinh = A, viét tat = q, ty)

[no]recurse Yéu cau name server truy van t&i mot server khac néu né

khong c6 thong tin vé domain can tim. (mdc dinh = recurse, viét tat = [no]rec)
retry=number Thiét 1ap s0 1an truy van. Khi truy van ma khéng nhan dugc
trd 10i trong khodng thdi gian nhat dinh (thiét 14p bang 1énh set timeout). Khi
thoi gian hét thi yéu cau truy van s€ dugc gli 1ai. Va thiét 1ap & day d€ diéu
khi€n s6 1an sé gt lai trudc khi tir bo truy van. (Mac dinh = 4, viét tat = ret)
root=host D3i root server cho host

timeout=number Thiét 1ap thOi gian timeout cho mOt qu4 trin truy van tinh
bang gidy. (mac dinh = 5 gidy, viét tat = ti)

[no]vc s& dung mot virtual circuit d€ gl yéu cau truy van dén server.

(mdc dinh 1a = novc, viét tat = [no]v)

Phan tich 10i

Néu truy van lookup khong thanh cong thi mOt thong tin vé 16i sé dugc hién ra.
Va céc10i c6 thé 1a:

Timed out

Server khong trd 10i truy van sau mOt khodng thdi gian ( khodng thdi gian c6
thé thay d6i bang cau 1énh set timeout=value) va and a certain number of
retries (changed with set retry=value).

No response from server

Khong c6 name server dang chay tai server ma client chi dén.

No records

Server khong c6 ban ghi tuong Ung loai ma truy van cho host da ton tai. Loai
truy van dugc thi€t 1ap bang cau 1énh "set querytype" .

Non-existent domain

Host hodc domain name khéng tOn tai.

Connection refused
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Network is unreachable

K&t noi t&i name server hodc finger server khong thé dugc tai thdi di€ém nay.
Lénh nay thudng xudt hién véi cac yéu cau cla cau 1énh Is va finger.

Server failure

Name server tim thdy 16i trong d{t liéu v€ domain va khong th€ dua ra cau trd
10i dung.

Refused

Name server tU chOi yéu cau tra 10i.

Format error

Name server thay rang cac goi tin yéu cau khong ding dinh dang. N6 cé thé 1a
16i cUa chuong trinh nslookup.

Vidu:

Truy van DNS st

dung ban ghi a cho

domain

home.vnn.vn ¢6 dia
chiIP1a



203.162.0.12

Default Server: vdc-hn0O1.vnn.vn

Address: 203.162.0.11

Aliases: 11.0.162.203.in-addr.arpa

> set querytype=a

> home.vnn.vn

Server: vdc-hn01.vnn.vn

Address: 203.162.0.11

Aliases: 11.0.162.203.in-addr.arpa

Name: home.vnn.vn

Address: 203.162.0.12

>

Truy van ban ghi

mx (mail) cho

domain hn.vnn.vn

n6 trd dén cac host

mul3.vion.vn cé dia

chi 203.162.0.55 va

mul4.vnn.vn c6 dia

chi 203.162.0.64

> set querytype=mx

> hn.vnn.vn

Server: vdc-hn01.vnn.vn

Address: 203.162.0.11

Aliases: 11.0.162.203.in-addr.arpa

hn.vin.vn MX preference = 20, mail exchanger = mul3.vnn.vn
hn.vnn.vn MX preference = 10, mail exchanger = mul4.vnn.vn
vnn.vn nameserver = vdc-hn01.vnn.vn

vnn.vn nameserver = hcm-serverl.vnn.vn
mul3.vnn.vn internet address = 203.162.0.55
mul4.vnn.vn internet address = 203.162.0.64
vdc-hn0O1.vnn.vn internet address = 203.162.0.11
hcm-serverl.vnn.vn internet address = 203.162.4.1
>

Truy van loai ns > set querytype=ns
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(name server) cho

domain vn do cac

server ndo quan ly

s€ cho ta mOt danh

sach cac nameserver

quan ly cdc domain

c6 dudi vn

> vn

Server: vdc-hn01.vnn.vn

Address: 203.162.0.11

Aliases: 11.0.162.203.in-addr.arpa
Non-authoritative answer:

vn nameserver = DNS-hcmO1.vnnic.net.vn

VI nameserver = ns.ripe.net

vn nameserver = DNS1.vn

vn nameserver = nsl.gip.net

vn nameserver = ns2.gip.net

vn nameserver = ns3.rip.net

vn nameserver = DNS1.vnnic.net.vn

vn nameserver = cheops.anu.edu.au
DNS-hcmO1.vnnic.net.vn internet address = 203.162.87.66
ns.ripe.net AAAA IPv6 address = 2001:610:240:0:53:0:0:193



ns.ripe.net internet address = 193.0.0.193

DNS1.vn internet address = 203.162.3.235

nsl.gip.net internet address = 204.59.144.222

ns2.gip.net internet address = 204.59.1.222
DNS1.vnnic.net.vn internet address = 203.162.57.105
cheops.anu.edu.au internet address = 150.203.224.24

>
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Chuong 5

Dich vu truy cap tU xa va dich vu Proxy

Chuong 5 cung cap cac kién th(c co ban cla hai ndi dung dich vu ph6

bié€n trén mang may tinh: dich vu truy cap t xa va dich vu proxy.

Viéc truy cap tU xa 1a nhu cau thi€t yéu m& rOng pham vi hoat dong

mang cUa cac td chic, cong ty. NOi dung truy cap tU xa gidi thiéu trong chuong
ndy 1a truy cap qua mang thoai PSTN. DAy 1a hinh thUc truy cap tU xa cho tbc
d0 truy cap thap vUra phai nhung lai c6 tinh ph6 bién rng rai va dé thiét 1ap
nhat.

Dich vu proxy trén mang dugc phét trién cho cac muc dich ting cud ng
tOc d6 truy nhap cho khach hang trong mang, tiét kiém dugc tai nguyén mang
(dia chi IP) va ddm bado dudc an toan cho mang ludi khi bat bubc phai cung cép
truy nhap ra mang ngoai hay ra mang Internet. Thiét 1ap dich vu proxy la cong
tdc moi quan tri hé thdng mang can biét vi cac nhu cau két n6i lién mang va két
nOi Internet cang ngay cang trd nén khong thé€ thi€u cho bat ky t& chlc, cong ty
nao.

Chuong 5 yéu cau cac hoc vién nén trang bi cc ki€n thlc co ban vé

mang dién thoai PSTN, ki€n thlfc vé cac giao th{fc mang WAN PPP, SLIP...
cac giao thlc xac thuc nhu RADIUS...Trong phan proxy, hoc vién can lam

quen vGi khéi niém chuyén d6i dia chi NAT, hoat dbng cla céc giao thifc
TCP/IP.

Muc 1: Dich vu truy cap ttr xa (Remote Access)

1. Cac khai niém va cac giao thuc

1.1. TOng quan vé dich vu truy cap tlr xa.

Dich vu truy nhap tU xa (Remote Access Service) cho phép nguGi ding

tr xa c6 thé truy cap tU mOt may tinh qua mOt mdi truOng mang truyén dan (vi
du mang dién thoai cong cOng) dén mOt mang dung rieng nhu th€ mdy tinh dé
dugc két n6i truc ti€p trong mang dé. Nguoi dung tUr xa két n6i t¢i mang dé
théng qua mOt may chu dich vu goi 1a mdy chu truy cap (Access server). Khi

d6 ngudi dung tU xa c6 th€ s dung tai nguyén trén trén mang nhu 1a mOt may
tinh két ndi truc ti€p trong mang dé. Dich vU truy nhdp tU xa ciing cung cap
khd ning tao 1ap mOt két ndi WAN théng qua cac mang phuong tién truyén dan
gia thanh thdp nhu mang thoai cong cOng. Dich vU truy cap tlr xa cling 1a cau
n0i d€ mOt may tinh hay m6t mang méy tinh thong qua né dugc ndi dén
Internet theo cach dugc coi 1a hgp 1y v&i chi phi khong cao, phtt hgp vi cac
doanh nghiép, t6 chltc qui m6 vlra va nho. Khi lua chon va thiét k€ gidi phap
truy cap tU xa, chiing ta can thi€t phai quan tim dén cac yéu cau sau:

— SO lugng két noi ti da c6 thé d€ phuc vu ngudi ding tU xa.

— Cac nguOn tai nguyén ma ngudi ding tU xa mudn mun truy cap.
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— Cong nghé&, phuong thic va théng lugng két ndi. Vi du, cac két n6i c6



th€ sif dung modem thong qua mang dién thoai cong cOng PSTN, mang sO hoé
tich hQp cac dich vu ISDN...

— Céc phuong thUc an toan cho truy cap tU xa, phuong thlc xac thuc

ngudi dung, phuong thltc ma hod d{r liéu

— Cac giao th(rc mang sU dung dé€ két ndi.

1.2.Két ndi truy cap tlr xa va cac giao thtfc st dung trong truy cap tlf xa
Két noi truy cdp tlr xa

Tién trinh truy cap tU xa dugc mo ta nhU sau: ngudi dung tU xa khdi tao

mOt két n6i tdi may chu truy cap. K&t noi nay dugc tao 1ap bang viéc st dung
mOt giao thlc truy cap tU xa (vi du giao thlic PPP- Point to Point Protocol).

May chu truy cap xac thuc ngudi ding va chdp nhan két nodi cho t6i khi két
thic bdi ngudi ding hodc ngudi quan tri hé thdng. My chU truy cap déng vai
tro nhu mOt gateway bang viéc trao dGi d{t liéu gilta ngudi ding tir xa va mang
ndi bd. Bang viéc s dung két ni nay, ngudi dung tUr xa gUi va nhan dir liéu tur
may chU truy cap. D liéu dugc truyén trong cac khudn dang dugc dinh nghia
bdi céc giao thlic mang (vi du giao thUc TCP/IP) va sau d6 dugc dong géi bdi
cac giao thUfc truy cap tU xa. Tat ca cac dich vu va cac nguln tai nguyén trong
mang ngUoi ding tU xa déu c6 th€ st dung théng qua két ndi truy cap tU xa nay
(hinh 5.1)

Hinh 5.1: Két néi truy cdp tlr xa

Giao thUec truy cap tU xa

SLIP (Serial Line Interface Protocol), PPP va Microsoft RAS la cac giao

th(c truy cap dé€ tao 1ap két ndi dugc st dung trong truy cap tlr xa. SLIP 1a giao
thlc truy cap két n6i diém-di€m va chi hd trg s&r dung vdi giao thirc IP, hién
nay hdu nhu khong con duoc st dung. Microsoft RAS 1a giao thUc riéng cUa
Microsoft h6 trg si dung cung v6i cac giao thlc NetBIOS, NetBEUI va dug

st dung trong céc phién ban cii cla Microsoft.
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PPP giao thUc truy cdp két ndi di€ém-di€m vGi kha nhi€u tinh ning Uu

viét, 1a mOt giao th(tc chudn dugc hau hét cac nha cung cép ho trg. RFC 1661
dinh nghia vé PPP. ChUtc ning c0O ban cUa PPP 1a déng goi théng tin giao thUc
16p mang théng qua cac lién két di€m — di€m.

CO ché 1am viéc va van hanh cla PPP nhu sau: D€ thi€t 1ap truyén

thong, mOi dau cudi cUa lién két PPP phai gUi cac géi LCP (Link Control
Protocol) d€ thiét 1ap va ki€m tra lién két d(r li€u. Sau khi lién két dugc thiét 1ap
v0i cac tinh nang tily chon dugc sap dat va thoa thuén gilra hai dau lién két,
PPP gUi cac g6i NCP (Network Control Protocol) d€ 1ura chon va cdu hinh moOt
hodc nhiéu giao th(c 16p mang. M6i 1an mot giao thiic 16p mang lua chon da
dugc cau hinh, luu lugng tUr moi giao thirc 16p mang c6 th€ gUii qua lién két
ndy. Lién két tOn tai cho dén khi cac géi LCP hodc NCP déng két ndi hodc dén
khi m&t su kién bén ngoai xay ra (chang han nhu' mot su kién hen gid hay mot
s can thi€p clla ngudi quan tri). Néi cach khac PPP 1a mOt con dudng md@ dOng
thdi cho nhiéu giao thic.

PPP khéi dau dugc phat trién trong méi truGng mang IP, tuy nhién n6

thuc hién céac chlrc nang ddc 1ap vGi cac giao thiic 16p 3 va c6 thé dugc st dung
cho céc giao thUc 16p mang khac nhau. Nhu da dé cap, PPP déng goi cac thU
tuc 16p mang da dugc cau hinh d€ chuyén qua mét lién két PPP. PPP c6 nhi€u
cac tinh niang khi€n n6 rat mém déo va linh hoat, bao gbm:

- Ghép n0i véi cac giao thlc 16p mang

- Lap cau hinh lién két

- Ki€m tra chat lugng lién két



- Nhan thuc

- Nén cac thong tin ti€p dau

- Phét hién 16i

- Thda thudn cac thong sO lién két

PPP ho trg cac tinh nang nay thong qua viéc cung cap LCP c6 kha ning

mé rOng va NCP dé€ thoa thudn cac thong s6 va cac chlic nang tuy chon gilta
cac dau cubi. Cac giao thic, cac tinh ning tiy chon, ki€u x4c thuc ngudi ding
tat cd déu dugc truyén thong trong khi khai tao lién két gila hai diém.

PPP c6 th€ hoat dOng trong bat ky giao dién DTE/DCE nao, PPP c6 thé

hoat dOng & ché dd dong bd hodc khdng dong bo. Ngoai nhu‘ng yéu cau khac
cla cac giao dién DTE/DCE, PPP khéng c6 han ché nao vé tOc d truyen dan.
Trong hau hét cac cong nghé mang WAN, md hinh 16p dugc dua ra dé

c6 nhig di€m lién hé véi mo hinh OSI va d€ dién ta van hanh cla cic cong
nghé cu th&. PPP khéng khéac nhiéu so v&i cac cong nghé khac. PPP ciing c6
mo hinh 16p d€ dinh nghia cac cdu tric va chlic nang (hinh 5.2)
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Hinh 5.2: M6 hinh 16pPPP

Ciing nhu hau hét cac cong nghé&, PPP c6 cau triic khung, cau triic nay

cho phép déng géi bat c( giao thitc 16p 3 nao. Dudi day 1a cau tric khung PPP
(hinh 5.3)

Hinh 5.3: C4u triic khung PPP

Cac trudng cla khung PPP nhu sau:

CO: d0 dai 1 byte sir dung d€ chi ra rang day 1a di€m bat dau hay két thiic mOt
khung, truOng nay 1a mot day bit 01111110

Pia chi: d0 dai 1 byte bao gOm day bit 11111111, 1a dia chi quang b4 chudn.
PPP khong gén tUng dia chi riéng.

Giao thuc: dO dai 2 byte, nhan dang giao thlic déng goi. Gia tri cap nhat cUa
truOng nay dugc chi ra trong RFC 1700

DUt liéu: c6 do dai thay dGi, c6 thé 0 hodc nhi€u byte 1a cac d{t liéu cho ki€u
giao thirc cu th€ duoc chi ra trong trudGng giao thUc. Phan culi cling cUa trudng
d{rliéu dugc nhan biét bang cach dat co va ti€p sau né 1a 2 byte FCS. Gia trj
ngam dinh cla truGng nay 1a 1500 byte. Tuy vay gia tri 16n hon c6 thé dugc s’
dung dé€ ting d6 dai cho truong dir lliéu.

FCS: thuOng 1a 2 byte, c6 thé st dung 4 byte FCS dé tang khd ning phét hién
16i.
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LCP c6 thé thda thudn d€ chadp nhén su thay ddi cau triic khung PPP

chudn gilta hai ddu cudi cUa lién két. Cac khung da thay d6i luon luén dé nhan
biét hon so v&i cac khung chudn. LCP cung cdp phuong phap dé€ thiét 1ap, cau
hinh, duy tri va két thiic m6t két noi di€m-di€ém. LCP thuc hién cac chlc ning
ndy thdng qua bOn giai doan. Pau tién, LCP thuc hién thi€t 1ap va thda thudn
cau hinh gilra lién két diém di€m. Trudc khi bat ky don vi dir liéu 16p mang nao
dugc chuyén, LCP dau tién phdi m& két ndi va thda thudn cac thong sO thiét
18p. Qua trinh nady dugc hoan thanh khi mOt khung nhan biét cdu hinh da dugc
g(ti va nhan. Ti€p theo, LCP x4c dinh chat luong lién két. Lién két dugc ki€m
tra d€ xé4c dinh xem liéu chat lugng c6 dU d€ khdi tao cac giao thiic 16p mang
khéng. Viéc truyén dan cUa giao thlc 16p mang bi dinh 1ai cho dén khi giai
doan nay hoan tat. LCP cho phép day 1a mot tlly chon sau giai doan thiét 1ap va
thda thuan cau hinh cUa lién két. Sau d6 LCP thuc hién thda thudn cdu hinh
giao thltc 16p mang. Cac giao thirc 10p mang c6 thé dugc cau hinh riéng ré béi



NCP thich hgp va dugc khdi tao hay d& b vao bat ky thoi di€m nao. Culi
ciing, LCP k&t thtic lién két khi xuat hién yéu cau tir ngudi ding hodc theo cac
b0 dinh thoi gian, do 16i truyén dan hay do cac yéu t0 vat 1y khéc.

Ba ki€u khung LCP dugc st dung d€ hoan thanh cac cong viéc doi véi

tUng giai doan: khung thi€t 1ap lién két dugc s& dung d€ thi€t 1ap va cu hinh
mOt lién két, khung két thic lién két dugc si dung d€ két thic mot lién két,
khung duy tri lién két dugc st dung d€ quan 1y va gd r6i lién két.

Cdc giao thUc mang sU dung trong truy cap tlr xa.

Khi trién khai dich vU truy cap tir xa, cac giao thlic mang thudng dugc

sUr dung 1a giao thiic TCP/IP, IPX, NETBEUL

TCP/IP 1a m6t b giao thlrc gOm c6 giao thlic TCP va giao thirc IP cing

lam viéc vGi nhau d€ cung cap phuong tién truyén thong trén mang. TCP/IP 1a
mOt b giao thlc co ban, 1am nén tang cho truyén thong lién mang 1a b giao
th(fc mang dugc si dung phO bi€n nhat hién nay. V&i kha ning dinh tuyén va
mO rOng, TCP/IP ho trg mOt cach linh hoat va phi hgp cho cac tat cd cac mang.
IPX (Internet Packet Exchange) 1a giao thUc dugc s& dung cho cdc mang

Novell NetWare. IPX 1a mOt giao thic c6 khd nang dinh tuy€n va thudng dugc
s&r dung v&i cac hé thdng mang truGc day.

NetBEUI 12 giao thUc dung cho mang cuc bd LAN cUa Microsoft.

NetBEUI cho ta nhi€u tién ich va hdu nhu khong phdi 1am gi nhiéu véi
NetBEUL Thong qua NetBEUI ta c6 thé truy cap tat ca cac tai nguyén trén
mang. NETBEUI 1a mot giao thUc khéng c6 kha ning dinh tuyén va chi thich
hop v6i moé hinh mang nho, don gidn.
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1.3. Modem va cac phuong thitc két noi vat ly.

1. Modem.

May tinh lam viéc véi dit liéu dang s0, khi truy€n théng trén méi trudng

truyén dan vdi cac dang tin hiéu khéc (vi du nhu véi mang dién thoai cong
cOng lam viéc vdi cac tin hiéu tuong tu) ta can mot thiét bi d€ chuyén ddi tin
hiéu s0 thanh tin hiéu thich nghi vi méi trudng truyén dan, thiét bi d6 goi la
Modem (Modulator/demodulator). Nhut vy Modem la mOt thiét bi chuyén d6i
tin hiéu sO sang dang tin hiéu phu hgp v4i moi trudng truyén dan va ngugc lai.
Hinh dudi 1a mOt két ndi s&r dung modem qua mang dién thoai di€n hinh (hinh
5.4).

Hinh 5.4: Két n6i st dung modem qua mang dién thoai dién hinh

Céac modem s(t dung cac phuong phap nén dif liéu nham muc dich ting

tOc d0 truy€n dit liéu. Hiéu sudt nén d{t liéu phu thudc vao ditliéu, c6 hai giao
th(rc nén thudng dugc st dung 1a V.42bis va MNP 5. hiéu sudt nén cla V.42bis
va MNP 5 c6 thé thay ddi tr 0 dén 400 % hay cao hon phu thudc vao dit liéu tu
nhién

Chudn modem V.90 cho phép cac modem nhan d{t liéu vdi toc dO 56 Kbps qua
mang dién thoai céng cOng (PSTN). V.90 xem mang PSTN nhu 1a m&t mang
sO va ching s& ma héa dong d{r liéu xudng theo k¥ thuat s thay vi di€u ché dé
gUi di nhu cac chudn diéu ché trudc day. Trong khi d6 theo hudng ngugc lai tUr
khéch hang dén nha cung cap dich vu dong d{t liéu lén van dugc diéu ché theo
céc nguyén tac thong thudng va tdc dd t6i ta dat dugc 1a 33.6 Kbps, giao thic
hudéng 1én ndy dua trén chudn V.34

Su khéc nhau gi(ta tin hiéu s6 ban dau vdi tin hiéu s6 dugc phuc hoi tai

dau nhan goi la tap am lugng t(r héa (nhiéu luong tu) chinh tap am nay da han
ché tdc do truyen ditliéu. Gilra cic modem dau cudi c6 mOt cdu tric ha tang
cho viéc két n6i d6 1a mang thoai cong cOng. Cac chudn modem trudc day déu



gid s cd hai dau cla két ndi gidng nhau 1a c6 mot két ndi tuong tU vao mang
dién thoai cong cOng, cong nghé V.90 da 10i dung Uu di€ém cUla t6 chlic - mang
ma mOt dau két noi glLFa hé th0ng truy cap tU xa va mang thoai cong cOng la
dang sO hoan toan con dau kia van dugc két ndi vao mang PSTN theo dang
tuong tU nhd d6 tan dung dugc cac Uu di€m cUa lién két sO tOc db cao, vi chi co
qué trinh bi€n d6i A/D m&i gay ra tap am vdi cac két ndi s6 thi khong cé 1ugng
t(r h6a do d6 nhiéu lugng tU rat it trong cdu tric mang nay.
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Dinh luat shanon néi rang dudng day dién thoai tudng tu han ché téc do
truyén d{r li€u G khodng 35 kbps ma khong xem xét d€n mot thuc t€ 1a mOt dau
cUa truyén théng da dugc s6 héa nén gidm nhd 1uong tap am gdy ra su’ chdm tré
trong viéc truyén dit liéu. Nhi€u lugng t( da gidi han chudn truyén théng V.34
G tOc d6 33.6 kbps, nhung nhi€u lugng t( chi c6 dnh hudng khi chuyén doi
tuong tu - sO ma khong c6 dnh hudng khi chuyén doi s6-tuong tu va day chinh
1a chia khéa cho cong nghé V.90 dbng th0i ciing gidi thich dugc vi sao tbc dO
download c6 th€ dat dugc 56 kbps con khi upload tOc d6 chi dat 33.6 kbps. D
liéu chuyén di tUr modem sO V.90 qua mang PSTN la mOt dong s6 vdi tOc d0 64
Kbps nhung tai sao V.90 chi hd trg tGc d0 dén 56 Kbps, vi cac li do sau: Th(
nhat mac di nhi€u lugng t(r da dugc b qua nhung nhi€u mdc thép do bo
chuyén dGi s6 - tuong tu la khong tuyen tinh, do anh hudng cla Vong loop ndi
hat. Ly do th(t hai 1a cac t6 chirc quOc t€ c6 qui dinh chat ché vé mlc nang
lugng tin hiéu nham han ché nhiéu xuyén am gilta cic diy dan dat gan ké nhau,
va qui dinh nay tuong Ung v&i mUc ning luong tOi da trén duOng day dién
thoai tuong Ung la 56 kbps

DPE xay dung mOt hé thOng truy cap tU xa qua mang thoai cong cOng dat

dugc t6c dd 56 kbps gilta hai dau két ndi can hdi dl ba di€u kién sau: th(f nhat,
mot dau cla két ndi (thudng 1a dau trung tam mang) pha1 la két n01 sO téi mang
PSTN. Th(r hai, chudn modem V.90 h0 trg tai hai ddu cudi clia ndi két. Tht ba,
chi c6 mOt chuyén d6i duy nhat s6-tuong tu trén mang thoai gilta hai dau cla
két noi

Khi van hanh modem V.90 tham do dudng thoai d€ quyét dinh xem né

sé 1am viéc theo tiéu chudn nao, n€u phét hién ra bat ky mét chuyén ddi so-
tuong tu nao thi né don gidn chi lam viéc & chudn V.34 va ciing c6 gang két
ndi & chudn nay néu modem dau xa khong ho trg chudn V.90.

2.Cdc phuong thirc két ndi vat ly co ban:

M6t phuong thiic phG bién va sé dugc diing nhi€u dé 1a két nbi qua

mang dién thoai cong cOng (PSTN). May tinh dugc nOi qua rnOt modem 1ap dat
bén trong (Internal modem) hoac qua cOng truyen s0 liéu noi ti€p COM port.
T6c do truyén t6i da hién nay c6 thé cé6 dugc bang phuong thic nay c6 thé 1én
dén 56 Kbps cho chi€u 18y dr li€u xubng va 33,6Kbps cho chiéu truyén dit liéu
hudng 1én v6i cac chuén diéu ché tin hiéu phd bién V90, K56Flex, X2. Ta ciing
c6 th€ s& dung modem c6 yéu cau v€ ha tang cd sd thap hon vdi chudn diéu ché
V.24, V.32Bis, V.32...

Phuong thUc th( hai 1a st dung mang truyén sO liéu s6 da dich vy ISDN.
Phuong thiic nay doi hoi chi phi cao hon va ngay cang dugc phé bién rong rai.
Ta c6 dugc kha nhiéu cac 10i ich t&r viéc st dung mang ISDN ma moOt trong sO
do6 1a t6c dd. Ta c6 thé st dung cac lua chon ISDN 2B+D BRI (2x64Kbps d{f
liéu + 16Kbps ding cho di€u khi€n) hodc 23B+D PRI (23x64Kbps + 64Kbps)
thong qua thi€t bi TA (Terminal Adapter) hay cac card ISDN.

M6t phuong thiic khac nhung it dugc st dung 1a qua mang truyén s

liéu X.25, tOc dd khong cao nhung an toan va bdo mat cao hon. Yéu cau cho
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ngudi st dung trong trudng hgp nay la phai c6 st dung card truyén s0 liéu
X.25 hodc mOt thiét bi dugc goi 1a PAD (Packet Asssembled Disassembled).

Ta ciing c6 th€ st dung cac két ndi truc ti€p qua cap modem, phuong thlic nay
cho ta cac két ndi tdc d cao nhung phai théng qua cic modem truyén s liéu
c6 gia thanh cao.

2. An toan trong truy cap tU xa

2.1. Cac phuong thitc xac thuc két n6i

1.Qua trinh nhan thuc.

Tién trinh nhan thuc vGi cc giao thlic xac thuc dugc thuc hién khi

ngUudi dung tU xa c6 cac yéu cau xé4c thuc t¢i may chu truy cap, mot thda thuan
gi(fa ngudi dung tUr xa va may chU truy cap d€ xac dinh phuong thitc xac thuc
sé& s dung. Néu khong c6 phuong thlc x4c thuc ndo dugc st dung, tién trinh
PPP sé khdi tao két noi gilta hai di€m ngay lap tlc.

Phuong thUic xac thuc cé th€ dugc st dung vGi cac hinh thic ki€m tra co

s& d(r liéu dia phuong (Iuu tr(f cac théng tin v€ username va password ngay
trén may chU truy cap) xem cac thong tin vé username va password dugc gUi
dén c6 tring vai trong cd s d{t liéu hay khong. Hodc 1a glri cac yéu cau xac
thuc t&i mOt server khac d€ xac thuc thudng s dung la cac RADIUS server (s€
dugc trinh bay 3 phan sau)

Sau khi ki€m tra cac thong tin gUi trd 1ai tr co' s& dit liéu dia phuong

hodc t&r RADIUS server. N&u hogp 1€, ti€n trinh PPP sé& khdi tao mOt két noi, néu
khong yéu cau két n6i clla ngudi ding sé bi tir chdi. (hinh 5.5)

Hinh 5.5: Xdc thuc két n6i
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2.Giao thUtc xdc thuc PAP

PAP 1a mot phurong thlc xdc thuc k€t ndi khong an toan, n€u st dung

mOt chUdng trinh phan tich géi tin trén dudng két noi ta c6 thé nhin thdy cac
thong tin vé& username va password dudi dang doc dugc. Pi€u ndy c6 nghia la
céc thong tin gUi di tU ngu'di dung tU xa tdi may chU truy cap khong dugc ma
hoa ma dugc gli di dudi dang doc dugc dé chinh 14 1y do PAP khong an toan.
Hinh dudi mé td qua trinh xac thuc PAP, sau khi thda thuan giao thlc xac thuc
PAP trén lién k&t PPP gilta cdc dau culi, ngudi dung tU xa gUi thong tin
(username:nntrong, password:ras123) tGi may chu truy cap tU xa, sau khi ki€m
tra cac théng tin ndy trong c0 s& d{t li€u cUa minh, may chU truy cap tl ra sé
quyét dinh xem li€u yéu cau két ndi c6 dugc thuc hién hay khong (hinh 5.6)
Hinh 5.6: Giao thUc xdc thuc PAP

3.Giao thUc xdc thuc CHAP

Sau khi thda thudn giao thlc xac thuc CHAP trén lién két PPP gilta cac

dau cudi, may chU truy cap gli mot “challenge” t&i ngudi dung tU xa. Ngudi
dung tU xa phiic dap lai mot gié tri dugc tinh todn sU dung ti€n trinh xUr 1y mOt
chiéu (hash). may chU truy cap ki€m tra va so sanh thong tin phic dap véi gia
tri hash ma tu' né tinh dugc. N€u céc gié tri ndy bang nhau viéc xac thuc 1a
thanh cong, ngugc lai két ndi sé& bi hlly bd. Nhu vay CHAP cung cap c0 ché an
toan thong qua viéc st dung gia tri challenge thay d6i, duy nhat va khong thé
doan dugc. Cac thong tin vé username va password khong dugc gui di dudi
dang doc dugc trén mang va do d6 chéng lai cac truy cép trai phép bang hinh

th(rc 1ay trém password trén dudng két n6i (hinh 5.7).
Ebook 4 U ebook.vinagrid.com



Chuong 5 - Dich vu truy nhap tU xa va dich vu Proxy

137

Hinh 5.7: Giao thUc xdc thuc CHAP

4.Giao thUc xdc thuc mo réng EAP

Ngoai cac giao thic ki€m tra tinh x4c thuc co ban PAP, CHAP, trong

Microsoft Windows 2000 ho trg thém mot s6 giao thiic cho ta cac khd ning
nang cao d0 an toan, bAo mat va da truy nhap do 1a giao thUc xac thuc m& réng
EAP (Extensible Authentication Protocol).

EAP cho phép c6 dugec mOt co cdu x4c thuc tuy ¥ d€ cong nhén mot két noi
g0i vao. Ngudi s dung va mdy chl truy nhap tU xa s€ trao d6i d€ tim ra giao
th(c chinh xac dugc s& dung. EAP h0 trg cac hinh thic sau:

— SUr dung céc card vat ly ding d€ cung cdp mat khdu. Céc card nay ding

mOt s cac phuong thic xac thuc khac nhau nhu st dung cac doan ma thay d6i
theo mOi lugt st dung.

- HO6 trg MD5-CHAP, giao thitc ma hoé tén nguoi st dung, mat khau st
dung thuat todn ma hod MD5 (Message Digest 5).

— HO trg st dung cho cac thé thong minh. Thé théng minh bao gbm thé va
thiét bi doc thé. Cac thong tin xac thuc v€ ca nhan ngudi ding dugc ghi lai
trong cac thé nay.

— Céc nha phat tri€n phadn mém dbc 1ap st dung giao dién chuong trinh

Ung dung EAP c6 thé€ phat trién cadc module chuong trinh cho cac cong nghé ap
dung cho thé nhan dang, thé théng minh, cac phan clng sinh hoc nhu nhan
dang vong mac, cac hé théng st dung mat khau mot 1an.

2.2. Cac phuong thirc ma héa dir liéu

Dich vu truy cép tlr xa cung cdp co ché an toan bang viéc md héa va gidi
md d(r liéu truyén gilta ngudi diing truy cap tUr xa va mdy chu truy cap.
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C6 hai phuong thlrc ma héa dir liéu thudng du'gc suf dung dé la ma héa
ddi xUmg va md héa phi dbi xUmng.

Phuong thifc md hod ddi xUng, thong tin & dang doc dugc, dugc ma hoé

st dung khéa bi mat (khoa ma chi c6 ngudi ma hoa mdi biét dugc) tao thanh
théng tin dd dugc ma hod. & phia nhan, thdng tin ma ho4 dugc gidi ma cung véi
khoéa bi mat thanh dang gbc ban dau. Di€ém chi y clla phuong phap ma hoa nay
12 viéc st dung khod bi mat cho ca qué trinh ma hod va qua trinh gidi ma. Do
d6, nhugc di€m chinh cla phuong thlc nay 1a can cé qua trinh trao d6i khoa bi
mat, dan dén tinh trang dé bj 16 khoa bi mat.

Phuong phdp md hod phi d6i xUng, d€ khac phuc di€ém han ché cla

phuong phép ma hoé d6i xUng 1a qua trinh trao d6i khoa bi mat, ngudi ta da si
dung phuong phap ma ho4 phi doi x(tng st dung mOt cap khoa tuong Ung vGi
nhau g0i 1a phuong thlic ma hoa phi d0i xUng dung khoa cong khai. Phuong
thlfc ma héa ndy sU dung hai khéa 1a khéa cong khai va khoa bi mat c6 cac
quan hé toan hoc vdi nhau. Trong d6 khoa bi mat dugc gilt bi mat va khong c6
kha nang bi 10 do khong can phai trao d6i trén mang. Khéa cong khai khong
phai gilr bi mat va moi ngudi déu cé thé nhan dugc khod nay. Do phuong thlic
ma héa nay s dung 2 khéa khac nhau, nén ngu0i ta goi n6 1a phuong thlc ma
héa phi d6i xUing. Mac du khéa bi mat dugc gilt bi mat, nhung khéng giéng véi
"secret Key" dugc sU dung trong phuong thlic ma héa d6i xUng sU dung khoa
bi méat do khoéa bi méat khéng dugc trao dGi trén mang. Khéa cong khai va khoa
bi mat tuong Ung cla nd c6 quan hé toan hoc véi nhau va dudc sinh ra sau khi
thuc hién cac ham toan hoc; nhung cac ham toan hoc nay ludn thod man di€u
kién 1a sao cho khong thé€ tim dugc khéa bi mat tir khéa cong cOng va nguoc



lai. Do c6 m&i quan hé toan hoc véi nhau, thong tin dugc ma héa bang khéa
cong khai chi c6 thé gidi ma dugc bang khéa bi mat tuong Ung.

Giao th(c thudng dugc st dung d€ ma héa d{t liéu hién nay 1a giao thirc

IPsec. Hau hét cac mdy chU truy cdp dua trén phan cling hay mém hién nay déu
ho trg IPSec. IPSec 1a mOt giao thlc bao gbm cac chudn m& bdo ddm cac van
dé bdo mat, an toan va toan ven d{t liéu cho cac k&t ndi qua mang st dung giao
thUc IP bang cac bién phap ma hoa. IPSec bdo vé chéng lai cac hanh déng pha
hoai tUr bén ngoai. Cac client kh@i tao mOt moi lién quan bdo mat hoat dOng
tuong tU nhu khod cong khai d€ ma hoa d{r liéu.

Ta c6 th€ s dung céac chinh sach ap dung cho IPSec d€ cdu hinh né. Cac

chinh séch cung cdp nhiéu mUc dd va kha ning d€ bdo ddm an toan cho tUng
loai d{f liéu. Cac chinh sach cho IPSec sé dugc thi€t 1ap cho phi hgp vdi tUng
ngudi dung, tUng nhém ngudi ding, cho mét Ung dung, mOt nhém mién hay
toan bd hé thGng mang.

3. Tri€n khai dich vu truy cdp tir xa

3.1. K&t ndi goi vao va két ndi goi ra

Cau hinh may chU truy cap d€ tao 1ap cac két ndi goi vao cho phép

ngudi diing tUr xa truy cap vao mang. Cac thong sO cd ban thudng dugc cdu
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hinh khi tao 1ap cac két ndi goi vao bao gdm xac dinh c4c phuong thlc xac
thuc ngudi dung, ma hoa hay khong ma hda d{r liéu, cac phuong thlc ma héa
d{rliéu néu yéu cau, cic giao thlic mang sé dugc st dung cho truy nhap tUr xa,
cac thiét dat vé chinh sach va cac quyén truy nhap cla nguoi ding tU xa, mUc
dd dugc phép truy nhap nhu thé nao, xac dinh phuong thiic cap phat dia chi IP
cho may truy nhdp tU xa, cc yéu cau cau hinh dé€ tao 1ap cic két nbi VPN...
Két ndi goi ra c6 thé dugc thi€t 1ap d€ goi ra t&i mOt mang dung riéng

hodc t6i mOt ISP. Trong windows 2000 ho trg cac hinh thitc két noi sau:

NOi téi mang diing riéng, ta s€ phai cung cap s6 dién thoai noi sé noi

dén. C6 thé€ 1a s6 dién thoai cUa ISP, clla mang ding riéng hay cUa mdy tinh
phia xa. Xac dinh quyén s dung két n0i nay. .

NOi t6i Internet, hai 1ua chon c6 thé€ 1a s dung truy cap qua dudng thoai

va s dung truy cap qua mang LAN. SU dung dudng thoai, cic van dé ta can
quan tam 1a s6 dién thoai truy nhép, tén va mat khau dugc cung cap bdi ISP. S
dung LAN, ta s€ phai quan tdm dén proxy server va mOt sO thi€t dat khac.

Tao 1ap két ndi VPN, VPN la mdt mang st dung cdc két nbi ding giao
thUc tao dudng hdm (PPTP, L2TP, IPSEC,...) dé tao dugc cdc két ndi an
todn, bdo dam théng tin khéng bi xdm pham khi truyén tai qua cdc mang
cong cdng. Tuong tu nhu khi tao 1dp mot két ndi goi ra, Néu can thiét
phdi thong qua mét ISP trung gian trudc khi ndi téi mang dung riéng, lua
chon mét két ndi goi ra. Cung cap dia chi mdy chu, dia chi mang noi ma
ta dang mubn ndi tdi. Cdc thiét 14p khdc la thiét dat cdc quyén suf dung
két noi.

Tao 14p két ndi truc ti€p vi mdy tinh khdc, Iua chon nay dugc si dung

dé€ két noi truc ti€p hai mdy tinh v4i nhau thong qua mot cap dugc thiét k€ cho
nOi truc ti€p hai mdy tinh. MOt trong hai may tinh dugc 1ua chon 1a chll va may
tinh kia dugc Iua chon 1a t&. Lua chon thié€t bi cOng noi hai may tinh néi véi
nhau.

3.2. K&t ndi st dung da ludng (Multilink)

Multilink 1a su k€t hop nhi€u lién két vat 1y trong moOt lién két logic duy

nhat nham gia ting bang thong cho két néi. Multilink cho phép st dung hai



hodc nhi€u hon cac cOng truy€n thong nhur 1a mot cbng duy nhat c6 tbc do cao.
Diéu nay c6 nghia la ta c6 thé€ st dung hai modem d€ két n6i Internet v&i tOc do
cao gap ddi so v&i viéc st dung mOt modem. Multilink gia ting bing thong va
gidm do tré gilra cac hé thOng bang co ché chia cac goéi dir liéu va gUi di trén
cac mach song song. Multilink st dung giao thltc MPPP cho viéc qudn ly cac
két ndi cUa minh. PE s dung, MPPP can phai dugc ho trg & ca hai phia cla két
nOi (hinh 5.8).
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Hinh 5.8: Két néi st dung da luéng

Hinh vé m6 td két ni s& dung Multilink, khi ngu0i ding tU xa st dung

hai modem va hai duOng thoai két ndi véi may chu truy cap, mOi két ndi 1a viéc
theo chudn V.90 c6 toc dO 56 kbps st dung kY thudt Multilink cho phép dat tdc
d0 112 Kbps gilta mdy truy cap tU xa va may chu truy cap.

3.3. Cac chinh sach thi€t 1ap cho dich vu truy nhdp tlrxa

Chinh sach truy nhap tir xa 1a tap hop cac di€u kién va céc thi€t dat cho

phép ngudi quan tri mang gan cho mOi ngudi ding tU xa cac quyén truy cdp va
mUc d6 s dung cac nguOn tai nguyén trén mang. Ta c6 th€ dung cac chinh

sach d€ c6 dugc nhi€u cac 1ua chon phit hop véi ting mUc dd ngudi dung, ting
tinh mém déo, tinh ning dOng khi cdp quyén truy nhap cho ngudi dung.

MOt chinh sach truy nhap tU xa théng thudng bao gOm ba thanh phan

nham cung cap cac truy nhép an toan c6 ki€m soat d€n may chu truy cap.

CAc diéu kién (Conditions): 12 mOt danh séch c4c tham sO nhu ngay

thang, nhém nguodi dung, ma ngudi goi, dia chi IP phi hgp v6i may tram dang
nOi dé€n may chU truy cap. BO chinh sach diéu kién dau tién nay tuong Ung véi
cac thong sO cUa yéu cau két ndi goi dén dugc xU 1y doi vGi su' cho phép truy
cap va cau hinh.

Sy cho phep (Permlssmn) Cac két noi truy nhap tU xa dugc cho phép va

gan truc ti€p téi moi ngerl ding béi cac thiét dat trong cac chinh sach truy
nhép tU xa. Vi du mOt chinh séch c6 th€ gan tat cd ngudi ding trong mOt nhém
nao ddy quyén truy cdp chi trong gi® 1am viéc hanh chinh tir 8:00 A.M dén

5:00 P.M, hay dong thdi gan cho mOt nhém ngudi diing khac quyén truy cap
lién tuc 24/24,

Profile: M0i chinh sach déu bao gdbm mot thiét dat cUa profile 4p dung

cho k&t n6i nhur 1a cac thU tuc xac thuc hay ma héa. Cac thi€t dat trong profile
dugc thi hanh ngay t&i cac k€t ndi. Vi du: néu mot profile thi€t dat cho mot két
ndi ma ngudi ding chi dugc phép st dung trong 30 phit mOi lan thi ngudi
dung sé€ bi ngat két noi téi may chu truy cap trong sau 30 phiit.

Qua trinh thuyc thi c4c chinh sach truy cép tif xa du'gc md ta bang hinh

dudi (hinh 5.9)
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Hinh 5.9: Qud trinh thuc thi cdc chinh sdch truy c@p ttr xa

Cac diéu kién dugc gUi tGi d€ tao mOt két ndi, néu cac di€u kién glri tdi

nay khong thich hgp truy cap bi tUf chdi, néu thich hgp cac diéu kién nay dugc
st dung d€ xac dinh su truy cap. Ti€p theo may chU truy cdp ki€ém tra cac cho
phép quay sO vao ngudi dung sé bi tU chOi néu thi€t dat nay 1a Deny va dugc
phép truy cap néu la Allow, néu thiét dat 1a s& dung cac chinh sach truy cép dé
xac dinh quyén truy cap thi sy cho phép cla céc chinh sich s& quyé€t dinh
quyén truy cap cla ngu‘dl dung. Néu céc chinh sach nay tU chOi truy cap ngudi
dung sé bi ngat két noi, néu la cho phep sé& chuyén tdi d€ ki€m tra cac chinh
sach trong profile 1a budc cudi cung d€ xéac dinh quyén truy cap cla ngudi
dung.

3.4. SU dung dich vu gan dia chi ddng DHCP cho truy cap tU xa

Khi thi€t 1dp mOt may chU truy cdp d€ cho phép ngudi ding tU xa truy

cap vao mang, ta c6 th€ Iura chon phuong thic ma cac may tU xa c6 th€ nhan
dugc dia chi IP.

Véi phuong thitc cau hinh dia chi IP tinh ngay trén cdc may tram, nguoi

ding phai cau hinh bang tay dia chi IP trén méi may truy cap. SU dung phuong
th(tc nay phai ddm bdo rang cac thong tin cdu hinh dia chi IP 1a hgp 1€ va chua
dugc st dung trén mang. DOng th0i cac thong tin vé default gateway,
DNS...ciing phai dugc cdu hinh bang tay m&t cach chinh xac.Vi li do nay

Ebook 4 U ebook.vinagrid.com

Chuong 5 - Dich vu truy nhap tUr xa va dich vu Proxy

142

khuy€n nghi khéng nén s&f dung phuong phap nay cho viéc gan IP cho cdc may
truy cap tU xa.

May chU truy cap c6 th€ gan ddng mOt dia chi IP cho cac may truy cap

tU xa. Dia chi IP ndy thudc trong khodng dia chi ma ta da cdu hinh trén may

ch truy cép. SU dung phuong phap nay ta can phdi ddm bdo rang khoang dia
chi IP nay dugc danh riéng d€ cap phét cho cac may truy cap tr xa.

Phuong thlrc st dung DHCP server, mdy chU truy cap nhan dia chi IP tUr
DHCP server va gan cho cac may truy cap tU xa. Phuong th(rc nay rat linh hoat,
khong can phai danh riéng mOt khodng dia chi IP du tr{r cho may truy cdp tUr xa
va thuOng dugc st dung trong mOt mang c6 td chlic va da dang trong cac hinh
thlc két ndi. Pia chi IP dugc cap phét cho cac may truy cdp tU xa mOt cach ty
dOng, cac thong tin cdu hinh khac (Gateway, DNS server...) cling dugc cung
cap tap trung, chinh xéc téi tUng mdy truy cap dong thOi cAc may truy cdp ciing
khong can thi€t phai cdu hinh lai khi c6 c4c thay dGi vé€ cdu tric mang.

Hoat déng cla DHCP dugc md ta nhu sau: MOi khi DHCP client kh&i

dOng, n6 yéu cau mot dia chi IP t DHCP server. Khi DHCP server nhan yéu
cau, n6 chon mot dia chi IP trong khodng IP di dugc dinh nghia trong co s& d{r
liéu cla n6. DHCP server cap phét dia chi IP téi DHCP client Néu DHCP

client chap nhan dia chi IP ndy, DHCP server cho thué dia chi IP ndy trong m&t
khodng thdi gian cu thé (tuy theo thiét dat). Cac thong tin vé€ dia chi IP dugc
gUi tUr DHCP server t&i DHCP client thuOng bao gOm céc thanh phan sau: dia
chi IP, subnet mask, cac gia tri 1ua chon khac (default gateway, dia chi DNS
server).

3.5. SU dung RadiusServer d€ xac thuc két ndi cho truy cap tu xa.

1. Hoat déng cUa Radius server

RADIUS 1a mot giao thUc lam viéc theo md hinh client/server. RADIUS

cung cap dich vu xac thuc va tinh cudc cho mang truy nhdp gian ti€p. Radius
client 1a m6t may chU truy cap ti€p nhan cac yéu cau xac thuc tir ngudi ding tur
xa va chuy€n céc yéu cau nay tdi Radius server. Radius server nhan cac yéu

cau két ndi cla ngudi ding xac thutc va sau d6 trd vé cac thong tin cdu hinh can



thi€t cho Radius client d€ chuyé€n dich vu t&i ngudi st dung (hinh 5.10).
Hinh 5.10: Hoat ddng cua Radius server

Qua trinh hoat ddng dugc mo ta nhu sau:
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1. Ngudi st dung tU xa khdi tao qué trinh x4c thuc PPP t6i may chu truy

cap

2. May chU truy cap yéu cau ngudi dung cung cap thong tin v€ username

va password bang cac giao thltc PAP hodc CHAP.

3. Ngu0i dung tUr xa phiic dap va gUi thong tin username va password t&i

may chU truy cap.

4. May chU truy cap (Radius client) gl chuyén ti€p cac thong tin username

va password da dugc ma hoa t6i Radius server

5. Radius server trd 10i vGi cac thdng tin chdp nhan hay tU choi. Radius

client thuc hién theo cac dich vu va cac théng s0 dich vu di ciing vi cac phiic
dap chap nhan hay tU chOi tU Radius server

2. Nhan thuc va cdp quyén

Khi Radius server nhan yéu cau truy cap tU Radius client, Radius server

tim ki€m trong c0 sG d{t liéu céc thong tin v€ yéu cau ndy. Néu username
khong c6 trong co s& dif liéu nay thi hodc mot profile mac dinh dugc chuyén
hodc mot théng bao tUr chdi truy cap dugc chuyén t&i Radius client.

Trong RADIUS nhan thuc va cdp quyén di dbi véi nhau, n€u username

c6 trong cO s& d{t li€u va password dugc xac nhan 13 dung thi Radius server gui
trd vé thong béo truy cap dugc chap nhan, thong bao nay bao gdm mot danh
sach cac cap dac tinh- gia tri md ta cac thong sO dugc st dung cho phién lam
vi€c. Cac thong s6 di€n hinh bao gbm: ki€u dich vu, ki€u giao thiic, dia chi gan
cho ngu0i dung (déng hodc tinh), danh sach truy cap dugc ap dung hay mot
dinh tuy€n tinh dugc cai dat trong bang dinh tuyén cla mdy chU truy cap.
Thong tin cdu hinh trong Radius server sé xéc dinh nhiing gi sé& dugc cai dat
trén may chu truy cap. Hinh vé& dudi day mé ta qua trinh nhan thuc va cap
quyén cUa Radius server (hinh 5.11)

Hinh 5.11: Nhén thuc va cdp quyén

3.Tinh cudc

Cac van dé vé x(r Iy cudc clla RADIUS hoat ddng ddc 1ap vdi nhan thuc

va cap quyén. Chlc ning tinh cudc cho phép ghi lai dirliéu dugc gUi tai thoi
di€m bat dau va két thic clia mot phién lam viéc va dua ra cac con sO v€ mat st
dung tai nguyén nhu (thdi gian, sO géi, sO byte...) dugc st dung trong phién
lam viéc dé.
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3.6. Mang riéng do va két ndi dung dich vu truy cép tir xa

VPN (Virtual Private Network) 1d mOt mang riéng dugc xay dung trén

nén tang ha tang mang cong cOng (vi du mang Internet), sr dung mang cong
cOng cho vi€c truyén thong riéng tu.

Gidi phap VPN cho phép ngu0i dung lam viéc tai nha hodc dang di cong

tac G xa c6 thé€ thuc hién mOt két noi téi tru s& chinh bang viéc s& dung ha tang
mang 12 mOt mang céng cOng nhu 14 Internet, Nhu vay thay vi phai thuc hién
mOt két nOi dudng dai t&i tru s& chinh ngudi st dung chi can tao 1ap mot két
ndi ndi hat téi mot ISP khi d6 bang cong nghé VPN mOt két n6i VPN sé dugc
thiét 1ap gilta ngudi dung v4i mang trung tam. K&t n6i VPN ciing cho phép cac
t0 chlrc két noi lién mang gilta cac dia di€m & xa khac nhau thong qua cac két
noi truc ti€p (leased line) tUr cac dia di€ém d6 t6i mOt ISP. Nhu vay két ndi VPN



cho phép mOt td chlc gidm chi phi g0oi dudng dai qua Dialup hay chi phi thué
duong leadline cho khodng cach xa thay vi nhu vay chi can cac két ndi ndi hat
va diéu nay 1a tiét kiém dudgc chi phi. VPN gli d{r liéu gilta cac dau cudi, dir
liéu dugc déng géi, véi cac Header cung cap thong tin dinh tuy€n cho phép
chuyén di{t liéu qua mot lién két hodc mdt lien mang cong cOng tGi dich. DIt
liéu chuyén di dugc ma hod d€ ddm bdo an toan, cac goéi dir liéu truyén thong
trén mang 1a khong th€ doc ma khdng c6 khoa gidi ma. Lién két ma trong d6 dit
liéu dugc déng gbi va ma hod 1a moOt két ndi VPN.

Cdc hinh thUrc két nGi: C6 hai ki€u két ndi VPN, két ndi VPN truy cap tlr

xa va két nOi Site-to-site. MOt két nGi VPN truy cap tU xa dugc thiét 1ap béi
mO&t mdy tinh PC t6i m6t mang dung riéng. VPN gateway cung cap truy cap tdi
cac tai nguyén cla mang dung riéng. Cac goi ditliéu gli qua két n6i VPN
dugc khdi tao tUr cac client. VPN client thuc hién viéc xac thuc tdi VPN
gateway. K&t n0i site-to-site, dugc thiét 1ap béi cac VPN gateway va két n0i hai
phan clla mOt mang dung riéng. (hinh 5.12).

Hinh 5.12: Két n0i site-to-site

Tunnel: 1a mOt phan quan trong trong viéc xay dung mOt mang VPN.

Cac chudn truyén thong s dung d€ quan ly cac tulnnel va déng goéi dirliéu cla
VPN bao gom cac giao thlic 1am viéc G 16p 2 nhu PPTP (Point-to-Point
Tunlling Protocol) dugc phat tri€n bdi Microsoft ho trg trong méi triGng mang
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Windows, L2TP (Layer 2 Tunnelling Protocol) dugc phét trién bdi Cisco. IPsec
1a moOt giao th(c 1am viéc 3 18p 3, IPsec dugc phét trién bdi IETF va ngay cang
dugc st dung rOng rai.

L2TP va PPTP c6 muc dich 1a cung cap cac dudng ham dit liéu théng

qua mang truy€n d{r liéu cong cOng. L2TP khéc véi PPTP & chd né tao 1ap
duong ham nhung khong ma hoa d{r li€u. L2TP cung cap cac dudng ham bdo
mat khi cting hoat ddng v&i cac cong ngh€ ma hoa khac nhu IPSec. IPSec
khong yéu cau phdi c6 L2TP nhung cac chlc ning ma hoa cla né dua dén cho
L2TP khd ning cung cap céc kénh théng tin bao mat, cung cap céc gidi phap
VPN. L2TP va PPTP cling sU dung PPP d€ déng géi, thém b4t thong tin ti€p
dau va truyén tai d{t liéu qua mang.

Cac két ndi VPN c6 cac dac trung sau: déng géi (Encapsulation), xac

thuc (Authentication) va ma hoa d{r liéu (Data encryption)

Pong géi dir liéu: Cong nghé VPN s dung mOt phuong thlc dong goi

d(r liéu trong d6 cho phép dit liéu truyén dugc qua mang cong cOng qua cac
giao thUc tao dudng ham.

Xdc thurc: Khi mOt két n0i VPN dugc thi€t 1ap, VPN gateway s€ xac thuc

VPN client dang yéu cau két nOi va néu dugc dugc phép két ndi dugc thuc
hién. Né&u sy xac thuc két noi 1a qua l1ai dugc st dung, thi VPN client sé thuc
hién viéc xac thuc lai VPN gateway, d€ ddm bdo rang day chinh 1a server ma
minh can goi. Xé4c thuc dit liéu va tinh toan ven cla d{f liéu: d€ xac nhén rang
d{rliéu dang dugc gUi tUr mOt dau cla két ndi khac ma khong bi thay d6i trong
qua trinh truyén, d{t liéu phai bao gdbm mot trudng ki€m tra bang mat ma du
trén mOt khoa ma hoa da biét chi gilta ngudi gUi va ngudi nhan

Ma héa dir liéu: d€ ddm bdo dit liéu truyén trén mang, d{t 1iéu phdi duoc

ma hoa tai dau gUi va gidi ma tai ddu nhan. Viéc ma hoa va gidi ma dir1iéu phu
thudc va ngudi gli va ngudi nhan dang st dung phuong thlrc ma hod va gidi
ma nao.

3.7. S& dung Network and Dial-up Connection

Network and Dial-up Connection (NDC) 1a mOt cong cu dugc Microsoft



phat tri€n d€ ho trg viéc tao 1ap cac két ndi trong d6 bao gdm cac két ndi cho
truy cap tU xa. VGi viéc st dung NDC ta c6 thé truy cap tdi cac tai nguyén du
dang @ trong mang hay 6 mét dia di€ém & xa. Cac két nOi dugc khdi tao, thiét
14p cau hinh, luu gilr va quan 1y bGi NDC. M6i mOt két ndi bao gdm mot bd cac
dac tinh dugc st dung d€ thiét 1ap lién két gilta mOt may tinh t&i may tinh hodc
mang khéac. Cac két n6i goi ra dugc lién lac véi mOt mdy chU truy cap G xa
bang céac hinh thc truy cdp gian ti€p thuong la qua cic mang truyén dan mang
thoai cong cOng, mang ISDN. NDC ciing ho trg viéc thiét 1ap cac két ndi goi
vao c6 nghia 1a déng vai trd nhu' mOt may chl truy cap.

Bai vi tat cd cac dich vu va cac phuong thitc truyén thong déu dugc thiét

1ap trong két ndi nén khong can phdi st dung cac cong cu khac d€ cau hinh cho
két ndi. Vi du d€ thiét 1ap cho mOt két ndi dial-up bao gdm cac dac tinh dugc
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st dung trudc, trong va sau khi két n6i. Céc théng s6 ndy bao gdbm: modem sé&
quay s0, ki€u ma hoéa password dugc st dung va cac giao thfc mang sé s(f dung
sau k&t nGi. Trang thai két n6i bao gOm thdi gian va tdc dO ciing dugc chinh két
noi hi€n thi ma khéng can bat c(r mOt cong cu nao khéc.

3.8. MOt sO van dé xU ly su ¢ trong truy cap tU xa

Cac van dé lién quan dén su cO trong truy cap tU xa, thuOng bao g6m

Giam sat truy cap tUr xa: giam sat may chu truy cap la phu‘dng phap tot

nhat thudng sU dung de tim ra nguOn gOC cUa cac van dé xdy ra su c0. MOi mOt
chuong trinh phan mém hay thié€t bi phan cling may chl truy cdp bao gid cling
c6 cac cong cu st dung d€ giam sat va ghi lai cac su kién xdy ra (trong cac file
log) d6i véi moi phién truy cap tU xa.

Theo déi cdc két ndi truy cdp tlr xa: kha nang theo ddi cac két n6i truy

cap tUr xa clla mOt My chU truy cdp cho ta xUly cac van dé phuc tap vé su cO
mang. Cac thong tin theo ddi mOt két ndi tU xa thuOng rat phUc tap va khé chi
ti€t do d6 d€ phan tich va x(r ly can thi€t ngudi quan tri mang phai c6 kinh
nghiém va trinh d vé hé théng mang.

XU Iy cdc sur cO vé phdn cling: bao gbm cac thiét bi truyén thong tai

ngudi ding va tai may chu truy cap. D6i vdi cac thi€t bi tai ngudi dung (thudng
1a cAc modem, cac mang...), hdy xem tai li€u vé€ san phdm d6 hay hoi nha cung
cap thi€t bi vé sdn pham clla ho vé cac cach ki€m tra va xac dinh 16i cUa san
phdm nay. Néu két ndi st dung modem, hay ki€m tra rang modem da dugc cai
dat ding chua. Trong Windows 2000 cac budc ki€m tra nhu sau:

o Trong Control Panel, kich Phone and Modem Options

o Trong trang modem, kich tén modem, sau do kich Properties

o Kich Diagnostics, sau do kich Query Modem.

Né€u modem da dugc cai dat diing, bd cac thong s6 vé modem sé& dugc hién thi,
ngugc lai hdy ki€m tra va cai dat lai modem, trong truOng hgp culi cling hiy
hoi nha sdn xudt thiét bi nay. DE nhan thém cac thong tin vé modem trong khi
dang cO gang tao 1ap mOt két ndi, hily xem thdng tin trong log file d€ tim ra
nguyén nhan gdp su c8. D€ ghi c4c théng tin vao log file thuc hién theo cac
budc sau:

o Trong Control Panel, kich Phone and Modem Options

o Trong trang modem, kich tén modem, sau d6 kich Properties

o Kich Diagnostics, sau do kich Iua chon Record a log, sau do kich

OK.

DGi v6i thi€t bi truyén thdng tai may chU truy cap: Ki€m tra cac thiét bj

phan clng tuong tu nhu trong truOng hop thiét bi tai ngudi diing, dOng thoi
ki€m tra log file v€ cac su kién xdy ra v&i hé thGng d€ tim ra nguyén nhan su



cO. MOt cach khac d€ ki€m tra modem tai may chU truy cap 1a s& dung mot
dudng dién thoai va goi t&i modem dé sau d6 nghe xem modem d6 c6 trd 10i va
cO gang tao mOt két noi hay khong. N€u khong c6 tin hiéu tao két ndi tir
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modem d6 thi c6 th€ két ludn rang dang c6 mOt van dé 16i vé modem tai may
chU truy cap

XU ly cdc sur c6 vé dudng truyén thong: Thudng 1a do cap dugc dau sai

hay vi nguyén nhan tU nha cung cap dich vu dién thoai. Hay ki€m tra dudng
dién thoai tUr ngudi ding tGi may ch truy cap bang cach goi dién thoai thong
thuOng, théng qua chat lugng culc goi ta ciing c6 th€ phan nao du doan dugc
chat lugng cla duong truyén.

XU ly cdc thiét dat v& cdu hinh: Sau khi x4c dinh rang cac van dé vé

phan clng ciing nhu dudng truyén thdng déu tOt, budc ti€p theo ta ki€m tra cac
thi€t dat vé cdu hinh, bao gom:

Cac thi€t dat vé mang: 16i cdu hinh vé mang xdy ra khi da tao két nbi

thanh cong nhung van khong thé truy cap dugc cc ngudn tai nguyén trén
mang, cac 10i thuOng xdy ra nhu viéc phan gidi tén chua hoat dOng, cac 16i vé
dinh tuyén.. khi 16i vé c&u hinh mang xay ra, trudc tién ta ki€m tra réng cac
may két noi truc t1ep (khéng thong qua dich vu truy cap tU xa) co thé truy cap
dudgc vao cac ngu0n tai nguyén trén mang. Sau d6 ki€m tra cac cau hinh ve
TCP/IP bang viéc st dung 1énh ipconfig /all trén may client. Ki€m tra rang cic
thong s& nhu DNS, dia chi IP, cac théng sO v€ dinh tuyén da dugc thiét dat
ding chua. SU dung 1énh ping d€ ki€m tra két ndi mang da lam viéc.

CAc thi€t dat May chU truy cap: Céc thiét dat trén may chU truy cap voi

cac thong s0 sai khi tao 1ap két n6i c6 th€ 1a nguyén nhan ngudi dung khong thé
truy c@p vao cic nguon tai nguyén trén mang. D& ho trg cho viéc xac dinh
nguyén nhan gay 101 ki€m tra cac suf kién da ghi log trén may chu truy cap va
client, trong mOt sO truGng hop can thiét phdi theo dbi (tracing) cac két noi trén
mdy chU truy cap.

CAc thi€t dat trén may ngudi ding tU xa: ki€m tra cic giao thUic mang

lam viéc trén client, cac giao th(ic mang lam viéc trén client phdi duoc ho trg
bGi may chu truy cdp. Vi du, n€u ngudi ding tU xa thiét dat trén client cac giao
th(rc NWLink, IPX/SPX va may chU truy cap chi ho trg s& dung TCP/IP, thi
két nbi sé khong thanh cong.

4. Bai tap thuc hanh

Yéu cdu vé Phong hoc ly thuyét: S6 lugng may tinh theo s& 1ugng hoc

vién trong 18p hoc ddm bdo moi hoc vién c6 mot may tinh, cdu hinh may t6i
thi€u nhu sau (PIIT 800 MHZ, 256 MB RAM, HDD 1GB,FDD, CDROM 52 x).
May tinh da cai dat Windows 2000 advance server. Cac may tinh da dugc noi
mang chay giao thUic TCP/IP.

Thiét bi thuc hanh: Pia cai phan mém Windows 2000 Advance Server.

MOi méy tinh c6 01 Modem V.90 va 01 dudng dién thoai. 01 account truy cap
internet

Bai 1: Thi€t 1ap dialup networking dé€ tao ra két ndi Internet. truy cap
Internet va gi@i thi€u cac dich vu co ban

0 Dang nhap vao hé thong véi quyén Administrator.
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0 Kich Start, tr6 settings, sau d6 kich Network and Dial-up Connections

0 Trong Network and Dial-up Connections, kich dip vao Make New

Connection.



0 Trong Network Connection Wizard, kich Next, c6 hai 1ua chon c6 thé st
dung la Dial-up to private network hodc Dial-up to the Internet.

0 Néu chon Dial-up to private network, dua vao sO dién thoai truy cap cUa
nha cung cap.

0 Néu chon Dial-up to the Internet, ltic d6 Internet Connection Wizard s&

bat dau, 1am theo cac budc chi dan.

0 Néu muon tat cd ngudi diung déu c6 th€ st dung két nbi ndy thi 1ua chon,
For all users, sau d6 kich Next. Néu muOn chi ngudi diing hién tai st dung thi
lua chon Only for myself, sau do6 kich Next.

0 Néu da lua chon Only for rnyself thi chuyén dén budc cudi cung, Néu

lua chon For all users va muOn cac mdy tinh khac trén mang c6 th€ chia sé két
nOi nay hay Iua chon Enable Internet Connection Sharing for this connection.

0 Thi€t dat ngam dinh 1a bat ky may tinh ndo ciing c6 th€ khéi tao két noi
nay mot cach tu ddng, n€u mu6n bd ngdm dinh nay hiy x6a Iua chon Enable
on-demand dialing, sau do kich next

0 Pua vao tén cla két n6i va kich Finish.

Bai 2: Cai dat va cau hinh dich vu truy cap tlr xa cho phép ngudi dung tur
xa truy cap vao mang trén hé di€u hanh Windows 2000 server.

Budc 1:

Cai dat may chu dich vu truy cap tU xa

0 Bang nhap vao hé thong v6i quyén Administrator

0 M& Routing and Remote Access tU menu Administrator Tools

0 Kich chu0t phai vao tén Server sau d6 chon Configure and Enable

Routing and remote Access.

0 Kich ban Routing and Remote Access Server Setup xudt hién, kich next

0 Trong trang common Configuration, chOn Remote access server, sau do

kich next

0 Trong trang Remote Client Protocol, xac dinh cac giao thiic sé ho trg

cho truy cap tU xa, sau dé kich next

0 Trong trang Network Selection, Iua chon két nGi mang sé€ gan cho cac

mdy truy cap tU xa, sau do kich next

0 Trong trang IP Address Asignment, Iua chon Automaticlly hodc From
specified range of addresses cho viéc gan céac dia chi IP t&i cac may truy cap tu

Xa
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0 Trong trang Managing Multiple Remote Acccess Servers cho phép 1ua
chon cdu hinh RADIUS, kich next

0 Kich Finish d€ két thic.

Budc 2:

Thiét dat tai khodn cho ngudi diing tU xa. Thiét 1ap mot tai khodn c6 tén
RemoteUser

0 Pang nhap vGi quyén Administrator

0 M@ Active Directory Users and Computers tU menu Administrator

Tools

0 Kich chudt phai vao Users, chon new va kich vao User

0 Trong hOp thoai New Object-User, di€n RemoteUser vao First name

0 Trong hOp User logon name, gé RemoteUser

0 Thi€t dat Password cho tai khodn nay, kich next sau d6 kich Finish.

0 Kich chudt phdi vao RemoteUser sau do kich Properties

0 Trong trang Dial-In tab, kich Allow access, sau d6 click OK

Thiét 1ap mOt Global group tén 1a RemoteGroup, sau d6 thém tai khodn ngudi



dung vUa thiét 1ap vao nhém nay

0 Kich chubt phdi vao Users, chon new sau do kich Group

0 Trong hOp thoai New Object-Group, muc Group name gd vao

RemoteGroup

0 Trong muc Group scope ki€m tra Global da dugc 1ua chon, trong muc

Group type ki€m tra rang Security da dugc lua chon, sau d6 kich OK

0 M& hOp thoai Properties clla RemoteGroup

0 Trong trang Member, kich Add

0 Trong hOp thoai Select Users, Contacts, Computers, hodc Group, Look

in box, ki€ém tra domain di dugc hién thj

0 Trong danh sach cac doi tuong, kich RemoteUser, kich Add sau dé kich

OK

0 Kich OK d€ déng hdp thoai RemoteGroup Properties

Budc 3:

Ki€m tra cdu hinh da thi€t 1ap & buGc trén bang viéc thuc hién mot két ndi quay
s0 t3i may chl truy cap tU xa vi tai khodn c6 tén 1a RemoteUser, két n6i dugc
thiét 1ap sau d6 déng két noi lai.

Budc 4:

Cau hinh cho phép tai khodn RemoteUser truy cap vao mang duoc diéu khién
truy cap bdi cac chinh sach truy cap tU xa (Remote access policy)

0 M& lai Active Directory Users and Computers tU menu Administrator

Tools
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0 MG hOp thoai Properties cUa tai khodn RemoteUser

0 Trong trang Dial-in tab, kich Control access though Remote Policy sau

d6 kich OK, 1u' u y rang di€u khi€n viing (Domain Controler) phdi chay & ché
db Native.

0 Thu nhd clta sG Active Directory Users and Computers

Budc 5:

Ki€m tra cdu hinh da thi€t 1ap & buGc trén bang viéc thuc hién mot két ndi quay
sO t&i may chU truy cap tir xa vdi tai khodn c6 tén 1a RemoteUser. Thong béo
16i xudt hién, két ndi khong dugc thiét 1ap.

Budc 6:

S’ dung RRAS d€ thi€t 1ap mOt chinh sich méi dOi véi ngudi ding tU xa, tén
chinh sdch ndy 1a Allow RemoteGroup Access cho phép ngudi dung trong
nhém RemoteGroup truy cap.

0 M& Routing and Remote Access tU menu Administrator Tools

0 M& rOng tén méy chU dang cdu hinh, kich chudt phdi vao Remote

Access Policy sau d6 chon New Remote Access Policy

0 Trong trang Policy Name, go vao Allow RemoteGroup Access sau do

kich Next

0 Trong trang Condition, kich Add trong hOp thoai Select Attribute kich
Windows-Groups sau do kich Add

0 Trong hOp thoai Groups kich Add

0 Trong hOp thoai Select Groups, trong danh sach Look in, kich vao tén

domain

0 Trong hOp thoai Select Groups,dudi Name kich RemoteGroups kich

Add sau do kich OK

0 Trong hOp thoai Groups kich OK

0 Trong trang Condition kich Next

[ Trong trang Permissions kich Grant remote access permission sau do



kich Next

0 Trong trang User Profile kich Finish

[ Trong trang Routing and Remote Access kich Remote Access Policies

sau d6 kich chudt phdi Allow RemoteGroup access sau d6 kich Move Up

Budc 7:

Ki€m tra cdu hinh da thiét 1ap ¢ budc trén bang viéc thuc hién mOt két ndi quay
sO tGi may chl truy cap tU xa vi tai khodn c6 tén 1a RemoteUser, két n6i dugc
thiét 1ap sau d6 déng két noi lai.

Budc 8:

Cau hinh dé€ default policy dudc thi hanh trudc:
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0 M@ trang Routing and Remote Access, kich chudt phdi RemoteGroup

sau do kich Move Down.

0 Péng clra sG Routing and Remote Access

Budc 9:

Ki€m tra cdu hinh da thi€t 1ap & buGc trén bang viéc thuc hién mot két ndi quay
sO t3i may chU truy cap tU xa vdi tai khodn c6 tén 1a RemoteUser. Thong bao
16i xudt hién, két ndi khong dugc thiét 1ap.

Budc 10:

Cau hinh cho phép truy cap st dung Properties clla RemoteUser

0 M@ 1ai Active Directory Users and Computers tU menu Administrator

Tools

0 M@ Properties cUa RemoteUser

0 Trong trang Dial-in, kich Allow access sau do kich OK

0 Bong Active Directory Users and Computers.

Budc 11:

Ki€m tra cdu hinh da thiét 1ap & budGc trén bang viéc thuc hién mot két ndi quay
s6 t&i may chu truy cap tU xa vdi tai khodn c6 tén 1a RemoteUser, két n0i dugc
thiét 1ap sau d6 déng két noi lai

Bai 3: Cau hinh VPN server va thi€t 1ap VPN Client, ki€m tra két ndi tur
VPN Client tGi VPN server

Budc 1:

C&u hinh cho két ndi VPN goi vao

0 Pang nhap vao hé thOng véi quyén Administrator

0 M& Routing and Remote Access tU menu Administrator Tools

0 Kich chudt phai vao tén Server (Server la tén may ch( dang cdu hinh)

0 Kich ban thi€t 1ap Routing and Remote Access xudt hién, kich next

0 Trong trang Network Selection, muc Name ki€m tra tén da 1ua chon sau

do Click next

0 Trong trang IP Address Assigment, kich From a specified range of

addresses

0 Trong trang Address Range Assignment, kich New

0 Pién dia chi IP vao 6 Start IP address va di€n vao s0 dia chi vao &

Number of Address

[ Kich OK, sau dé kich next

0 Trong trang Managing Multiple Remote Access Servers, 1ua chon No, I
don’t want to set up this server to use RADIUS now, kich next sau do kich
Finish
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0 Kich OK d€ déng hdp thoai Routing and Remote Access.



Cau hinh cho phép tai khodn Administrator truy cap vao mang

0 M@ Active Directory Users and Computers tU menu Administrator

Tools.

0 M rOng tén domain kich Users, kich dip chult vao Administrator

0 Trong muc Dial-in, chon Allow acces sau do kich OK.

0 Béng cla sO Active Directory Users and Computers

Budc 2:

Cau hinh cho két n6i VPN goi ra. D€ ki€m tra dich vu truy cap tUr xa da lam
vi€c phuc vu cho nhiing ngudi ding tU xa, ta thi€t 1ap moét ndi két téi VPN
server.

0 Kich chu0t phai vao My Network Places, sau d6 kich Properties

0 Trong cla s Network Dialup Connections, kich diip chudt vao Make

new connection

0 Trong trang Network Connection Type, kich Connect to a private

network through the Internet, sau do kich next

0 Trong trang Destination Address page, go vao dia chi IP cUa mdy cai dat
VPN server, sau do kich next

0 Trong trang Connection Availability, kich Only for my self, kich next

sau do kich Finish

0 Khai tao két ndi tdi VPN server

0 Trong h6p thoai Connect Virtual Private Connection, ki€m tra tai khodn
dang nhap 1a Administrator va Password sau d6 kich connect

0 Kich OK d€ déng thong bao Connnection Complete

0 Péng cla s Network Dialup Connections.

SUr dung tién ich Ipconfig d€ xac nhan rang ban di thiét 1ap dugc mot két nbi
VPN va nhan dugc dia IP cho két n6i nay luu y rang dai chi IP cho két n6i
VPN nay la day dia chi tinh ma VPN server cap phat

Dboéng két noi

0 Kich dup vao bi€u tugng Connection trong khay hé thOng

0 Trong hOp thoai Vitual Private Connection Status, kich disconnect

0 Péng tat ca cac cla s6 lai o

Muc 2 : Dich vu Proxy - Gidi phap cho viéc két ndi mang
dung riéng ra Internet

1. Cac khai niém

1.1. M6 hinh client server va mot s6 kha ning Uing dung

Ebook 4 U ebook.vinagrid.com

Chuong 5 - Dich vu truy nhap tUr xa va dich vu Proxy

153

MBb hinh chuén cho c4c Ung dung trén mang 1a md hinh client-server.

Trong md hinh nady mdy tinh déng vai trd 1a moOt client 1a may tinh c6 nhu cau
can phuc vu dich vu va may tinh déng vai tro 1a mOt server 1a may tinh c6 thé
dap Ung dugc cac yéu cau vé dich vu dé tir cac client. Khai niém client-server
chi mang tinh tuong doi, di€u nay c6 nghia 1a mOt may c6 th€ lic nay déng vai
tro 1a client va lic khac lai dong vai tro 1a server. Nhin chung, client 1a mOt

may tinh c& nhan, con cac Server 1a cac may tinh c6 cau hinh manh c6 chita cac
cd sG dit liéu va cac chuong trinh Ung dung d€ phuc vu mot dich vu nao day tlr
cac yéu cau cUa client (hinh 5.13).

Hinh 5.13: M6 hinh client server

Cach thirc hoat ddng clla md hinh client-server nhu sau: mOt tién trinh

trén server khdi tao ludn G trang thai chd yéu cau tU cac ti€n trinh client, ti€n
trinh tai client dugc khdi tao c6 thé trén cung hé thong hodc trén cac hé théng
khac dugc két n6i thong qua mang, tién trinh client thudng dugc khdi tao bdi
cac 1énh tU ngudi dung. Tién trinh client ra yéu cau va gli ching qua mang t&i



server d€ yéu cau dugc phuc vU céac dich vu. Tién trinh trén server thuc hién
vi€c x4c dinh yéu cau hgp 1€ tir client sau d6 phuc vu va trd két qua t6i client va
ti€p tuc chd doi cac yéu cau khac. Mt s6 ki€u dich vu ma server c6 thé cung
cap nhu: dich vu vé thdi gian (trd yéu cau thong tin vé thoi gian tdi client), dich
vU in an (phuc vU yéu cau in tai client), dich vu file (gUi, nhan va cac thao tac
vé file cho client), thi hanh cac 1&nh tU client trén server...

Dich vu web 1a mt dich vu c¢0 ban trén mang Internet hoat ddng theo

mo hinh client-server. Trinh duyét Web (Internet Explorer, Netscape...) trén

cac may client sUf dung giao thUrc TCP/IP d€ dua ra cac yéu cau HTTP t&i may
server. Trinh duyét c6 th€ dua ra cac yéu cau moOt trang web cu th€ hay yéu cau
thong tin trong cac cO s& d{f li€u. May server st dung phan mém cUla né phan
tich cac yéu cau tU cac goi tin nhan dugc ki€m tra tinh hgp 1€ cla client va thuc
hién phuc vu cac yéu cau dé cu thé 1a gUi trd 1ai client mOt trang web cu thé hay
cac thong tin trén c0 sG d{r liéu dudi dang mot trang web. Server la noi luu trir
noli dung thong tin cac website, phan mém trén server cho phép server xac dinh
dugc trang can yéu cau va gUi tdi client. Co s& d{F liéu va cac Ung dung tuong
tu khac trén may chU dugc khai thac va két noi qua cac chuong trinh nhu CGI
(Common Gateway Interface), khi cic mdy server nhan dugc yéu cau vé€ tra

cltu trong c0 s3 d{t liéu , né chuyén yéu cau tdi server cé chlta co sd ditliéu
hodc Ung dung d€ x(r 1y qua CGL

1.2. Socket

MOt két nGi duoc dinh nghia nhu 1a mot lién két truyén thong gilra cac

tién trinh, nhu vay dé€ xac dinh mo6t k&t n6i can phai xac dinh cac thanh phan

sau: {Protocol, local-addr, local-process, remote-addr, remote-process}
Ebook 4 U ebook.vinagrid.com

Chuong 5 - Dich vu truy nhap tUr xa va dich vu Proxy

154

Trong d6 local-addr va remote-addr 1a dia chi cUa cac may dia phuong va may

tU xa. local-process, remote- -process dé xéc dlnh vi tri tién trinh trén mo6i hé
thOng. Ching ta dinh nghia mOt n(ta két ndi 1 {Protocol, local-addr, localprocess}
va {Protocol, remote-addr, remote-process} hay con goi 1a mot

socket.

Chting ta da biét d€ xac dinh mOt mdy ta dyfa vao dia chi IP cUa no,

nhung trén mot rnay 6 vb sO cac ti€n trinh Ung dung dang chay, dé€ xac dinh vi
tri cac t1en trinh Ung dung nay ngudi ta dinh danh cho moi tién trlnh rnOt sO
hiéu cOng, giao thlic TCP st dung 16 bit cho viéc dinh danh c4c cOng ti€n trinh
va qui udc s6 hiéu cOng tlr 1-1023 dugc st dung cho cac ti€n trinh chuén (nhu
FTP qui udc st dung cOng 21, dich vu WEB qui udc cng 80, dich vu gUi thu
SMTP cOng 25...) sO hiéu c6ng tUr 1024- 65535 danh cho cac Ung dung cla
ngudi ding. Nhu vay mOt cOng két hgp vGi mot dia chi IP tao thanh m&t socket
duy nhat trong lién mang. MOt két nGi TCP dugc cung cap nhG moOt lién két
logic gilta mOt cdp socket. MOt socket c6 thé€ tham gia nhiéu lién két vdi cac
socket & xa khac nhau. Trudc khi truyén d(r liéu gilta hai tram can phai thiét 1ap
mOt lién két TCP gilta chiing va khi két thic phién truyén d{r liéu thi lién két d6
sé dugc gidi phong.

Hinh 5.14: Socket

Qua trinh thi€t 1ap mOt socket v3i cac 10i goi hé thong dugc mo ta nhu

sau: server thi€t 1ap mOt socket v&i cac thong sO ddc ta cac thU tuc truyén thong

nhu (TCP, UDP, XNS...) va cac ki€u truyén théng (SOCK_STREAM,
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SOCK_DGRAM...), sau d6 lién két t&i socket ndy cac thong s v€ dia chi nhu
IP va cac cOng TCP/UDP sau d6 server & ché d6 chd va chap nhan két ndi dén



tU client.

1.3. Phuong thirc hoat déng va dac di€m cua dich vu Proxy

1. Phuong thirc hoat dbng

Dich vu proxy dugc trién khai nham muc dich phuc vu cac két n6i tir cac

may tinh trong mang dung riéng ra Internet. Khi ding ky st dung dich vu
internet t&i nha cung cap dich vu, khach hang s€ dugc cap hitu han s6 lugng dia
chi IP tUf nha cung cap, s6 lugng IP nhan dugc khong dU d€ cap cho cac méay
tinh tram. Mdt khéc v&i nhu cau két n6i mang dung riéng ra Internet ma khdng
mudn thay doi lai cau tric mang hién tai déng thGi mubn gia tang khd nang thi
hanh clla mang qua mOt két noi Internet duy nhat va muOn ki€m soat tat ca cac
théng tin vao ra, mudn cap quyén va ghi lai cac thong tin truy cap cla ngudi st
dung... Dich vU proxy dap Ung dugc tat cd cac yéu cau trén. Hoat dOng trén co
s& md hinh client-server. Qud trinh hoat ddng cUa dich vU proxy theo cac budc
nhu sau:

Hinh 5.15: Hoat d0ng cUa dich vu Proxy

1 Client yéu cau moOt doi tuong trén mang Internet

1 Proxy server ti€p nhan yéu cau, ki€m tra tinh hop 1€ ciing nhu thuc hién

vi€c xac thuc client n€u thGa man proxy server glii yéu cau doi tuong nay t&i
server trén Internet.

1 Server trén Internet glti dOi tU'gng yéu cau vé cho proxy server.

1 Proxy server gUi trd d6i tugng vé cho client

Ta c6 thé thiét 1ap proxy server d€ phuc vu cho nhiéu dich vu nhu dich

vu truyén file, dich vu web, dich vu thu dién t{r...M6i mot dich vu can c6 mbt
proxy server cuU thé d€ phuc vu cac yéu cau dac thu cla dich vu dé tU cac client.
Proxy server con c6 th€ dugc cdu hinh d€ cho phép quang ba cac server

thudc mang trong ra ngoai Internet v4i mUc d0 an toan cao. Vi du ta c6 thé thiét
1ap mOt web server thulc mang trong va thiét 1&p cac qui tac quang ba web trén
proxy server dé cho phép quang b4 web server ndy ra ngoai Internet. Tat cd cac
yéu cau truy cap web dén duogc chap nhan bdi proxy server va proxy server sé&

thuc hién viéc chuyén ti€p yéu cau tdi web server thudc mang trong (hinh 5.16)
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Hinh 5.16: Hoat dOng cua dich vu Proxy

Cac client dugc t6 chlc trong mOt cau triic mang goi 1a mang trong

(Inside network) hay con goi la mang dung riéng. IANA (Internet Assigned
Numbers Authority) da danh riéng 3 khodng dia chi IP tuong Ung vGi 3 16p
mang tiéu chudn cho c4c mang ding riéng do 1a:

10.0.0.0 - 10.255.255.255 (16p A)

172.16.0.0 - 172.31.255.255 (16p B)

192.168.0.0 - 192.168.255.255 (16p C)

Cac dia chi nay st dung cho céc client trong mang dung riéng ma khong

dugc gan cho bat c(* may chU nao trén mang Internet. Trong viéc thi€t k& va
cau hinh mang dung riéng khuy€n nghi nén st dung cac khodng dia chi IP nay.
Khéi niém mang ngoai (Outside network) 1a d€ chi viing ma cac server

thuQc vao. Cac dia chi s dung trén mang ndy 1a c4c dia chi IP dugc dang ky
hagp 1é cla nha cung cap dich vu Internet.

Proxy server sU dung hai giao ti€p, giao ti€p mang trong va giao ti€p

ngoai. Giao ti€p trong di€n hinh la cac cac mang st dung cho viéc két n6i gilta
proxy server v0i mang ding riéng va c6 dia chi dugc gan 1a dia chi thudc mang
diing riéng. Tat ca céc thong tin gilta client thuOc mang dung riéng va proxy
server dugc thuc hién thong qua giao ti€p ndy. Giao ti€p ngoal thudng bang cac
hinh th(c truy cap gian ti€p qua mang dién thoai cong cOng va qua cac mang



bang két ndi truc ti€p téi mang ngoai. Giao ti€p ngoai dugc gan dia chi IP
thuGc mang ngoai dugc cung cap hdp 1€ bdi nha cung cép dich vu Internet.

2. Ddc diém

Proxy Server k€t n0i mang dung riéng v4i mang Internet toan cau va

cling cho phép cac may tinh trén mang internet c6 thé truy cap céc tai nguyén
trong mang dung riéng.

Proxy Server ting cuOng khd ning két noi ra Internet cUa cdc mdy tinh

trong mang dung riéng bang cach tap hop cac yéu cau truy cap Internet tir cac
may tinh trong mang va sau khi nhan dugc két qud ti Internet sé trd 10i lai cho
may c6 yéu cau ban dau.

Ngoai ra proxy server con c6 kha ning bdo mat va ki€m soat truy cap

Internet cUla cdc may tinh trong mang dung riéng. Cho phép thi€t dat cac chinh
sach truy cap tdi tUng ngudi dung.
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Proxy server luu tr(f tam th0i cac két qua da dugc 1ay tU Internet vé

nham trd 10i cho cac yéu cau truy cdp Internet vGi ciing dia chi. Viéc luu tr(r
ndy cho phép cac yéu cau truy cap Internet v4i cing dia chi sé khong can phai
18y lai két qua tU Internet, 1am gidm thdi gian truy cap Internet, ting cUGng hoat
dOng clla mang va gidm tai trén dudng két ndi Internet. Cac cong viéc luu trr
nay goi la qua trinh cache.

1.4. Cache va cac phuong thirc cache

Nham ting cuOng khd ning truy cap Internet tUf cAc may tinh tram trong

mang sU dung dich vu proxy ta st dung cac phuong thlc cache. Dich vU proxy
st dung cache dé€ 1uu tr(f ban sao cla cac dOi tugng da dugc truy cap trudc dé.
Tat cd cac doi tuong déu c6 thé dugc luu trlf (nhu hinh dnh va cac tép tin), tuy
nhién mét s6 d6i tugng nhU yéu cau xac thuc (Authenticate) va sit dung SSL
(Secure Socket Layer) khong dugc cache. Nhu vay véi cac dOi tugng da duoc
cache, khi mOt yéu cau tU mOt mdy tinh tram t&i proxy server, proxy server

thay vi két n0i t&i dia chi ma mdy tinh tram yéu cau sé tim kiém trong cache
cac doi tugng thod mén va gUi trd két quad vé may tinh tram. Nhu vay cache cho
phép cdi thién hiéu nang truy cap Internet cUa cdc may tram va lam gidm luu
1ugng trén duong két noi Internet. Van dé gap phai khi st dung cache 1a khi céc
doi tuong dugc cache c6 su thay dbi tlr nguOn cac may tinh tram yeu cau mot
doi tugng tdi proxy server, proxy server 1dy doi tugng trong cache d€ phuc vu
va nhu vay thong tin chuyén t&i cac may tinh tram la théng tin cii so v&i nguln,
dé€ gidi quy€t van dé nay can phai c6 cac chinh sach d€ cache cac dOi tuQng
dong thdi cac doi tugng phai lién tuc dugc cap nhat mdi. Vi du: thong thudng
mOt dia chi WEB thi c4c doi tuong vé& hinh dnh it c6 su thay dGi con ndi dung
text thudng c6 su thay doi do d6 ta c6 thé thiét dat chi cache nhitng dbi tugng
hinh dnh, nhitng doi tugng cé ndi dung text thi khéng cache, di€u nay khong
anh huéng tGi hiéu suat truy cap vi cac tap tin v€ hinh dnh thudng cé kinh
thudc rat 16n so vdi cac doi tuong c6 ndi dung text, vi€c cap nhat cac doi tugng
nhu thé nao phu thudc vao cac phuong thlc cache ma ta sé trinh bay dudi day.
Proxy server thuc thi cache cho céc doi tugng dugc yéu cau mot cach cé

chu ky d€ ting hiéu sudt clla mang. Ta cé thé thiét 1&p cache d€ ddm bao rang
n6 bao gdm nhiing dit liéu thudng hay céc client st dung nhat. Proxy server c6
th€ s dung cho phép thong tin gilta mang dung riéng va Internet, viéc théng

tin c6 thé€ 1a client trong mang truy cdp Internet-trong truGng hop ndy proxy
server thuc hién Forward caching, cling c6 thé 1a client ngoai truy cap t&i mang
trong (t&i cic server dugc quang bé)-trong truGng hgp nay proxy server thuc
hién reverse caching. C3 hai truOng hop déu c6 dugc ti khd ning cla proxy



server 1a 1uu tr(f thong tin (tam thoi) 1am cho viéc truy€n thong théng tin dugc
nhanh hon, sau day 1a cac tinh chat cUa cache proxy server:

- Phén cache: khi cai dat mOt mang cac may proxy server ta sé thiét 1ap dugc
vi€c phan phOi ndi dung cache. Proxy server cho phép ghép nhiéu hé thGng
thanh mot cache logic duy nhat.

- Cache phan cdp: Kha nang phan phoi cache con c6 thé chuyén sau hon bang
cach cai dat ché do cache phan cap lién két mot loat cdc mdy proxy server véi
nhau dé€ client c6 thé truy cap tdi gan chiing nhat.
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- Cache dinh ky: s& dung cache dinh ky ndi dung download déi véi cac yéu cau
thudng xuyén cla céc client

- Reverse cache: proxy server c6 th€ cache céc ndi dung cUa céc server quang ba
do d6 ting hiéu suat va kha ning truy cap, moi dac tinh cache cUa proxy server
déu c6 thé &p dung cho ndi dung trén cac server quang ba.

Proxy server c6 thé dugc tri€n khai nhu m6t Forward cache nham cung

cap tinh ning cache cho céc client mang trong truy cap Internet. Proxy server
duy tri b0 cache tap trung cla cac dOi tugng Internet thudng dugc yéu cau cé
thé€ truy cap tU bat ky trinh duyét tU may client. Cc doi tugng phuc vu cho cac
yéu cau tU cac dia cache yéu cau tac vu x(r Iy nhd hon dang ké so véi cac doi
tugng tU Internet, viéc nay ting cudng hiéu sudt cla trinh duyét trén client,
gidm thoi gian hoi dap va gidm viéc chi€m bing thong cho két ndi Internet.
Hinh vé sau mé ta proxy server x(r ly cac yéu cau clla ngudi ding ra sao (hinh
6.17)

Hinh 5.17: Hoat d0ng cua dich vu Proxy

Hinh trén mo ta qua trinh c4c client trong mang dung riéng truy cap ra

ngoai Internet nhung ti€n trinh nay cﬁng tuong tu déi vGi cac cache reverse
(kh1 ngUdi dung trén Internet truy cap vao cac Server quang ba) cac budc bao
gbm;

1 Client 1 yéu cau mOt dOi tugng trén mang Internet

2 Proxy server ki€m tra xem dOi tugng c6 trong cache hay khong. N&u doi
tuong khong c6 trong cache cla proxy server thi proxy server gUi yéu cau doi
tuong tdi server trén Internet.

3 Server trén Internet gUi doi tu‘dng yéu cau vé cho proxy server .

4 proxy server gi(t ban copy cUa ddi tugng trong cache cla né va trd doi
tuong vé cho clientl

5 Client 2 gUti mOt yéu cau vé doi tugng tuong ty

6 Proxy server glticho client 2 d0i tugng tU cache cUa né ch(r khong phai

tU Internet n(ra.
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Ta c6 thé€ trién khai dich vu proxy d€ quang ba cac server trong mang

dung riéng ra ngoai Internet. Vi cac yéu cau dén, proxy server c6 thé déng vai
tro nhu 1a mot server bén ngoai, dap Ung cac yéu cau cUa client tU cac n6i dung
web trong cache cUa né. Proxy server chuy€n tiép cac yéu cau cho server chi
khi nao cache cUa n6 khong th€ phuc vu yéu cau dé (Reverse cache)

Lua chon cac phuong thlc cache dua trén cac yéu tO: khong gian 0 cling

st dung, dOi tuong nao dugc cache va khi nao cac d6i tugng nay sé& dugc cap
nhat. V& co ban ta cé hai phuong thiic cache thu ddng va ch dOng.

Phuong thUc Cache thu ddng (passive cache): Cache thu dong luu tr(r

cac d6i tuong chi khi cac may tinh tram yéu cau téi doi tugng. Khi mot dbi
tugng dudgc chuyén téi mdy tinh tram, may chl Proxy xac dinh xem d0i tugng



nay c6 thé cache hay khong néu c6 thé doi tuong sé dugc cache. Cac dbi tugng
chi dugc cap nhat khi c6 nhu cau. B6i tuong sé bi xoa khoi cache dua trén thoi
di€m gan nhat ma cac mdy tinh tram truy cap tGi dOi tugng. Phuong thlic nay
c6 10i ich 1a s dung it hon b x(r Iy nhung tOn nhi€u khéng gian 6 dia hon
Phuong thlc Cache chU ddng (active cache): Ciing giéng nhu phuong

thUrc cache thu dOng, Cache chU dOng luu tr(t cac dOi tugng khi cac may tinh
tram ra yéu cau téi mot doi tugng may chll Proxy dap Ung yéu cau va luu doi
tuong nay vao Cache. Phuong thUic nay tu dOng cap nhat cac doi tugng tr
Internet dua vao: sO lugng yéu cau doi vdi cac doi tugng, dOi tugng thudng
xuyén thay dOi nhu th€ nao. Phuong thlc nay sé tu dOng cap nhat cac doi tuong
khi ma may chU Proxy dang phuc vu ¢ mUc d0 thap va do d6 khong dnh hudng
dén hiéu sudt phuc vu cadc mdy tinh tram. D06i tuong trong cache sé bi xo4 dua
trén cac thong tin header HTTP, URL.

2. Tri€n khai dich vu proxy

2.1. Cac mé hinh két ndi mang

POi tugng phuc vu cla proxy server kha r0ng, tU mang van phong nho,

mang vdn phong vUa t6i mang cUa cac tap doan 16n. Vi mOi quy mo t6 chirc
sé c6 mOt cau tric mang st dung proxy server cho phit hgp. Sau day ching ta
sé xem xét mOt sO mo hinh co ban dbi véi mang c¢d nhd, mang cd trung binh va
mang tap doan 1én. Trong d6 chiing ta s€ di sdu vao md hinh th( nhat danh cho
mang van phong nhd bdi né phit hgp quy mé t6 chifc clia cac cong ty vira va
nho tai Viét nam.

M6 hinh mang van phong nho:

- Bao gOm mOt mang LAN ddc 1ap.

- SO dung giao thUc IP.

- K&t n6i Internet bang dudng thoai (qua mang dién thoai cong cOng bang cac
hinh th(rc quay dial-up hay st dung cong nghé ADSL) hodc dudng truc ti€p
(Leased Line).

- It hon 250 may tinh tram.

M5 hinh két n6i mang nhu hinh vé (hinh 5.18)
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Hinh 5.18: M6 hinh két n6i mang

Theo mé hinh nay, véi m0i phuong thlc két noi Internet Proxy server st dung
02 giao ti€p nhu sau:

- K&t noi Internet bang dudng thoai qua mang PSTN:

+ 01 giao ti€p v4i mang ndi bd théng qua card mang.

+ 01 giao ti€p vai Internet thong qua Modem.

- K&t noi Internet bang dudng truc tiép (Leased Line)

+ 01 giao ti€p v6i mang ndi bo thdng qua card mang

+ 01 giao ti€p vai Internet thong qua card mang khéc. Lic nay bang dia chi ndi
b6 (LAT-Local Address Table) dugc xdy dung dua trén danh sach dia chi IP
mang noi bo.

MBb hinh két n6i mang c& trung binh

DPac trung cUa mang van ph(‘)ng c@ trung binh nhu sau:

- Vian phong trung tdm v&i mOt vai mang LAN

- M0i vin phong chi nhanh cé6 mét mang LAN.

- SU dung giao thUc IP.

- K&t n6i bang dudng thoai tUr vin phong chi nhanh tdi vin phong trung tam.

- K&t n6i Internet tir van phong trung tim tGi ISP bang dudng thoai hodc dudng
truc ti€p (Leased Line).

- {t hon 2000 may tinh tram



Mo hinh mang nhu hinh 5.19. Theo mé hinh nay, van phong chi nhanh

st dung mOt may chl Proxy cung cap khd ning luu trlf thong tin n0i bO (local
caching), quan tri két ndi va ki€m soat truy cap tdi van phong trung tam. Tai
van phong trung tam, mOt s& may chl Proxy hoat dOng theo kién triic mang
(array) cung cap khd ning bdo mat chung cho todn mang, cung cap tinh ning

luu tr(t thong tin phan tan (distributed caching) va cung cap két n6i ra Internet.
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Hinh 5.19: M6 hinh két n6i mang

Mo hinh két n6i mang tap doan 16n

Mang cUa céc tap doan 18n c6 dac trung nhu sau:

- Vin phong trung tdm c6 nhiéu mang LAN va c6 mang truc LAN.

- C6 vai van phong chi nhanh, m0i vin phong chi nhanh c6 mOt mang LAN.
-Su dung giao thUc mang IP.

- K&t ndi bang dUCng thoai tU cac van phong chi nhéanh t&i van phong trung tam.
- K&t n6i Internet tir van phong trung tim tGi ISP bang dudng dudng truc tiép
(Leased Line).

- C6 nhi€éu hon 2000 may tinh tram.

Mo hinh mang nhu hinh 5.20. Theo m6 hinh nay mang tai cac van

phong chi nhénh ciing cdu hinh tuong ty nhu ddi véi mé hinh cac van phong c&
trung binh. Céc yéu cau két noi Internet khong dugc dap Ung bdi cache ndi bd
tai may chul Proxy cUa van phong chi nhanh s& dugc chuyén t&i mot loat may
chU Proxy hoat d&ng theo ki€n triic mang tai van phong trung tdm. Tai van
phong trung tdm cac mdy chU Proxy sU dung 02 giao ti€p mang (card mang)
trong d6 01 card mang giao ti€p v4i mang truc LAN va 01 card mang giao ti€p
v6i mang LAN thanh vién.
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Hinh 5.20: Mb hinh két n6i mang

2.2. Thi€t 1ap chinh sach truy c@p va cac qui tac

1..Cdc qui tac.

Ta c6 thé thiét 1ap proxy server d€ dap Ung cac yéu cau bdo mat va van

hanh bang cach thiét 1&p cac qui tac d€ xéac dinh xem liéu ngudi ding, may tinh
hodc Ung dung c6 dugc quyén truy cap va truy cap nhu thé nao t&i may tinh
trong mang hay trén Internet hay khong. Thong thuOng mot proxy server dinh
nghia cac loai qui tac sau: Qui tac vé chinh sach truy nhap, qui tac ve bang
thong, qui tac vé chinh sach quang bé, cac dac tinh 1oc géi va qui tac vé dinh
tuy€n va chuOi (chaining).

Khi mOt client trong mang yéu cau mOt dOi tugng proxy server s€ xU ly

céc qui tac d€ xac dinh xem y&u cdu dé6 c6 dugc xac dinh chdp nhan hay khong.
Tuong tu khi mOt client bén ngoai (Internet) yéu cau rnOt doi tugng tu mOt
server trong mang, proxy server c{ng xU Iy cac b0 qui tac xem yéu cau c6 dugc
cho phép khong.

Cdc qui tdc cUa chinh sdch truy nhdp:Ta c6 th€ st dung proxy server dé

thi€t 1ap chinh sach bao gbm cac qui tac vé giao thic, qui tac vé ndi dung. Cac
qui tac giao th(c dinh nghia giao thUc nao c6 thé€ s dung cho thong tin gi(ra
mang trong va Internet. Qui tac giao thiic s& dugc xUr 1y & mUc Ung dung. Vi du
mOt qui tac glao th{c c6 thé cho phep cac Client s dung giao thUc HTTP. Cac
qui tac vé nbi dung qui dinh nhu‘ng nQi dung nao trén cac site nao ma client c6
thé truy nhap Cac qui tac nbi dung cung dugc xU 1y ¢ mUc u'ng dung. Vidu
mOt qui tac vé ndi dung c6 thé cho phép cac client truy nhap téi bat ky dia chi
nao trén Internet.
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Qui tac bédng thong: Qu1 tac bang thong xéc dinh két ndi ndo nhan dugc

quyen Uu tién. Trong viéc diéu khién bang thong thucmg thi proxy server khong
gidi han d6 rOng bang thong. Hon n{ta n6 cho biét chat lugng dich vu (QoS)
dugc cap phat Uu tién cho cac k€t n6i mang nhu thé nao. ThuOng thi bat ky két
ndi ndo khong cé qui tac v€ bang théng kém theo s& nhan dugc quyén Uu tién
ngam dinh va bat ky két ndi nio c6 qui tac bang thong di kem s& dugc sa

vGi quyén Uu tién hon quyén Uu tién ngam dinh.

Cdc qui tac vé chinh sdch qudng bd: Taco thé su durlg proxy server dé

thi€t 1ap chinh séch quang b4, bao gbm céc qui tac quang ba server va qui tac
quang ba web. Céac qui tac qudng ba server va web l0c tat cd cac yéu cau dén tlr
cac yéu cau cUa client ngoai mang (internet) t&i c4c server trong mang. Cac qui
tac quang ba server va web sé dua cac yéu cau dén cho cic server thich hop
phia sau proxy server.

Ddc tinh loc géi: Pac tinh 10c géi cla proxy server cho phép di€u khién

lubng cac géi IP dén va di tU proxy server. Khi 10c géi hoat ddng thi moi goi
trén giao di€n bén ngoai déu bi rét 1ai, trir khi ching dugc hoan toan cho phép
hodc 1a mOt cach c6 dinh bang cac bd 1oc géi IP, hodc 1a mOt cach ddng bang
cac chinh sach truy cap hay quang ba. Tham chi néu ban khong d€ 1oc géi hoat
dOng thi truyen thong gilta mang Internet va mang cuc b6 dugc cho phép khi
nao ban thiét lap 0] rang cac qui tac cho phép truy cap Trong hau hét cac
trudng hop, viéc mé cac cOng dOng thudng dugc st dung hon. Do d6, ngudi ta
thuOng khuy€n nghi rang ban nén thiét 1ap cac qui tac truy cap cho phép client
trong mang truy nhap vao Internet hodc cac qui tac quang béa cho phép client
bén ngoai truy nhap vao cac server bén trong. D6 la do cac bd 1oc gbi IP mG
mOt cach c0 dinh nhu‘ng chinh sach truy nhap va qui tac quang ba lai m& cac
cOng ki€u dOng. Giad sUf ban muln cap quyén cho moi ngudi dung trong mang
truy cap tdi cac site HTTP. Ban khong nén thi€t 1ap mOt bd 1oc gbi IP d€ ma
cOng 80. Nén thiét 1ap qui tac vé site, nOi dung va giao thiic can thiét d€ cho
phép viéc truy nhap nay. Trong mOt vai truOng hgp ta s€ phdi st dung céac 10c
g6i IP, vi du nén thi€t 1ap cac 1oc géi IP n€u ta mudn quang bé cac Server ra
bén ngoai.

Qui tac dinh tuyén va cdu hinh chqu proxy (chammg) thu‘Ong la qu1 tac
dugc ap dung sau cting d€ dinh tuyen cac yéu cau cUa client t6i mot server da
dudgc chi dinh dé phUC vU cac yéu cau dé.

2. X&' Iy cdc yéu cau di

MOt trong cac chlic ning chinh cUa proxy server 1a kha ning két noi

mang dung riéng ra Internet trong khi bdo vé mang khoi nhling ndi dung c6 ac
y. D& thudn tién cho viéc ki€m soat két ndi nay, ta dung proxy server d€taora
mOt chinh sach truy cap cho phép cac client truy cap tdi cac server trén Internet
cu thé&, chinh sach truy cap cung vGi cac qui tac dinh tuy€n quyét dinh cac
client truy cap Internet nhu' thé nao.

Khi Proxy server xUr ly mOt yeu cau di, proxy server ki€m tra cac qui tac

dinh tuy€n céc qui tac vé ndi dung va cac qui tac giao thltc d€ xem xét V1ec truy

cap c6 dudc phép hay khong. Yéu cau chi dugc cho phép néu ca quy tac giao
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thlc, qui tac ndi dung va site cho phép va néu khong mot qui tac nao tUr ch6i
yéu cau. ]

MOt vai qui tac c6 th€ dugc thi€t 1ap dé dp dung cho céc client cy thé.
Trong tr'Ong hop ndy, cac client c6 thé dugc chi dinh hodc 1a bang dia chi IP

p x€p



hodc bang user name. Proxy server x(f ly cdc yéu cau theo cach khac nhau phu
thudc vao ki€u yéu cau cla client va viéc thiét 1ap proxy server.VGi mot yéu
cau, cac qui tac duge x(r 1y theo th( tu nhu sau: qui tac giao thirc, qui tac ndi
dung, cac loc goi IP, qui tac dinh tuyén hodc cau hinh chubi proxy.

Hinh dudi dua ra qué trinh xU ly doi v6i mOt yéu cau di (hinh 5.21)

Hinh 5.21: Qud trinh xU ly dGi v0i mOtyeu cau di

Trudc tién, Proxy server ki€m tra cac qui tac giao thUc, proxy server

chap nhan yéu cau chi khi mét qui tac giao thlic chap nhan mot cach cu thé yéu
cau va khong moOt qui tac giao thlc nao tir chéi yéu cau dé.

Sau d6, proxy server ki€m tra cac qui tac vé ndi dung. Proxy server chi

chap nhan yéu cau néu mot qu1 tac v€ noi dung chap nhén yéu cau va khong c6
mOt qui tac vé ndi dung nao tUr choi né.

Ti€p dén proxy server ki€m tra xem li€u c6 mot bd 1oc géi IP nao dugc

thi€t 1ap d€ loai bd yéu cau khong d€ quyét dinh xem li€u yéu cau c6 bj tir chéi.
Cu0i cling, proxy server ki€m tra qui tac dinh tuyén d€ quyét dinh xem yéu cau
dugc phuc vu nhu thé nao.

Gia sU cai dat mot proxy server trén mOt may tinh v6i hai giao ti€p két

noi, mot két nd i v&i Internet va mOt két nOi vao mang dung riéng. Ta sé cho cac
chi dan d€ cho phép tat cd client truy cap vao tat ca cac site. Trong truong hgp
nay, chinh sach truy nhdp chi la cac qui tdc nhu sau: mOt qui tac vé giao thiic
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cho phép tat ca cac client str dung moi giao thlc tai tat ca céc thdi diém Mot
qu1 tac vé nbi dung cho phép tat cd moi ngucn truy cap tGi moi n6i dung trén tat
cd cac site G tat ca cac thoi di€ém ndo. Luu y rang qui tac nay cho phep cac
client truy cap Internet nhung khong cho cac client bén ngoai truy cap vao

mang cUa ban.

3. XU Iy cdc yéu cau dén

Proxy server c6 thé dugc thi€t 1ap dé€ cac Server bén trong c6 thé truy

cép an toan dén tU cac client ngoai. Ta c6 th€ st dung proxy server d€ thiét 1ap
mOt chinh sdch quang b an toan cho cac Server trong mang. Chinh sach quang
ba (bao gOm cac b 1oc goi IP, cac qui tac quang ba Web, hodc qui tdc quang

bé Server, ciing v&i cac qui tac dinh tuy€n) sé quyét dinh cac Server dugc

quang ba nhu thé nao.

Khi proxy server x(t Iy mOt yéu cau xudt phat tUr mOt client bén ngoai,

no6 sé ki€m tra cac bO 1oc géi IP, cac qui tac quang b va cac qui tac dinh tuyén
dé€ quyét dinh xem liéu yéu cau c6 dugc thuc hién hay khong va Server trong
nao s& thuc hién cac yéu cau doé.

Hinh 5.22: XU ly cdc yéu cau dén

Gid sUrrang da cai dat Proxy server v0i hai giao tlep két n6i, mot két noi

tGi Internet va m&t két ndi vao mang dung rleng Néu loc géi hoat dOng va sau
d6, b0 1oc goi IP tir choi yeu cau thi yeu cau sé bj tUr chOi. Néu cac qui tac
quang ba web tlr chdi yéu cau thi yéu cau ciing bi loai bé. Néu m0t qui tac dinh
tuy€n dugc thiét 1ap yéu cau dugc dinh tuy€n t&i mOt Server upstream hodc mot
site chUl k€ phién thi Server dugc xéc dinh d6 sé x(t 1y yéu cau. Néu mot qui tac
dinh tuy€n chi ra rang cac yéu cau dugc dinh tuy€n tGi mOt Server cu thé thi
web Server trong sé trd vé doi tugng.

2.3. Proxy client va cac phuong thttc nhan thuc
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Chinh sach truy nhap va cc qui tdc quang ba cla Proxy server cé thé

dudgc thiét 1&p d€ cho phép hodc tir ch6i mOt nhém may tinh hay mOt nhém cac



nguoi ding truy nhap t&i mOt server nao dé. Néu qui tac dugc ap dung riéng
v0i cac ngudi diing, Proxy server sé ki€m tra cac dac tinh yéu cau d€ quyét
dinh ngudi ding dugc nhan thyuc nhu thé nao.

Ta c6 thé thiét 1ap cac thong sO cho cac yéu cau thong tin di va dén dé

nguoi dung pha1 dugc proxy server nhén thuc trudce khi x(r 1y cac qui tac. Viéce
nay dadm bdo rang cac yéu cau chi dugc phép néu nguoi dung dua ra cac yéu
cau da dugc xac thuc. Ban ciing c6 thé€ thiét 1ap cac phuong phap nhén thuc
dugc st dung va c6 thé thiét 1ap cac phuong phap nhan thuc cho cac yéu cau di
va yéu cau dén khac nhau. V& co badn mOt Proxy server thudng ho trg cac
phuong phap nhan thuc sau day: phuong thlc nhan thuc co ban., nhan thuc
Digest, nhan thuc tich hgp Microsoft windows, chUng thuc client va chUng

thuc server.

Dam bao rang cac chuong trinh proxy client phai hé trg mét trong cac

phuong phap nhan thuc ma proxy server da dua ra. Trinh duyét IE 5 tr& 1én ho
trg hau hét cac phuong phap nhan thuc, mot vai trinh duyét khac c6 thé chi hd
trg phuong phap nhan thuc cd ban. Pam bdo rang cac trinh duyét client c6 thé
ho trg it nhat mot trong s6 cac phuong phap nhén thuc ma Proxy server h0 trg.
1. Phu'ong phdp nhén thuc co ban.

Phuong phap nhan thuc nay gUi va nhan céc thong tin v€ ngudi dung 1a

cac ky tu text dé dang doc dugc. Thong thuOng thi cac thong tin v€ user name
va password s€ dugc ma hoa thi trong phuong phap nay khéng c6 sy ma hod
nao dugc s dung. Ti€n trinh nhan thuc dugc mo td nhu sau, proxy client nhac
ngudi dung dua vao username va password sau d6 thong tin nay dugc client

g cho proxy server. Cu0i cling username va password dugc ki€m tra nhu 1a
mOt tai khodn trén proxy server.

2. Phuong phdp nhén thuc Digest.

Phuong phép nay c6 tinh chat tuong tu nhu phuong phap nhan thuc co

ban nhung khéc & viéc chuyén cac thong tin nhan thuc. Cac théng tin nhén thuc
qua mOt ti€n trinh xU ly mOt chi€u thudng dugc biét véi céi tén 1a "hashing".
K&t qua cUa tién trinh nay goi 1a hash hay message digest va khong thé€ gidi ma
ching. Théng tin gOc khong th€ phuc héi tU hash. Céc théng tin dugc b6 sung
vao password trudc khi hash nén khéng ai c6 thé bat dugc password va st dung
chting d€ gid danh ngudi dung thuc. Cac gia tri dugc thém vao d€ gidip nhan
dang nguoi dung. MOt tem thdi gian ciing dudc thém vao d€ ngan can ngudi
dung s dung mOt password sau khi n6 da bi huy. Pay 1a mOt uu diém 16 rang
so v3i phuong phap nhan thuc co ban béi vi ngudi ding bat hgp phap khong
thé€ chan bat dugc password.

3. Phuong phdp nhén thuc tich hop.

Phuong phap ndy dugc st dung tich hgp trong cc sdn pham cla

Microsoft. Pay ciing 1a phuong phéap chudn cla viéc nhén thuc bdi vi username
va password khong dugc gli qua mang. Phuong phap ndy st dung hodc giao
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thUc nhan thuc V5 Kerberos hodc giao thlc nhan thuc challenge/response cUa
no.

4. Chlng thuc client va chlng thuc server

Ta c6 th€ s dung céc dac tinh cla SSL d€ nhan thuc. Ching thuc duoc

st dung theo hai cach khi mOt client yéu cdu mot doi tugng tU server: server
nhén thuc chinh né bang cach gi di mo6t chiing thuc server cho client. Server
yéu cau client nhan thuc chinh né (Trong truOng hop nay client phadi dua ra mot
chung thuyc client phut hQp tdi server).

SSL nhan thuc bang cach ki€ém tra ndi dung cla mOt chig thuc s6 dugc



ma hoda do proxy client dé trinh 1én trong qud trinh ding nhap (Cac ngudi ding
c6 thé c6 dugc cac chlmg thuc s6 tUr mot t6 chilfc ngoai c6 dd tin tudng cao).
Cac chUng thuc vé server bao gdm cac thong tin nhan biét v€ server. Cac chlng
thuc vé client thuOng gdm cac thong tin nhan biét vé ngudi dung va td chifc
dua ra chUng thuc do

ChUmng thuc client: Néu ching thuc client dugc Iua chon 1a phuong thic

x4c thuc thi proxy server yéu cau client glti chUng thuc dén trude khi yéu cau
mOt dOi tugng. Proxy server nhan yéu cau va gli moOt chiing thuc cho client.
Client nha&n ching thuc nay va ki€m tra xem c6 thuc 1 thuOc vé proxy server .
Client gUi yéu cau cUa né cho proxy server, tuy nhién proxy server yéu cau mot
chUing thuc tU client ma da dugc dua ra truGe dé. Proxy server ki€m tra xem
chiing thuc c6 thuc su thudcc vé client dugc phép truy cap khong.

ChUing thuc server: Khi mOt client yéu cau moét doi tugng SSL tUr mot

server, client yéu cau server phai nhan thuc chinh né. Néu proxy server két
thic m6t két ndi SSL thi sau d6 proxy server s& phai nhan thuc chinh né cho
client. Ta phai thi€t 1&p va chi dinh cac ching thuc v€ phia server d€ st dung
khi nhan thuc server cho client

5. Nhén thuc pass-though

Nhan thuc pass-though chi dén khd ning cUa proxy server chuy€n théng

tin nhan thuc cla client cho server dich. Proxy server h6 trg nhan thuc cho ca
cac yéu cau di va dén. Hinh vé& sau mé td truGng hgp nhan thuc pass-though.
Hinh 5.23: Nhén thuc pass-though

Client gUi yéu cau 1ay mOt dOi tugng trén mOt web server cho proxy

server. Proxy server chuy€n yéu cau nay cho web server, bat dau tlr day viéc

nhan thuc qua cac budc sau:
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1 Webserver nhan dugc yéu cau 1dy d6i tugng va dap lai rang client can phai
nhén thuc. Web server ciing chi ra cac ki€u nhén thuc dugc ho tro.

2 Proxy server chuy&n yéu cdu nhan thuc cho client

3 Client ti€p nhan yéu cau va trd cac thong tin nhan thuc cho proxy server

4 Proxy server chuy&n lai théng tin d6 cho web server

5 TU lic nay client lién lac truc ti€p vGi web server

6. SSL Tunneling.

V@i dudng ham SSL, mét client c6 thé thiét 1ap mOt dudng ham qua

proxy server truc ti€p tdi server yeu cau vdi cac doi tugng yéu cau 1la HTTPS.
Bat c( khi ndo client yéu cdu mot déi tugng HTTPS qua proxy server né st
dung dudng ham SSL. Pudng ham SSL 1am viéc bdi su ngam dinh cac yéu cau
di tdi cac cOng 443 va 563.

Hinh 5.24: SSL Tunneling.

Tién trinh tao dudng ham SSL dugc mé ta nhu sau:

1 Khi client yéu cau m6t doi tugng HTTPS tU mOt web server trén

Internet, proxy server gii mOt yéu cau két ndi https://URL_name

2 Yéu cau ti€p theo dugc gUi tGdi cOng 8080 trén may proxy server

CONNECT URL_name:443 HTTP/1.1

3 Proxy server két nGi t&i Web server trén cOng 443

4 Khi mOt két ndi TCP duoc thi€t 1ap, proxy server tra lai két ndi da dugc
thiét 1ap HTTP/1.0 200

5 TU day, client thong tin truc ti€p vGi Web server bén ngoai

7. SSL bridging.

SSL brldgmg dé cap dén khd ning cla Proxy server trong viéc ma héa

hodc gidi ma cac yéu cau cla client va chuyé€n cac yéu cau nay tdi server dich.



Vi du, trong truOng hop quang ba (hodc reverse proxy), proxy server c thé
phuc vu mOt yéu cau SSL cUa client bang cach cham ddt két ndi SSL véi client
va m& lai mOt két ndi mabi vGi web server. SSL bridging dugc st dung khi
proxy server két thic hodc khéi tao mOt két ndi SSL.
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Khi mOt client yéu cau moOt doi tugng HTTP. Proxy server ma héa yéu

cau va chuyén ti€p né cho web server. Web server trd vé d6i tugng da ma hoa
cho proxy server. Sau do [Proxy server gidi ma doi tuong va gUi lai cho client.
No6i mOt cach khac cac yeu cau HTTP dugc chuyén t1ep nhu cac yeu cau SSL.
Khi client yéu cdu mOt doi tugng SSL. Proxy server gidi ma yéu cau, sau

d6 ma héa lai mOt 1an nlfa va chuyén ti€p né tdi Web server. Web server trd vé
doi tugng ma héa cho proxy server. Proxy server gidi ma doi tugng va sau dé
gUi né cho client. N6i mOt cach khéc cac yéu cau SSL dugc chuyén ti€p nhu la
cac yéu cau SSL.

Khi client yéu cdu mOt doi tugng SSL. Proxy server gidi ma yéu cau va
chuyén ti€p né cho web server. Web server trd vé doi tugng HTTP cho proxy
server. Proxy server ma héa d6i tugng va chuy€n né cho client. N6i cach khac
cac yéu cau SSL dudc chuyén ti€p nhu cac yéu cau HTTP.

SSL bridging c6 th€ dugc thi€t 1ap cho cac yéu cau di va dén. Tuy nhién

v0i cac yéu cau di client phdi ho trg truyén thong bao mat véi proxy server.
2.4. NAT va proxy server

Khai niém NAT (Network Addresss Tranlation)

NAT la mOt giao thUc cho ta khd ning ban d6 héa m6t mOt viing dia chi

IP st dung trong mang dung riéng ra mang ngoai va ngugc lai. NAT thudng
dugc thi€t 1ap trén cac b0 dinh tuy€n 1a ranh gidi gilta mang dung riéng va
mang ngoai (vi du nhu mang cong cOng Internet). NAT chuyén déi cac dia chi
IP trén mang dung riéng thanh c4c dia chi IP dugc ding ky hop 1€ trudc khi
chuyén cac géi tir mang ding riéng tGi Internet hodc t&i mang ngoai khac.
Trong phan nay chiing ta s& chi tim hi€u sy van hanh cla NAT khi NAT dugc
thi€t 1ap d€ cung cap cac chlic nang chuyén ddi c4c dia chi mang dung riéng
trong vi€c phuc vu cho viéc két ndi truy cdp ra mang ngoai nhu thé nao. D€ lam
viéc nay, NAT dung ti€n trinh cdc budc theo hinh vé dudi day.

Hinh 5.25: NAT

1. Ngudi dung tai may 10.1.1.25 muén m3 mét két ndi ra ngoai tdi server
203.162.0.12
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2. Khi géi dt liéu dau tién t&i NAT router, NAT router thuc hién viéc ki€m
tra trong bang NAT. Néu su chuyén ddi dia chi da c6 trong bang, NAT router
thuc hién budc th( 3. Néu khong c6 su' chuy€n dbi nao dugc tim thdy, NAT
router xac dinh rang dia chi 10.1.1.25 phai dugc chuyén d6i. NAT router xac
dinh mOt dia chi m&i va cdu hinh m6t chuyén dGi doi v6i dia chi 10.1.1.25 t&i
dia chi hgp 1€ ngoai mang (Internet) tU ddy dia chi ddng da dugc dinh nghia tU
trudce vi du 203.162.94.163.

3. NAT router thay thé€ dia chi 10.1.1.25 bang dia chi 203.162.94.163 sau

d6 géi dugc chuyén tiép tdi dich.

4. Server 203.162.0.12 trén Internet nhan géi va phic dap tr& 1ai NAT

router vOi dia chi 203.162.94.163.

5. Khi NAT router nhan dugc géi phiic dap tir Server véi dia chi dich dén

12 203.162.94.163, n6 thuc hién viéc tim kiém trong bang NAT. Bang NAT chi
ra rang dia chi mang trong 10.1.1.25 (tuong Ung dudgc anh xa tdi dia chi



203.162.94.163 ¢ mang ngoai) s nhan dugc goi tin nay. NAT router thuc hién
viéc chuyén d6i dia chi dich trong géi tin 1a 10.1.1.25 va chuyén goi tin nay t6i
dich (10.1.1.25). May 10.1.1.25 nhan géi va ti€p tuc thuc hién vGi cac goi ti€p
theo vGi cac budc tudn ty nhu trén.

Trong truGng hgp mudn s& dung mot dia chi mang ngoai cho nhiéu dia

chi mang trong. NAT router s& duy tri cac thong tin thU tuc mUc cao hon trong
bang NAT d6i vGi cac s6 hiéu c6ng TCP va UDP d€ chuyén dGi dia chi mang
ngoai tr& 1ai chinh x4c t6i cac dia chi mang trong.

Nhu vay NAT cho phép cdc client trong mang dung riéng véi viée sur

dung céc dia chi IP dung riéng truy cap vao mOt mang bén ngoai nhu mang
Internet.Cung cap két ndi ra ngoai Internet trong cac mang khong dugc cung
cap du cac dia chi Internet c6 dang ky. Thich hgp cho viéc chuyén ddi dia chi
trong hai mang Intranet ghép ndi nhau. Chuy€n dGi céc dia chi IP ndi tai dugc
ISP cii phan bo thanh cac dia chi dugc phan bo béi ISP m&i ma khong can thiét
1ap thU cong céc giao dién mang cuc bo.

NAT c6 thé dugc str dung mot cach cd dinh hodc dOng. Chuyén d6i co

dinh xdy ra khi ta thi€t 1ap thU cong mét bang dia chi cing cac dia chi IP. MOt
dia chi cu thé & bén trong mang st dung mot dia chi IP (dugc thiét 1ap thU cong
b@i ngudi quan tri mang) dé€ truy cap ra mang ngoai. Cac thiét 1ap déng cho
phép ngudi quan tri thi€t 1ap mOt hodc nhi€u cac nhém dia chi IP ding chung
da dang ky. Nhimg dia chi trong nhém nay c6 thé dugc st dung bdi cac client
trén mang dung riéng d€ truy cap ra mang ngoai. Viéc nay cho phép nhiéu
client trong mang sU dung cung mot dia chi IP.

NAT ciing c6 mOt s6 nhugc di€ém nhu lam ting d0 tré cla cac géi tin

trén mang. NAT phai x( ly moi géi d€ quy€t dinh xem liéu c4c header dugc
thay d6i nhu thé nao. Khong phai bat ky Ung dung nao ciing c6 thé chay dugc
vGi NAT. NAT ho trg nhiéu giao thlc truyén thong va ciing rat nhiéu giao thiic
khong dugc ho trg. Cac giao thirc dugc NAT ho trg nhu:TCP,UDP, HTTP,
TFTP, FTP...Cac thong tin khong dugc ho trg nhu: IP multicast, BOOTP,

DNS zone transfer, SNMP...
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Proxy va NAT

Nhu di phan tich cd dich vu NAT va dich vu Proxy déu c6 th€ 1a mot

gidi phap d€ két n6i cdc mang ding riéng ra Internet, tuy nhién moi dich vu lai
c6 cac Uu di€m va nhugc diém riéng.

Dich vu proxy cho khd ning thi hanh va toc dQ cao hon nhd tinh ning

cache, tuy nhién st dung cache c6 th€ dua ra cac d6i tugng da qua han can phai
c6 cac chinh sach cache hgp 1y dé ddm bdo tinh thai sy clia cac dOi tugng.
Chinh vi s&t dung cache nén gidm tdi trén két ndi truy cap Internet. NAT khong
c6 tinh nang cache.

Dich vu proxy phdi dugc trién khai d6i véi tUng Ung dung, trong khi

NAT la mot tién trinh trong su0t hon. Hau hét cac Ung dung déu c6 thé lam
viéc dugc vGi NAT. NAT dé cai dat va van hanh, dudng nhu khong phai lam gi
nhiéu v4i NAT sau khi cai dat.

Tai céc client, ddi v&i NAT khong phai thi€t dat gi nhi€u ngoai viéc cdu

hinh tham s0 default gateway t&i Server NAT. Trong khi s& dung dich vu
proxy, can phai cé cac chudng trinh proxy client d€ 1am viéc v4i proxy server.
Dich vu proxy cho phép thiét dat cac chinh sach t&i ngudi ding, véi

NAT viéc st dung cac tinh nang nay c6 han ché rat nhi€u, c6 thé néi st dung
dich vu proxy la cach truy cap an toan nhat d€ két ndi mang ding riéng ra
ngoai Internet.



3. Cac tinh ning clla phan m&m Microsoft ISA server 2000

3.1. Cac phién ban

ISA server bao gbm hai phién ban dugc thiét k&€ d€ phu hop vdi tlng

nhu cau cla ngudi s& dung do 1a ISA server Standard va ISA server Enterprise.
- ISA server Standard cung cap khd ning an toan firewall va khd ning

web cache cho m&t méi truOng kinh doanh, cdc nhém lam vi€c hay vin phong
nho. ISA server Standard cung cap viéc bdo mat chat ché, truy cdp web nhanh,
quan ly trUc quan, gid ca hoply va kha ning thi hanh cao.

- ISA server Enterprise dugc thiét ké dé dap Ung cac nhu cau vé hiéu

sudt, quan tri va can bang trong cac mdi trudng Internet tOc d6 cao vGi su’ quan
ly server tap trung, chinh sach truy cap da mUc va cac kha nang chéng 10i cao.
ISA server Enterprisecung cap su' bdo mat, truy cap Internet nhanh cho cac méi
trudng c6 su' doi hoi khat khe.

3.2. Loi ich

ISA server 1a mOt trong cac phan mém may chU thuOc dong .NET

Enterprise Server. Cac sdn pham thudc dong .NET Enterprise Server la cac
server Ung dung toan dién cla Microsoft trong viéc xdy dung, tri€n khai, qun
ly, tich hgp, cac gidi phap dUa trén web va cac dich vu. ISA server mang lai
mOt s6 cac 10i ich cho céc t6 chlic can két noi Internet nhanh, bdo mat, dé quan

ly.
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1. Truy cap Web nhanh vGi cache hiéu sudt cao.

- Ngudi dung c6 thé truy cap web nhanh hon bang cac d6i tugng tai chd
trong cache so v&i viéc phdi két ndi vao Internet liic ndo cfing ti€m tang nguy
cO tac nghén.

- Gidm gia thanh bang thong nhd gidm luu 1Ugng tU Internet

- Phan tan n0i dung cUa cdc Web server va cac Ung dung thuong mai dién
t0r mOt cach hiéu qud, dap Ung dugc nhu cau khach hang trén toan cau (kha
ning phan phOi ndi dung web chi c6 trén phién ban ISA server Enterprise)
2. K&t nOi Internet an toan nhd Firewall nhi€u 18p.

- Bdo vé& mang trudc cac truy nhap bat hgp phap bang cach giam sat 1uu
luogng mang tai nhiéu 16p

- Bao v€& cac mdy chU web, email va cac Ung dung khac khoi su tén «cong
tU bén ngoal bang viéc sir dung web va server quang ba d€ x( 1y mOt cach an
toan cac yéu cau dén

- Loc luu lugng mang di va dén d€ ddm bao an toan.

- Cung cap truy cap an toan cho ngudi ding hop 1€ tU Internet t&i mang
n0i tai nho sU dung mang riéng do (VPN)

3. Quan ly thOng nhat vGi su quan tri tich hop.

- Biéu khién truy cdp tap trung d€ dam bdo tinh an toan va phat huy hiéu
1uc cUa céc chinh sach van hanh.

- Tang hiéu sudt nhd viéc gidi han truy cap s dung Internet d6i v4i mot
sO cac Ung dung va dich dén.

- Cap phat bang thong dé€ phit hgp vdi cac uu tién.

- Cung cap cac cong cU giam sat va cac bao cdo d€ chi ra két nGi Internet
dugc st dung nhu thé nao.

- Tu d6ng héa cac nhiém vu bang viéc s dung céc script

4. Kha nang ma& rOng.

- Chu trong t&i an toan va thi hanh nhO st dung ISA server Softwware
Development Kit (SDK) v&i sy phét tri€n cac thanh phan b0 sung.

- ChUc ndng quan 1y va an toan m& rOng cho cac nha san xudt th’ ba



- Tu dbng cac tac vuU qudn tri v4i cac doi tugng Script COM (Component
Object Model)

3.3. Cac ché do cai dat

ISA server c6 th€ dugc cai dat & ba ché dd khac nhau: Cache, Firewall va
Integrated

1. Ché d0 cache: Trong ché d6 nay ta c6 thé nang cao hiéu suat truy cap va
ti€t kiém bang thong bang cach luu tr{f cac d6i tugng web thudng dudc truy
xudt tU ngudi dung. Ta ciing c6 th€ dinh tuy€n cac yéu cau cla ngudi dung t6i
cache server khac dang luu gi(r cac dOi tugng do.
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2. Ché d0 firewall: Trong ché d0 nay cho phép ta ddm bdo an toan luu
lugng mang nhd su thiét 1ap cac qui tac di€u khién thong tin gilta mang trong
va Internet. Ta ciing c6 thé quang ba cac server trong d€ chia sé d{r liéu trén
mang v0i cac doi tac va khach hang.

3. Ché d0 tich hgp: Trong ché& d6 nay ta c6 thé tich hgp cac dich vu cache
va firewall trén mOt server.

3.4. Cac tinh nang clla moOi ché dod cai dat

Cac tinh ning khéc nhau tity thuQc vao ch€ d6 ma ta cai dat, bang sau liét ké
cac tinh nang c6 trong ché do firewall va cache, ch€ d0 tich hop c6 tat ca cac
tinh nang do

Tinh ning M6 ta Ché do

firewall

Ché do

cache

Chinh sach truy cap Pinh nghia céc giao thUc va n0i

dung Internet ma ngudi ding c6 thé

st dung va truy cap

C6 Chi c6

HTTP

va FTP

Cache Luu tr{t dinh ky c4c dOi tugng web

vao RAM va dia cUng cUa ISA

server

Khong C6

VPN MG rOng mang riéng nhd s dung

cac duong lién két qua cAc mang

dugc chia sé hay mang céng cOng

nhu Internet

Co6 Khong

Loc g6i Piéu khi€n dong goi IP di va dén C6 Khong

Loc Ung dung Thuc thi cic tac vu cUa hé thGng

hodc cla giao thlc chi dinh, nhu 1a

nhén thuc d€ cung cap mot 16p bdo

v€ b0 sung cho dich vu firewall

Co6 Khong

Qudng b4 Web Quang b4 web trong mang dé nguai

dung trong mang c6 thé truy cap

Khong C6

Qudng ba Server Cho phép céc Server Ung dung c6

th€ phuc vu cac client bén ngoai

Co6 Khong



Giam sat thOi gian

thuc

Cho phép giam sat tap trung cac hoat
dOng cla ISA server bao gOm cac
canh bdo, gidm sat cac phién lam
viéc va cac dich vu

Cé6 Co

Canh bao Béo cho ta biét cac su kién dac biét
xudt hién va thuc thi cac hoat d0 ng
phu hop

Cé Co
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Bao cdo TOng hop va phan tich hoat dOng

trén mOt hodc nhi€u may ISA server

Co Co

4. Bai tap thuc hanh.

Yéu cdu vé Phong hoc ly thuyét: SO lugng may tinh theo sO lugng hoc

vién trong 16p hoc ddm bdo moi hoc vién c6 mdt may tinh, cdu hinh méy t0i
thi€u nhu sau (PIIT 800 MHZ, 256 MB RAM, HDD 1GB,FDD, CDROM 52 x).
May tinh da cai dat Windows 2000 advance server. Cac mdy tinh da dugc noi
mang chay giao thlic TCP/IP.

Thiét bj thuc hanh: Pia cai phan mém Windows 2000 Advance Server,

dia cai phan mé&m ISA Server 2000. MOi méy tinh c6 01 Modem V.90 va 01
dudng dién thoai. 01 account truy cap internet

Bai 1: Cac budc cai dat co ban phan mé&m ISA server 2000.

Budc 1: Cac budc cai dat co ban.

0 Bang nhap vao hé thong vGi quyén Administrator

0 Dua dia cai dat Microsoft Internet Security and Acceleration Server

2000 Enterprise Edition vao 6 CD-ROM.

0 Clra s6 Microsoft ISA Server Setup m& ra. N€u c(fa sG nay khong tu

dong xudt hién, s&r dungWindows Explorer d€ chay x:\ISA Autorun.exe (v&i x
la tén O dia CD-ROM).

0 Trong c(fa sG Microsoft ISA Server Setup, kich Install ISA Server.

0 Trong hOp thoai Microsoft ISA Server (Enterprise Edition) Setup kich
Continue.

0 Vao CD Key sau d6 kich OK hai 1an.

0 Trong hOp thoai Microsoft ISA Server Setup kich I Agree.

0 Trong hOp thoai Microsoft ISA Server (Enterprise Edition) Setup kich
Custom Installation.

0 Trong hOp thoai Microsoft ISA Server (Enterprise Edition) — Custom
Installation kich Add-in services sau do kich Change Option.

0 Trong hOp thoai Microsoft ISA Server (Enterprise Edition) — Add-in
services ki€m tra luta chon Install H.323 Gatekeeper Service da dugc chon,
chon Message Screener sau do6 kich OK.

0 Trong hOp thoai Microsoft ISA Server (Enterprise Edition) —
Customlnstallation kich Administration tools sau d6 kich Change Option.

0 Trong hOp thoai Microsoft ISA Server (Enterprise Edition) —

Administration tools, ki€m tra 1ua chon ISA Management da dugc chon, chon

H.323 Gatekeeper Administration Tools sau d6 kichOK.
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0 Trong hOp thoai Microsoft ISA Server (Enterprise Edition) — Custom
Installation kich Continue. HOp thoai Microsoft Internet Security and
Acceleration Server Setup xudt hién, luu y ban rang mdy tinh khong thé tham
gia vao array. Ban s& cdu hinh may tinh nay 1a mOt stand-alone server.

0 Kich Yes d€ cau hinh may tinh nay 1a mOt stand-alone server.

0 Trong hOp thoai Microsoft ISA Server Setup doc m6 td cac mode cai dat
dam bdo rang mode Integrated di dugc 1ua chon sau d6 kich Continue.

0 Trong hOp thoai Microsoft Internet Security and Acceleration Server

Setup doc thdng béao vé IIS publishing sau d6 kich OK d€ biét rang ISA Server
Setup dang dUng dich vu IIS publishing.

0 Kich OK va dat ngam dinh cac gia tri thiét dat cho cache.

Budc 2: Cau hinh LAT d€ khai béo dia chi cho mang riéng.

0 Trong hOp thoai Microsoft Internet Security and Acceleration Server

2000 Setup kich Construct Table. Luu ¥ rang khi ban thém vao khong ding dia
chi IP vao LAT, ISA server s& chuy€n ti€p sai cac géi tin do d6 cac may client
sé khong thé truy cap Internet

0 Trong hOp thoai Local Address Table, kich d€ x6a Add the following

private ranges: 10.x.x.x, 192.168.x.x and 172.16.x.x-172.31.x.x

0 Chon adapter ip_address (vGi tén cac mang va dia chi IP 1a dia chi mang
riéng), sau do kich OK.

0 Trong thong bao Setup Message, kich OK.

0 Trong Internal IP Ranges, kich 10.255.255.255-10.255.255.255, sau do

kich Remove.

0 Ki€m tra rang Internal IP Ranges chi ch(fa IP addresses trong mang

trong cUa ban sau d6 kich OK.

0 K&t thic viéc cai dat ISA Server va khdi tao cau hinh ISA Server.

0 Trong hép thoai Launch ISA Management Tool, kich d€ xéa

0 Start ISA Server Getting Started Wizard check box, sau do kich OK.

0 Trong hOp thong bdo Microsoft ISA Server (Enterprise Edition) Setup

kich OK.

0 Péng clra sG Microsoft ISA Server Setup.

0 Lay dia Microsoft Internet Security and Acceleration Server Enterprise
Edition tUr 6 dia CD-ROM.

Budc 3: Cau hinh Default Web Site trong Internet Information Services sUf
dung cGng 8008, sau d6 khdi dOng Default Web Site.

0 M@ Internet Services Manager tU Administrative Tools.

0 Trong Internet Information Services, m& rdng server(server 1a tén may

tinh cUa ban), sau d6 kich DefaultWeb Site (Stopped).
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0 Kich chu0t phai Default Web Site (Stopped), sau d6 kich Properties. Vi

ISA Server s dung cac cOng 80 and 8080, ban phai cau hinh IIS d€ phuc vu
cac két nOi tlr cac client tdi trén cOng khac. Ban s€ cau hinh IIS d€ phuc cu cac
yéu cau nay trén cGng TCP 8008.

0 Trong hOp thoai Default Web Site (Stopped) Properties, trong hOp TCP

Port, g6 8008 sau do kich OK.

0 Kich chu0t phai Default Web Site (Stopped), sau d6 kich Start.

Bai 2: Cau hinh ISA Server 2000 cho phép m&t mang ndi bd c6 th€ truy
cap, st dung cac dich vu co ban trén Internet qua 01 modem két néi qua
mang PSTN.

Budc 1: Cau hinh va quan tri cdu hinh cho ISA server s& dung Getting Started
Vi Getting Started Wizard, c6 cac 1ua chon cdu hinh sau:



0 Select Policy elements, cdu hinh ngdm dinh chon tat cd cac thanh phan dé c6
th€ s dung khi tao cac qui tac.

0 Configure Schedules, cu hinh ngadm dinh c6 hai lich 14 Weekends va Work
Hours, ta c6 thé€ sUta cac lich nay hodc tao cac lich méi.

0 Configure Client sets, cdc mdy tinh Client c6 thé€ tao thanh nhém véi nhau
bang cac dia chi IP s&r dung cho muc dich tao cc qui tac Ung véi tUng nhom
client

0 Configure Protocol Rule, dUa ra cac qui tac giao th(ic d€ cac client st dung

truy nhap Internet
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0 Configure Destination Sets, cho phép thi€t 1ap cdc may tinh trén mang
Internet thanh nhém bai tén hay dia chi IP, Destination Sets dugc st dung dé
tao ra cac qui tac, ap dung cac qui tac cho mOt hay nhi€u Destination Sets

0 Configure Site and Content Rules, cau hinh c4c qui tac vé néi dung.

0 Secure Server cho phép ban cé th€ dat cac mUrc d0 bao vé thich hgp cho
mang.

0 Configure Filewall Protection, Packet Fitering bao dam cho ISA server sé€ 1Qc
khong c6 packet nao qua trtr khi dugc phép

0 Cofigure Dial-Up Entries, cho phép chon giao dién d€ két n6i vdi Internet

[ Configure Routing for filewall and secureNat client.

0 Configure Routing for Web browser Appilications cho phép tao cac qui tac
dinh tuy€n, xac dinh rd yéu cau tUr Web Proxy Client dugc gUi truc ti€p tGi
Internet hay t&i Upstream server

0 Configure Cache policy, cdu hinh cac chinh sach v€ cache.

Budc 2: Cau hinh ISA server cho phép cac client st dung dudgc cac dich vu cUa
Internet qua mang thoai cong cOng

0 Tao mOt Dial-Up Entries, d€ két ndi v6i InternetBudc 2: Tao mt qui tac giao
thirc.

0 M& ISA Management, kich Servers and arrays, sau d6 kich tén may chU ISA.
0 Kich Access Policy, kich chudt phdi vao Protocol Rule, sau d6 chon New -->
Rule.

0 Bat tén cUa Protocol Rule, sau d6 kich Next.

0 Ki€m tra rang Allow da dugc chon, kich Next, sau d6 chon All IP traffic,
kich Next Chon Always, kich Next sau d6 chon Any Request, kich Next, sau
do kich Finish.

Budc 3: Cau hinh Web Proxy Client: cau hinh Internet Explorer d€ st dung
ISA server dOi v3i cac yéu cau truy cap dich vu Web.

0 M@ trinh duyét Internet Explorer.

[ Trong Internet Connection Wizard, kich Cancel.

0 Trong hOp thoai Internet Connection Wizard, chon Do not show the Internet
Connection wizard in the future, sau dé kich Yes.

[ Trong Internet Explorer, trong 6 Address , go http://vdc.com.vn sau d6 chOn
ENTER. Internet Explorer khong thé két n6i tdi trang web nay.

0 Trong menu Tools, kich Internet Options.

0 Trong hOp thoai Internet Options, trong Connections kich LAN Settings.

0 Trong hOp thoai Local Area Network (LAN) Settings , kich d€ bd 1ua chon
Automatically detect settings. Chon Use a proxy server, trong 6 Address gé vao
dia chi IP cUa ISA Server .

0 Trong hOp Port, gd 8080
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0 Ki€m tra rang lua chon Bypass proxy server for local addresses da b0, sau
d6 kich OK hai 1an.

Bai 3: Thiét dat cac chinh sach cho cac yéu cau truy cdp va st dung cac
dich vu trén mang internet.

L1.Thiét 1ap cac thanh phan chinh sach

Budc 1: Thié€t 1ap lich trinh

1 Dang nhap vao hé théng vdi quyén administrator

0 M& ISA Management tU thuc don Microsoft ISA Server.

1 Trong ISA Management, m& rOng Servers and Arrays, m& rOng server
(server 1a tén cUa ISA Server ), m& rOng Policy Elements, sau do kich
Schedules.

0 Kich Create a Schedule d€ thiét 1ap mot lich trinh.

0 Trong hOp thoai New schedule trong muc Name dua vao moOt tén lich trinh
vi dU schedulel.

0 Trong muc Description go vao Daily period of most network utilization

0 Kéo d€ lua chon toan b lich trinh sau dé kich Inactive.

1 Kéo d€ Iura chon ving tU thdi di€m hién tai tdi 2 h ti€p theo doi vi tat cd
cac ngay trong tudn sau d6 kich active vi du, n€u thdi di€m hién tai la 3:15
P.M., thi lua chon viing tU 3:00 P.M. t6i 5:00 P.M. cho tat cd cac ngay trong
tuan.

0 Kich OK.

Budc 2: Thiét 1ap destination set

0 Trong ISA Management, kich Destination Sets.

0 Kich Create a Destination Set.

0 Trong hOp thoai New Destination Set trong muc Name cho vao mOt tén cho
thiét 14p md&i nay vi du setl.

0 Trong muc Description box, g& vao mOt n0i dung mé ta cho thiét 1ap mdi
nay

0 Kich Add.

0 Trong hOp thoai Add/Edit Destination trong muc Destination go
home.vnn.vn

Budc 3: Thiét 1ap client address set

0 Trong ISA Management kich Client Address Sets.

0 Kich Create a Client Set.

0 Trong hdp thoai Client Set trong muc Name gd vao moOt tén cho thiét 1ap
mdi, vi du Accounting Department.

0 Trong muc Description gd n0i dung mé td cho thi€t 1ap md&i nay sau dé kich
Add.
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0 Trong hOp thoai Add/Edit IP Addresses trong muc From gé vao dia chi bat
dau thudc nhém dia chi thubc mang ding riéng .

0 Trong muc To gd vao dia chi két thic thudc nhém dia chi thudc mang ding
riéng kich OK hai 1an.

Budc 4: Thiét 1ap protocol definition (st dung cGng UDP 39000 cho két noi
chinh goi ra va cng TCP 39000 cho két ndi th(t hai)

[ Trong ISA Management kich Protocol Definitions.

0 Kich Create a Protocol Definition.

[ Trong New Protocol Definition Wizard trong muc Protocol definition

0 name gd vao mot tén cho thi€t dat mai sau d6 kich Next.

0 Trong trang Primary Connection Information trong muc Port number

0 go vao 39000



0 Trong danh sach Protocol type kich UDP.

0 Trong danh sach Direction kich Send Receive sau do kich Next.

0 Trong trang Secondary Connections kich Yes sau do kich New.

0 Trong hOp thoai New/Edit Secondary Connection trong muc From va muc
To g6 39000

0 Trong danh sach Protocol type ki€m tra rang TCP da dugc lua chon, trong
muc Direction

0 kich Outbound sau do kich OK.

[ Kich Next sau do trong trang Completing the New Protocol Definition

0 Wizard kich Finish.

IL.Thiét 1ap cac qui tac giao thic

Budc 1: Thiét 14p mot qui tac giao thlic cho phép HTTP, HTTP-S va FTP d6i
vGi moi ngudi ding truy cap Internet tai moi thoi di€m bang viéc s& dung cac
giao thic HTTP, HTTP-S va FTP .

0 M6 trinh duyét Internet Explorer tai mOt may tram, trong 6 Address go
http://home.vnn.vn nhan ENTER. Trinh duyét Internet Explorerkhong thé két
nOi tGi Web site vi ISA Server tir chdi yéu cau.

0 Bong Internet Explorer.

0 Trong ISA Management m& rOng Access Policy sau d6 kich Protocol Rules.
0 Kich Create a Protocol Rule for Internet Access.

0 Trong New Protocol Rule Wizard, trong muc Protocol rule name gé Allow
HTTP, HTTP-S, and FTP sau do kich Next.

0 Trong trang Protocols ki€m tra rang Selected protocols da dugc chon, kich
dé€ x6a Gopher check box sau d6 kich Next.

0 Trong trang Schedule ki€m tra rang Always da dugc lua chon sau dé kich

Next.
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0 Trong trang Client Type ki€m tra rang Any request dd dugc chon, sau dé
kich Next.

[ Trong trang Completing the New Protocol Rule Wizard kich Finish.

0 M@ Internet Explorer tai mOt mdy tinh tram, trong muc Address go
http://home.vnn.vn sao d6 &n ENTER. Ki€m tra rang trinh duyét két ndi thanh
cong noi dung trang web dugc hién thi

0 Béng Internet Explorer.

Budc 2: Thiét 14p mdt qui tac giao thiic cho phép ngudi ding trong nhém
Domain Admins truy cap Internet s&t dung tat cd cac giao thuc.

0 Trong ISA Management kich Create a Protocol Rule.

[ Trong New Protocol Rule Wizard, trong muc Protocol rule name go Allow
All Access for Administrators sau dé kich Next.

0 Trong trang Rule Action ki€m tra rang Allow dd dugc chon sau dé kich
Next.

0 Trong trang Protocols, trong danh sach Apply this rule to ki€m tra rang All
IP traffic da duQc chon sau do kich Next.

0 Trong trang Schedule, ki€m tra rang Always da dugc chon sau d6 kich
Next.

[ Trong trang Client Type, kich Specific users and groups, sau do kich Next.
0 Trong trang Users and Groups, kich Add.

0 Trong hOp thoai Select Users or Groups, kich Domain Admins, kich Add,
sau do kich OK.

[ Trong trang Users and Groups, kich Next.

0 Trong trang Completing the New Protocol Rule Wizard kich Finish.



Budc 3: Thi€t 14p mét qui tac giao thirc tlr chdi ngudi ding trong nhém
Accounting Department da dinh nghia trong client set truy cap Internet.

0 Trong ISA Management, kich Create a Protocol Rule.

0 Trong New Protocol Rule Wizard, trong muUc Protocol rule name goé vao
Deny Access from Accounting Department , sau do6 kich Next.

0 Trong trang Rule Action, kich Deny, sau d6 kich Next.

0 Trong trang Protocols, trong danh sach Apply this rule to, ki€m tra rang All
IP traffic da duQc lua chon, sau do kich Next.

0 Trong trang Schedule, ki€m tra rang Always da dugc Iua chon, sau d6 kich
Next.

0 Trong trang Client Type, kich Specific computers (client address

0 sets), sau do kich Next.

0 Trong trang Client Sets, kich Add.
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0 Trong hOp thoai Add Client Sets, kich Accounting Department, kich Add,
sau do kichOK.

0 Trong trang Client Sets, kich Next.

[ Trong trang Completing the New Protocol Rule Wizard, kich Finish.

0 Ki€ém tra d€ xac nhan viéc truy cap khong thanh cong tUr nhém nhém
Accounting Department

Budc 4: X6a qui tac giao thiic tlr chGi ngudi ding trong nhém Accounting
Department

0 Trong In ISA Management, kich Deny Access from Accounting

Department

0 Kich Delete a Protocol Rule.

0 Trong hdp thoai Confirm Delete, kich Yes.

II1.Thié€t 1ap cac qui tac ndi dung

Budc 1: Thiét 14p mdt qui tac ndi dung d€ tUr ch6i truy cap t6i nbi dung da dugc
dinh nghia trong destination set va v@i lich trinh da thiét 1ap  muc 1

[ Trong ISA Management, kich Site and Content Rules.

0 Kich Create a Site and Content Rule.

[ Trong New Site and Content Rule Wizard, trong muc Site and content rule

0 name, g6 vao mOt tén vi du Deny Access Rule sau do kich Next.

0 Trong trang Rule Action, ki€m tra rang Deny da dugc chon, sau d6 kich
Next.

0 Trong trang Destination Sets, trong danh sach Apply this rule to, kich
Specified destination set.

0 Trong danh sdch Name, 1ua chon set1 (da thiét 1ap & phan trén), sau d6 kich
Next.

0 Trong trang Schedule, chon schedulel (da thi€t 1ap & phan trén), sau dé kich
Next.

0 Trong trang Client Type, ki€m tra rang Any request da dugc chon, sau d6
kich Next.

[ Trong trang Completing the New Site and Content Rule Wizard, kich

Finish.

Budc 2:

Ki€m tra qui tac vUa thiét 1ap

0 M@ trinh duyét Internet Explorer.

0 Trong 6 Address, gd http://home.vnn.vn sau dé6 an ENTER. ki€m tra rang
trang web nay khong dugc hién thi, vi qui tac ndi dung da thiét 14p & trén da c6
hiéu luc



1 Déng trinh duyét Internet Explorer.
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Chuong 6 - BAo mat hé thong va Firewall

Chuong 6 tap trung vao cac ndi dung quan trong v€ bdo mat hé thong va
mang ludi. NOi dung cla phan th( nhat chuong 6 cung cap cho cac hoc vién
khai niém vé€ cac hinh thiic tan cong mang, cac 10 héng, di€ém yéu clla mang
ludi. Cac kY ning co ban trong phan mot cla chuong 6 gitp ngudi quan tri
quadn ly va xay dung céc chinh sach bao mat tuong Ung cho cac thanh phan
mang, hé thong hay dich vu ngay tir lic bat dau hoat dong.

Phan 2 cla chuong 6 tap trung gidi thiéu vé thiét bi bao mat manh va

théng dung trén mang. D6 1a thi€t bi bl tuOng Il (firewall). HOc vién sé c6
dugc cac kién thlc vé cdu triic firewall, cic chlc ning c0 bdn va cach phan loai
cling nhu Uu nhugc diém cla cac loai firewall hoat ddng theo cac nguyén Iy
khéc nhau. Nhiing kY ning thi€t 1ap cau hinh, luat, quan tri firewall v&i mo
hinh firewall checkpoint sé& gitip cho cac hoc vién hi€u cu thé va cac cong viéc
quan tri va bdo mat hé thdng mang

Chuong 6 yéu cau cac hoc vién trang bi rat nhi€u cac kién thic co ban

nhu ndm ving cac ki€n thic quan tri hé théng OS windows, linux, unix. Hoc
vién can hiu sau vé giao th(tc TCP/IP, hoat dOng cla IP hay UDP, TCP. Hoc
vién can c6 hi€u biét vé cac port, socket cla cac giao thlic dich vu nhu' SMTP,
POP3, WWW...Céc kién th(c dugc trang bi trong cac gido trinh qudn tri hé
thOng hodc cac tai liéu, sach gido khoa v€ ndi dung trén hoc vién nén tham
khdo trudc khi hoc chuong 6 nay.

1. Bdo mat hé théng

1.1. Cac van dé chung vé bao mat hé théng va mang

Do dac diém cla mOt hé thdng mang l1a ¢ nhi€u ngudi st dung va phan

tdn vé mat dia Iy nén viéc bdo v& céc tai nguyén (mat mat, hodc s dung khong
hgp 1€) trong méi truGng mang phlc tap hon nhi€u so v4i moi trudng mOt may
tinh don 1, hodc mOt ngudi st dung.

Hoat dOng cla ngudi quan tri hé thdng mang phai ddm bao céc théng tin

trén mang 1a tin cdy va s& dung ding muc dich, d6i tuong dong thoi ddm bao
mang hoat ddng Gn dinh, khong bi tdn cong bdi nhitng ké pha hoai.

C6 mOt thuc t€ 1a khong mOt hé thGng mang nao dam bdo 1a an toan

tuyét d6i, mOt hé thOng du dugc bdo vé chac chan dén muc nao thi ciing cé lic
bi v hiéu hoa bdi nhiing ké c6 y do xau.

1.1.1. MOt s6 khai niém va lich s&t bAo mat hé théng

Trudc khi tim hi€u cac van dé lién quan dén phuong thlc pha hoai va

cac bién phap bdo vé ciing nhu thiét 1ap cac chinh sich vé bdo mat, ta sé tim
hi€u mot s6 khai niém lién quan dén bao mat thong tin trén mang Internet.
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1.1.1.1. MOt s6 khai niém

a) Péi tuong tdn cong mang (Intruder):

La nh{mg c4 nhan hodc céc t6 chic st dung cac ki€n thlic vé mang va

cac cong cU phéa hoai (phan mém hodc phan cling) d€ do tim cac diém yéu, 16
hGng bdo mat trén hé thong, thuc hién cac hoat dOng xam nhdp va chiém doat
tai nguyén mang trai phép.

M6t sO dOi tugng tan cong mang la:

- Hacker: La nh{ing ké xam nh&p vao mang trai phép bang cach st dung

cac cong cy phd mat khdu hodc khai thac cac di€ém y€u cla cac thanh phan truy



nhap trén hé thOng.

- Masquerader: La nh{ing ké gid mao thong tin trén mang. C6 mot sO

hinh th(rc nhu gid mao dia chi IP, tén mié€n, dinh danh ngudi ding ...

- Eavesdropping: La nh{ing d6i tugng nghe trOm thong tin trén mang, st

dung cac cong cu sniffer; sau d6 diing cac cong cu phan tich va debug d€ 1ay
dugc cac thong tin c6 gia tri.

Nhimg doi tugng tan cong mang cé thé nham nhiéu muc dich khac nhau
nhu: dn cdp nhiing thong tin c6 gié tri vé kinh t&, pha hoai hé thOng mang c6
chU dinh, hodc ciing c6 th€ chi 1a nhling hanh déng v6 ¥ thirc, th(r nghiém céc
chuong trinh khong ki€m tra can thén ...

b) Cdc 16 hOng bdo mét:

Cac 16 h6ng bao mat 1a nhiimg di€ém yéu trén hé thong hodc an chira

trong mOt dich vu ma dya vao dé ké tan cong c6 thé xam nhdp trai phép dé
thuc hién cdc hanh dOng pha hoai hodc chi€m doat tai nguyén bat hgp phap.
Nguyen nhan gay ra nhu‘ng 16 h0ng bdo mat 1 khac nhau: cé thé do 16i

cUa ban than hé thOng, hodc phan mém cung cap, hodc do ngudi quan tri yéu
kém khong hiu sau sac céc dich vu cung cap ..

M(c d6 anh hudng cla cac 16 h6ng la khac nhau. C6 nhimg 16 héng chi

anh hudng téi chat luong dich vu cung cap, c6 nhiimg 16 héng anh hudng
nghiém trong tGi toan bd hé théng ...

c¢) Chinh sdch bdo mét:

La tap hop céac qui tac &p dung cho moi d6i tugng cé tham gia quan 1y

va st dung cdc tai nguyén va dich vu mang.

Muc tiéu cUa chinh sach bdo mat gitip ngudi st dung biét dugc trach

nhiém cUa minh trong vi€c bdo v€ céc tai nguyén thong tin trén mang , dong
thdi gidp cac nha quan tri thi€t 1ap cac bién phap bdo dam h{tu hiéu trong qua
trinh trang bi, cdu hinh, ki€m soé4t hoat déng cla hé théng va mang

MOt chinh sdch bdo mat dugc coi 1a hoan hdo néu né xay dung gdm cac

van ban phép qui, kém theo cic cong cu bdo mat h{tu hiéu va nhanh chéng gitip
ngUdi quan tri phat hi€én, ngdn chan cic xam nhap trai phép.
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1.1.1.2. Lich stt bdo mat hé thong

C6 mot sO su kién danh dau cac hoat dOng pha hoai trén mang, tU d6 ndy
sinh cac yéu cau vé bdo mat hé thOng nhu sau:

- Nidm 1988: Trén mang Internet xuat hién moOt chuong trinh tU nhan

phién ban cUa chinh né 1én tat cd cac mdy trén mang Internet. Cac chuong trinh
néy goi la "sau". Tuy mUc db nguy hai cUa n6 khong 16n, nhung no dat ra cac
van dé d6i véi nha quan tri vé quyén truy nhap hé thOng, cing nhu cac 16i phan
mém.

- Nam 1990: Céc hinh thlc truyén Virus qua dia chi Email xuat hién ph&

bié€n trén mang Internet.

- Nam 1991: Phat hién cac chuong trinh trojans.

Cung thoi gian nay su phat tri€n cUa dich vu Web va cac cong nghé lién

quan nhu Java, Javascipts da cé rat nhi€u cac théng béo 10i vé€ bao mat lién
quan nhu: cac 16 héng cho phép doc ndi dung cac file dit liéu cla ngudi dung,
mOt s6 16 hOng cho phép tan cong bang hinh thitc DoS, spam mail 1am ngung
tré dich vu.

- Nam 1998: Virus Melisa lan truyén trén mang Internet thdng qua cac

chuong trinh gl mail cla Microsoft, gdy nhiing thi€t hai kinh t€ khong nh0.

- Nam 2000: MOt loat cac Web Site 16n nhu yahoo.com va ebay.com bi

té liét, ngUng cung cap dich vu trong nhiéu gid do bj tan céng bai hinh thic



DoS.

1.1.2. Cac 16 héng va phuong thiic tan cong mang chu yéu

1.1.2.1. Cac 16 h6ng

Nhu phan trén da trinh bay, cac 160 hGng bao mét trén mOt hé théng la

cac di€ém y€u c6 thé tao ra su ngung tré cla dich vu, thém quyén doi véi ngudi
st dung hodc cho phép cac truy nhap khong hop phép vao hé théng. Cac 16
héng ciing 6 th€ nam ngay cac dich vu cung cap nhu sendmail, web, ftp ...
Ngoai ra cac 10 hGng con tOn tai ngay chinh tai hé diéu hanh nhu trong
Windows NT, Windows 95, UNIX hodc trong céc Ung dung ma ngudi st dung
thudng xuyén st dung nhu word processing, cac hé databases...

C6 nhiéu t6 chlc khac nhau ti€n hanh phan loai cac dang 16 hdng dac

biét. Theo cach phan loai clla B6 qubc phong MY, cac loai 16 héng bdo mat trén
mOt hé thOng dugc chia nhu sau:

- L6 hong loai C: cac 16 h6ng loai nay cho phép thuc hién cac phuong

thUc tan cong theo DoS (Denial of Services - TU chOi dich vu). Mc d nguy
hi€m thap, chi anh hudng tdi chat luong dich vu, c6 thé 1am ngung tré, gian
doan hé théng; khéng lam pha hdng dit liéu hodc dat dugc quyén truy nhap bat
hop phap.

- L6 héng loai B: Cac 16 héng cho phép ngudi s dung c6 thém cac

quyén trén hé thOng ma khong can thuc hién kiém tra tinh hgp 1€ nén c6 thé
dan dén mat mat hodc 16 thong tin yéu cdu bao mat. Mlc dd nguy hi€m trung
binh. Nhing 16 h6ng nay thudng cé trong cac Ung dung trén hé théng.
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- L0 hong loai A: Cac 16 h6ng nay cho phép ngudi st dung & ngoai cho

thé€ truy nhap vao hé thGng bat hgp phép. L6 hong nay rat nguy hi€m, cé thé
1am phé4 hly toan bO hé thong.

Hinh sau minh hoa cadc mUc d6 nguy hi€m va loai 16 hOng tuong Ung:

Hinh 6.1: Cdc loai 16 hOng bdo mét va mlc dd nguy hiém

Sau day ta s€ phan tich m6t sO 160 hGng bao mat thuOng xudt hién trén

mang va hé thong.

a) Cdc 16 héng loai C

Céc 16 hOng loai nay cho phép thuc hién cac cudc tan cong DoS.

DoS 1a hinh thic tan cong st dung cac giao thic & tang Internet trong bO

giao thtrc TCP/IP d€ 1am hé thOng ngung tré dan dén tinh trang t chdi ngudi
st dung hop phép truy nhap hay st dung hé thong. M6t s6 1ugng 16n cac géi tin
dugc gUi tdi server trong khodng thdi gian lién tuc 1am cho hé thong tré nén
qua tai, k€t qua 1a server dap Ung chdm hodc khong thé dap Ung cac yéu cau tUr
client gUi t&i.

Cac dich vu c6 16 hGng cho phép thuc hién cac cudc tan cong DoS c6

th€ dugc nang cap hodc sta chita bang cac phién ban m&i hon cla cac nha cung
cap dich vu. Hién nay, chua c6 mOt gidi phap toan dién nao dé€ khac phuc cac 16
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héng loai nay vi ban than viéc thi€t k& giao thlc & tang Internet (IP) néi riéng
va b0 giao thlrc TCP/IP da ch(ra dung nhiing nguy cO tiém tang cla cac 16 héng
nay.

Vi du dién hinh cla phuong thitc tan cong DoS la cac cudc tan cong vao

mOt sO Web Site 16n 1am ngung tré hoat dOng cUa web site nay nhu:
www.ebay.com va www.yahoo.com.

Tuy nhién, mUc d6 nguy hi€m cUla cac 16 héng loai nay dugc x€p loai C,

it nguy hi€m vi chiing chi 1am gian doan su cung cap dich vu cla hé théng



trong mOt thdi gian ma khong 1am nguy hai dén d{rliéu va nhiing ké tan cong
ciing khong dat dugc quyén truy nhap bat hop phap vao hé thong.

M6t 16 hong loai C khéc ciing thudng thay d6 1a cac diém yéu cla dich

vU cho phép thuc hién tdn cong lam ngung tré hé thong cla ngudi s& dung
cuGi. Chu yéu hinh thUc tan cong nay 1a s& dung dich vu Web. Gid st trén mbt
Web Server c6 nhiing trang Web trong d6 c6 chlta cic doan ma Java hoac
JavaScripts, 1am "treo" hé thOng clla ngudi st dung trinh duyét Web clia
Netscape bang cac budc sau:

- Viét cac doan ma d€ nhan bi€t dugc Web Browers st dung Netscape.

- Néu st dUHg Netscape sé tao mOt vong 13p v6 th0i han, sinh ra v6 s

cac clfa s, trong mOi clfa sG d6 ndi dén cac Web Server khéc nhau.

VGi mOt hinh thiic tdn cong don gidn nay, c6 thé lam treo hé thong trong
khodng thGi gian 40 gidy (d6i véi may client c6 64 MB RAM). Pay cling la

mOt hinh th(c tan cong ki€u DoS. Ngudi st dung trong truOng hop nay chi c6
th€ khdi dOng lai hé thOng.

MOt 16 héng loai C khac ciing thuOng gap d6i véi cac hé théng mail 1a

khong xay dung cac cO ché anti-relay (chOng relay) cho phép thuc hién cac
hanh dOng spam mail. Nhu ching ta da biét, cd ché hoat dOng cUa dich vu thu
dién t(r 1a luu va chuyén ti€p. MOt s6 hé théng mail khong c6 cac xac thuc khi
ngUuoi dung gUi thu, dan dén tinh trang cac doi tugng tan cong 10i dung cac
may ch( mail nay dé€ thuc hién spam mail. Spam mail 1a hanh déng nham lam
té liét dich vu mail clla hé thOng bang cach gi mot s6 1uong 16n cac message
tGi mOt dia chi khong x4c dinh, vi may chl mail luén phai ton ning luc di tim
nhiing dia chi khong c6 thuc dan dén tinh trang ngung tré dich vu. Cac message
c6 th€ sinh ra tU cc chuong trinh 1am bom thu rat phd bién trén mang Internet.
b) Cdc 16 hOng loai B:

L6 héng loai nay c6 mUc d6 nguy hi€m hon 16 héng loai C, cho phép

ngudi st dung ndi b c6 thé chi€m dugc quyén cao hon hodc truy nhép khong
hop phap.

Vi du trén hinh 12, 16 h6ng loai B c6 thé c6 d6i véi mOt hé théng UNIX

ma file /etc/passwd d€ & dang plaintext; khong st dung c0 ché che mat khdu
trong UNIX (st dung file /etc/shadow)

Nhing 16 h6ng loai nay thudng xudt hién trong cdc dich vy trén hé

th0ng Ngu‘dl sur dung local dugc hi€u la ngudi da c6 quyén truy nhap vao hé

thOng v6i mOt sO quyén han nhat dinh.
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MOt loai cac van dé vé quyén s dung chuong trinh trén UNIX ciing

thuong gy nén cac 16 hdng loai B. Vi trén hé thOng UNIX m6t chuong trinh cé
th€ dugc thuc thi vdi 2 khd nang:

- Ngu0i chl s& hitu chuong trinh d6 kich hoat chay.

- Ngu0i mang quyén cUa ngudi sG h{tu file d6 kich hoat chay.

MOt dang khac cUa 16 hOng loai B xdy ra d0i vdi cdc chuong trinh c6 ma
ngudn viét bang C. Nhiing chuong trinh viét bang C thudng st dung mot ving
dém - mOt viing trong bd nh& s dung d€ luu dir liéu trudc khi x(r ly. Nhiing
ngUudi 1ap trinh thuOng st dung ving dém trong b0 nh trudc khi gan mot
khodng khong gian bd nh& cho tlng khoi ditliéu. Vi dy, ngudi sir dung viét
chuong trinh nhap truOng tén ngudi st dung, qui dinh truOng nay dai 20 ky tu.
Do d6 ho sé khai béo:

char first_name [20];

Khai b4o nay sé cho phép ngudi sit dung nhap vao tdi da 20 ky tu. Khi

nhap dr liéu, trudc tién dit liéu dugc luu & viing dém; néu nguodi s dung nhap



vao 35 ky tu' sé xdy ra hién tugng tran viing dém va két qud 15 ky tu' du thira sé
nam & mot vi tri khéng ki€m soat dugc trong bd nhd. Poi véi nhimg ké tan
cong, cé thé 10i dung 16 h6ng nay d€ nhap vao nhimg ky tu dac biét, d€ thuc thi
mOt s6 1énh ddc biét trén hé thOng. Thong thuOng, 16 hdng nay thudng dugc 1gi
dung bdi nhitng ngudi s& dung trén hé théng d€ dat dugc quyén root khong hop
1é.

Viéc ki€m soat chat ché cdu hinh hé théng va cac chuong trinh sé han

ché dugc cac 16 h6ng loai B.

c) Cdc 16 hong loai A:

Cac 106 h6ng loai A c6 mUc d0 rat nguy hi€m, de doa tinh toan ven va

bdo mat clia hé thOng. Cac 16 hOng loai ndy thudng xuat hién & nhiing hé théng
quan tri yéu kém hodc khong ki€m soat dugc cau hinh mang.

Mot vi du thudng thdy 1a trén nhiéu hé théng s& dung Web Server la

Apache, Doi v&i Web Server nay thudng cau hinh thu muc mac dinh d€ chay
cac script 1a cgi-bin; trong d6 c6 mOt Scripts dugc viét san d€ th(r hoat ddng

cUa apache 1a test-cgi. DOi v3i cac phién ban cii cla Apache (trudc version

1.1), c6 dong sau trong file test-cgi:

echo QUERY_STRING = SQUERY_STRING

Bi€n mbi trudng QUERY_STRING do  khong duoc dat trong c6 dau"

(quote) nén khi phia client thuc hién mét yéu cau trong dé chubi ky tu g(i dén
gbdm mot sO ky tu dac biét; vi du ky tu "*", web server s& trd vé n0i dung cla
toan bd thu muc hién thoi (1 cac thu muc chu‘a céc script cgi). Ngudi st dung
c6 th€ nhin thay toan bd ndi dung cac file trong thu muc hién thdi trén hé thong
server.

MOt vi du khac ciing xdy ra tuong tu d6i v&i cdc Web server chay trén

hé diéu hanh Novell: cic web server ndy c6 mOt scripts 1a convert.bas, chay
scripts ndy cho phép doc toan b0 ndi dung cAc files trén hé thdng.
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Nhing 16 héng loai nay hét sitc nguy hi€m vi né da tOn tai san c6 trén

phan mém st dung, ngudi quan tri n€u khong hi€u sau vé dich vu va phan mém
st dung sé c6 thé bo qua nhiing di€m yé€u nay.

DOi v&i nhiing hé thOng cfi, thudng xuyén phai ki€m tra cac théng bao

cUa cac nhom tin vé bdo mat trén mang d€ phat hién nhlimg 16 hong loai nay.
MOt loat cac chuong trinh phién ban cii thudng st dung c6 nhitng 16 hGng loai
A nhu: FTP, Gopher, Telnet, Sendmail, ARP, finger...

1.1.2.2. MOt s6 phuaong thic tdn cong mang phs bién

a) Scanner

Scanner 1a mOt chuong trinh ty dOng ra so4t va phat hién nhiing di€ém

y€u vé bdo mat trén mOt tram lam viéc cuc b hodc trén mot tram & xa. V&i
chlc ning ndy, mOt ké pha hoai s& dung chuong trinh Scanner c6 th€ phét hién
ra nhifng 10 hong vé bdo mat trén mot server & xa.

Céac chuong trinh scanner thudng c6 mét co ché chung 1a ra soat va phat

hién nhitng port TCP/UDP dudgc st dung trén mOt hé thdng can tan cong tUr d6
phat hién nhiing dich vu s dung trén hé thOng d6. Sau d6 cac chuong trinh
scanner ghi lai nhitng dap Ung trén hé thong & xa tuong Ung vdi cac dich vu ma
n6 phat hién ra. DUa vao nhiing thong tin nay, nhiig ké tan cong c6 thé tim ra
nhiing di€m yéu trén hé thOng.

Nhlmg y€u t0 d€ mOt chuong trinh Scanner c6 thé hoat ddng nhu sau:

- Yéu céu vé thiét bj va hé théng: MOt chuong trinh Scanner c6 thé hoat

ddng dugc néu moi trudng dé cé ho trg TCP/IP (bat ké hé thong 1a UNIX, may
tinh tuong thich v&i IBM, hodc dong may Macintosh).



- Hé thdng d6 phdi két n6i vao mang Internet.

Tuy nhién khong phdi don gidn d€ xay dung mOt chuong trinh Scanner,

nh{ing ké phé hoai can c6 kién thlc sdu vé TCP/IP, nhiing kién thlc vé 1ap
trinh C, PERL va mOt sO ngdn ng(r 1ap trinh shell. Ngoai ra ngudi 1ap trinh
(hodc ngudi st dung) can c6 kién thic 1a 13p trinh socket, phuong thiic hoat
dbng cla cac Ung dung client/server.

Cac chuong trinh Scanner c6 vai trd quan trong trong mOt hé thOng bdo

mat, vi chiing c6 khd nang phat hién ra nhiing di€ém y€u kém trén mOt hé thong
mang. DOi v&i ngudi qudn tri mang nhling thong tin nay 1a hét sc htu ich va
can thiét; d6i vGi nhiimg ké pha hoai nhimg thong tin nay sé& hét sltc nguy hiém.
b) Password Cracker

Password cracker 1d mOt chuong trinh c6 kha ning gidi ma mOt mat

kh&u da dugc ma hod hodc c6 th€ vo hiéu hoé chlic ning bdo v& méat khdu cla
mOt hé thong.

DE hi€u cach thlc hoat ddng cla cac chuong trinh bé kho4, chiing ta can

hi€u cach thlc ma hod d€ tao mat khdu. Hau hét viéc ma hoa cac mat khau
dugc tao ra tU mot phuong thlc ma hoa. Cac chuong trinh ma hoé s dung cac
thudt toan ma hoa d€ ma hoa mat khau.
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Qua trinh hoat dOng cUa cac chuong trinh bé khoa dugc minh hoa trong

hinh sau:

Hinh 6.2: Hoat d0ng cUa cdc chuong trinh bé khéa

Theo sG d0 trén, mOt danh sach cac tUf dugc tao ra va dugc ma hoa doi

v0i ting tUr. Sau mOi 1an ma ho4, chuong trinh sé so sanh v&i mat khau da ma
hod can pha. Néu khong thay tring hop, qua trinh 1ai quay lai. Phuong thic bé
khoa nay goi la bruce-force.

Yéu td vé thiét bi phan clng: Trong hinh trén may tinh thuc hién cac

chuong trinh pha khoa 12 m6t may PC 66MHz hodc cdu hinh cao hon. Trong
thuc t€ yéu cau cac thi€t bi phan clng rat manh doi véi nhiig ké pha khoa
chuyén nghiép. M6t phuong thlic khic c6 thé thay thé 1a thuc hién viéc pha
kho4 trén mOt hé thOng phan tan; do vy gidm b4t dugc cac yéu cau vé thiét bj
so vOi phuong phap lam tai mQt mdy.

Nguyén tac cla mOt s6 chuong trinh pha khoda c6 thé khac nhau. MOt vai
chuong trinh tao mOt mOt danh sach céc tlr gidi han, 4p dung mot sO thudt todn
ma ho4, tU k&t qua so sanh vGi password dd ma hoa can bé khoa dé€ tao ra mot
danh sach khéc theo mét 16gic cUa chuong trinh, cach nay tuy khéng chuén tac
nhung kha nhanh vi dua vao nguyén tac khi dat mat khdu ngudi st dung
thuOng tuan theo mét sO qui tac d€ thudn tién khi s dung.
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Dén giai doan cubi ciing, n€u thdy phi hgp véi mat khdu da dugc ma

ho4, ké phé khod s€ c6 dugc mat khdu dang text thong thuOng. Trong hinh trén,
mat khau dang text thong thudng dugc ghi vao mot file.

D€ déanh gia kha ning thanh céng cUa cac chudng trinh bé khod ta cé

cong thUc sau:

P=LxR/S

Trong dé:

P: Xac sudt thanh cong

L: Thoi gian sOng cla m6t mat khau

R: T6c db thr



S: Khong gian mat khau = Am (M la chi€éu dai mat khau)

Vi du, trén hé théng UNIX nguoi ta da chling minh dugc rang néu mat
kh&u dai qué 8 ky tu thi x4c sudt pha khoa gan nhu = 0. CU thé nhu sau:
Néu st dung khodng 92 ky tu c6 thé dat mat khau, khong gian mat khdu
c6th€ c61a'S = 92s

Vi tOc d6 thir1a 1000 méat khau trong mOt gidy cé R = 1000/s

Thoi gian sOng clla mOt mat khau 1 1 ndm

Ta c6 xac sudt thanh cong 1a :

P = 1x 365 x 86400 x 1000/928 = 1/1.000.000

Nhu vay viéc do mat khau la khong thé vi sé mat khodng 100 nim mdi
tim ra mat khdu chinh xac.

Thoéng thudng cac chuong trinh pha khoa thudng két hgp mot sO théng

tin khac trong qué trinh do mat khdu nhu:

- Céc thong tin trong tap tin /etc/passwd

- MOt s6 tur dién

- Tt 18p va céc tirliét ké tudn tu, chuyén d6i cach phat am cla mot tUr ...
Bién phap khac phuc ddi véi cach thlc pha hoai nay 1a can xay dung

mOt chinh sach bdo v& mat khau diing dan.

c) Trojans

Dua theo truyén thuyét c6 Hy lap "Ngua thanh Trojan", trojans 1a mot
chuong trinh chay khong hop 1€ trén mot hé théng véi vai tro nhu mét chuong
trinh hgp phap. Nhiing chuong trinh nay thuc hién nhling chlc ning ma ngudi
st dung hé thOng thudng khong mong muOn hodc khong hgp phép. Thong
thudng, trojans cé th€ chay dugc 1a do cac chuong trinh hgp phéap di bi thay
d6i ma cla né bang nhitng ma bat hop phép.

Cac chuong trinh virus 1a mOt loai di€n hinh cUa Trojans. Nhiing

chuong trinh virus che dau cac doan ma trong cac chuong trinh st dung hgp
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phép. Khi nhitng chuong trinh ndy dugc kich hoat thi nhitng doan ma &n dau
sé dugc thyc thi d€ thuc hién mot s6 chlic ning ma ngudi s& dung khong biét.
M6t dinh nghia chudn tac vé cac chuong trinh Trojans nhu sau: chuong

trinh trojans 1a mOt chuong trinh thuc hién mot cong viéc ma ngudi st dung
khong biét trudc, gidng nhu dn cap mat khau hay copy file ma ngudi s& dung
khong nhan thlc dugc.

Nhing tac gid cla cac chuong trinh trojan xay dung mot két hoach. Xét

v€ khia canh bdo mat trén Internet, mOt chuong trinh trojan sé thuc hién mot
trong nh{ing cong viéc sau:

- Thuc hién mot vai chlfic nang hodc gitip ngudi 1ap trinh phéat hién

nhiing théng tin quan trong hodc théng tin c4 nhan trén mOt hé théng hodc mot
vai thanh phan cla hé théng dé

- Che dau mOt vai chlc ning hodc gitip ngudi 1ap trinh phat hién nhiing

thong tin quan trong hodc thong tin c nhan trén moOt hé thOng hodc moOt vai
thanh phan cUa hé thong d6

MOt vai chuong trinh trojan c6 thé€ thuc hién ca 2 chlic nang nay. Ngoai

ra, mOt sO chuong trinh trojans con c6 thé pha huy hé théng bang cach pha hoai
cac thong tin trén & cUng (vi du trudng hgp cla virus Melisa lay lan qua duOng
thu dién ).

Hién nay v&i nhiéu k¥ thudt mdi, cac chuong trinh trojan ki€u nay dé

dang bi phat hién va khdng c6 kha nang phat huy tdc dung. Tuy nhién trong
UNIX viéc phat trién cdc chuong trinh trojan van hét stc phd bién.

Cac chuong trinh trojan c6 thé 1ay lan qua nhiéu phuong thic, hoat ddng



trén nhiéu méi truGng hé diéu hanh khac nhau (tU Unix t&i Windows, DOS).
DPac biét trojans thudng lay lan qua mOt sO dich vu phé bién nhu Mail, FTP...
hodc qua céc tién ich, chuong trinh mién phi trén mang Internet.

Viéc danh gia mUc dd dnh hudng cla cac chuong trinh trojans hét slc

khé khin. Trong mOt vai truOng hgp, né chi don gidn 1a dnh huéng dén céc

truy nhap cUa khach hang nhu cac chuong trinh trojans 18y dugc ni dung cla
file passwd va gUi mail t&i ké pha hoai. Cach thUic s(fa don gidn nhat 1a thay thé
toan bd nodi dung cla cac chuong trinh da bi anh hudng bdi cic doan ma trojans
va thay thé€ cac password cUa ngu0i st dung hé théng.

Tuy nhién véi nhimg trudng hop nghiém trong hon, 14 nhiing ké tan

cong tao ra nhiing 16 hGng bdo mat thong qua cac chuong trinh trojans. Vi du
nhiing ké tan cong 1ay dudc quyén root trén hé thOng va 1¢i dung né d€ pha huy
toan b0 hodc m6t phan cla hé thGng. Ching ding quyén root d€ thay d6i
logfile, cai dat cac chuo ng trinh trojans khac ma nguoi quan tri khong thé phat
hién. Trong trudng hop nay, mUc d6 dnh hudng 1a nghiém trong va ngudi quan
tri hé thOng d6 chi con cach 1a cai dat 1ai toan b hé thong

d) Sniffer

D6i vGi bdo méat hé théng sniffer dugc hi€u la cac cong cu (c6 thé 1a

phén clng hodc phan mém) "bat" cac thong tin luu chuyén trén mang va tUr cac
Ebook 4 U ebook.vinagrid.com

Chuong 6 - Bdo mat hé thGng va Firewall

192

thong tin "bat" dugc d6 d€ 18y duoc nhiing thong tin c6 gia tri trao d6i trén
mang.

Hoat dOng cUa sniffer ciing giéng nhu' cac chuong trinh "bat" cac thong

tin gd tU ban phim (key capture). Tuy nhién cic ti€n ich key capture chi thuc
hién trén mOt tram lam viéc cu thé con d6i vdi sniffer c6 thé bat dudc cac théng
tin trao dGi gilta nhi€u tram 1am viéc v4i nhau.

Cac chuong trinh sniffer (sniffer mém) hodc cac thiét bj sniffer (sniffer

cling) déu thuc hién bat cac géi tin & tang IP trd xubng (g0m IP datagram va
Ethernet Packet). Do d6, c6 thé thuc hién sniffer d0i vdi cac giao thitc khac

nhau G tang mang nhu TCP, UDP, IPX, ...

Mat khéc, giao thirc & tang IP dugc dinh nghia cong khai, va cau triic

cac trudng header rd rang, nén vi€c gidi ma cac goi tin nay khong khé khan.

Muc dich cla cac chuong trinh sniffer d6 1a thi€t 1ap ché db

promiscuous (mode dung chung) trén cac card mang ethernet - n0i cac gai tin

trao d6i trong mang - tUr d6 "bat" dugc thong tin.

Cac thiét bj sniffer c6 thé bat dugc toan bd thong tin trao dGi trén mang

1a dua vao nguyén tac broadcast (quang ba) cac goi tin trong mang Ethernet.
Trén hé thOng mang khong dung hub, d{t liéu khéng chuyén dén mot

hudng ma dugc luu chuyén theo moi hudng. Vi du khi mOt tram lam viéc can
dugc gli mOt thong bao dén moOt tram 1am vi€c khac trén cing mOt segment
mang, mOt yéu cau tU tram dich dugc gli tdi tat cd cac tram lam viéc trén mang
dé€ x4c dinh tram nao 1a tram can nhan théng tin (tram dich). Cho t&i khi tram
ngudn nhan dugc théng bao chap nhan tlr tram dich thi lubng dit liéu sé duoc
gUi di. Theo diing nguyén tac, nhiing tram khac trén segment mang sé€ bo qua
cac thong tin trao d6i gilra hai tram ngu6n va tram dich xac dinh. Tuy nhién,

céc tram khéc ciing khong bi bat budc phai bd qua nhiing thong tin nay, do d6
ching van c6 thé "nghe" dugc bang cach thiét 1ap ché dd promiscous mode trén
cac card mang cUa tram dé. Sniffer s€ thuc hién cong vi€c ndy.

M6t hé thOng sniffer c6 th€ két hgp cd cac thi€t bi phan clng va phan

mém, trong d6 hé thOng phan mém vai cac ché dO debug thuc hién phan tich
cac goi tin "bat" dugc trén mang.



Hé thOng sniffer phdi dugc dat trong cling mOt segment mang (network
block) can nghe 1én.

Hinh sau minh hoa vi tri dat sniffer:
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Hinh 6.3: Cdc vi tri dat sniffer trén 1 segment mang

Phuong thUc tdn cong mang dua vao cac hé thdng sniffer 14 rat nguy

hi€m vi n6 dugc thuc hién & cac tang rat thap trong hé théng mang. Vi viéc
thi€t 1ap hé thOng sniffer cho phép 1y dugc toan bd céc thong tin trao dGi trén
mang. Cac thong tin d6 c6 thé la:

- Céc tai khodn va mat khau truy nhap

- Céc thong tin ndi b0 hodc ¢6 gia tri cao...

Tuy nhién viéc thi€t 1&p mOt hé thOng sniffer khong phdi don gidn vi can

phdi xam nhap dugc vao hé thdng mang d6 va cai dat cic phan mém sniffer.
DPOng thOi cdc chuong trinh sniffer ciing yéu cu ngudi st dung phai hiéu sau
v€ kién tric, cac giao thUfc mang.

Mac khac, s6 1ugng cac théng tin trao dBi trén mang rat 1én nén cac d{r

liéu do céc chuong trinh sniffer sinh ra kha 16n. Thong thuOng, cac chuong
trinh sniffer c6 th€ cdu hinh d€ chi thu nhap tUr 200 - 300 bytes trong mOt géi
tin, vi thuOng nhiing théng tin quan trong nhu tén ngudi ding, mat khdu nam &
phan dau géi tin.

Trong mOt sO trudng hop quan tri mang, d€ phan tich cac thong tin luu

chuyén trén mang, ngudi quan trj cling can chl dOng thiét 1ap cac chuong trinh
sniffer, v&i vai trd ndy sniffer c6 tdc dung tOt.

Viéc phat hién hé thong bi sniffer khéng phdi don gidn, vi sniffer hoat

dOng & tang rat thap, va khong dnh hudng tGi cac Ung dung ciing nhu cac dich
vU hé thOng d6 cung cdp. MOt sO bién phép sau chi c6 tic dung ki€m tra hé
thong nhu:

- Ki€m tra céc ti€n trinh dang thuc hién trén hé thdng (bang 1énh ps trén

Unix hodc trinh qudn ly tai nguyén trong Windows NT). Qua d6 ki€m tra cac
ti€n trinh 1a trén hé thOng; tai nguyén s dung, thdi gian khai tao ti€n trinh... d€

phat hién céc chuong trinh sniffer.
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- S dung moOt vai tién ich d€ phat hién card mang c6 chuyén sang ché

do promiscous hay khong. Nhiing tién ich ndy gitip phat hién hé théng cla ban
c6 dang chay sniffer hay khong.

Tuy nhién viéc xay dung cac bién phap han ché sniffer cling khong quéa

kho khin néu ta tuan th( cac nguyén tac vé bdo mat nhu:

- Khong cho ngudi 1a truy nhap vao céc thiét bj trén hé thOng

- Quan ly cau hinh hé thOGng chat ché

- Thi€t 1ap cac két ndi c6 tinh bdo mat cao théng qua cac cd ché ma hoa.

1.1.3. MOt s6 di€m yéu clia hé théng

1.1.3.1. Deamon fingerd

MOt 16 h6ng clia deamon fingerd 1a co hdi d€ phuong thiic tan cong

worm "sau" trén Internet phat tri€n: d6 1a 16i tran ving dém trong cac ti€n trinh
fingerd (16i khi 1&p trinh). Ving dém d€ luu chudi ky tu nhap dudgc giGi han la
512 bytes. Tuy nhién chuong trinh fingerd khong thuc hién ki€m tra dirliéu
dau vao khi 16n hon 512 bytes. K&t qua 1a xdy ra hién tugng tran ditliéu & ving
dém khi d(r liéu 16n hon 512 bytes. Phan dirliéu du thtta ch(fa nhitng doan ma
dé€ kich mOt script khac hoat dOng; scripts nay ti€p tuc thuc hién finger tdi mot
host khac. K&t qud 1a hinh thanh m&t mat xich cac "sau" trén mang Internet.



1.1.3.2. File hosts.equiv

Né€u mOt ngudi s& dung dugc xac dinh trong file host.equiv cling v6i dia

chi may cla ngudi d6, thi ngudi s& dung dé dugc phép truy nhap tU xa vao hé
thOng da khai bdo. Tuy nhién c6 m6t 16 h6ng khi thuc hién chirc nang nay dé 1a
n6 cho phép ngudi truy nhap tUr xa c6 dudc quy€én cla bat c ngudi nao khac
trén hé thOng. Vi du, n€u trén may A c6 mot file /etc/host.equiv 6 dong dinh
danh B julie, thi julie trén B c6 th€ truy nhdp vao hé thGng A va cé bat duoc
quyén cUa bat c(f ngudi nao khac trén A. Pay la do 16i cla thU tuc ruserok()
trong thu' vién libc khi 1@p trinh.

1.1.3.3. Thu' mUc /var/mail

Néu thu muc /var/mail dugc set 1a véi quyén dugc viét (writeable) doi

vdi tat cd moi ngudi trén hé thOng, thi bat cr ai c6 thé tao file trong thu muc
ndy. Sau dé tao mot file vGi tén cla mOt ngudi d cé trén hé théng roi link t&i
mOt file trén hé thOng, thi cac thu t&i ngudi st dung cé tén tring vai tén file
link s& dugc gan thém vao trong file ma no link tdi.

Vi du, mOt ngudi st dung tao link tU /var/mail/root t&i /etc/passwd, sau

d6 gl mail bang tén mOt ngudi mai tGi root thi tén ngudi s&t dung mdi nay sé
dugc gan thém vao trong file /etc/passwd; Do vay thu' muc /var/mail khong bao
gi® dugc set v&i quyén writeable.
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1.1.3.4. Chlc nang proxy cUa FTPd

ChUc ning proxy server cUa FTPd cho phép m&t ngudi st dung c6 thé

truy€n file t& mOt ftpd nay tGi mOt ftpd server khac. SUr dung chUc ning nay sé&
c6 th€ bd qua dugc cac xac thuc dua trén dia chi IP.

Nguyén nhan 1a do ngudi s dung c6 th€ yéu cau mot file trén ftp server

gUi mot file t&i bat ky dia chi IP nao. Nén ngudi st dung c6 thé yéu cau ftp
server d6 gUi mOt file gdm cac 1énh 1a PORT va PASV tdi céc server dang
nghe trén cac port TCP trén bat ky mOt host nao; két qua 1a mot trong cac host
do co ftp server chay va tin cay ngu0i s& dung dé nén bd qua dugc xac thuc dia
chi IP.

1.1.4. Cac mtrc bao vé an toan mang

Vi khong c6 mOt gidi phép an toan tuyét dOi nén ngudi ta thudng phai st
dung d6ng thoi nhiéu mic bdo vé khic nhau tao thanh nhiéu 10p "rao chan" doi
vGi cac hoat dOng xam pham. Viéc bdo vé thong tin trén mang chl yéu 1a bdo
v€ thdng tin cat gilt trong cac may tinh, ddc biét 1a trong cac server clla mang.
Hinh sau mé ta céc 16p rao chan théng dung hién nay d€ bdo v& théng tin tai
cac tram cUa mang:

Information

Access rights

login/password

data encrytion

Physical protection
firewalls

Hinh 6.4: Cdc mUc d6 bdo vé mang

Nhu minh hoa trong hinh trén, cac 18p bdo vé thong tin trén mang gOm:

- L6p bao vé& trong cung 1a quyén truy nhap nham ki€m soat cac tai

nguyén (& day la thong tin) clla mang va quyén han (c6 thé€ thuc hién nhiing
thao tac gi) trén tai nguyén d6. Hién nay viéc ki€m soat ¢ mUc nay dugc ap
dung sau nhat doi véi tép.

-L6p bdo vé t1ep theo 1a han ché theo tai khodn truy nhap gOm dang ky

tén va mat khau tuong Ung. bay la phuong phap bdo vé pho bi€én nhat vi nd
don gidn, it tOn kém va Cung rat c6 hiéu qua. Moi ngu‘dl st dung mudn truy
nhap dugc vao mang s dung cac tai nguyén déu phdi c6 ding ky tén va mat



kh&u. Ngudi quan tri hé thong c6 trach nhiém quan ly, ki€m soat moi hoat dOng
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cUa mang va x4c dinh quyén truy nhap cUa nh{tng ngudi s& dung khac tuy theo
th0i gian va khong gian.

- L6p thrba 1a st dung cac phuong phdp ma hod (encryption). D{r liéu

dugc bi€n dGi tUr dang clear text sang dang ma hoa theo mOt thudt toan nao doé.
- L6p th(r tu' 1a bao vé vat 1y (physical protection) nham ngan can cac

truy nhap vat 1y bat hgp phap vao hé thdng. Thudng ding cac bién phap truyén
thOng nhu ngdn cdm ngudi khong c6 nhiém vu vao phong dat may, ding hé
thOng khoa trén mdy tinh, cai dat cic hé théng béo dOng khi c6 truy nhap vao
hé théng ...

- LGp th( ndm: Cai dat cac hé thOng blc tudng 1Ua (firewall), nham

ngin chan cac thAm nhap tri phép va cho phép 1oc cac goi tin ma ta khong
mudn gUi di hodc nhan vao vi mét 1y do nao dé.

1.2. Cac bién phap bao vé mang may tinh

1.2.1. Ki€m soat hé thdng qua logfile

MOt trong nhitng bién phap do tim cac ddu vét hoat dOng trén mOt hé

thOng 12 dua vao cac cong cu ghi logfile. Cac cong cu ndy thuc hién ghi lai nhat
ky céac phién 1am viéc trén hé thong. NOi dung chi tiét thong tin ghi lai phu
thudc vao cau hinh ngudi quan tri hé thGng. Ngoai viéc ra soat theo ddi hoat
dOng, dOi vGi nhiéu hé théng cac thong tin trong logfile gitip ngudi quan tri
déanh gia dugc chat lugng, hiéu ning cUa mang 1udi.

1.2.1.1. Hé thOng logfile trong Unix

Trong Unix, cac cong cy ghi log tao ra logfile 1a cac file dudi dang text

théng thudng cho phép ngudi st dung dung nhiing cong cu soan thdo file text
bat ky dé€ c6 thé doc dugc ndi dung. Tuy nhién, mét sO truGng hop logfile dugc
ghi dudi dang binary va chi c6 thé s& dung moOt sO tién ich dac biét méi co thé
doc dugc thong tin.

a) Logfile lastlog:

Tién ich ndy ghi lai nhitng 1an truy nhap gan day doi v4i hé théng. Céc

thong tin ghi lai gbm tén ngudi truy nhap, thdi di€ém, dia chi truy nhap ... Cac
chuong trinh login sé doc ndi dung file lastlog, ki€m tra theo UID truy nhap

vao hé thOng va sé thong bao 1an truy nhap vao hé théng gan day nhat. Vi du
nhu sau:

Last login: Fri Sep 15 2000 14:11:38

Sun Microsystems Inc. SunOS 5.7 Generic October 1998

No mail.

Sun Microsystems Inc. SunOS 5.7 Generic October 1998

/export/home/ptthanh
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b) Logfile UTMP

Logfile nay ghi lai thong tin vé€ nhling ngudi dang login vao hé thdng,
thudng nam & thu muc /etc/utmp. D& xem thong tin trong logfile c6 thé st dung
cac tién ich nhu who, w, finger, rwho, users. Vi du n0i dung cUa logfile dung
1énh who nhu sau:

/export/home/vhai% who

root console Aug 10 08:45 (:0)

ptthanh pts/4 Sep 15 15:27 (203.162.0.87)

ptthanh pts/6 Sep 15 15:28 (203.162.0.87)

root pts/12 Sep 7 16:35 (:0.0)

root pts/13 Sep 7 11:35 (:0.0)



root pts/14 Sep 7 11:39 (:0.0)

c¢) Logfile WTMP

Logfile nay ghi lai cac thong tin v€ cac hoat dOng login va logout vao hé

thOng. N6 c6 chlic nang tuong tu v&i logfile UTMP. Ngoai ra con ghi 1ai cac
thong tin vé€ céc 1an shutdown, reboot hé thOng, cac phién truy nhap hodc ftp va
thudng nam & thu muc /var/adm/wtmp. Logfile nay thung dugc xem bang
1€énh "last". Vi du ndi dung nhu sau:

/export/home/vhai% last | more

ptthanh pts/10 203.162.0.85 Mon Sep 18 08:44 still logged in

ptthanh pts/10 Sat Sep 16 16:52 - 16:52 (00:00)

vtoan pts/10 203.162.0.87 Fri Sep 15 15:30 - 16:52 (1+01:22)

vtoan pts/6 203.162.0.87 Fri Sep 15 15:28 still logged in

vtoan pts/4 Fri Sep 15 15:12 - 15:12 (00:00)

d) Tién ich Syslog

Pay 1a mOt cong cu ghi logfile rat hitu ich, dugc st dung rat thong dung

trén cac hé thOng UNIX. Tién ich syslog gitip ngudi quan tri hé thdng dé dang
trong viéc thuc hién ghi logfile d0i vGi cac dich vu khac nhau. Thong thudng
tién ich syslog thuong dugc chay dudi dang mot daemon va dugc kich hoat khi
hé théng khdi dOng. Daemon syslogd lay thong tin t& mOt sO nguOn sau:

- /dev/log: Nhan cac messages tU c4c ti€n trinh hoat ddng trén hé thong

- /dev/klog: nhan messages tU kernel

- port 514: nhan cic messages tU cac may khac qua port 514 UDP.

Khi syslogd nhan cac messages tU cdc nguOn thong tin nay né sé thuc

hién ki€m tra file cau hinh cUa dich vu 1a syslog.conf d€ tao log file tuong Ung.
C6 th€ cau hinh file syslog.conf d€ tao mOt message v&i nhiéu dich vu khéc

nhau.
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Vi du nli dung mot file syslog.conf nhu sau:

# This file is processed by m4 so be careful to quote ("') names

# that match m4 reserved words. Also, within ifdef's, arguments

# containing commas must be quoted.

#

*.ert;kern.notice;auth.notice /dev/console

* err;kern.debug;daemon.notice;mail.crit /var/adm/messages

* alert;kern.err;daemon.err operator

*.alert root

*.emerg *

# if a non-loghost machine chooses to have authentication messages

Trong n0i dung file syslog.conf chi ra, d6i v6i cidc message c6 dang

* emerg (message c6 tinh khan cap) s& dugc thong bao tdi tat cd ngudi st dung
trén hé théng; DOi vGi cidc messages c6 dang *.err, hodc kern.debug va nhiing
hoat dOng truy cap khong hop phap sé dugc ghi log trong file
/var/adm/messages.

Mac dinh, cadc messages duQc ghi vao logfile /var/adm/messages.

e) Tién ich sulog

Bat c(r khi nao nguoi st dung dung 1énh "su" d€ chuyén sang hoat dOng

hé thOng dudi quyén mot user khac déu dugc ghi log thong qua tién ich sulog.
Nhing théng tin logfile ndy dugc ghi vao logfile /var/adm/sulog. Tié€n ich nay
cho phép phat hién cac trudng hgp ding quyén root d€ c6 dugc quyén cla mot
user nao khac trén hé thOng.

Vi du n0i dung cla logfile sulog nhu sau:

# more /var/adm/sulog

SU 01/04 13:34 + pts/1 ptthanh-root

SU 01/04 13:53 + pts/6 ptthanh-root



SU 01/04 14:19 + pts/6 ptthanh-root

SU 01/04 14:39 + pts/1 ptthanh-root

f) Tién ich cron

Tién ich cron sé ghi lai logfile cUa c4c hoat ddng thuc hién bdi 1énh
crontabs. Thong thuOng, logfile cla cac hoat ddng cron 1Uu trong file
/var/log/cron/log. Ngoai ra, c6 thé cau hinh syslog d€ ghi lai cac logfile cUa
hoat dOng cron.

Vi du n0i dung cUa logfile cron nhu sau:
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# more /var/log/cron/log

| *** cron started *** pid = 2367 Fri Aug 4 16:32:38 2000

> CMD: /export/home/mrtg/mrtg /export/home/mrtg/termcount.cfg

> ptthanh 2386 c Fri Aug 4 16:34:01 2000

< ptthanh 2386 c Fri Aug 4 16:34:02 2000

> CMD: /export/home/mrtg/getcount.pl

> ptthanh 2400 c Fri Aug 4 16:35:00 2000

< ptthanh 2400 c Fri Aug 4 16:35:10 2000

> CMD: /export/home/mrtg/mrtg /export/home/mrtg/termcount.cfg

g) Logfile cla sendmail

Hoat dOng ghi log cUa sendmail c6 thé dugc ghi qua tién ich syslog.

Ngoai ra chuong trinh sendmail con ¢6 1ua chon "-L + level security” vGi mUc
d6 bao mat tU "debug" t&i "crit" cho phép ghi lai logfile. Vi sendmail 1a mot
chuong trinh c6 nhi€u bug, vGi nhi€u 16 héng bdo mat nén ngudi quan tri hé
thong thuOng xuyén nén ghi lai logfile doi v&i dich vu nay.

h) Logfile cUa dich vu FTP

Hau hét cac daemon FTP hién nay déu cho phép cau hinh d€ ghi lai

logfile st dung dich vu ETP trén hé théng d6. Hoat ddng ghi logfile cla dich vu
FTP thudng dugc st dung vdi Iura chon "-1", cdu hinh cu thé trong file
/etc/inetd.conf nhu sau:

# more /etc/inetd.conf

ftp stream tcp nowait root /etc/ftpd/in.ftpd in.ftpd —1

Sau d6 cau hinh syslog.conf tuong Ung vGi dich vu FTP; cy thé nhu sau:

# Logfile FTP

daemon.info ftplogfile

Vi lya chon nay sé ghi lai nhiéu thong tin quan trong trong mOt phién

ftp nhu: thoi di€m truy nhap, dia chi IP, d{r liéu get/put ... vao site FTP d6. Vi
du ndi dung logfile cla mOt phién ftp nhu sau:

Sun Jul 16 21:55:06 2000 12 nms 8304640 /export/home/ptthanh/PHSS_17926.depotb _or
ptthanh ftp 0 * c

Sun Jul 16 21:56:45 2000 96 nms 64624640 /export/home/ptthanh/PHSS_19345.depot b _ o
r ptthanh ftp 0 * c

Sun Jul 16 21:57:41 2000 4 nms 3379200 /export/home/ptthanh/PHSS_19423.depotb _or
ptthanh ftp 0 * ¢

Sun Jul 16 22:00:38 2000 174 nms 130396160 /export/home/ptthanh/PHSS_19987.depot b _

o r ptthanh ftp 0 * c
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i) Logfile cda dich vu Web:

Tuy thuc vao Web server st dung sé€ c6 cac phuong thlic va cdu hinh

ghi logfile cUa dich vu Web khac nhau. Hau hét cac web server thong dung
hién nay déu ho trg co ché ghi log. Vi du ndi dung logfile cUa dich vu Web s(
dung Web server Netscape nhU sau:

202.167.123.170 - - [03/Aug/2000:10:59:43 +0700] "GET /support/cgi-bin/search.pl
HTTP/1.0" 401 223



203.162.46.67 - - [03/Sep/2000:22:50:52 +0700] "GET http://www.geocities.com/ HTTP/1.1"
401 223

203.162.0.85 - - [15/Sep/2000:07:43:17 +0700] "GET /support/cgi-bin/search.pl HTTP/1.0"
401 223

203.162.0.85 - ptthanh [15/Sep/2000:07:43:22 +0700] "GET /support/cgi-bin/search.pl
HTTP/1.0" 404 207

203.162.0.85 - - [15/Sep/2000:07:43:17 +0700] "GET /support/cgi-bin/search.pl HTTP/1.0"
401 223

1.2.1.2. M6t s6 cong cu hitu ich ho trg phan tich logfile:

POi v&i ngudi quan tri, vi€c phan tich logfile cUa cac dich vu 1a hét slc

quan trong. MOt sO cong cU trén mang gitip ngUdi quan tri thuc hién cong viéc
nay dé dang hon, dé la:

- Tién ich chklastlog va chkwtmp gitp phan tich c4c logfile lastlog va

WTMP theo yéu cau ngudi quan tri.

- Tién ich netlog gitp phan tich cac géi tin, gdm 3 thanh phan:

+ TCPlogger: log 1ai tat ca cac k€t ndi TCP trén mOt subnet

+ UDPlogger: log lai tat ca cac k€t nOi UDP trén mot subnet

+ Extract: XU ly céac logfile ghi 1ai bGi TCPlogger va UDBlogger.

- Tién ich TCP wrapper: Ti€n ich nay cho phép ngudi qudn tri hé thOng

dé dang giam st va loc cac géi tin TCP cUa céc dich vu nhu systat, finger,
telnet, rlogin, rsh, talk ...

1.2.1.3. Céc cong cu ghi log thudng st dung trong Windows NT va 2000
Trong hé thOng Windows NT 4.0 va Windows 2000 hién nay déu ho trg

day du cac ca ché ghi log v&i cac mUc dO khac nhau. Ngudi quan tri hé thOng
ty thudc vao mUc dd an toan cUa dich vu va cac thong tin st dung c6 thé 1ua
chon cdc mUc dd ghi log khac nhau. Ngoai ra, trén hé thOng Windows NT con
hO trg cac co ché ghi logfile truc ti€p vao cac database d€ tao bao céo gitip
ngudi quan tri phan tich va ki€m tra hé théng nhanh chéng va thudn tién. ST
dung tién ich event view d€ xem cac thong tin logfile trén hé thOng vGi cac mUc
dd nhu Application log; Security log; System log. Cac hinh dudi day sé minh
hoa mot s6 hoat dOng ghi logfile trén hé thOng Windows:
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Vi du: D€ ghi lai hoat dOng doc, viét, truy nhap.... dOi vGi mot file/thu

muc 1a thanh céng hay khéng thanh céng ngudi quan tri c6 th€ cdu hinh nhu
sau:

Chon File Manager - User Manager - Security - Auditing. Vi du hinh

sau minh hQa cac hoat dOng c6 thé dugc ghi log trong Windows 2000:

Hinh 6.5: Ghi log trong Windows 2000

- SU dung tién ich Event View cho phép xem nh{ing théng tin logfile

nhu sau:
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Hinh 6.6: Céng cu Event View cUa Windows 2000

Xem chi ti€t ndi dung mOt message:
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Hinh 6.7: Chi tiét 1 thong bdo 10i trong Windows 2000

Théng bao nay cho biét nguyén nhan, thoi di€m xay ra 16i ciing nhu
nhiéu théng tin quan trong khac.

C6 th€ cdu hinh Event Service d€ thuc hién mot action khi c6 mOt thong
béo 16i xdy ra nhu sau:
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Hinh 6.8: C4u hinh dichvu ghi log trong Windows 2000

Ngoai ra, ciing giGng nhu trén UNIX, trong Windows NT ciing c6 cac

cong cu theo doi logfile cUa mOt sO dich vy théng dung nhu FTP, Web. Tuy
thuQc vao loai server st dung c6 cdc phuong phap cau hinh khac nhau.

1.2.2. Thiét 1ap chinh sach bdo mat hé thOng

Trong cac budc xay dung mOt chinh sadch bdo mat d6i véi moOt hé thong,
nhiém vu dau tién cla ngudi quan tri 1a xac dinh dugc ding muc tiéu can bdo
mat. Viéc xéac dinh nhitng muc tiéu cUa chinh sdch bdo mat gitip ngu'di sir dung
bié€t dugc trach nhiém cUa minh trong viéc bdo vé céc tai nguyén théng tin trén
mang, dong thOi gitip cdc nha qudn tri thi€t 1ap cac bién phap dam bdo hitu
hiéu trong qua trinh trang bi, cau hinh va ki€m so4t hoat ddng cla hé thdng.
Nh{ng muc tiéu bdo mat bao gOm:

1.2.2.1. X4c dinh d0i tugng can bdo vé

Pay 1a muc tiéu dau tién va quan trong nhat trong khi thi€t 1ap mOt chinh

sach bdo mat. Ngudi quan tri hé thdng can xac dinh rd nhiing dOi tugng nao 1a
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quan trong nhat trong hé théng can bdo vé va xac dinh rd mUc d6 uu tién doi
vGi nhitng doi tugng dé. Vi du cac d6i tuong can bdo vé trén mot hé thong c6
thé la: cac rnay chu dich vu, céc router, cac diém truy nhap hé th0ng, cac
chuong trinh Ung dung, hé quan tri CSDL, cac dich vu cung cap ..

Trong bu@c ndy can xé4c dinh rd pham vi va ranh gidi gila cac thanh

phan trong hé théng d€ khi xdy ra su cO trén hé thOng c6 thé cb 1ap cac thanh
phan nay véi nhau, dé dang do tim nguyén nhan va cach khac phuc. Cé th€ chia
cac thanh phan trén moét hé thdng theo cac cach sau:

- Phén tach céc dich vu tiy theo mUc d6 truy cap va do tin cay.

- Phén tach hé thong theo c4c thanh phan vat Iy nhu cac may chl

(server), router, cac may tram (workstation)...

- Phén tach theo pham vi cung cap cUa cac dich vu nhu: cac dich vu bén

trong mang (NIS, NFES ...) va cac dich vu bén ngoai nhu Web, FTP, Mail ...
1.2.2.2. Xac dinh nguy co d6i véi hé thOng

Cac nguy cO d6i véi hé thng chinh la cac 16 hdng bdo mat cla céc dich

vU hé thng do6 cung c&p. Viéc xdc dinh ding dan cac nguy cd nay gitip ngudi
quan tri c6 thé€ tranh dugc nhu‘ng culc tan cong mang, hodc c6 bién phap bdo
vé dung dan. Thong thudng, moét sO nguy 0 nay nam & cac thanh phan sau trén
hé théng:

a) Cdc di€m truy nhép:

Cac di€ém truy nhap cla hé théng bat ky (Access Points) thudng déng

vai tro quan trong d6i v4i mOi hé théng vi day la diém dau tién ma ngudi st
dung ciing nhu nhimg ké tan cong mang quan tam tGi. Thong thudng cac diém
truy nhap thudng phuc vu hau hét ngudi diing trén mang, khéng phu thudc vao
quyén han ciing nhu dich vu ma ngudi s& dung dung. Do d6, cac diém truy
nhap thuong 1a thanh phan c6 tinh bdo mat 16ng 1é0. Mat khac, d0i vG6i nhi€u hé
thOng con cho phép ngudi st dung dung cac dich vu nhu Telnet, rlogin d€ truy
nhap vao hé thOng, day la nhimg dich vu c6 nhi€u 16 héng bdo mat.

b) Khéng kiém sodt duoc cdu hinh hé thGng

Khong ki€m soat hodc mat cdu hinh hé thong chiém mot ty 1& 16n trong

s cac 16 hGng bao mat. Ngay nay, c6 mot sO lugng 16n cac phan mém sU dung,
yéu cau cdu hinh phlc tap va da dang hon, di€u nay ciing dan dén nhiing khé
khan d€ ngudi quan tri nam bat dugc cdu hinh hé théng. PE khac phuc hién



tuong nay, nhi€u hang sdn xuat phan mém da dua ra nhiing cau hinh khéi tao
madc dinh, trong khi d6 nhitng cau hinh nay khéng dugc xem xét ky 1uGng trong
m&t moi trudng bdo mat. Do d6, nhiém vu cla ngudi quan tri 1a phdi ndm dugc
hoat dOng cla cac phan mém sU dung, y nghia cUa cac file cdu hinh quan trong,
ap dung cac bién phap bdo vé cau hinh nhu st dung phuong thlic ma héa
hashing code (MD5).

c) Nhig bug phdn mém st dung

Nh{mg bug phdn mém tao nén nhitng 16 héng cla dich vu 1a co hdi cho

cac hinh thUc tan cong khac nhau xam nhdp vao mang. Do d6, ngudi quan tri
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phai thuOng xuyén cap nhat tin tUc trén cac nhém tin vé bdo mat va tUr nha cung
cap phan mém dé phat hién nhitg 16i clla phan mém st dung. Khi phét hién cé
bug can thay thé hodc ngling s&r dung phdn mém d6 chd nang cap 1én phién ban
ti€p theo.

d) Nhitng nguy c0 trong ndi b0 mang

M6t hé thong khong nhling chiu tan cong tUr ngoai mang, ma c6 thé bi

tan coéng ngay tu bén trong. Co thé€ 1a v6 tinh hoac co y, cac hinh thlc pha hoai
bén trong mang van thuOng xay ra trén mot sO hé th0ng 16n. Chu yeu v@i hinh
thrc tan cong & bén trong mang la ké tan cong c6 thé ti€p can vé mat vat ly doi
v0i c4c thiét bi trén hé th0ng, dat dugc quyén truy nhap bat hop phap tai ngay
hé thOng d6. Vi du nhiéu tram lam viéc c6 th€ chi€m dugc quyén st dung néu
ké tan cong ngOi ngay tai cac tram lam viéc dé.

1.2.2.3. Xéc dinh phuong an thuc thi chinh sdch bdo mat

Sau khi thi€t 1ap dugc mot chinh sdch bao mat, mOt hoat dOng tiép theo

14 1ua chon cac phuong an thuc thi mOt chinh sdch bdo mat. M6t chinh sach

bdo mat 1a hoan hdo khi né c6 tinh thuc thi cao. P& danh gi4 tinh thuc thi nay,
c6 mOt s tiéu chi d€ lua chon do la:

- Tinh diing dan

- Tinh than thién

- Tinh hiéu qua

1.2.2.4. Thiét 1ap cac qui tac/thU tuc

a) Cdc thd tuc d6i vGi hoat dng truy nhdp bat hop phdp

St dung mOt vai cong cu c6 th€ phat hién ra cac hanh dOng truy nhap

bat hop phap vao mOt hé thOng. Cac cong cU nay cé th€ di kém theo hé diéu
hanh, hodc tU c4c hing san xudt phan mém th( ba. Pay 1a bién phap phs bién
nhat dé€ theo ddi cac hoat dOng hé thdng.

- Cac cong cU logging: hdu hét cac hé diéu hanh déu ho trg mot sO 1ugng

16n céc cong cu ghi log vGi nhi€u théng tin b ich. P& phat hién nhiing hoat
d0Ong truy nhap bat hgp phap, mot s6 qui tac khi phan tich logfile nhu sau:

+ So sanh cac hoat dOng trong logfile vGi cac log trong qua kh(r. B6i

v0i cac hoat dOng thong thudng, cac thong tin trong logfile thudng c6 chu ky
giGng nhau nhu thGi di€m ngudi st dung login hodc log out, thdi gian s& dung
cac dich vu trén hé théng...

+ Nhi€u hé thOng s dung céc thong tin trong logfile d€ tao héa don cho

khach hang. C6 thé dua vao cac thong tin trong héa don thanh toan d€ xem xét
cac truy nhap bat hgp phép néu thay trong héa don d6 c6 nhiing di€m bat
thudng nhu thoi di€m truy nhép, sO dién thoai la ...

+ Dua vao cac tién ich nhu syslog d€ xem xét, dac biét 1 cac thong bao

16i login khong hgp 1€ (bad login) trong nhi€u 1an.
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+ Dua vao céc tién ich kém theo hé diéu hanh d€ theo dbi céc tién trinh

dang hoat d0ng trén hé thOng; d€ phat hién nhiing ti€n trinh 1a, hodc nhiing
chuong trinh khdi tao khong hgp 1€ ...

- SU dung céac cdng cuU gidm sat khac: Vi du s&r dung cac tién ich vé

mang dé€ theo ddi cac luu lugng, tai nguyén trén mang d€ phat hién nhiing diém
nghi ng0.

b) Cdc thu tuc bdo vé hé théng

- Thu tuc quan ly tai khodn ngudi si dung

- ThU tuc qudn ly mat khau

- Tha tuc quan 1y cau hinh hé théng

- ThU tuc sao luu va khai phuc dir liéu

- Thu tuc béo cdo su' cd

1.2.2.5. Ki€m tra, danh gia va hoan thién chinh sach bdo mat

MOt hé thOng ludn c6 nhiing bi€n ddng vé cau hinh, cac dich vu s

dung, va ngay ca nén tdng hé diéu hanh st dung, cac thi€t bi phan clng ... do
vay ngudi thiét 1ap cac chinh sach bdo méat ma cu thé 1a cac nha quan trj hé
thOng ludn ludn phdi ra séat, ki€m tra lai chinh sich bao mat ddm bdo luén phu
hop v6i thuc t€. Mat khac ki€m tra va danh gia chinh sach bdo mat con gitp
cho cac nha quan 1y c6 ké hoach xay dung mang 1udi hiéu qua hon.

a) Kiém tra, ddnh gid

Cong viéc nay dugc thuc hién thudng xuyén va lién tuc. K&t qua cla

mOt chinh sach bao mét th€ hién rd nét nhat trong chat luong dich vu ma hé
thOng d6 cung cap. Dua vao d6 c thé ki€m tra, danh gia dugc chinh sach bao
mat d6 1a hop ly hay chua. Vi du, mét nha cung cap dich vu Internet c6 thé
ki€m tra dugc chinh sich bao méat cla minh dua vao kha ning phan Ung cla hé
thOng khi bi tan cong tU bén ngoai nhu cac hanh dOng spam mail, DoS, truy
nhap hé théng trai phép ...

Hoat dOng danh gia mOt chinh sach bao mat c6 thé dua vao mot sO tiéu

chi sau:

- Tinh thutc thi.

- Kha ning phat hi€én va ngin nglta c4c hoat ddng pha hoai.

- Cac cong cu h{tu hiéu d€ han ché cac hoat dOng pha hoai hé théng.

b) Hoan thién chinh sdch bdo mét:

TU cac hoat ddng ki€m tra, danh gia néu trén, cac nha quan tri hé thong

c6 th€ it ra dugc nhitng kinh nghiém dé€ c6 th€ cdi thién chinh sach bdo mat
h(tu hiéu hon. Cai thién chinh sach cé thé€ 1a nhitng hanh ddng nham don gian
cong viéc ngudi st dung, gidm nhe d6 phUc tap trén hé thong ...

Nhimg hoat dOng cai thién chinh sach bdo mat c6 th€ dién ra trong sult

thoi gian tOn tai cla hé théng d6. N6 gan lién véi cac cong viéc quan tri va duy
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tri hé thOng. Pay ciing chinh 1a m&t yéu cau trong khi xay dung mOt chinh sach
bdo mat, can phai luén luén mém déo, cé nhiing thay d6i phu hop tily theo di€u
kién thuc té.

2. TOng quan vé hé théng firewall

2.1. GiGi thiéu vé Firewall

2.1.1. Khai niém Firewall

Firewall 13 thi€t bi nham ngan chan su truy nhap khong hop 1€ tir mang

ngoai vao mang trong. Hé thOng firewall thudng bao gOm ca phan clng va
phan mém. Firewall thudng dugc diing theo phuong thlc ngin chan hay tao
cac ludt d6i vai cac dia chi khac nhau.

2.1.2. Cac chirc ning co ban cla Firewall



ChUc ning chinh cUa Firewall 1a ki€m soat luOng théng tin gi(ta mang

can bdo v& (Trusted Network) va Internet thong qua cac chinh sach truy nhap
da dudgc thiét 1ap.

- Cho phép hodc cam céc dich vu truy nhadp tU trong ra ngoai va tU ngoai

vao trong.

- Kiém soét dia chi truy nhép, va dich vu s dung.

- Ki€m soét kha nang truy cdp ngudi s& dung gilta 2 mang.

- Kiém soét n0i dung thong tin truyén tai gilta 2 mang.

- Ngan ngUra khd ning tan cong tU cAc mang ngoai.

Xay dung firewalls 12 mOt bién phap kha h{tu hi€u, né cho phép bdo vé

va ki€m soét hau hét cac dich vu do d6 dugc ap dung phd bién nhat trong cac
bién phap bdo v& mang. Thong thudng, mOt hé théng firewall 1a mOt cOng
(gateway) gi(ta mang n0i b0 giao ti€p vGi mang bén ngoai va ngugc lai

2.1.3. M6 hinh mang st dung Firewall

Kién triic cla hé thdng c6 firewall nhu sau:

Hinh 6.9: Kién triic hé thGng c6 firewall
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Nhin chung, m0i hé thdng firewall déu cé cac thanh phan nhu sau:

Hinh 6.10: Cdc thanh phén cla hé thOng firewall

Firewall c6 th€ bao gOm phan cling hodc phan mém nhung thUdng 1a cd

hai. V& mat phan cUng thi firewall c6 chUc nang gan giodng mot router, né cho
phép hién thi c4c dia chi IP dang két n0i qua né. Piéu nay cho phép ban xac
dinh dugc céc dia chi nao dugc phép va céc dia chi IP nao khong dugc phép két
noi.

Tat cd cac firewall déu c6 chung mOt thudc tinh 14 cho phép phan biét

doi xUr hay khd nang tU chdi truy nhap dua trén cac dia chi nguon.

Theo hinh trén c4c thanh phan cla mét hé thong firewall bao gbm:

- Screening router: La chang ki€m soat dau tién cho LAN.

- DMZ: Khu "phi quan su”, 1a viing c¢6 nguy c0 bi tan cong tU Internet.

- Gateway: 1a cOng ra vao gilta mang LAN va DMZ, ki€m soat moi lién

lac, thuc thi cac co ché bdo mat.

- TF1: Interface 1: La card giao ti€p v&i ving DMZ.

- IF2: Interface 2: La card giao ti€p v&i ving mang LAN.
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- FTP gateway: Ki€m soéat truy cdp FTP gilta LAN va viing DMZ. Cac

truy cap ftp t mang LAN ra Internet 13 tU do. Cac truy cap FTP vao LAN doi
hdi x4c thuc théng qua Authentication Server.

- Telnet Gateway: Ki€m soat truy cap telnet gi(ta mang LAN va Internet.
Gibng nhu FTP, ngudi diing c6 thé€ telnet ra ngoai tu do, cac telnet tU ngoai vao
yéu cau phdi xac thuc qua Authentication Server

- Authentication Server: dugc st dung b3i cac cOng giao ti€p, nhan dién

cac yéu cau két noi, ding céc kY thuat xéc thuc manh nhu one-time
password/token (mat kh&u st dung mot lan) Cac may cht dich vu trong mang
LAN dugc bdo vé an toan, khong c6 két noi truc ti€p vdi Internet, tat ca cac
thong tin trao d6i déu duoc ki€m soat qua gateway.

2.1.4. Phan loai Firewall

C6 kha nhié€u loai firewall, m0i loai c¢6 nhiing U va nhugc di€m riéng.

Tuy nhién d€ thuén tién cho viéc nghién c(fu ngudi ta chia hé thong lam 2 loai
chinh:

- Packet filtering: 1a hé th6ng firewall cho phép chuyén thong tin gilta hé



thOng trong va ngoai mang c6 ki€m soét.

- Application-proxy firewall: 1a hé th&ng firewall thuc hién cac két n6i

thay cho cac két n0i truc ti€p tUr may khéach yéu cau.

2.1.4.1. Packet Filtering

Kiéu firewall chung nhat 1a ki€u dua trén m{ic mang clla mé hinh OSIL.

Firewall mUc mang thuOng hoat dong theo nguyén tac router hay con dugc goi
14 router, c¢6 nghia 1a tao ra cac luat cho phép quyen truy nhap mang dua trén
mUc mang. M6 hinh ndy hoat ddng theo nguyén tac 10c gai tin (packet
flltermg)

O kiéu hoat dOng nay cac géi tin déu dugc kiém tra dia chi ngubn noi

chting xudt phat. Sau khi dia chi IP ngudn dugc xac dinh thi n6 dugc ki€m tra
vGi cac luat da dugc dat ra trén router. Vi du ngudi quan tri firewall quyét dinh
rang khong cho phép bat ky mOt géi tin ndo xudt phat tUr mang microsoft.com
dugc két n6i véi mang trong thi cac géi tin xudt phét tU mang nay s€ khong bao
gi® dén dugc mang trong.

Céc firewall hoat dOng & 16p mang (tuong tU nhu mOt router) thuOng

cho phép t&c dd x{ 1y nhanh béi né chi ki€m tra dia chi IP ngudn ma khéng c6
mOt 1énh thuc su nao trén router, né khong can mot khodng thoi gian nao dé
xé4c dinh xem 1a dia chi sai hay bi cAdm. Nhung diéu nay bi trd gia béi tinh tin
cdy cla né. Kiéu firewall nay s& dung dia chi IP ngubn lam chi thi, di€u nay tao
ra mOt 160 hOng 1a néu mOt géi tin mang dia chi nguon 1a dia chi gia thi nhu vay
n6 s€ c6 dugc mot s6 mUc truy nhap vao mang trong cUa ban.

Tuy nhién cé nhi€u bién phap k¥ thuat c6 th€ dugc ap dung cho viéc loc

g6i tin nham khac phuc yéu di€m nay. Vi du nhu déi véi cac cong nghé packet
filtering phUfc tap thi khong chi c6 trudng dia chi IP dugc ki€m tra bdi router

ma con c6 cac trOng khac nlra dugc ki€m tra véi cac luat dugc tao ra trén
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firewall, cac thong tin khac ndy c6 thé€ 1a thdi gian truy nhdp, giao thlc st
dung, port ...

Firewall ki€u Packet Filtering c6 th€ dugc phan thanh 2 loai:

a) Packet filtering firewall: hoat dOng tai 16p mang clia mé hinh OSI

hay 18p IP trong md hinh giao th(rc TCP/IP.

Hinh 6.11: Packet filtering firewall

b) Circuit level gateway: hoat dOng tai 16p phién (session) clia md hinh
OSI hay 16p TCP trong mé hinh giao thltc TCP/IP.

Hinh 6.12: Circuit level gateway
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2.1.4.2. Application-proxy firewall

Kiéu firewall ndy hoat ddng dua trén phan mém. Khi mot két ndi tUr mot
ngUoi ding nao d6 dén mang st dung firewall kiu nay thi két n6i d6 sé bi
chan lai, sau d6 firewall s& ki€m tra cac truOng c6 lién quan cUa géi tin yéu cau
két ndi. N&u viéc kiém tra thanh cong, c6 nghia la cac tru‘dng thong tin dap Ung
dudgc cac luat da dat ra trén firewall thi firewall sé tao mot cai cau két noi gila
hai node v&i nhau.

U'u di€m cla ki€u firewall loai nay 1a khong c6 chltc ning chuyén ti€p

cac goi tin IP, hon n(fa ta c6 th€ diu khién mot cach chi tiét hon cac két nbi
théng qua firewall. DOng thoi n6 con dua ra nhi€u céng cu cho phép ghi lai cac
qué trinh két noi. Tat nhién diéu nay phai trd gia bdi tdc d6 x(r 1y, bdi vi tat cd
cac két noi cling nhU cac goi tin chuyén qua firewall déu dugc ki€m tra ky
luBng vi cac ludt trén firewall va r6i n€u dugc chap nhan sé dugc chuyén tiép



tGi node dich.

Su chuyén ti€p cac géi tin IP xdy ra khi mOt may chl nhén dugc mot

yéu cau tUf mang ngoai rOi chuyén chiing vao mang trong. Di€u nay tao ra mOt
16 hong cho cac ké pha hoai (hacker) xam nhap tUf mang ngoai vao mang trong.
Nhugc di€m cla ki€u firewall hoat dOng dua trén Ung dung 1a phai tao

cho mdi dich vu trén mang mot trinh Ung dung uy quyén (proxy) trén firewall
vi du nhu phdi tao mOt trinh ftp proxy dich vu ftp, tao trinh http proxy cho dich
vU http... Nhu vy ta c6 th€ thay rang trong ki€u giao thlc client-server nhu
dich vu telnet 1am vi du thi can phai thuc hién hai budc d€ cho hai may ngoai
mang va trong mang c6 thé két ndi dugc vGi nhau. Khi st dung firewall ki€u
ndy cac may client (may yéu cau dich vu) c6 thé bj thay d6i. Vi du nhu doi véi
dich vu telnet thi cac mdy client c6 thé thuc hién theo hai phuong thirc: mot 1a
ban telnet vao firewall trudc sau d6 mdi thuc hién viéc telnet vao may & mang
khac; cach th(r hai 1a ban cé thé telnet thang téi dich tuy theo cac ludt trén
firewall c6 cho phép hay khong ma viéc telnet clla ban s& dugc thuc hién. Liic
ndy firewall 1a hoan toan trong sut, né déng vai trd nhu mot cau ndi tdi dich
cla ban.

Firewall ki€u Application-proxy c6 th€ dugc phan thanh 2 loai:

a) Application level gateway: tinh nang tuUong tu nhu loai circuit-level

gateway nhung lai hoat ddng & 16p Ung dung trong md hinh giao th(c TCP/IP.
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Hinh 6.13: Application level gateway

b) Stateful multilayer inspection firewall: day 1a loai k€t hgp dugc cac

tinh nang cUa cac loai firewall trén: 10c cac géi tai I6p mang va kiém tra ndi
dung céc géi tai 1&6p Ung dung. Firewall loai ndy cho phép cac két n0i truc tiép
gilta cac client va cac host nén gidm dugc cac 106i xay ra do tinh chat "khéng
trong suOt" cUa firewall ki€u Application gateway. Stateful multilayer
inspection firewall cung cap céc tinh ning bdo mat cao va lai trong suot doi véi

cac end users.
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Hinh 6.14: Sta{eful nzultilaygr inspection firewall

2.2. MOt s6 phan mém Firewall théng dung

2.2.1. Packet filtering

Ki€u loc géi tin ndy c6 th€ duoc thuc hién ma khong can tao mot

firewall hoan chinh, c6 rat nhi€u cac cong cu trg gitp cho viéc 10c géi tin trén
Internet (k€ cd phai mua hay dugc mién phi). Sau day ta c6 thé liét ké mot sO
tién ich nhu vay

2.2.1.1. TCP_Wrappers

TCP_Wrappers 1a m6t chuong trinh dugc viét bdi Wietse Venema.

Chuong trinh hoat dOng bang cach thay thé cac chuong trinh thudng trti cla hé
thOng va ghi 1ai tat cd cac yéu cau két noi, thdi gian yéu cau, va dia chi nguon.
Chuong trinh ndy cling c6 kha ning ngin chan céc dia chi IP hay cdc mang
khéng dugc phép két noi.

2.2.1.2. NetGate

NetGate duQc dua ra bdi Smallwork 1a mOt hé théng dua trén cac luat vé

loc géi tin. N6 dugc viét ra d€ s dung trén cac hé thOng Sun Sparc OS 4.1.x.
Tuong tu nhu cac ki€u packet filtering khac, NetGate ki€m tra tat cd cac géi tin
n6 nhan dugc va so sanh vdi cac luat da dugc tao ra.

2.2.1.3. Internet Packet Filter



Phan mém nay hoan toan mién phi, dugc viét bGi Darren Reed. Day la

mOt chuong trinh kha tién 10i, n6 c6 kha ning ngin chan dugc viéc tan cong
bang dia chi IP gid. M0t sO Uu di€m cla chuong trinh 1a né khong chi c6 kha
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nang huy b céc goi tin TCP khong diing hodc chua hoan thién ma con khong
gUi lai ban tin ICMP 16i. Chuong trinh nay cho phép ban cé thé kiém tra th(r
cac luat ban ra trudc khi st dung chung.

2.2.2. Application-proxy firewall

2.2.2.1. TIS FWTK

TIS FWTK (Trusted information Systems Firewall Tool Kit) 1a mOt

phan mém dau tién day du tinh ning cla firewall va dac trung cho kiéu firewall
hoat déng theo phuong thlc Ung dung. Nhiing phién ban dau tién clla phan
mém nay la mién phi va bao gdm nhi€u thanh phan riéng ré. M0i thanh phan
phuc vu cho mOt ki€u dich vu trén mang. Cac thanh phan chl yéu bao gom:
Telnet, FTP, rlogin, sendmail va http.

Phan mém nay 1a mOt hé thOng toan dién, tuy nhién né khong c6 kha

ning bdo v& mang ngay sau khi cai dat vi viéc cai dat va cau hinh khong phai la
dé dang. Khi cdu hinh phdn mém nay ban phai thuc su hi€u minh dang lam gi
bGi c6 th€ véi cac ludt ban tao ra thi mang cla ban khong thé dugc két nbi vai
bat ky mang nao khac tham chi ngay ca nhitng mang quen thudc. Diém ddc
trung nhat cla phan mém nay 1a né cé san nhiéu tién ich giip ban di€u khién
dugc truy nhap doi vGi todn mang, m&t phan mang hay tham chi chi riéeng mét
dia chi.

2.2.2.2. Raptor

Raptor 1a phan mém firewall cung cap day dU cac tinh nang cla mOt

firewall chuyén nghi€p véi hai giao dién quan 1y, mét trén hé déu hanh Unix
(RCU) va mOt trén hé diéu hanh Windows (RMC). Raptor c6 thé dugc cdu hinh
dé€ bao vé mang theo bén phuong thiic: Standard Proxies, Generic Service
Passer, Virtual Private Network tunnels va Raptor Mobile. Tuy vi€c cau hinh

cho Raptor kha phutc tap v6i viéc tao cac route, dinh nghia céc entity, user va
group, thi€t 1ap céc authorization rule ... nhung bu 1ai ta c6 thé s& dung dugc rat
nhiéu tinh ndng Uu viét do Raptor cung cap dé tuy bi€n cidc mUc bdo vé ddi vai
mang cUa minh.

2.3. Thuc hanh cai dat va cau hinh firewall Check Point v4.0 for Windows
2.3.1. Yéu cau phan culmg:

- Cau hinh t0i thi€u déi v4i may cai GUI Client

Hé di€u hanh Windows 95, Windows NT, X/Motif

Dung luong dia trng 20 Mbytes

B0 nhé 16 Mbytes

Card mang Cac loai card dugc hé di€u hanh ho trg

Thiét bi khac CD-ROM
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- Cau hinh t6i thi€u d6i vGi may cai Management Server

Hé diéu hanh Windows NT (Intel x86 va Pentium)

Dung lugng dia trGng 20 Mbytes

B0 nhé t6i thi€u 16MB, nén ding 24MB

Card mang Cac loai card dugc hé diéu hanh ho tro

Thiét bj khac CD-ROM

- Cau hinh t0i thi€u d6i v4i may cai Modul Firewall

Hé diéu hanh Windows NT (Intel x86 va Pentium)



Dung lugng dia trGng 20 Mbytes

B0 nh& 16 Mbytes

Card mang TOi thi€u phai c6 3 card mang thudc cic loai card dugc hé

diéu hanh ho trg.

Thiét bj khac CD-ROM

2.3.2. Cac budc chudn bi trudc khi cai dat

- That chat an ninh cho may chU cai firewall va cac module cUa firewall

nhu GUI Client vd Management Server (tat cac dich vu khong can thiét, update
cac patch stfa 10i cUa hé diéu hanh ...).

- Ki€m tra cac k€t ndi mang trén cic giao dién mang, ddm bao tU may

chU cai Module Firewall c6 thé ping dugc cac IP trén cac giao dién mang (st
dung 1énh ifconfig , ping ...).

- Ki€m tra bang Routing (s dung 1&nh netstat -rn ...).

- Kiém tra dich vu DNS (st dung 1&nh nslookup).

- Lap so d6 mang th nghiém, d6i véi may chU c6 3 giao dién mang c6

th€ 1ap so dO nhu sau:
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Hinh 6.15: SO d6 mang tht nghiém d6i v&i mdy chu cé 3 giao dién mang
2.3.3. Ti€n hanh cai dat

Login dudi quyén Administrator va cai dat hé thOng Firewall

Checkpoint trén cac may theo trinh ty sau:

- Cai dat GUI Client va Management Server.

- Cai dat Module Firewall.

2.3.3.1. Cai dat GUI Client va Management Server

Pua dia CD Checkpoint va chay 1énh setup trong thu muc Windows,
chon Account Management Client va FireWall-1 User Interface trong cfa sG

Select Components:
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Chon Next, man hinh s& hi€n ra nhu sau:

Chon Next r0i chon thu muc cai dat trong clta sO Choose Destination Location:
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Chon Next r0i chon cac thanh phan trong clfa sO Select Components:

Chon Next d€ bat dau qua trinh cai dat.

Sau khi cai xong GUI Client, man hinh s& tu' dOng hién ra phan cai dat Account

Management Client With Encryption Installation:
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Chon Next roi chon thu' muc cai dat trong clta s6 Choose Destination Location:

Chon Next r0i chon Folder trong cUta s& Select Program Folder:
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Chon Next d€ bat dau qua trinh cai dat

2.3.3.2. Cai dat Module Firewall:

Chon FireWall-1 trong c(fa sG Select Components ban dau:

Chon Next, man hinh s& hi€n ra nhu sau:
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Chon Next roi chon thu' muc cai dat trong clta s6 Choose Destination Location:
Chon Next r0i chon FireWall-1 FireWall Module trong c(fa sG Selecting

Product Type:
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Chon Next r0i tty theo phién ban Checkpoint ding ky d€ chon sO license phit
hop:

Chon Next d€ bat dau qua trinh cai dat.

Sau khi cai xong, man hinh cai dat license s& hién 1én nhu sau:
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Chon Add r6i nhap license vao clfa sO sau :

Chon hostname cUla Management Server:
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Chon ché d6 IP Forwarding:
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Pat cac tham sO cho SMTP Security Server:
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Chon Finish d€ két thiic qua trinh cai dat rOi Restart 1ai mdy.

Sau khi restart 1ai mdy, login vao man hinh console clla CheckPoint v3i user va

password da tao d€ thiét 1ap cau hinh cho firewall:
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2.3.4. Thi€t 1ap cau hinh

Sau khi login vao man hinh di€u khi€n cUa CheckPoint, ta bat dau ti€n hanh
qué trinh thi€t 1ap cau hinh cho firewall theo cac budc sau:

- Binh nghia cho céc giao ti€p (Interface) thudc mang trong (Inside network) va
mang ngoai (Outside network) cUa mdy chU cai CheckPoint.

- Tao cac Network thuc mang trong: Theo mé hinh th(r nghiém & day 1a mang
192.168.7.0 va 192.168.1.0.

- Nhém cac Inside network thanh mot group d€ tién quan ly.

- Thié€t 14p cac luat d€ cho phép hodc cdm céc truy nhdp tU trong ra ngoai va tU ngoai
vao trong. Céc ludt nay gOm céc thanh phan co ban sau:

+ S0 thir tu: bi€u thi mlrc dd uu tién cla ludt. Ludt ndo c6 s6 th(F tu cang nho

thi mUc dO Uu tién cang 16n.

+ Ngubn (SOURCE)

+ Pich (DESTINATION)

+ Giao ti€p (IF VIA)

+ Dich vu (SERVICE): cac dich vu dugc cho phép/cam

+ Hanh dOng (ACTION): cho phép/cdm

+ Ngoai ra con c6 cac tham sO khac nhu TRACK, INSTALL ON, TIME ...

Sau day 1a mOt vi du vé thiét 1ap ludt cho firewall CheckPoint:
Ebook 4 U ebook.vinagrid.com

Tai liéu tham khdo
229 .
TAI LIEU THAM KHAO



1. Interconnecting Cisco Network Devices - Steve McQuerry, 03/2000
2. Building Scalable Cisco Internetworks - Catherine Paquet, 01/2003
3. Routing TCP/IP Volume I - Jeff Doyle, 09/1998

4. Cisco Internetworking Basic - Cisco Press, 07/2001

5. Cisco WEB site http://www.cisco.com - Technologies

6. Microsoft Windows 2000 advanced server - Microsoft Press, 1985-
1999

7. DNS and BIND, 3trd Edition - Paul Albitz and Cricket Liu, 09/1998
8. Internet System Consortium WEB site http://www.isc.org

9. Remote Access Study Guide - Robert Padjen, Todd Lammle, Wade
Edwards, 9/2002

10. Building Cisco Remote Access Networks - Catherine Paquet,
08/1999.

11. Complete Book of Remote Access:Connectivity and Security ,
Victor Kasacavage (Editor), Weikai Yan, 12/2002

12. Designing & Implementing Microsoft Proxy Server- David Wolfe,
Sams Net Publishing.

13. ISA Server 2000 Administration Study Guide- William Heldman
(Sybex-MCSE).

14. Configuring ISA server for an Enterprise-Microsoft Training and
Certification, 02/2001

15. Designing & Implementting Microsoft Windows2000 Network
Infrastructure, Microsoft Training and Certification, 05/2000

16. Firewalls and Internet Security: Repelling the Wily Hacker, Steven
M. Bellovin, 01/2003

17. Inside Network Perimeter Security, Karen Fredericks and Lenny
Zeltser and Scott Winters, 01/2002

18. CCSP Cisco Secure PIX Firewall Advanced Exam Certification
Guide, Greg Bastien and Christian Degu, 01/2003

19. Building Internet Firewalls, Elizabeth D. Zwicky & Simon Cooper,
01/2000

20. Firewalls: A Complete Guide, Marcus Goncalves, 01/1999

21. Configuring ISA server for an Enterprise-Microsoft Training and

Certification, 02/2001
Ebook 4 U ebook.vinagrid.com



