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NOi Dung

> Mat ANTT

> MOt s6 thong tin vé ANTT clla ATHENA

> Mat ANTT tU dau ?

» Moi truong lam viéc di dOng va nguy co ANTT
> MOt vai dé xuat

> Q&A
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Mat ATTT la gi ?

I Thong tin bi nh{tng nguoi khéng ¢ quyén biét
dugc (wikileak...,théng tin, hinh dnh bi ngudi khdc bat va
s’ dung cho bdo cda ho, email, phone N# bi sur dung cho
quang cdo.

I Théng tin khong truy cap duoc (i phuong thir truy
cap bi té liét, vi mat do xod, do thiét bi luu tr{r bi hu hai, bi
DoS...)

I Thong tin bj sai 1éch, bj thay d6i n6i dung (thu
gia mao, hO so bi lam sai léch, hinh bi ghép...)
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Su kién vé mat ANTT
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Su kien
(tiép)
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1 MAT AN NINH THONG TIN
DO PAU ?
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I

Hé thoéng cla quy vi da tung bi tan cong mang

(Cyber Attack) hay khong (tinh tu 1/2011)?

Tw tin hon trong nhan biét tan céng.
Tuy nhién kha ndng nhan biét IP van
yéu, nhw vay Ia cac céng cu
monitoring manh chwa dwoc thuc
thi

2011
2012

Qhéng biét
Y

. , résélan \ déidayda )
Bao cdo 2010: Ty 1é tuyén b0 khong gap phai tan congme :
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Khong bj tan C6 bi tan congCo6 bj tan cong
cong nhwng khong |va dwgrc theo




Cac tan cong ma co quan/té chuc cla quy vi gap phai

ké tir thang 1 nam 2011

50% 6% N . . A
46% \1. Tw tin hon khi chéng Malware
45% v
2. DOS tang manh
40% A P P NP
35% 3. S6 Iwong cac IP nwdéc ngoai tan
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Su xam nhap Su xam nhap Xam nhap hé Hé théng Héthéng (fackiéutan [Tancéngtur Thay dbidién Phahoaidlr Khéng gap
héthéngtlr héthongtlr théngbdi  nhiém phail nhiém phai 4énglam suy [chdidichvy | mao, ndi lieuhay hé phaitancong
nguoibén nhirng ngudi nguoditrong  trojan hay virus hay giam hiéu (DOS) dung thong (vidu: nao
ngoaivao  bénngoai  tochuc (vi rootkit | worm (nhitng jhang mang website cotinh xda
mangbén nhungnam du:trmay (nhGrngm3| madéchai- |(vidu: do (trang chu) d@liéu quan

trong ré6béntrong débanbén déc hai - malwarety [Kuét(scan) trong, ...)
(vidu:do trongmang malware lay lan) mang voi ~—
nhan vién cll xam nhap trai khong tu 14y cuong dé
congitrmat phepvao lan dugc) cao gay qua
khau,...) maychaq,...) tai)
—

. 2011 = 2010
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Theo quy vi nhitng dong co nao dudc nghi ngo 1a

nguyén nhan giy ra nhirng hanh dong trén?

28%

Khéng ré déng co 26%

Tao nguén thu tai chinh bat hop phap
Chiém doat tai nguyén hé théng ctia co quan dé st dung cho muc
dich canhan

Nham tao loi thé canh tranh thuong mai (vi du: tinh bao céng
nghiép)

Thi han ca nhan (vi du: nhan vién hoac nguoi ngoai cé thi han ca
nhan)

Phahoai hé théng c6 cha dich

Nham thé hién ki nang tan céng

Nham chiém dung tai nguyén hé théng dé dan téi nhitng cuéc tan
cdng nac danh
Khéng cé ddng co 16 rang (vi du: ké tan ¢éng tinh c& tim thay diém 43%

yéuva khaithacno) 47%
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T6 chirc clia quy vi c6 udc luong duoc twong doi ton that tai
chinh khi bi tan cong khong?

60%
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Khéng Cé

1. Kha ndng danh gia tén that tai chinh nhin chung van é mirc thap, khéng thay déi nhiéu
so voi ndm ngoai (chua thuc thi Banh gia rai ro)

2.  Khi di vao céc tan céng cu thé thi cdc tan céng bén ngoai nhur DOS, tan cong Web
duoc cho Ia hay gdy tén that, trong khi c4c tan céng bén trong bi coi nhe (Pac diém
tam ly 20117?)
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{ Scams i g8 2042 Y
tl detected email scam aan bRt W
A summar\f of recen Y s 40 ﬁﬁﬂg oy cang A
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«Egﬂ"":‘-.-:r% Summary of IT Security alerts issued in the University

AR o]
i & L |Date Affected Affected  [Impact
‘:"'i}' Issued Component Platform  |(sample}

\ ;g;‘gay IQuickTime pple rbitrary Code Executior
hotr” Reduced Security

\Various Components |[Apple

2012

10 May . . .

0012 Various Components |[Apple rbitrary Code Executior

;g,g’ay Safari pple irbitrary Code Executior

gg;’;ay Shockwave Player idobe irbitrary Code Executior
g $’ ; &E""E‘ A, Aig, 09 May \Various Components |[Microsoft Remote Code Execution

e 4 ; . 26 Apr Firefox and . . e
& E ﬁ?p@&"i’a k3 0012 rhunderbird Mozilla Multiple Vulnerabilities
& ) .

< 3 f .
.securityawareness.com/secnews.htm
-
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Bang cadch nao ching ta bi hacked?

1

D& mot mdy tinh (hay thiét b tinh todn cd lap
trinh) bi hacked, phai c6 m6t mot Ung dung noi
gian

La Ung dung cUa ta c6 so hd va bi trd thanh nbi
gian khong phu thubc vao ching ta.

La Ung dung do ké xau cai dat vao mdy cUa ta voi
su gitp sUc cuUa ta.

Néu may tinh cta ta khéng bi déi => chi c6 thé
lira (phishing) dé chiing ta cung cap théng tin,
hoac nghe théng tin trén duong truyén

=> Chiing ta c6 thé “séng” trong mdi truéng
Internet héa v@i “day dac” tin tac nhu hién nay
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1

MATHE

Bang cadch ndo ching ta trdnh bi hacked?

Ung dung cua ta c6 so hé va bi trd thanh nbi
gian khong phu thubc vao chung ta => v l0i
phan mém.

Ung dung do ké xau cai dat vao mdy cUa ta
v0i su gitup sUc cla ta => biét va than trong
dé khong bl 1Ua (click vao link cta ké x4u, cai phdn mém

xau).

LUa (phishing) => nhan biét (bang céng cu, hiéu biét,
thué diét web gid...) website gia

Nghe 1én thong tin trén duong truyén
M\é héa dir liéu.

A0 TAG QUAN TRI MARG & MK NIN
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Tan coéng ma doc

\
\

Click vao day dé xem

. TUI

Download
ban dep &
day...
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Moi truong lam viéc freelance

I MOoi trudng lam viéc di dOng
1 SU dung nhiéu thiét bj khdc nhau
1 Két qua 100% dang sO => dé mat hét
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RUi Ro M6i Trudng Wifi

Tram truy cap
khéng day
(Access Point -
AP)
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Vi DU CAC TAN CONG WIFI

a

Tram truy cap AP gid mao

Q Cau hinh sai AP

(}
» uu\\\\“ o
“ o < + Két ndi hgang hang wifi
‘%, we!
Chu hinh sai AP 3, -

v

« May tram gia nhap nham AP!

Két noi bat hop WeP
phap (\““9

O Tan céng tu chéi dich vu
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Tan coéng gid mao AP

MATHENA




Khai thac Thong tin tu Mang Xa HOi

! Ngay 1/7/2012 , Mang Xa HOi Bai du Trung
Qubc da Am tham tri€én khai tai Viét Nam

I C6 kha nang thu thap théng tin ngudi dung tai
Viét Nam

0 C6 thé sir dung thong tin ngudi dung dé s
dung cho muc dich xau

I Theo bao ngudi lao dong ngay 1/7/2012

I http://nld.com.vn/20120701102825994p0c100
2/baidu-tra-da-quan-bi-phan-ung-du-doi.htm

{#.\ATHENA

B0 TAO QUAN HMBSEJ.




Tom lucc

0 Thuc hién v4 (patch) kip thoi va day du (tu
ddng ???)

I Can nhac ky trudc khi click vao link hodc cai dat
phan mém moi

0 M3 hod thodng tin moi khi cé thé: ma héda tap tin,
ma hod thiét bj luu trr, xdc thuc khi s dung
thiét bi, mi ho4 dudng truyén. S dung 2
phuong thic két hop dé€ x4c thuc (token+mat
khau)

0 Trién khai x6a dir liéu tir xa dé phong mat thiét
MATHENA
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LIEN HE

1 vO DO THANG

I Trung tdm Pao Tao Quan Tri Mang & An Ninh
Mang ATHENA

1 2 Bis Dinh Tién Hoang, DaKao, Quan 1,Tp HCM
I www.athena.com.vn

I Tel : 38244041

I Hotline : 090 78 79 477

/ \ Trung Tam Pao Tao Quan Tri Mang & An Ninh Mang Quéc Té ATHENA
* ATHENA + 92 Nguyén Binh Chiéu, P Pa Kao, Q.1_Tel: (08) 2210 3801 - 0943 23 00 99

- S + 2 Bis Binh Tién Hoang, P Ba Kao, Q. 1_Tel: (08) 38 244 041 - 0943 20 00 &8
TRENG TAM B0 740 QUi T s & s s e 8 Website: www.athena.eduwn  _ Email: training@athenavn.com



http://www.athena.com.vn/
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