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Khéc phuc sw cé cac van dé két ndi trong mang (Phéan 1)

Ngudn : quantrimang.com
Brien M. Posey

Quan tri mang - Phéan ciing va phdn mém mang
ngay nay ngay cang tré nén tin cdy hon nhung,

tuy nhién doi khi van c¢6 nhiing thir xay ra khéng
nhw mong mudn. Chinh vi vy trong loat bai nay,

e 1.1, 1 chuing t6i sé gidi thiéu cho cac ban vé mét so ky
N ? %,:L I FJ}; I 5 ey 5 thuét khac phuc sw cé dé ban Sl;f’ dung khi cac
* may tinh trong mang gap cac van dé kho khan
=1 trong truyén théng. Vi muc dich nham giéi thiéu
cho nhirng nguwoi van it kinh nghiém trong lam
viéc v6i giao thirc TCP/IP, nén chiing toi sé bat dau bang nhiing kién thirc co
ban, sau dé sé lam viéc v&i cac ky thuat ndng cao hon.

Tham dinh két n6i mang

Khi mét host c6 van dé nao dé trong truyén thdng véi host khac, thir dau tién ma
ban can phai thuwc hién la thu thap cac théng tin vé van dé d6. Cu thé hon, ban
can doc cac tai liéu vé cau hinh cda host, chi ra xem host c6 van dé truyén théng
véi cac may tinh khac trén mang hay khéng va xem van dé anh huéng thé co
anh hudng t&i cac host khac hay khong.

Cho vi du, cho rdng mét may tram lam viéc cé6 mot van dé truyén théng véi mét
may chi nao dé. Tw ban than né khéng thwc sw cho ban nhiéu théng tin. Méac du
vay, néu ban tim hiéu thém mét chat sau hon va phat hién may tram khéng thé
truyén théng véi tat ca cac may chi khac trong mang thi van dé co6 thé nam &
cap mang, c6 duoc két ndi hay khéng, hay cbéng ctia bdé chuyén mach bj héng
hodc cé thé la mét van dé trong viéc cdu hinh mang chang han.

Twong tw nhw vay, néu may tram c6 thé truyén thong véi mét sé may chi trong
mang, nhwng khéng phai tat ca thi diéu d6 ciing cho ban cé dwoc mét sw goi y
vé vj tri nham tim kiém van dé. Trong kiéu tinh hudng d4, ban cé thé sé kiém tra
xem nhirng may chl ndo khéng thé lién lac. Liéu tat ca ching cé nam trén mot
subnet? Néu vay thi van dé dinh tuyén co thé gay ra 16i nay.

Néu nhiéu may tram lam viéc cé van dé truyén thong véi modt may chi cu thé thi
van deé cé thé khong nam & cac may tram trir khi cac may tram nay da duwoc cau
hinh lai gan day. Trong trwd'ng hop nay, van dé thién vé sy c6 xay ra & may chu.
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Chung ta sé& bat diu tlr nhirng bai test co ban. Nhirng bai test ma chung t6i sé
gi®i thiéu cho cac ban sé& khéng thé hién nhiéu nguyén nhan cta van dé nhung
chang sé gitp thu hep dwoc nhiéu thir d& ban biét diu qua trinh khéc phuc sw
cb tir dau.

PING

PING la mét tién ich chuin doan TCP/IP don gidn nhat da dwoc tao ra, nhwng
nhirng théng tin ma né cé thé cung cép cho ban lai hoan toan vé gia. Pon gian
nhat, PING cho ban biét dwoc may chu cia ban cé truyén théng duwoc véi cac
may tinh khac hay khéng.

Thir dau tién ma chang t6i khuyén ban thwc hién [a mé ctra sb [énh (Command
Prompt), sau d6 nhap vao dé 1énh PING, tiép dén nhap vao dia chi IP cla may
ma ban dang cé van dé truyén théng. Khi thuc hién ping, may ma ban da chi
dinh sé& cho ra 4 phan héi, xem thé hién trong hinh A.

o | Commumand Prompt O] x]

Microsoft Windows [Uerzion 5.2.3798)
(C» Copyright 1985-2003 Hicronoaft Corp.

C:wDocunents and Settings“Adninistrator.FUBARping 147.180.180.9%
Pinging 147.108.198.9% with 32 bytez of data:

Reply from 147.1808.188.%9%: byte
Reply from 147.100.1800.99: hy

Reply From 147.188.188.99: by 3
H'r'p!l,' From 147.180.100.99: bytez=32

M 1n Amem Bas ., Maxximnum = Bas. nl.ll"]'.\r..ll'. Hns

Ci:wDocuments and Settings“Adninistrator.FUBAR>

Hinh A: M&i mdt may sé tao ra 4 phan hoi

Nhirng phan héi nay vé co ban sé cho ban biét dwoc khoang thdi gian may tinh
dwoc chi dinh dap tra 32 byte di¥ liéu la bao nhiéu. Cho vi dy, trong hinh A, mét
trong 4 dap tra dwoc nhan déeu nhé hon 4 ms.

Kh[ ban thuc hién‘ moét Iénh PING, mét trong 4 tinh huéng sé xay ra, mdi mot tinh
hudng trong dé déeu coé y nghia cua riéng né.

Tinh hudng dau tién co thé xay ra la may dwec chi dinh sé tao ra 4 phan hoi.
Diéu d6 chi thj rang may tram hoan toan cé thé truyén théng véi host duwoc chi
dinh & mirc TCP/IP.
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Tinh hubng thir hai c6 thé xuat hién |a tit ca 4 yéu cau time out, nhw thé hién
trong hinh B. Néu ban quan sat trinh hinh A, ban sé& thay rang méi dap tra déu
két thuc bang TTL=128. TTL Ia viét tdt cia Time To Live. N6 c6 nghia rang mbi
mot trong 4 truy van va dap tra phai dwoc hoan thién trong khoang thdi gian 128
ms. TTL cling dwgc gidam méi lan khi buwéc nhay trén duwong tré vé. Bwdc nhay
xuat hién khi mot goi di lieu chuyén tr mdt mang nay sang mot mang khac.
Chung t6i s& néi thém vé cac budc nhay trong phan sau cua loai bai nay.

o+ Command Prompt Hlil E

CzwDocuments and Sett 1.r|l|'."-.ﬁ||-n|'||1'_l |'.'|I!||I'.irlﬂlﬁ]ﬁ"lun" 147.108.108.8

Pinging 147.180.190.8 with 32 bhytez of data:

t timed out.
5t timed out.
zat timed out.
pat timed out.

[ '.'l..l!:j'.!. ice for 147. 1Hn 188.8:
Sent 4. Received B. Lost 4 {108 loss>.

C:wDocuments and Settings“fidniniztrator.FUBARS>

Hinh B: Néu tat ca cac yéu cau déu bi time out thi diéu do noi 1én rang truyén
thong gilra hai dia chi nay bi that bai

Bat clr toc d6 nao, néu tat ca 4 yéu cau dé bi time out, thi diéu d6 co nghia rang
TTL bi hét hiéu lwc trwde khi phan hdi dwgc nhan. Dieéu nay cé nghia mét trong
ba y sau:

« Cac van dé cla truyén thong sé can tré cac goi truyén tai gitra hai may.
Diéu nay c6 thé do hién twong dirt cap hoac bang dinh tuyén bi téi, hodc
mot sb ly do khac.

. Truyen thdng xuat hién, nhwng qua cham dbi trong phuc dap. E)leu nay co
thé bi gay ra bdi sy tac ‘nghén trong mang, boi phan cng hay van dé
chay day ciia mang bij I6i.

« Truyén théng van hoat ddng nhwng twéng Itra lai khoa lwu lwong ICMP.
PING sé& khong lam viéc tri khi twérng Ilra clia may dich (va bat ky twong
ICra nao giltra hai may) cho phép ICMP echo.

Tinh huéng thq’ ba cé thé xéy,ra khi ban nhap vé‘o énh PING’Ié van nhan duwoc
maét sO phan hoi nhing mot so khac time out. Biéu nay c6 thé la do cap mang
toi, phan cirng I6i hoac hién twong tac nghén trong mang.

Tinh hudng thir tw c6 thé xuét hién khi ping la mét théng bao 16i gibng nhw
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nhirng gi thé hién trén hinh C.

B Administrator: Command Prompt

Cinlgaresvidninistratoriping 147.108.108.9%

Finging 147.108.106.%% with 34 bhytes of data:c

i transnit Failed,
FING: transmit Failed, er
o G transnit failed,. ar
PIHG: tranamit Failled.

47.108.188.99:
: Sent 4. Received B. Lozt 4 {18k losz).

C:slisersAdninistrator?_

Hinh C: L6&i chi thi rang TCP/IP khéng dwoc cu hinh dung

L&i “PING: Transmit Failed” chi thj rdng TCP/IP khéng dwoc ciu hinh dung trén
may tinh ban dang nhap vao I1énh PING. L&i nay xuat hién trong Windows Vista.
Céc phién ban Windows cii hon ciing sinh ra mét 16i khi TCP/IP bj c4u hinh sai,
nhwng thdng bao 16i dwoc hién thi 1a “Destination Host Unreachable”.

PING thanh céng sé& nhw thé nao?

Tin twdng hay khéng, mét ping thanh cong khong phai la mét hién twong la,
tham chi neu hai may c6 van dé truyén thong v&i nhau. Néu xay ra dleu nay, thi
c6 nghia rang co s& ha tdng mang bén dwdi van tét va cac may tinh van cé thé
truyén théng véi nhau & mirc TCP/IP. Thwdng thi day van la mét dau hiéu tét vi
van dé dang xuat hién khédng qua nghiém trong.

Néu truyén thdng gitra hai may bi that bai nhung hai may cé thé PING vé&i nhau
thanh céng (khi thuc hién 1énh PING tir hai may), thi c6 mdt van dé khac ban co
thé thir & day. Thay cho viéc ping dén mot host bi dia chi IP, ban hay thay thé
dia chi IP bang tén mién hoan chinh ctia né, xem thé hién trong hinh D.
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C:wDocuments and SettingssAdainistrator.FUBAR>ping tazmania.product ion.con
Pinging '[.'h'ﬂ-ill'i.'l.Lr:l"lllhlr:l fon.com [147.188.108.9%] with 32 hytes of data:z

l.- 188, 188,91
J.108. 104,
188 1068.99

7.100.108 .91

iee for 147.108.180.97:

Sent 4 leceived
und Trij
Bng . Maximum s .

CzwDocunents and Seteine SEAN T lailniscrator. FUBARS

Hinh D: Th& ping host ctia mang bang tén mién hoan chinh

Néu ban c6 thé ping bang dia chi IP, nhwng khéng ping dwoc bang t&n mién
hoan chinh thi van dé c6 thé 1a @ DNS. May tram c6 thé dwoc ciu hinh st dung
may chi DNS sai, hodc may chd DNS c6 thé gdm mét host record cho may ma
ban dang mudn ping dén.

Néu nhin vao hinh D, ban c6 thé thay rang dia chi IP cla may dwoc liét ké bén
phai t&én mién hoan chinh. Diéu nay chirng té rang may tinh cé6 thé chuyén sang
mot tén mién hoan chinh. Bdo dam rang dia chi IP ma tén dwoc chuyén sang la
chinh xac. Néu ban thdy mét dia chi IP khac so véi dia chi mong doi thi cé thé
host record clia DNS bi I6i.

Két luan
Bai nay d gidi thiéu cho cac ban moét s6 budc co ban dé test két ndi co ban

glua hai may tinh. Trong phan tiép theo, chung téi sé gidi thieu mot sb ky thuat
dé cac ban s dung trong qua trinh khac phuc sw cb.
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Khéc phuc sw c6 cac van dé két ndi trong mang (Phéan 2)

Ngudn : quantrimang.com

Brien M. Posey

Quan Tri Mang - Trong phén thir nhét, ching t6i da gidi thiéu cho céc ban céch
st dung 1énh PING dé thuc hién nhitng bai test co bén cho két néi, bén canh dé
Ia gidi thiéu vé cach lam séng té céac két qua. Trong phan hai, ching toi sé tiép
tuc gidi thiéu cho cac ban mét sb bai test don gian hon dé ban cé thé st dung
nham chudn doan trang thai ctia két ndi hién hanh.

Trwéc khi bat dau

Nhw da giai thich trong phén thir nhéat cua loat bai nay, muc dich cua loat bai nay
la tao mét hwdng dan khac phuc sw cb cho nhirng ngudi méi cé cac kj nang co
ban. Chinh vi vay chung t6i s& bat diu bang céac ky thuat khac phuc sw cb co
ban va dan dan sé chuyén sang cac ky thuat cao hon.

Xac nhan két noi

Trong phan trwédc, ching t6i da gisi thieu mét sé van dé co ban trong st dung
lénh PING dé test két n6éi mang. Méac du vay, néu ban gdp phai van dé truyén
thdng v&i cac host khac trong mang , hodc céc host trong mang tir xa thi van con
do mot sb kiéu PING khac dé ban co thé phat hién dwoc nhirng gi dang xay ra
v&i mang ctia minh.

Trwdc khi gioi thiéu nhivng kj thuat nay, cac ban can phai hiéu vé cach céu hinh
cla cac host dang gap phai van dé vé truyén théng nhw thé ndo. Thi tuc test &
day khac nhau dbi véi cac phién ban Windows khac nhau, chinh vi vay ching téi
sé& gi¢i thiéu cach kiém tra cau hinh mang trén mét may tinh dang chay hé diéu
hanh Windows Server 2003.Th& dau tién ma ban phai thwc hién la phai xac dinh
xem may tinh hién dang chay mét cau hinh dia chi IP tinh hay doéng. Dé thuc
hién diéu do, ban hay mé Control Panel, sau d6 chon tly chon Network
Connections. Kich chudt phai vao két ndi ma ban muén chuén doan, chon Iénh
Properties. Béng cach thwc hién cac thao tac do, ban sé théy mot trang thudc
tinh ctia két néi xuat hién nhw thé hién trong hinh A.
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L Local Area Connection 2 Properties |

General | Authentication I Advanced I

Connect uging:

B8 METGEAR GAZ11 Gigabit Adapter

Thiz connection uzes the following items:

S Mebwork. Monitor Diriver ;I
% Reliable Multicazt Protocol
f[nternet Protocal [TCRAP]

[nztall.. rimztall | Froperties |

Dezcription

Transmizzion Control Protocol/nternet Protocal. The default
wide area network protocaol that provides communication
across diverse interconnected netwarkz.

[ Show icon in notification area when connected
¥ Muotify me when this connection has limited or no connectivity

[k | Cancel |

Hinh A: Trang thuéc tinh cta két ndi mang

Lac nay, hay cudn thanh danh sach cac muc ma két ndi str dung cho téi khi tim
dwoc mucTCP/IP protocol (da dwoc chon trong hinh A). Chon giao thirc nay, sau
do kich nut Properties dé xuét hién trang thudc tinh Internet Protocol (TCP/IP)
Properties, xem thé hién trong hinh B.
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Internet Protocol {TCP/IP) Properties EH |

General I

Yo can gek IP sektings assigned aukomatically if wour network suppaorts
this capability, Otherwise, wou need ko ask wour network administrakaor
For the appropriate IP settings.

£~ obtain an IP address automatically

—{%" 1lse the Following IP address:

IP address: I 147 . 100 . 100 . 34
Subnet mask: I
Defaulk gateway: I 147 . 100 , 100 , 100

£ obbain DN server address automatically

—{% Use the Following DKS server addresses:

Preferred DNS server: I 147 . 100 . 100 . 34

Alternate DS server: I 147,100, 100 , 52

Advanced... |
Ok I Cancel |

Hinh B: Trang Internet Protocol (TCP/IP) Properties dwoc sivr dung dé& céu hinh
giao thirc TCP/IP

Khi ban gap man hinh nay, hay de y dén cau hinh dia chi IP ctia may tinh. Dac
biét ban can phai lwu y dén mot sd muc sau:

« May tinh sir dung cau hinh déng hay tinh?

« Né&u céu hinh tinh dang dwoc sir dung thi dia chi IP, subnet mask, va
default gateway la gi?

« May tinh c6 nhan dia chi may cha DNS ty dong hay khéng?

« Néu dia chi may chi DNS dang dwoc chi dinh bang mét dia chi cu thé thi
dia chi dang duwoc str dung la gi?

Truwdce khi di tiép, chang t6i mudn dé cap dén mét van dé do 1a, néu mot may tinh
c6 nhiéu adapter mang dworc cai dat, khi dé sé cé nhiéu két ndi mang dwoc liét
ké trong Control Panel. Chinh vi vay ban can biét dwockét ndi nao twong trng
v@i adapter mang nao.

Néu ban nghi ng& vé s tvong (rng gitka mot két ndi nao d6 véi adapter mang,
hay kiém tra kieu cia adapter d6. Neu quan sat trong hinh A, ban sé thay kiéu
adapter mang duorc liét ké & phan dinh ctia man hinh. Néu can, ban c6 thé mé
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case clia may tinh dé xem adapter mang nao ma cap mang cta ban duwoc két
noi dén, lam nhw vay ban cé thé chac chan vé két ndi mang dung ctia minh.

Khi ban da biét dwgc cach TCP/IP dwoc cau hinh nhw thé nao cho adapter
mang, chung ta phai xac dinh xem Windows c6 nhan biét vé cau hinh do6 hay
khong. Bé thwc hién dieu nay, hdy mé& ctra s6 Iénh va nhap vao Iénh dwéi day:

IPCONFIG /ALL

IPCONFIG thuc sy cé thé cho ban biét dwoc rat nhiéu nhirng gi dang dién ra.
Cho vi du, hay dé y man hinh thé hién trong hinh C. Khi ban nhap vao I&énh
IPCONFIG /ALL, thir dau tién ma ban phai thuc hién la tim dén dung adapter
mang. Trong trwdng hop nay, viéc tim dén dung adapter la mot diéu hoan toan
dé dang vi chi c6 mét adapter dworc liét ké trong danh sach. Lwu y rang
IPCONFIG ciing c6 thé cung cap cho ban s6 két ndi (trwérng hop nay la két néi
sb 2 - Ethernet adapter Local Area Connection 2). Néu dé y trong hinh A, ban sé
thay tiéu dé cla trang thudc tinh thé hién trong hinh cling c6 cung tén. Kém vai
mo ta cla adapter mang vat Iy sé cho ban biét chinh xac ban dang xem xét két
ndi mang nao.



Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

C:wripoonfig ~all
Windows IP Configuration

Host MHame .

Py 1MaFE Ly

% BuffFix Search 1 : production.com

Ethernet adapter Local Area Connection 2:

Connection—cspecifFic DHS Suffix

. * METGEAR GA311 Gigabit Adapter
: B-BF-H5—-4b6-E8-03

'.100.188.89
155

IP Addye | - B.88

Bubnet

Bubnet
1P Add
Subnet

IP Add

.34

: (). 180 . 188
: 147108, 18834
147.108. 10852

Hinh C: L&nh IPCONFIG /ALL hién thi cho ban cAu hinh IP ctia may tinh

R& rang thtr dau tién ma ban c6 thé thay trong hinh C la c6 rat nhiéu dia chi IP
khac nhau cla két ndi. Ly do cho diéu nay la chang téi da tao mét screenshot
trén mot Web server. Web server ciu hinh nhiéu website, méi mot website lai co
dia chi IP cta riéng nd. Chung t6i muén sir dung may chl nay d& minh ching
mot diém rang, cau hinh dia chi IP ma ban thay khi ban m&i quan sat trén trang
thudc tinh cua TCP/IP khéng phai luén la dia chi ma Windows dang st dung.
Trong trwedng hop nay, théng tin ciu hinh ca IP dwoc thé hién trong hinh B van
hop |1&. N6 déng vai trd nhw mét dia chi IP chinh ciia may tinh. Tuy nhién, van c6
nhiéu dia chi IP khac cling van cé thé s dung.

Budrc tiép theo trong qua trinh khac phuc sy ¢b cé nhiéu thay dbi va phuc thudc
vao may tinh hién cé dang s dung céu hinh dia chi dong hay tinh. Néu né st
dung cdu hinh tinh thi luc nay ban hay kiém tra d& bado dam rang dia chi IP,
subnet mask, default gateway, va dia chi DNS server déu dwoc liét ké phu hop
v@i nhirng gi dwoc nhap vao trong trang thudc tinh TCP/IP.

Trong trwdng hop st dung dia chi IP ddng ma ban muén xem dia chi IP va xem
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xem né cé nam trong dai dia chi mong doi hay khéng. Néu phai khac phuc sw ¢cb
cho van dé trén mot mang khéng than thudc, trwérng hop nay ban co thé sé
khéng biét dwoc dai dia chi ctia né Ia gi. Néu roi vao tinh hubng nay, c6 mot sb
gia tri c6 y nghia ma ban c6 thé tim kiém & day.

Manh moi rd rang nhat mét van dé nao d6 sai lac 1a mét dia chi IP c6 gia tri
0.0.0.0. Sw hién hiru cuia dia chi IP nay thuwdng chi thi mét trong ba van dé sau:

Adapter mang khong dwoc két néi voi mang (co thé vi cap mang hodc tiép xic &
cong).

Dia chi IP bi phéng thich.
Xuét hién hién twong xung dét dia chi IP.
Néu ban nhan dworc dia chi nay, hay thir nhap vao ba l1énh dwéi day:

IPCONFIG /RELEASE
IPCONFIG /RENEW
IPCONFIG /ALL

Cac Iénh nay co ban sé thdng bao cho may tinh bé dia chi hién hanh cta no, va
tim lai mt dia chi IP m&i, sau do sé hién cho ban cac thong tin cau hinh mai. Doi
khi qua trinh nay ciing khac phuc dwoc van dé, nhwng déi khi cting khdéng khac
phuc duorc. Tuy nhién dau sao né cling mang lai nhirtng manh méi gay ra van dé
két ni mang cua ban.

M6t van dé khac co thé 1am 16i hé thdng clia ban la dia chi IP ndm trong dai
169.254.x.x nhung lai c6 subnet mask la 255.255.0.0. M6t s phién ban
Windows sé tw dong st dung dia chi nay néu dia chi IP khéng thé tim thiy tw
may cha DHCP.

Két luan

Trong phan nay, ching t6i da giéi thiéu cho cac ban cach kiém tra ciu hinh dia
chi IP ciia mét may tinh dé tim ra nhirng manh méi gay ra van dé. Trong phan
tiép theo cla loat bai nay, chung téi sé gidi thiéu cho cac ban cach str dung cac
thdng tin ciu hinh dé test két ni mang.
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Khéc phuc sw cé cac van dé két ndi trong mang (Phéan 3)

Ngudn : quantrimang.com
Brien M. Posey

Quan tri mang - Trong phan truée caa loat bai nay, chung téi da gidi thiéu cho
céc ban céch phéan biét dia chi IP nao hé théng ctia ban dang st dung véi tw
céch la dia chi chinh. Buérc tiép theo trong qué trinh la thdm dinh c4u hinh dja chi
IP c6 lam viéc chinh xéc va khéng xuét hién van dé nao déi véi ngén xép giao
thtre TCP/IP hay khéng.

Bai test dau tién ma ban can thuc hién 1a ping mét dia chi host néi bo. O day co
mot sO cach khac nhau dé co thé thwe hién nhiém vu nay. Cach thir nhat la nhap
Iénh dwéi day:

PING LOCALHOST

Khi nhap vao Iénh nay, Windows sé& ping dén dia chi 127.0.0.1. Khéng quan tam
dén dia chi IP ca may ban, Windows luén st dung dia chi 127.0.0.1 nhw mét
dia chi host ndi bd. Chinh vi vay, gidi phap khac thay thé cho 1énh trén la nhap
vao lénh dw¢i day:

Ping 127.0.0.1

Sau khi nhap vao 1énh nay, ban sé thay mét qua trinh ping thanh cong giong nhuw
cac lénh ping khac. Hay xem vi du thé hién trong hinh A.

o+ | Command Prompt BHEE

iC = WrpIng localhost

Pinging Fubar.production.com [127.8B.8.1) with 32 bytez of data:

7.8.8.1+ nedims TTL=128
127.8.8.1: time{ims TTL=128

istics For 12
etz Sent = 4 i = 4, Lost = B (B loszd).
Approximate round treip timeszs in milli-ceconds:
HMinimun Bma,. Haximum Bnz. Average Bms

Gz

Hinh A: Ban sé nhan duwgc mét ping thanh céng khi thyc hién ping dia chi host



Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com
ndi bd

Viéc ping dia chi host ndi bd khéng c6 tac dung gi trong viéc chuan doan cac van
dé truyén théng véi host & xa. Mac du vay né lai cho phép ban xac nhan rang
ngdn xép TCP/IP ndi bd clia ban dang thwc hién dung chirc ndng. Néu ban ping
dia chi host ndi bd va nhan dwoc mét thédng bao 16i cho biét khédng xac nhan
dwoc dich thi trwérng hop nay TCP/IP da bi ciu hinh sai hodc mét phan nao dé
ctia ngan xép TCP/IP ndi bd bi héng.

Ping Gateway mac dinh

Trong phan trwédc cla loat bai nay, ching téi da dé cap rang, cé6 mot sé khia
canh khac nhau déi véi viéc cau hinh TCP/IP va trang bi mét chut kién thirc khac
phuc s cb. Bén canh dé 1a mét sb théng tin hoac dia chi IP clia Gateway méac
dinh va cia may chu DNS chinh.

Gia du rang cac host ma ban mubn truyén théng nam trén mét mang t xa, hoac
trén modt doan mang khac ctia cdng ty ban thi diéu tiép theo ma ban can thuc
hién 1a ping Gateway mac dinh. Ban c6 thé thyc hién thao tac nay bang cach
gan thém dia chi IP clia céng méc dinh vao 1énh ping. Cho vi du, quan sat trong
hinh B ban sé th4y rang cdu hinh TCP/IP liét ké dia chi Gateway mac dinh 13
147.100.100.100. Chung téi da ping dén dia chi nay. Thao tac nay da thdm dinh
rang may noi bd cé thé truyén thong véi Gateway mac dinh. N6 cling cho ban
biét rang sw truyén théng trén mang ndi bo hién dang lam viéc nhw dy dinh, chi
it cling & murc dia chi IP.

o+ Command Prompt M= E
Default Gateway : 147.100.180.108
DHE B@rvErs « o« = = & a & & & & & : 147.198.188,34
147.108.1088.52
Cesrping 147.180.1088. 1088

Pinging 147.188.188.188 with 32

147.108.100.188: b
147.108.180.188:
147.108.108 . 188: hyte
147.108.1A8.188: hyte

for 147.188.1080.188:
t 4. Received 4, Lo
il trdip times in mill

H l.ll JII-'HIH b "IFI!. P Hn.'lll'. LIy :!n. a nl.lﬂll"-u'llj{'. -

Hinh B: Ping gateway mé&c dinh da thdm dinh dwoc rang cac géi IP co thé dén
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dwoc
cong mac dinh ctia mang.

Ping DNS Server

Cho dén day, chung ta da xac minh dwoc rang truyén théng & mirc dia chi IP
hién dang lam viéc gitra may tinh ndi bd va Gateway mac dinh. M&c du vay diéu
nay van khéng bao dam rang cac hostname hién dang thé hién cac dia chi IP.
Trong phan tht nhat cla loat bai nay, chang t6i da gidi thiéu cho cac ban vé
cach st dung tén mién day da cla host dich két hop v&i 1énh ping dé thdm dinh
rang may chi DNS hién dang thwc hién céng viéc ctia né. Tuy nhién & day con
c6 mot sd cach khac dé dang test DNS.

M6t thir ban c6 thé thwe hién & day la ping dén dia chi IP ctia may chi DNS,
xem thé hién trong hinh C. Tuy thao tac nay khéng bado dam DNS hién cé lam
viéc dung cach hay khéng nhwng né ciing thAm dinh dwoc rang may tinh ndi bd
c6 thé truyén thédng véi may chi DNS.

o+ Command Prompt M=l E

Cisrping 147.100.1088. 188
Pinging 147.188.180.188 with 32 bytes of data:

147.188.108.180:
147.108.188.1808:
147.108. 1008 . 180:
147.188.188.188: hytes
s For 147.100.100.108:
ent = 4, Received = 4, Lost = B (Bx lozs)>.
ate round trip times in milli-seconds:
Hinimum Bmne,. Haximnum 2mz,. Average Bms

C:wrping 147.1080.100. 34

Pinging 147.100.1080.34 with 32 bytesz of data:

Fh-ep]y fFrom 147.108.1P9QA_.34: }l'l,l'l'_n-

Reply From 147.100.188.34: bytes=32 ti

Reply From 147.100.1008.34: hytes=1 28
Reply from 147.188.108.34: hy mz TIL=128

= @ {@x loz=>,

Hinh C: Ban can tham dinh rang host c6 thé truyén théng vé&i may chi DNS

M6t van dé khac niva ban c6 thé thuc hién la s& dung Iénh Nslookup dé thdm
dinh rang DNS dang lam viéc dung cach. Dé thuc hién theo thao tac nay, ban chi
can nhap vao Iénh Nslookup, sau dé la tén mién day du cta host tir xa. Lénh
Nslookup cé thé phan tich t&n mién hoan chinh thanh dia chi IP, xem thé hién
trong hinh D.



Simpo PDF Merge and Split Unregistered Version - http://www.simpopdf.com

o+ Command Prompt M= E

C:wrnglookup brienpozey.con
Can"t find servér name for addreszs 147.100.100.34: Hon-—exiztent domain
5 UnKnown

147.180.1808.34

Hon—authoritative answer:
LETLTE brienpozeyv.comn
Address: 24.235.18.4

Gz

Hinh D: Lénh N§Iookup thédng bao cho ban biét DNS server
c6 thé phan giai hostname hay khong.

Hinh trén co thé khién ban mét chat bdi réi lic dau néu ban khdng quen lam viéc
v&i Nslookup. Ban dau, man hinh nay sé xuat hién mét bao céo 16i. Néu quan sat
ky hon ban sé thay phan thédng dau tién dwoc trd vé néi dén may chi DNS noi
bd. Diéu nay la vi dia chi IP dwoc tham chiéu twong xirng véi dia chi IP ctiia may
chi DNS. Mac du vay, phan bén dwdi cac théng tin trd vé lai cung cép cho ban
dia chi IP ctia host ma ban y&u ciu. Mién la dia chi IP nay dworc liét ké thi truy
van DNS clia ban da thanh cong.

Néu qua trinh phan gidi t&én mién théat bai, khi d6 cé6 mot van dé vé DNS. Van dé
thwe cé thé 1a mot trong sé cac van dé dbi véi may chi DNS. Cho vi du, cac may
cht DNS dang chuyén tiép dia chi c6 thé sai, hodc may chi DNS cé thé khéng
truy cap duoc Internet (mirc truy cap can lién lac véi may chd DNS mdrc cao
hon). Ciing c6 thé dich vu DNS ctia may chi DNS c6 thé bi ngung. Cac kiéu van
dé nay ciing c6 thé anh hwéng dén cac may khach khac vi nhiéu may khach
thwong phu thuéc vao mét may chd DNS nao do.

Néu sy phan giai tén mién DNS thanh céng thi ban can phai thdm dinh dia chi IP
dwoc trd vé trong sudt qua trinh phan tich. Ban c6 thé thwc hién diéu nay bang
cach so sanh dja chi IP dwoc trd vé véi dia chi IP thwe ma host tr xa dang st
dung. Cac dia chi IP nay can phai twong xing v&i nhau, tuy nhién cdé mét sb
diéu kién c6 thé gay ra sy sai lénh, khi do6 két qua truyén thong sé bj that bai.
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Néu ban bat gap mét sw sai I1&nh vé dia chi IP thi diéu d6 cé thé la két qua cua
tinh trang bi malware xam nhap vao may khach, hoac cé thé 1a két qua cla sw
tiém nhiém ctia DNS. Sy tiém nhiém DNS 1a mét qué trinh trong d6 DNS cache
sé& dwoc phd bién cac dia chi IP sai hodc khéng hop 1&.

Néu ban bat gap van dé nhu vay, chung tdi khuyé&n ban nén quét malware trén
may khach. Bé&n canh dé ban ciing c6 thé quét luén ca spyware va virus vi ching
cling c6 thé gay ra van dé kiéu nhw vay. Khi may khach hoan toan sach sé&, hay
lam sach DNS cache. Ban ¢6 thé lam sach DNS cache béng cach nhap vao lénh
duw¢éi day:

IPCONFIG /FLUSHDNS
Ban c6 thé xem vi du vé 1&nh nay trong hinh E.

C6 mot lwu y quan trong cac ban can lwu y & day la DNS cache c6 thé chira cac
dia chi IP khéng dung nhwng né khéng cé nghia rang DNS bi nhiém doc. Déi khi
céac host dwoc gan cac dia chi IP méi, diéu nay 1am cho DNS cache déi khi chwa
biét vé nhirng thay dbi do.

o+ Command Prompt M= E

C:wripeconfig #Flushdns

Windows 1P Configuration
Succesefully Flushed the DHS Resolver Cache.

IC2%2

Hinh E: Néu ban nghi nge® DNS cache chira cac théng tin sai, hay thwc hién cac
bién phap quét va lam sach Internet

Két luan

Trong phan nay, ching téi da gidi thiéu cho cac ban cach thAm dinh ngan xép
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giao thirc TCP/IP ndi bd c6 l1am viéc dung hay khéng. Tiép d6 1a giai thich vé
cach test kha ndng cuia host ndi bd vé kha nang lién lac voi may chu DNS va
may chu gateway méc dinh va cach test Hostname. Trong phan tiép theo cla
loat nay, ching toi sé gidi thiéu cho cac ban ve mot sb van dé hay gap trong st
dung Iénh Ping, cu thé 1a sé thao luan vé cac van dé dinh tuyen
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Khac phuc sw cb cac van dé két ndi trong mang - Phan 4
Ngudn : quantrimang.com
Brien M. Posey

Quan tri mang - Cho toi day trong loat bai nay, chung téi da gioi thiéu cho
céc kiéu thao tac dé ban cé thé thurc hién dbi véi Iénh ping dé chuén doén céc
van dé két néi mang. Trong phén nay, ching téi sé tiép tuc gidi thiéu bdng mot
sé bién thé khac cua ky thuét nay.

Mat géi dir liéu

Khi chung ta da st dung Iénh ping, cho du Iénh c6 cé duoc thye hién thanh cong
ho&c bj that bai thi diéu d6 thwe sy van khdéng dang ké gi. Ban c6 thé nhé lai
lénh ping dwoc thiét ké dé tra vé bdn dap trd khac nhau. Dai khi mét hodc nhiéu
trong s6 cac dap tra dé co thé that bai, con mét sé khac cé thé thanh cong. Diéu
nay xay ra c6 nghia rang hé théng dang cé hién twong bi mat goi div liéu.

Trong trwedng hop nhw vay, host ndi bd va host tir xa hodc ca hai déu hoat dong
tdt, nhwng co thé xuét hién mot s diéu kién khac gay ra hién twong méat mat cac
goi tin trong khi truyén tai. Tuy giao thikc TCP/IP duoc thiét ké dé no co thé thir
lai (retry) mot goi di ligu da bi méat trong qua trinh truyén tai nay, tuy nhién viéc
méat goi di¥ liéu sé l1am glam hiéu suat cla hé thong M6t két ndi cham Itc nay sé
hiéu qua hon déi voi mot két ndi tbc dd cao xuat hién hién twong mat goi dir liéu.

M6t thir kho khan dbi véi van dé méat goi div liéu 1a viéc tim 1an lai dwoc diu vét
cla né. Ban co thé biét hién twong mat géi dir liéu xay ra néu mét sé dap tré cho
lénh ping that bai, nhwng cac goi ICMP da dwoc sir dung bi 1énh ping nay 1a
qua nhd dé co thé tra vé diéu kién mang dang ton tai gay ra hién twong mat mat
trong cac tinh huéng thyc té.

Néu ban nghi ng® hién twong méat goi dir liéu cé thé xay ra nhwng khi ping lai
khéng tra vé b4t civ mét 16i nao, khi d6 ban co thé tang kich thwéc clia cac goi
ICMP I&n. Céac gdi Ién hon thuwdng dé dan dén hién twong that bai néu mang cé
van dé nao dé dang ton tai. Ban co thé dat kich thuwdc géi lén hon trong 1énh
ping bang cac st dung tiép lénh —L.

Viéc st dung tiép 1énh nay kha don gian. T4t ca nhirng gi ching ta can phai
thyee hién la nhap vao Iénh ping va theo sau la dia chi ma ban muon ping t&i, tlep
do 1a tiép 1énh —L va sb byte ma ban muén gwi. Cho vi dy, gia du rang mang cua
ban dang cé hiéu suat cuc ky kém khi két n6éi dén mot host nao dé. Ban co thé
nghi ngd IGc nay hién twong méat goi div liéu cé thé xay ra, nhwng khi ping lai cho
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cac két qua thanh céng my man. Hay thwe hién I&énh ping véi kich thuwéce cla goi
di¥ liéu la 1024 byte nhw dw¢i day:

Ping 192.168.1.1 —-L 1024
Ban c6 thé thay dwoc vi du thwe vé cach lam viéc cia lénh nay trong hinh A.

o4 | Command Prompt H=E
B

C:wDocuments and Settings™Administrator.FUBAR»ping 147.100.180.108 -1 1824 .

Pinging 147.180.180.188 with 1824 bytes of data:

Reply From 147.180.180.188: hytes 24 timed{lns TTL=64
Reply from 147.1808.108.188: b b ms TTL=64
Reply From 147.188.188.180: hyt 24 tim ITL=64
Reply from 147.188.188.188: hytes 124 rlnr\ln' ITL=64

¢ For 147.108.1080.188: N
ent ived 4, Lost B <{Bx loss).
mes in milli=-seconds:

Hinimum Bmz. H " Bmz. Ausps u_ga W

C:sDocuments and Settings Administrator.FUBAR>

Hinh A: Gan lénh —L vao |énh ping sé& cho phép ban ting kich thwéc cta goi
ICMP

Thei gian sbéng

Khai niém tiép theo ma chung tAi mudn gidi thiéu cho cac ban ciing lién quan
dén lénh ping la thoi gian song (Time To Live, dwoc viét tt 1a TTL). Néu quan
sat vao hinh A, ban sé thay & cubi méi mét reply trong hinh cé TTL=64.

C6 thé ban da biét, Internet gdm c6 moét sb lwong Ién cac tuyén duoc két ndi voi
nhau. M&i tuyén dwoc két néi it nhat véi hai tuyén khac. Y twéng an dang sau
kién tric nay la néu lién két co bj "fail” thi van con it nhat mét dworng dan khac
dan dén dich. Van dé véi kiéu kién truc nay la khi cr lién két nao that bai thi hién
twong cac goi di¥ liéu truyén tai theo cac dwdng vong vo tan sé xuat hién, va cac
dwdng vong nay sé van ton tai trong mang ma khéng dén dwoc dich cudi cung
cla no.

Day chinh Ia vadn dé ma cac chuyén gia thiét ké da dwa vao gia tri TTL. Ban ¢6
thé cho la gia ti TTL nhw mét co ché hady cac gdi tin. Gia tri nay dworc thiét lap
ban dau kha cao, mac du vay sb nay cé thé thay dbi phu thudc vao hé diéu hanh
ma ban dang st dung. M&i lan goi di¥ liéu truyén tai qua mot router, goi sé duoc
nhdc nhé phai thwe hién mét bwdc nhay . Mbi khi bwdc nhay xuat hién, gia tri
TTL dwoc gidam di mot. Néu gia tri TTL bang khéng thi goi khi d6 sé bi hiy hoan
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toan. Diéu nay giup tranh dwoc hién twong géi dir liéu khéng di dén dich ma cu
luan quan lwu mai trén mang.

Kiém tra tuyén

M6t ly do khac tai sao gia tri TTL lai hiru dung dén vay la vi cdng cu khac phuc
sw ¢cb co tén tracert hoat dong dwa trén né. Viéc sir dung I&énh ping kha tét cho
viéc khac phuc suw cb cac mang nhé trong d6 cé cac host tir xa gan céac host
dang g di¥ liéu, tuy nhién khi néi dén Internet hodc dén mang dién rong thi host
tor xa co thé 1a cach dén hang nghin dam. Thém vao dé cac géi ICMP dwoc tao
b&i I&nh ping c6 thé truyén tai qua rat nhiéu router dé t&i dwoc host tr xa. Chinh
vi vay déi khi ban sé gap tinh huéng trong do host ndi bd va host tir xa hoac ca
hai déu t6t nhwng mot trong cac router & dau do lai co van dé. Bé khac phuc van
dé dé ban cé thé st dung lénh tracert dé chuan doan van dé cla ban Ia gi.

Lénh tracert hoat ddng dwa trén 1&nh ping. Y twdng co ban dang sau |énh nay la
gUri di mot goi ICMP dén host tir xa, nhuwng voi gia tri TTL da dwoc thiét 1ap bang
mot sb ndo dé. Diéu nay lam cho router dau tién ma né gap phai sé gm tré lai
mot TTL da hét han trong trong théng bao truyén tai. Théng bao nay gdm cé cac
théng tin nhw nhan dang router sinh ra thong bao. Xac minh router dwgc minh
chirng, sau dé géi ICMP dwoc gl lai 1an nira nhwng lGc nay véi mét gia tri TTL
khac. Luc nay, goi ICMP dén dworc router thi hai trwée khi gia tri TTL hét han.
Qua trinh nay dworc lap di lap lai, viéc tang gia tri TTL dwgc thie hién nhw vay
cho t&i khi den duwoc host dich. Diéu nay cho phép ban c¢6 thé biét dwoc cac
théng tin vé céc router gilra host ndi bd va host tir xa. Bdi khi ban con cé thé st
dung théng tin nay dé 1an cac van dé cua router c6 anh hwéng dén ludng lwu
lwong.

Viéc st dung Iénh tracert ciing giéng nhw st dung lénh ping. Dé thwc hién diéu
do, ban chi can nhap vao Iénh tracert, sau do la dia chi IP hoac tén mién hoan
chinh cta host tir xa. Hinh B thé hién mét trvdng hop str dung I1énh tracert.
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o4 | Command Prompt M= E

C:xDocuments and SettingssAdministrator.FUBARMtracert brienposey.con

Traninu route to hriunpu Y. con [24.235.18.41
over a naximum of 38 hops:

47.1080.180. 180
: 224.1

Leclma.infoave.net [165.166.22.17]

bb2-ph-B.ipltin.sbcglobal.net [151.164.73.1201]
dedZ=gB-B.ipltin.zhcglobal.net [151.164.42.1591]

Winnet-1148485 .cust-rtr.aneritech.net [66.73.221

]‘i‘“l LEEL | A :I.r11'.'|.t DLE .
Hinh B: Lénh tracert c6 thé dwoc st dung dé gidi quyét cac van dé vé luéng lwu
lwong

C6 hai van dé ban can lwu y & day trong khi str dung I&nh tracert nay la: truéc
tién 1& mot sb host co thé st dung twéong Ira dé khoa cac goéi ICMP. Vao trueng
hop nay, ban sé thay mét loat cac dau hoa thj chi thj rang viéc 1an tuyén 1a khéng
thé thwc hién véi host vi khéng thé 1ay dwoc thdng tin tir host do.

M6t van dé khac nam & ban than cac host, mdi router déu dwoc gan mét dia chi
IP. Khéng quan tdm dén chung duwoc sir dung cho cac host hay cho router hay
khéng, céac dia chi IP dwoc ciu tric theo cach dé& cho phép ching phan anh
dwoc vi tri dia ly. Trong thyc té, doi khi cac théng tin vé dia ly nay hoac tham chi
céac chi dan vé tuyén lai dwoc cung cap bén trong tracert. Néu ban mudn c6 thém
nhiéu théng tin, hay th» dung cac cdng cu cla cac hang phan mém the ba, cac
cong cu cé thé theo ddi bang kiéu db thi 1énh tracert dwa trén cac théng tin dia ly.
Ban c6 thé xem vi du vé& mét cong cu nhw vay trong hinh C.
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Hinh C: Ban c6 thé thuwc hién mét tracert o dé xac dinh bij tri dia ly ciia host
Két luan

Trong phan nay, chung téi da giéi thiéu cho cac ban vé cach tang sb lwong byte
trong khi st dung 1&nh ping nham 1an ra d4u vét cua hién twong méat goi div liéu.
Tiép d6 la gioi thiéu vé 1énh tracert. Trong phan tiép theo cla loat bai nay, ching
t6i sé tiép tuc thdo luan bang cach gidi thiéu cach théng dich cac két qua duoc
cho b&i 1énh tracert.



