ROUTER
1.1. Xur 1y su co VLAN.

1.1.2 Gi6i thiéu chung.

Hién nay VLAN d—oc st dung phé bién. Vi VLAN, ng—oi k§ s— mang c6
thé linh hoat hon trong thiét k& va trién khai hé thong mang. VLAN gitip gi6i han
mién quang b4, gia tang kha niang bao mat va phan nhém theo logic. Tuy nhién, véi
co ban chuyén mach LAN, su ¢6 ¢6 thé xay ra khi ching ta trién khai VLAN.
Trong bai nay sé& cho thdy mot vai su co c6 thé xay ra véi VLAN va cung cip cho
cac ban mot s6 cong cu va k¥ thuat su 1y su co.

Sau khi hoan tt bai nay cdc ban c6 thé thuc hién céc viéc sau:

« Phan tich hé thong dé ti€p xic véi su co clia VLAN.

« Giai thich cdc b—dc xir 1y su c6 néi chung trong mang chuyén mach.

* Mo ta su c6 Spanning — Tree dan dén tran bao quang ba nh— thé nao.
« Str dung 1énh show va debug dé xtt 1y su c6 VLAN.

1.1.3. Tién trinh xir Iy su c6 VLAN.

Diéu quan trong 12 ban phai phét trién cic b—dc xir 1y su c6 trén switch mot
céch c6 hé thong. Sau day la cdc b—6c c6 thé gidp cho ban xéc dinh su ¢d trong
mang chuyén mach:

1. Kiém tra cdc biéu hién vat 1y, nh— trang thai LED.

2. Bit dau tir mot cau hinh trén mot switch va kiém tra dan ra.
3. Kiém tra két n6i 16p 1.

4. Kiém tra két n6i 16p 2.

5. Xt 1y su ¢6 VLAN xay ra trén nhiéu switch.

Khi xay ra su c6, ban nén kiém tra xem day 12 mot su ¢d 1ap di lap lai hay 1a
su co biét 1ap. Mot s6 su ¢d lap di lap lai c¢6 thé 1a do su gia ting clia c4c dich vu
phuc vu cho may tram, lam v—ot qua kha nang cdu hinh, kha nang d—ong trunking
va kha nang truy cap tai nguyén trén server.
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Vi du: Viéc st dung cic cong nghé web va céc ung dung truyén thong nh—
truyén tai file, email...s€ lam gia taing mat do giao thong lam cho toan bo hé thong

bi tri tré.

Router
and switch ¥
configuration

okay?

Cheack with CDOP, Fix any problems Fix amy trunking or
fix any cabiling with Inconsistant I5L configuration
or duplex problems  configuration statements problams

Fix any VLAM,
spanning-tree, or
Inter-V0LAM problems

Hinh 8.3.1

Hién nay rat nhiéu mang LAN phai d6i mat v6i mo hinh giao thong ch—a
d-oc tinh tr—dc, 1a két qua cta su gia tang giao thong trong intranet, it phan nhom
server hon va tang st dung multicast. Nguyén tac 80/20 vdi chi c6 20% giao thong
di 1én cac d—ong truc chinh da trd 1én lac hau. Ngay nay, cac trinh duyét web noi
bo c6 thé cho phép user x4c dinh va truy cap thong tin & bat ky dau trong mang noi

b cua tap doan.

Néu mang th—ong xuyén bi nghén mach, qua tai, r6t goi va truyén lai nhiéu
lan thi nghia la ¢6 quéa nhiéu port cho mot d—ong trunk hoac c¢6 qua nhi€u yéu cau
truy sudt vao ciac nguon tai nguyén clia toan hé thong va céc server intranet.

Nghén mach ciing ¢6 thé do phan 16n giao thong déu d—oc truyén lén d—ong
truc chinh, hoic 1a do user mé ra nhiéu tai nguyén va nhiéu ting dung da ph—ong
tién. Trong tr—ong hop ndy thi hé théng mang nén nang cap dé d4p ting nhu ciu
phat trién.

1.1.4 Ngan tran con bao quang ba.
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Tran bao quang ba xay ra khi ¢6 qua nhiéu géi quang ba d—oc nhan vao trén
mot port. Viéc sir Iy chuyén mach cdc géi nay cho hé thong mang cham di. Chiing
ta c6 thé cau hinh cho switch kiém sodt bdo trén timg port. Mic dinh, ché do kiém
soat bdo trén switch bi tat di.

Dé ngin chin bao quang b4, ching ta dat mot gid tri ng—dng cho port dé huy
g6i dit liéu va dong port khi gia tri ng—ong nay bi v—6t qua.

STP (Spanning - Tree Protocol) c6 mot so su ¢6 bao gdm tran bdo quang b,
lap vong, rét g6i BPDU va g6i dit liéu. Chiic nang ctia STP 1a bao dam khong c6
vong lap ton tai trong mang bang cach chon ra mot bridge goc. Bridge goc nay 1a
diém goc cha cau tric hinh cay va noi kiém soat hoat dong cta giao thic STP.

N&u can phai giam 1-gng giao thong BPDU thi ban sé€ cai dat gia tri t6i da
cho cac khoang thoi gian hoat dong ctia bridge goc. Dac biét 1a ban nén dat gia tri
t0i da 30 giay cho khoang thoi gian chuyén trang thai (Forward delay) va thoi gian
cho to1 da (max - age) 1a 40 giay.

Mot port vat ly trén router hoéc switch c6 thé 1a thanh vién ctia mot hoic
nhiéu cau tric hinh cay néu port nay két néi vao d-ong trunk.

L—u y: VTP chi chay trén Catalyst switch chit khong chay trén router.

Trén switch két ndi vao router, ban nén cau hinh cho switch d6 chay & ché do
VTP transparent cho dén khi nao Cisco ho tro VTP trén router ctia ho.

Giao thitc Spanning - Tree d—gc xem la mot trong nhitng giao thic 16p 2
quan trong nhit trén Catalyst switch. bang cdch ngan chan cdc vong luan 1y trong
mang chuyén mach, STP cho phép cAu triic 16p 2 vin c6 cic d—ong d— dé du phong
ma khong gay ra tran bao quang ba.
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TAP 4

PHAN CHIA DIA CHI IP
GIOI THIEU

Sy phat trién khong ngirng cta Internet d& lam cho nhirng nha nghién ctru bt ngo.
Mot trong nhitng nguyén nhan lam cho Internet phat trién nhanh chong nhu vay 1a
do su linh hoat, uyén chuyén cta thiét ké ban dau. Néu chung ta khong co cac bién
phap phan phdi dia chi IP thi sy phat trién cia Internet s& lam can kiét nguon dia
chi IP. Dé giai quyét vin dé thiéu hut dia chi IP, nhiéu bién phap da dwoc trién
khai. Trong d6, mot bién phap d& dworc trién khai rong rai 1a chuyén dbi dia chi

mang (Network Address Translation — NAT).

NAT 1a mot co ché dé tiét kiém dia chi IP d&ng ki trong mdt mang 16n va gitip don
gian hoa viéc quan 1y dia chi IP. Khi mot goi dit liéu dwoe dinh tuyén trong mot
thiét bi mang, thuong 13 firewall hodc cac router bién, dia chi IP ngudn s& dwo'c
chuyén ddi tir dia chi mang riéng thanh dia chi IP cong cong dinh tuyén duwgc. Didu
nay cho phép géi dir liéu dwoc truyén di trong trong mang cong cong, vi du nhu
Internet. Sau d6, dia chi cong cong trong goi tra 16i lai dwoc chuyén ddi thanh dia
chi riéng dé phat vao trong mang ndi bo. Mot dang ctia NAT, dwoc goi la PAT

(Port Address Translation), cho phép nhiéu dia chi riéng dwoc dich sang mot dia

chi cong cong duy nhat.

Router, server va céc thiét bj quan trong khac trong mang thuong doi hoi phai dwoc
cau hinh bang tay dia chi IP ¢ dinh. Trong khi d0, cac may tinh client khong can
thiét phai dat ¢6 dinh mot dia chi ma chi can xac dinh mot dai dia chi cho né. Dai
dia chi nay thuong 1a mot subnet IP. Mot may tinh nam trong subnet ¢ thé dwoc

phan phdi bat ki dia chi nao nam trong subnet do.

483
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Giao thie DHCP (Dynamic Host Configuration Protocol) dworc thiét ké dé phan
phéi dia chi IP va déng thoi cung cip cac thong tin ciu hinh mang quan trong mot
cach ty ddng cho may tinh. S6 lwrong mdy client chiém phan 16n trong hé thong

mang, do d6 DHCP thuc su 1a cong cu tiét kiém thoi gian cho ngudi quan tri mang.
Sau khi hoan tit chuong nay, cc ban c6 thé:

* Xac dinh dia chi IP riéng dwgc mo ta trong RFC 1918.

« Ndm dwoc cac dac diém cua NAT va PAT.

» Phan tich cac lgi diém ctia NAT.

« Phén tich cach cdu hinh NAT va PAT, bao gdm ca chuyén ddi c6 dinh,
chuyén d6i dong va chuyén dbi overloading.

« X4c dinh cac 1énh dung dé kiém tra ciu hinh NAT va PAT.

« Liét ké cac bude xtr Iy su ¢b NAT va PAT.

« Nam dwoc cac wu diém va nhuge diém cia NAT.

* M6 ta cac dac diém caa DHCP.

* Phan tich sy khac nhau gitta BOOTP va DHCP.

« Phan tich qua trinh cau hinh DHCP client.

« C4u hinh DHCP server.

« Xir Iy su ¢c6 DHCP.

« Phan tich yéu cau dat lai DHCP.

1.1. Chia dia chi mang véi NAT va PAT

1.1.1. Dia chi riéng
RFC 1918 danh riéng 3 dai dia chi IP sau:

* 1 dia chi 16p A: 10.0.0.0/8.

* 16 dia chi 16p B: 172.16.0.0 — 172.31.255.255 (172.16.0.0/12).
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* 256 dia chi 16p C: 192.168.0.0-192.168.255.255 (192.168.0.0/16).
Nhiing dia chi trén chi dung cho mang riéng, mang ndi bg. Cac goéi dir li€u c6 dia

chi nhu trén s& khong dinh tuyén dwoc trén Internet.

Dia chi Internet cong cong phai dwgc dang ky voi mot cong ty co thim quyén
Internet, vi du nhu American Registry for Internet Numbers (ARIN) hodc Réseaux

IP Européens (RIPE) va The Regional Internet Registry phu trach khu vuc Chau

Au va Bic Phi. Dia chi IP cong cong con c6 thé dwore thué tir mot nha cung cap

dich vu Internet (ISP). Dia chi IP riéng dworc danh riéng va co thé dwoc st dung boi
bat ky ai. Diéu nay c6 nghia 1a c6 thé c6 2 mang hoic 2 triéu mang str dung cliing
mot dia chi mang riéng. Router trén Internet s& khong dinh tuyén cac dia chi RFC
1918.ISP c4u hinh Router bién ngin khong cho cic luu lwong cua dia chi riéng

dwoc phat ra ngoai.

NAT mang dén rat nhiéu loi ich cho cac cong ty va Internet. Trudc day, khi khong
c6 NAT, mot may tinh khong thé truy cap Internet v6i dia chi riéng. Bay gio, sau
khi c6 NAT, cédc cong ty c6 thé cau hinh dia chi riéng cho mot hoic tat ca cic may

tinh va sir dung NAT dé truy cdp Internet.
1.1.2. Giéi thiéu NAT va PAT

NAT duoc thiét ké dé tiét kiém dia chi IP va cho phép mang ndi bd sir dung dia chi
IP riéng. Cac dia chi IP riéng s& dwoc chuyén doi sang dia chi cong cong dinh
tuyén dwo'c bang cach chay phan mém NAT dac biét trén thiét bi mang. Diéu nay

gitip cho mang riéng cang dwoc tach biét va gidu dwoc dia chi IP ndi bo.

NAT thuong dwgc st dung trén Router bién ctia mang mdt cira. Mang mot ctra la
mang chi c6 mot két ndi duy nhat ra bén ngoai. Khi mot host ndm trong mang mot
ctra mudn truyén dit liéu cho mot host naim bén ngoai né sé& truyén goi dir lidu dén

Router bién gidi. Router bién gi¢i s& thyc hién tién trinh NAT, chuyén dbi dia chi
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riéng ctia host ngudn sang mdt dia chi cong cong dinh tuyén dwoc. Trong thuat ngir
NAT, mang ndi bd c6 nghia 14 tap hop cac dia chi mang can chuyén déi dia chi.

Mang bén ngoai 1 tat ca cac dia chi khac con lai.

Mang cuc b§ chi ¢6 mgt cira ra mang bén ngoai.

Stub MNetwork: only one exit to outside network

Inl&rnal Ser'.'lt.a )
Corparale Stub ‘\ Burovider nefwork “'
Mitwrk Puuu-: Intemet

B-ardaer gateway router

Hinh 1.1.2.a. Magng mot cua
Cisco dinh nghia cac thuat ngir NAT nhu sau:

« Dia chi cuc bd bén trong (Inside local address): 13 dia chi dwoc phan phdi
cho cac host bén trong mang ndi by. Cac dia chi nay thuong khong phai la
dia chi dworc cung cip bai InterNIC (Internet Network Information Center)
hodc boi nha cung cdp dich vu Internet. Dia chi nay thudng 1a dia chi riéng

RFC 1918.

* Dia chi toan cuc bén trong (Inside global address): la dia chi IP hop phap
duwoc cung cip boi InterNIC hodc boi nha cung cdp dich vu Internet. Dija chi
nay dai dién cho mot hodc nhiéu dia chi ndi bd bén trong dbi véi thé gidi bén

ngoai.
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* Dia chi cuc bo bén ngoai (Outside local address): la dia chi riéng cua host
nam bén ngoai mang ndi bo.

* Dia chi toan cuc bén ngoai (Outside global address): la dia chi cong cong

hop phap ctia host nam bén ngoai mang ndi bo.

Inside Ouiside

10.0.03

Hinh 1.1.2.b. Host néi b6 10.0.0.3 muon giri g6i dit liéu cho mét host nam ngodi

128.23.2.2. Goi dir liéu AwQc gui toi router bién gioi RTA.

Enside Deutsiche

100.0.2 128.23.22

SA
e ss Imternat

103

NAT Takdm
Irakcie Local | Address. Irsida Gdobai 1P Address Ouimide Ghobal F Addonss
TS TR A0 o Bk B8

Hinh 1.1.2.c. RTA nhdn thdy géi dit liéu nay dwoc giri ra ngodi internet nén né
thuwe hién tién trinh NAT, chuyén d6i dia chi nguon 10.0.0.3 thanh dia chi cong
cong la 179.9.8.80. Sauk hi thuc hién NAT xong, goi dir liéu tir RTA di ra sé co dia

chi nguon la mét dia chi cong cong hop phdap 179.9.8.80.

487
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Outsida

1282322

10.0.0.2
. DA -
1790880 ( Internet

10.0.0.3

Hinh 1.1.2.d. Sau 46 server 128..23.2.2 ¢6 thé giri lai mét goi tra 1oi. Khi d6 goi

tra loi sé co dia chi dich la 179.9.8.80.

0002

0003

Outside

NAT Table

Intida Local IP Addre s

Incidia Global IP Addnoss

Dutsida Giobal 1P Addrose

10003

R R

1283323

Hinh 1.1.2.e. RTA nhdn thdy géi dit liéu nay dwoc giri tir bén ngodi vao trong
mang ndi bg. RTA sé tim trong bang NAT 8& dnh xa tir dia chi dich céng cong sang
dia chi riéng twong wng. Sau khi thuc hién NAT xong, goi dir liéu tir RTA phdt vao

trong mang noi bg sé co dia chi dich la dia chi riéng cua host dich 10.0.0.3.

Xét vi du hinh 1.1.2.b, d6i véi RTA:

* Dia chi noi b bén trong 1a 10.0.0.3.

* Dia chi toan cuc bén trong la: 179.9.8.80.

* Dia chi toan cuc bén ngoai la: 128.23.2.2.

488
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1.1.3. Céc dac diém ciia NAT va PAT

Chuyén dbi NAT rét hiru ich cho nhiéu muc dich khac nhau va c6 thé chuyén doi
dodng hoic ¢ dinh. NAT c¢b dinh dwoc thiét ké dé anh xa mdt-mdt, tir mot dia chi
ndi bo sang mét dia chi cong cong tuong wng duy nhat. Diéu nay rat tot dbi voi
nhitng host can phai c6 dia chi nhit dinh dé truy cap tir Internet. Nhitng host nay c6

thé 1a cac server toan hé thong hodc céac thiét bi mang.

NAT déng duoc thiét ké dé anh xa mét dia chi IP riéng sang mét dia chi cong

cong mot cach tr ddng. Bat ky dia chi IP nao nam trong dai dia chi IP cong cong

da dwoc dinh trude déu co thé dwoc gan cho mot host bén trong mang. Overloading
hodc PAT c6 thé 4nh xa nhiéu dia chi IP riéng sang mét dia chi IP cong cong vi

mdi dia chi riéng dwo'c phan biét bang sb port.

PAT sir dung s6 port ngudn cing véi dia chi IP riéng bén trong & phan biét khi
chuyén ddi. Sé port dwec mé hoa 16 bit. Do dd co téi 65.536 dia chi ndi bd co thé
dwoc chuyén déi sang mot dia chi cong cong. Thue té thi sb lwong port ¢ thé gan
cho mét dia chi IP 1a khoang 4000 port. PAT sé& c6 gang giit nguyén sd port ngudn
ban dau. Nhung néu sb port nay da bi sir dung thi PAT s& 1dy s6 port con trong dau
tién trong cac nhom port 0-511, 512-1023, 1024-65535.

Khi khéng con s6 port ndo con tréng va van con dia chi IP cong cong khac da duoc
cau hinh thi PAT s& chuyén sang dia chi IP cong cong ké tiép va bat dau xac dinh
s6 port ngudn nhur trén. Qua4 trinh nay s& dwoc thuc hién cho dén khi nao hét s6

port va dia chi IP cong cong con trong.
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Hinh 1.1.3.a.

D00
1man2
HAT Table with Cverlood
ireaichs Local 1P I e Gt P b, | Cootmbobes Loca (1 Adidness (001 ide Global fd
LD0F 1351 1790 860135 FEE3ZA0 2026.9.180
B |rnmaisss 17509 8 A0 1HES 12828 2200 128,232 280

Hinh 1.1.3.b.

Outside

Intermet

10.0.0.4
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Hinh 1.1.3.c. Host 10.0.0.3 giri goi dit liéu ra internet. Trong goi dir liéu nay, dia
chi IP nguén la 10.0.0.3, port la 1444

i Outside
10.0.0:2
10.0.0.3
NAT Table with Overdoad
Inside: Loczal IP Address | Inside Global IP
10.0.0.3:1444 176.8.8 80: 1444
10.0.0.4

Hinh 1.1.3.d. Router thiec hién chuyén déi dia chi IP nguon tir 10.0.0.3 sang dia

chi 179.9.8.80, port nguén van giit nguyén la 1444.

Outside

T

10002

Internet

r

10003

10.0.004; 1444

10,004

Hinh 1.1.3.e. Bdy gio Host 10.0.0.4 ciing guti goi dir liéu ra internet voi dia chi

nguon la 10.0.0.4, port nguon la 1444
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Outside
10002 ~
SA Intermet
79.0.8.80: 144
10003
MNAT Table with Cverdoad
Inside Local IP Addrass | Inside Global IP
10.0.0.3:1444 170.6.8.80: 1444
10.0.0.4 10.0.0.4: 1444 179.0.8.80:1445

Hinh 1.1.3.f. Router thuc hién chuyén d6i dia chi IP nguon tir 10.0.0.4 sang

179.9.8.80. Port nguon la 1444 lic nay phdi dbi sang 1445. Nhw vdy theo nhu
bang NAT trong hinh ta thdy dia chi cong cong 179.9.8.80: 1444 la twong \ng véi
10.0.0.3:1444, 179.9.8.80:1445 tiong ng véi 10.0.0.4:1444. Bang cdch sir dung
két hop voi 56 port nhu vay, PAT co thé anh xa mét dia chi IP cong cong cho nhiéu

dia chi riéng bén trong.
NAT cung cap nhitng loi diém sau:

« Khong can phai gan dia chi IP méi cho timg host khi thay dbi sang mot ISP
moi. Nho d6 co thé tiét kiém dwoc thoi gian va tién bac.

« Tiét kiém dia chi thong qua (ng dung ghép kénh cip dd port. Vi PAT, céc
host bén trong co thé chia sé mot dia chi IP cong cong dé giao tiép voi bén
ngoai. Véi cach ciu hinh ndy, chiing ta can rét it dia chi cong cong, nho 6
c6 thé tiét kiém dia chi IP.

« Bao vé mang an toan vi mang ndi bo khong dé 16 dia chi va ciu trac bén
trong ra ngoai.

1.1.4. Céu hinh NAT va PAT
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1.1.4.1. Chuyén ddi ¢6 dinh

493

D& céu hinh chuyén di cb dinh dia chi ngudn bén trong, chung ta cau hinh cac

budc nhu sau:

Bwéc | Thue hién Ghi chu
1 Thiét lap mo1 quan hé chuyén doi gitra dia Trong ché d§ cau hinh toan
chi ndi bd bén trong va dia chi dai dién cuc, ban fung cau 1énh no ip
bén ngoai nat inside source static dé
. o x0a su chuyén dbi dia chi c¢b
Router (config) # ip nat inside
dinh.
source static /ocal-ip global-ip
2 Xac dinh cong két n6i voa mang bén Sau khi gd Enh interface,
trong. dau nhéc cta dong lénh s&
. chuyén tir (config) # sang
Router (config) # interface type number
(config-if) #
3 Panh dau cong nay la cong két noi vao
mang ndi bo bén trong.
Router (config-if) #ip nat inside
4 Thoat khoi ché dO cau hinh cong hién tai.
Router (config-if) # exit
5 Xac dinh cong két nodi ra mang cong cong
bén ngoai.
Router (config) # interface type number
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6 banh dau cong nay la cong két noi ra

mang cong cong bén ngoai.

Router (config-if) # ip nat outside

Hinh ve - 2 hinh

Inside Network

Outside Network

Imside Interface Cutside Interface

ip nat insida

ip nat outside ¥
£/

Inside Host Ountside Host

Router (config-if)#ip nat inside

Hinh 1.1.4.a Sir chuyén ddi dia chi sé dwoc thuc hién gita hai cong inside va

outside

el

10.1.1.1 ) 192 168.1.1 ot
—
10.1.1.2 SA SA
10112 | 192 168.1.2|

T T

hostname GW
!

ip nat inside source static 10.1.1.2 1982.168.1.2
1
interface mthernet 0
ip address 10.1.1.1 255_.255.255.0
ip nat inside
1
interface serial O

ip address 152 . 168.1.1 255 255.255,0
ip nat outside
1
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Hinh 1.1.4.b. Cdu hinh NAT chuyén d6i c6 dinh sr dia chi 10.1.1.2 sang

192.168.1.2. Khi c6 mot goi dir liéu tur host 10.1.1.2 dwQC gui ra ngoadi internet,

router GW sé chuyén dbi dia chi nguon 10.1.1.2 ciia goi dit liéu sang dia chi

192.168.1.2 truede khi phdt g6i ra cong s0.

1.1.4.2. Chuyén dbi dong

Dé Chuyén déi dong dia chi ngudn bén trong, chung ta ciu hinh theo cic bude nhu

sau:
Buéc Thue hién Ghi chu
1 Xac dinh dai dia chi dai dién bén ngoai Trong ché dO cau hinh
. toan cyc, go 1énh no ip
Rourter (config) # ip nat pool name start-ip .
nat pool name dé xo6a dai
end-ip [netmask netmask /prefix-length
dia chi dai dién bén ngoai.
prefix-length]
2 Thiét 1ap ACL co ban cho phép nhirng dia Trong chg dé cau hinh
chi ndi bd bén trong nao dwoc chuyén ddi. toan cuc, g6 1énh no
. access-list access-list-
Router (config) # access-list access-list- .
number dé x6a ACL dé.
number permit source [source-wildcard]
3 Thiét 1ap moi lién quan gitra dia chi nguon Trong ché d6 cau hinh
da dwoc xac dinh trong ACL & budce trén véi toan fcue, gd 1énh no ip
dai dia chi dai dién bén ngoai: nat inside source dé xo6a
. L. . su chuyén d6i dong nay
Router (config) # ip nat inside source list
access-list-number pool name
4 Xac dinh cong két ndi vao mang ndi b Sau khi gd xong 1énh
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Router (config) # interface type number

interface, dau nhic cua
dong 1énh s& chuyén ddi

tur config sang (config-if)#

Danh dau cong nay la cong két noi vao mang

ndi ba.

Router (config-if) #ip nat inside

Thoat khoi ché dO cong hién tai.

Router (config) # exit

Xac dinh cong két noi ra bén ngoai.

Router (config) # interface type number

Danh dau cong nay la cong két noi ra bén

ngoai.

Router (config) # ip nat outside

Danh séacl

h diéu khién truy cap (ACL — Access Control List) cho phép khai bao

nhitng dia chi nao dwgc chuyén dbi. Ban nén nhé 1a két thic mot ACL ludn ¢é cau

1énh &n cAm tuyét dbi dé tranh nhing két qua khong du tinh dwoc khi mot ACL c6

qua nhiéu diéu kién cho phép. Cisco khuyén céo 1a khong nén dung diéu kién cho

phép tat ca permit any trong ACL sir dung cho NAT vi cdu 1énh nay 1am hao tn

qua nhi€u tai nguyén ctia Router va do do c6 thé gay ra sy ¢cO mang.
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— A
0112 &l ) :
Internet |
10.1.1.1 192.168.1.1 J
\__,_,‘_-"'
=
101.0.2

ip nat pool nat-pecll 178.5.B.80 179.5.8.95 netmask 255.255.355.0
ip net ingide scurce list 1 peol nat-poell
|

interface ethernet 0
ip address 10.1.1.1 255.255.0_0
ip nat inside
1
interface serial 0
ip address 152.168.1.1 255.255.255.0
Ap nat outEids

;:“IS—llit- 1 pearmit 10.1.0.0 0.0.0.258

Hinh 1.1.4.c

Xét vi du hinh 1.1.4.c: Dai dia chi cong cong dai dién ben ngoai c6 tén la nat-
pooll, bao gém cac dia chi tir 179.9.8.80 dén 179.9.95. Dia chi ndi bo bén trong
dwoc phép chuyén ddi dwoc dinh nghia trong access-list 1 13 10.1.0.0 — 10.1.0.255.
Nhu vy, g6i dit liéu ndo trong mang ndi bd di ra ngoai Internet c6 dia chi ngudn
nim trong dai dia chi 10.1.0.0 — 10.1.0.255 s& dwoc chuyén ddi dia chi ngudn sang
mot trong bat ky dia chi nao con trong trong dai dia chi cong cong 179.9.8.80 —
179.9.8.95. Host 10.1.1.2 s& khong dwoc chuyén ddi dia chi vi dia chi cia né

khong dwgc cho phép trong acces-list 1, do dé nd khong truy cap dwoc Internet.
Overloading hay PAT

Overloading dwgc cdu hinh theo hai cach tuy theo dia chi IP cong cong dwoc cip
phat nhu thé ndo. Mot ISP ¢6 thé cho mot hé théng mang cua khach hang st dung
chung mot dia chi IP cong cong duy nhat, dia jchi IP cong cong nay chinh 1a dia
chi ctia cong giao tiép trén Router ndi vé ISP. Sau day 1a vi du cdu hinh cho tinh

hudng nay:

497
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Router

(config) # access-list 1 permit 10.0.0.0 0.0.255.255

498

Router (config) ip nat inside source list 1 interface serial0/0 overload

Budce T

huc hién

Ghi chu

Tao ACL dé cho phép nhirng dia chi ndi by Trong chd

nao dwoc chuyén doi.

Router(config) #  access-list acl-number

permit source [source-wildcard]

db cau hinh
toan cuc, g0 1énh no
access-list access-list-

number dé x0a access-list

Router (config) ip nat pool name start-ip end-
ip

[netmask netmask / prefix-length prefix-
length]

Thiét 1ap chuyén dbi overload giita dia chi noi
bo da dwoc xac dinh trong ACL & bude 1 v6i

dai dia chi dai dién bén ngoai méi khai bao &

tuong ng.
2A Thiét lap moi lién quan gitra dia chi nguon da Trong dhé dd cau hinh
dwoc xac dinh trong access-list & budc trén vai toan guc, gd 1énh no ip
dia chi dai dién 1a dia chi cia cong két ndi v6i nat indide source dé xoa
bén ngoai. su chuyén déi dong nay.
Tir khoa overload dé cho
Router (config) # ip nat inside source list ac/-
. phép chay PAT
number interface interface overload
Hodc | Khai bao dai dia chi dai dién bén ngoai dung
2B overload.
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trén.

Router (config) # ip nat inside source list ac/-

number pool name overload

3 Xac dinh cong két no1 voi mang ndi bo.
Router (config) # interface type number

Router (config-if) # ip nat inside

Sau khi go 1énh interface,
dau nhic cta dong 1énh s&
dwoc ddi tir (config)#

sang (config-if)#

4 Xac dinh cong ket noi voi bén ngoai.
Router (config) # interface type number

Router (config-if) # ip nat outside.

Mot cach khac dé cau hinh Overload 1a khi ISP cung cap mdt hoac nhiéu dia chi IP

cong cong dé cho hé thong mang khach hang sir dung lam dai dia chi chuyén dbi

PAT. Cu hinh vi du cho tinh hudng nay nhu sau:

« Xac dinh dia chi n6i bd dworc phép chuyén déi 1a 10.0.0.0/16:
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Router (config) # access-list 1 permit 10.0.0.0.0.0.255.255

« Khai béo dai dia chi dai dién bén ngoai vdi tén 1a nat-pool2, bao gdm céc dia
chi trong subnet 179.9.8.20/28:
Router (config) # ip nat pool nat-pool2 179.9.8.20 netmask
255.255.255.240

« Thiét 1ap su chuyén dbi Overload dia chi noi b dwoc xac dinh trong access-
list 1 v&i dai dia chi dai dién nat pool2:

Router (config) # ip nat inside source list 1 pool nat-pool2 overload

) E0:152.165.3.1 o
192.168.3.7 —
@) S0:172.16.2.1 4
-
E1:182.188.2.1

L
162 168.2.4

inteslace =thernet 0
ip address 182, 168.3.1 255 288 J58 _{
ip nat ingide

!

interfacse ethernet 1
ip sddress 102.168.2.1 E55.2%55.255.0
ip nat inside

1

interface secial 0
ip address 172.16.2.1 255§.255,3585,0
ip nat sutside

I

ip mat imside source list 1 interfmce mearial 0 overload

!

soceee-liet 1 permie 1092 LEB.2 .0 O.0.0.258
Acbess-list 1 permit 192.E68.3.0 0.0.0.255

Hinh 1.1.4.d.

Xét vi dy hinh 1.1.4.d: dia chi ndi bd bén trong dwgc phép chuyén ddi dwoc xac
dinh trong access-list 1 la 192.168.2.0/24 va 192.168.3.0/24. Dia chi dai dién bén
ngoai 1a dia chi ctia cong serial 0, cong két ndi ra Internet. Nhu vay phai toan bo

dia chi bén trong dwoc chuyén dbi PAT véi mot dia chi IP dai dién duy nhit 1 dia

chi cuia cong két ndi ra Internet, cong serial 0.
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1.1.5. Kiém tra céu hinh PAT

501

Sau khi NAT da dwoc ciu hinh, ching ta c6 thé dung 1énh clear va show dé kiém

tra hoat dOng cua NAT.

Mic dinh, trong bang chuyén d6i NAT dong, mdi mot cip chuyén di dia chi sé& bi

x0a di sau mdt khoang thoi gian khong sur dung

s6 Port thi khoang thoi gian mic dinh 13 24 gio.

. V6i chuyén d6i khong sir dung chi

Chung ta c6 thé thay dbi khoang

thoi gian ndy bang 1énh ip nat translation timeout timeout_seconds trong ché do

cau hinh toan cuc.

Céc thong tin vé sy chuyén di co thé dwoc hién thi bing cac 1énh sau:

Lénh

Giai Thich

Clear ip nat translation *

Xb6a moi cap chuyén doi dia chi dong

trong bang NAT.

Clear ip nat translation inside global- X6a m

ip local-ip [outside local-ip global-ip]

t cap chuyén doi dia chi déng
bén trong hodc ca bén trong va bén
ngoai twong (ng vai dia chi cu thé dwoc

khai bao trong cau lénh.

Clear ip nat translation protocol inside X6a mjot cap chuyén doi dia chi déng

global-ip global-port local-ip local-port mo 101]
[outside local-ip local-port global-ip
global-port]

.

Show ip nat translations

Hién thi bang NAT dang hoat déng.

Show ip nat statistics

Hién thi trang thai hoat déng cua NAT.
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Eouterdshow ip nat translations
Pro Inside global Ingide local OQutside local Outaida global
172.16.131.1 10.10.10.1 —— i

Hinh 1.1.5.a

Eontarfdshos ip mat statistics

Total active tranmmlation=s: I (1 static, 0 dyriamic; 0 extended)
Ountside interfaces:

i aml O

Tri=mdcde dnterfacess -

EthernetdD; Ethsrnetl

it 5 Mismmes:-0

Hinh 1.1.5.b

Chiing ta c6 thé dung 1énh show run dé kiém tra lai cic gi tri cdn khai bao trong

cac cau 1énh cAu hinh NAT, access-list, interface.
1.1.6. Xir Iy s co cdu hinh NAT va PAT

Thudng rat kho xac dinh nguyén nhan ctia su ¢d khi két ndi IP bi sy cb trong moi
truong NAT. Nhiéu khi chung ta nham 14n 1a do NAT gay ra nhung thyc sy

nguyén nhan lai nam & chd khac.

Khi ¢b ging xac dinh nguyén nhén sy ¢ ctia mot két ndi IP, chung ta nén cb ging
xac dinh loai trir kha ning tir NAT trude. Sau day 1a cac bude dé kiém tra hoat

ddng cua NAT:

1. Dya vio tap tin cau hinh, xac dinh 1 rang NAT thyc hién nhiing gi.

2. Kiém tra bang NAT xem cac chuyén ddi dia chi c6 ding khong.

3. Kiém tra hoat ddng NAT xay ra nhu thé nao bang cac 1énh show va
debug.

4. Xem chi tiét nhitng gi xay ra cho mot goi dir liéu va kiém tra xem router

c¢6 dinh tuyén dung cho géi dir liéu hay khong.
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St dung 1énh debug ip nat dé kiém tra hoat ddng cua NAT, hién thi cac théng tin

vé mdi goi dwoc chuyén ddi NAT boi router. Lénh debug ip nat detal con cung

cap thém mot sb thong tin lién quan dén sy chuyén cia mdi goi gitp ching ta xac

dinh 16i, vi du nhu 16i khong xac dinh dwoc dia chi dai dién bén ngoai.

Inside

Cwtside

NAT Table

192.168.1.895

Insicke Local IF Addness| Inside Global |F Address
172.31.233. 209

192 168.1.85

AT2.31 1164
Uinix Server

172.31.2.132
OMS Server

WAT: &= 192,
HAT: 8= 1T2.
HAT: 8= 182.
HAT*: 5= 1T2
HATE: = 102
HAT . g= 182,
HAT®: g= 172,
HATE; = 1T2.

RoucerZfdebuog ip mat

168.0.98 —L7E.31.435,. 808,
31.2.132, d=172.31.233.208,
166.1 .55 = 17 31.233. 208,

. 31.1.1%1, d4=172 . 31.233.209,

168.1.85 —=172.31_23% 2308,
168.1.95 — 17X, 31.22%.208,
31.1.1&1 d4=172.31.2323.2409,
31.1.1&%8, J=1732 . 31,233 200,

Hinh 1.1.6

#=172  3L.2.132 [9823]
—= 15Z.168.1.85 [21652]
4=1T2.31.1.161 [6826]1
—e 19Z.168.1.85 [23311]
4=172,31.1 181 [£327]
4=172.31.1. 161 [6828]
—= 192,168 .1, 85 [23313]
—* 152.168.1.95 [23313]

Xét vi dy hinh 1.1.6. Hai dong d4u tién cho thy céc goi yéu cau va tra 101 DNS

dwoc phat di. Nhitng dong con lai cho biét vé mot két ndi Telnet tir mot host bén

trong t61 mot host bén ngoai mang.

Dé& giai ma nhitng thong tin hién thi cua 1énh debug, ching ta dwa vao nhitng diém

mau chot sau:

« Diu * ké bén tir NAT cho biét sy chuyén d6i dang dwoc thuc hién trén

duwong chuyén mach nhanh. Goi dir liéu dau tién ciia mot phién dbi thoai

luon dwoe xtr 1y chuyén mach nén chuyén mach cham. Cac goi dit lidu tiép

theo dwoc truyén chuyén mach nhanh véi bdo dém, khong can xir 1y nhiéu

nhu go6i dau tién.

503
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* S=a.b.c.d Ia dia chi ngudn.
« Dia chi nguén a.b.c.d dworc dich sang w.x.y.z.
* D=e.f.g.h 1a dia chi dich.
« Gia trj trong gidu ngodc vudng 1a chi sé danh dinh IP. Thong tin niy co thé
s€ hiru dung vi dua vao do6 ching ta s€ tim dwgc nhitng goi dir liéu tuong
&ng dwoc phan tich tir nhitng phin mén phan tich giao thirc khac.
1.1.7. Nhitng vin dé& ciia NAT
NAT c6 nhitng wu diém sau:
« Tiét kiém dia chi dang ky hop phap bang cach cho phép st dung dia chi
riéng.

« Tang tinh linh hoat ctia cac két ndi ra mang cong cong. Chang ta c6 thé trién

khai nhiéu dai dia chi chia tai @& dam bao do tin ciy ctia két ndi mang cong

cong.
« Nhit quan hd so dia chi mang ndi bo. Néu mang khong sir dung dia chi IP

riéng va NAT ma st dung dia chi cong cong thi khi thay dbi dia chi cong

cong, toan bo hé théng mang phai dat lai dia chi. Chi phi cho viéc dat lai dia

chi toan b céac thiét bii mang ndi bd dwoe giit nguyén khi thay dbi dia chi

cong cong.

NAT ciing khong phai 1a khong c¢6 nhuge diém. Khi chuyén di dia chi nhu vay s&

1am mat di mot s chirc ning d3c biét cua giao thirc va tng dung c6 can dén cac
thong tin dia chi IP trong goi IP. Do d6 can phai c6 thém cac hd tro khac cho thiét
bi NAT.

NAT lam ting thoi gian tré. Thoi gian tré chuyén mach s& 1on huon do d6 phai
chuyén déi ting dia chi IP trong mdi dit liéu. G6i dit liéu dAu tién ludn phai sir Iy

chuyén mach nén thoi gian chuyén mach nhanh honnéu c6 bo dém.

504
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Hiéu sudt hoat ddng ciing 1a mot vin dé& can dwoc quan tim vi NAT dwoc thuc hién
trong tién trinh chuyén mach. CPU phai dwoc kiém tra timg goi dir liéu d& quyét
dinh goi dit liéu d6 c6 can chuyén ddidia chi hay khong. CPU phai thay dbi phan
261 IP cta goi dit lidu va cling c6 hté phai thay ca phan déng géi TCP hoic UDP.

Mot nhuge diém dang ké khi sir dung NAT 1 sy mét di kha ning truy tim dia chi
IP dau cudi-dén-dau cudi. Viéc truy theo goi dit liéu s& trd nén kho hon do goi dir
liéu thay ddi dia chi nhiéu lan qua nhiéu tram NAT. Hacker s& rat kho khin khi

mudn xac dinh dia chi ngudn hodc dich cua goi dir licu.

NAT ciing 1am cho mét sé (*ng dung st dung dia chi IP khong hoat ddng dwoc vi
n6 gidu dia chi IP dau cubi-dén-dau cudi. Nhitng (rng dung sir dung dia chi vat Iy
thay vi sir dung tén mién sé khong dén dwoc dich nam sau router NAT. D6i khi, su

c¢d nay co thé tranh dwoc bang cach anh xa NAT ¢6 dinh.
Cisco IOS NAT hd tro cac loai luu lugng sau:

* ICMP

* File Transfer Protocol (FTP), bao gom 1énh PPRRT va PAV.

« Dich vu NetBIOS qua TCP/IP, goi duy liéu, tén va phién giao tiép.
* RealNetworks’ RealAudio

* White Pines’ CUSeeMe

* Xing Technologies’ StreamWorks

* DNS “A” and “PTR” queries

* H.323/Microsoft NetMeeting, IOS versions 12.0(1)/ 12.0(1) T va sau dé.
* VDOnet’s VDOLive, I0S version 11.3(4)11.3(4)T va sau do.

» VXtreme’s Web Theater, IOS versions 11.3(4)11.3(4)T va sau do.
« IP Multicast, IOS version 12.0(1)T chi chuyén ddi dia chi ngudn.

Cisco I0S NAT khong hd tro cic loai giao thirc sau:
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» Thong tin cap nhat bang dinh tuyén.

« Chuyén dbi ving DNS.

* BOOTP

* Giao thuc talk and ntalk.

* Giao thirc quan ly mang don gian — Simple Network Management Protocol

(SNMP)

1.2. DHCP
1.2.1. Gidi thiéu DHCP

Giao thirc cAu hinh hoat ddng (DHCP — Dynamic Host Configuration Protocol)
1am viéc theo ché do client-server. DHCP cho phép cac DHCP client trong mot
mang IP nhan cu hinh IP ciia minh tir mot DHCP server. Khi st dung DHCP thi
cong viée quan 1y mang IP s& it hon vi phan 16n cdu hinh IP cua client dwoc 1y vé

tur server. Giao thirc DHCP dwg'c mo ta trong RFC 2131.

Mot DHCP client c6 thé chay hau hét cac hé diéu hanh Windows, Netvell Nettae,
Sun Solaris, Linux va MAC OS. Client yéu cau server DHCP cip mdt dia chi cho
né. Server ndy quan 1y viéc cap phat dia chi IP, s& gtri tra 101 cdu hinh IP cho client.
Mot DHCP ¢6 thé phuc vu cho nhiéu subnet khac nhau nhung khong phuc vu cho
cau hinh router, switch va cac server khac vi nhitng thiét bi ndy can phai c6 dia chi

IP ¢6 dinh.
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Ethernet Frame P upp DHCP Reguest
SR MAC: MAC A IPSRC Y UDP] CIADDR: 7 GIADDR:
DST MAC: FFFF:FFFF-FF.FF |IP DST 255.255.255.255 | A7 | Mask:? CHADDR: MAC A

MAG: Media Access Gantrol Address
ClaDDR: Client IP Address
GIADDR: Gateway IF Address
CHADDR: Client Hardwsare Address

Hinh 1.2.1.a. Client giti truec tiép quang bd mét yéu cau DHCP. Truong hop don
gidn nhdt la ¢c6 DHCP server nam trong cting subnet voi client, server DHCP nay
sé nhdn AwQ'c gdi yéu cau. Server thay phan GIADDR bé trong thi biét client nam
trong ciing subnet véi server. DONG thoi server sé doc dia chi vit Iy (dia chi MAC)

cua client.
_____________ A i ———
Ethernet Frame P upp DHCP Reply
SRC MAC: MAC Serv |IFSRC: 182168.1.254 | UDP

CIADDR: 192, 165.1,10 GIADDR: 7
68  [Mashk: 26525526550 CHADDR: MAC A

DST MAC: MAC A IP DAT: 192 468410

MAL: Media Access Control Address
CIADDR: Client [P Addresa
GIADDR: Galeway |F Addrass
CHADDK: Chant Hardware Addrass

Hinh 1.2.1.b. Server sé ldy mét dia chi IP trong ddi dia chi twong (ng dé cdp cho
client. Sau 6 server ding dia chi cia vt 1y ciia client 8& giri g6i trd 10i lai cho

client.
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Client Servar
IP: 192.168.1.10/24 192 168.1.254/24

-/

Hinh 1.2.1.c. Hé diéu hanh trén DHCP client sé ding nhitng théng tin nhdn woc
trong géi tra 101 server & cdu hinh IP cho client d6.
Server chay DHCP thyc hién tién trinh xac dinh dia chi IP cap cho client. Client sir
dung dia chi dwoc cép tir server trong mot khoang thoi gian nhét dinh do ngudi
quan tri mang quy dinh. Khi thoi nay hét han thi client phai yéu cau cép lai dia chi

moi mic du thong thuong client s& van dwoc cip lai dia chi cil.

Céc nha quan tr1 mang thuong str dung dich vu DHCP vi gidi phap nay giap quan
1y hé thong mang d& va c6 kha ning md rong. Cisco router c6 thé sir dung Cisco
10S ¢6 hd tro Easy IP dé& lam DHCP server. Mic dinh , Easy IP cdp c4u hinh IP
cho client sir dung trong 24 tiéng. Co ché nay rat tién loi cho cac vin phong nho
hodac nhirng van phong tai nha, nguot st dugn tai nha co6 thé tan dung diahc vu
DHCP va NAT ctia router ma khong can phai c6 thém mot server NT hodc UNIX.
Ngudi quan tri mang cai dat dai dia chi cho DHCP server con cé thé cung cap
nhiéu thong tin khac nhu dia chi DNS server, dia chi WINS server va tén mién.
Hau hét cac DHCP server déu cho phép ngudi quan tri mang khai bao nhing dia
chi MAC nao can phuc vu va tu ddng cip cho nhitng dia chi MAC nay dia chi IP

khong thay d6i mdi lan chiing yéu cau.

DHCP str dung giao thire UDP (User Datagram Protocol) lam giao thirc van
chuyén cua né. Client giri thong diép cho server trén port 67. Server giri thong diép

cho client trén port 68.
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1.2.2. Nhitng diém khdc nhau giita BOOTP v DHCP

DAu tién cong ddng Internet phat trién giao thie BOOTP @& ciu hinh cho may tram
khong c6 6 dia. BOOTP dwoc dinh nghia trong RFC 951 vao nim 1985. La mot
phién ban di trudc cia DHCP nén BOOTP ciing c6 nhiéu ddc diém hoat ddng
twong tu nhu DHCP. Ca hai giao thirc nay dégu dua trén co s& client-server va sur

dung port UDP 67, 68. Hai port nay hién van dwoc biét dén nhu 1a port BOOTP.
Mot cau hinh IP co ban bao gdm 4 thong tin sau:

* Dia chi IP.

* Dia chi Gateway.

* Subnet mask.

* Dia chi DNS server.
BOOTP khong tu déng cip phat dia chi IP cho mét host. Khi client yéu cau mot
dia chi IP, BOOTP server tim trong bang da dwoc cau hinh trude xem c6 hang nao
twong ng véi dia chi MAC cua client hay khong.Néu c6 thi dia chi IP twong (rng
s& dwoc cung cdp cho client. Diéu nay co nghia 1a dia chi MAC va dia chi IP tuong

(ng phai dwoc cdu hinh trude trén BOOTP server.

Sau day la hai diém khac nhau co ban giita BOOTP va DHCP:

« DHCP cap mdt dia chi IP cho mét client trong mot khoang thoi gian nhét
dinh. Hét khoang thoi gian nay dia chi IP ¢6 thé dwo'c cap cho client khac.
Client c6 thé 1iy dia chi mé&i hodc van c6 thé tiép tuc gitr dia chi cil.

« DHCP cung cap cho client nhiéu thong tin cu hinh IP khac nhu dia chi

WINS server, tén mién.
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BOOTP DHCP

Anh xa ¢6 dinh gitt dia chi MAC va Anh xa fu dOng gitra dia chi MAC va

dia chi IP dai dia chi IP tuong tng.
Cap co6 dinh Cap trong mot khoang thoi gian nhat
dinh

Chi cung cap 4 thong tin co ban cua Co thé chng cap hon 30 thong tin cau
cau hinh IP hinh TP

1.2.3. Nhitng diém chinh ciia DHCP
C6 3 co ché dung dé& cip phaqst mot dia chi IP cho client:

« Cép phat ty déng — DHCP ty déng chon mdt dia chi IP trong dai diachi duwoc
cau hinh va cép dia chi IP d6 cb dinh, khong thay dbi cho mot client.
« Cép phat ¢ dinh — Dia chi IP ctia mot client do nguoi quan tri mang quyét
dinh. DHCP chi truyén dia chi nay cho client d6.
« Cép phat déng — DHCP cip va thu hoi lai mot dia chi IP cua client theo mot
khoang thoi gian gidi han.
Trong phan ndy chiing ta tap trung vao co ché cip phat ddng. Mot sb thong sb cau

hinh dwoc liét ké trong IET RFC 1533 la:

* Subnet mask
e Router
« Tén mién
* Server DNS
* WINS server
Chung ta co thé tao trén DHCP server nhiéu dai dia chi IP va thong s6 nhu trén

twong (rng. M&i mot dai dia chi danh riéng cho mot subnet IP. Diéu nay cho phép
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c6 thé co nhiéu DHCP cung tra 1i va IP client c6 thé di ddng. Néu c6 nhiéu server

cung tra 101 thi client ¢6 thé chon mdt tra 101 duy nhat.

Send my configuration
DHCP infﬂ!’fﬂﬂﬁm
Server \
- >
DHGP
Client

Here i= Your Configuration:

= IP Address: 152.204.28.7

* Subnet Mask: 255.255.255.0

* Default Routers: 182 204 .18.1, 1682.204.18.3
v DNS Servers: 192.204.18.8, 192.204.16.9

* Lease Time: 5 days

Hinh 1.2.3
1.2.4. Hoat ddng ciia DHCP

Qua trinh DHCP client liy cau hinh DHCP dién ra theo céc budc sau:

1. Client phai c6 cau hinh DHCP khi bit dau tién trinh tim céc thanh vién trong
mang. Client giri mot yéu cau cho server d& yéu cau ciu hinh IP. D6i khi
client c6 thé dé nghi trudc dia chi IP ma né mudn, vi du nhu khi né hét thoi
gian sir dung dia chi IP hién tai va muén gia han thém thoi gian. Client s&
xac dinh dwoc DHCP server bang cach giri goi quang ba goi 1a
DHCPDISCOVER.

2. Khi server nhan dwg'c goéi quang ba, no s€ tim trong co so dir liéu ctia nd va
quyét dinh 1a 6 tra 161 dwo'c yéu cau nay khong. Néu server khong tra 10
yéu cau thi n6 s& giri gbi tra 10 truc tiép bang DHCPOFFER vé cho client,

trong d6 moi client sir dung cau hinh IP cta server. Trong DHCPOFER c6

511
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thé co cac thongtin cho client vé dia chi IP, dia chi DNS server va thoi gian
str dung dia chi nay.

3. Néu client nhan thay 151 moi ctia server phi hop thi nd s& giri quang ba mot
DHCPREQUEST dé yéu cau cung cip nhitng thong cb cu thé cia cdu hinh
IP. Tai sao luc nay client lai giri quang ba ma n6 khong guri truc tiép cho
server? Do thong diép dau tién 1a DHCPDISCOVER da dwoc giri quang ba
nén thong diép nay c6 thé s& dén dwoc nhiéu server DHCP khac nhau. Khi
do, co thé s& co nhicu server cling moi mot client chap nhan. Thong thuong
101 moi ma client nhan dwoc dau tién sé dwoc chap nhan.

4. Server nao nhan dwgc DHCPREQUEST cho biét client d& chp nhan sir
dung c4u hinh IP ma server d& moi thi server d6 s& gui tra 10i tryc tiép cho
client mot goi DHCPACK. Rat hiém khi nhung ciing cé thé server s& khong
gti DHCPACK vi ¢6 thé cdu hinh IP d6 da dwoc cap cho client khac roi.

5. Sau khi client nhan dwgrc DHCPACK thi c6 thé bat dau sir dung dia chi IP
ngay.

6. Néu client phat hién rang dia chi IP nay d& dwoc sir dung trong cling mang
n6i bd voi né thi client s& giri thong diép DHCPDECLINE va bat dau tién
trinh DHCP lai tir dau. Hodc néu client nhan dwoc thong diép DHCPNAK tir
server tra 10i cho thong diép DHCPREQUEST thi sau dso client ciing bt
dau tién trinh lai tir dau.

7. Néu client khong can st dung dia chi IP nay nita thi client guitr thong diép

DHCPRELEASE cho server.
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Sarver 1 Client b Server 2
5
coER \%
== ~aacet) (Broadeasy)
B
Fert
At

Hinh 1.2.4.a. Tién trinh hoat ddng DHCP

Tuy theo quy dinh ctia mdi to chirc, cong ty, ngudi quan tri mang ¢ thé cip cb
dinh cho mét dia chi IP nim trong dai dia chi cia mot DHCP server. Cisco 10S
DHCP server ludn lun phai kiém tra mot dia chi IP da dwoc st dung trong mang
hay chua trudc khi moi client st dung dia chi IP d6. Server s& phat mot yéu cau
ICMP echo, hay con goi 1a ping, dén cac dia chi IP nim trong dai dia chi cia minh
truée khi giri DHCPOFFER cho client. S6 lugng ping mic dinh dwoc sa dung dé

kiém tra mot dia chi IP 1a 2 goi va chiing ta c6 thé ciu hinh con sé nay duorc.

Cliant Server
DHCFDISCOVER
>
DHCPOFFER
-«
DHCPREQUEST
T
CHCPACK
-&

Hinh 1.2.4.b. Thit tw cdc théng diép DHCP dwoc givi di trong tién trinh DHCP.
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1.2.5. Céu hinh DHCP

Tuong tu nhu NAT, DHCP server ciing yéu cAu ngudi quan tri mang phai khai bao
truée dai dia chi. Cau 1énh ip dhep pool dung dé khai bao dai dia chi ma server co
thé cap phap cho host.

Cau 1énh dau tién, ip dhep pool, tao dai dia chi véi mot tén cu thé va dat router

vao ché d6 cau hinh DHCP. Trong ché dé ciu hinh DHCP, 1énh network duoc
ding dé xac dinh dai dia chi dwoc cip phat. Néu trong mang da c6 st dung ¢ dinh
mot s dia chi IP ndm trong dai d& khai bao thi chiing ra quay trd lai ché do cu

hinh toan cuc.

Chiing ra sir dung 1énh ip dhep excluded-address dé cdu hinh cho Router loai trir
mdt sd hodc mot dai dia chi khi phan phéi dia chi cho client. Nhitng dia chi danh
riéng ndy thuong dwo'c cau hinh ¢b dinh cho nhitng host quan trong va cho cac

cong cua Router.

|l{':\_-Ll:J. {eanflg) Hip dhep excluoded-addrass low-addrgss |[high=sddress)

Koutericonfig) fip dhep excloded-addrescs 172, 16.1.1 172 16.1.10
Bourter lcenllg) dip dhep exeloded-addvess 172.16.1.254

Bzutericonfig) iip dhep pool subnetl?

I{’_‘l_'_n::."_'hn:p confle) inetwark 172.16.12.0 255.255.255.0
Reuter (dhepreanlis) fdefaul t=routar 172 . 16.12 3254
Reuter (dhcp-config)lddns-pervear 172 .16.1.2

Reuter (dheprcantlo) dnathios-nama-sarver 172 .16.1.3
Fouter (dhep-conllo) fdomain-name foo.ocom

Hinh 1.2.5. Céu hinh vi du mét DHCP server trén router

Thong thuong, ching ta con c6 thé cau hinh thém nhiéu thong tin khac ngoai thong
tin vé dia chi IP cho mot DHCP server. Trong ché dé ciu hinh DHCP, chung ta
ding 1énh default-router dé khai bio cdng mic dinh gateway, 1énh dns-server dé
khai béo dia chi cia DNS server, 1énh netbios-name-server ding dé khai béo cho

WINS server.
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Dich vu DHCP dwoc chay mic dinh trén cac phién ban Cisco I0S ¢6 hd trg dich

vu nay. D& tat dich vu ndy, ching ta dung 1énh no service dhep va dung 1énh ip

service dhcp dé chay lai dich vu nay.

515

Lénh

Giai thich

network

network-number

[mask /

/prefix-length]

Khai bao dia chi mang va subnet mask tuong (rung cho dai
dia chi DHCP. Chiéu dai bit thudc phan network c6 thé
duwoc khai bao bang subnet mask hodc bang con sb thé
hién sd lwong bit, con s6 nay ludn c6 dau x6 phai (/) drng

trudc.

Default-router

Khai bao dia chi cua cong mac dinh gateway cho DHCP

client. Mic du chi can mot dia chi nhitng trong cdu lénh

Addresss )
nay ban c6 thé khai bao téi 8 dia chi.
[address2 ...
Address8]
Dns-server Khai bao dia chi cia DNS server cho DHCP client. Mac
dii chi can mot dia chi nhitng trong ciu 1énh nay ban co
Address i )
thé khai bao t6i da 8 dia chi.
[address2 ...
Address8]

Netbios-name-

Server address

[address2...

Khai bao dia chi NetBios WINS server cho cac Microsoft
DHCP client. Mic du chi cAn mot dia chi nhirng trong cu

1énh nay ban c6 thé khai bao téi 8 dia chi.
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Address8]

Domain-name Khai bao tén mién cho client.

Name

Lease [days Khai bao khoang thoi gian cho phép client dwgc str dung
mot dia chi IP. Thoi gian mac dinh 1a mot ngay.
[hours}

[minutes] /

infinite]

1.2.6. Kiém tra hoat 3dng DHCP

D& kiém tra hoat ddng DHCP, ban dung 1énh show ip dhep binding. Lénh nay s&
hién thi danh sach cac dia chi IP d& dwoc dich vu DHCP cép phat cho cac host ndo

tuong ng.

Dé xem cac thong diép DHCP ma router da gtri di va nhdn vao, chung ta dung 1énh
show ip dhep server statistics. Lénh nay sé& hién thi cac thong tin vé sd lwong cac

thong diép DHCP ma Router da gui di va nhan vao.

Fouterishow ip dhep binding

Fouterfishow ip dhcp binding

I¥ address Hardware address Lease sxpiration Type
172.16.12.11 ©0100.1028.97F€4 .64 Mpyr 02 1993 12:38 AM Auntamatieo
Routar#

Hinh 1.2.6

1.2.7. Xie Iy sw c6 DHCP
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Dé xtr Iy su ¢b ctia hoat d6ng DHCP server chung ta ¢6 thé ding Iénh debug ig
dhcp server events. Lénh nay s& cho biét chu ky kiém tra cua server dé xem dia

chi IP nao d4 hét thoi han dwoc sir dung va tién trinh 1ay lai hodc cip phat mot dia

chi IP.

|Huutu:!d-hug ip dheop server events

Pouterd

@0:22:53;: DHACPD :checking for explired
B0:22:F3: DACTD: assdigned IP address
Q100 . 1idad . 9TEL &4

00 :2Z2:409: DIECPD:retored 172 . 16.13 11
0:22:59; DHACPD; sssigoned IP addreas
D100 . 1dad 37 Fd , 6.

Foub=ridebug ip dhop server events

e mames |
17T2_16.1%.11 +ao cli=nt

o address pool remobte.

172.15.13.11 to clisnt

Hinh 1.2.7.

1.2.8. Chuyén tiép DHCP

DHCP client sir dung IP quang ba dé& tim DHCP server trong mang ndi bo. Diéu gi

s€ xay ra khi server va client khong ndm trong cung mot mang va bi ngan cach

nhau bai Router? Router khong hé chuyén tiép goi quang ba.

DHCP khong phai 1a mot dich vu quan trong duy nhét sir dung quang ba Cisco
router va cac thiét bj khac ciing sir dung quang ba dé tim TFTP server. Mot sb
client can sir dung quang ba dé tim TACACS server. TACACS server la mot
server bao vé. Thong thuong, trong ciu trac mang phan cip phirc tap, client nay

phat quang ba dé tim server thi mic dinh 1a router s& khong chuyén cac goi quang

ba ra ngoai subnet cta client.

Tuy nhién ¢ nhiéu client s& khong thé hoat ddng dwo'c néu khong c6 nhiing dic vu
nhu DHCP ching han, khi d6 phai chon lya mot trong hai giai phap. Ngudi qua tri

mang c6 thé dat server cho moi subnet trong mang hodc 1a sir dung d&c tinh giup

517
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d® dia chi cua Cisco I0S. Viéce chay céc dich vu nhu DHCP hay DNS trén nhiéu
may tinh s& tao su qua tai va kho quan tri nén giai phap dau khong hiéu qua. Néu
c6 thé thi ngudi quan tri mang nén sir dung giai phap thir hai 1a dung 1énh ip
helper-address dé chuyén tiép yéu cAu quang ba cho nhitng dich vu UDP quan

trong nay.

Khi st dung d&c tinh gitp d& dia chi, router s& c6 thé dwoc cdu hinh dé tiép nhan
yéu cau quang ba ciia mot dich vu UDP va sau d6 chuyén tiép yéu cau dé mot cach
tryc tiép dén mot dia chi IP cu thé. Mic dinh, 1énh ip helper-address co thé cho

phép chuyén tiép yéu cau cua 8 dich vu UDP sau:

* Time

* TACES

* DNS

* BOOTP/DHCP server

* BOOTP/DHCEP client

* TFTP

* Dich vu NetBIOS name

* Dich vu NetBIOS datagram
Chung ta xét cu thé dich vu DHCP, client phat quang ba géi DHCPDISCOVER ra
mang ndi bd ctia nd. Goi quang béa niy s& dén dwoc Gateway chinh 1a router. Néu
trén router ¢ cu hinh Iénh ip helper-address thi géi DHCP nay sé& duoc chuyén
tiép cho mot dia chi IP xac dinh. Trudc khi chuyén tiép goi yéu cau nay, Router s&
dién dia chi ctia cong Router két ndi vai client vao phan GIADDR ctia goi
DHCPDISCOVER. Dia chi nay s€ la dia chi Gateway cho DHCP client sau khi

client lay dwoc dia chi IP.
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DHCP server nhan dwoc goi DHCPDISCOVER. Pya vao dia chi nim trong phan
GIADDR server sé¢ xac dinh dwg'c Gateway nay twong wng voi dai dia chi nao. Sau

d6 server sé lay mot dja chi IP con trong trong dai dé cép cho client.

OP Code (1) Hardware Type (1) Hardware Length (1) Hops (1)
Transaction |0 (XID) -4 bytes
Seconds - 2 byles | Flags - 2 hyles

Cliant IP Addrass (CIADDR) - 4 byles
our IF Address (YIADDR) - 4 byles
Sarver [P Address (SIADDR) - 4 bytas
Gateway IP Address (GLADDR) - 4 byles
Clienl Hardwars Add ress (CHADDR) - 16 byles
Sarver Mame {SMAME) - 64 byles
Filename - 128 byles
DOHCP Oplions - 312 bytes

Hinh 1.2.8.a. Cdu tric géi DHCP

DHCP Sarver DHCF Server
161,94 54,7 161.44.55.8

Router with DHCP Relay
Interface Ethernet

ip helper 161 44547

ip helper 161 44558

= Z_/j'_ =5 DHCP Packet
—ESF

Physical Natwork | | « DHCP cliants broadcast a DHCPDISCOVER packet.

161.44.18.0 + DHCP relay (ip helper address) on the router hears the
DHCPDISCOVER packet and forwards (unicast) the packet to
the DHCP server. _ _

+ DHCP relay fills in the GIADDR fiekd with the IP address of the:
primary interface of the router.

- DHCP relay can be configured to forward the packet fo muliiple

DHCPE Client DHGP servers. The client will choose the "best” server,

Hinh 1.2.8.b. Chuyén tiép DHCP
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Broadcast Ethernet Frame IP uop DHCP Reguest

SRO MAC: MAC A IIF SRC? UDF | CIADDR! ? GIADDR: 7
DST MAC: FF:FR.FRFFFEFF | [P DST 255255205250 | 67 [Mask 7 CHADDR: MAG A

Client 1277

Gateway 192.168.1.1/24
el ip helper - address 192.168.2.254

Galeway 192.168.2.1/24

A

Sarvar 192 168.2.254/24

Unizast Etherret Frame P uop DHCP Request
SRC MAC: MAC Galoway | IF SRC 192 1682 1 UDE | CIADDR: T GIADDR; 7
DET MAC: MAC Sery IPOST. 192.168.2.258 | &7 | MMask: ? CHADDR: MAC A

Hinh 1.2.8.c. Client A giri quing bd DHCPDISCOVER va router chuyén tiép yéu
cau nay cho server DHCP 192.168.2.254. Trude khi chuyén tiép yéu cau ndy
router dién dia chi ciia cong két néi véi client A la 192.168.1.1 vao phan GIADDP

cua goi DHCPDISCOVER.

Unicast Ethernet F rame: P uoP DHCP Reply

SRC MAC: MAC Cateway| P SRC: 10F 1682 364 {UDR| GIADDR: 192 16811 CHADDE: MAC A
DST MAC: MAC A IFDET: 192168110 | 65 (Mask: 255 255 255 0 GIADDR: 192 168110

Clisnt P77 Gateway 192.168.1.1/24
el:ip helper - address 192.168.2.254

Gateway 192.168.2.1/24

Server 192, 168.2.254/24
Unicast Ethernet F rame: 2] ][] DHCP Reply

SRC MAC: MAC Serv  |IP SRE: 102, 168.2.254 [UIDP| GIADDR: 18216581 1 CHADDR: MAC A
DST MAC: MAC Gateway|lP DST: 182,168,110 | 68 |Mask 255255 255.0 GIADDR: 102 168:.1.10

Hinh 1.2.8.d. DHCP server nhdn wo'c géi yéu cau DHCP tir router. Dua vao dia

chi 192.168.1.1 trong phan GIADDR, server sé xdc dinh dwoc client A nam trong

subnet nao va chon mét dia chi IP con trong trong gidi dia chi tong (ng dé cap

cho client A.. Trong géi tra 16i ciia DHCP server chiing ta thdy client A dwQ'c cdp
dia chi 192.168.1.10.
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TONG KET
Sau day 1a nhitng diém quan trong can nim trong chuwong nay:

* Dia chi riéng dwgc s dung cho cac mang riéng, ni bo va khong bao gio
dwoc dinh tuyén trén cac Router Internet cong cong.

« NAT thay dbi phin IP header cia goi dir liéu @& chuyén dbi dia chi ngudn
hodc dich hoac ca hai.

« PAT sir dung mot dia chi IP cong cong duy nhét cing véi sé port dé anh xa
cho nhiéu dia chi ndi b bén trong.

« Chuyén d6i NAT c6 thé dwoc thyc hién c¢b dinh hodc tw ddng tuy theo muc
dich su dung.

« NAT va PAT c6 thé dwoc cdu hinh & chuyén dbi cb dinh, chuyén dbi dong
va chuyén déi overloading.

« Lénh clear va show dwoc sit dung dé kiém tra hoat ddng cua NAT va PAT.

« Lénh debug ip nat dwoc sir dung dé tim sy ¢b cta ciu hinh NAT va PAT.

« Nhitng wu diém va nhuoc diém cua NAT

« DHCP lam viéc theo ché dd client-server, cho phép client liy c4u hinh IP tir
mot DHCP server.

« BOOTP 1a mot phién ban trudc ciia DHCP va ciing c6 nhiéu ddc diém hoat
dong gidng DHCP nhung BOOTP chi cap phat dia chi c¢6 dinh.

« DHCP server quan ly dai dia chi IP va cac thong sé twong (rng kém theo.
Mobi mot dai dia chi twong (rng véi mot subnet IP.

« DHCP client thuc hién 4 buéc dé 1dy cdu hinh IP tir server.

« DHCP server thuong dwoc ciu hinh dé& phan phdi nhiéu dia chi IP.

« Lénh show ip dhcp binding ding dé kiém tra hoat ddng caa DHCP.
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« Lénh debug ip dhcp server events duwgc ding dé tim sy c¢b ciia DHCP.
« Khi DHCP server va client khong nim trong ciing mdt mang va bi ngin cach
b&i Router, chung ta dung 1énh ip helper-address dé router chuyén tiép yéu

ciu DHCP.

2.2. Cac cong nghé WAN

2.2.1.Kénh quay sé (dial-up)

Hinh 2.2.1. Két noi WAN théng qua modem va mang dién thoai.

Modem va dwdng dién thoai quay s dung tin hiéu tuong tu cung cip két ndi
chuyén mach, dung luong thap, pht hop cho nhu cau truyén dir liéu téc do thap, ré

tién.

Dién thoai truyén thong sir dung cap déng két ndi tir may dién thoai cua thué bao
dén tong dai mang dién thoai chuyén mach cong cong (PSTN — Public switched
telephone network). Tin hiéu truyén di trén dwéng truyén nay 1a tin hiéu twong tu
bién dbi lién tuc dé truyén tiéng noi. Do d6, dwdng truyén nay khong phu hop véi
tin hiéu s6 nhi phan ctia may tinh. Modem tai dau phat phai thuc hién diéu ché tin
nhi phan sang tinh hi¢u tuong ty r6i mdi dwa tin hidu xuéng dwéng truyén. Modem

tai du thu giai diéu ché tin hiéu tuong tu thanh tin hiéu nhi phan nhu ban dau.
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Dé&c diém vat 1y caa dwong truyén va két ndi PSTN khién téc d6 cua tin hiéu bi han
ché. Gidi han trén khoang 33 kb/gidy. Tdc dd nay cé thé ting 1én khoang 56

kb/gidy néu tin hiéu dworc truyén truc tiép qua mot két ndi sd.

Déi v6i nhung doanh nhiép nhé thi dwéng truyén nay phu hop vi ho chi cin trao
ddi cac thong tin vé bang luong, gia ca, cac bao cao thong thuong va email. Hon
nita, ho c6 thé str dung cach quay sé tu ddng vao ban d&m hodc vao ngdy nghi cubi
tuan dé truyén tai dit liéu co dung luogng 16n va luu dit lidu dy phong, vi trong
nhung khoang thoi gian ndy muc gia cude thap hon binh thuong. Tong chi phi

cude phu thude va khoang cach giita cac diém két ndi, thoi gian tré va thoi gian

thuc hién cudc goi.

Wu diém ciia modem va dwérng truyén tuong tu 14 thue hién don gian & moi noi,
chi phi thdp. Nhuoc diém 1a toc dd thap, thoi gian thuc hién két ndi lau, c6 thoi
gian tré va ngh&n mach, viéc truyén thoai va video khong dwoc tot voi toc dd thip

nhu vay.
2.2.2. ISDN

Céc duwong trung ké cua PSTN dworc thay ddi tir tin hidu twong tu phan kénh theo
tan so sang tin hiéu s6 phan kénh theo thoi gian (TDM). Budc tiép theo 1a mach
vong ndi bd két ndi tir tong dai dén thué bao ciing truyén tin hiéu sd. Do d6, dwong

truyén ndy c6 dung lwong cao hon.

ISDN (Integrated Services Digital Network) 1a két ndi sé TDM. Két ndi nay st
dung cac kénh B (Bearer) 64 Kb/gidy dé truyén thoai hozc dit liéu va mot kénh béo

hiéu D (Delta) ding dé thiét 1ap cudc goi va nhidu myc dich khac.
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Giao tiép toc d co ban BRI ISDN cung cap hai kénh B 64 Kb/gidy va mot kénh D
16 Kb/giay phtt hop cho ca nhén, gia dinh va cac cong ty nho. Néu nhu cu 16n hon
nira thi chiing ta cé giao tiép PRI ISDN. PRI cung cip 23 kénh B 64 Kb/gidy va
mdt kenh Diém 64 Kb/gidy & Bic My, tong toc dd bit 1én tdi 1.544 Mb/gidy. O
Chau Au, Australia va nhiéu noi khéc trén thé gii, ISDN PRI cung cap 30 kénh B
va mot kénh D, tong tdc dd bit 1én toi 2,048 Mb/gidy. Két ni T1 c6 téc do PRI &

Bic My, két ndi E1 c6 toc dd PRI quc té.

Kénh Diém BRI khong dwoc tan dung hét kha ning vi né chi dwoc sir dung dé diéu
khién cho 2 kénh B. Mot s nha cung cép dich vu cho phép kénk D truyén dit liéu

& tdc do thip, vi du nhu két nbi X.25 voi tbe d6 9,6 kb/gidy.

Déi v6i mang WAN nho thi két néi BRI ISDN 1a mot két ndi Iy tudng . BRI c6
thoi gian thiét 1ap cudc goi nhé hon mot gidy, kénh B 64 kb/gidy cung cdy dung
lwong 16n hon mot két ndi tuong tir véi modem. Néu nhu cau dung luong cao hon
thi kénh B thtr 2 s& dwoc kich hoat d& cung cép tbc do 128 kb/gidy. Mic du nhu
vay van chua pht hop cho truyén video nhung ciing d& cho phép thuc hién cling

lac nhicu cudc doi thoai cung véi cac luong luu hrong khac.

’ G kbps
EB{ 64 kbps 144 kbps
] 16 kbps

23B (T or 64 kbps | T1 1.544 Mbps
308 (E1) each or

E12.048 Mbps

n 64 kbps {includes sync)

Hinh 2.2.a. ISDN
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Mot ing dung thong thuong ctia ISDN 1a cung cip thém dung lwong truyén cho
duwong truyén thué riéng. Pwdng truyén thué riéng dwoc st dung chinh, trong
nhitng thoi diém nhu cau dung lugng ting cao thi ISDN dwoc kich hoat dé hd trg
thém. Ngoai ra, ISDN con duwoc sir dung lam duwéng truyén du phong trong truong
hop dwérng truyén thué riéng gip su cd. Chi phi cude cua ISDN dwoc tinh trén timg

kénh B va ciing tuong tu nhu két ndi thoai quay sd.

V6i PRI ISDN, ta c6 thé két ndi hai diém v6i nhau bang nhiéu kénh B. Do d9, ta
c6 thé thue hién dwore hoi nghi truyén hinh (video conference), két ndi dir liéu tde
do cao, khong co thoi gian tré va nghén mach, nhung chi phi s& cao khi khoang

cach gitra cac diém kha 16n

Hinh 2.2.2.b. Cdu triic chung ciia mang WAN véi ISDN, Router can phdi ¢é cong
giao tiép ISDN hodic phdi két noi théng qua bo chuyén ddi giao tiép.

2.2.3.Pwong truyén thué riéng (leased line)

Khi can phai c6 mot két ndi danh riéng c¢b dinh thi sir dung dwédng truyén thué
riéng v6i dung luong co thé 1én toi 2,5 Gb/gidy.
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Loai Chuan Dung luwgng
56 DSO0 56 Kbps
64 DSO 64 Kbps
T1 DS1 1.544 Mbps
El /M 2.048 Mbps
E3 M3 34.064 Mbps
J1 Y1 2.048 Mbps
T3 DS3 44.736 Mbps
OC-1 SONET 51.84 Mbps
OC-3 SONET 155.54 Mbps
0C-9 SONET 466.56 Mbps
OC-12 SONET 622.08 Mbps
OC-18 SONET 933.12 Mbps
0C-24 SONET 1244.16 Mbps
0OC-36 SONET 1866.24 Mbps
0C-48 SONET 2488.32 Mbps

Hinh 2.2.3.a. Cdc duwong truyén WAN va bang thong twong wng.

Mot két ndi diém-dén-diém thiét 1ap mot dworng truyén WAN tir vi tri clia thué bao
thong qua mang cua nha cung cip dich vu dén diém dich. Dwon truyén diém-dén-
diém nay thudon dwoc thué tir nha cung cép dich vu nén dwoc goi la dwdng truyén

thué riéng. Pudng truyén thué riéng c6 thé dwoc cung cap véi nhidu mic dung
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luong khac nhau. Gia ca phu thudc vao mic bang théng yéu cau va khoang cach
giita hai diém két ndi. Pwong nhién, gia thué mot dwéng truyén riéng diém-dén-
diém sé& cao hon nhiéu so v&i cac dwdng chia sé khac nhu Frame Relay. Déi khi chi
phi cho dwérng thué riéng qua cao so véi nhu cau ma ta sir dung dwore. Chi phi nay
s& hiéu qua hon néu cac két ndi nay dwoc sir dung dé ndi nhibu vi tri trung tam.
Dung luong c6 dinh c6 wu diém 1a khong c6 thoi gian tré va nghdn mach giira hai

diém cudi, pht hop cho nhiéu trng dung nhu thuong mai dién tir.

Dé thyc hién két ndi thué riéng ta can phai co6 CSU/DSU va dudng truyén tir

nha cung cip dich vy, router phai c6 cong Serial, mdi cong tuong ’ng véi mot két

233

-3

Hinh 2.3.b. Mang WAN véi dwdng truyén thué riéng.

r
A e

noi.

=

Puong két ndi truc tiép thuong dwoc sir dung dé két ndi giira cac toa nha, cung cip
dung luong truyén c¢b dinh. Pwdng truyén thué riéng 14 mot chon lwa truyén thong

tir true téi nay, tuy nhién né ciing c6 nhiéu nhuoc diém. Luu lugng WAN ludn

bién dbi nhung dung lwong dwdng truyén ¢ dinh. Do d8, bang thong dwéng truyén

it khi nao bang v6i luu lwong thuc té. Mdi router tai mdi diém cudi can phai c6 mot
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cong Serial cho mot két ndi, do d6 chi phi cho thiét bi s& ting thém. Mdi 1an mudn

thay dbi dung lwong dwéng truyén ta cin phai 1ién hé véi nha cung cép dich vu.

Pudng truyén thué riéng cung cip két ndi truc tiép diém-dén-diém giita cac LAN

va két no1 nhiéu chi nhanh riéng ¢ vao mang chuyén mach goi.

2.2.4.X.25

Do dwdng truyén thué riéng c6 chi phi cao nén cic nha cung cap dich vu da gidi
thiéu mang chuyén mach goi st dung dwdng truyén chia sé¢ d& giam bét chi phi.
Mang chuyén mach géi dau tién 1a mang X.25. X.25 cung cap téc d6 bit thip, dung

luong chia s¢ qua dich vu chuyén mach hoic ¢ dinh.

X.25 1a mot giao thic 16p Mang va cac thué bao dwo'c cung cip mot dia chi mang.
Khi ¢6 yéu cau tir mot tap hop cac dia chi, mach &0 SVC s& dworc thiét 1ap, mdi
SVC duwoc phan biét bang mot dia chi sé kénh. Cac goi dit liéu dwoc dan nhin theo
chi s6 kénh nay, dua vao d6 cac goi dit liéu dwoc truyén dén dung dia chi mang

dich. Trén mot két ndi vat 1y c6 thé thiét 1ap nhiéu kénh truyén.

Thué bao c6 thé két ndi vao mang X.25 bang két ndi thué riéng hoic bang két ndi
quay sd. Mang X.25 ciing c6 thé cung cip kénh truyén c¢6 dinh PVC cho cac thué

bao.
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Hinh 2.2.4. Mang X25

X.25 ¢6 chi phi thip va hiéu qua vi chi phi cudc dwoc tinh theo lwu luong dit lidu
chir khong tinh theo thoi gian két ndi va khoang cach cua két néi. Dit liéu dwoc
truyén di v&i bat ky toc dd nao 1én t&i mic dd t6i da cua dwdng truyén. Nhung
mang X.25 thudng c6 dung luong thip, t6i da 1a 48 Kb/gidy. Ngoai ra thoi gian

truyén goi dir liéu ciing bj tré do d&c trung ctia mang chia sé.

Cong nghé¢ X.25 tur lau da khong con dwoc sir dung rong rai. Frame Relay da thay
thé cho X.25

ng dung thuong thiy cia X.25 1a trén cac may doc thé tin dung. Tai cac trung
tam thuong mai, siéu thi, khi khach hang sir dung thé dé thanh toan thi cac may
doc thé s& str dung X.25 dé lién hé v6i may tinh trung tim xac dinh gia tri cua the,
thuc hién giao dich thanh toan. Mot ) cong ty con str dung X.25 trén mang VAN (
Value-add network). VAN la mt mang riéng dwoc cac cong ty thué tir nha cung

cap dich vu dé thuc hién trao ddi dit liéu vé tai chinh va nhiéu thong tin thwong mai
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khac. Di voi nhitng (Png dung nay, bang thong thap va thoi gian tré cao khong

phai 12 van dé 16n, trong khi d6 chi phi thap lai 1 mot wu diém cua X.25.

2.2.5. Frame Relay.

Do nhu cau bang thong ngay cang cao va yéu cau thoi gian chuyén mach géi nhanh
hon, nha cung cdp dich vu d& gidi thiéu Frame Relay, Frame Relay ciing hoat ddng

nhu X.25 nhung cé toc dd cao hon, 1én dén 4 Mb/gidy hoic hon nita.

Frame Relay c6 mot s6 dac diém khac véi X.25. Trong d6, diém khac biét quan
trong nhit 1a: Frame Relay 14 giao thire don gian hon, hoat ddng & 16p lién két dir

liéu thay vi & 16p Mang.

Frame Relay khong thuc hién diéu khién ludng va kiém tra 16i. Do do, thoi gian tré

Rl

'.'i"Wl

do chuyén mach frame giam di.

Hinh 2.2.5. Mang Frame Relay

Hau hét cac két ndi Frame Relay déu 1a két ndi PVC, chir khong phai 1a SVC. Két
ndi tir mang cua khach hang vao mang ctia nha cung cap dich vu thuong 13 két ndi
thué riéng hodc ciing c6 thé 1a két ndi quay s6 néu nha cung cap dich vu co sir dung

dwong ISDN, Kénh D ISDN dwoc sir dung dé thiét 1ap két néi SVC trén mot hay
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nhiéu kénh B. Gia cudc Frame Relay dwoc tinh theo dung lugng két ndi va dung

luong thod thuan trén cac PVC>

Frame Relay cung cip két ni chia sé c6 bang thong truyén cb dinh, c6 thé truyén
duoc ca tiéng noi. Frame Relay 1a mot chon lwa 1y tudng cho két ndi giira cac
LAN. Router trong LAN chi cAn mdt cong vat 1y, trén d6 cau hinh nhiéu két ndi o
VC. Két ndi thué riéng dé két nbi vao mang Frame Relay kha ngin nén chi phi

cling twong d6i hiéu qua khi ndi giita cac LAN.

2.2.6. ATM

Céc nha cung cip dich vu da nhin thdy nhu ciu cin phai c6 cong nghé cung cip
mang chi sé ¢b dinh vé&i thoi gian tré thap, it nghén mach va bang thong cao. Giai
phap cta ho chinh 14 ATM (Asychronous Transfer Mode) véi toc do 155 Mb/gidy.
So v6i cac cong nghé chia sé khac nhu X.25, Frame Relay thi so d& mang WAN
ATM ciling tuong tu.

S+87 #8588

—
37«11 &
s

Hinh 2.2.6. ATM.

ATM la mdt cong nghé c6 kha ning truyén thoai, video va dit liéu théng qua mang
riéng va mang cong cong. ATM duwoc xay dung dua trén ciu triic té bao (cell) chir
khong dua trén ciu triic frame. Goi dit liéu dwoc truyén di trén mang ATM khong
duoc goi la frame ma goi 13 té& bao (cell). Mdi té bao ATM ludn c6 chidu dai cb

dinh 1a 53 byte. Té bao ATM 53 byte ndy chira 5 byte phan ATM header, tiép theo
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sau 13 48 byte ctia phan dir liéu. T4t ca cac té bao ATM déu co kich thude nho, cb
dinh nhu nhau. Do d6, khong cé cac goi dir liéu khac lon hon trén dwérng truyén,
moi té bao déu khong phai cho lau. Thoi gian truyén ciia mdi goi 1a nhu nhau. Do
do, cac goi dén dich cach nhau déu dan, khong c6 gbi nao dén qua cham so voi goi
trude. Co ché nay rat phu hop cho truyén thoai va video vi nhitng tin hiéu ndy von

rat nhay cdm v&i van dé thoi gian tré.

So v&i cac frame lon hon ctia Frame Relay va X.25 thi té bao ATM 53 byte khong
duwoc hiéu qua bang. Khi c6 mot packet 16n cia 16p Mang can phai phan doan nho
hon thi cit mdi 48 byte phai c¢6 5 byte cho phan ATM header. Cong viéc rép cac
phan doan lai thanh packet ban ddu & ATM switch dau thu s& phtic tap hon. Hon
nira, viéc dong goi nhu vay lam cho dwdng truyén ATM phai tén nhiéu hon 20%

bing thong so v6i Frame Relay dé truyén cing mot lwong dit liéu 16p Mang.

ATM cung cap ca két néi PVC va SVC mic du PVC duwoc sir dung nhiéu hon
trong WAN. Ciing nhu cic cong nghé chia sé khac, ATM cho phép thiét 1ap két ndi

a0 trén mot két ndi vat 1i.
2.2.7. DSL

Digital Subscriber Line — DSL 14 mot cong nghé truyén biang rong sir dung dwéng
truyén hai day xoén cua hé thong dién thoai dé truyén dit liéu v6i bang thong 16n
dén thué bao dung dich vu. K¥ thuat truyén bang rong ghép nhiéu dai tan s6 khac
nhau trén cung mot dwdng truyén vat 1y dé truyén dir liéu xDSL bao gdm cac cong
nghé DSL nhu sau:

Asymmetric DSL (ADSL)
Symmetric DSL (SDSL)
High Bit Rate DSL (HDSL)
ISDN DSL (IDSL)

Consumer DSL (CDSL), ciing dwgc goi la DSL-lite hay G.lite
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Service Download Upload

ADSL 64 kbps - 8192 Mbps 16 khps - 640 kbps

sDsL 1544 Mbps -2.045 Mbps | 1.544 Mbps - 2.048 Mbps

'HDSL [ 1544 Mbps-2.048 Mbps | 1.544 Mbos - 2.048 Mbps

' IDSL | 144 kbps | 144 kbps.

‘cosL 1 Mbps | 16 kbps - 160 kbps
Hinh 2.2.7.a.

Véi cong nghé DSL, cac nha cung cap dich vu c¢6 thé cung cip cho khach hang

dich vu mang téc d6 cao trén dwdng day thoai cap ddng. Cong nghé DSL cho phép
duwong day nay thuc hién song song déng thoi chirc ning ciia mot két ndi dién thoai
va mot két néi mang thudng truc ¢d dinh. Nhiéu két ndi cua thué bao DSL duwoc
ghép kénh vao mot dwdrng két ndi c6 dung lwong cao tai trung tdm cung cap dich

vu thong qua thiét bi ghép kénh truy cdp DSL (DSLAM — DSL Access

Multiplexer). Nhiéu két ndi DSL cua thué bao dwgc DSLAM tich hop vao mot két
nbi T3/DS3 duy nhit. Cac cong nghé DSL hién nay str dung nhiéu k¥ thuat ma hoa
va diéu ché phirc tap dé dat dwoc tbe d6 dir liéu 16n dén 8,192 Mb/gidy.

Kénh truyén thoai chuan trén dwéng day dién thoai nam trong dai tan 300 Hz dén
3,3 KHz. Nhu vay, dai tan s6 4 KHz dwoc danh dé truyén thoai trén dworng day
dién thoai. Cong nghé DSL sir dung dai tin cao hon 4 KHz dé truyén tai dit liéu.
Bang cach nay thoai va dir liéu c6 thé dwoc truyén tai song song déng thoi trén
cing mot dwdng truyén.
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Hinh 2.2.7.b. Mach vong néi bé ciia hé thong dién thoai két néi modem DSL ciia
tirng thué bao dén DSLAM A&t tai trung tam cung cdp dich vu. Thoai va dir liéu sir

dung hai ddi tan sé riéng biét.

C6 2 loai cong nghé DSL co ban 1a ADSL (Asymmetric DSL — DSL bat déi ximg)
va SDSL (Symmetric DSL — DSL ddi xtig). Dich vu bat ddi ximg cung cap kénh
tai dir liéu (download) 16n hon kénh truyén dit liéu (upload). Dich vu déi ximg

cung cap ca hai kénh truyén nay c6 dung lugng nhu nhau.

Khong phai tat ca cac cong nghé DSL déu cho phép sir dung dwdng day dién thoai.
Vi du SDSL khéng cung cp dich vu dién thoai trén ciing mot dwong truyén. Do d6
phai c¢6 riéng mot dwérng truyén cho SDSL.

Céc loai DSL khac nhau cung cip bang thong khac nhau v6i dung lugng cé thé
vuot qua dwdng thué riéng T1 hodc E1. Toc d6 truyén phu thudc vao chiéu dai thuc
té ciia mach vong ndi bd, loai cap va diéu kién di day cap. Dé dich vu dwoc cung
cép tt thi mach vong ndi bd nén ng?in hon 5,5 km. DSL thuong khong dwgc chon
1am két ndi gitra nha riéng va hé thdng mang trong cong ty vi thué bao khong thé

tir nha riéng két ndi tryc tiép vao mang trung tim cia cong ty, ma phai thong qua
mdt nha cung cip dich vu Internet (ISP — Internet Service Provider). Tir day, mot
két ndi IP méi dwoe thyc hién thong qua Internet & dén mang trung tim cta cong
ty. Nhu vay rat nguy hiém vé mit bao mat. D& dam bao tinh an toan, dich vu DSL
c6 cung cap kha ning st dung mang riéng o VPN (Virtual Private Network) dé
két ndi vao server VPN dat tai cong ty.

2.2.8. Cable modem

Céap dbng truc dwoc sir dung rong rii trong cac thanh phd dé truyén tin hiéu truyén
hinh. Hé théng mang dwoc xay dung dua trén hé thong cap ddng truc nay cé bing

thong cao hon so voi hé thong mang trén cap déng dién thoai.
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Hinh 2.2.8.a. Cable modem

Cable modem thuc hién truyén dir liéu hai chiéu téc d cao, str dung cap dong truc
trong hé théng mang cap truyén hinh. Mot sb nha cung cap dich vu con cam két toc
dd truyén dit lidu cao gip 6,5 lan dwdng thué riéng T1. Tdc d6 nay cho phép truyén
dwoc nhanh chong mot lwong 16n thong tin sé bao gdm video clip, audio... Luong
thong tin can phai mat 2 phut néu tai bang dwong truyén ISDN BRI thi bay gio chi

mat 2 gidy thong qua két ndi cable modem.

Cable modem ciing cung cip két ndi thudng truc va lap dat két ndi nay don gian.
Mot két ndi thudng truc cling c6 nghia 1 may tinh luon ludn dirng trude mdi nguy
hiém vé mat bao mat, do d6 can phai dwo'c bao vé bang birc tudng lira (firewalls).
Dé dam bao vé& mit an toan, dich vu cable modem ciing cho phép sir dung mang

riéng 40 VPN dé két ndi vao VPN server dat tai mang trung tdm cila mot cong ty.

Mot két ndi cable modem c6 dung luong co thé 1én dén 30 — 40 Mb/giay trén kénh
truyén 6 MHz. Duéng truyén nay nhanh gan gp 500 lan so v6i duwéng truyén
modem thuong (56 Kb/giay).

535



Sim?lﬁ%rge and Split Unregistered Version - http://www.simpopdf.com 536

Vi cable modem, thué bao van c6 thé nhan song song ddng thoi dich vy truyén

hinh cap va dit li€éu cho may tinh thong qua mdt bo phan giai 1-2 don gian.

| QOPSKIQAM —

Modiilalor

One-to-Two
Splitter
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Hinh 2.2.8.b. Cdu triic bg phan gidi 1-2.

Thué bao cable modem phai str dung ISP lién két v&i nha cung cap dich vu truyén
hinh cap. Tt ca cac thué bao ndi bd déu chia sé ciing mot bang thong cap. Do d6
cang nhiéu ngudi tham gia vao dich vu thi lvgng bing thong cho mdi ngudi s&

giam xuong.
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Hinh 2.2.8.c. Cdu triic mang cable modem.

2.3. Thiét ké WAN
2.3.1. Théng tin lién lac bang WAN

WAN 13 mot tap hop cac duwdng lién két dir liéu két ndi cac router trong cac LAN
khéc nhau.

Vi Iy do chi phi va phap dinh nén chi c6 cac nha cung cip dich vu thong tin lién lac
- vién thong méi s hitu cac dwdng truyén dir liéu cia WAN. Khach hang thué cac
dwong lién két nay dé két ndi cac mang LAN ciia minh hodc két ndi dén cac mang
& xa. Toc d0 truyén dit lidu trong WAN thudng thap hon toc dd 100 Mb/gidy trong
LAN. Chi phi thué bao dwdng truyén 1a chi phi 16n nhat cho mét mang WAN. Do
do, viéc thiét ké WAN phai d&m bao cung cip bing thong 16n nhat trong kha ning
chi tra chip nhian dwoc. Di voi ngudi sir dung, viée can dbi gitra chi phi va nhu
cau dich vy toc d6 cao 1a mot diéu khong dé dang.

WAN truyén tai rat nhiéu loai luu lugng khac nhau nhu dir lidu, thoai va video. Do
do thiét ké dwoc dwa ra phai cung cip d0 dung luong, thoi gian truyén dap ng
duwoc v6i yéu cau cua toan bo hé thdng. Ngoai ra, nguoi thiét ké con phai quan tim
dén cau tric ctia mang ndi giita cac trung tim v6i nhau, vé d&c tinh tu nhién, vé
bang thong va kha ning cua cac két ndi nay.

538
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Mang WAN cii trudc day thudng bao gom cac dwdng két ndi gitra cac may tinh 16n
(mainframe) & cach xa nhau. Mang WAN ngay nay két nbi cac LAN & xa lai voi
nhau. Tt ca cac may tinh dau cudi, server va router nam trong cting mot pham vi
duoc két ndi voi nhau thong qua LAN va WAN két ndi cac router cia timg LAN

lai véi nhau. Thong qua su trao ddi thong tin dia chi 16p 3 router c6 thé dinh tuyén
cho moi ludng dir liéu. Ngoai ra, router con cung cap ché dd quan 1y chit luong

dich vu (QoS) cho phép dinh tuyén va chuyén mach cac ludng dit liéu khac nhau

véi cac mirc wu tién khac nhau.

WAN thudng chi 14 tap hop cac két ndi giita cac router dé lién két cac LAN véi
nhau, do d6 khong c6 dich vu nao thuc hién trén WAN. WAN hoat dong & 3 16p
dudi ciia mo6 hinh OSI. Router quyét dinh chon dwérng dén dich cho dit liéu tir
thong tin 16p Mang nam trong g6i dit liéu rdi sau d6 chuyén goi dir liéu xudng két

nbi vat Iy twong (rng.




