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LOI MO DAU

Cong nghé khong diy 1a mot phuong phap chuyén giao tir diém nay dén
diém khac ma khong str dung dudng truyén vat 1y, ma sir dung radio, Cell, hong
ngoai va vé tinh. Mang khong dy ngay nay bat ngudn tir nhidu giai doan phat
trién. cta thong tin vo tuyén, va nhitng img dung di¢n bao va radio. Mac dau
mot vai phat minh xuét hién tir nhitng nam 1800, nhung su phat trién ndi bat dat
duge vao ky nguyén cia cong nghé dién tir, va chiu anh hudng 16n cta nén kinh
té hoc hién dai, cling nhu cac kham phé trong linh vuc vat ly. Cho dén nay,
mang khong day da dat duoc nhiing budc phat trién dang ké. Tai mot s6 nude co
nén coéng nghé thong tin phat trién, mang khong day thuc sy di vao cudc song.
Chi can mét laptop, PDA hodc mot phuong tién truy nhap mang khong day bt
ky, ban c6 thé truy nhip vao mang & bat cir noi ddu, trén co quan, trong nha,
ngoai duong, trong quan cafe, trén may bay v.v, bit ¢t noi ddu nam trong pham
vi pht séng cia WLAN. Tuy nhién chinh su hd tro truy nhap cong cong, cic
phuong tién truy nhap lai da dang, don gian, cling nhu phure tap, kich ¢& cling co
nhiéu loai, d3 dem lai su dau dau cho cac nha quan tri trong van dé bao mat.
Lam thé nao dé tich hop duoc cac bién phap bao mat vao cac phuong tién truy
nhép, ma van dam bao nhiing tién ich nhu nho gon, gia thanh, hodc van dam bao
hd tro truy cap cong cong.v.v.

Trong tip tai liéu nho bé nay chung ta s& c6 mot cai nhin tong quan vé
WLAN, lich st phat trién, chuan thyc hién, mot sé dic tinh k¥ thuat, cac phuong
phap bao mat vdn c6 va cac giai phap duge dé nghi.

bé hoan thanh tap tai li¢u nay, em xin cdm on:

Thay Nguyén Trung Diing, giang vién khoa Dién tir vién thong, Trudng Dai
hoc Bach Khoa-Ha Noi

Anh Nguyén Ping Hung, phé phong Tich hop va phat trién hé théng, cong
ty VDC

Anh Lé Minh Dire, truong phong ky thuat, trung tdm Saigonctt
da chi bao va giap do em hoan thanh tap tai li¢u nay.

To1 cling xin cdm on gia dinh va ban be da tao di€u kién, giap do va dong
vién t0i trong qua trinh viét tap tai liu nay.

Nguyén Huy Bic — Pai Hoc Bich Khoa — Ha Nji



Wireless lan security 8

Tap tai liéu nay dwoc chia 1am hai phan
Phéan I: Gidi thiéu vé WLAN
Phan II: Bao méit mang WLAN

Trong phan I trinh by mot cai nhin tong quan vé Wlan, cong nghé st dung,
céc chuén, cac dic tinh ky thuat, kha ndng ing dung trén thi truong Viét Nam.
Phan nay ciing dé cap dén van dé da truy nhap, CSMA/CA, k¥ thuat diéu ché, k¥
thuat da truy nhap, FDMA, TDMA, va CDMA. Trong phan niy ciing ndi dén
van dé trai pho, trai pho truc tiép va trai phd nhay tan, va gidi thiéu so qua vé
cac phuong phap bao mat.

Phan II di vao chi tiét timg phuwong phap bao mat, cac phuong phap di duoc
cong nhan chuén ciing nhu cac phuong phap con dang xem xét. Cac nguy co
mat an toan d6i véi mang va cac bién phap khic phuc. Cudi phan 12 mot vai
khuyén nghi dugc dua ra ddi véi nguoi thuc hién, nham khac phuc cac nhugc
diém cd hitu ciia cac phuong phép bao mat.

Trong qua trinh lam, do di€u kién thoi gian va trinh d§ cé han, bén canh do
day lai 1a mot cong nghé con kha mai & Viét Nam, nén it c6 di€u kién ti€p xuc

v6i cac thiét bi thuc té, do d6 khong tranh khoi mot sb sai sot.

Vi vay mong cac ban tham khao va dong gop y kién dé dan hoan thién tap tai
li¢u nay.

Moi y kién déng gop xin lién lac theo dia chi: Nguyén Huy Bic,
0953.334337 hodc qua hom thu: bacnh@dts.com.vn.

T0i xin chan thanh cam on!

Huy Bic, thang 05 nim 2004
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PHAN I
GIOI THIEU VE WIRELESS LAN
I. TONG QUAN VE WLAN
1. Tong quan:

Puogc phé chuan cua IEEE 802.11 vao nam 1999, dén nay Wireless Local Area
Network (WLAN) di tro 1én phét trién manh trén thé gi6i, tuy nhién & mot s6
nudc ma nén cong nghé thong tin mai phat trién nhu & Viét Nam hién nay thi
WLAN vén con 1a mot cong nghé kha méi mé can dugc nghién ctru va dau tu
thich dang...

WAN

(Wide Area

MAN

(Metropolitan Area

LAN

(Local Area

PAN
(Personal Arda
Network)

' PAN LAN MAN WAN

v Standards Bluetooth 802.11 802.11 GSM, GPRS,
chudin HiperLAN2 MMDS. LMDS  CDMA. 2.5-

Speed tbc < 1Mbps 11to54Mbps  11to 100+ 10 to
ao Mbos 384Kbps

Range Short Medium Medium-Long Long

Peer-to-Peer Enterprise m PDAs, Mobile
ns Una Device-fo- networks replacement. Phones.
e

Hinh 1: Vai tro va vi tri cua Lan
2. Cong ngh¢ sir dung:

IEEE 802.11: “WLAN la mot cong nghé internet khong day toc do cao theo
chu4n 802.11 IEEE”

- Kich thuéc pht séng méi HOTSPOT: < 300m.
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- Tan s6: Tan s6 st dung pho bién: 802.11b, 2,4GHz (giai IMS), cong suét
phét : < 100mW, do rong bang thong 22MHz.

- Téc do: 11Mbps v6i chudn 802.11b

- Bao mat: WEP (Wired Equivalent Privacy)

- Heé quan ly: Radius (Remote Authentication Dial _ In User Service)

WLAN Access

[ 11111 IIIJI&iEIEEﬁIIII L1 [ 11111 IIITﬁGEEITIIII L1111 -I-r-l-'
7 i i | i i i || i i s i/

Distribution ™oy, Dlstrlbuu-:n Distribution

Building block
addtions

>—<Ef

&
WAl Imternet PSTH =
Hinh 2: cau tric mang
3. Doi tugng sir dung:

O nhing nuéc phat trién WLAN dugc trién khai rong rdi trong nhiing

phong hoi nghi van phong tap doan, nhitng kho hang 16n, nhitng 16p hoc
c6 st dung Internet — tham chi ca nhiing quén cafe.

V6i nhitng nuéc nhu Viét Nam thi cac d6i tuong dang quan tam la cac
khach hang dung Laptop, Pocket PC: C6 thé 1a céc doanh nhan, cic khach
du lich

Cu dan: dung PC + card modem.

- Nhitng nguoi dung di dong, Sinh vién, . . .
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4. Pia diém lip dit:

- Tai c4c khu tap trung dong nguoi nhu: C4c van phong, tda nha,truong dai
hoc, san bay, nha ga, san van dong, khu trién 1am, kh4ch san, siéu thi, khu
dan cu. . .

5. Kha nang &ng dung tai Viét Nam:

- Viét nam 1a mot nu6c cong nghé thong tin dang trén da phét trién nhanh
chong, vi vay tiém nang khai théc 1a rat 16n.

- Hon thé trong nhitng nam vira qua va nhitng nam t6i, Viét Nam 1a diém
dén cua cac nha dau tu, cac khach du lich nuéc ngoai, nam 2003 vira qua c6
céc giai thé thao 16n nhu Seagames, Paragames .v.v. Cdc khach quoc t€, du
lich c6 Laptop cam card dé n6i mang WLAN, hoic Laptop doi méi Cetrino
la doi tugng nguoi dung. (theo boingo: nam 2005 90% Laptop c6 san tinh
nang két n6i mang WLAN ma khong cin dén card riéng, 6 My 27 triéu trén
tong s6 36 tricu doanh nhan c6 mdy tinh x4ch tay)

- Dan cu nidm trong ving HOTSPOT dung card chuyén dung (du6i 100
USD) la d6i tuong cta nha dau tu.

- Néu c6 nhiing chinh sach dau tu giam gia thich hop, thi doi tugng sinh
vién & cac truong dai hoc st dung Laptop, PC, PDA, Pocket PC la d6i tugng
tiém nang cin quan tam, can phat trién s6 diém HOTSPOT, giam gid cudc,
c6 chién dich xuc tién, tiép thi.

II/ PHUONG AN KY THUAT

1. Tong quan:

WLAN Ia mot cong nghé truy cap mang biang rong khong day theo chuédn
ctia 802.11 chia IEEE. Puoc phat trién véi muc dich ban dau 12 mot san phim
phuc vu gia dinh va van phong dé két ndi cdc mdy tinh c4 nhan ma khong cin
day, n6 cho phép trao d6i dit liéu qua séng radio véi téc do rit nhanh. La co
hoi dé cung cap dudng truy cap internet bang thong rong ngly cang nhiéu &
cac dia diém cong cong nhu san bay, clra hang cafe, nha ga, cdc trung tam
thuong mai hay trung tam béo chi .

Tiéu chudn IEEE 802.11 dinh nghia ca hai kiéu co s ha ting, v6i s6
luong t6i thiéu cdc diém truy nhap trung tAm t6i mot mang hitu tuyén, va mot
ché& do la Peer-to-peer, trong dé mot tap hop nhitng dai vo tuyén lién lac truc
ti€p v6i nhau ma khong cian mot diém truy nhap trung tAm hodc mang vo
tuyén nao. Su hap din cia WLAN la tinh linh hoat ctia ching. Ching c6 thé
mo rong mo rong truy cap téi cac mang cuc bo, nhu Intranet, cling nhu ho tro
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su truy nhap bang rong t6i Internet tai cac Hotspot. WLAN c6 thé cung cép
két n6i khong day nhanh chéng va dé dang téi cac mdy tinh, cic mday mdc
hay cac hé thong trong mot khu vuc, noi ma cac hé thong co s& ha tang
truyén thong c6 dinh khong ton tai hoic noi ma su truy nhap nhu vay la
khong dugc phép. Nguoi dung c6 thé c6 dinh hoidc di dong hodc tham chi ¢6
thé dang ngbi trén mot phuong tién chuyén dong. Mot vai hinh vé sau s& dua
ra cho ban céi nhin téng quan vé kha niang tng dung cia WLAN:

Vé khd ndng sit dung WLAN dé md rong mang hitu tuyén thong thuong, voi
toc do cao va tién loi trong truy nhdp mang

“w. Cowverage Area "
T -

L — ]

Hinh 3: kha ning mé rong mang

Vé khd ndng truy cdp mang trong cdc toa nha, nha kho, bén bai ma khong
gdp phdi vdan dé ton kém va phiic tap trong viéc di ddy

-. -
e L] ‘-: --" L] --.,-_.-
-- - -

....... "'i-._ L - "'{L‘,

LA ---...-- ‘:‘;
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Warehouss Clients

Hinh 4: kha nang truy cip mang ma khong phai di day
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Vé khd ndng don gidn héa viéc két néi mang giita hai toa nha ma giiia chiing
la dia hinh phiic tap khé thi cong doi voi mang thong thuong

—— e ey

e
Himm|n

oo EE QCCI0 AR

BP0 oo mB0oo

mB0oo

Hinh 5: tién lgi trong viéc xay dung mang trén mién nui

hay cdc khu vuc cé dia hinh long giéng vdn cé thé truy cdp mang binh
thuong nhu cdc noi khac

Illlll o
“wned Remobe
Tower Residence

Hinh 6: Tai noi c¢6 dia hinh long chao

va su tién loi trong viéc truy cdp mang ma van cé thé di chuyén

crmployss wih 3
hand scanner

Hinh 7: kha ning truy cip trong khi di chuyén
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Tw cdac van phong, nha riéng

Wireless
Residential

Gateway

. -

Hinh 8: truy cap tir nha riéng

dén cdc khu 16n hon nhiéu nhu cdc truong dai hoc, cdc khu trung cu déu cé
thé truy cdp mang vdi toc do cao va qud trinh thiét ldp don gidn

'i"_:'l‘-‘- pummAE

- ! L -

=f_~ | : . ~ !E
(| 3100 .
o AT

Educstional
;:: I::.-Ia Feoriable Classmooms

Hinh 9: truy cép tir cac truwdng dai hoc
2. Cac tinh nang cia WLAN 802.11

WLAN Ia cong nghé thuoc 16p truy nhap (hinh v€), n6é vé ban chat 1a mot
mang LAN c6 co ché tranh xung dot CSMA/CA

Nguyén Huy Bic — Pai Hoc Bich Khoa — Ha Nji



Wireless lan security 15

OSI-1SO-7-

Schicht Modell IEEE 802.11

7 Application

6 Presentation

5 Session

4 Transport

3 Network

2 Locical Link |Locical Link
MAC

1 Physical PLCP
PMD PHY

Hinh 10: Vi tri cia WLAN trén mo hinh 7 16p

IEEE 802.11 gom c¢6 cac chuén:

- 802.11a: 5+6 GHz, 54Mbps, St dung phuong phdp di€u ché OFDM
(Orthogonal Frequency Division Multiplexing), hoat dong & dai tan 5+6 GHz,
toc do truyén dit liéu 1én t6i 54Mbps, hién chuén nay dang dugc mot s6 hang dau
tu dé hy vong chiém linh thi trudng thay cho chuin 802.11b.

- 802.11b: 2.4GHz, 11Mbps, DSSS day 12 mot chuin kha phé bién, né hoat
dong & dai tdn 2.4GHz, 12 dai tdn ISM (Industrial, Scientific va Medical). O My,
thiét bi hoat dong & dai tAn ndy khong phai diang ky. T6c do truyén dit liéu c6 thé
lén dén 11Mbps. Wi-Fi 12 tén goi clia cdc dong san pham tuong thich véi chudn
802.11b va duoc ddm bdo bdi t6 chiic WECA (Wireless Ethernet Compatibility
Alliance).

- 802.11c: hd trg cac khung (frame) thong tin cua 802.11.

- 802.11d: ciing hé tro cdc khung thong tin cta 802.11 nhung tuan theo
nhiing tiéu chuén méi.

- 802.11e: nang cao QoS & 16p MAC.

- 802.11f: Inter Access Point Protocol

- 802.11g: (2.4GHz, 54Mbps, OFDM): tang cuong su dung dai tin 2.4 GHz,
né 1a phién ban nang cip ctia chuin 802.11b, dugc thong qua boi IEEE, toc do
truyén thé 1én t6i 54Mbps nhung chi truyén duoc giita nhitng d6i tuong nim
trong khoang cdch ngén.
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- 802.11h: c6 thém tinh nang lua chon kénh ty dong, Dynamic Channel
Selection (DCS) va diéu khién cong sudt truyén dan (Transmit Power Control).

- 802.1x: mot chuidn méi dugc cap nhat va thuc hién, né cung cép su diéu
khién truy cap mang trén cong co s&. Mic du lic dau IEEE thiét k& 802.1x cho
thong tin hitu tuyén, nhung da dugc 4p dung cho WLANS dé cung cdp mot vai su
bao mat can thiét. Loi ich chinh cua 802.1x d6i véi WLANSs la n6 cung cap su
chiing thyc 1an nhau gitta mot network va mot client cua no.

- 802.11i: nang cao kha niang an ninh bao mat 16p MAC, chudn nay dang
duoc hoan thién, né s& 1a mot nén tang vitng chic cho cdc chudn WLAN sau nay.
N6 cung cép nhiéu dich vu bao mat hon cho WLAN 802.11 boi nhiing van dé
dinh vi gin lién v6i ca su diéu khién phuong tién truy nhap, Media Access
Control (MAC), 1an nhitng 16p vat 1y ciia mang Wireless. Nhitng ki€u chiing thuc
dua trén nén tang 1a 802.1x va giao thiic chiing thuc c6 thé md rong Extensible
Authentication Protocol (EAP), ma c6 thé cho phép cdc nha cung cap tao ra mot
vai kha nang chiing thuc khéc. Trong thoi gian sau 802.11i ¢6 thé cung cap mot
su thong nhat dé str dung nhitng tiéu chuin ma hoéa tién ti€n,advanced encryption
standard (AES) cho nhiing dich vu ma hda ctia nd, nhung né6 s€ van tuong thich
v6i thuat todn RC4

- 802.11j: 1a chudn théng nhét toan cdu cho cdc tiéu chudn: IEEE, ETSI,
HiperLAN2, ARIB, HiSWANa.

V6i cdc chuin 802.11, thi chudn 802.11b va 802.11g hoat dong & dai tan
2.4GHZ, tuy nhién dai tan s6 ISM la dai tan s6 hoat dong ma khong céan cap
phép, do d6 c6 thé bi giao thoa ddng ké véi cdc phuong tién nhu xe cip ctiu, 6t0
canh sat, xe taxi, cling nhu tir nhitng nguoi dung khac va nhiéu thiét bi gia dinh
va van phong hoat dong trong bang ISM. Vi 1& d6 ma chuén 802.11a duoc dua
ra. Nhung tét ca cac version khac lai st dung dai 2.4GHz, do d6 kha nang tuong
thich ngugc lai 1a mot van dé.

802.11a c6 nhitng wu diém ndi bat nhu té¢c do truyén dit liéu nhanh hon,
trong khi 802.11b chi cung cdp 3 kénh doc lap thi 802.11a mac du khu vuc pha
séng nho hon, lai ¢6 thé cung cép t6i 12 kénh. Nhitng bang thong phu thém nay
c6 ¥y nghia rdt qua trong trong viéc chong nhiéu séng khi thiét ké€ mang véi dung
luong t6i da. Mot diém yéu ctia 802.11a 1a dai pht séng hep, do chuin nay sir
dung dai tin 5GHz (tan s6 cang cao thi dai truyén tin hiéu cang ngan).
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Hinh 11: Sy lién quan giira téc dd va ban kinh phii séng

T6c do truyén dit liéu thap hon thi pham vi hoat dong ctia AP rong hon, do dé
viéc lua chon gifta t6¢ do truyén va pham vi hoat dong can phai can nhac, khi d6
anh hudng truc ti€p t6i viéc bo tri cac AP.
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Surveyed at 2 Mbps

Hinh 12: Téc d9 va s6 AP

Survayed at 5.5 Mbos
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Xét trong cung moOt pham vi phu séng, thi néu yéu cau toc do la 2Mbps thi
chi cin bo tri 6 AP, trong khi véi téc do truyén yéu ciu 12 5.5Mbps thi dé pham
vi phu séng bao hét khu vuc trén thi can gap doi s6 AP, 12 AP (h.vé).

Khai niém In-door va OQut-door: In-door la khai niém dung vo tuyén trong
pham vi khong gian nho, nhu trong mot toa nha. Out-door 14 khai ni¢ém dung vo
tuyén trong pham vi khong gian 16n hon, véi WALN thi ban kinh dén cac CPE (
Customer Premises Equipment) ma né quan 1y c6 thé tir 5+40km. Véi khoang
cach nhoé hon 1km thi tham chi CPE khong can trong tim nhin thing (Light of
Sight) véi AP. CPE la thiét bi truyén thong c4 nhan dung dé két ndi voi mang
trong mot to chic. Thiét bi CPE bao gdm cac thiét PBX (Private Branch
Exchange), cac duong dién thoai, h¢ théng khoa, cac thiét bi fax, modem, thiét
bi xir 1y tiéng noi, va thiét bi truyén video.

3. Truy nhép kénh truyén, co ché da truy nhip CSMA/CA:

Mot tram khong day muén truyén khung, dau tién né s€ nghe trén moi truong
khong day dé xac dinh hién c6 tram nao dang truyén hay khong (nhay cam séng
mang). Néu mdi truong nay hién dang bi chi€ém, tram khong day tinh todn mot
khoang tré 1ap lai ngau nhién. Ngay sau khi thoi gian tré d6 troi qua, tram khong
day lai nghe xem liéu c6 tram nao dang truyén hay khong. Bing cédch tao ra thoi
gian tré ngiu nhién, nhiéu tram dang muon truyén tin s& khong c6 ging truyén
lai tai cing mot thoi diém (trdnh xung dot). Nhitng va cham c6 thé xdy ra va
khong giong nhu Ethernet, ching khong thé bi phat hién bdi céc node truyén
dan. Do d6, 802.11b dung giao thitc Request To Send (RTS)/ Clear To Send
(CTS) v6i tin hiéu Acknowlegment (ACK) dé dam bao ring mot khung nao do
da duogc gui va nhan thanh cong.

Important factors:

e Wait for silence

e Then talk

e Listen while talking.

e What do we do if there’s 2 talkers? Backoff.
e Repeat
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Hinh 13: Mot qua trinh truyén tir A dén B:

Trong co ché CSMA/CA ta can quan tam dén hai van dé 1a dau cudi 4n
(Hidden Terminal) va dau cudi hién (Exposed Terminal).

Pau cuoi an:

Xung dot
q @

Hinh 14: Dau cuoi an

e A ndichuyén v6i B
e C cam nhan kénh truyén

e Ckhong nghe thdy A do C nam ngoai viing pht séng clia A

C quyét dinh n6i chuyén véi B

Tai B xay ra xung dot
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Pau cuoi hién:

Khéng dugc thuc hién

_..- ..........

Hinh 15: Péu cubi hién
e  Bnoichuyén véi A
e  Cmuoén néi chuyén véi D

e  Ccam nhan kénh truyén va thdy né dang ban
e  Cgiit im lang (trong khi né hoan toan c6 thé néi chuyén véi D)

Giai quyét van dé dau cudi an:

RTS ors
i
-+ TS B >
DATA

Hinh 16: Giai quyét van dé dau cuoi an

e A glri RTScho B

e B gti lai CTS néu n6 san sang nhan
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e Cnghe thay CTS

e Ckhong néi chuyén véi B va cho doi

e A gui dit liéu thanh cong cho B

e Trong truong hgp nay néu C mudn ndi chuyén véi D thi né hoan
toan c6 thé giam cong suat cho phit hop

Van dé dat ra la C phai cho bao lau thi méi néi chuyén duoc véi B:
Trong RTS ma A gtii cho B c¢6 chita do dai cia DATA ma né mudn guri.
B chia thong tin chiéu dai nay trong g6i CTS ma né gui lai A

C, khi "nghe" thdy g6i CTS sé biét dugc chiéu dai géi dit liéu va st dung né
dé dat thoi gian kim ham sy truyén.

Giai quyét van dé dau cudi hién:

+ C truven hin
oo thre h
Elvomg nehe thay CTS URg cAd

Hinh 17: Giai quyét van dé dau cuoi an

e B gt RTS cho A (bao trum ca C)

e A gtii lai CTS cho B (néu A r6i)

e Ckhong thé nghe thdy CTS cia A

e Ccoirang A hodc "chét" hoac ngoai pham vi
e Cnoi chuyén binh thudng véi D

Tuy nhién con c6 van dé xay ra:

Go6i RTS c6 thé bi xung dot, vi du: C va A cling nhan thdy c¢6 thé truyén cho
B va cung glri RTS cho B, tai B s€ c¢6 xung dot, nhung xung dot nay khong
nghiém trong nhu xung dot géi DATA bdi chiéu dai g6i RTS thudong nho hon
nhiéu DATA. Tuy nhién nhitng géi CTS c6 thé gay giao thoa, néu kich thudc cta
g6i RTS/CTS nhu ctia DATA thi diéu nay rat ddng quan tam. Van dé nay duoc
khéc phuc bing céch tao ra mot khoang thoi gian tré lap lai ngu nhién (nhu trén
da trinh bay).
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4. K¥ thuat diéu ché:
Ky thuat diéu ché s6 SHIFT KEYING

Hién nay, c6 rit nhiéu phuong thic thuc hién diéu ché s6 Shift Keying nhu:
ASK, FSK, PSK . . . Qua trinh diéu ché& duoc thuc hién bsi khéa chuyén (keying)
gitta hai trang thai (states), mot cach 1y thuyét thi mot trang thai sé 1a 0 con mot
trang thai sé 1a 1, (chudi 0/1 truGe khi diéu ché 1a chudi so6 da dugc ma hda dudong
truyén).

PSK di dugc phat trién trong sudt thoi ky dau ctia chudng trinh phat trién vii
tru va ngay nay dugc st dung rong rii trong cic hé thong thong tin quan su va
thuong mai. NG tao ra xdc suét 16i thap nhat véi mdc tin hiéu thu cho truée khi do
mot chu ky dau hiéu.

a/ Nguyén Iy co ban caa diéu ché PSK
Dang xung nhi phan coi nhu 12 ddu vao ctia bo diéu ché PSK s& bién doi vé pha &

dang tin hiéu ra thanh mdt trang théi xdc dinh truéc, va do d6 tin hiéu ra dugc
biéu thi bing phuong trinh sau

v(8) = Esm[%z +—2”':;{_ 1:'}

=1,2,...M
M=2N, s luong trang thai pha cho phép
N= S lugng cac bit s6 liéu can thiét dé thiét ké trang thai pha M

Nhin chung thi ¢6 3 k¥ thuat diéu ché PSK: khi M=2 thi 1a BPSK, khi M=4
thi 1a QPSK va khi M=8 thi la 8(phi)-PSK. Céc trang thai pha cua chiing duoc
minh hoa trén hinh .

Hinh 18: Cac trang thai pha cia PSK
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O day can ghi nhé rang khi sb luong cac trang thai pha ting 1én thi téc do bit
cling tang nhung téc d6 boud van giit nguyén. Tuy nhién mudn ting toc d6 sd
liéu thi phai tra gia. Nghia 13, yéu ciu vé SNR ting 1én dé gitta nguyén duoc
BER (ty 1& 15i bit).

PSK/Binary PSK (Phase Shifp Keying - Khéa chuyén dich pha):
Day 1a phuong phap thong dung nhat, tin hiéu séng mang duoc dugc di€u ché
duwa vao chudi nhi phan, tin hiéu diéu ché c6 bién do khong déi va bién déi giita

hai trang thdi 0° va 180°, mdi trang thai cua tin hiéu diéu ché duoc goi 1a mot
symbol.

Baseband unipolar

Baseband polar

OOK signal

BPSK signal

FSK signal

Hinh 19: Ciac dang tin hiéu diéu ché

Message: m(t)

Carrier:Cos(2x=f_t) BPSK output

¢ l.«" E:CI)E{ 2af t+Dym(t))
_gnn

Phase shift

h

Hinh 20: So dd diéu ché BPSK
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L-%
«—>
Message 1, 01 0| 1| 0
Unipolar m(t)
Modulation
Bipﬂla r f”(rj — p— p— —
Modulation
s(t)

Hinh 21: Tin hi¢u diéu ché BPSK
QOPSK (Quardrature Phase Shift Keying):

O phuong phap BPSK, mdi symbol bién dién cho mét bit nhi phan. Néu mdi
symbol nay biéu dién nhiéu hon 1 bit, thi s& dat dwoc mot tbe do bit 1on hon. Vi
QPSKsé gip dbi s6 data throughput ctia PSK voi cing mét bang thong bang cach
mdi symbol mang 2 bits. Nhu vAy trang thai phase cta tin hiéu diéu ché s&
chuyén ddi giita cac gia tri -90°, 0°, 90° va 180°.

Hinh 22: Bj diéu ché QPSK
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CCK (Complementary Code Keying):

CCK 1a mot 1a mét k¥ thuat diéu ché phat trién tir diéu ché QPSK, nhung téc do
bit dat dén 11Mbps véi cing mot bang thong (hay dang séng) nhu QPSK. Pay
1a mot k¥ thuat didu ché rat phu hop cho cac ing dung biang rong. Theo chuin
IEEE802.11b, diéu ché CCK dung chudi s6 gia ngiu nhién complementary
spreading code c6 chiéu dai ma 1a 8 va téc do chipping rate 1a 11Mchip/s. 8
complex chips s& két hop tao thanh mot symbol don (nhu trong QPSK — 4
symbol). Khi téc do symbol 1a 1,375MSymbol/s thi toc d6 dir lidu s& dat duoc:
1,375x8=11Mbps véi cung bing thong xdp xi nhu diéu ché QPSK tdc do
2Mbps.

4.1 Ky thuat diéu ché song cong (DUPLEX SCHEME)

Trong cac hé théng diém-da diém, hién nay ton tai hai k¥ thuat song cong
(hoat dong & ca chiéu 1én va chiéu xubng, upstream va downstream) do 1a:

Phan chia theo tdn s6 (Frequency Division Duplexing, FDD): K§ thuat nay
cho phép chia tan s6 sir dung ra 1am hai kénh riéng biét: mot kénh cho chiéu
xudng va mot kénh cho chiéu l1én.

Phan chia theo thoi gian (Time Division Duplexing, TDD): K¥ thuat nay méi
hon, cho phép luu lugng luu thong theo ca hai chiéu trong cung mot kénh,
nhung tai cac khe thoi gian khac nhau.

Vié¢e lya chon FDD hay TDD phu thude chu yéu vao muc dich st dung chinh
cua hé thong, cac tmg dung ddi xtng (thoai-voice) hay khong dbi ximg (dit liéu-
data). Ky thuat FDD st dung bang thong to ra khong hiéu qua ddi voi cac tng
dung dir liéu. Trong hé thdng sir dung k¥ thuat FDD, bang thong cho mdi chiéu
dugc phan chia mgt cach ¢d dinh. Do d6, néu luu lugng chi luu thong theo
chiéu xudng (downstream), vi du nhu khi xem céc trang Web, thi bang thong
ctia chiéu 1én (upstream) khong duoc sir dung. Diéu nay lai khong xay ra khi hé
théng duoc sit dung cho cac tng dung thoai: Hai bén néi chuyén thuong noi
nhiéu nhu nghe, do d6 bang théng cua hai chiéu 1én, xudng duoc sir dung xap xi
nhu nhau. Dbi v6i cac tng dung truyén dir lidu toc do cao hodc tng dung hinh
anh thi chi c6 bang thong chiéu xubng dugc sir dung, con chiéu 1én gan nhu
khong duogc st dung.

Dbi voi ky thuat TDD, sé luong khe thoi gian cho mdi chiéu thay doi mot
cach linh hoat va thuong xuyén. Khi luu luong chiéu 1én nhiéu, s6 lwong khe
thoi gian danh cho chiéu 1én s& duoc tang Ién, va nguoc lai. V&1 sy gidm sat )
lugng khe thoi gian cho mdi chiéu, hé théng sir dung k¥ thuat TDD hd tro cho
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su bung nd thong luong truyén din déi voi ca hai chiéu. Néu mot trang Web 16n
dang duogc tai xudng thi cac khe thoi gian cua chiéu 1én s& dugc chuyén sang cap
phat cho chiéu xuéng.

Nhuoc diém chi yéu cua ky thuat TDD 1a viéc thay ddi chidu cua luu luong
tén nhidu thoi gian, viéc cdp phat khe thoi gian 1a mot van dé rat phic tap cho
cac hé théng phan mém. Hon nira, ky thuat TDD yéu ciu sy chinh xac cao vé
thot gian. Tat cac may tram trong khu vyc cia mot hé théng su dung k¥ thuat
TDD can ¢6 mot diém thoi gian tham chiéu dé c6 thé xac duge dinh chinh xéac
cac khe thoi gian. Chinh diéu nay 1am gidi han pham vi dia 1y bao phu ddi véi
cac hé thong diém-da diém.

5. Ky thuéat truy nhap:

FDMA (Frequency Division Multiple Access) — da truy nhdp phdn chia
theo tin so

Phé tan dung cho thong tin lién lac duoc chia thanh 2N dai tan sd ké tiép,
cach nhau boi mot dai tn phong vé. Mdi dai tan sé dugce gan cho mot kénh lién
lac, N dai danh cho lién lac hudng 1€n, sau mot dai tan phan cach 1a N dai tan
danh cho lién lac hudéng xuéng. Mbi CPE dugc cép phat mét doi kénh lién lac
trong sudt thoi gian két ndi, nhidu giao thoa xay ra & day 1a rat dang ke.

TDMA (Time Division Multiple Access) — da truy nhdp phén chia theo thoi
gian

Phé tan s6 dugc chia thanh cac dai tan lién lac, mdi dai tan nay dugc dung
chung cho N kénh lién lac. Mdi kénh lién lac 12 mot khe thoi gian trong chu ky
mot khung. Lién lac duoc thuc hién song cong theo mdi hudng thude cac dai tan
lién lac khac nhau, diéu nay s& lam giam nhiéu giao thoa mot cach dang ké.

CDMA (Code Divison Multiple Access) - da truy nhdp phan chia theo ma

Mobi CPE duoc gan mot ma riéng biét, v6i ki thuat trai phé tin hi¢u gitp cho
cac CPE khong gy nhidu 13n nhau trong diéu kién dong thoi ding chung mot
dai tan s6. Dai tan sd tin hiéu ¢6 thé rong téi hang chuc Mhz. Sir dung k¥ thuat
trai pho phtrc tap cho phép tin hidu v6 tuyén sir dung c6 cudng do truong rat nhod
va chéng pha dinh hi¢u qua hon FDMA, TDMA. Bén canh d6 viéc cac CPE
trong cung mot tram gdc sir dung chung dai tan s6 s& gitp cho cau truc hé thong
truyén dan thu phat vo tuyén tré nén rat don gian.
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6. K¥ thuit vo tuyén
Viba truyén thong

Trong k¥ thuat vi ba truyén théng mdi CPE s& dugc cung cdp mot hodc mot cap
tan s6 bang hep dé hoat dong. Dai tan biang hep ndy dugc danh vinh vién cho
thué bao dang ky, moi tin hi¢u ctia cac CPE khac lot vao trong dai tan nay duoc
coi 1a nhidu va 1am anh huong dén hoat dong ciia kénh. Viéc cap phat tan s nhur
trén 1am han ché s nguoi str dung kénh vo tuyén vi tai nguyén vo tuyén 13 co
han. Va vi la dai tan bang hep nén duong nhién s& dan dén sy han ché vé toc do
ctia kénh truyén dan. Do d6 viba truyén thdng té ra chi thich hop cho cac tng
dung thoai va dit liéu téc d6 thap.

MNarrow Band
Transmission

MNarrow
Band
Sl

Power

B

Frequency

Hinh 23: Tin hiéu bang hep

Ky thudt trai phé

Khi tai nguyén vo tuyén ngay cang trd nén can kiét, ngudi ta bat dau phai ap
dung k¥ thuat trai phé nham nang cao hiéu nang st dung tan sb. Co hai k¥ thuat
trai pho thong dung nhat hién nay 1a FHSS va DSSS. Bang thong cho mdi CPE
s€ khong con 1a mot dai hep ma s€ 1a toan bd bang tan s6, viéc xac dinh CPE
thong qua mot ma code cia mdi CPE - ma gia ngau nhién (PN sequence).
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FHSS (Frequency Hopping Spread Spectrum)

Frequency Hopplnag
Transmission

AN

Freguency

Hinh 24: Nhay tin s6
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Hinh 25: Cac kénh trong FHSS
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Tin hiéu dir liéu duoc truyén trén mot dai tan rong béng ky thuat truyén tin
hiéu trén nhimng tin sd séng mang khac nhau tai nhitng thoi diém khac nhau.
Khoang cach gitra cac tin s song mang FHSS duoc qui dinh trude, biang théng
cho mdi kénh khoang 1Mhz, trat tiu nhay tin duoc xac dinh bang mot ham gia
ngiu nhién. FCC yéu cau bang thong phai dwoc chia it nhat thanh 75 kénh
(subchannel). FHSS radio dugc gidi han chi giri mot lugng nhé dit liéu trén mdi
kénh trong mot chu ky thoi gian xac dinh, trudc khi nhay sang kénh tan sé ké
tiép trong chudi nhay tan. Chu ky thoi gian nay goi 1a dwell time, thuong c6 gia
tri khoang 400 microseconds. Sau mdi budc nhay (hop) thiét bi thu phat can
phai thuc hién dong b lai (resynchronize) v6i nhimng tan sb vo tuyén khac trude
khi ¢6 thé truyén dit liéu. Muc dich chi yéu cia viéc nhay tin gia ngau nhién
nhu trén 14 dé tranh hién tuong giao thoa tin hiéu do kénh dit lidu khong lam
viéc qua lau trén mdt kénh tan s6 cu thé nao do. Gia st néu nhu xdy ra nhiéu
giao thoa nghiém trong trén mot tan sd nao d6 trong chudi nhay tan thi né ciing
s& anh huong khong nhiéu dén hé thdng. Béi qué trinh truyén chi duge thuc hién
tai day trong mot khoang thoi gian nho.

DSSS (Direct Sequence Spread Strectrum)

DSSS ciing thuc hi¢n viéc trai phé tin hi¢u nhu trén nhung theo mot k¥ thuat
hoan toan khac. Bang thong cua tin hiéu thay vi dugc truyén trén mot bang hep
(narrow band) nhu truyén thong vi ba, s& dugc truyén trén mot khoang tan sb 16n
hon bang k¥ thuat ma hoa gia ngau nhién (Pseudo-Noise sequence).
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Hinh 26: Qua trinh trii va nén pho trong DSSS

Tin hiéu bing hep va tin hiéu trai phd cung duoc phat voi mot cong suat va
mot dang thong tin nhung mat d6 phd cong suat (power density) ctia tin hiéu trai
phd 16n hon nhiéu so véi tin hi¢u bang hep. Tin hi¢u dir liéu két hop vai chudi
ma gia ngau nhién trong qua trinh ma héa s& cho ra mot tin hiéu v4i biang thong
mé rong hon nhiéu so véi tin hiéu ban dau nhung v6i mic cong suat lai thap
hon. Mot wru diém ndi bat cua ki thuat DSSS 1a kha nang du phong dir liéu. Bén
trong tin hiéu DSSS s& gop du phong it nhit 10 dit liéu ngudn trong cting mot
thoi gian. Phia thu chi can dam béao thu tot duoc 1 trong 10 tin hiéu du phong
trén 1a da thanh cong. Néu co tin hiéu nhidu trong bing tin hoat dong cua tin
hiéu DSSS, tin hiéu nhiéu nay c6 cong suit 1on hon va s& dugc hiéu nhu 1a mét
tin hi€u bang hep. Do d6, trong qué trinh giai ma tai dau thu, tin hiéu nhiéu nay
s& duoc trai phd va dé dang loai bo boi viée sir 1y d6 loi (gain processing). Xir 1y
d6 1oi 1a qua trinh lam giam mat d6 phd coéng xuét khi tin hiéu duoc xir 1y dé
truyén va tang mat do phé cong suat khi despread, v&i muc dich chinh 1a lam
tang ti s6 S/N (Signal to Noise ratio).

So sanh FHSS va DSSS

FH khong c¢6 qué trinh xir Iy do loi do tin hiéu khéng duoc trai phd. Vi thé
n6 s& phai dung nhiéu cong xuat hon dé c6 thé truyén tin hiéu voi cung mic S/N
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so voi tin hi¢u DS. Tuy nhién tai ISM band theo quy dinh c6 mirc gidi han cong
xuét phat, do d6 FH khong thé duoc dat S/N giéng nhu DS. Bén canh do6 viéc
dung FH rat khé khan trong viéc ddng bd giita may phat va thu vi ca thoi gian va
tan s6 déu yéu cau can phai dugc dong bo. Trong khi DS chi can dong bo vé thoi
gian ctia cac chip. Chinh vi vy FH s& phai mat nhiéu thoi gian dé tim tin hi¢u
hon, lam ting d tré trong viéc truyén dir li€u hon so vo1 DS.

Nhu vay ching ta c6 thé thdy DSSS 1a k§ thuat trai phd c6 nhiéu dic diém
wu viét hon han FHSS.

Theo chuan 802.11b, thi st dung 14 kénh DS (Direct Sequence) trong dai tan
s6 2,402GHz — 2,483GHz, mdi kénh truyén rong 22MHz, nhung cac kénh chi
cach nhau SMHz, vi vay cac kénh canh nhau s& giy giao thoa l1an nhau, do d6
trong mot khu vic nguoi ta bd chi cac kénh truyén sao cho mién tan sé cia
chung khong trong 1én nhau, trong hé théng 14 kénh DS thi chi ¢6 3 kénh dam
bao khong chong lan, vi du nhu trong hinh sau thi cac kénh 1, 6, 11 duoc st
dung dé phat trong mot khu vic ma khong gay nhiéu giao thoa cho nhau:

Channels

2,402 GHz }‘7 22 Mmg,( 2483 GHz

an=07

1 sec

11
2462 Gie FREQUENCY 2,453 CH=

Hinh 27: Bo tri s6 kénh phat trong mét khu vue
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Sir dung lai tin sb trong md hinh cé cau triic Cell
Hinh 28: Khi ning sir dung lai tin s6 ciia phwong phap DSSS

Nhu vay trong mot ving don tdc do bit van chuyén dén cé thé Ién téi:
11Mbps x 3 = 33Mbps, thay vi 11Mbps nhu khi chi ¢6 mot kénh truyén dugc st
dung trong mot khu vuec.

7. Vén dé bao mit:
Chirng thuc qua hé thé'ng mdo (Open Authentication)

Day la hinh thuc chimg thuc qua viéc xac dinh chinh x4c SSIDs (Service Set
Identifiers). Mot tap dich vu mé rong (ESS - Extended Service Set) gém 2 hoac
nhiéu hon cac diém truy nhap khong day dugc két ndi dén cing mot mang co
day ) 1a mgt phan doan mang logic don ( con dugc goi la mot mang con ) va
dugc nhan dang boi SSID. Bit ky mot CPE nao khong c6 SSID hop 1€ s€ khong
duogc truy nhap té1 ESS.

Chirng thuc qua khoad chia sé (Shared-key Authentication)

La kiéu chung thyc cho phép kiém tra xem mot khach hang khong day dang
dugc chung thuc co biét vé bi mat chung khong. Piéu ndy twong tu véi khoa
chung thyc da dugc chia sé trudc trong Bao mat IP ( [PSec ). Chuén 802.11 hién
nay gia thiét raing Khoa ding chung duoc phan phdi dén céc tat ca cac khach
hang dau cudi théng qua mot kénh bao mat riéng, doc lap voi tat ca cac kénh
khéc cua IEEE 802.11. Tuy nhién, hinh thttc chung thuc qua Khoa chia sé noi
chung 13 khong an toan va khong duoc khuyén nghi sir dung.
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Bdo mdt dir liéu thong qua WEP (Wired Equivalent Privacy) Vi thudc
tinh ¢4 hitu cia mang khong déy, truy nhap an toan tai 16p vat 1y dén mang
khong day 1a mot van dé twong ddi khé khan. Béi vi khong can dén mot cong
vat 1y riéng, bit cr ngudi ndo trong pham vi ctia mot diém truy nhap dich vu
khong ddy ciing c6 thé giri va nhan khung ciing nhu theo ddi cac khung dang
dugc gui khac. Chinh vi thé WEP (dugc dinh nghia béi chuén IEEE 802.11)
duoc xy dung v6i muc dich cung cip mirc bao mat dir liéu twong duong véi cac
mang c6 ddy. Néu khong co6 WEP, viéc nghe trom va phat hién géi tir xa s& tro
nén rat d@ dang. WEP cung cép cac dich vu bao mat dir licu béng cach ma hoa
dir liéu duoc gui giita cac node khong day. Ma hoa WEP dung ludng mat ma ddi
xtng RC4 véi tir khoa dai 40 bit hodac104 bit. WEP cung cép do toan ven cua dir
liéu tir cac 16i ngau nhién béng cach gdp mot gia tri kiém tra do toan ven (ICV -
Integrity Check Value) vao phan dugc mi hod cua khung truyén khong day.
Viéc xac dinh va phan phéi cac chia khoa WEP khong dugc dinh nghia va phai
duoc phan phdi thong qua mot kénh an toan va doc 1ap voi 802.11.

Bdo mat dit liéu thong qua EAP (Extensible Authentication Protocol)

bay 1a mot trong nhitng hinh thirc chirng thuc dong, khoa ching thuc dugc
thay dbi gia tri mot cach ngiu nhién & mdi lan ching thuc hoic tai cac khoang
c6 chu ky trong thoi gian thyc hién mot két ndi da duoc chung thyc. Ngoai ra,
EAP con x4c dinh chimg thuc qua RADIUS c6 nghia la: khi mot CPE mudn két
nbi vao mang thi n6 s& giri yéu cau téi AP. AP s& yéu cau CPE giri cho n6 mot
tin hi€u Identify. Sau khi nhan dugc tin hi¢u Identify cia CPE, AP s& gui tin
hiéu Identify nay t6i server RADIUS d¢é tién hanh chung thyc. Sau ¢6, RADIUS
s& tra 10i két qua cho AP dé AP quyét dinh c6 cho phép CPE diang nhép hay
khong.

III/ PHUONG AN TRUYEN DAN PEN PIEM PAT HOTSPOT DUNG
XDSL-WAN

1. Phwong an truyén dén:

Cac diém hotspot s& duoc két ndi tap trung vé trung tim quan 1y mang dudi
su diéu khién cua Subsscriber Gateway chung dé ra Internet. Phuong thirc
truyén dan duoc lva chon dbi véi mé hinh nay s€ la dich vy xDSL WAN. Dua
trén chuan cong nghiép toan cau ITU, giai phap SHDSL st dung truyén dir liéu
can bang véi téc do c6 thé dat tir 192 Kbps t6i 2.3Mbps trén mot doi cap don.
Thém vao do, tin hiéu SHDSL c¢6 kha ning truyén din xa hon so véi cac két ndi
stt dung coéng nghé ADSL va SDSL, cho phép cac nha cung cap dich vu thoa
man nhu ciu cac khach hang ¢ xa. Sir dung cong nghé nay, tai mdi diém truy
cap hotspot phai c6 mot SHDSL router. Ciing giéng nhu ADSL Router, SHDSL
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Router ciing dugc tich hgp DHCP va NAT server bén trong. Cong nghé nay
khién cho chi phi dau tu duoc giam di dang ké do khong phai dau tu thém hai
server ngoai phuc vu DHCP va NAT.

— — RADIIS AAL
v SEnEr

o Blling System
[
—

Intamet Semvice Provider -

SHDEL SERVICE
PROVIDER

EH :ISLd.JTER

T

SHDSL ROUTER

Hinh 29: Phwong an truyén din

1V/ MO HINH PAU NOI CHO CAC HOTSPOT

1. Cac k¥ thuit trong mé hinh Wireless hotspot:

* Poi véi hé thong Wi-Fi: moi truong truyén dan 13 moi trudng song, truyén
tin theo cac chuan 802.11a, 802.11b... Thyuc chit diy c6 thé coi 1a méi truong
broadcast, tit ca cic may client dimg vao vung phi song déu cé thé bat duoc tin
hi¢u, cac AP it c6 kha nang diéu khién dugc truy nhap. Cac Acces Point hién
nay bt dau duoc phat trién hd trg chuin bao mat thong tin trong moi trudng
Wireless 12 EAP (cac hing san xuat thiét bi dua ra cac chuan EAP khac nhau
nhu Cisco LEAP, Microsoft PEAP, Funk PEAP...). V&1 802.1x cac AP da cé
kha ning xac thuc client, va acconting nhung hién dang con rat nhiéu han ché
nhu: cic client phai c6 phan mém diéu khién thich hop, AP khong c6 kha ning
diéu khién truy nhap nhu Access Server trong moi trudng Dial-up, AP ¢6 hd trg
RADIUS nhung do ¢ nhing thong sé k¥ thuat moi nén chua cho phép c6 kha
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ning sir dung cac hé thong database tip trung nhu ORACLE... do d6 khéng co
kha niang cung cap dich vu trén AP nhu Access Server trong mdi trudng Dialup.

Giai phap duoc dua ra 1a sir dung thiét bi Subscriber Gateway: Subscriber
Gateway s& dung chan tai duong ra cua cac AP di Internet, moi truong song sé
ludn duge cac AP cung cdp cho bit ctir mot may tram nao dimg trong méi trudng
truyén song. Nhung khi nguoi s dung truy nhip vao méi truong séng ciia mot
Access point (AP) thi ngay lap tirc Subscriber Gateway s& tién hanh viéc xac
thuc thué bao. Nguodi sir dung s€ dugc diéu khién tu dong truy nhap vao mot
trang Web xac thuc da dugc xay dung tich hop trén cac Subcriber Gateway. Tai
day, username/password s€¢ dugc nhap vao. Subscriber Gateway lién lac voi
AAA Server tip trung tai trung tdm quan 1y diéu hanh mang theo giao thuc
RADIUS dé lay thong tin vé khach hang trong hé thong co s¢ dit liéu. Néu xéac
thuc thanh cong thi nguoi st dung moi dugc phép thong qua Subscriber
Gateway di ra Internet, va thong tin tinh cudc s€ dugc Subscriber Gateway gui
vé AAA Server. Subscriber Gateway con c¢6 kha nang diéu khién truy nhép theo
thoi gian thue, linh dong, cho phép cung cap cac loai dich vu da dang.

2. M6 hinh trién khai ciia Subscriber Gateway:

Yéu ciu cua Subcriber Gateway 1a né phai dwuoc dat tai duong ra duy nhét
ctia nhitng hé théng ma né quan 1y, nho d6 né méi c6 thé dicu khién duoc viée
truy nhap thong tin ciia khach hang. Phuong an trong diéu kién hién nay 13 dung
Subcriber Gateway tap trung tai trung tam mang.

- Pic diém: Trong mo hinh nay tit ca cac diém truy nhap (hotspot) phai két
ndi tap trung vé trung tim mang, sau d6 di qua hé thong Subcriber Gateway dé
di ra Internet. Hé thong mang giita cic diém truy nhap véi trung tim mang phai
1a mang riéng khong lién quan t6i Internet, duong ra Internet duy nhét 1a qua hé
thong Subcriber Gateway.
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Hinh 30: M hinh trién khai Gateway

- Uu diém: Quan ly tip trung, trao d6i thong tin AAA giita Subcriber
Gateway va AAA Server chi 14 trao ddi thong tin trong mang ndi bo

Puong két ndi Internet tip trung dé quan ly.

- Nhuoc diém: Tét ca luu lugng déu phai di qua WAN vé Subcriber Gateway
tai trung tdm mang cho du thué bao 1a khong hop 1€, va khong dugc phép di
Internet, cac luu lwong ndy s& 1am giam hiéu sut mang.

3. M hinh dau ndi cia cac hotspot:

Trién khai theo mé hinh tap trung, k¥ thuat truyén dan sir dung dé déu ndi 1a
SHDSL.

Hinh 31: Mé hinh d4u ndi cac Hotspot
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Trong md hinh nay cac diém hotspot bao gdm cac AP dugc két ndi vé trung
tam béng mot SHDSL Router. Céac chitc nang DHCP va NAT s€ dugc thuc hién
trén cac Router.
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PHAN II
BAO MAT MANG LAN KHONG DAY

Wireless Lan von khong phai 1a mot mang an toan, tuy nhién ngay ca voi
Wired Lan va Wan, néu ban khong c6 bién phap bao mat thi n6 cling khong an
toan. Chia khoa dé mé ra su an toan cia WLAN va gitt cho n6 dugc an toan la
su thuc hién va quan 1y né. Pao tao nguoi quan tri mot cach can ban, trén nhirng
cong nghé tién tién 1 cach quan trong dé tao su an toan cho WLAN. Trong phan
nay chung ta s& ban dén bién phap bao mat theo chuan 802.11 di biét, WEP.
Tuy nhién ban than WEP khong phai 13 ngén ngit biao mét duy nhat, mot minh
WEP khéng thé dam bao an toan tuyét d6i cho WLAN. Vi vdy ma chung ta can
xem xét tai sao c¢6 su han ché trong bao mat cia WEP, pham vi tng dung cua
WEDP, va cac bién phap khéc phuc.

Trong phan nay chung ta ciing dé cap dén mot vai bién phap tin cong, tir d6
ma nguoi quan tri s€ dua dugc ra cac bién phap phong ngtra. Sau do6 ching ta
cling ban vé cac bién phap bdo mat san c6, nhung chua duoc thira nhan chinh
thirc boi bét ctr chuan 802. niao. Cudi cliing chiing ta ciing dwa ra vai khuyén nghi
vé cac chinh sach bao mat cho WLAN.

I/ WEP, WIRED EQUIVALENT PRIVACY

WEP (Wired Equivalent Privacy) 1a mgt thuat toan ma hoa stir dung qua trinh
chtng thuc khoa chia sé cho viéc chimg thuc nguoi dung va dé ma hoa phan dix
lidu truyén trén nhiig phan doan mang Lan khong ddy. Chuan IEEE 802.11
dac bi¢t st dung WEP.

WEP 1a mét thuat toan don gian, sit dung b phat mot chudi ma ngau nhién,
Pseudo Random Number Generator (PRNG) va dong ma RC4. Trong vai nam,
thuat toan nay dugc bao mat va khong san co, thang 9 nam 1994, mot vai nguoi
d3 dua ma ngudn cua nd 1én mang. Mic du bay gid ma ngudn 1a sin co, nhung
RC4 van dugc dang ky boi RSADSI. Chudi md RC4 thi ma hoa va giai ma rat
nhanh, né rat d& thuc hién, va du don gian dé cac nha phat trién phén mém c6
thé dung n6 dé ma hoa cac phan mém cia minh.
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Hinh 32: So db qua trinh ma héa str dung WEP
Secret Key N
N ‘ | Seed WEE Plaintext
PRNG
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&

B

1CV

Hinh 33: So d qua trinh giai ma WEP

ICV gia tri kiém tra tinh toan ven

| - - 1cv*
I Integrity Algetithm I_, .

1CV'=1CV?

Thuat todn RC4 khong thuc sy thich hgp cho WEP, né khong du dé lam
phuong phap bao mat duy nhat cho mang 802.11. Ca hai loai 64 bit va 128 bit
déu co cung vector khdi tao, Initialization Vector (IV), 1a 24 bit. Vector khoi
tao béng mot chudi cac sb 0, sau do tang thém 1 sau mdi goi duoc giri. V6i mot
mang hoat dong lién tuc, thi sy khdo sat chi ra réng, chudi ma nay c6 thé s& bi
tran trong vong nira ngdy, vi thé ma vector nay can duoc khai dong lai it nhat

mdi 14n mot ngay, tic la cac bit lai tro vé 0. Khi WEP dugc st dung, vector khoi
tao (IV) dugc truyén ma khong duoc ma héa cing véi mot goi duge mi hoa.
Viéc phai khoi dong lai va truyén khong dugc ma héa dé 1a nguyén nhan cho

mot vai kiéu tan cong sau:
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- Tan cong chi déng dé chén géi tin méi: Mot tram di dong khong duoc
phép c6 thé chén cac goi tin vao mang ma co thé hiéu dugce, ma khong can
giai ma.

- Tan céng chi dong dé gidi md théng tin: Dya vao su danh lira diém truy
nhap.

- Tan céng nho vao tir dién tan cong dwoc xdy dung: Sau khi thu thap du
thong tin, chia khoa WEP co thé bi crack bang cac cong cu phan mém mién
phi. Khi WEP key bi crack, thi viéc giai ma cac géi thoi gian thuc co thé
thuc hién bang cach nghe cac gbi Broadcast, str dung chia khéa WEP.

- Tan céng bi dong dé giai ma théng tin: St dung cac phan tich théng ké
dé giai ma dir liéu cia WEP

1. Tai sao Wep dwgc lua chon

WEP khong dugc an toan, vay tai sao WEP lai dugc chon va dua vao chuin
802.11? Chuén 802.11 dua ra céc tiéu chuin cho mot van dé dé duoc goi 1a bao
mat, do la:

- C6 thé xuat khau

- DPumanh

- Kha nang tuong thich

- Kha nang udc tinh dugc

- Tuy chon, khong bét bude

WEP hoi tu du cac yéu t6 nay, khi dugc dua vao dé thuc hién, WEP du dinh
hd trg bao mat cho muc dich tin cay, diéu khién truy nhap, va toan ven dir li€u.
Nguoi ta thiy rang WEP khong phai 1a giai phap bao mat day di cho WLAN,
tuy nhién cac thiét bi khong day déu duge hd tro kha nang dung WEP, va diéu
dic biét 1a ho c6 thé bd sung cac bién phap an toan cho WEP. Mdi nha san XuAt
c6 thé str dung WEP v6i cic cach khac nhau. Nhu chuin Wi-fi cia WECA chi
st dung tir khoéa WEP 40 bit, m0t vai hang san xuét lya chon cach tang cuong
cho WEP, mét vai hang khéc lai st dung mot chuan méi nhu 13 802.1X véi EAP
hoac VPN.

2. Chia khoa wep

Vén dé cbt 16i cia WEP 1a chia khoa WEP (WEP key). WEP key 13 mot
chudi ky tu chir cai va s6, duoc st dung cho hai muc dich cho WLAN (xem ky
hon trong phan phu luc vé vai tro ciia chia khéa WEP, trong vin dé chimg thire
mo va chung thyc khoa chia sé):

- Chia khoa WEP dugc st dung dé xac dinh sy cho phép cua mdt Station
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- Chia khéa WEP ding dé ma hoa dit liéu.

Khi mét client ma st dung WEP ) géng thuc hién mot sy xac thuc va lién
két toi v6i mot AP (Access Point). AP s& xac thuc xem Client ¢ chia khoa ¢
xéc thuc hay khong, néu co, c6 nghia 1a Client phai c6 mot tir khoa 13 mot phan
ctia chia khoa WEP, chia khoa WEP nay phai dugc so khép trén ca két ndi cubi
cung cua WLAN.

Mot nha quan tri mang WLAN (Admin), c6 thé phan phdi WEP key bang tay
hodc mot phuong phap tién tién khac. Hé thong phan bd WEP key c6 thé don
gian nhu su thyc hi¢n khoa tinh, hoac tién tién sur dung Server quan li chia khoa
ma hoa tap trung. Hé thdng WEP cang tién tién, cang ngin chan dugc kha ning
bi phé hoai, hack.

WEP key ton tai hai loai, 64 bit va 128 bit, ma d6i khi ban thay viét 1a 40 bit
va 104 bit. Ly do nay la do ca hai loai WEP key déu st dung chung mét vector
khéi tao, Initialization Vector (IV) 24 bit va mot tir khoa bi mat 40 bit hoac 104
bit. Viéc nhap WEP key vao client hodc cac thiét bi phu thudc nhu 1a bridge
hodc AP thi rit don gian. N6 dugc céu hinh nhu hinh v& sau:

el b4

— Set Security

[¥ Ensable Data Security
* Uze Alphanumernc Charackers [0-9, a-z, 4-2]
T~ Uze Hexadecimal [0-9, a-f, &-F]

Fey I
ey 2 I
ey 3 I
ey 4 I

Encrppt data with: IKE-'}' 1 "I

< Back I et > I Help

Hinh 34: Giao di¢én nhap chia khéa Wep

Hau hét cac Client va AP c6 thé dua ra dong thoi 4 WEP key, nham hd tro
cho viéc phan doan mang. Vi du, néu hd tro cho mdt mang c6 100 tram khach:
dwa ra 4 WEP key thay vi mot thi co thé phan sé ngudi dung ra 1am 4 nhom
riéng biét, mdi nhom 25, néu mot WEP key bi mat, thi chi phai thay doi 25
Station va mot dén hai AP thay vi toan b mang.
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Mot 1i do nita cho viéc dung nhiéu WEP key, 1 néu mot Card tich hop ca
khoa 64 bit va khéa 128 bit, thi né c6 thé dung phuong an tdi uu nhét, dong thoi
néu hd tro 128 bit thi cling c6 thé 1am viéc duoc voi chia khoa 64 bit.

[T2e of Drata Encrpption by Statens 130 Mot Avadable
Must set an Encrplion Fev first

Open Shared Metwork-EAP
L Accept Authentication Type = I~ r
Ere quire EAT r r
Transmit
With Key Eneryption Eey Eey Size
WEF Fey 1 - | notset »|
WEF Fey 2 . | notset =]
WEP Eey 3 . | m
WEF Eey 4 : | notset 7|

Enter d-bat WEF keys as 10 hexedacimal digis (0-9, a.f, ar A-F)
Erter | I8-bat WEP keys as 26 hexedacimal digits (0-9, &-f, or A-F)

radeo supnons Encryplion for all Dats Fates

Apply | OK | Cancel | Restore Detautts

Hinh 35: Su hd tro sir dung nhiéu chia khéa WEP

Theo chuén 802.11, thi chia khoa Wep dugc st dung 1a chia khéa Wep tinh.
Néu chon Wep key tinh ban phai ty gan mot wep key tinh cho mot AP hoic
Client lién két v6i nd, Wep key nay s& khong bao gio thay d6i. N6 ¢o thé 1a mot
phuong phdp bao mat can ban, don gian, thich hgp cho nhitng WLAN nhd,
nhung khong thich hop v6i nhing mang WLAN quy md 16n hon. Néu chi sir
dung Wep tinh thi rat d& dan dén sy mat an toan.

Xét truong hop néu mot nguoi nao do “lam méat” Card mang WLAN cua ho,
card mang d6 chtra chuong trinh co s ma c6 thé truy nhap vao WLAN d6 cho
t6i khi khoa tinh cia WLAN dugc thay doi.

3. SERVER quain ly chia khéa ma héa tap trung

Véi nhitng mang WLAN quy md 16n st dung WEP nhu mot phuong phap
bao mat can ban, server quan ly chia khdéa ma hoa tap trung nén dugc str dung vi
nhiing 1i do sau:

- Quan li sinh chia khoa tap trung
- Quan li viéc phan bd chia khoa mét cach tap trung
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- Thay ddi chia khéa luan phién
- Giam bat cong viée cho nha quan 1y

Bét ky s6 luogng thiét bi khac nhau nao ciing c6 thé déng vai tro mot server
quan ly chia khoa ma hoéa tap trung. Binh thuong, khi st dung WEP, nhitng chia
khoa (dugc tao béi ngudi quan tri) thuong duge nhap bang tay vao trong cac
tram va cac AP. Khi su dung server quan 1y chia khoa ma hoa tap trung, mot qua
trinh ty dong gitra cac tram, AP va server quan 1y sé thuc hién viéc trao cac chia
khéa WEP. Hinh sau md ta cach thiét 1ap mot hé théng nhu vay

Key Server
Access

Access
l Point

7
Hinh 36: Ciu hinh quén Iy chia khéa mi héa tip trung

Server quan 1y chia khoa ma hoéa tap trung cho phép sinh chia khoa trén mdi
g6i, mdi phién, hodc cac phuong phap khac, phu thudc vao su thyuc hién clia cac
nha san xuét.

Phan phdi chia khoa WEP trén mdi goi, mdi chia khoa méi s& duge gan vao
phan cubi cua cac két ndi cho mdi gbi dugc gui, trong khi do, phan phdi chia
khoa WEP trén mdi phién sir dung mot chia khéa méi cho mdi mot phién méi
gitra cac node.

4. Cach sir dung Wep

Khi WEP duogc khéi tao, dir liéu phé‘ln tai ciia modi goi duoc giri, sit dung
WEP, da duoc ma hoa; tuy nhién, phﬁn header ciia moi goi, bao gém dia chi
MAC, khong dugc ma hoa, tit ca thong tin 16p 3 bao gdm dia chi ngudn va dia
chi dich dugc ma hoa bé1i WEP.

Nguyén Huy Bic — Pai Hoc Bich Khoa — Ha Nji



Wireless lan security 44

Khi mot AP guri ra ngoai nhitng thong tin dan duong cua né trén mot WLAN
dang sir dung WEP, nhiing thong tin nay khong dugc ma hoa. Hay nhé rang,
thong tin dan duong thi khong bao gdm bét cir thong tin nao cta 16p 3.

Khi cac gbi duge gui di ma st dung ma héa WEP, nhiing goi nay phai dugc
giai ma. Qua trinh giai ma nay chiém céac chu ky cuia CPU, né lam giam déng ké
thong luwgng trén WLAN. Mot vai nha san xuat tich hop cac CPU trén cic AP
ctia ho cho muc dich ma hoa va giai ma WEP. Nhiéu nha san xudt lai tich hop ca
ma hoa va giai ma trén mot phan mém va sir dung cing CPU ma duoc st dung
cho quan 1y AP, chuyén tiép goi. Nho tich hgp WEP trong phan cing, mot AP
c6 thé duy tri thong lwong 5Mbps hodc nhiéu hon. Tuy nhién sy bat loi cua giai
phép nay la gia thanh cua AP tang Ién hon so v&i AP thong thuong.

WEP ¢6 thé duoc thuc hién nhu mot phuong phdp bdo mat can ban, nhung
céc nha quan tri mang nén nam bat dugc nhitng diém yéu cia WEP va cach khéc
phuc chiing. Cac Admin ciing nén hiéu rang, mdi nha cung cap st dung WEP cd
thé khac nhau, vi viy gy ra trd ngai trong viéc st dung phan cting cta nhiéu
nha cung cép.

Pé khic phuc nhitng khiém khuyét ctia WEP, chudn mi hoa tién tién
Advanced Encryption Standard (AES) dang dugc cong nhan nhu mét su thay
thé thich hop cho thuat toan RC4. AES sir dung thuat toan Rijndale (RINE-dale)
v6i nhitng loai chia khoéa sau:

- 128 bit
- 192 bit
- 256 bit

AES duoc xét 1a mot phuong phap khong thé crack bai hau hét nguoi viét
mat ma, va NIST (National Institute of Standards and Technology) da chon AES
cho FIPS (Federal Information Processing Standard). Nhu mot phan cai tién cho
chuan 802.11, 802.11i duogc xem xét dé s dung AES trong WEP v.2.

AES, néu duogc d(‘Sng y boi 802.111, s dung trong WEP v2, s€ dugc thuc
hién trong phan vi chuong trinh va cac phan mém béi cac nha cung cap. Chuong
trinh co so trong AP va trong Client (Card vo tuyén PCMCIA) s& phai duoc
nang cap dé hd trg AES. Phan mém tram khach (cac driver va cac tién ich may
khach) s& hd tro cAu hinh AES cung voi chia khoa bi mat.
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I/ LOC

Loc (Filtering) 1a mét co ché bao mat cin ban ma c6 thé dung b sung cho
WEP va/hodc AES. Loc theo nghia den 1a chin nhitng gi khong mong mudn va
cho phép nhitng gi duoc mong mudn. Filter 1am viéc gidng nhu 13 mot danh
sach truy nhap trén router: bang cach xac dinh cc tham sd ma cac tram phai gan
vao dé truy cap mang. V6i WLAN thi viéc d6 xac dinh xem cic may tram 13 ai
va phai cau hinh nhu thé nao. C6 ba loai cin ban cia Filtering c6 thé thyc hién
trén WLAN

- Loc SSID
- Loc dia chi MAC
- Loc giao thirc

Doan nay s€ miéu td moi loai nay 1a gi, nd c6 thé lam gi cho nguoi quan tri
va phai cau hinh n6 nhu thé nao.

1. Loc SSID

Loc SSID (SSID Filtering) 1a mot phuong phap loc so dang, va nén chi duoc
dung cho hau hét cac diéu khién truy nhap. SSID (Service Set Identifier) chi 1a
mot thuat ngtr khac cho tén mang. SSID cua mot tram WLAN phai khép véi
SSID trén AP (ché do co sd, infracstructure mode) hoac cua céac tram khac (ché
d6 dic biét, Ad-hoc mode) dé ching thuc va lién két Client dé thiét lap dich vu.
Vi li do SSID duoc phit quang b4 trong nhitng ban tin dan dudng ma AP hoic
cac Station gui ra, nén dé dang tim duoc SSID ciia mot mang sir dung mot bo
phan tich mang, Sniffer. Nhiéu AP c¢6 kha ning lay cac SSID cuia cac khung
thong tin dan duong (beacon frame). Trong trudng hop nay client phai so khép
SSID dé lién két voi AP. Khi mot hé théng duoc ciu hinh theo kiéu nay, no
dugc goi 1a h¢ théng dong, closed system. Loc SSID dugc coi 1a mot phuong
phap khong tin ciy trong viéc han ché nhimng nguoi sir dung trai phép ciia mot
WLAN.

Mot vai loai AP c6 kha ning g& bo SSID tir nhitng thong tin dan dudng hoic
cac thong tin kiém tra. Trong trudng hop niy, dé gia nhap dich vu mot tram phai
¢4 SSID duoc cau hinh bang tay trong viéc thiét dat cau hinh driver.

Mot vai 16i chung do nguoi sir dung WLAN tao ra khi thuc hién SSID la:

- Sir dung SSID mdc dinh: Sy thiét 13p nay 13 mot cach khac dé dua ra
thong tin vé WLAN cua ban. N6 du don gian dé su dung mot b phan tich
mang dé iy dia chi MAC khéi ngudn tir AP, va sau d6 xem MAC trong
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bang OUI cua IEEE, bang nay liét ké cac tién té dia chi MAC khac nhau ma
duoc gan cho cac nha san xuat. Cach tot nhat dé khac phuc 18i nay 1a: Ludn
luon thay doi SSID mdc dinh

- Lam cho SSID c6 gi dé lién quan dén céng ty: Loai thiét 1ap nay 1a
mot mao hiém vé bao mat vi né 1am don gian hoa qué trinh mét hacker tim
thiy vi tri vat 1y ciia cong ty. Khi tim kiém WLAN trong mot ving dia 1y dic
biét thi viéc tim thay vi tri vat Iy cua cong ty di hoan thanh mot nira cong
viéc. Khi mgt nguodi quan tri st dung SSID ma dat tén lién quan dén tén cty
hodc t6 chirc, viée tim thdy WLAN s& 1a rat dé dang. Do dé hdy nh¢ rang:
Iuén luén sir dung SSID khéong lién quan dén Cong ty.

- Sur dung SSID nhw nhiing phwong tién bdao mdt mang WLAN: SSID
phai duoc nguoi ding thay ddi trong viéce thiét 1ap cau hinh dé vao mang. N6
nén duoc st dung nhu mot phuong tién dé phan doan mang chir khong phai
dé bao mat, vi thé hiy: luén coi SSID chi nhw mgt cdi tén mang.

- Khéng can thiét quing bd cic SSID: Néu AP cua ban co6 kha ning
chuyén SSID tir cic thong tin din dudng va cac thong tin phan hdi dé kiém
tra thi hdly cAu hinh chung theo cach d6. Cau hinh nay ngin can nhitng ngudi
nghe v tinh khoi viéc gay rdi hodc st dung WLAN ciia ban.

2. Loc dia chi MAC

WLAN c6 thé loc dua vao dia chi MAC cua cac tram khach. Hau hét tit ca
cac AP, tham chi ca nhiing céi ré tién, déu c6 chirc nang loc MAC. Nguoi quan
tri mang co thé bién tap, phan phéi va bao tri mot danh sach nhiing dia chi MAC
dugc phép va lap trinh chiung vao cac AP. Néu mot Card PC hodc nhitng Client
khéc v61 mot dia chi MAC ma khong trong danh séch dia chi MAC cua AP, n6
s& khong thé dén duoc diém truy nhip d6. Hinh vé:

Access Access
I Foint 1 Point

| |

MAC Filter m— %
% Aogue Client
with Stolen

PC Card

Stolen Card

Hinh 37: Loc dia chi MAC
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Tat nhién, 14p trinh cac dia chi MAC cia cac Client trong mang WLAN
vao cac AP trén mdt mang rong thi khong thuc té. BO loc MAC c6 thé dugc thuc
hién trén vai RADIUS Server thay vi trén mdi diém truy nhap. Cach cau hinh
nay lam cho loc MAC la mét gidi phap an toan, va do d6 c6 kha nang duoc lya
chon nhiéu hon. Viéc nhép dia chi MAC cung véi thong tin xac dinh nguoi su
dung vao RADIUS kha 1a don gian, ma cé thé phai dugc nhap bang bét cir cach
nao, 1a mot giai phap tét. RADIUS Server thuong tré dén cac ngudn chimg thuc
khac, vi vay cac nguén chimg thyuc khac phai duoc ho tro bo loc MAC.

B6 loc MAC c6 thé lam viéc tot trong ché do nguoc lai. Xét mot vi dy, mét
nguoi lam thué bo viéc va mang theo ca Card Lan khong day ctuia ho. Card Wlan
nay nam gilr ca chia khoa WEP va bd loc MAC vi thé khong thé dé ho con dugc
quyén str dung. Khi d6 ngudi quan tri ¢6 thé loai bé dia chi MAC cta may
khach d6 ra khéi danh sach cho phép.

Mic du Loc MAC tréng ¢6 vé 1a mot phwong phap bao mat tdt, ching van
con dé bi anh huong boi nhitng thAm nhap sau:

- Sy an trdm magt Card PC trong c6 mot bo loc MAC cua AP
- Viéc tham do WLAN va sau d6 gia mao voi mét dia chi MAC dé tham
nhdp vao mang.

V61 nhitng mang gia dinh hodc nhitng mang trong van phong nho, noi ma co
mot s6 luong nho cac tram khach, thi viéc dung bo loc MAC 1a mot giai phap
bao mat hiéu qua. Vi khong mot hacker thong minh nao lai ton hang gio dé truy
nhap vao mot mang cé gia trj sir dung thip.

3. Circumventing MAC Filters

bia chi MAC cua Client WLAN thuong duoc phat quang ba boi cac AP va
Bridge, ngay ca khi st dung WEP. Vi thé mot hacker ma c6 thé nghe duoc luu
luong trén mang cua ban c6 thé nhanh chéng tim thay hau hét cac dia chi MAC
ma dugc cho phép trén mang khong diy cia ban. Dé mot bo phan tich mang
théy duoc dia chi MAC ctia mdt tram, tram do6 phai truyén mot khung qua doan
mang khong déy, day chinh 13 co so dé dua dén viéc xdy dung mot phuong phap
bao mat mang, tao dudng him trong VPN, ma s& dugc dé cap ¢ phan sau.

Mot vai card PC khong day cho phép thay d6i dia chi MAC cuia ho thong qua
phﬁn mém hodc thdm chi qua cach thay ddi cAu hinh hé théng. Mot hacker co
danh sach cac dia chi MAC cho phép, co thé dé dang thay ddi dia chi MAC cua
card PC dé phu hop véi mot card PC trén mang cua ban, va do do truy nhap t6i
toan bd mang khong day cua ban.
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Do hai tram voi cing dia chi MAC khong thé dong thoi ton tai trén mot
WLAN, hacker phai tim mot dia chi MAC cua mot tram ma hién thoi khong trén
mang. Chinh trong thoi gian tram di dong hodc may tinh sich tay khong co trén
mang 13 thoi gian ma hacker c6 thé truy nhap vao mang t6t nhat.

Loc MAC nén dugc st dung khi kha thi, nhung khong phai 1a co ché bao
mat duy nhat trén may ctia ban

4. Loc giao thirc

Mang Lan khong day c6 thé loc cac géi di qua mang dua trén cac giao thirc
16p 2-7. Trong nhiéu trudng hop, cac nha san xuat lam cac bd loc giao thirc c6
thé dinh hinh doc 14p cho ca nhitng doan mang hitu tuyén va vo tuyén caa AP.

Tudng twong mot hoan canh, trong d6 mot nhom cau ndi khong day dugc dit
trén mdt Remote building trong mdt mang WLAN cua mdt truong dai hoc ma
két ndi lai tGi AP ciia toa nha ky thudt trung tam. Vi tit ca nhimg ngudi sir dung
trong remote building chia sé bang thong SMbs gilra nhitng toa nha nay, nén mot
s6 lugng dang ké cac diéu khién trén cac st dung nay phai duoc thuc hién. Néu
cac két ndi nay dugc cai dat véi muc dich dic biét cua sy truy nhap internet cua
nguoi s dung, thi bd loc giao thic sé loai trur tat ca céc giao thuc, ngoai tru
SMTP, POP3, HTTP, HTTPS, FTP. . .

Access Wireless g-
Point Workgroup 5.-
Bridoge

HTTP, HTTPS, SMTP,
POP3, & FTP only

Hinh 38: Loc giao thirc
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III/ NHUNG SU TAN CONG TREN WLAN

Mot sy tan cong cb ¥ c6 thé giy vo hiéu hoa hodc c6 thé tim cach truy nhap
WLAN trai phép theo mdt vai cach.

- Tén cong bi dong (Nghe trom) Passive attacks

- Tan cong chii ddng (két ndi, do va ciu hinh mang) Active attacks
- Tén cong kiéu chén ép, Jamming attacks

- Tén cong theo Kiéu thu hiit, Man-in-the-middle attacks

Trén day chi 1iét ké mot vai ki€u tan cong, trong d6 mot vai kiéu cé thé thuc
hién dugc theo nhiéu cach khac nhau.

1. T4n cong bi dong

Nghe trom c6 18 1a phuong phap don gian nhat, tuy nhién né van c6 hiéu qua
dbi vé6i WLAN. Tén cong bi dong nhu mot cudc nghe trom, ma khong phat hién
dugc sy c6 mdt cia nguoil nghe trom (hacker) trén hodc g?m mang khi hacker
khong thyuc su két ndi t6i AP dé ling nghe cac goi tin truyén qua phan doan
mang khong ddy. Nhitng thiét bi phan tich mang hodc nhitng tng dung khac
duogc sir dung dé iy thong tin cia WLAN tir mot khoang cach véi mot anten
huodng tinh

Server ™y

Intruder
I MY LOG
-
4_/ MAC Addresses....
& IF Addresses. ..
" % Usermnames & Passwords. ..
- Instant Messenger
Conversations.....
Email....

HTTF logins.....
Server logins. ...

Hinh 39: Tén cong bi dong
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Phuong phéap ndy cho phép hacker gitt khoang cach thuan loi khong dé bi
phat hi¢n, nghe va thu nhat thong tin quy gia.

f - .{ Plasn-Test Chalergea ]._______
e O
""—l Ciphvr- Taxt Aasponsd |—l'
it Crco MAronet
Aocoes Poirrd

%, o

.l

B, £
K- o

| I Flain-Taxt Challanga |

Astncher T Moy Soroam I
IListmmrsg)

||: gihiar-Taxt Hmp-.:-.-'rsnl

Hinh 40: Qua trinh liy chia khéa WEP

C6 nhimng tmg dung c6 kha ning lay pass tir cic Site HTTP, email, cac
instant messenger, cac phién FTP, cac phién telnet ma dugc giri dudi dang text
khong duoc ma hoa. C6 nhitng tmg dung khéac co thé ldy pass trén nhitng phan
doan mang khong day gitra Client va Server cho muc dich truy nhap mang.

Hay xem xét tac dong néu mot hacker tim duoc cach truy nhap td1 mot
domain cua nguoi st dung, hacker do sé dang nhap vao domain cia nguoi st
dung va gdy hau qua nghiém trong trén mang. Tat nhién viéc d6 1a do hacker
thuc hién, nhung ngudi dung 14 ngudi phai tryc tiép chiu trach nhiém, va ganh
chiu moi hau qua, va co thé di téi chd mat viéc.

Xét mot tinh hudng khac ma trong d6 HTTP hodc email password bi l4y trén
nhitng phan doan mang khong day, va sau do dugc hacker st dung v&i muc dich
truy nhap té61 WLAN do.

2. T4n cong chit dong

Nhitng hacker c6 thé str dung phuong phép tin cong chua dong dé thuc hién
mot vai chirc nang trén mang. Mgt su tn cong chu dong cé thé duoc dung dé
tim céch truy nhap té1 mot server dé léy nhitng dit liéu quan trong, st dung su
truy nhdp té1 mang internet cua td chic cho nhttng muc dich c6 hai, thdm chi
thay d6i cau hinh co s¢ ha ting mang. Bing cach két ndi t6i mot mang WLAN
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thong qua mot AP, mot ngudi sir dung c6 thé bat dau tham nhap xdu hon vao
trong mang va thim chi lam thay d6i chinh mang khong day do.

Chéng han mot hacker qua dugc bd loc MAC, sau d6 hacker co thé tim cach
t6i AP va g& bo tit ca cac bo loc MAC, 1am cho né dé& dang hon trong lan truy
nhap tiép theo. Ngudi quan tri c6 thé khong dé y dén su kién nay trong mot thoi
gian. Hinh duéi ¢y mé ta mot kiéu tin cong chu dong trén WLAN
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Hinh 41: Tén cong chi dong

Mot vai vi du cta tin cong chu dong co thé nhu viéc gtri bomb, cac spam do
cac spammer hodc cac doanh nghiép d6i tha mudn truy nhap dén hd so cua ban.
Sau khi thu duge mot dia chi IP tir DHCP server ctia ban, hacker ¢ thé guri hang
ngan 1a thu sir dung két ndi Internet va ISP’s email server ctia ban ma ban khong
biét. Kiéu tan cong nay co thé 1a nguyén nhan ma ISP cua ban cit két ndi cho
email ctia ban do su lam dung email, mic du 16i d6 khong phai do ban gay ra.
Mot ddi thu co thé ldy bang danh sach khach hang, bang luong ctia ban ma
khong bi phat hién.

Khi hacker ¢ két ndi khong day t6i mang cta ban thi anh ta cling c6 thé truy
cap vao mang hitu tuyén trong vin phong, vi hai su kién khong khac nhau nhiéu.
Nhiing két ndi khong day cho phép hacker vé toc do, su truy nhap tdi server, két
nbi toi mang dién rong, két ndi internet, t6i desktop va laptop cua nhing nguoi
str dung.Véi mot vai cong cu don gian, c6 thé ldy cac thong tin quan trong,
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chiém quyén cia nguoi s dung, hodc tham chi pha hily mang bang cach céu
hinh lai mang.

Str dung cac server tim kiém v6i viéc quét cac cong, tao nhitng phién rong dé
chia sé va c6 nhirng server phuc vu viéc c¢o dinh password, dé hacker khong thé
thay doi dugc pass, d€ nang cao cac tién ich va ngan chan ki€u tan cong nay.

3. Tan cong theo kiéu chén ép

Trong khi mot hacker st dung phuong phép tin cong bi dong, chi dong dé
ldy thong tin tir viéc truy cap t6i mang ciia ban, tan coéng theo kiéu chén ép,
Jamming, 13 mot k¥ thuat s dung don gian dé dong mang cia ban. Tuong tu
nhu viéc ké pha hoai sép dat mot sy tir chéi dich vu mét cach ap dao, su tn
cong dugc nham vao Web server, vi vay mot WLAN co thé ngung lam viéc boi
mat tin hiéu RF ap dao. Tin hiéu RF d6 c6 thé vo tinh hodc ¢b ¥, va tin hiéu co
thé di chuyén hodc c¢d dinh. Khi mot hacker thuc hién mot cudc tan cong
Jamming c6 chu ¥, hacker c6 thé sir dung thiét bi WLAN nhung c6 nhiéu kha
nang hon 1a hacker s& ding mot may phat tin hiéu RF cong sudt cao hoic may
tao song queét.
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iy |
- g
:. { ! "\ '\ ﬁ‘h
Client and access | ] \‘. . 5 %"&E'
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Hinh 42: Tan cong theo kiéu chén ép
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Dé loai bo kiéu tan cong nay, yéu cau trude hét 1a tim dugc ngudn phat tinh
hiéu RF d6, bang cach phan tich phd. C6 nhiéu may phan tich phd trén thi
truong, nhung mot may phén tich phd cam tay va chay bang pin thi tién loi hon
ca.

MOt vai nha san xuét ché tao nhitng bd phan tich phé cam tay, trong khi mot
vai nha san xuat khac di tao ra cac phan mém phén tich ph6 cho ngudi ding tich
hop ngay trong céc thiét bi WLAN.

Khi Jamming gdy ra boi mot ngudn c¢d dinh, khong chu y, nhu mot thap
truyén thong hodc cac hé théng hop phép khac, thi ngudi quan tri WLAN cé thé
phai xem xét dén viéc sir dung bo thiét dat cac tan s6 khac nhau.

Vi du néu mot admin c6 trach nhiém thiét ké va cai diat mot mang RF trong
mdt khu phong rong, phtic tap, thi nguoi do can phai xem xét mot cach k¥ cang
theo thir ty. Néu nguén giao thoa 1a mdt dién thoai, hodc céac thiét bi 1am viéc &
dai tan 2,4Ghz, thi admin c6 thé sir dung thiét bi ¢ dai tan UNII, 5Ghz, thay vi
dai tan 802.11b, 2,4Ghz va chia sé dai tin ISM 2,4Ghz véi cac thiét bi khac.

Sy Jamming khong chu ¥ xdy ra voi moi thiét bi ma dung chung dai tin
2,4Ghz. Jamming khong phai 1a su de doa nghiém trong vi jamming khong thé
duoc thuc hién phé bién béi hacker do van dé gia ca cua thiét bi, nd qua dét
trong khi hacker chi tam thoi vo hi¢u hda duge mang..

4. T4n cong bang cach thu hut

Kiéu tin cong nay, Man-in-the-middle Attacks, la mot tinh trang ma trong do
mot cd nhan sir dung mdt AP dé chiém doat su diéu khién ciia mét node di dong
bang cach guri nhitng tin hiéu manh hon nhiing tin hiéu hop phap ma AP dang
guri toi nhitmg node d6. Sau d6 node di dong két hop v6i AP trai phép nay, dé
gui cac di liéu ctia ngudi xAm nhép ndy, cb thé 1a cac thong tin nhay cam. Hinh
v& sau dwa ra mot mo hinh cho su tin cong kiéu nay
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An access point and sometimas a
workgroup bridge are used to hijack users

Hinh 43: Man-in-the-middle attacks

Dé cac client lién két voi AP trai phép thi cong sut ciia AP d6 phai cao hon
nhiu ctia cac AP khéc trong khu vuc va doi khi phai 1a nguyén nhan tich cuc
cho céc user truy nhap ti. Viéc mat két ndi véi AP hop phap cé thé nhu 1a mot
viéc tinh c& trong qua trinh vao mang, va mot vai client s& két ndi t6i AP trai
phép mot cach ngau nhién.

Nguoi thuc hi€n man-in-the-middle attack trudc ti€én phai biét SSID ma
client st dung, va phai biét WEP key cia mang, néu no dang duogc st dung.

Két nbi nguoc (hudng vé phia mang 15i) tir AP trai phép duoc diéu khién
thong qua mot thiét bi client nhu 1a PC card, hodc workgroup bridge. Nhiéu khi
man-in-the-middle attack duogc sép dat st dung mot laptop véi hai PCMCIA
card. Phin mém AP chay trén mdt laptop ma & d6 mot PC card dugc sir dung
nhu 1a mot AP va PC card thir hai duoc dung dé két ndi laptop t6i gan AP hop
phap. Kiéu cdu hinh nay lam laptop thanh mot “man-in-the-middle attack” van
hanh giita client vA AP hop phap. Mot hacker theo kiéu man-in-the-middle
attack c6 thé 1ay duoc cac thong tin c6 gia tri bang cach chay mot chuong trinh
phan tich mang trén laptop trong truong hop nay.
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Hinh 44: Trwéc cude tin cong

Aocess Poirv

attacker

-

Hinh 45: Va sau cufc tan cong

Mot diéu dic biét véi kiéu tin cong nay 1a nguoi st dung khong thé phat
hién ra dugc cudc tan cong, va luogng thong tin ma thu nhat dugc béng kiéu tin
cong nay 1a gi6i han, né bang lugng thong tin thi pham 14y duoc trong khi con

trén mang ma khong bi phat hién.

Bién phép tt nhat dé ngan ngira loai tn cong nay la bao mat 16p vat 1y.

IV/ CAC GIAI PHAP BAO MAT PUQC PE NGHI

Vi WLAN vén khong phai 14 da an toan, bén canh d6 WEP ciing khong phai
1a phuong phap bao mat duy nhat va hoan hao cho WLAN, nén day 13 co hoi

quan trong dé dua ra cac phuong phap bao mat bd sung cho WLAN.
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Nhiing phuong phap bao mat nay dugc dua ra, va tat nhién con chua duoc
cong nhan boi chuan 802.11, tuy nhién c6 thé dong vai trd quan trong trong
mang Lan khong day cua ban. Nhu chuan 802.1x di duoc chip nhan boi IEEE
nhung van chua dugc chinh thire coi 13 mot phan cua ho 802.11. Chuan 802.11i
thi vn con ndm trén ban théo.

1. Quan ly chia kh6éa WEP

Thay vi sir dung chia khoa WEP tinh, ma c6 thé dé dang bi phat hién boi
hacker. WLAN c6 thé duoc bao mét hon bai viée thuc hién céc chia khoéa trén
ting phién hodc timg goi, sir dung mot hé thong phan phdi chia khoa tap trung.

Su phan phdi chia khoa WEP cho mdi phién, mdi géi s& gan mot chia khoa
WEP méi cho ca Client va AP cho mdi phién hoic mdi goi duogc gui giita
chung. Trong khi khoa dong thém nhiéu overhead va giam bét luu luong, chung
lam cho viéc hack vao mang thong qua nhitng doan mang khong day tré 1én kho
khin hon nhiéu. Hacker c6 thé phai du doan chudi chia khéa ma server phin
phdi chia khoa dang dung, diéu nay 14 rat kho.

Hay nh¢ 1a WEP chi bao vé thong tin 16p 3-7 va dir liéu phan tai, nhung
khong ma hoa dia chi MAC hoic cac thong tin dan dudng. Mot bd phan tich
mang cé thé bat bt ctr thong tin ndo dugc truyén quang b trong ban tin din
duong tir AP hodc bét cir thong tin dia chi MAC nao trong nhiing géi unicast tir
client.

Pé dit mot server quan 1y chia khoa ma héa tap trung vao chd thich hop,
nguoi quan tri WLAN phai tim mdt ing dung ma thyc hién nhiém vu nay, mua
mot server vi mot hé diéu hanh thich hop, va c4u hinh ung dung theo nhu cau.
Qué trinh ndy c6 thé tén kém va can nhiéu thoi gio, phu thude vao quy mé trién
khai. Tuy nhién chi phi s& nhanh chong thu lai dugc nho viéc ngan ngtra nhirng
phi ton thiét hai do hacker gay ra.

2. Wireless VPNs

Nhitng nha san xudt WLAN ngay cang ting cac chuong trinh phuc vu mang
riéng do, VPN, trong cac AP, Gateway, cho phép dung k¥ thuat VPN dé bao mat
cho két n6i WLAN. Khi VPN server dugc xdy dung vao AP, cic client st dung
phan mém Off-the-shelf VPN, sir dung cic giao thirc nhu PPTP hodc Ipsec dé
hinh thanh mét duong ham truc tiép t6i AP.

Trude tién client lién két toi diém truy nhap, sau d6 quay s két ndi VPN,
dugc yéu cau thuc hién dé client di qua dugc AP. Tét ca luu luong dugc qua
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thong qua dudng ham, va c6 thé duge ma hoa dé thém mot 16p an toan. Hinh sau
day mo ta mot cau hinh mang nhu vay:

== File
. Sernver

Access Point !/
YEM Server

|
-~
/ Associated

e
I

Data destined to LAN must
pass through tunnel

Hinh 46: Wireless VPN

Su str dung PPTP v6i nhitng bdo mat dugce chia sé rat don gian dé thuc hién
va cung cép mot mirc an toan hop i, dac biét khi dugc thém ma héa WEP. Sy st
dung Ipsec v61 nhitng bi mat dung chung hodc nhitng suw cho phép la giai phap
chung cua sy lya chon gitta nhiing k¥ nang bao mat trong pham vi hoat dong
nay. Khi VPN server dugc cung cp vao trong mot Gateway, qua trinh xdy ra
tuong tu, chi c6 diéu sau khi client lién két voi AP, duong him VPN duoc thiét
lap voi thiét bi gateway thay vi v6i ban than AP.

Ciing c6 nhitng nha cung cip dang dén ghi cai tién cho nhiing giai phap VPN
hién thoi ciia ho (phan cting hodc phan mém) dé hd tro cac client khong day va
dé canh tranh tén thi truong WLAN. Nhing thiét bi hodc nhimng tng dung nay
phuc vu trong ciing kha ning nhu gateway, giita nhitng doan vo tuyén va mang
16i hiru tuyén. Nhimng giai phap VPN khong day kha don gian va kinh té. Néu
mot admin chua c6 kinh nghiém véi céc giai phap VPN, thi nén tham dy mot
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khoéa dao tao trude khi thuc hién né. VPN ma hd tro cho WLAN dugc thiét ké
mot cach kha don gian, c6 thé dugc trién khai bai mot nguoi dang tap sy, chinh
diéu d6 1i giai tai sao cac thiét bi nay lai phd bién nhu vay ddi véi nguoi dung.

3. Ky thuéat chia khéa nhay

Gan day, k¥ thuat chia khoa nhay sir dung ma héa MD5 va nhiing chia khéa
mi hoa thay doi lién tuc trd 1én sin dung trong mdi truong WLAN. Mang thay
d6i lién tuc, “hops”, tir mot chia khoa nay dén mot chia khoa khac thong thuong
3 gidy mot 1an. Giai phap ndy yéu ciu phan ctng riéng va chi 1a giai phap tam
thoi trong khi cho sy chép thuan chuin bao mat tién tién 802.11i. Thuat toan
chia khoéa nay thuc hién nhu vay dé khic phuc nhirng nhuoc diém ciia WEP, nhu
van dé vé vector khoi tao.

4. Temporal Key Integrity Protocol (TKIP)

TKIP thuc chat 1a mot sy cai tién WEP ma van gilt nhiing van dé bao mat da
biét trong WEP ciia chudi dong sé RC4. TKIP cung cap cach 1am réi vector khoi
tao dé chéng lai viéc nghe 1én cac goi mot cach thu dong. N6 cling cung cip su
kiém tra tinh toan ven thong bao dé gitip xac dinh liéu c6 phai mot ngudi sir
dung khéng hop phap da stra d6i nhirng goi tin bang cach chén vao luu luong dé
c6 thé crack chia khoa. TKIP bao gom su st dung cac chia khoa dong dé chong
lai sy an cép cac chia khoa mot cach bi dong, mot 16 héng 16m trong chuin WEP.

TKIP c6 thé thyc hién thong qua cic vi chuong trinh dwoc nang cép cho AP
va bridge ciing nhu nhitng phan mém va vi chuong trinh nang cip cho thiét bi
client khong day. TKIP chi 16 cic quy tic sir dung vector khoi tao, cac thu tuc
tao lai chia khoa dua trén 802.1x, sy tron chia khoa trén mdi goi va ma toan ven
thong bao. S€ c¢o sy giam tinh thyc thi khi st dung TKIP, tuy nhién bu lai 1a tinh
bao mat dugc ting cudng dang ké, né tao ra mot su can bang hop 1y.

5. Nhirng giai phap dua trén AES

Nhirng giai phap dua trén AES co thé thay thé WEP st dung RC4, nhung chi
1a tam thoi. Mic du khong c6 san phiam nao sir dung AES dang co trén thi
truong, mdt vai nha san xuét dang thyc hién dé dua chung ra thi truong. Ban du
thdo 802.111 chi 10 su su dung cuia AES, va xem xét cac nguoi st dung trong
viéc sir dung n6. AES c6 vé nhu 1a mot bo phan dé hoan thanh chuin nay.

K¥ thuat md héa dir liéu dang thay ddi t6i mot giai phap du manh nhu AES
s& tac dong dang ké trén bao mat mang WLAN, nhung van phai la giai phap phd
bién sir dung trén nhitng mang rong nhu nhing server quan 1y chia khoa ma hoa
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tap trung dé tu dong hoa qua trinh trao doi chia khoa. Néu mot card vo tuyén cia
client bi mat, ma da duoc nhung chia khéa ma hoéa AES, né khong quan trong
v6i viée AES manh dén muc nao boi vi thu pham van cé thé co dugc su truy
nhép téi mang.

6. Wireless Gateways

Trén wireless gateway by gid san sang véi cong nghé VPN, nhu 1a NT,
DHCP, PPPoE, WEP, MAC filter va c6 1€ tham chi 1a mét filewall xay dung
san. Nhiing thiét bi nay du cho cac van phong nhé voi mot vai tram 1am viéc va
dung chang két ndi toi internet. Gid ciia nhing thiét bi nay rat thay déi phu
thudc vao pham vi nhitng dich vu dugc dé nghi.

Nhitng wireless gateway trén mang quy mo 16n hon 1a mdt su thich nghi dac
biét ciia VPN va server ching thuc cho WLAN. Gateway ndy nam trén doan
mang hitu tuyén gitra AP va mang hitu tuyén. Nhu tén cia nd, gateway diéu
khién su truy nhap tr WLAN 1én doan mang hiru tuyén, vi thé trong khi mot
hacker c6 thé lang nghe hodc truy cip dugc toi doan mang khong day, gateway
bao vé hé thong phan bd hiru tuyén khoi sy tan cong.

Mot vi du mot truong hop tot nhit dé trién khai mé hinh gateway nhu vay co
thé 13 hoan canh sau: gia thiét mot bénh vién da st dung 40 AP trén vai tﬁng cua
bénh vién. Vén dau tu cua ho vao day l1a kha 16n, vi thé néu cac AP khong hd trg
céc bién phap an toan ma c6 thé ning cép, thi dé ting tinh bao mat, bénh vién do
phai thay toan bd sé AP. Trong khi d6 néu ho thué mot gateway thi cong viéc
nay s& don gian va do tén kém hon nhiéu. Gateway nay cé thé dugc két ndi giita
chuyén mach 151 va chuyén mach phan bd (ma ni téi AP) va c6 thé déng vai trd
ctia server ching thuc, server VPN ma qua d6 tit ca cac client khong day co thé
két ndi. Thay vi trién khai tat ca cac AP méi, mot (hodc nhiéu hon tiy thude quy
mo mang) gateway c6 thé duoc cai dat dang sau cac AP.

Str dung kiéu gateway nay cung cip mét su an toan thay cho nhom cac AP.
Pa s6 cac gateway mang khong diy hd tro mot mang cac giao thitc nhu PPTP,
IPsec, L2TP, chung thuc va tham chi ca QoS.

7. 802.1x va giao thirc chirng thue mé

Chuan 802.1x cung cdp nhing chi tiét k¥ thudt cho su diéu khién truy nhap
thong qua nhitng cong co ban. Su diéu khién truy nhap thong qua nhiing cong co
ban dugc khoi dau, va van dang duoc st dung v6i chuyén mach Ethernet. Khi
ngudi ding thir ndi t6i cong Ethernet, cong d6 s& dat két ndi cua ngudi sir dung
& ché d6 khoa va cho doi su xac nhan nguoi su dung cua hé théng chung thuc.
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Giao thirc 802.1x da duoc két hop vao trong hé thong WLAN va gan nhu tré
thanh mot chuan gitra nhitng nha cung cp. Khi duoc két hop giao thirc chimg
thuc mé (EAP), 802.1x co thé cung cép mot so do ching thyc trén mot moi
truong an toan va linh hoat.

EAP, dugc dinh nghia trude tién cho giao thirc point-to-point (PPP), 1a mot
giao thirc dé chuyén doi mot phuong phép ching thyc. EAP duoc dinh nghia
trong RFC 2284 va dinh nghia nhitng dac trung cua phuong phap ching thuc,
bao gdm nhitng van dé ngudi st dung duge yéu ciu (password, certificate, v.v),
giao thirc dugc sir dung (MDS5, TLS, GMS, OTP, v.v), hd tro sinh chia khoa tu
dong va hd tro su chimg thuc 1an nhau. C6 18 hién thoi c6 ca ta loai EAP trén thi
truong, mot khi ca nhitng ngudi sir dung cong nghé va IEEE déu khong dong y
bat ky mot loai riéng 1¢é nao, hodc mot danh sach nho cac loai, dé tir d6 tao ra
mot chuan.

Mo hinh chung thuc 802.1x-EAP thanh cong thuc hién nhu sau:

Client S Ap _I1~

Auth Server =

“RADIUS"
_ > F
Let me inl
[t
What's your ID?
P
10 = o &yyy local
Is moe@yyy local OK?
b
Prove to me that you are EAP Challenge/
o xxx@yyy.local Authentication
The answer is 47"
g
ol Let him in. Here is the session key.
Come in. Hera is the session key.
P network
hitpcfyyy localindex. htm Encrypted
session

Hinh 47: Qua trinh ching thuc 802.1x-EAP

1. Client yéu cau lién két toi AP
2. AP dap lai yéu cau lién két v6i mot yéu cu nhan dang EAP
3. Client giri dap lai yéu cau nhan dang EAP cho AP
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4. Thong tin dap lai yéu cau nhan dang EAP cua client dugc chuyén téi
Server chung thuc

Server chimg thue giri mot yéu cau cho phép toi AP

AP chuyén yéu cau cho phép tdi client

Client giri tra 1i su cap phép EAP t6i AP

AP chuyén sy tra 16i d6 t6i Server ching thuc

Server chiing thuc giri mdt thong bao thanh cong EAP t61 AP

= 0 20 =N oW

0. AP chuyén thong bao thanh cong t6i client va dit cong cua client trong
ché do forward.

V/ CHINH SACH BAO MAT

Mot cong ty ma sit dung WLAN nén c6 mot chinh sach bao mat thich hop.
Vi du , néu khong cé chinh sach ding dan ma dé cho kich thudc cell khong thich
hop, thi s€ tao diéu kién cho hacker c6 co hoi tot dé truy cdp vao mang tai nhiing
diém ngoai ving kiém soat cia cty, nhung van nam trong ving phu séng cua
AP. Cic van d¢ can dua ra trong chinh sach bao mat ciia cong ty d6 1a cac van
dé vé password, chia khoa WEP, bao mat vat 1y, su str dung cac giai phap bao
mat tién tién, va danh gi phan cing WLAN. Danh sach nay tat nhién khong day
du, boi cac giai phap an toan sé thay ddi voi mdi mot t6 chirc. PO phirc tap cua
chinh sach bao mat phu thudc vao nhitng yéu cu an toan cua td chirc ciing nhu
la pham vi cia mang WLAN trong mang.

Nhiing loi ich cua viéc thyc hién, bao tri mdt chinh sach bao mat dem lai 1a
viéc ngan ngua su an cap dir liu, sy pha hoai cua céc tdp doan canh tranh, va co
the phat hi¢n va bat gilr cac ké xam nhap trai phép.

Su bat dau tdt nhét cho cac chinh sach bao mat 1a viée quan ly. Céac chinh
sach bao mat can duge xem xét va du doan, va can dua vao cung voi cac tai liéu
xay dung tdp doan. Viéc bdo mat cho WLAN can duogc phan bo thich hop, va
nhiing nguoi dugce giao trdch nhiém thyc hi¢n phai dugc dao tao mdt cach quy
mo. Doi ngll nay lai phai thanh 1ap chuong muyc tai liéu mdt cach chi tiét dé co
thé 1am tai liéu tham khao cho cac doi ngll ké can.

1. Bdo mat cac thong tin nhay cam
Mot vai thong tin nén chi duge biét boi nguoi quan tri mang 1a:

- Username va password cua AP va Bridge
- Nhitng chudéi SNMP

- Chia khoa WEP

- Danh séach dia chi MAC

Nguyén Huy Bic — Pai Hoc Bich Khoa — Ha Nji



Wireless lan security 62

Nhitng thoéng tin nay phai dugc cat giit boi mot ngudi tin cdy, co kinh
nghiém, nhu nguoi quan tri mang, 1a rat quan trong bodi n6 1 nhimg thong tin
nhay cam ma néu 16 ra thi c¢6 thé 1a nguyén nhan cia sy truy nhdp trai phép,
hodc tham chi 1a su pha huy ca mot mang. Nhitng thong tin nay c6 thé duogc cét
giit trong nhiéu kiéu khac nhau.

2. Sw an toan vat ly

Maic du bao mat vat 1y khi st dung mang hitu tuyén truyén théng la quan
trong, tham chi quan trong hon cho mét cong ty su dung cong nghé WLAN.
Nhu d3 dé cap tu trudc, mot ngudi ma cod card PC wireless (va co thé 13 mot
anten) khong phai trong ciing khu vuc mang c6 thé truy cap t6i mang d6. Tham
chi phan mém do tim sy xdm nhdp khong di ngin can nhitng hacker an cip
thong tin nhay cam. Sy nghe 1én khong dé lai dau vét trén mang béi vi khong co
két ndi nao duoc thyc hién. Co nhiing img dung trén thi trudng biy gid co thé
phat hién cac card mang ¢ trong ché do6 pha tap (dung chung), truy nhap dir liéu
ma khong tao két ndi.

Khi WEP 1a giai phap bao mat WLAN thich hop, nhitng diéu khién chat chd
nén dit trén nhitg nguoi dung ma ¢ s hiru cac thiét bi client khong day cua
cong ty, dé khong cho phép ho mang cac thiét bi client d6 ra khoi cong ty. Vi
chia khéa WEP duogc giir trong cac chuong trinh co s& trén thiét bi client, bat ky
noi nao c6 card, vi thé ;lam cho mbi lién két an toan ctia mang yéu nhat. Nguoi
quan tri WLAN can phai biét ai, & dau, khi nao mdi card PC duoc mang di.

Thuong nhimng yéu ciu nhu vay 1a qua gi6i han ciia mot ngudi quan tri,
ngudi quan tri can nhan ra rang, ban than WEP khong phai 1a mot giai phap an
toan thich hop cho WLAN. K& ca véi sy quan 1y chit nhu vy, néu mdt card bi
méat hodc bi an trom, nguoi cd trach nhi€ém voi card do (nguoi st dung) phai
duoc yéu cau bao cao ngay voi ngudi quan tri, &é ¢6 nhitng bién phap dén phong
thich hop. Nhitng bién phap tdi thiéu phai lam 13 dit lai bo loc MAC, thay d6i
chia khéa WEP,v.v.

Cho phép nhém bao vé quét dinh ky xung quanh khu vyc cong ty dé phat
hién nhirng hoat dong déng ngd. Nhitng nhan su nay duoc huan luyén dé nhén ra
phan cing 802.11 va canh giac cac nhan vién trong cong ty luon ludén quan sat
nhitng ngudi khong & trong cong ty dang trén quanh toa nha véi cac phan cimg
co ban cua 802.11 thi ciing rat hiéu qua trong viéc thu hep nguy co tin cong.
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3. Kiém ké thiét bi WLAN va kiém dinh sy an toan

Nhu mot sy bd sung to1 chinh sach an toan vat 1y, tat ca cac thiét bi WLAN
can duoc kiém ké déu dan dé lap chwong muc cho phép va khong cho phép céc
ngudi st dung thiét bi WLAN truy nhap t6i mang cia t6 chirc. Néu mang quéa
16n va bao gdm mot s6 luong dang ké cac thiét bi khong day thi viéc kiém keé
dinh ky co thé khong kha thi. Trong nhitng trudng hop nhu vay thi can thiét thuc
hién nhiing giai phap bao mat WLAN ma khong duwa trén phan ctimg, nhung di
nhién 13 van dya trén username va password hodc mot vai loai khac trong céc
gidi phap bao mat khong duya trén phan cing. Vi nhig mang khong day trung
binh va nho, su kiém ké hang thang hodc hang quy giup phat hién nhimng sy mat
mat cac phan ctimg. Quét dinh ky vdi cac bd phan tich mang dé phat hién cac
thiét bi xAm nhap, l1a cach rat tt dé bao mat mang WLAN.

4. Sir dung cac giai phap bao mat tién tién

Nhitng td chitc WLAN céan tan dung mdt vai co ché bao mat tién tién c6 sin
trén thi truong. biéu dé cling can duge dé cap trong chinh sach bao mat cua
cong ty. Vi nhitng cong nghé nay kha mdi,con doc quyén va thuong dugc st
dung phdi hop véi cac giao thire, cac cong nghé khac. Ching can duogc 1ap thanh
tai liéu hudng dan, dé néu c6 mot sy xam pham xuét hién, thi ngudi quan tri co
thé xac dinh noi va cach ma sy xam nhap do xuét hién.

Bai chi ¢6 s6 it duge dao tao vé bao mat WLAN, do d6 nhitng ngudi nay 1a
rat quan trong, vi thé chinh sach tién luong ciing dugc dé cap dén trong cac
chinh sach bio mat cua cong ty, tip doan. N6 ciing 1a mot trong cac muc can
duoc 1ap tai liéu chi tiét.

5. Mang khong day cong cong

Diéu tit yéu s& xay ra la nhitng nguoi sit dung cua cong ty véi nhitng thong
tin nhay cam cta ho s& két ndi tir laptop ctia ho tdi WLAN cong cong. Diéu nay
cling nam trong chinh sach bao mat ciia cong ty. Nhitng nguoi dung dé phai
chay nhiing phin mém firewall c4 nhan va cac phan mém chéng virus trén
laptop cua ho. Pa s6 cac mang WLAN cong cong cé it hodc khong cé sy bao
mat nao, nham lam cho két ndi ciia nguoi dung don gian va dé giam bét s6
luong cac hd tro k¥ thuat dugc yéu cau.

6. Sw truy nhép c6 kiém tra va gi6i han

Hau hét cic mang Lan 16n déu c6 mot vai phuong phap dé gioi han va kiém
tra sy truy nhap ctia ngudi sir dung. Tiéu biéu 1a mot hé thdng hd tro chimg thyc,
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su cap phép, va cac dich vu Accounting, (Authentication, Authorization,
Accountting (AAA)) duoc trién khai.

Nhimng dich vu AAA cho phép t6 chiic gin quyén sir dung vao nhimng 16p dic
biét cua ngudi dung. Vi du mét ngudi dung tam thoi c¢6 thé chi duoc truy cip
vao internet trong mot pham vi nao do.

Viéc quan ly nguoi sit dung con cho phép xem xét nguoi do da lam gi trén
mang, thoi gian va chuong muc ho da vao

VI/ NHUNG KHUYEN CAO VE BAO MAT

Nhu mot sy tom luge ciia phan II, phan dudi ddy dua ra vai khuyén céo trong
viéc bao mat mang WLAN.

1. Wep

Khong duogc chi tin cay vao WEP, khong c6 mot bién phdp ndo hoan toan tdt
dé ma ban c6 thé chi dung né dé bao mat. Mot moi truong khong diy ma chi
dugc bao vé bo1 WEP thi khong phai 1a mgt mdi truong an toan. Khi s dung
WEP khong dugc str dung chia khéa WEP ma lién quan dén SSID hoic tén cua
t6 chirc 1am cho chia khéa WEP kh6 nhé va kho luan ra. Cé nhiéu truong hop
trong thuc té ma chia khoa WEP c6 thé dé dang doan dugc nho viée xem SSID
hodc tén cua to chirc.

WEP 1a mot giai phap co6 hiéu qiia dé giam bét viéc mat thong tin khi tinh co
bi nghe thiy, boi ngudi d6 khong co chia khoa WEP thich hop, do d6 tranh duoc
su truy nhap cta ddi tuong nay.

2. Pinh co cell

Pé giam b6t co hoi nghe trom, ngudi quan tri nén chic chin rang kich c&
cell ciia AP phai thich hgp. Phan 16n hacker tim nhitng noi ma ton it thoi gian va
ning luong nhit dé tim cach truy cdp mang. Vi li do nay, rt quan trong khi
khong cho phép nhitng AP phat ra nhiing tin hi¢u ra ngoai khu vuc an toan cta
t6 chuc, trir khi tuyét di can thiét. Vai AP cho phép céu hinh mirc cong suit dau
ra, do d6 co thé diéu khién kich thudc Cell RF xung quanh AP. Néu mot nguoi
nghe trom nam trong khu vuc khong duoc bao vé cua to chic va khong phat
hién duoc mang cua ban, thi mang ctia ban khongphai 1a dé bi anh hudng béi
loai tAn cong nay.

Co thé nguoi quan tri mang st dung cac thiét bi vai cong suét 16n nhat dé dat
thong lwong 16n va viing bao phu rong, nhung diéu niy s& phai tra gia bang viéc
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chi phi vé& cac bién phap bao mat. Vi vay vi mdi diém truy nhap can biét cac
thong s6 nhu cong suét, ving pha song, kha ning diéu khién kich thudc cell. Va
viéc diéu khién ban kinh cell can phai dugc nghién ctru cho k¥ va lap thanh tai
liéu huéng dan cung v6i cdu hinh ciia AP hodc cta bridge cho mdi ving. Trong
vai truong hop co thé can thiét dat hai AP c6 kich ¢& cell nhé hon thay vi mot
AP @ tranh nhitng ton hai khong nén c6.

C6 ging dat AP cta ban vé phia trung tim ctia toa nha, n6 s& giam thiéu viéc
10 tin hiéu ra ngoai pham vi mong doi. Néu ban dang st dung nhiing anten
ngoai, phai lya chon dung loai anten dé c6 ich cho viéc tbi gian pham vi tin hi¢u.
Tat cac AP khi khong s dung. Nhimng diéu nay s& giam thiéu nguy co bi tin
cong va giam nhe ganh ndng quan ly mang

3. Su chirng thue nguwoi dung

Su chimg thyc ngudi ding 1a mot mbi lién két yéu nhat cia WLAN, va
chuan 802.11 khéng chi rd bat ky mot phuong phap ching thuc nao, do 13 yéu
ciu bat budc ma ngudi quan tri phai 1am voi nguoi sir dung ngay khi thiét 1ap co
s ha ting cho WLAN. Su chimg thuc nguodi ding dwa vao Username va
Password, thé thong minh, ma thong bao, hodc mot vai loai bdo mat nao d6 dung
dé xac dinh nguoi dung, khong phai la phén cung. Gia phap thuc hi¢n can hd tro
su chiig thuc song hudng gitra Server ching thuc va cac client khong day, vi
du nhu RADIUS server).

RADIUS 1a chuan khong chinh thirc trong hé théng chung thuc nguoi st
dung. Cac AP giri nhitng yéu cau chimg thuc ngudi st dung dén mot RADIUS
server, ma co thé hodc c6 mot co s& dit liéu duoc gén san hodc co thé qua yéu
cau ching thuc dé t6i mot bo diéu khién vung, nhu NDS server, active directory
server, hoac tham chi 1a mét hé théng co sO dir liéu twong hop LDAP.

Mot vai RADIUS vendor ¢ nhiing san ph'flm Radius hitu hiéu hon, hd trg
cac ban méi nhit cho cac giao thirc chirng thue nhu 1 nhiéu loai EAP.

Viéc quan tri mot Radius server co thé rat don gian nhung ciing c6 thé rat
phuec tap, phu thudc vao yéu cau can thyuc hién. Béi céc giai phap bao mat khong
day rat nhay cam, do d6 can can than khi chon mot giai phap Radius server dé
chic chin réng ngudi quan tri ¢ thé quan tri nd hodc n6 co thé 1am viéc hiéu
qua voi ngudi quan tri Radius dang ton tai.
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4. Su bao mit cin thiét

Chon mét giai phap bio mat ma phu hop véi nhu cau va ngan sach cia to
chire, cho ca bay gid va mai sau. WLAN dang nhanh chéng phd bién nhu vay vi
su thyc hién d& dang. Mot WLAN bt dau voi 1 AP va 5 client c6 thé nhanh
chong 1én t&i 15 AP va 300 client. Do d6 ciing mot co ché an toan lam viéc cho
mot AP 1a diéu hoan toan khong thé chép nhén dugc cho 300 Ap, nhu thé s& lam
tang chi phi bao mat mot cach dang ké. Trong truong hop nay, to chirc can co
cac phuong phap bao mat cho ca h¢ théng nhu: hé théng phat hién xam nhap,
firewalls, Radius server. Khi quyét dinh cac giai phap trén WLAN, thi cac thiét
bi nay xét vé 1au dai, 1a mot nhan té quan trong dé giam chi phi.

5. Sir dung thém cac cong cu bao mat

Tan dung cac cong nghé san c6 nhu VPNs, firewall, hé théng phat hién xam
nhap, Intrusion Detection System (IDS), cac giao thirc va cic chuan nhu 802.1x
va EAP, va chung thuc client v6i Radius c6 thé giup d& cac giai phap an toan
nam ngoai pham vi ma chuan 802.11 yéu cdu, va thira nhan. Gia va thoi gian
thuc hién cac giai phap nay thay doi tiy theo quy mé thuc hién.

6. Theo doi cac phan cung trai phép

bé phat hién ra cac AP trai phép, cac phién do cac AP do can duogc hoach
dinh cu thé nhung khong dugc cong bd. Tich cyuc tim va x6a bo cac AP trai phép
s gilr on dinh cau hinh AP va lam tang tinh an toan. Viéc nay co thé dugc thuc
hién trong khi theo ddi mang mét cach binh thuong va hop 18. Kiéu theo ddi nay
tham chi co thé tim thiy céc thiét bi bj mat.

7. Switches hay Hubs

Mot nguyén tic don gian khac 1a luon két ndi cac AP t6i switch thay vi hub,
hub 14 thiét bi quang ba, do d6 d& bi mét pass va IP address.

8. Wireless DMZ

Y tuong khac trong viée thuc hién bao mat cho nhitng segment khong day 1a
thiét 1ap mot ving riéng cho mang khong day, Wireless DeMilitarized Zone
(WDMZ). Tao ving WDMZ sir dung firewalls hodc router thi c6 thé rat ton
kém, phu thudc vao quy mo, mirc do thuc hién. WDMZ néi chung dugc thuc
hién v6i nhitng moi truong WLAN rong 16n. Boi cac AP vé co ban 1a céac thiét
bi khong bao dam va khong an toan, nén can phai tach ra khoi cac doan mang
khac bang thiét bi firewall.
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Hinh 48: Wireless DeMilitarized Zone

9. Cap nhit cac vi chwong trinh va cac phin mém

Céap nhat vi chuong trinh va driver trén AP va card khong day cua ban. Luén
luon sir dung nhitng chuong trinh co s& va driver méi nhét trén AP va card
khong ddy ctia ban. Thuong thi cac dic tinh an toan, cic van dé co ban s& dugc
¢d dinh, bd sung thém nhiing ddc tinh méi, sy khic phuc cic 16 hong trong cic
cap nhat nay.
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PHU LUC

CAC THUAT NGU PUQC SU DUNG

AAA
ACK
ADSL
AES
AES
AP
ASK
CCK
CDMA
CPE
CSMA/CA
CTS
DCS
DHCP
DSSS
EAP
EAP
ESS
FDD
FDMA
FHSS
FIPS
FSK
ICV
IDS
IEEE
IMS
v
MAC

Authentication, Authorization, Accountting
Acknowlegment

Asymmetric Digital Subscriber Line
Advanced encryption standard

Advanced Encryption Standard

Access point

Amplitude shift keying

Complementary Code Keying

Code Divison Multiple Access

Customer Premises Equipment

Carrier Sense Multiple Access /Collision Avoidance

Clear To Send

Dynamic Channel Selection

Dynamic Host Configuration Protocol
Direct Sequence Spread Strectrum
Extensible Authentication Protocol
Extensible Authentication Protocol
Extended Service Set

Frequency Division Duplexing

Frequency Division Multiple Access
Frequency Hopping Spread Spectrum
Federal Information Processing Standard
Frequency Shift keying

Integrity Check Value

Intrusion Detection System

Institute of Electrical and Electronics Engineers
Industrial, Scientific and Medical
Initialization Vector

Media Access Control
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NIST
OFDM
PCMCIA

PDA
PRNG
PSK
QoS
QPSK
RADIUS
RTS
SSIDs
TDD
TDMA
TKIP
VPN
WDMZ
WECA
WEP
WEP
Wi-fi

National Institute of Standards and Technology
Orthogonal Frequency Division Multiplexing
Personal Computer Memory Card International
Association

Personal digital assistant

Pseudo Random Number Generator

Phase Shifp Keying

Quality of Service

Quardrature Phase Shift Keying

Remote Authentication Dial _In User Service
Request To Send

Service Set Identifiers

Time Division Duplexing

Time Division Multiple Access

Temporal Key Integrity Protocol

Virtual Private Network

Wireless DeMilitarized Zone

Wireless Ethernet Compatibility Alliance uh
Wired Equivalent Privacy

Wired Equivalent Privacy

Wireless fidelity
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Su dinh vi m¢t WLAN:

Mot may Client mudn dinh vi mot WLAN thi n6 s& “nghe” trén mang dé tim
kiém nhimg vét tin dé lai boi AP, cac SSID hodc cic ban tin din duong
(Beacons). Qua trinh nay dugc goi la quét, c¢o6 hai loai quét 1a: quét chu dong va
quét bi dong

Beacons:

Viét day du 1a Beacon management frame, 1a cac khung ngan ma dugc gui tir
AP t61 cac may tram (Station) trong ché do co so, hodc tir cac tram téi cac tram
trong ché 36 dic biét, dé thiét lap va déng bd thong tin vo tuyén trén mang
WLAN. Trong bén tin dan duong chira cic thong tin phuc vu:

Sw dong bd:

Khi cac client nhan duoc ban tin dan dudng, thi ching s& dong bo dong hod
ctia minh v&i dong ho cta AP.

Tap hop cac tham sé ciia FH va DS:

Chtra dung cac thong tin diac biét phuc vu cho cong nghé trai phé): voi hé
théng FHSS, thi 1a cac thong sb vé thoi gian nhay va nging. Con véi DSSS, ban
tin din duong chia cac thong tin vé kénh truyén.

Théng tin vé SSID:

Céac tram tim trong ban tin dan dudng thong tin SSID cua mang ma chung
mudn truy cap. Khi cac thong tin nay dugc tim thiy, cac tram xem dia chi MAC
ctia noi xudt phat ban tin dan dudng va giri yéu cau chimg thuc dé lién két véi
diém truy nhap. Néu mot tram duoc thiét lap dé chép nhéan bét ctt SSID nao,
tram d6 s& c6 ging truy cap dén mang thong qua AP dau tién ma giri ban tin dan
duong hodc thong qua AP c¢6 tin hi¢u tot nhat trong trudng hop c6 nhicu AP.

Chirng thwe va lién két:
Qua trinh nay co ba trang thai phan biét:
1. Khong chimg thuc va khong lién két (Unauthenticated and unassociated)
2. Chung thyuc va khong lién két (Authenticated and unassociated)
3. Chung thuc va lién két (Authenticated and associated)
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Xay ra theo so dd sau:

State 1:
Unauthenticated
Unassociated

b

Successful o
Deauthentication

authentication

State 2:
Authenticated
Unassociated

UOTEUSINE (]

Successiul
authentication or
reassociation

Disassociation

State 3:
Authenticated
Associated

Qua trinh chirng thye hé thong mé:
Qua trinh nay thuc hién don gian theo hai budc sau:
1. May client giri mot yéu cau lién két toi AP
2. AP ching thuc may khach va gui mot tra 101 xéc thuc client duoc lién két
Communication Process

Client A request to Access Point

authenticate is sent l
% to the access point l P

The access point
authenticates

L

The client connecis
to the network

Phuong phap nay thi don gidn va bdo mat hon phuong phap chirng thuc khoa
chia s¢, phuong phap nay dugc 802.11 cai dat mac dinh trong cac thiét bi
WLAN. Sir dung phuong phép nay mot tram c6 thé lién két v6i bat cir mot AP
nao sir dung phuong phap chimg thyc hé théng mé khi né c¢6 SSID dung. SSID
do phai phu hop trén ca AP va Client trude khi Client d6 hoan thanh qua trinh
ching thyc. Qua trinh chimg thuc hé thdng mé dung cho ca méi truong bao mat
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va moi truong khong bdo mat. Trong phuong phap nay thi WEP chi dugc s
dung dé ma hoa dit liéu, néu co.

Chirng thue khoa chia sé:

Phuong phap nay bét budc phai ding WEP.

Mot qua trinh chirng thwe khoa chia sé xdy ra theo cac budc sau:

1. Mot clien giri yéu cau lién két t6i AP, budc nay giéng nhu chimg thuc hé
théng mo.

2. AP giri mot doan vin ban ngau nhién téi Client, van ban nay chua dugc

ma hoa, va yéu cau Client dung chia khoa WEP cia n6 dé ma hoa.

3. Clien ma hoa van ban véi chia khoa WEP cua no6 va guri van ban da dugc
ma hoa do dén AP.

4. AP sé thu gidi ma van ban do, dé xac dinh xem chia khéa WEP cua

Client ¢6 hop 18 khéng, néu c6 thi nd giri mot tra 101 cho phép, con néu

khong, thi n6 tra 1oi bing mot thong bao khong cho phép Client d6 lién

Két.

Client

&

Communication Process

A request to autheniicate is
sent to the access point

TTT—

The access point
sends a challenge phrase

P

The client encrypts the
phrase and sends it back

T

The access point
verifies the phrase and if they
match authenticates

The client conneacts
to the network

Access Point

»
i

Nhin qua thi phuong phap nay c6 vé an toan hon phuong phap chung thuc h¢
théng md, nhung néu xem xét k¥ thi trong phuong phap nay, chia khoa Wep
dugc dung cho hai muc dich, dé chung thuc va dé m3 hoa dix liéu, day chinh la
k& ho dé hacker co co hoi tham nhip mang. Hacker s€ thu ca hai tin hi¢u, van

ban chura ma hoa do AP gui va van ban da ma hoa, do Client gui, va tir hai thong
tin d6 hacker c6 thé giai ma ra dugc chia khéa WEP.
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Cac thiét bi co ban cia WLAN
Access Point
Thiét bi nay 13 mot trong nhimg thiét bi phd bién nhét trong co s& mang
WLAN. N6 ¢6 vai tro 1a mot diém truy nhap, cung cap cho khach hang mot

diém truy nhép vao trong mang. AP 1a mot thiét bi ban song cong. Hinh sau mo
ta mot AP v6i hai anten va vi tri cua mot AP trong mang

\
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/ o \
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< | . % l
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Cac ché dd 1am viéc ciia AP:
AP lién lac véi cac may Client, voi mang hiiu tuyén, voi cac AP khac, theo ba
ché dd ma né c6 thé duoc cu hinh:
Ché do gbc, ché do repeater, ché do bridge
Ché d¢ gbc:

Ché do nay duogc cu hinh mic dinh trong mang WLAN, n6 duogc dung khi
AP duoc ndi téi mot mang backbone, thong qua mang hitu tuyén, thuong 1a
mang Ethernet.
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Ché d6 cau ndi

Trong ché do nay, AP dong vai tro nhu mot cau néi khong day, wireless
bridge, thuc té chung dong vai tro cau nbi trong khi cau hinh ching theo cach
nay. Chi mot s6 lugng nho cac AP c6 chirc nang cau ndi, nd 1a do van dé gia ca
thiét bi. Vo1 vai tro 1a mot ciu n01, thi AP dugc stir dung dé két ndi hai hay nhiéu
doan mang v&i nhau ma khong can day.

Server

- ’-
== Access Point Access Paint N
//4\ l {Bridge Mode) (Bridge Mode) l \\
i‘f {------u----u------tif 3/
7 7~ s

N

/ A *

Ché ab 1ip:

Trong ché do bo lap, AP str dung ,dé cung cip duong link khong diy dén
mang thong thuong tot hon 1a cac két noi thong thuong
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Anten c6 dinh va anten cé thé thdo roi

Tuy thudc vao nhu ciu ctia ngudi str dung ma ban cé thé chon thiét bi anten
¢ dinh hodc anten ¢6 thé thao roi. Mot anten ma c6 thé thao roi duge s& cho ban
kha nang két ndi t6i mot anten khac ma khong can quan tim 1am toi do dai cable
ban dang co

Card vo tuyén c6 thé thao roi duoc

Mot vai nha san xuit cho phép ban co thé thém hodc bo card vo tuyén trong
khe cdm PCMCIA trén AP. Mot vai AP ¢6 thé c6 hai khe PCMCIA cho nhiing
chtic nang dic biét. Co hai khe trong mot AP cho phép mot card vo tuyén dong
vai trd mot diém truy nhap, AP, trong khi card kia dong vai tro mdt cau ndi. Mot
tién ich khac 1a c6 thé sir dung hai card nhu cac AP doc lap. Mdi card dong vai
tro mot AP doc 1ap cho phép mét nguoi quan tri cung cip dugc cho gip doi sd
nguoi su dung trong cung mot pham vi vat li ma khong phai dung hai AP. Tuy
nhién khi cdu hinh theo cach nay thi dé dam bao van dé chdng nhiéu giao thoa,
mdi card vo tuyén nén duoc cau hinh trén nhitng kénh khong chong lan lén
nhau, vi du nhu kénh 1 va kénh 11.

B bién d6i cong suit dau ra:

Cong suat dau ra bién doi cho phép nguoi quan tri diéu khlen cong sudt ma
AP sur dung dé phat tin hiéu. Piéu khién cong suat dau ra rat co ich trong viéc
cAu hinh vat li mot mang. N6 co thé tang cong suét dau ra dé mo rong pham vi
két ndi cta cac khach hang, nhung dong thoi ciing c6 thé diéu chinh pham vi
phii song hop li, dé tranh sy “ro ri” thong tin ra ngoai.

Céau ndi khﬁng day

Mot cau nbi khong day cung cap két ndi giira hai phan doan mang LAN hiru
tuyén, nd duoc dung trong cau hinh point-to-point hodac c4u hinh point-to-
multipoint. Mot cau n6i khong day la mot thiét bi ban song cong, chi hoat dong
trén két ndi khong day cua 16p hai. Hinh sau dua ra mot hinh anh cua cau ndi
khong day, va vi tri ctia cau ndi khong day trén mang LAN khong déy.
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Ciing nhu AP, cau ndi khong day ciing hoat dong trong nhiéu ché do khac
nhau:

Ché d¢ gbc:

Trong che do nay m01 cau n01 trong nhom cau ndi phai dugc th1et lap nhu
mot cau n01 gbc. Mot cau nbi gde chi co thé lien lac voi nhiing cau n01 khong
phai 1a gbc va cac thiét bi Client khiac ma khong thé lién két voi cau nbi gdc
khac.

Sarvar

- Bridge

(nan-raol)

Ché d¢ non - root
Két noi véi cau ndi ¢ cheé do goc, theo cau hinh trén
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Ché d¢ AP

Mot vai nha san xuit cho phép nhitng nguodi quan tri ¢ thé két ndi cac Client
t6i cau ndi, luc nay cau ndi dong vai tro nhur mot AP,
Ché a6 1ap

Céu ndi cling c¢6 thé cau hinh nhu mot bd lap, dong vai tro két ndi hai mang
v6i nhau, ciu ndi lic nay phai 1a ciu ndi & ché d6 khong phai 1a ché do gbe.

} {reapaaiar)
Bridga
O e OO

Nhém ciu ndi khong day

Tuong tu va doi khi nham 14n voi cau ndi khong day 1a nhom cau ndi khong
day. Sy khac nhau co ban cta cau ndi khong day va nhom cau ndi khong day 1a
nhom cau néi khong day 1a mot thiét bi may khach. Nhém cau ndi khong day co
vai tro két ndi cho mot nhom céc may khéach ctia doan mang hiru tuyén vo1 doan
mang vo tuyén. Hinh v&:

L.
A Wiralass =
| Pt e €

\ &

Nguyén Huy Bic — Pai Hoc Bich Khoa — Ha Nji



Wireless lan security 78

Cic thiét bi may khach cia WLAN
PCMCIA va Card flash

Wireless Ethernet & serial converter
B0 tuong hop USB, USB Adapter
PCI va ISA adapter

PCMCIA & Compact Flash Cards

Pay 1a thanh phan chung cho moi mang khéng day, thudng duoc goi la “PC
card”, thlet bi nay dugc ding trong laptop va PDA. PC card 1a thanh phan cung
cap két ndi giita thiét bi client va mang. Server PC card nhu mot modul v6 tuyén
trong AP, Bridge, Workgroup bridges, USB adapters, PCI & ISA adapters, va
tham chi ca Server phuc vu in 4n. Hinh dudi day la PCMCIA card

Wireless Ethernet & serial converter

-

B tiép hop USB

USB adapter tré nén thong dung do kha nang két ndi don gian ctia chung.
Thiét bi may khach USB ho trg plug-and-play. Mot vai USB client co card co
thé d¢ dang rat ra duoc, trong khi mét vai cai khac thi khong thé rat card ra
duoc.
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PCI & ISA Adapters

A sample PC| Adapter

Wireless Residential Gateways

Wireless gateway 1a mdt thiét bj duoc thiét ké dé két ndi mot sd lugng nho
cac node khong day té1 mot thiét bi don 1€ ctua 16p 2 (mang vo tuyén hoac hiru
tuyén) va lop 3 cua internet hodc téi mot mang khac. Nhicu nha san xuat tich
hop ca AP va Gateway trén mot thiét bi. dugc két noi.

A zample wireless residential gateway
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A wireless residential gateway installed on a network

Wiraless
CablaDsL Rasidantial
Modam Gateway

Q.@

Pay 1a thiét bi ma c6 thé cung cép kha ning ching thuc va két nbi dic biét
cho nhiing client khong day. N6 thich hop voi mét mang WLAN quy mo 16,
cung cap rat nhiéu cac dich vu c6 thé quan Iy cho WLAN, nhu gidi han toc do,
chat lugng dich vu (QoS) .v.v.

Thiét bi gateway nay van c6 mot CPU cong suit 1on, va mot giao dién
Ethernet nhanh, dé n6 c6 thé hd tro nhiéu AP, gii va nhan thong tin qua né.
Gateway loai ndy thudng hd trg nhiéu loai WLAN hay WPAN nhu céc thiét bi
chuan 802.11, Bluetooth, HomeRF, va nhiéu loai nira.

Vi du cia mét Gateway noi trén va vi tri ciia n6 trong mang

Enterprise Wireless Gateway

oerver

* Enterprise
Gateway

Firewall

Intemet

FaN
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Cac Topo mang can ban trong WLAN
Téap dich vu co ban dgc 1ap: Independent Basic Service Set (IBSS)

Topo ndy tham chiéu téi cau hinh mang doc 1ap, hay Ad-hoc, cia WLAN.
Mot cdu hinh IBSS twong ty mdt mang peer-to-peer ma trong d6 khong c6 mot
node don nao ¢ chirc ning nhu mot server. IBSS WLAN bao gdm mét s6 node
hodc tram khong day lién lac truc tiép v6i nhau trén cdu hinh co s& Ad-hoc,
peer-to-peer. Nhu vy nd gom tip hop cac tram khong day lién lac tryc tiép voi
nhau ma khong sir dung bat ctr AP ciing nhu bat ctr két ndi ndo dén mang hitu
tuyén. Céu triic ndy hiru ich cho viéc thiét 1ap nhanh chong va dé dang mot
mang WLAN ¢ tai nhitng noi ma co s& ha tang mang khong day khong ton tai
hodc khéng duoc yéu cau, nhu phong trong khach san, trung tim hoi nghi, san
bay v.v. Topo mang loai niy che phi mot dién tich gii han va khong két nbi t6i
bat ky mang rong hon nao.

PELs

x a5t
amydent B o
|l_'|,l.II.E|;'-"-I.: el B
q_l_El\l J

Tép dich vu co ban: Basic Service Set (BSS)

BSS bao gom it nhat mot AP dugc két ndi téi co s& ha ting ciia mang hiru
tuyén va mot tip cac tram khong day cubi (Infrastructure mode). Trong ciu
hinh nay AP dong vai tro nhu mét server cho mdt 6 mang hoac kénh WLAN
don. Truyén thong giita node A va node B sé& thyc hién tir node A t6i AP va sau
do tir AP dén node B.

Tép dich vu mé rong: Extended Service Set (ESS)

ESS bao gom mot nhom cac BSS gbi 1én nhau (mdi cai chira dung AP) két
n6i voi nhau theo hé théng phéan bd. Distributed System (DS). Mic du hé théng
phan b co6 thé 1a bat ctr kiéu mang nao nhung thuong 13 mang Ethernet LAN.
Nhitng node di dong c6 thé “roam” giita cac AP. Cau hinh nay phu hop véi
nhitng mang WLAN ma yéu cau truy nhap t6i cac mang Lan hitu tuyén cho cac
dich vu nhu (files servers, Printer, Internet links)
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802.11 Frame Format [34 - 2344 bytes]

Frame Confrol (2 bytes) ~ Address Two (6 bytes)  Sequence Contral (2 biytes) FCS (4 bytes)

\ tl anfl
I~ N N

Duration /1D (2 bytes) ~ Address One (5 bytes)  Address Three (6 bytes)  Address Four (6 bytes)

802.11 Frame Control Field [16 bits]

Ly
‘ Fard
i Y
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2 2 4 111

1

T (111 1
Protocol Version Frame Type Frame SUbwpmemB\ Rm& Mo&ﬂther
data

To DS More PWR WEP
Frags  mgmt
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Danh muc sach tham khao

Wireless LAN Protokolle und Anwendungen
Introduction to Wireless Technology

Designing a Wireless Network

Building a Cisco Network Wireless LAN

Security problems and solutions in WLAN access zones
802.11 Wireless Network

Building Wireless Community Networks

Hack broofing your Wireless Network

Cisco AVVID Wireless Design

10.IEEE Std 802.11-1999

© © N o bk DD =
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PHAN III: QUA TRINH CAU HINH THIET BI WIRELESS
Tén thiét bi: Wireless-B, Broadband Router, 2.4GHz 802.11b
Céc budc ciu hinh

Cac thong so cu thé va chirc nang cua cac cong, nut, den led c6 trong tai liéu di kém
thict bi

Figure 3-1: The Breadband Reuter's Back Panel

Wimiess 8
Brans i mid Paioe

Figure 3-2: The Broadband Rowter's Front Pamel

Dit thiét bi tai trung tdm khu vuc phu song, tranh cac vat can (nhu dd dé cap trong
phan khuyén nghi).

Két ndi cable mang vao cong internet (hinh v& trén) va ndi thiét bi mang ctia ban
vao trong 4 céng con lai: 1,2,3,4
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Cap ngudn cho Router va ciu hinh cho thiét bi theo cac budc sau:
- Thiét bi ndy mic dinh dia chi a 192.168.1.1, dia chi nay nén thay doi ngay khi cdu
hinh.

3 about:blank - Microsoft Internet Explorer "f}\ -
[ '1{ ( W
File Edit Yiew Favorites Tools  Help {1} >

Oﬁack - O o \ﬂ @ \'_;j | J;__‘] coarch Linksys BEFY#1154

User name: Iﬁ j

Address Ii 192,168.1.1 Password: [

[~ Remember my password

oK I Cancel

Nhép user name va password do nha san xuat cung cap

Wireless-B Broad

Applications &

Wireless Security Administration

etup ! Lf; e Advanced Routing

|Dbtain an IF autumaticallyj

Host Marme: I
Domain Mame: |
hATL " Enable ™ Disable Size:llEUU

Local P Address:  [192 [168 [1  [1]

Subriet Mask: f255.255.255.0 =

Thiét 14p cac thong s theo yéu cau cia ban
Dit SSID & ché do khong quang ba:

Wireless SSID Broadcast: E EnabledE Disabled
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Applications &

Setup Wireless Security Gaming

Administration S

Ba tings I Wy Y W weork Acces

Wireless: {* Enabled (" Disabled

Wirelezs Network Mame(SSI00: |*********x71

Wireless Channel: I 11-2.467 GHZ j

Wireless SSID Broadoast: " Enabled * Disabled

Vao Wireless Security dé dit chia khoa Wep:

Setup Wireless Security

Baszic Wireless Settings I WWireless Security

Vao Wireless Network Access dé dat bang dia chi Mac, va xem cac thiét bi mang
hién dang truy cap mang thong qua router

Applications &
Gaming
Bazic Wir ttings LFitYy I

Setup Wireless

i Allow All

% Restrict Access

Access List:

MAC 01: (000000000000 MAC 11: (000000000000
MAC 02: (000000000000 MAC 12: (000000000000
MAC 03: (000000000000 MAC 13: (000000000000
MAC 04: (000000000000 MAC 14 (000000000000

Ngoai ra ban cling cd thé dat cac bién phép bao mat nhu: dat bang loc dia chi MAC,
thay d6i SSID, gidi han s6 may tham gia mang trong mot thoi gian, bang cach cap
mot sb gidi1 han céc dia chi IP, v.v.

Thuong xuyén theo ddi cic may truy cip mang thong qua Router wireless, thay doi
password admin thuong xuyén
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