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Khoa hoc mat ma da ra dot tw hang nghin nam.

Trong suot nhiéu thé ky, cac két qua cta lin
hau nhw khong duoc Gng dung trong cac linl

1 VUG nay

1 VG dan

s thong thuong cua doi song — xa hoi ma chu yeu
duoc sur dung trong linh vire quan su, chinh tri, ngoai

2130...

Ngay nay, cac ung dung ma hoa va bao mat thong tin
dang dugc s dung ngay cang pho bién trong cac linh
vuc khac nhau trén thé gidi, tur cac linh vuc an ninh,
quan su, quoc phong..., cho dén céac linh vuc dan su

nhu thurong mai dién tu:, ngan hang. ..



Mat ma (Cryptography) la nganh
khoa hoc nghién curu cac ky thuat
toan hoc nham cung cap cac dich
v bao vé thong tin.

W. Stallings (2003), Cryptegraphy and

Network Security: Principles and
Practice, Third Edition, Prentice Hall




Cryptography
Cryptanalysis

Cryptology = Cryptography + Cryptanalysis
Security

Steganography
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VetseVanmdelchinhtrenENSEBRERN OoNng tin

Bao mat thong tin (Secrecy): dam bao thong tin duge
g1ir bl mat.

Toan ven thong tin (Integrlty) bao dam tmh toan ven
thong tin trong lién lac hoze gitip phat hién rang thong
tin da bi stra doi.

Xac thuc (Authentication): xac thuc cac doi tac trong
lien lac va xac thuc no1 dung thong tin trong lien lac.

Chong lai suw thoai thac trach nhiém (Non-
repudiation): dam bao mot doi tac bat ky trong he
thong khong thé tir choi trach nhiém vé hanh dong ma
minh da thuc hién



Xac thwc (Authentication)

Vi du:
Bob cho Alice “xac nhan” khi dén thoi diem thuc
hién cong viec
Can dam bao rang Eve khong can thiép dé tao “xac
nhan® gia

Xac thuc (Authentication), Dimh danh (identification)

Alice e g Bob

Eve e




Tinh toan ven thong tin/ (IntEGK

Vi du:
Bob can dam bdoe la nhan chinh xac noi dung ma
Alice da g
Can dam bao rang Eve khong can thiép dé sira noi
dung thong dieép ma Alice giri cho Bob

Tinh toan ven thong tin (Integrity)

Alice e

g Bob

Eve e
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Vi du:
Bob nhan duec I thong diep ma Alice da girt

Alice khong thé “chor” rﬁng khong giri thong dicp
nay cho Bob

Chong lai sir thodi thac trach nhiém (Non-repudiation)

Alice e @ Bob




IC gial phap

Authentication (Identity verification)
Access control (Authorization)

[Data confidentiality (Privacy)

Data mtegrity (Tamper-proofing)
Non-repudiation (Proof of transaction)



hentication

Kiém tra danh tinh
Dam bao réng mot ngurol dung ( co the 12 mot to
chirc, mot phan mem, ...) phai chirng minh duoc
minh 12 ai.
Ngan ngtra hien twong gia mao danh tinh (Identity
mterception) va hién tuong st dung username va
password dang clear-text cua nguoi khac do dom
ngo duoc trén mang vao muc dich xau xa
(Masquerading)

Giai phap
Chir k¥ dién tir
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ontrol (Authorization)

Cho phep mot nguol dung hop € dang nhap vao he
thong va thuc hien cac chiic nang tuong g voi vai
tro) ciia minh
Access Control co thé hién thure béng cac dich vu File
va database
Gia1 phap
ACLs (Access Control Lists): danh sach cac nguoi
dung, thudc v€ cac nhom nao do, va quy dinh vé
cac quyen twong tmg cho ting nhom trén LDAP
SErver.



Data ConfidentalivyAERyac)

Bdo vé thong tin trén duong, truyen khoi nhirng con
mat liec ngang liee doc

Gian phap
M@ hoa dit liw (M& hoa doi xtng va ma hoa bat
do1 xirng)



DataiRtegrtyiampErEEIeuig )

Ngan ngtra dir liéu bi thay doi trén duong truyén
Bam bao dir licu tir nguei gui dén nguroi nhan phai
giong nhau

Gia1l phap
Ham bam mat ma (Message Digest)



No=rEpUdiationNEroeiReigigiis action)

Chirng minh véi to chire, thir 3 mot giao tac nae do da
that sw xay ra

Béo vé ca nguoi givi lan nguoi nhan
Gial phap
Chir ky dien ti
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Nguon: http://www.cqrsoft.com/history/scytale.htm
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An/con dau duogc sir dung dé dong
1én cac ta1 liéu quan trong

Mat khau (Password) dugc su dung
dé dinh danh ngudi trong t6 churc

Nguén:

http://images.encarta.msn.com/xrefmedia/sharemed/targets/images/pho/t025/T025102A..jpg
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Phuong phap ma hoa Atbash:
Pugc st dung trong tieng Hebrew co “qww = 9313

Phuong phap Caesar
A |B|C XY |Z
IDANGARNE A|B|C

Bat ky ai biét duoc quy tic ma hoa nay dé dé dang
gia1 ma thong di¢p




o'l Ky co dai

Phuong phap Caesar la mot truong hop dac bi€t cua
phuong phap ma hoa bang cach dich chuyeén (Shift
Ciphers).

Phuong phap Shift Cipher: cac ky tu dugc xoay vong
di K v1 tri trong bang chir cai. K dugc xem la khoa dé
g1a1 ma

A |B|C X\|Y |Z

D|E|F A|B|C

Ca phuong phap Atbash va Shift Cipher deéu 1a tru.’()’ng
hop dac bi€t cua phuong phap tong quat dugc su dung
trong thoi co dai: Phuong phap Thay thé don ky tu
(MonoAlphabetic Substitution Cipher)



VD dich chuyén 3 ky ti trong bang chir ¢ai, ta co:

Ma hoa cum tir: Attack at Down




Quatiinh ma healvargiaiime

Ma hoa




Vionoalphabetic S

Moi ky tur thay thé bang 1 ky tw khac duy nhat trong
bang chir cai

e




Jsing a key to shiit aij

Str dung khoa la mot tir nao do, vi du WORD

Pam bao anh xa mot-mot

Plain Text

Cl WORD

Jﬁ o




i ky c6 dai

Khong phai tat ca cac phuong phap ma thoi co dai
déu str dung phuong phap thay theé.

Thiét bi ma hoa dau tién: Spartan scytale

| Nguén:
A http://plus.maths.org/issue34/features/ekert/

Str dung thiét bi nay, cac chir cai trong thong diep
khong bi thay doi, ma chi thay d6i vi tri xuat hién cta
cac thong diep (Transposﬂmn)
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Sap xep cac ky tu cua dir licu plaintext vaoe cac cot

Néu cac ky tu cua plaintext khong la boi SO/ clial cot,
thay bang cac ky tir it xuat hién nhw x, z.

Plain Text Cipher Text



Theo cac tar liew ghi nhan'lai, phwong phapiphan tich
tan so st dung duoc st dung tir the ky thiz' 9
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http://plus.maths.org/issue34/features/ekert/ http://en.wikipedia.org/wiki/Caesar_cipher

Ma hoa ¢ Chau Au gan nhu it co su phat trién tir thoi
0 dai dén thé ky 141!



ol ky phuc hwng

O Y, ciing nhw cac nude Chau Au
khac mat: ma hoc bat dau duoc
phat trién tro; lai

Cac quoc gia, cac thanh pho bat
dau tim kiém cac chuyen gia Ve
mat ma va phd ma dé ma hoa va
g1a1 ma cac buc thur.

Phuong phap ma hoa giar doan
nay thwong la Thay thé da ky tu
(PolyAlphabetic Substitution
Cipher).

Nhiéu dung cu ma hoa dugc ché
tao va st dung
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Str dung mot chuoi Monoalphabetic Cipher
BINE2, C2, CINNCY

Plain Text

C1(k=6)
C2(k=20)

Vi du

Jﬁ




ol ky phuc hwng

Phurong phap ma hoa bang cachi thay the da ky tu co
the duoc xem nhw s dung nhiéu lan thay thé don ky
tur lién tiép nhau.

Thwong dung dung cu Cipher Disk, hoac dung bang
tra de€ giip ma hoa va gial ma
K§ thuat chinh (kinh dién) dung dé pha v hé ma
Thay thé da ky tu gom 2 budc:

Tim ra do dai cua chu ky

Ap dung k¥ thuat phan tich (cho phuong phap ma
hoa thay thé don k¥ tu) + thong tin thu duoc tir cac
ky tu trude



Vathealtrong thely S alaapRHENRyY 20

Ma hoa dugc sir dung pho bién
trong Thé chién I

Su phat trién ctia song vo
tuyen va dien dai giup viec lien
lac trong quan dor duoc thue
hién dé dang va nhiéu hon.

Poi hoi céc thiét bi ho tro viec
ma hoa va giai ma

Cac may ma hoa ra doi
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The chién thir 2: cude
chién trén linh vire khoa
hoc, trong do co ca khoa
hoc mat ma.

May ma hoa Enigma (cua
Durc) b1 quan do1 Anh giar
ma

May ma hoa “Purple” cua
Nhat b1 quan do1 My giai
ma
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Bao dam mot mau tin
o x dwore ma héa bang

dieu kien S(IH.‘/ |Uét ma héa e, o7 thé

1. Tapnguoni . dU’O’C glél ma chinh

xac bang luat d,
Tdp dich C la r/ny/ /Sm; n. T hoa

Tap khoa K la tap hitu han Loa co 1n.e diroe sir dung

Hé thong md hoa-

E va D lan lirot la tap ludt mé héa va giai mé. Véi moi khéa k € K | ton tai

ludt mda hoa e, € E va hudt giai ma d, € D tirong img. Ludt mda hoa

e, ' P—>C wva luat giai ma e, :C —>P la hai danh xa thoa mdn

d (e (x))=x,VxeP
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Via dol' xuwrng VS ma bhab deixifing

Toc dd xt ly nhanh

Ma khéa ngan

Kho trao doi
ma khoa

Toc dd xt ly cham

Ma khoa dai

Trao df)i ma khoa
dé dang
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Zduoc dinh nghia 1a tap heop 10, 1, ... M-}, duwec
trang b1 phep cong (ky hiew +) va phep nhan (ky hict
1a x).

Phep cong va phcp nhan dwoc thuc hicn trong Z;

twong tw nhw trong Z, ngoai trir két quéa tinh theo
modulo m

Vi du;
Gid st ta can tinh gia tri trong Z,..
Trong Z, ta c6 két qua ciia phép nhan 11 x13=143
Do 143=15 (mod 16) nén 11 x13 = 15 trong Z,.



Phep cong dong trong Z_, Va.bcZ ., a+becl
Tinh giao hoan cua phep cong ttong Z_, Va,b€Z_, a+b=>b+a
Tinh ket hop cua phep cong trong Z_ ., Va,b.ceZ_, (a+b)+c=a+(b+c)

Z cophantutrunghoala O, Ya,b€Z , a+0=0+a=a

Mot phan tur @ trong Z_ deu co phan tur dotla m—a




Tinh giao hoan cua phep nhan trong Z_, Va.b «

Tinh ket hop cua phep nhantrong Z_, va. b.ccZ_. (a<b)<c=a<(b<c)

Z cophantvdonvilal, Ya,beZ , a<l=1<a=a

Tinh phan phoi cua phep nhan doir vor phep cong, Va,b.ceZ .

i

(a+b)xc=axc+bxc
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