


Vi dau

Hé thong ma hoa doi xting (symmetric cryptosystem)
Hé thong ma hoa quy ude (conventional
cryptosystem)

He¢ thong ma hoa trong do quy trinh ma hoa va gial

ma déu sir dung chung mot khoa - khda bi mat
(Secret key).

Viec bao mat thong tin phu thudc vao viec bao mat
khoa.



le tho Ssle) f0E 119z 10T i)




A PPN RE PRI ERNEHD

Cac phuong phép truyen thong, str dung:

Phép thay the (substitution): thay the 1 ti/ky/ tu
bang 1 tu/ky tu khac

Phep thay doi vi tuf (transposition): cac ky tw duoc
thay do1 vi tri

Viéc thay thé/thay doi vi tri co thé duoc thuc hién:
Don ky tw (mono-alphabetic)
Pa k¥ tu (poly-alphabetic)



Phwong phap ma hoa dichichii

Shift Cipher:
Mot trong nhirng phivrong phapian doi nhat diroe sir
dung de ma hoa
Thong diép duoc ma hoa bang cach dich chuyén xoay,
VOnZ tirmg kystirdil /& vil til trong bang chir car
Truong hop voi /=3 goi la phwong phap md /ioa
Caesar.
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Cho P=C=K=1Z,
Vo1 moi khoa k = k. dinh nghia:

e, (x)=(x+k)mod n va d.(v)=(yv—k)mod n vor x,velZ,

E= 1.-. e ﬁi va D= I dp.k ek :

Phuwong phap don gian,

Thao tac xir ly ma hoa va giai ma dugc thuc hién nhanh chong
Khong gian khoa K= {0, 1, 2, ....n-1} = Z

D& bi phd vo bang cach thir moi kha nang khoa &



Phwong phap ma hoa dichichii

Vi du:
M@ hoa mot thong di€p duoc bieu dién bang cac
chir c4i tir A dén Z (26, chir ¢ai), ta sir dung 7,

Thong di€p duoe ma hoa s€ khong an toan va co
thé dé dang bi giai ma bang cach thir lan luot 26
o14 tr1 khoa /.

Tinh trung binh, thong diép da dugc ma hoa co the
bi giai ma sau khoang 26/2 = 13 lan thir khoa



Cho ban ma
JBCRCLAORWCRVNBIENBWRWN

Lan lugt thir cac khéa k=0, 1,2, ... 25
jberelgrwervnbjenbwrwn
1abgbkpgvbgumaidmayvgyvm
hzapajopuaptizhclzupul
gyz0zinotzoskygbkytotk
fxynyhmnsynrjxfajxsns;j
ewxmxglmrxmgiweziwrmri
dvwlwiklgwlphvdyhvqlgh
cuvkvejkpvkogucxgupkpg
btujudijouynftbwitojof
astitchintimesavesnine



Cho ban ma
JBCRCLORWCRVNBIENBWRWN

Lan luot thir cac khoak=0, 1, 2, ... 25
Jberclgrwervnbjenbwrwn
1abgbkpgvbgumardmavgvm
hzapajopuaptlzhclzupul
gyzozinotzoskygbkytotk
xynyhmnsynr jxfajxsnsj
ewxmxg Imrxmgiwez iwrmri
dvwiwfklgwlphvdyhvglgh
cuvkve jkpvkogucxgupkpg
btujudijoujnftbwftojof
astitchintimesavesnine € k=9



Substitution Cipher:

Phuong phap ma héa noi tiéng
Duoe sit dung pho bién hang tram nam nay

Thure hien vieima hoa thong dlep bang cach hodan vi
cac phan tur trong bang chir cai hay tong quat hon 12
hoan vi cac phan tur trong tap nguon P



Phwrong phap ma hoa t

ChoP=C=2,

K la tap hop tat ca cac hoan vi cia n phan tiv 01,72 —1 . Nhu vay, mdi khoa
= K lamot hoan vi cua n phfill t0,1,....n—1.

Vormot khoa e X, dinh nghia:

> (x)=m(x) vad_(v)=x'(y) vl x,veZ,

L

te LTE A* va D= ‘D L TE A}
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Don gian, thao tac ma hoa va giai ma duwoc thue hicn
nhanh chong
Khong gian khoa K gom 7| phan ti

Khae phuc han ché ctia phirong phap Shift Cipher:
vicc tan cong bang cach vet can cac gia trl khoa ke K
la khong kha thi

T'hat sty an toan???



Fhirong phap ma hoa thayfie

AO VCO JO 1BU RIBU

A 4
AO /CO JO 1B >4

Tan cong dwa
trén tan so
xuat hién cua
2A H?A “2F ky tw trong
. I ngon ngiv

MA ~OA VA UNEDUNC




Pritdedle) OfElO fiIEl 11Oz] trlzlY ir)E

L FOPH L VDZ L FRQTXHUHG

L FDPH L VDZ L FRQTXHUHG

came 1 saw 1 conguered
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Phan tich tan s6
Kytu: E>T>R>N>1>0>A>S

Nhom 2 ky tw (digraph): TH > HE > IN > ER > RE
> ON > AN > EN

Nhom 3 ky twr (Trigraph): THE > AND > TIO >
ATI > FOR > THA > TER > RES
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hwong phap Affine

hirong phap Vigenere

hixong phap Hill

hirong phap ma hoa hoan vi

hwong phap ma ho4 bang phép nhan

hwong phap DES (Data Encryption Standard)

acfacaNec. T o e e

hwrong phap chuan ma hoa nang cao AES

Tham Kkhado tai lieu MaHoa&UngDung Ch02.pdf



FhienNiro’cinaNioa

M& hod doi xtng duoc thuc hien theo 2 chién lroc:

1. Block Ciphers

— Ma hoa tirng block dir licu ( thong thiwrong 1 block 1a 64
bits hoac 128 bits )

2. Stream Ciphers
— Ma hoa tirng bit hoac ting byte dir liu
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i¥ify pho bien

Algorithm Type Key Size Features
DES Block Cipher 56 bits Most Common, Not strong
enough
TripleDES Block Cipher 168 bits Modification of DES,
(112 effective) Adequate Security
Blowfish Block Cipher Variable Excellent Security
(Up to 448 bits)
AES Block Cipher Variable Replacement for DES,
(128, 192, or 256 Excellent Security
bits)
INZ Stream Cipher Variable Fast Stream Cipher, Used in

(40 or 128 bits)

most SSL implementations
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