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' Electronic codebook (ECE)

" Electronic codebook (ECB)

Plaintext Plaintext Plaintext
(IITTITT] (TITITTT] LTI
, ' )
Block Cipher Block Cipher Block Cipher
Key —=  Encryption Key —=| Encryption Key ——=  Encryption
. ' '
[ [ T I N
Ciphertext Ciphertext Ciphertext

Electronic Codebook (ECB) mode encryption




' Electronic codebook (ECE)

Ciphertext Ciphertext Ciphertext
(TTTTTITT] [(TTTTTTT] (I T1TT1]
Block Cipher " Block Cipher Block Cipher
Key —=| Decryption Key ——=  Decryption Key —=| Decryption
T CTTTTTIT T
Plaintext Plaintext Plaintext

Electronic Codebook (ECB) mode decryption

" Electronic codebook (ECE)

Ma hoa Ma hoa
theo kiéu ECB theo cac kiéu khac

Anh géc

ECB c6 thé lam cho giao thic kém an toan dé bao vé
tinh toan ven thong tin (vi du nhu do1 vo1 kiéu tan cong
replay attacks)




. Cipher-block chaining (CBC)

Flaintext Plaintaxt Plaintext
(TTTTTTT] [ITTTTTTT] [ITTTTTT]
Initialization Vector (IV)
LLITTITTT] & fa T,
T T
Block Cipher Elock Cipher Block Cipher
Key —| Encryption Key —| Encryption Key —| Encryption
L - T 1‘
[(TTTTT1T1T] N I I I N Y I I
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption

C, =1V
Ci=Ex(Pi®C,_)




_Cipher-block chaining (CBC)

Initialization Vectar (IV) Ciphertext Ciphertext Ciphertext
* ¥
Block Cipher Block Cipher Block Cipher
Key ——=| Decryption Key —=| Decryption Key —=  Decryption
L
? ; .
1 111 | 11 ]
Plaintext Plaintext Plaintext

Cipher Block Chaining (CBC) mode decryption

C, =1V
Pi=Dy(C)®C,_,
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Cipher feedback (CFB)

Initialization Vector (I1V)

T L L

Block Cipher Block Cipher Block Cipher

Key =  Encryption Key *=| Encryption Key *= |  Encryption

Plaintext Plaintext

I O I Plaintext .
[TTTTTT]—f
T v v

Ciphertext Ciphertext Ciphertext

Cipher Feedback (CFB) mode encryption

C, =1V
Ci=Pi®E(Ci_y)

Cipher feedback (CFB)

Initialization VYectar (IV)
I

Block Cipher
Encryption

- [TTTT IS
v Ciphertext
CITTTTITT
Flaintext

Block Cipher Block Cipher
Key Encryption Encryption

Be—[TTTTT1]1
v Ciphertext

Cipher Feedback (CFB) mod
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Initialization Vector (V)

(IIITTTIT]
Block Cipher Block Cipher
Key —=| Encryption Key —=| Encryption
Plaintext Plaintext
(ITTTTTTT]—= N ff'
I I (ITTTTTT]
Ciphertext Ciphertext

Block Cipher
Key —=  Encryption
Plaintext
T TTIT 11—
'
(ITTTTTTT])
Ciphertext

Output Feedback (OFB) mode encryption

0, =1V
O;=E¢ (G-
C,=P,® 0,




Initialization Vector (IV)
[TTTTTTT]

)

7 In:kipher
( Encryption
. p

Ciphertext
[ITTTTTT]—=¢

[TT T
Plaintext

CIITITIITTI]
Flaintext

Output Feedback (OFB) modg
0,=1V

O0;=Ex (O;_y)
P.=C,® 0,




Mance Counter Mance Counter Monce Counter
€59bef3s... 00000000 €59bef3s... 00000001 c59befis... 00000002

'

Key —= | Block Cipher Key —= | Block Cipher Key —= Block Cipher
Encryption Encryption Encryption

Plaintext = Plaintext = Flaintext -
LLITITTTITITTIIaTT] LITTITTTTOTOITTT] LITTITTITTITITTTTd
(INNRRNERERRER RN HENENENERERENRN HINNENENRERER RN
Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption




MNonce Counter Monce Counter Nonce Counter
c59bcf35... Qoo0ooo0 c59bcf3s. .. 00000001 c59bcf35... Qooo0002

Ciphertext —» /T Ciphertext — =

NNNEENENEREENEEE OTTITTITTITTT LA

[IERENRRENENERRAE| P«iIIRNRRANERRNE|
Plaintext Plaintext

Key Block Cipher

Encryption

Key Block Cipher

Encryption

Ciphertext — -
ERNENENNNNINNEE!

LLTTOTRTTITIING
Plaintext

Counter (CTR) moRe decryption

Flipped ciphertext bits
Initialization Vector (Iv)  Ciphertext =~ Ciphertext Ciphertext
N N I I OTTTT ] I I I I
) '
Block Cipher Block Cipher Block Cipher
Key — = Decryption Key —=| Decryption Key — = Decryption
i { v
" Plainte Plaintext ™ Plaintext
Garbled decryption Flipped plaintext bits

Modification attack or transmission error for CBC
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ng thong tin

L =t — (I moedin)

1 bit (L — 1) bit Dieu gi xay raineuin=Nne




 Céc kiéu chen bd sung thong tin

L =t — (i medin)

m| byte Dieu g xay raineuNENiY;




