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Muc tieu

+

- Chu’O’ng nay trinh bay nhu:ng hiém hoa
tiém an co6 thé xay ra d6i voi CSDL,
dong thoi trinh bay nhitng gidi phdp co
thé str dung dé bao vé CSDL doi véi
nhitng hiém hoa dé.
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1.1 Gioi thi€u

= Su phat trién 16n manh cta cong nghé thong tin trong
nhitng nim qua d3 dan dén viéc st dung rong rai cac
hé thong may tinh trong hau hét cac t6 chlrc ca nhan
va cong cdng, chiang han nhu: ngan hang, trudng hoc,
t6 chirc dich vu va san xuat, bénh vién, thu vién, quan
1y phan tan va tap trung..vv.

= Do tin cdy cta phan clirng, phan mém ngay cang dugc
nang cao cung vai1 viee lién tuc giam gia, tang ky nang
chuyén mon cua cac chuyén vién thong tin da gop
phén khuyén khich viéc st dung cac dich vu may tinh
mot cach rong rai.



i 1.1 Gié6i thiéu

= Mot dic diém co ban ctia DBMS la kha
ning quan ly dong thoi nhiéu giao dién tng
dung. Mdi tmg dung c¢6 mot cai nhin thuan
nhat vé CSDL, c6 nghia 13 ¢6 cam giac chi
minh n6 dang khai thac CSDL.

m Viec st dung rong rai1 cac CSDL phdn tdan
va tap trung da dit ra nhiéu yéu cau nham
dam bao cac chirc nang thuong mai va an
toan dor l1iéu




i 1.1 Gié6i thiéu

o fo) phtrc tap trong thiét k‘é' Vé,’ thl%’C thi1 cua cac hé
thong an toan dwa vao nhi€u y€u to, nhu:

» Tinh khong dong nhat cia ngudi sir dung

> Pham vi1 su dung:,su phan nho hoac m,(’)’ r@ng khu
VUucC c@a c,éc h¢ thong thong tin (ca ¢ cap quoc gia
va quoc te)

> Céc hau qua kho luong do mat mat thong tin,

> Nhitng kho kl}éin trong viéc xay dung mo hinh,
danh gia va ki€m tra d an toan cua du liéu.



& 1.1 Gié6i thiéu

m An toan thong tin trong CSDL
> Tinh bi mdt

> Tinh toan ven

> Tinh san sang
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i 1.2 Mot sé khai niém trong CSDL

CSDL: la mot tap hop dir ligu va mot tap cac quy tac
to chure dir liéu chi ra cac moi quan hé giira chung.

DBMS: Hé thong phan mém cho phép quan ly, thao
tac trén CSDL, tao ra su trong sudt phan tan vo1 nguoi
dung goi1 1a hé quan tr1 CSDL.

Mo hinh logic: phu thuoc vao DBMS (vi du mo6 hinh
quan h¢, mo hinh phan cap, mo hinh mang)

Mo hinh khai niém: doc lap vo1 DBMS.

Vi du: mé hinh quan h¢ thuc thé (E-R) la mét trong

cac mO hinh khai niém pho bién nhat, dugc xay dung
dua trén khai niém thuc thé.



$ 1.2 Mot so khai niém trong CSDL

s Cac budc thiét ké mét CSDL?



1.2 Mot so khai niém trong CSDL

Pac ta van de

Phan tich dic ta dé xac dinh dix liéu yéu cau
va moi lién quan gitra chung dé xay dung mo
hinh thuc thé két hop

\4

M6 hinh thuc thé
két hop (E-R)

ap dung quy tac bién d6i mo hinh thuc thé
két hop thanh Iugc d6 CSDL.

\4

Luwogc d6 CSDL

Lwoc d0 CSDL xay dung theo hwéng phan
tich thiét ké



i 1.2 Mot so khai niém trong CSDL

s Vi du: Tu vigc dac ta cac yeu cau cua cac
d6i twong khach hang trong viéc mua hang,
ta ¢c6 mo hinh quan hé thyuc thé gifta hai
thyc thé: Khach hang — Hang nhu sau:
Khach hang mua Cac mit Hang, mdi lan
mua thé hién qua mot S6 hod don.



1.2 Mot so khai niém trong CSDL

Tén Ma
hang hang
Hang
Sb ho
Grao—eo>—Car>
Khach

hana
m Hang
S M3
khach

Hinh 1.2. M6 hinh thuc thé quan hé giira Hang va
Khach hang




+

= KH(MaKH, HoTen, Di1aChi)
= HD(SoHD, NgayLap, MaKH)
= CTHD(SoHD.,MaHang, SoLLuong)

= Hang(MaHang, TenHang, DonGiua,
MalLoai)

s LoaiHang(MaLoai, TenLoai1)




i 1.2 Mot so khai niém trong CSDL

m Cac ngon ngir trong DBMS:
= Ngon ngtr dinh nghia dir lieu (DDL)
= Ngon ngtr thao tac dir li¢u (DML)
= Ngon ngtr ho1 (QL).



i Gigi thiéu vé SQL

= * SQL la viét tat cua Structured Query Language - Ngon
ngit truy van cau tric.
* SQL cho phép ban truy cap vao CSDL.
* SQL 1a mot chuan ngdn ngir cia ANSI.
* SQL c6 thé thuc thi cac cau truy van trén CSDL.
* SQL c¢6 thé lay dir liéu tir CSDL.
* SQL ¢6 thé cheén dir liéu méi vao CSDL.
* SQL ¢6 thé xo4 dir liéu trong CSDL.
* SQL ¢6 thé stra doi dir liéu hién c6 trong CSDL.




i Gi6i thiéu vé SQL

= SQL la mot chuan ciia ANSI (American National
Standards Institute - Vién tiéu chuan quoc gia Hoa
ky) vé truy xuat cac hé thong CSDL. Cac ciu lénh
SQL duogc s dung dé truy Xuat va cap nhat dir
l1€u trong mot CSDL.

= SQL hoat dong vdi hau hét cac chuong trinh
CSDL nhu MS Access, DB2, Informix, MS SQL
Server, Oracle, Sybase v.v...




1.2 Mot so khai niém trong CSDL

s DDL(Data Definition Language): la ngon
nglt may tinh dé dinh nghia lugc d6 CSDL
logic.

Coc 1énh DDL quan trong nhat ctia SQL 1a:

= *CREATE TABLE - tao ra mot bang moi.
* ALTER TABLE - thay d0i cau tryc cla
bang.
* DROP TABLE - x00 mdt bang.
* CREATE INDEX - tao chi muc (khoo de

tdm kiém - search key).
* DROP INDEX - x00 chi muc do duoc tao.




$ Vi du

= Lénh Create sau s¢€ tao ra mot table t€én Employees
CREATE TABLE Employees(
EmpID 1nt NOT NULL,
Name varchar(30) NOT NULL,
Salary numeric(10),
Contact varchar(40) NOT NULL

)




i Vi du:

= [.énh Alter:

ALTER TABLE Employees

ADD email varchar(40) NULL

= Lénh Drop sau day s€ hoan toan xo0a table
khoi1 database nghia la ca dinh nghia cua
table va data bén trong table déu bién mat

(khac vo1 lenh Delete chi x0a data nhung
table van ton tai).

DROP TABLE Employees




i 1.2 Mot so khai niém trong CSDL

a DML(Data Manipulation Language): 1a ho cac
ngdn nglt may tinh dugc ngudi dung s dung dé
tim kiém, chén, x0a va cap nhat dir li€u trong mot
CSDL. Vi du vé DML nhu céc cau 1énh ctia SQL:
SELECT, INSERT, UPDATE, DELETE



& Vi du:
= Select

SELECT EmpID, Name
FROM Employees WHERE (EmpID = 10)

= Insert
INSERT INTO Employees
VALUES (101, ‘Lan', ‘HN’,’lan(@yahoo.com”)
= Update
UPDATE Employees SET Name = ‘Minh’
WHERE EmpID = 101
= Delete
DELETE FROM Employees
WHERE EmpID = 101




i 1.2 Mot so khai niém trong CSDL

1.2.1 Céc thanh phan cia mét DBMS

1.2.2 Cac mic mo ta dir licu



1.2.1 Cac thanh phan ciia mét DBMS

= Mot DBMS thong thuong bao gom nhiéu modul
trong rng vo1 cac chirc nang sau:
= Tronh bién dich DDL (DDL Compilation)
= Trinh bién dich ngéon ngirt DML(DML Compiler)
= BO xt 1y truy van (Querying Language)
= B0 quan ly CSDL - DBMS
= B0 quan tr1 file
s Tap hop dit liéu ho trg cdc modul nay la:
= Cac bang m6 ta CSDL
= Céc bang cap quyen
= Cac bang truy nhap dong thoi

+




| Kién tric ciia mt DBMS

Cac bang truy
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Twong tac gitra trinh rng dung

Cac trinh wng dung

CAc 1énh DML

va CSDL

Vung lam viéc cua
cac trinh wng dung

[

Y

Thu tuc cua DBMS

\

Vung lam viéc cua
DBMS

Co so

dir liéu



1.2.2 Cac mirc mo ta dir licu

s Lwoc do dir liéu vat Iy: Mitc ndy md ta cau trac luu trix
ditr li€u trong cac file trén by nhé ngoai. Dir liéu duogc
luu trir dud1 dang cac ban ghi va cac con tro tro to1 ban
ghi.

s Lwoc do div lidu logic: & muc nay, moi dit liéu trong

CSDL dugc mod ta biang mo hinh 16gic cia DBMS. Céac

dir l1€u va quan hé¢ cua ching dugc mé6 ta thong qua

DDL cua DBMS.

s Khung nhin logic: phu thudc cac yéu cau ciia mo hinh
logic va cac muc dich cua rng dung. Khung nhin logic
mo ta mot phan lugc do CSDL logic. Str dung DDL dé
dinh nghia cac khung nhin logic, DML dé thao tic trén

f\f;f‘ ]f]"l111’1{\' 1’\]"\:1’1 1’\(‘)‘7



1.2.2 Cac mirc mo ta dir liéu

Nguoi dung/ | Khung | |
r —» ! !
tng dung (P1) Tl \ . /—\
a a Lugcdo| @ [—
CSDL <—*> CSDL
| _ logic
o I
Ngum dung/ ; i / ;
mg dung nhin2 : |
(PN) '
Mirc Mic lugc dd Mtrc dir
khung - dirliéu logic | liéuvatly
nhin logic | |




i 1.2.2 Cac mirc mo ta dir liéu

s DBMS cho phép cac mirc khac nhau ho trg doc
1ap logic va doc lap vat ly.
= Doc lap div li¢u vt ly: 1a kha nang sua doi lugc

db vat ly ma khong phai viét lai cac chuong
trinh rng dung.

= Doc lap dir liéu logic: la kha nang sua doi luoc
db log1c ma khong phai V1et la1 cac chuong
trinh (mg dung. Nhu:ng thay doi ¢ luge do logic
can thiét phai stra d6i ¢ khung nhin logic tuong
ung.
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& 1.3 Cac van dé an toan trong CSDL

1.3.1 Cdc hiém hoa déi véi an toan CSDL
1.3.2 Céc yéu cau bao vé CSDL



i 1.3.1 Cac hiém hoa doi voi an toan CSDL

s Mét hiem hoa xay ra modt soO ngudi dung hoic nhom
nguol nguol dung su dung cac ky thuat dac biét de tiép

can nham kham pha, sta do6i trai phép thong tin quan
trong trong hé thong.

s Cidc xdm pham tinh an toan CSDL bao gom: doc, sira,
xoda dir liéu trai phép. Co ba loal xam pham:

» Khai thac dir liéu trai phép thong qua suy dién thong tin
duoc phep.

- Stra d6i dit liéu trai phép.
~ Tu choi dich vu hop phap



1 4

1.3.1 Cac hiém hoa doi véi an toan
CSDL

s Cdc hiém hoa an toan: cé chi y va ngdu nhién.
= Cidc hiém hoa ngdu nhién:

> Cac tham hoa trong thi€n nhién, chéng han nhu
dong dat, hoa hoan, lut 10i...

. Cac 16i phan ctrg hay phan mém c6 thé dan dén
viec ap dung cac chinh sach an toan khong
dung.

. Céac sai pham vo y do con nguoi giy ra, chang
han nhu nhap dir liéu dau vao khong chinh xac,
hay st dung cac irng dung khong diang



1 4

$1.3.1 Cac hiém hoa d6i véi an toan CSDL

s Hiém hoa co y: 1ién quan dén hai 16p nguot dung
sau:

> Ngum dung hop phap: 1a ngu:0’1 c6 thé lam dung

quyén, su dung vuot qua quyén han dugc phép cua
ho.

> Ngwoi dung truy nhdp thong tin trdi phép: co thé
1a nhirng ngu:o’l nam ngoai to chirc hay bén trong to
chtrc. Ho tién hanh cac hanh vi pha hoai phan mém
CSDL hay phan ciing ctia hé thong, hodc doc ghi dit
11€u tra1 phep.



$1.3.1 Cac hiém hoa do6i voi an toan CSDL

m Vhan xét: Tu nhirng xam pham an toan va
cac hiém hoa c6 ¥ va vo ¥ co thé xay ra, dan
dén yéu cau phai bao vé CSDL chong lai
nhirng xam pham do.



& 1.3 Cac van dé an toan trong CSDL

1.3.1 Cac hiém hoa ddi v6i an toan CSDL
1.3.2 Cdc yéu cau bdo vé CSDL



1.3.2 Cac yéu cau bao vé CSDL

s Cdc yéu ciu bdo vé CSDL bao gom:
= Bao vé chong truy nhép trai phép
= Bao vé chong suy dién
= Bao v¢ toan ven CSDL
= Toan ven dir licu thao tac
= Toan ven nglr nghia cua dit licu
= Kha ning luu vét va kiém tra
= Xac thuc nguoi dung
= Bao v¢ dir liéu nhay cam
= Bao vé nhiéu murc




i 1.3.2 Cac yéu cau bao vé CSDL

s Bio vé chong truy nhdp trdi phép
= Chi trao quyén cho nhirng nguoi dung hop phap.
o Vjéc kiém soat truy nhap c,?m tién hanh trén cac
do1 tuong dur licu muc thap hon file: ban ghi,
thudc tinh.

= Kiém soat truy nhap CSDL phtc tap hon kiém
soat file.



i 1.3.2 Cac yéu cau bao vé CSDL

s Bio vé chong suy dién:
= Suy dién 1a kha ning c dugc cdc thung tin bé mat
tor nhitng thung tin khung bé mat.
= Suy dién trong CSDL quan hé binh thuong.
= Suy dién trong coc CSDL thong k& (Quan trong)
(V6 du)



i 1.3.2 Cac yéu cau bao vé CSDL

m Bao vé toan ven CSDL

- Bao vé CSDL kho1 nhitng ngud1 dung khong hop
phap, tranh stra do1 nd1 dung dir 11i€u tra1 phep.

. DBMS dua ra cac kiém soat bang cac rang budc
DL, thu tuc sao luu, phuc ho1 va cac thu tuc an
toan dac biét.

. Hé thong phuc hoi ciia DBMS sir dung cac file
nhat ky, ghi lai tat ca cac phép toan dugc thuc
hién trén dir icu: doc, ghi, x0a, chen.



Mt s6 phwong phép dam bao toan ven dir liéu

= Kiéu dir liéu (Data Type)

s Khong c6 dinh nghia Null (Not Null Definitions)
= Dinh nghia mac dinh (Default Definitions)

» Cac thudc tinh dinh danh (Identity Properties)

s Cac rang bugc (Constraints)

= Cac quy tac (Rules)

s Triggers

s Cac chi muc (Indexes)



i 1.3.2 Cac yéu cau bao vé CSDL

m Toan ven dit lieu thao tac

= Yéu cau nay dam bdo tinh twong thich logic
cua dir liéu khi c6 nhi€u giao tac thuc hién
dong thou.

= Mot giao tac 1la mot loat cac hoat dong xay ra
duoc xem nhu mot don vi cong viec (unit of
work) nghia la hoac thanh cong toan b hoac
khong lam gi ca (all or nothing).

= Str dung k¥ thuat khua dé dam bao truy nhap dong
tho1 vao cung mot thuce thé dir liu.



Vi du vé giao tac

= Chung ta muon chuyén mdot so tién $1000 tir account]

sang account2 nhu vay cong vi¢c nay can lam cac
budc sau:

1. Trir $1000 tir accountl

2. Cong $1000 vao account2

Tuy nhién vi€c chuyén tién trén phai dugc thuc hién dudi

dang mot transaction nghia 1a giao tac chi duoc xem la

hoan tat (commlted) khi c4 hai budc trén déu thu:c hién

thanh cong. Néu vi mot ly do nao do ta chi co thé thuc

hién duoc bude 1 (chang han nhu vira xong buoc 1 thi

dién cup hay may bi treo) thi xem nhu giao tac khong

hoan tat va can phai duoc phuc héi lai trang thai ban dau
(roll back).



i 1.3.2 Cac yéu cau bao vé CSDL

m Toan ven ngir nghia cua dir licu:

= Yéu cau nay dam bao tinh tuong thich logic cua
cac dir liéu bi thay doi, bang cach kiém tra cac
gia tri dit liéu c6 nam trong khoang cho phép
hay khong (d6 1a cac rang budc toan ven).

s Rang buoc (Constraints) la nhitng thudc tobnh ma
ta op dat 1on mot bang hay mot cdt dé tronh viée
luru dir liéu khung chénh xoc vao CSDL



i Mt s6 rang budc dir liéu

n Rang budc khoa chinh (Primary Key Constraint)
Mot bang thuong ci mdt hay nhiéu cot ct giod tri
mang ténh duy nhat dé xoc dinh mot hang bat ky
trong bang. Ta thuong go1 1a khuiia chénh (Primary
Key) vi du:

CREATE TABLE Tablel
(Coll INT PRIMARY KEY,
Col2 VARCHAR(30)

)



Mot so rang bugc dir liéu

m Rang bugoc khoa ngoai (Foreign Key Constraint)
Khtia ngoai (Foreign Key) 1a mot cot hay mot su két
hop cua nhiéu cot dugc str dung dé ép dat moi lion
két dir liéu gitta hai bang. Khtia ngoai ciia mot bang
s& gift gid tri ciia khiia chénh ctia mot bang khoc dé
kiém sodt DL ctia bang nay.

CREATE TABLE SinhVien
(MaSV INT PRIMARY KEY, HoTen Varchar(30),
MaLop varchar(10) REFERENCES Lop(MalLop)

)




Mot so rang bugc dir liéu

m Rang buoc kiém tra (Check Constraint)

Rang budc kiém tra dung dé gidi han hay kiém SO0t g10
tr1 dugc phop insert vao mot cot. Rang budc kiém tra

dua tron mot biéu thirc logic dé kiém tra xem mot gio tri
cu hop 1€ khung

CREATE TABLE Tablel
(Coll INT PRIMARY KEY,
Col2 INT

CONSTRAINT limit amount CHECK
(Col2 BETWEEN 0 AND 1000),

Col3 VARCHAR(30)
)



i 1.3.2 Cac yéu cau bao vé CSDL

a Khd ning luu vét va kiém tra
= La kha nang ghi lai moi truy nhap té1 dit liéu (véi
cac phép toan read va write). Kha ning kiém tra
va luu vét dam bao tinh toan ven dit liu vat 1y va
trg giip cho viéc phan tich day truy nhap vao
CSDL



i 1.3.2 C4c yéu ciu bao vé CSDL

n Xdac thuc nguwoi dung
= Yéu cau nay thuc su can thiét dé xac dinh tinh duy nhat
cua nguol dung. Binh danh nguoi dung lam co so cho
viéc trao quyén. Nguo1 dung dugc phép truy nhap dir
11€u, kh1 h¢ thong xac dinh dugc ngud1 dung nay la hop
phap.
n Quan ly va bao vé dir lieu nhay cam
= Dit liéu nhay cam 1a dit liéu khong duoc dé cong khai

= Dit liéu nhay cam chi dugc cap cho nguoi dung hop
phap



:_L 1.3.2 C4c yéu ciu bao vé CSDL

m Bao vé nhieu muc

= Bao gém mot tap cac yeu cau bao vé: dit litu duoc
phan loai thanh nhiéu mirc nhay cam.

= Muc dich cua bao vé nhiéu muc 1a phan loai cac
muc thong tin khac nhau, dong thoi phan quyén
cho cac muc truy nhap khac nhau vao cac muc
riéng bict. Mot yéu cau nita doi v4i bao vé nhiéu
murc 1a kha nang gan murc cho cac thong tin.
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& 1.4 Kiém soat an toan

1.4.1 Kiém sodt luong
1.4.2 Kiém soat suy dién

1.4.3 Kiém soat truy nhap



i 1.4.1 Kiém soat ludng

s Mot luong gitra d6i tuong X va doi tuong Y xuat
hi€n khi c6 mot 1€nh doc (read) gia tr1 tr X va ghi
(write) glatrivao Y

s Kiém §0df luong la kiém tra xem ’tho”ng tin trong
mot SO d‘o”z; twong co di vao cdc doi tuwong co muc
bao vé thap hon hay khong

= Néu diéu nay x4y ra thi rd rang thong tin &
doi trong co6 mirc nhay cam cao da bi tiét 10
xudng d6i twong c¢6 mirc thap hon.



i 1.4.1 Kiém soat ludng

s Nhin xét: Kiém soat luong thong tin trong
CSDL thuong ap dung vdo1 cac CSDL nhiéu
murc.



$ 1.4 Kiém soat an toan

1.4.1 Kiém soat luong
1.4.2 Kiém sodt suy dién

1.4.3 Kiém soat truy nhap



i 1.4.2 Kiém sodt suy dién

n Kiém sodt suy dién: nham muc dich bao vé
dir liéu khong bi kham pha gian tiép.
= Muc dir ieu Y la bi mat, X cong khai. Suy
dién c6 nghia la: X =>Y vdi Y = f(X).
= Hai loai suy dién:
= Suy dién dii liéu binh thuwong
= Suy dién dir liéu thong ké



$ 1.4.2 Kiém sodt suy dién

a Suy dién dir liéu thong thwong:

Cac kénh suy dién chinh gom:
 Truy nhdp gidn tiép
s Dir lieu twong quan

n Dir lieu vang mat



i 1.4.2 Kiém sodt suy dién

« Truy nhdp gidn tiép: xay ra khi nguoi dung khong
hop phap kham pha ra bd dir licu Y thong qua cac
cau hoi truy van duoc phép trén dit licu X, cung voi
cac diéu kién trén Y.

SELECT X FROM R WHERE Y = value
SELECT Name FROM NhanSu WHERE Luong=5000



i 1.4.2 Kiém sodt suy dién

» Dir liéu twong quan: 13 mot kénh suy dién tidu
bicu, xay ra khi dir liéu co thé nhin thay duoc X va
dit liéu khong thé nhin thay dugc Y két ndi voi
nhau vé mit ngit nghia. Két qua 1a c6 thé kham
pha duoc thong tin vé Y nho doc X.

Vi du: Bang Nhan sw
SUM(Luong, (ChucVu=*‘Nhanvien’, Luong>1000)) = 1500
COUNT(Luong, (ChucVu=‘Nhanvien’, Luong>1000)) = 1

=> Tim ra luong cua nguo1 nay



1.4.2 Kiém sodt suy dién

= Dit liéu ving mdt: ngudi dung chi biét duoc su ton tai cua
mot tap gia tri X, con mot s6 O trong. T d6, ngudi dung co
thé tim duoc tén cua dbi twrong, mac du ho khong dugc
phép truy nhap vao thong tin chira trong do.

Nhic nhi | Canh | Pudi hoe

CA0

M 1@ 3 1@
F 2 1@ 3
Thng cing 3 4 4

Pém cac so lwgng sinh vién theo gidi tinh va hinh thite k§ lugt



i 1.4.2 Kiém sodt suy dién

s Suy dién thong ké: 13 mot khia canh khac cua suy
dién dit liéu. Trong cac CSDL thong ké, nguoi dung
khong duoc phép truy nhap vao cac dir liéu don 1€,
chi dugc phép truy nhap vao dir lieu thong qua cac
ham thong ké. Tuy nhién véi modt nguoi cod kinh
nghiém, anh ta van cé thé kham pha duoc dir licu
thong qua cac thong ké do.

= C6 hai loai kiém soat dbi vdi cac tan cong thong ké:

= Xao tron dir liéu

= Kiém soat cau truy van






$ 1.4 Kiém soat an toan

1.4.1 Kiém soat luong
1.4.2 Kiém soat suy dién

1.4.3 Kiém sodt truy nhdp



i 1.4.3 Kiém soat truy nhap

s Kiém sodt truy nhdp: trong cac hé thong thong tin
& dam bao moi truy nhdp truc tiép vao cac doi
twong ctia hé thong phai tuin theo cac quy tac trong
chinh sach bao vé.

= Mot hé thong kiém soat truy nhap bao gom cac chii
thé (nguoi dung, tién trinh) truy nhap vao doi twong
(dt liéu, chuong trinh) thong qua cac phép toan
read, write, run.



1.4.3 Kiém soat truy nhap

Yéu cau
truy nhap

Cac thu tuc
kiém soat

Cac chinh sach
an toan

H¢ thong kiém sodt truy nhép

AN
N

Cac quy tac
truy nhap

N~

_
\

Truy nhap bi
tur choi

Truy nhap
duogc phép




i 1.4.3 Kiém soat truy nhap

m Cdu hoi:

"Mbi chi thé dugce phép truy nhap bao nhiéu
thong tin*?



i 1.4.3 Kiém soat truy nhap

Chinh sdch dic quyén toi thiéu: con duge goi la
chinh sach (need-to-know). Theo chinh sach nay,
cac chi thé cua hé théng chi dugc sir dung mot
lwong thong tin t6i thiéu can cho hoat dong cua ho.
Nhwoc diém:
Viéc udc tinh luong thong tin toi thiéu nay 1a rat
kho.
Nhitng han ché truy nhap thong tin c6 thé vé ich
d6i véi cac chii thé vo hai.



1.4.3 Kiém soat truy nhap

i Chinh sdch dic quyén toi thiéu:
= Moi ddi tugng an toan -object s& dugc gan mot
compartment (chira nd1 dung cua no).

= MaJi chu thé -subject dugc phép truy nhip vao
mot doi tuong néu nhu cau toi thieu (NTK) cia
anh ta phai vugt qua ndi dung cua doi tuong do

= Vi dll

Compartment ={ medical data, financial data, private data}

Comp(O) = {medical data, financial data}
Chu thé S dugc truy nhap vao O néu Comp(0O) SNTK(S)



i 1.4.3 Kiém soat truy nhap

MO' rong Chinh sach dac quyén toi thiéu thanh
kiém sodt luong thong tin:
= Read: S duoc quyén doc O néu Comp(0) = NTK(S)
= Write: S duoc quyén ghi O néu Comp(O)= NTK(S)
] Vi dy:
Compartments = {medical data(M), financial data(F),
private data(P) }
Comp(O) = {M, F}
NTK(S1) = {F}, NTK(S2) = P, NTK(S3)= {P,M}
NTK (S4) = {F, M, P}
H6i S1, 82, S3, S4 dwoc quyén truy nhdp gi vao O?



i 1.4.3 Kiém soat truy nhap

Chinh sach dac quyen toi da:

Dua vao nguyén tic ""khd ndng san sang toi da"

cua dir li€u, dé co thé chia sé dir liéu dén murc to1
da.
Chinh sach nay phu hop vé1 cac mo1 truong nhu:
trerong dai hoc, trung tam nghién ctru, 1a nhiing
noi can trao doi dir liéu, khong can bao v¢
nghi€ém ngat.



* 1.4.3 Kiém soat truy nhap




i 1.4.3 Kiém soat truy nhap

1.4.3.1 H¢ thong khép kin va hé thong mé

1.4.3.2 Cac chinh sach quan 1y quyén

1.4.3.3 Kiém soat truy nhép trong hé thong nhiéu mirc
1.4.3.4 Céc quy tic trao quyén

1.4.3.5 Co ché an toan (trong thu tuc kiém soat truy nhap)



i 1.4.3.1 Hé thong khép kin va hé thong mé

s H¢ thong khép kin 13 hé thong chi cho phép
cac truy nhap hgp phap, con hé thong mo la
h¢ thong cho phép cac truy nhap khong b1
cam.




Hé thong khép kin

+

= Chi 6 mdi chi thé gé nhiing quyén truy
nhap nao trén ,céc doi1 trong cua h¢ thong
nho cac quy tac trao quyeén.

= Tuén theo chinh sach dic quyén toi thiéu.

= Quan 1y quyén tot.

= Mirc d6 bao vé tot.



Hé thong khép kin

Yéu cau
truy nhap

N
N~

. . Cac quy

Co quy tac nao cho : o,
hép truy nhap khong? tac: cac

P ‘ ) truy nhap

|dlr()’c phép|
Cé Khong

N u

Truy nhap Truy nhap
dwgc phép bi tir chdi

Kiém sodt truy nhdp trong cdc hé thong khép kin



Hé thong mé

Chi rd moi chil thé c6 cac dic quyén nao khong
duoc phép trén cac doi tuong cua hé thong. Day la
nhirng quyén ma chu thé b1 tr choi, thong qua co
ché ki€m soat (user dugc phép lam nhirng viéc ma
h¢ thong khong cam=>mo).

Tuan theo chinh sach dic quyén toi da.

Mtrc d6 bao vé khong tot bang hé thong khép kin:
nguo1 dung co thé lo1 dung dé trao cac dac quyén
cho user khac mot cach trai phep.

Quan 1y quyén khong tot.



Hé thong mé

Yéu cau
truy nhap
Y
l ~—
- < \ \ Ko Cac quy
Co quy tac nao twr choi ey
truy nhip khong? tac: cac
: ) truy nhap
bi cam
Khong Co
/ ~.
Truy nhap Truy nhap
dwgc phép bi tir choi

Kiém sodt truy nhdp trong cdc hé thong mé






i 1.4.3 Kiém soat truy nhap

1.4.3.1 Hé thong khép kin va hé thong mo

1.4.3.2 Cdc chinh sdch qudn Iy quyén

1.4.3.3 Kiém soat truy nhép trong hé thong nhiéu mirc
1.4.3.4 Céc quy tic trao quyén

1.4.3.5 Co ché an toan (trong thu tuc kiém soat truy nhap)



1.4.3.2 Cac chinh sach quan Iy quyén

s Chinh sdch qudn Iy quyén: nham xac dinh "ai" co
th€ trao quyén hoac huy bo quyén truy nhap:

» Chinh sdach qudn Iy quyén tdp trung: 1a chinh sach
trong do viec trao quyén va huy bo quyen chi do mot
nguo1 quan tri trung tam thuc hién.

s Chinh sach quan Iy quyén phi tip trung: la chinh sach
quan ly quyen ma viec trao va huy bd quyén do nhiéu
nguol, va mo1 nguol co mot quyeén quan 1y tu tr1 khong
anh huong bo1 nhirng nguot khac. Vi du: hé thong phan
tan.



1.4.3.2 Cac chinh sach quan Iy quyén

= Mot so chinh sach quan 1y quyén trung gian:

a Chinh sdch trao quyén phi tip trung phdn cdp: trong
d6, nguoi trao quyén trung tdm c6 trach nhiém chia nho
trach nhiegm quan tri CSDL cho nhiing ngud1 quan tri
cap dué6i (Vi du SQL Server).

» Chinh sdach dwa vao quyén sé hitu: ngudi tao ra doi
twong (vi du: table, View) 1a ngudi so hitu doi tuong
d6, s& 1a nguoi c6 quyen trao hodc huy bo quyén truy
nhép ti d6i tuong nay, d6i khi can co sy dong v cua
nguol quan tri trung tam. Vi du: hé quan tr1 Oracle.



1.4.3.2 Cac chinh sach quan Iy quyén

= Mot s6 chinh sach quan 1y quyén trung gian:

s Chinh sdch trao quyén hop tic: Viéc trao cac
quyén dic biét trén mot sO tai nguyén nao do
khong thé chi do mot ngudi quyét dinh ma phai co
su dong ¥ ciia mot nhom nguoi dung cu thé (Chinh
sach nay giong vai kiéu tap trung nhung khac 1a
ngudi quan tri cao nhat 1a mot nhom nguoi).



i 1.4.3 Kiém soat truy nhap

1.4.3.1 Hé thong khép kin va hé thong mo

1.4.3.2 Cac chinh sach quan 1y quyén

1.4.3.3 Kiém sodt truy nhdp trong hé thong nhiéu mirc
1.4.3.4 Cac quy tdc trao quyén

1.4.3.5 Co ché an toan (trong thi tuc kiém soat truy nhap)



1.4.3.3 Kiém soat truy nhap trong
hé¢ thong nhiéu mirc

n H¢ thong nhiéu mirc: 1a h¢ thong an toan ma cac chu
thé va cac do1 tuong trong do déu dugc phan cap mirc
do nhay cam.

= Bao gom hai chinh sach truy nhap:

=« Kiém sodt truy nhdp bat buéc (MAC — Mandatory
Access Controls): han ché truy nhap cua cac chu thé
vao cac doi tuong bang cach sir dung cac nhin an
toan.

» Kiém sodt truy nhdp tuy y (DAC — Dlscretwnary

Access Controls) cho phép lan truyén cac quyén truy
nhép tir chil thé nay dén chu thé khac.



Chinh sach KS truy nhap bit buéc (MAC)

s MAC duoc ap dung cho cac thong tin ¢ yéu cau béorvé
nghi€ém ngat, trong cac mo1 treong ma ¢ do dir liéu hé thong
va nguo1 dung déu dugc phan loai ro rang.

= Moi chil thé va ddi twong trong hé thong déu duge gan voi
mot lop an toan.

n Lop an toan = (Mirc nhay cam, Vuang wng dung)

= Thanh phan: Mitc nhay cam 1a thanh phan phan cap.

= Thanh phan: Ving img dung 1a thanh phan khong phan
cap



i Kiém soat MAC trong quan su

n Lop an toan = (Muc nhay cam, Vung wrng dung)
s Muc nhay cam:
0 = Khong phan loai (U - Unclassified)

1 = Mat (C — Confidential)
2 = Tuy¢et mat (S — Secret)
3 = T6i mét (TS — Top Secret)

s Vung wng dung: Hat nhan — Nato — Co quan
tinh bao



r _ » .

*

Top Secret

-
T

Confidential

T

Unclassified |
h v

MQi tén thé hién chiéu dir liéu dugc phép di chuyén




i Chinh sach KS truy nhap bit buéc (MAC)

n Vidu trong thuwong mai:
n Lop an toan = (Mwc nhay cam, Vung ung dung)
s Murc nhay cam:
0 = Khong phan loai (U - Unclassified)
1 = Nhay cam (S — Sensitive)
2 = Rat nhay cam (HS — High Sensitive)
= Viing ting dung: Phong lam viéc — Vung, mién.



i Kiém soat MAC trong Oracle

= MOi 16p an toan dugc xac dinh béi mot nhan — Label.
n Lop an toan = (Muvc nhay cam, Vung vung dung)
n Label = (Level, Compartment, Group)
= Level (}hénh phan bat budc): 1a thanh phan phan
cap, thé hién mirc nhay cam
m Compartmeqt (tuy chon): }é cac thanh phan
khong phan cap, st dung dé phan loai dir l1€u.
= Group (tuy chon): la thanh phan phén cap, dugc
dung dé ho tro phan loai nguod1 dung.



Chinh sach KS truy nhap bat budc (MAC)

Cac tien
deé an toan

Yéu cau
truy nhap

l

AN
Yéu cau c6 thoi —

min cac tién dé cia | Cac lop

chinh sach bit buge | an toan

khong? cua chu

/ thé/doi
Co_1 \ Khong |\ twong

— .

Truy nhap Truy nhap
dwogc phép bi tir choi




i Chinh sach KS truy nhap bit buéc (MAC)

s Uu diém: kiém soat an toan cao
s Nhwoc diém:
= Phure tap
= Lam giér}l tinh linh hoat ctia hé¢ thong (anh
hudng dén hi¢u nang).
= Nguo1 dung lghéng dugc phép thay doi quyén
(pha1 c6 su dong ¥ cua nha quan tri trung tam).



Cac chinh sach an toan
M6 hinh kiém soat truy nhap tuy y
(DAC)

s Duogc dinh nghia trén mot tap
= Céac ddi twong an toan (security objects)
= Céac chi thé an toan (security subjects)
= Vi cac dic quyén truy nhap (access prilvilege)
= Dic diém:
= Nguoi dung co thé bao vé dit 1iéu ma ho s& hitu
= Nguoi chil s¢ hitu (owner) c6 thé gan quyén truy nhap (read, write,
execute...) to1 cac user khac.

= Viéc gan va thu hoi quyén truy nhép 1a “tuy ¥’ do nhitng nguoi
dung nay.

s Thuan loi:

= DPay 1a mot k§ thuat pho bién, chi c6 mot vai van dé nghién ctru
mo

= Hau hét cac hé quan tri (DBMS) thuong mai déu hd trg né nhu:
SQL Server, Oracle,...



Cac chinh sach an toan
M6 hinh kiém soat truy nhap tuy y
(DAC)

s (Gia s O la mot tap cac doi tuong an toan, S 1a mot tap cac
chu th€ an toan, T 1a mot tap cac dac quyén truy nhap.

s D¢ bi€u dién cac quy tac truy nhap dua vao no1 dung, gia
su P la tap cac tan tu.

s Khido, bo <o,s,t,p> (01n O,smn S, tin T, p in P) la mot
quy tac truy nhap.

= fla ham xdc dinh xem quyén f(o,s,t,p) cO hop 1¢ hay
khong?

B Qx&xTx F—{Tre, False}

= Néu f{o,s,t,p) = True thi chi thé s c6 quyén truy nhap t vao
doi tuong o, trong pham vi dugc dinh nghla bo1 tan tu p

= Nguyén tdc 1y quyén: mot chu thé s; co quyen truy nhap
(o,t,p) thi dugc phep uy quyeén do cho mat chu thé s; khac

(1!=)).



i Chinh sach KS truy nhap tuy y (DAC)

s Chinh sdch tiy y (DAC): chi rd nhiing dic quyén
ma moi chu thé co thé co dugc trén cac doi tuong
va trén hé thong (object prilvilege, system
prilvilege).

= Céc yéu cau truy nhap duoc kiém tra, thong qua
mot co ché kiém soat tuy y, truy nhap chi duoc
trao cho cac chu thé thoa man cac quy tac cap
quyén cua hé thong.



Chinh sach KS truy nhap tuy y (DAC)

Yéu ciu
truy nhip

Cac quy

1 tac cap
3 ql'l_yén
Yéu cau co thoa man

cic quy tic cap
quyén khong?

Khong // \ Cé
/ ~.

Truy nhap Tén tir 'P' cia
bi tir chdi quy tiac duge
. thoa man?
Khong / \ Co
Z
P4 4
Truy nhap Truy nhap

bi tir chdi dwoc phép




i Chinh sach KS truy nhap tuy y (DAC)

s DAC dua vao dinh danh cuia nguo1 dung ¢d yéu
cau truy nhap.

s ‘Tuy ¥’ c6 nghia rang nguoi st dung c6 kha ning
cap phat hoic thu hoi quyén truy nhap trén mot so
d6i tuong. Piéu nay ngam dinh rang, viéc phan
quyén kiém soat dua vao quyén sé hivu (kiéu
chinh sach cap quyén dua vao quyén sé hiru)



Chinh sach KS truy nhap tuy y (DAC)

s Trao quyén: Viéc trao quyén do ngudi sé hiru doi tugng.
Tuy nhién, trong DAC c6 thé lan truyén cac quyén. Vi du:
trong Oracle c0 GRANT OPTION, ADMIN OPTION.

s Thu hoi quyén: Nguoi duing mudn thu hoi quyén (ngudi
d3a dugc trao quyén d6) phai co6 dic quyén dé thu hoi
quyén. Trong Oracle, néu 1 user c6 GRANT OPTION, anh
ta ¢ thé thu hoi quyén da truyén cho nguoi khac.



Chinh sach KS truy nhap tuy y (DAC)

s Nhin xét: DAC cho phép doc thong tin tir mot doi tuwong
va chuyén dén mot doi tugng khac (doi tuong nay co thé
duogc ghi boi mot chil thé)
=> Tao ra so ho dé cho tan cong con ngua thanh Toroa sao
chép thong tin tir mot doi tuong dén mét dbi twong khac.

m Vi du: UserA 1a chu so htru tableA, anh ta tao ra khung
nhin ViewA tu bang nay (sao chép thong tin). UserA
khong cho phép UserB dugc doc tableA nhung la1 vo tinh
gan quyén Write cho UserB trén ViewA.

Nhu vay, UserB c6 thé doc thong tin tableA du khong
dugc quyen trén bang nay.



Vi du vé Trojan Horse

R: UserA, W: UserA

UserA File A
R: UserB, W: UserA, UserB
UserB File B

UserB khong thé doc file A



Vi du vé Trojan Horse

R: UserA, W: UserA

Read
UserA 2 File A

Write R: UserB, W: UserA, UserB
UserB File B

UserB c6 thé doc ndi dung
file A (dwogc copy sang file B)



i Chinh sach KS truy nhap tuy y (DAC)

s Uu diém:

= Dé dang thuc hién, hé thong linh hoat
s Nhwoc diém:

= Khé quan 1y viéc gan/thu hoi quyén

= Dé bj 16 thong tin

= Kiém soat an toan khong tot.



1.4.3.3 Kiém soat truy nhap trong
hé thong nhiéu mirc

i

= So sanh su khac nhau gitra MAC va DAC?



i 1.4.3 Kiém soat truy nhap

1.4.3.1 Hé thong khép kin va hé thong mo
1.4.3.2 Cac chinh sach quan 1y quyén

1.4.3.3 Kiém soat truy nhép trong hé thong nhiéu mirc
1.4.3.4 Cdc quy tic trao quyén
1.4.3.5 Co ché an toan (trong thi tuc kiém soat truy nhap)



1.4.3.4 Cac quy tic trao quyéen

= Cac yéu cau va chinh sach an toan do to
chirc dua ra, ngudi trao quyén cé nhiém vu
chuyén cac yéu cau nay thanh cac quy tac
trao quyén.

s Quy tic trao quyén biéu dién dung véi moi
truong phan mém/phan cirg bao vé.



1.4.3.4 Cac quy tic trao quyén

Cac chinh

sach va cac

yéu cau an
toan

Mo hinh
an toan

Moi truong
ung dung

Y
—

Cac quy
tac trao

A

\ 4

quyén

N~

Thiét ké cdc quy tic trao quyén



Cac mo hinh an toan
(Security Model)

= MO hinh an toan (security model) 1a mot khai ni€ém truu
twong d€ biéu dien mot chinh sach an toan (security policy)
cua mot to churc
= Doi twong an toan (Security Object): 13 mot thuc thé thy
dong chtra thong tin nhu: CSDL, moét bang, khung nhin,
mot ban ghi, hoac co6 thé 1a mot segment, mot printer,...
s Chii thé an toan (Security Subject):
= La mot thuc thé chu dong, Ia mot user hoac mot tién
trinh hoat dong dud1 di€u khi€n cua mot user.
= Cac chu thé an toan c6 thé thay doi trang thai CSDL va
di chuyén thong tin gitra cac do1 tugng va chu thé khac
nhau



i 1.4.3.4 Cac quy tic trao quyéen

s Mo hinh an toan: la mot mo hinh khai
ni¢m mrc cao, doc lap phan mem va Xuat
phat tir cac dac ta yeu cau cua to churc de
mo ta nhu cau bao vé ciia mot hé thong.

= Hai loa1 mo hinh an toan la:

s Mo hinh an toan tuy y (Discretionary security
models)

= Mo hinh an toan bat budc (Mandatory security
models).



i 1.4.3.4 Cac quy tic trao quyéen

s Mét s6 mé hinh an toan tiry y: M6 hinh ma tran truy
nhap (Lampson,1971; Graham-Denning, 1973;
Harrison, 1976), m6 hinh Take-Grant (Jones, 1976),
mo hinh Action-Entity (Bussolati, 1983; Fugini-
Martella, 1984), mo hinh cuia Wood-1979 nhu kién
tric ANSI/SPARC dé cap dén van dé cap quyén trong
cac co so dir liéu quan hé luoc dd - nhiéu muec, ...

s Mét s6 mé hinh an toan bit bugc: md hinh Bell —
Lapadula (1973, 1974, 1975), md hinh Biba (1977),
mo hinh Sea View (Denning, 1987), mo hinh Dion
(1981),...



$M6 hinh an toan trong quan su

= Cac dbi tugng va chu thé an toan dugc gan cho cac nhan
an toan
Poi tugng: Confidential<classified<secret<Top_secret
Chu thé: Public<Confidential< High_Security

= Ky hiéu mudc an toan cua mot doi tugng O la class(0O), cua
mot chu thé S 13 clear(S)

= MOt chu thé an toan dugc truy nhap vao mot déi tuong an
toan néu murc an toan cda anh ta it nhat cling bang murc
an toan cua doéi tuogng nay:

Clear(S)>= Class(O)



1.4.3.4 Cac quy tic trao quyéen

m Vidumo hinh an toan ma tran truy nhap: trong do
tap cac quy tdc trao quyén cua mot hé¢ thong duoc thé
hi€én nhu moét ma tran A, goi la ma tran truy nhdp hay
ma tran cap quyen:

= Céc hang thé hién cac chi thé ctia hé thong

= Céc coOt thé hién cac doi twong cua hé théng.

= Mot 6 A[i, j] s& thé hién chu thé si dugc phép truy
nhap té1 do1 tuong Oj vo1 cac quyen gi.



Ma tran truy nhap

s Vi du: Ma tran quyén véi kiém sodt phu thuc tén

D?i twlng
Ch? th? File F1 File F2 File F3
Ngw?idung 1 R.W EXEC EXEC
Negw?i dung 2 - - CR, DEL
Chwong trinh P1 R.W R -




Ma tran truy nhap

+

s Mot quy tic trao quyén dugce thé hién qua
mot bo bon (s, o, ¢, p).
= VOI:
s 5 = chii thé
= 0 = doi twong
s t = kiéu quyén truy nhdp

= p = tan tu.



$ Ma tran truy nhap

= Mot s6 dang kiém soat trong ma tran truy nhap:

» Kiém sodt phu thuéc tén (Name)

» Kiém sodt dwa vao néi dung div liéu (Data)
» Kiém sodt dwa vao thoi gian (Time)

» Kiém sodt dwa vao ngi¥ cinh (Context)

» Kiém sodt dwa vao lwoc sir (History):



Ma tran truy nhap

a Mot s6 dang kiém sodt trong ma trdn truy nhap:
=« Kiém sodt phu thuéc tén (Name)

» Kiém sodt dwa vao néi dung dir liéu (Data): 13 kiém
soat dua vao gia tr1 cua dir liéu dugc truy nhap. Vi du,
mot chu thé co thé dugc cap quyén doc bang
EMPLOYEE chi v&1 cac ban ghi cong nhan ¢6 truong
salary<=100.

s Kiém sodt dwa vao thoi gian (Time): 1a cac diéu kién
rang budc ve thoi gian cua truy nhap. Vi du: moét chu
theé chi co thé doc bang EMPLOYEE trong khoang thot
gian tu 8h sang dén Sh chiéu.



Ma tran truy nhap

s Kiém sodt dwa vio ngi¥ cinh (Contexy): 13 cac diéu
kién rang budc vé cac két noi dit lieu truy nhap. Vi
du, mot chu thé c6 thé duoc quyén doc tén va
luong cua cac cong nhan nhung khong thé doc
duogc ca hai truong cung lac.

s Kiém sodt dwa vao lwoc siv (History): 13 cac diéu
kién rang budc phu thudc vao cac truy nhap duogc
thyc hién truéc d6. Vi dy, mot chu thé co thé co
quyén doc luong cua cac cong nhan néu trude do
anh ta khong doc truong tén cua bang
EMPLOYEE.



Mo hinh Bell- LaPadula (BLP):

+

Muc tiéu: dam bao tinh bi mat
Thuoc tinh an toan don gian:
= M6t chu thé S duoc phép truy nhap doc dén mét dbi
taong O chi khi Clear (S)>=class(O)
Thuoc tinh *:
= Mot chu thé S duoc phép truy nhap ghi 1én mot d6i
twong O chi khi Clear (S) <= class(O)
Hai thudc tinh nay dam bao rang khong cé luong
thong tin truc tiép nao tir cac doi tugng murc cao
xuong cac doi tuong murc thap.



Mo hinh Bell- LaPadula (BLP):

a Quy tic khéng doc lén: (not Read up)
= Cac chu thé chi c6 thé doc thong tin c6 mirc nhay cam
ngang hoac thap hon muc an toan ma n6 dugc gan().
= Diéu nay giup khong bi 16 thong tin cho nhiing nguoi
dung khong dugc quyén truy xuat dén dir li¢u do.
» Quy tic khéng ghi xuéng (not Write down ):
= Chu thé & muc cao chi duoc ghi dit liéu 1én mutc gan
nhan ngang no6 hoac cao hon().
= Diéu nay ngin nguoi dung vo tinh ghi dir lidu tir murc
cao xuong muc thap lam 16 thong tin can bao ve.



LAPADULA (BLP)

r'

Available data flows using an MLS system.

Write only

File A
Label: Top Secret

il
Read / Write C @ 3

File B - a0

Label: Secret

Process

Label: Secret

Read only

: File | - Read only
LR =
Label: Unclassified

Processes can read the same or lower security levels but can only write to their own or higher
L security level.



Mo hinh Bell- LaPadula (BLP):

B6 giam sat tham chiéu
(Reference Monitor)

R: UserA, W: UserA
Read
UserA > | FileA
(Level A) (Secrect)
Write R: UserB, W: UserA, UserB
File B
(Unclass)
Level A: Secrect
Level B: Unclass .



The *-property protects information from being | wntten-down® along the erarchy of

sensitivity levels.,
& .
high
A
()

w L :.crn ©
©

(i)
()

cr:us'
o B BEOAE

L

Jarite if no read’ to higher classified datal

O & Feoul [ orziany ol E1aza) I# B




i 1.4.3 Kiém soat truy nhap

1.4.3.1 Hé thong khép kin va hé thong mo
1.4.3.2 Cac chinh sach quan 1y quyén
1.4.3.3 Kiém soat truy nhép trong hé thong nhiéu mirc

1.4.3.4 Céc quy tic trao quyén

1.4.3.5 Cdc co ché an toan



i 1.4.3.5 Cac co ché an toan

s Cdc co ché an toan: trong mot hé thong kiém soat
truy nhap c6 nhiém vu thuc hién cac chinh sach an
toan va cac quy tac trao quyén. Cac co ché an toan
bao gom:

= Co ché kiém soat truy nhap: phat hién va ngin
chan cac truy nhap trai phep.
= Co ché kiém toan va phat hién xAm nhap.



i 1.4.3.5 Cac co ché an toan

s Cdc co ché bén ngoai:
= La céc bién phap kiém soat quan 1y va kiém
soat vat 1y, co thé ngan ngua truy nhap trai

phep vao tal nguyén vat ly (phong, thiét bi dau
cudi, cac thiét bi khac)

= Chong lai cac hiém hoa ngau nhién nhu chap
dién, hoa hoan, dong dat, hay anh huong cia
cac diéu kién mdi truong.

= Co ché nay khong bao v¢ day du do céc tan
cong ngau nhién khong thé doan trudc duoc.



1.4.3.5 Cac co ché an toan

s Cdc co ché bén trong:

= Hoat d0ng béing cach: xac thuc danh tinh cua
ngudi dung va kiém tra tinh hop phap cuia cac
hanh dong ma nguoi dung yéu cau theo quyén
cua nguo1 dung.
= Gao gom 3 co ché co ban
s Xdc thuc (authentication)
= Cdc kiém sodt truy nhdp (access controls)

s Cdc co ché kiem toan (auditing mechanisms)



i 1.4.3.5 Cac co ché an toan

s Co ché xdc thwe: Co ché ndy ngin chin
ngudi dung trai phép st dung hé thong bang
cach kiém tra dinh danh nguoi dung.

s Co ché kiém sodt truy nhdp: Sau khi xac
thuc thanh cong, cac cau truy van clia nguoi
dung c6 dugc dap lai hay khong, tuy thudc
vao cac quyén ma ngudi dung hién co.



1.4.3.5 Cac co ché an toan

s Cdc co ché kiém toan: glam sat viec su
dung ta1 nguyen he thong cua ngum dung.
Cac co ché nay bao gom hai giai doan:

s Giai doan ghl vao nhdt ky: tat ca cac cau hoi

truy nhap va cAu tra 16i lién quan déu duoc ghi
lai (du duoc tra 101 hay bi tir choi).

= Giai dogn bdo cdo: cac bao cao cua glal doan
truoc du’(rc k1em tra, nham phat hi€n cac xam
pham hoic tan cong c6 thé xay ra.



1.4.3.5 Cac co ché an toan

s Nhin xét: Co ché kiém toan ctia mot s6 hé
thong con phai lam thi cong, ton cong strc,
nén can co cac cong cu kiém toan tu dong,
ho tro nha quan tri.



Noi dung

1.1 Giéi thiéu

1.2 Mot s6 khai niém trong CSDL

1.3 Céc van dé an toan trong CSDL
1.3.1 Cac hiém hoa doi véi an toan CSDL
1.3.2 Cac yéu cau bao vé CSDL

1.4 Kiém soat an toan

1.4.1 Kiém soat ludng

1.4.2 Kiém soat suy dién

1.4.3 Kiém soat truy nhap

1.5 Thiét ké CSDL an toan




1.5 Thiét ké CSDL an toan

s An toan vt ly: kiém soat truy nhap vat Iy vao hé
thong xtr 1y, bao vé hé thong xtr 1y khdi cac tham
hoa tu nhién, tham hoa do con ngud1 hoac may moc
gay ra.

= Antoan logic: chéng lai cac tan cong co thé xay ra
d6i voi hé thong, xuat phat tur sy khong trung thuec,
gy 16i hodc thiéu tinh than trach nhiém cua nhiing
nguoi bén trong hoic bén ngoai hé thong.

s Cac bien phap an toan vat ly khong bao vé mot cach
day du.



i 1.5 Thiét ké CSDL an toan

s Viéc thiét ké mét hé théng an toan phu
thudc vao:

s M01 truong ing dung: vi Cac dac tinh an toan
lam tang chi phi va gidm hiéu nang, tang do
phuc tap cua hé thong, 1am giam tinh mém déo,
doi hoi nguon nhan lu’c cho viéc thiét ké, _quan

Iy va duy tri, ting yéu cau d6i voi phan mém va
phan cung.

= Tinh trang kinh té



i 1.5.1 CSDL trong cac co quan chinh phu

® Vidu: CSDL nang luong cua mot xi nghi€p,
di€u tra dan so, xa hoi, ta1 chinh, cac thong
tin t01 pham.



i 1.5.2 Cac CSDL thwong mai

s Vi du: CSDL d6 do kinh té, ngan hang, du
bao va k€ hoach phat trién cong ty, cong
nghi¢p, ta1 chinh, bao hi€ém than the



Tom lai

= Khi phat trién mot hé thong an toan, chung ta can
quan tam dén mot so khia canh thiét yéu sau:

Cac dic diém ctia méi truong can bao vé.

Cac yéu cau bao vé bén ngoai va bén trong.

T6 chure vat 1y cta cac thong tin duoc luu gitr.

Cac dic tinh an toan do hé diéu hanh va phﬁn cung
cung cap.

Do tin cy cua phan mém va phan ctng.

Cac khia canh vé t6 churc, con nguai.



