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i Muc tiéu

= Trinh bay cac giai phap duogc st dung dé thiét
ké méot hé quan tr1 co s¢ dir l1i€u an toan.

= Trinh bay mot s6 mau nghién ctru va cac san
pham DBMS an toan thuong mai.

s Trinh bay mdt giai phdap mang tinh phuong
phap luan nham thiét ké co sé dit liéu an toan
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3.1 Giéi thigu

= Thiét ké mot DBMS an toan

= Nén tang cua mot CSDL an toan 14 mot DBMS an toan.

= C6 nhiéu kién trac DBMS an toan khac nhau, phu thudc
vao nhirng phan khong tin cay cua toan by h¢ thong.

= Thiét ké mot CSDL an toan
= Lua chon mot chinh sach an toan

O Thu:c thi

s Kiém tra
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i 3.2 Thiét ké DBMS an toan

3.2.1 Cac co ché an toan trong cac DBMS

3.2.2 M6 hinh cap quyén System R
3.2.3 Céc kién trac cua DBMS an toan
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i 3.2 Thiét ké DBMS an toan

= CSDL

s Viéc dam bao an toan cho CSDL duoc thuc
hién ca hai muac: DBMS, OS.

= DBMS c6 thé khai thac cac chirc ning an
toan bat budc 0 muc OS
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Su khac nhau gitra cac OS va DBMS

» Dé chi tiét ciia doi twong (Object granularity): Trong OS,
d6 chi tiét & mirc tép (file), thiét bi. Trong DBMS, n6 chi tiét
hon (vi du nhu: cac quan h¢, cac hang, cac cot, cac truong).

n Cac twong quan ngit nghia trong dir lieu (Semantic
correlations among data): Trong OS khong c0, trong
CSDL, dtr 11éu co ngtr nghia va lién quan vo1 nhau thong qua
cac quan hé ngtr nghia nhu:

= Data
= Time
= Context
= History
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i Su khac nhau gitra cac OS va DBMS

m Siéu dir ligu (Metadata): Si€u du li¢u ton tai
trong mdt DBMS, cung cap thong tin vé cau
truc cua dur licu trong CSDL, cau trac luu tror
vat 1y cta cac doi tu:()’ng CSDL(quan h¢, thudc
tinh, rang budc, mién...). Trong OS khong cO.
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i Su khac nhau gitra cac OS va DBMS

a Cic doi twong logzc va vt ly. Cac doi tu:ong
trong mot OS la cac doi tu:()’ng vat ly (vi du: cac
file, cac thiét bi, bd nhd va cac tién trinh). Cac
doi tuong trong mot DBMS 1a cac doi tu:ong
logic (vi du: cac quan h¢, cac khung nhin) va
chung doc 1ap vo1 cac do1 tugng cua OS.
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i Su khac nhau gitra cac OS va DBMS

s Nhiéu logi div liéu: Pac diém ctia cac CSDL 1a c6 rat
nhiéu kiéu dit liéu, do d6 cac CSDL ciing yéu cau nhiéu
ché d6 truy nhap (vi nhu ché do thong ké, ché do quan
tri). Tai mic OS chi ton tai truy nhap vat 1y, bao gom
cac thao tac trén file nhu: doc, ghi va thuc hién.

s Cac doi twong dong va tinh: Cac doi twong duge OS
quan 1y 1a cac do6i tuong tinh va twong ung véi cac doi
twong thuc. Trong cac CSDL, cac d6i tugng cd thé
duoc tao ra dong (vi du cac khung nhin hay céac két qua
hoi dap) va khong co cac doi tuong thuc tuong tng.
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Su khac nhau gitra cac OS va DBMS

s Cdc giao tic da muc: Trong mot DBMS thuong c6 cac
giao tac lién quan dén dit liéu & cac mitc an toan khac nhau
(vi du: select, insert, update delete), vi mot doi tugng
trong CSDL ¢6 thé chtra cac dir li€u ¢ cac muc an toan
khac nhau. Tai mic OS, mot doi twong chi c6 thé chua dit
l1€u & mot mirc an toan, chi c6 cac thao tac co ban (vi du,
doc, ghi, thuc hién).

m Thoi gmn ton tai cua dir ligu: Dt ligu trong mot CSDL ¢6
thot gian ton tal dai va DBMS c6 thé dam bao viéc bao v¢
tir dau dén cudi trong sudt tho1 gian ton tai cua dit liéu.
Nhung dit liéu trong mot hé diéu hanh thudng khong duoc
luu trir mot cach an toan.
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* 3.2 Thiét k& DBMS an toan

3.2.1 Cac co ché an toan trong cac DBMS
3.2.2 M6 hinh cap quyén System R
3.2.3 Céc kién triic cia DBMS an toan
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£.2.1 Cac co ché an toan trong cac DBMS

» Mirc dp chi tiét khdac nhau ciia truy nhip: DBMS
can bao dam kiém soat truy nhap véi cac muic do
chi tiét khac nhau, nhu kiém soat truy nhap tdi:
tirng quan he, cac cit, hang, hay cac muc dir li¢u
riéng.

s Cdc ché dp truy nhdp khdc nhau: DBMS phai
dua ra duoc cac ché d6 truy nhap co ban nhu:
SELECT, INSERT, UPDATE, DELETE.
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3.2.1 Cac co ché an toan trong cac DBMS

n Cidc kiéu kiém sodt truy nhdp khac nhau: Cac yeu cau truy
nhép co thé dugc xir 1y, bang cach sir dung cac kiéu kiém
soat khac nhau:

a Cdc kiém sodt phu thuoc tén (name): dua vao tén cua doi tuong bi
truy nhap.

s Cic kiém sodt phu thugc dir liéu (data): thuc hién truy nhap phu
thudc vao cac ndi dung cua doi tuong bi truy nhip (bo sung tan tir)

s Cdc kg’e”?m,sodt phu thujc ngir canh (Context): dya vao gia tri cua
mot s6 bién h¢ thong (vi du nhu: ngay, thang, thiet b1 dau cudi yéu
cau — vi tri nguoi1 dung, thot gian).

a Cdc kiém soat phu thugc lwgc su (History): quan tam dén cac

thong tin vé chudi cau truy van (vi du nhu: cac kleu cau truy van, dit
liéu tra lai, profile ctia ngudi dung dang yéu cau, tan suat yéu cau).
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$3.2.1 Cac co ché an toan trong cac DBMS

s Quyén dong: DBMS nén hd tro viéc sira doi céac
quyén cia ngudi dung trong khi CSDL dang hoat
dong. Piéu nay twong Ung voi nguyén tic dic
quyeén toi thiéu, co thé sira doi cac quyén tuy thudc
vao cac nhiém vu cua nguoil dung (vi du sua
quyén user bang cach thém hoic bét cac Role cho
user do).

s Bio vé da mirc: DBMS nén ho tro bao vé da muc
bang chinh saich MAC.

11/23/2015
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3.2.1 Cac co ché an toan trong cac DBMS

m Cac kenh ngém (Covert channels):

= DBMS khong nén dé ngudi dung thu dugc cac thong
tin tral phép thong qua cac phuong phap truyén thong
gian tiép.

= Kénh ngam 1a mot kénh giao tiép dua vao cac tai
nguyén hé thong (Khong phuc vu cho hoat dong giao
tiép) clia cac chu thé (tién trinh) trong hé thong.

= Kénh ngam yeu cau hai thuc thé hoat dong (active
agent), mot & muc cao, mot & muc thap va mot luge do
ma hoa
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3.2.1 Cac co ché an toan trong cac DBMS

n Cdc kiém sodt suy dién (Inference controls): Cac kiém soat
suy dién nén ngin chin ngudi dung suy dién dya vao cac
thong tin ma ho thu duoc trong CSDL. Trong mot hé thong
CSDL, cac van dé suy dién thuong lién quan dén viéc gép
(aggregation) va gan két dir liéu (data association)

= DBMS nén cung cap mot cach thirc gan cac mitc phan loai dé gop
thong tin, phan élnh muc nhay cam cua cac muc dit liéu dugc gop. =>
quan 1y chung dé dang hon.

= Gidi phdp: Trong mot CSDL quan hé c6 thé c6 cac giai phap nhu:
- K thudt han ché cdu truy van
- Ky thudt da thé hién (polyinstantiation)
- Kiém todn.

= Dic biét kiém soat suy dién trong CSDL thong ké.
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£.2.1 Cac co ché an toan trong cac DBMS

n Da thé hién (polymstantzatzon) Ky thuat nay co
the duoc DBMS sir dung dé ngan chan suy dién,
bang cach cho ph¢p CSDL co nhzeu thé hién cho
ciing mot muc dir liéu, moi thé hién c6 modt murc
nhay cam riéng.

= Kiem todn (Auditing): Cac sy kién lién quan t6i
an toan (xay ra trong khi hé thong CSDL dang
hoat df)ng) nén dugc ghi lai va theo mot khuon
dang co cau triuc, chang han nhu: nhat ky h¢
thong, vét kiém toan.
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Multilevel Relation and
i Polyinstantiation (da thé hi¢n)

EMP-ID | NAME SALARY | DEPTNO |SECURITY CLASS

1 smith 100000 5 S
2 brown 80000 4 C
1 smith null 5 C
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£.2.1 Cac co ché an toan trong cac DBMS

m Cac ktem sodt luong (Flow controls):. Cac kiém
soat luong kiém tra dich ctia dau ra, tranh 1am 10
thong tin mat.

n Khong cuwra sau (No back door): Truy nhap vao
dit li¢u chi nén Xay ra thong qua DBMS. Phai dam
bao khong co cac dudng dan truy nhap an.

n Hiéu nang hop Iy : Cac kiém soat an toan lam
tang thot gian hoat dong, do do can toi thiéu hoa
cac klem soat dé dam bao hiéu ning ciia hé thong
nhung van dam bao dugc tinh an toan.
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3.2.1 Cac co ché an toan trong cac DBMS

n Nhan xet:

= Mic du ta néi cac d6i tugng logic cia DBMS khong
phu thudc vao doi tugng OS, tuy nhién trong mot sd6 OS
van xay ra tinh trang nhitng truy nhap trai phép vao file
chira CSDL lam thay doi do nhay cam cua du li¢u
=> Can bao vé thém bang cach ma ho4 file.

= Ngoal ra, cac co ché an toan lam anh hudng dén hiéu
ning cta hé thong, nén ngudi dung san sang bo qua
nhitng co ché nay, do ciing 1a nguyén nhan khién hé
théng b1 xam nhap
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Cac co ché toan ven trong caic DBMS

a Cdc giao tic ding din (Well-formed tmnsactions) VIEC
cap nhat dur li€u chi dugc thuc hién qua cac giao tac ding
dan (co thé dung k¥ thuat khoda — lock).

o Ngum dung duwgc xac thuc (Authenttcated users): Theo
nguyén tac nay, khong cho phep nguol dung thue hién cac
thay doi trir khi dinh danh cua ho duogc xac thuc chinh xac.
Vigc xac thuc nguotl dung thudc trach nhiém cua OS va
khong can phai lap lai trong DBMS. Tuy nhién dé dam bao
an toan day du, can xac thuc lan hai tai micc DBMS.

s Dac quyén toi thiéu (Least privilege): Déy la mot nguyén
tac g10’1 han ngu:m dung chi dugc lam vi¢c vo1 mot tap to1
thiéu cac dic quyén va tai nguyén can thiét dé thuc hién

nhiém vu cua minh.
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Cac co ché toan ven trong caic DBMS

n Nhan xét:

= Pic quyén t6i thiéu cling duoc ap dung cho cac OS.

= Qua trinh cai dit cac hé diéu hanh nhu Windows (NT
hodc 2000), tat ca user déu duoc dang ky nhu
administrator. Vi néu khong nhu vay sé& c6 rat nhiéu
cong viéc co ban ma cac user nay khong duogc phép
thuc hién.

= Trong Unix, tat ca cac user binh thuong cé thé lam moi
thtr ho can ma khong can phai 1a root.
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i Cac co ché toan ven trong caic DBMS

m Tach bach nhigm vu (Separation of duties):
Nguyen tac nay du'O’c du:a ra nham han ché to1 da
mot c4 nhan bat ky cé thé pha hoai dit liéu, d¢ dam
bao toan ven dir lieu. Tach bach nhi€ém vu duoc
gan lién véi cac kiém soat trén cac chudi giao tac.

m Tinh lien tuc cua hoat déng (Continuity of
operation): nén duy tri cac hoat dong cua h¢
thong sau khi su c6 xay ra (quan tdm dén cac bién
phap an toan vat 1y).
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Cac co ché toan ven trong caic DBMS

+

n Dung lai cac su kien (Reconstruction of events):

Viec du’ng la1 cac su kién trong mot DBMS phu
thudc vao cac vét kiém toan, dé phat hién ra cac
hoat dOng sai trai.

n Dé dc‘mg s dung an toan (Ease of safe use)
Diéu nay co nghia la cac thu tuc an toan nén don
g1an, pho bién, dé sir dung.

s Uy quyen (Delegatwn of authorzty) DBMS can
ho trg viéc gan quyen theo cac chinh sach bat
budc, tuy v. Cac cau 1énh SQL dé uy quyén nhu
GRANT/REVOKE.
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i 3.2 Thiét k& DBMS an toan

3.2.1 Cac co ché an toan trong cac DBMS

3.2.2 M6 hinh cap quyén System R
3.2.3 Céc kién trac cua DBMS an toan
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3.2.2 Mé minh cdp quyén System R

= Hé thong R 1a hé CSDL quan hé dau tién ciua IBM.
Viéc bao vé duoc thuc hién tai mirc table (bang).
Co 5 ché do truy nhap vao mét table:

= Read: doc cac bo cua mot bang Mot user ¢6 truy nhap
read, co thé dinh nghia cac views trén table do.

= Insert: dé thém cac bo vao mot bang.
= Delete: dé xo4 cac bd trong mot bang.

= Update: ode stra doi cac bo dang cO trong mot bang
Dac quyén nay c6 thé bi gidi han chi trong mot s6 cot
nhat dinh cua bang.

= Drop: dé xo4 toan bo bang.
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3.2.2 Mé minh cdp quyén System R

= Hé thong R hd tro qudn tri quyén phi tap trung
Nguo1 tao ra bang ¢6 moi dac quyén trén bang do va
cso thé grant/revoke (trao/thu hoi) quyén cho céc
user khac, mo1 quyén la mot bo sau:

<s,p, 4, ts, g, 20>
= §: chu thé dugce gan quyen (grantee).
= p: dic quyén duoc gan (select, update. ..).
= t: t€n bang, trén do truy nhap duoc gan.
= ts: thoi diém quyén duogc gan.
= g: ngudi gan quyén (grantor).
= g0 €{yes,no}: grant option.
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i 3.2.2 Mé minh cdp quyén System R

n Nhan xét:

= Tham so go = yes, c6 nghia s c6 GRANT
OPTION, nén c¢6 thé gan dic quyén p cho cac
user khac.

= Tham s0: g (grantor) va ts (time), dé c6 thé
thuc hién cac hoat ddng revoke quyén sau nay
mot cach chinh xac, bang cach kiém tra mot
loat cac quyén da duoc gan.
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$ 3.2.2 Mé minh cdp quyén System R

a Cdc lénh SQL gdan/thu héi quyén nhw sau:

all rights
grant {  (privileges ) on (table )

all but (privileges )

to <user - list> [with grant option ]
all rights }

(privileges )

on (table ) from (user - list )

revoke {
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i 3.2.2 Mé minh cdp quyén System R

GRANT privileges ON object TO users
[WITH GRANT OPTION]

REVOKE [GRANT OPTION FOR]
privileges ON object FROM users
{CASCADE | RESTRICT
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EMPLOYEE

EMPID | NAME | BDATE | ADDRESS | SEX | SALARY | DEPTNO

;ANT SELECT ON EMPLOYEE TO user3;

GRANT SELECT ON EMPLOYEE TO user3 WITH GRANT
OPTION;

GRANT INSERT ON EMPLOYEE(NAME,SSN) TO user3;
GRANT UPDATE ON EMPLOYEE(SALARY) TO user3;

REVOKE SELECT ON EMPLOYEE FROM user3
CASCADE;
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3.2.2 Mé minh cdp quyén System R

s Thu héi quyén (Revoke prilvileges)
= Néu mot user dugc gan quyen trén mot table vo1

GRANT OPTION, anh ta co the gan va thu hoi quyén
cho cac user khac v6i cac quyén anh ta co.

= M6 hinh quyén System R su dung co ché thu hoi dé
quy. Chung ta co thé dién giai nhu sau: nguoi dung x
thu hoi dic quyén p trén bang t tur qum dung y. Khi do
theo d¢ quy, nguol dung y s€ thu ho1 cac quyen cua anh
ta cO cho nhimng ng11:0’1 dung anh ta da gan, ...t1€p tuc
dén khi thu hoi hét quyen

. Neu‘ x thu hdi quyén cua vy, trong khi do x khong gan
quyén gi cho y trudc do, thi viéc thu ho1 quyén nay bi
loa1 bo.
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$ 3.2.2 Mé minh cdp quyén System R

a Thu hoi quyén dé quy: (Revoke with cascade option)

: B
o

S I
AN PEN
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3.2.2 Mé minh cdp quyén System R

m Views:

= MOt user muodn tag cac view — khung nhin trén cac table
co s0O, anh ta phai duoc:

= Nguo1 s¢ hitu table trao quyen create View.

= Anh ta it nhat pha1 co quyen read trén cac bang co s¢
nay, moi c6 quyén tao cac view.

= Mot view c6 thé duoc tao tir mét hodc nhiéu table co s&
(Join).
Vidu:
Select SV.* Lop.TenLop From SV, Lop
Where MaLop = MalLop;
= Nguoi s¢ htru cua mot khung nhin ¢d cic quyén gidng

I quyén anh ta cO trén cac bang co so.

nhur
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i Kiém soat truy nhap dua trén Views

Example:

CREATE VIEW User3-EMPLOYEE AS

SELECT EMPID, NAME, DEPTNO
FROM EMPLOYEE
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3.2.2 Mé minh cdp quyén System R

m Views:

= Nguoi s¢ htru mot khung nhin (trén cac bang co so,
cO cac quyén vo1 GRANT OPTION) thi anh ta cling
cO thé gan cac quyén trén view cho nhirng user khac,
tham chi nhitng user nay khong c¢6 quyén truy nhap
nao trén cac bang co so.

= Sau khi ngu61 s¢ htru tao ra mot view, anh ta dugc
gan thém mot s6 quyén trén cac bang co so, thi anh ta
cling dugc thém cac quyén do trén view.

= Sau khi tao ra view, nhirng quyén anh ta bi thu hoi
trén cac bang co s¢ cling b1 thu hoi1 trén cac khung
nhin.
(DEMO trén SQL Server)
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n Nhan xét:

i 3.2.2 Mé minh cdp quyén System R

= Ta chuy, khi owner cua mot khung nhin, gan
cac quyén truy nhap cho nhiitng nguo1 dung
khac, nhirng ngud1 dung nay c6 thé thu duoc dir

l1€u cua cac table co s6 qua k!

hung nhin (trong

khi ho khong c6 quyén truy nl
cac table do).

hap hop phap vao

=> Pay ciing 1a diém yéu dé gy 16 thong tin mat.
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i 3.2.2 Mé minh cdp quyén System R

n Mo rong cho mo hinh (do Wilms va Linsday,
1982)

s Groups: quan ly theo nhom, giam kho khan trong
viéc phan phoi quyén truy nhap.

a Thu hoi quyén khéng can dé quy (Non-recursive
revoke): 1lam giam di cac yéu cau phai gan lai
quyén khi mot user (dang c6 quyén muc cao) bi xoa
hoac b1 thay thé.

(dung hai bang SYSAUTH, SYSCOLAUTH)
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$ 3.2.2 Mé minh cdp quyén System R

s Thu héi quyén khéng can dé quy (Revoke non-cascading)

/ \ S .E/;Kf:.
\/ \ N4 N,
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3.2.2 Mé minh cdp quyén System R

m Mo rong cho mo hinh (do Wilms va Linsday, 1982)

s Quyén phu dinh: gia st userl khong cho ph¢p user3 truy nhap vao
mot table. Tuong ty nhu vay, user2 gan quyén truy nhap cho user3
vao table do. Két qua?

= Quyén phu dinh thuong manh hon quyén khang dinh: Vi vay, bat ky
khi nap nguot dung ¢o6 ca 2 quyén (khang dinh va phu dinh) trén cung
mot ddi tugng, nguoi dung khong duoc phép truy nhap vag doi tuong,
ngay ca khi quyén khang dinh dugc trao ngay sau khi quyén phu dinh
dugc trao.

= M0oét khia canh khac: Vi du
= UserA c6 quyén write trong bang EMP (quyén khang dinh)
= UserA khong c6 quyén write trong cot Salary cia EMP (quyén
phu dinh)
=> Dan dén xung dot
=> Giai quyét bang cach UserA !(héng dugc phép truy nhap vao cot
nay.
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3. Applying Security Policies to Database Models

Revoke Problems (2)
(1 (2) (3
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3. Applying Security Policies to Database Models

Revoke Problems (1)
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i 3.2 Thiét k& DBMS an toan

3.2.1 Cac co ché an toan trong cac DBMS

3.2.2 M6 hinh cap quyén System R
3.2.3 C4c kién truc ciia DBMS an toan
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3.2.3 Cdc kién triic ciia DBMS an toan

a Hai kién triic co bdn:
= Kién tric chi thé tin ciy (Trusted Subject):
- Gia thiét rﬁng mot DBMS Ia tin cay va mot OS tin cay.
- Puoc str dung trong nhiéu DBMS thuong mai (Sybase,
Informix, Ingres, Oracle, DEC, Rubix).
= Kién tric Woods Hole:
- St dung DBMS khong tin cay, va mot bo loc tin cay.
- Gom 3 kién trac:Integrity Lock, Kernelized, va Replicated

- Pugc ho trg bdi cac mau nghién ctu (Mitre, SeaView) va
cac DBMS thuong mai (TRUDATA, Oracle).
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3.2.3 Cdc kién triic ciia DBMS an toan

Bang 3.1 Céc kién tritc mau thiv DBMS vt cdc san pham Huong mai

Kién tric Cide mdu thit nghién crby DEMS thuong mi
Integrity Lock Mitre TRUDATA
Kernelized Sea View Oracle
Replicated NRL. e
Trusted Subject Al Secure DBMS (ASD) Sybase

Informix

Ingres

Oracle

DEC

Rubix
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Kién triic chii thé tin cdy (Trusted Subject)

DBMS va OS déu tin ciy.

Khi mot DBMS tin cay dugc st dung va hoat dong nhu
14 mot chu thé tin cAy d6i vdi OS, thi né ciing dugc tin
cay, no thuc hién cac truy nhap vat 1y vao CSDL. Hoat
dong nhu la mot chu thé tin cay cua OS c6 nghia 1a dugc
mién mét hoic nhiéu khia canh nao do trong chinh sach
an toan cua OS, ndi chung, dugc mién cac kiém soat bat
budc.

Trong kién trac ndy, DBMS c6 trach nhiém trong viéc
bao vé da mirc cac doi1 tuong cua CSDL.
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Kién triic chii thé tin cdy (Trusted Subject)

= Nguoi dung két ndi téi DBMS qua cac phan mém untrusted
front end (vi ho két nd1 qua Internet).

= Nguo1 dung dugc phan loal cac mirc nhay cam khac nhau: High
(cao), Low (thap), va mot mirc DBMS khac v61 hai mure trén.

= Céc chu thé va doi tugng duoc gan mot nhan DBMS khong
giong vo1 muc High va Low.

s Chi c6 cac chu thé duoc gan nhan DBMS ma&1 dugc phep thuc
hi€én ma Iénh va truy nhap vao dix licu.

s Céac chu thé ¢6 nhan DBMS duoc coi la cac chu thé tin cay va
duoc mién ki€ém soat bat budoc cua OS
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i Kién triic chii thé tin cdy (Trusted Subject)

s Cac d6i tugng CSDL duogc gan nhin nhay
cam (vi du: cac bo, cac gia tr1).

= HE quan tr1 Sybase tuan theo giai phap nay,
véi kién tric may khach/may chu, Sybase
thue hién gan nhan mrc ban ghi (mic hang).

11/23/2015 52



Cdc kién triic Woods Hole

+

= Cac kién trac Woods Hole sir dung DBMS khong tin
cay cung vo1 mot bo loc tin cdy va khong quan tam
dén OS c6 tin cay hay khéng.
= Puoc phat trién naim 1982 boi National Research
Council
s Céc kién traic Woods Hole duoc phan loai nhu sau:
= Kién tric Integrity Lock
= Kién trac Kernelized

= Kién tric Replicated (con dugc goi 1a kién tric
Distributed)
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Cdc kién triic Woods Hole

+

n Nhan xét:

= Phan mém front ends va DBMS déu khong tin cay
(Khong quan tam OS c¢ tin cay hay khong)

= Phan mém untrusted front-end thuc hién cac cong
viéc xur 1y trude va sau cac cau truy van (phan tich,
t6i wu hoa, phép chiéu).

= Phan mém trusted front end (TFE) & giita thuc thi
cac chirc nang an toan va bao vé nhiéu muec, vi vay
hoat dong nhu mot TCB (Trusted Computing
Base).
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+

Cdc kién triic Woods Hole

s Kién tric Integrity Lock
= Kién truc Kernelized

= Kién truc Replicated (con dugc goi 1a kién
trac Distributed)
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Kién tric Integrity Lock

+

n Khod toan ven duoc dé xuat 1an dau tién tai
Vién nghién curu cua Luc luong Khong
quan vé An toan co sé dit liu [AF83], duoc
dung dé kiém soat tinh toan ven va su truy
nhap cho co so du licu.

= Kién trac Integrity lock d3 c6 trong hé quan
tr1 thwong mai TRUDATA.
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Kién tric Integrity Lock

+

= TFE thuc thi bao vé nhiéu muc bang cach gan
cac nhan an toan vao cac do1 tuong CSDL
dud1 dang cac tem — Stamps.

s MOt tem 1a moOt truong dac biét cua mot doi
twong, luu thong tin vé nhan an toan va cac dir
liéu diéu khién lién quan khac.

s Tem la dang ma hoa cua cac thong tin trén, su
dung mot ky thuat niém phong mat ma goi la
Integrity Lock.

11/23/2015 59



Kién tric Integrity Lock

+

s TFE c6 nhiém vu tao va kiém tra cic tem.
= TFE st dung mat ma khoa bi mat dé tao
tem va gial ma cac tem. Cac tem nay co
thé tao ra dua vao téng kiém tra
(checksum).
= Khéa bi mat chi c6 TFE biét.
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Kién tric Integrity Lock

+

s Insert dir liéu: khi nguoi ding mudn insert
mot muc dir liéu, TFE sé€ tinh:

m (5ng kiém tra = mirc nhay cam user + dir lieu duoc
insert.

= Md hod tong kiém tra nay bang mot khod bi mat K,
tao ra tem, va luu vao trong CSDL cung vo1 muc
dit liéu d6 (gan véi muc dit liéu).
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Kién tric Integrity Lock

+

m Duwa ra div lieu: Khi dua ra dit liéu tra cho
nguol dung, TFE nhan duoc dit icu tt DBMS
khong tin ciy, no sé kiém tra tem gan voi muc di
l1€u xem c6 chinh xac khong:

= Giai ma tem gan véi dir liu.

= So sanh vd1 tem vua tinh duoc tu dir 1iéu va
murc nhay cam cua no.

= So sanh, néu khong khép ching té dit liéu da bi
stra doi.
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Kién tric Integrity Lock

+

s TFE cung tao ra cac ban ghi kiém toan c6 khudn
dang giong nhu cac ban ghi kiém toan do hé diéu
hanh sinh ra

s Céc co ché an toan khong bao v€ dugc cac tan
cong suy dién va Trojan, do d6 TFE can duoc
trang bi thém mot so chtrc ning an toan.

= D6i véi moi cau truy van, TFE sé& tim cac két qua
twong tmg, va chi tra vé nhitng két qua ma nguoi
dung dugc phep.
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Kién tric Integrity Lock

= Mot mo hinh vé khoa toan ven co ban duoc
chi ra nhu trén hinh vé.

Dt li¢u Tinh nhay cam Tong kiém tra

N A/

N/vién antoan 10FB

«—Nhay cam—»

« Tongkiémtra—
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i Cdc kién triic Woods Hole

= Kién trac Integrity Lock
s Kién tric Kernelized

= Kién truc Replicated (con dugc goi 1a kién
trac Distributed)
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:_L Kién triic Kernelized

= D3 c6 trong mau thtr Sea View va trong hé quan tri
thuong mai Oracle.

= Su dung mot OS tin cay, ¢d trach nhi€ém d6i véi cac truy
nhap vat ly vao du ligu (trong CSDL) va ¢6 trach nhi¢ém
tuan theo bao vé bat budc.

= High User (ngudi1 dung lam viéc ¢ muc cao) tuong tac
vor mot High DBMS, thong qua mot TFE, Low User
(nguo1 dung lam viéc ¢ muc thap) tuong tic vo1 mot
Low DBMS ciing thong qua mot TFE.

= Sau do, cac yéu cau cua ho dugc chuyén cho OS, va OS
lay la1 dir 1iéu hop 1€ tir CSDL.
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+

Kien truc Kernelized

s Cac d6i twong (c6 cac nhin an toan giong
nhau) ciia CSDL duogc luu gitt trong cac doi
trong cua OS tin cay. Vi vay, OS tin cay
tién hanh kiém soat an toan trén cac doi
twong luu gilt ndy, can cd cac qud trinh
phdn tach va khéi phuc quan hé nhiéu muec.
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Kién triic Kernelized

+

m Qua trinh phan tach: thuc hign chuyén doi mot

q
C

t]

uan hé da murc (doi tugng CSDL) thanh mot s6
uan hé don murc, (chi chira dir li¢u 6 mot mirc an

toan nao do), du’crc luu g1t trong cac doi tugng OS,

e hien khi OS luu giir cac o1 twong CSDL vao

cac d6i tugng ctia no.

Qud trinh khoi phuc: dugce thuc hign kh1 OS can

lay la1 dir i€u duoc luu giir trén cac doi tuong cua
n6 dé tra vé cho ngudi dung. Dé tir cac quan hé don
mirc, sinh ra mot khung nhin da mirc chi chira cac
dir l1éu ma nguo1 dung yéu cau,
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$ Cdc kién triic Woods Hole

= Kién trac Integrity Lock
s Kién truc Kernelized

= Kién tric Replicated (con dwoc goi 1a kién
truc Distributed)
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Kién triic Replicated (lap)

+

s Co trong mau thir NRL, nhung chua c6
trong DBMS thuong mai nao, vi no rat dat.
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i Kién triic Replicated (lap)

= Theo giai phap nay, dit liéu mirc thap dwoc
lap trong CSDL.:
= Ngudi dung mie thap c}}i duoc phép truy nhap
vao C?SDL do uu tién thap, khong co kha nang
stra doi dr li€u murc cao.

= Nguoi dung mirc cao c6 thé xem va stra doi ca dit
liéu murc thap va muc cao.

= D¢ tuan theo giai phap nay can c6 cac thuat toan
dong bo an toan dé dam bao tinh twong thich lip

va chi phi lap cting rat 1on.
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i 3.2.3 Cdc kién triic ciia DBMS an toan

s So sanh 4 kién triic DBMS an toan?
= Kién tric Trusted Subjects (chu thé tin cay)

= Kién trtc Integrity Lock
= Kién tric Kernelized

= Kién truc Replicated (con duogc goi 1a kién truc
Distributed)
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& GiGi thiéu mét s6 hé quan tri
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Sybase Secure Server

+

m Dwoc phan loai vao lop Bl hoac B2

a Phan biét mot mién TCB v&i mién User khong tin
cay.

s Cdc doi tuwong chinh: cac hang trong bang (table
rows), 1a d6i twong nho nhat cé thé dugce gan mot

nhan an toan.

s Cdc doi twong phu: cac bang, CSDL, bao gom
mot danh sach ca truy nhap tuy y (ACLs) ma
nhirng user hay group hop phap dugc thuc hién.
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Sybase Secure Server

+

Cdc chii thé - Subjects la cac user va group user,
str dung ngon ngit truy van T-SQL.

Cac chu thé co thé dugc gan cac roles nhu: nhan
vién an toan, nha quan tri CSDL, ngud1 s6 hiru
CSDL, nguo1 dung binh thuong.

Mot thu tuc dang nhap-Logon duoc sir dung dé tao
két ndi gitra giao dién nguoi dung va DBMS.

Mot user & mot mic an toan, chi ¢o thé két noi tdi
mot murc an toan khong vugt qua mrc an toan cua
anh ta.
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Sybase Secure Server

s Hoat dong ciia User: 13 cac yéu cau bang cac 1énh
Transact-SQL (Select, Update, Insert, Delete). BO phan
tich truy van SQL va chuong trinh dich s€ chay cac tién
trinh cua ngudl dung khong tin cdy. Chung s€ truyén cac
lénh nay thanh mot tap cac I€nh dang nhi1 phan (dud1 dang
mot thu tuc-procedure).

= Mot thu tuc dugc thuc hién bo1 7CB. TCB clng kiém tra
quyén truy nhap cua nguo1 dung do dya vao muc an toan
cua anh ta va dua vao cac quyén DAC ma anh ta co.

s Kiém todn-Auditing c6 thé dugc cau hinh.
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Ingres

Cdc chii thé 1a cac users va groups.

Tat ca cac user trong mot group dugc cung cap
mot tap quyen dé thuc hién nhirng rng dung cu
the.

Khi thuc hi€n moét irng dung, mot user phai go vao
role va password cua role do.

Cac doi twong-Objects 1a cac CSDL, cac danh
muc li¢t ké-catalogues, tables, views, procedures.

Ingres s dung Grant va Grant Option cho cac
quyén Select, Insert, Delete, Update va Execute.

Lénh Auditdb dé kiém tra kiém todn.
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Oracle

Mutrc phan loai B1 vo1 Unix, A1 vo1 GEMSOS.
Cdc chii thé-Subjects co thé dugc tao, thay doi va
b1 xo04.

Nha quan tr1 dinh nghia mot role, gan cdc dac
quyén-privileges cho role do va sau do gan role
nay cho cac chu thé.

Gan cac role cho cac role, tao ra phan cap.
Pic quyén Connect dé két noi tdi CSDL
Dic quyén Resource dé tao cac bang co sd.
Dic quyén DBA ciing dé tao cac user.
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Oracle

a Cdc doi twong la cac CSDL, cac bang, khung
nhin,...Cac do1 tuong c6 cac nhan an toan, dinh nghia
O muc quan hé.

m Cac phép toan: Select, Insert, Update, Delete, Alter,
Index va Reference duogc thuc hién trén céc tables.
P6i véi cac View, chi co cac phép toan: Select, Insert,
Update va Delete. BPac quyén Execute dugc thuc hién
trén cac procedures.

s Grant option dugc dung.
s Lénh Audit dé kiém tra cac vét kiém toan.
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3. 2. 4 Thiét ké cac co sé dir liéu
an toan

1. Phan tich so bo

2. Cac yéu cau va cac chinh sach an toan
3. Thiét ké khai niém

4. Thiét ké 1ogic

5. Thiét ké vat Iy
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Cac phan tich so b0
(Preliminary analysis)

Ngon ngir dic ta yéu
cau an toan (Security
requirement

Cac yéu cau va cac chinh sach an toan

(Security requirements and policies)

specification language

)

Mo hinh khai niém an
toan
(Security Conceptual
model)

Mo hinh logic
an toan
(Security Logical model)

M6 hinh vat ly
an toan
(Security Physical
model)
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Thiét ké khai niém
(Conceptual design)

|

Thiét ké logic
(Logical design)

|

Thiét ké vat ly
(Physical design)

|

[ Ky thuat DBMS

(DBMS technology)

Lwgc do logic

L an toan
(Security Logical

schema)

A

Cac co ché an toan
(Security mechanisms)

Cic tham s6 chiéu (hiéu
nang)
Project parameters
(performances)

Thuc thi

(Implementation)
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3. 2. 4 Thiét ké cac co sé dir liéu
an toan

1. Phan tich so b0

2. Cac yéu cau va cac chinh sach an toan
3. Thiét ké khai niém

4. Thiét ké 1ogic

5. Thiét ké vat Iy
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i 3.2.4.1. Giai doan phan tich so b0

s Muc dich: cia giai doan nay 1a tién hanh
nghién ciru tinh kha thi ciia hé thong an toan
m Noi dung:
= Danh gia cac rui ro
= woc luong cac chi phi thiét ké

= Phat trién cac irng dung cu th€ nao va xac dinh
quyén uu tién cua ching.
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$ 3.2.4.1. Giai doan phan tich so b0

s Cdc riii ro hé thong: 1a cac de doa dang ké nhat
c6 thé xay ra d6i vai mot co sé dit liéu nhu: doc
va sira doi trdi phep dir licu, tw choi dich vy =>
hinh thirc xam pham tuong trng.

n Cac dac trung cua moi truong co so dir liéu.
xem cO bao vé da murc hay khong.

s Khd néng irng dung ciia cdc sin pham an toan
hien co (Ingres, Oracle, Sybase, SOL Base...)
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3.2.4.1. Giai doan phan tich so b0

m Kha nang tich hop cua cac san pham an toan:
kha nang tich hop cac co ché an toan vo1 cac co
ché phan ctrng va phan mém thuc te.

n Hiéu nang dat dwoc cua cac he thong an toan

=>Két qua cua giai dogn nay la mot tap hop cac de
doa a’e xdy ra véi mot hé thong, dwoc sap xép theo
quyén wu tién va danh gid kha nang dp dung va
tich hop ciia cdc san pham thwong mai an toan véi
cdce co ché hién tai.

11/23/2015 88



3. 2. 4 Thiét ké cac co sé dir liéu
an toan

1. Phan tich so bo

2. Cac yéu cau va cac chinh sach an toan
3. Thiét ké khai niém

4. Thiét ké 1ogic

5. Thiét ké vat Iy
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3.2.4.2 Phan tich yéu cau va chon lua
chinh sach an toan

=> Xuat phat tu tdt ca cac de doa co the xay
ra voi hé thong.
= Yéu cau bao vé cua mo1 co so dir liéu khac
nhau, phu thudc vao:
= Tinh nhay cam cua thong tin.

= Tinh trong quan dir li¢u

= Chia se dir liéu

= Kha nang truy nhap dur li¢u
s KV thuat dugc lua chon
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3.2.4.2 Phén tich yéu cau va chon lua
chinh sach an toan

a Phén tich yéu cau:

s Phan tich gia tri : xac dinh mirc nhay cam cua
dir l1éu.

= Nhin dang de doa/phén tich diém yéu

s Phan tich va danh gia rui ro: kha nang xay ra
clia cac bién co khong mong muodn va tac dong
cua chung.

s Xdc dinh yéu cau
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3.2.4.2 Phén tich yéu cau va chon lua
chinh sach an toan

s Lwa chon chinh sdach: Chinh sach la cdc quy tdc
& mirc cao, bat buéc phdi tudn theo trong cdc qud
trinh thiét ke, thue thi va quan Iy hé thong an toan.

= Dinh nghia cac ché do truy nhap (doc, ghi) cia
chu thé vao cac doi twong cua hé théng

s Tinh bi mdt, tinh toan ven, tinh tin cdy

= Chia sé toi da va diic quyén téi thiéu

s Mirc dp chi tiét ciia kiém sodt

=« Cdc thujc tinh dwoc sie dung cho kiém sodt truy nhdp
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3.2.4.2 Phén tich yéu cau va chon lua
chinh sach an toan

= Cac quyen wu tién (prlorltles) quyen cua ca
nhan uu tién hon quyén cua nhom quyeén tir choi
truy nhap wu tién hon cac quyén khac.

=« Cdc dic quyén (privileges): ton tai mot so6 dic
quyén ngﬁm dinh (doc, ghi) cho chinh sach DAC,
nhung MAC thi khong.

= Quyén (Authorlty) dinh nghla cac role nguo1
dung véi cac quyén va mue kiém soat khac nhau.

= Tinh ké thiva (inheritance): cho phép viéc sao
chép quyén truy nhap hay khong (chi cho DAC)
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3.2.4.3 Thiét ké khai niém

nm Mot mo hinh an toan khai niem dwoc dinh nghia
thong qua
= Nhan dang cac chu thé va cac d6i tuogng lién quan dén
mot quan di€ém an toan
= Nhan dang cac ché do truy nhip dugc trao cho cac chu
thé khac nhau trén cac do61 tuwgng khac nhau, cac rang
budc truy nhap.
= Phan tich viéc thira ké cac quyén trén hé thong, thong
qua cac dac quyén trao/thu hoa.
=> Cdc yéu cau dioe biéu dién thanh cdc bé bon, nhw sau.
{subject, access right, objects, predicate}, trong do tan tu
1126p6edicate) miéu ta cdc diéu kién truy nhdp co the. 94



3. 2. 4 Thiét ké cac co sé dir liéu
an toan

1. Phan tich so bo

2. Cac yéu cau va cac chinh sach an toan
3. Thiét ké khai niém

4. Thiét ké 1ogic

5. Thiét ké vat 1y
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3.2.4.3 Thiét ké khai niém

+

m Cac dac trung co ban cua mot mo hinh an
toan khai niem
= Biéu dién cac ngit nghia cua an toan co s& dit
l1i¢u: tinh bi mat va toan ven cua muc dur li¢u
duoc thé hién qua pham vi cua thong tin trong
muc nay.

= HO tro viée phan tich cac luong quyen cO ngh1a
la phan tich cac két qua khi trao/thu hoi quyeén.

= HO trg ngudi quan tri co s& dit lidu
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3.2.4.3 Thiét ké khai niém

n Yéu cdu doi voi mot mo hinh an toan khai
niém:
= Dady dii (complete):Mb hinh dap tmg duogc tat ca cac
y€u cau an toan da dugc xac dinh ban dau.
= Nhit qudn (consistent): dam bao cac yéu cau khong
cO su xung dot hay du thua.
=>Hién cé rat nhiéu mé hinh an toan (nhw: Bell-La
Padula, Biba, Graham-Denning, Harrison-Ruzzo-
Ullman, Take-Grant... viéc chon luwa cac mo hinh tuy
thuoc vao kiéu cua hé thong, co nghia la kiéu cua tai

1129K8Wyen dieoc bao ve 97



3. 2. 4 Thiét ké cac co sé dir liéu
an toan

1. Phan tich so bo

2. Cac yéu cau va cac chinh sach an toan
3. Thiét ké khai niém

4. Thiét ké logic

5. Thiét ké vat Iy
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i 3.2.4.4 Thiét ké logic

= Chuyén do6i tr mé hinh khai niém sang mo
hinh logic dua trén mot DBMS cu thé.

s St dung mot sO k¥ thuat dua vao cdu truy
van va khung nhin dé ki€m soat truy nhap.

s Can quan tam cac co ché muc OS va cac
chirc nang ma cac go1 an toan co thé dua ra
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3. 2. 4 Thiét ké cac co sé dir liéu
an toan

1. Phan tich so bo

2. Cac yéu cau va cac chinh sach an toan
3. Thiét ké khai niém

4. Thiét ké 1ogic

5. Thiét ké vat ly
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i 3.2.4.5 Thiét ké vat Iy

m Trong gial doan nay nguo1 ta quan tam dén
cac chi ti€t lién quan dén viéc to chtrc luu

trit va cac ché do thuc hién/tich hop cac mo
hinh.

= Tu mo hinh logic, thlet ké chi tiét cac co
ché an toan, bao gdom:
= Thiét ké cau trac vat Iy
= Cac quy tac truy nhap
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Cac phan tich so b0
(Preliminary analysis)

Ngon ngir dic ta yéu
cau an toan (Security
requirement

Cac yéu cau va cac chinh sach an toan

(Security requirements and policies)

specification language

)

Mo hinh khai niém an
toan
(Security Conceptual
model)

Mo hinh logic
an toan
(Security Logical model)

M6 hinh vat ly
an toan
(Security Physical
model)
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Thiét ké khai niém
(Conceptual design)

|

Thiét ké logic
(Logical design)

|

Thiét ké vat ly
(Physical design)

|

[ Ky thuat DBMS

(DBMS technology)

Lwgc do logic

L an toan
(Security Logical

schema)

A

Cac co ché an toan
(Security mechanisms)

Cic tham s6 chiéu (hiéu
nang)
Project parameters
(performances)

Thuc thi

(Implementation)
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3.2.4.6 Viéc thwe hién ciia cac co ché
an toan

m Mot so quy tac trong qua trinh thiet ke cac hée
thong bao vé an toan:

» Tinh kinh té ciia cdc co ché: Mot hé thong bao vé
can nho, don gian va minh bach, giam bét cac chi
phi, d0 tin cay cao hon, viéc kiém tra va kiém toan
cac gial doan cua hé thong dé dang hon. Cac co ché
can don gian dén murc co the.

s Hiéu qua: Cic co ché nén hiéu qua, vi chung thuong
duoc goi trong thotr gian chay. Cach hudéng ti€p can
dua vao nhan khong thoa man hoan toan y€u cau nay
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3.2.4.6 Viéc thwe hién ciia cac co ché
an toan

+

= Dj tuyén tinh ciia cdc chi phi : Sau giai doan cai
dat, cac chi phi hoat dong nén can xing vd1 vige
s dung thuc té€ cua cO ché

= Phan tach dac quyen ¥ tuéng 1a phan tang cac
co ché kiém soat va lam cho truy nhap pha1 phu

thudc vao nhleu diéu kién hon (vi du cé nhiéu
muc mat khau)

= Dic quyén toi thiéu
= Han ché 16i
s Bao tri

s Ngan chan con ngua thanh Toroa
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3.2.4.6 Viéc thwe hién ciia cac co ché
an toan

+

= Dan xép toan bg : M6i truy nhap vao mot doi
torong déu phai dugc kiém tra bang cac ki€m soat
truy nhap.

= Thiét ké mé: nén dé cong khai cac ky thuat an
toan, do1 vo1 nhitng thanh phan bi mat, dung khoa
va mat khau dé che dau.

= An toan bang mdc dinh: Néu nguoi st dung
khong quyét dinh cac tuy chon thi cac tuy chon
bao v¢ thuong dugc dat ngam dinh
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3.2.4.6 Viéc thwe hién ciia cac co ché
an toan

+

= Cdc co ché chung toi thleu vigc chia s¢ tao nén
nhiing kénh thong tin tiém tang, cac co ché nén
doc 1ap vo1 nhau.

= Dé sir dung: Viéc st dung cac co ché phai dé
dang, cho phe¢p nguor dung sir dung chiung mot
cach phu hop

« Tinh mém déo: Mot co ché an toan nén tuin
theo cac chinh sach khac nhau, hi€u qua trong

nh1eu tru.’O’ng hop khac nhau ngay ca trong tinh
huong xau nhat.
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3.2.4.6 Viéc thwe hién ciia cac co ché
an toan

= S cach ly: Co ché an toan nén cach ly (trong
suot) tir cac thanh phan khac nhau cta hé thong,
va né co thé chong lai dugc nhiéu kiéu tan cong.

=« Tinh ddy dii va nhat qudn: Co ché an toan phai
day du (c() nghia la n6 tuan theo toan b cac dac
ta thiét ké) va nhat quan (c6 nghia 1a khong ton
tai cdc mau thuan von co)

« Khd ning quan sdat: Can co kha ning kiém soat
co ché an toan va cac tan cong chong lai co ché
do
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3.2.4.6 Viéc thuc hién cua cac co ché

:-| an toan
= Vin dé bé sér: Phan bi bo sot 1a cac doan thong
tin dugc luu trir trong by nhéd sau khi ti€n trinh

két thac. Dit liéu c6 thé bi 16 néu cac chi thé trai
phép co thé kiém tra cac phan b1 bo sot

« Khi nang khong nhin thiy dwoc cua dir lieu:
No1 dung cua mot doi tuong va su ton tai ctia doi
taong do can duoc che dau dé tranh nhirng nguoi
dung trai phép nay suy dién ra cac doi tuong do.

« H¢ 56 lam viéc: Viéc pha v mot co ché an toan
phai 1a mot cong viéc kho khin, doi hoi nhiéu nd

luc
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3.2.4.6 Viéc thwe hién cuia cac co ché

:-| an toan

= Cdc bdy chii y: Ching ta co thé thiét ké mot co ché
v6i cac 161 chu v bén trong, sau d6 kiém soat chiing
trong th(n gian thuc cua hé thong, dé phat hién ra
cac cO gang xam nhdp co thé, nhim giam sat cac
hanh vi1 cua keé xam nhap.

= Xdc dinh tinh trang khan cdp: Ching ta nén thiét
ké co ché cung vdi cac phuong thuc “disable”-
"mat kha ning lam viéc* trong truong hop can xay
dung lai hay cau hinh lai hé thong, khi c6 su c6 xay

ra, hoac khi c6 nhu cau t6 chirc la1 h¢ thong.
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3.2.4.6 Viéc thwe hién ciia cac co ché

:-| an toan

= Phan cirng an toan: Yéu cau nay danh cho hé thong
duoc bao vé. Phan cirng phai tin cay va dugc bao vé vat
1y, boi vi ké xAm nhap c6 thé dé dang sur dung cac 16i
phan cing/phan mém nham vuot qua kiém soat an toan.

= Ngon ngii lgp trinh: can lua chon mot ngdn ngit 1ap
trinh va dung nhitng nha l4p trinh c6 k§ ning dé giam
toi thicu 161 xay ra. Viéc stra doi chuong trinh phai song
hanh v&1 viéc cap nhat cac dac ta.

s Tinh ding dan: Cac co ché phai thong dich mot cach
chinh x4c mé hinh, néu ngugc lai1 thi cac co ché nay

duogc xem la khong dung.
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i 3.2.4.7 Viéc kiém tra va thir nghiém

s Muc dich cia giai doan nay la kiém tra cdc
yéu cau va cdc chinh sdach an toan. Viéc kiém
tra nay chm’c thuee hién thong qua san pham
phdn mém

« Chirng minh tinh ding din ciia chwong trinh:
c6 thé chirng minh ma 1énh trong mot s6 ngdn
ngir 14p trinh 1a dung dan.

= Thir nghiém: phan tich hoat dong ciia hé thong
bang cach kiém tra, thué chuyén gia dé thir xAm
nhap vao hé thong. ..
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CAu héi va bai tap

+

= Tim hiéu mot sé6 mé hinh an toan: Take-
Grant, Action-Entity, Seaview...

s Thiét ké co so dit liéu an toan cho bai toan:
Quan 1y sinh vién trén h¢ quan tr1 SQL
Server.
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Xin chan thagh cam on!



= Co ché an toan la mot tap hgp cac chire
nang phan cirng, phan sun va phan mém
tuan theo cac chinh sach
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