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Phan I

1. Ta1 sao phai bao mat CSDL?
2. Céc tan cong vao CSDL

2.1 Tan cong tinh bi mat

2.2 Tan cong tinh toan ven
3. Mo hinh de doa

4. Pam bao an toan CSDL bang mat ma



1. Tai sao phai bao mat CSDL?

= Mot CSDL cung cap nhiing thong tin quan trong cua khach
hang, ké hoach phat trién ctia mot doanh nghi€ép, cac du
doan kinh té, va nhiéu muc dich quan trong khac...

s S& ¢ lgi cho mot tin tic khi tan cong vao CSDL hon la
nghe nén giao tiép trén mang.

= Dir liéu thuong duoc ma hoa trén duodng truyén nhung lai
luu dudi dang ro trong CSDL.

= Su cd vé an ninh xay ra vdi CSDL c6 thé anh hudng
nghiém trong dén danh tiéng cua cong ty va quan hé voi
khach hang.



i 2. Cac tan cﬁng vao CSDL

a Tin cong bén trong: tin tac la nguo1 bén
trong to churc (bén trong firewall), biét vé
kién triic ciia mang.

s Tén cong bén ngodi: tin tac phai vuot qua
firewall, IDS va khong biét vé kién trac cua
mang

=> Cac tin tac bén trong (co thé gdom ca admin
cua CSDL) la mo1 de doa con 1on hon cac
tan cOng bén ngoai.



i 2.1 Tan cong tinh bi mat

s Dinh nghia: La loai tan cong trong d6, nhiing
ngudi dung bat hop phap co kha niang truy nhap
vao thong tin nhay cam cua CSDL.

= Kiém soat murc thap nhat 1a doc CSDL.

s Vi du: tin tic co thé kiém soat toan bo may chu

CSDL, do d6 anh ta ¢6 thé
= Download toan b0 file CSDL.

= Nap file vao Database engine dé truy nhap dit liéu
nhu ngud1 dung binh thuong.



i 2.1 Tan cong tinh bi mat

s Kiém sodt truy nhdp: thuong dugc st dung
dé bao vé CSDL, nhung chua du!

= Thuong duoc cau hinh chua ding

e

= Tao khe ho (backdogr) cho nhirng nguoi dung
muon lam dung quyén.
m Viec backup CSDL khong an toan: 12 mot
kha nang cho ké tan cong c6 thé truy nhap
vao dir li¢u nhay cam.



i 2.1 Tan cong tinh bi mat

s Loi SOL Injection: do ngudi lap trinh yéu,
tao khe ho dé ké tan cong truy nhép trai
phép CSDL (thuong trong cac rng dung
Web).

n Truy nhap vao file CSDL vat ly



i 2.1 Tan cong tinh bi mat

n Giai phap:
= Ma hoa file CSDL, ma hoa CSDL (cac bang,
khung nhin...nhtrng thong tin bi mat).

= Ap dung cac co ché bao vé mitc cao cho ban
than CSDL.
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i 2.2 Tan cong tinh toan ven

s Pinh nghia: La loai tan cong gy ra nhiing
stra doi trai phép doi véi thong tin trong
CSDL.

= Yéu cau: ké tan cong phai c¢6 kha nang Write
CSDL.

= Do do, ta khong lo ngai, d6i vai cac tin tic co thé
doc CSDL (trong loai tan cong nay).
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i 2.2 Tan cong tinh toan ven

s M{t sé tin cong tinh toan ven phé bién:
= Tan cong tir cac admin ac y
= Su gay hai cua cac ung dung bi 16i
= Sir dung tai khoan danh cap co truy nhap write
CSDL.
= Kha ning leo thang dic quyén cua mot so tai
khoéan (escalating privileges)
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2.2 Tan cong tinh toan ven

n Giai phap:

s Tach bach nhiém vu (Separaton of duties): Nguyén
tac nay dugc dua ra nham han ché t6i da mot ca nhan
bat ky c6 thé pha hoai dit liéu, dé dam bao toan ven dit
11éu. Tach bach nhiém vu duoc gén lién v&i cac kiém
soat trén cac chudi giao tac. Pé chudi nay hoan thanh
phai c6 nhiéu hon mot nguodi tham gia (Vi du giao dich
ngan hang).

s Chi nhitng nguwoi dung hop phap mo1 duge phép thuc
hién nhitng srng dung (da dwoc phé duyét) dé thay doi
thong tin trong CSDL.
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i 3. M6 hinh de doa

Mo hinh nay dugc xay dung dua trén cac diém yéu
va nhitng moi de doa khai thac cac diém yé€u nay.

Mot mé hinh dugce tao ra dé dang trong qua trinh
phat trién cua hé CSDL.

Mo hinh nay anh hudng dén kién tric va thiet ke
ctia hé thong do.

Cac nguyén ly mat ma va cac giao thirc an toan
duoc lua chon dé 1am giam bdt cac mdi de doa trén.
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i 3. M6 hinh de doa

= Duya vao cac tan cong da thao luan, mo6 hinh de doa
bao gom cac moi de doa sau:

1. Cac nha quan tri CSDL (database administrators)
2. Nhan vién phat trién (development staff)

3. Nhirng ké xam nhdp qua mang (network intruders)
4. Nhirng nguwoi dung hop phap (legitimate users)

5. Cac cracker ung dung (application crackers)

6. Nhitng ké dn trém truyén thong (traditional
thieves)
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:-L 3.1 Céc nha quén tri CSDL

m Dac diem:
= La nhitng nguoi dung co dic quyén truy nhap
vao mo1 thir trong mi€n quan tr1 cua ho.

s C0 kha nang truy nhap moi1 thong tin trong
CSDL.

= Co thé che giau nhitng dau vét tan cong
m Ngan chan.

s Tach bach nhiém vu (phan vung cong vi¢c), ma
hoa thong tin, ghi nhat ky
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i 3.2 Nhan vién phat trién

s Dic diém:
= Chiu trach nhiém thiét ké, xay dung va kiém thu
cac tng dung CSDL.
= La nhitng nguoi am hiéu rat tot vé hé thong
CSDL.
= CO thé truy nhap vao cac tai khoan dé sira chira su
cO.
m Ngan chan:
= Ma hoa thong tin, ghi nhat ky.
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3.3 Ké xam nhap qua mang

s Dic diém:
= La nhiing c4 nhan truy nhap bat hop phap qua mang.
= Nghe trom giao ’tié’p trén mang dé thu dugc thong tin
mat hoac cac giay uy nhi€ém xac thuc nao do.
= Nhitng ngudi nay c6 thé co gang pha cac ung dung
CSDL.
n Ngan chan:
= M3 hoa duong truyén, dung cac IDS va cac tng dung
da dugc cung hoa.
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i 3.4 Cac cracker ung dung

s Dic diém:

m Cf’l(: cracker c6 gang pha vo an toan irng dung
dé gianh duoc cac truy nhap bat hop phap vao
CSDL.

s Truong hqp‘xéu nhat 1a cracker c6 thé thu duoc
cac dac quyén quan tri.

m Ngan chan:
= Dung IDS, ngan chan SQL injection, citng hoa

cac ing dung.
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3.5 Ngwoi dung h()’p phap va
ké an trom truyen thong

n Nguwoi dimg hop phap:
= CO gang lam dung quyén’cﬁa minh dé thu duoc
nhirng truy nhap thém (bat hop phap)
= Hanh dong rat giong cac cracker tmg dung
s Ké dn trom truyén thong:
= Co thé danh cap CSDL hoic ban sao CSDL.
m Ngan chan:
= Dam bao an toan cho may chu CSDL va cac

phuong tién sao luu.
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Cac moi de doa dén CSDL va hé thong file

Mary Joe Database Threats
L. L! +Hackers
- - +Employees,
v Contractors
+Customers
Databaze Administrators

+Suppliers
Programmers < Partners

e Database
Contractors Yable +Qutsourcers

e A +Trojan Horses

+ Application errors

File System Threats
+Physical Theft - file | backup
< Root/Admin

File System

Storage System
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i 4. Pam bio an toan CSDL bang mat mi

s Dung mdt mé doi xirng dé dam bao an toan
cho dir l1€u nhay cam.
= Chuyén tr bai toan bao ve¢ dir li€u sang bai
toan bao v¢ khoa bi mdt.
= D& dang bao vé mot khoa hon 12 nhiéu khoa.
m Bé’}o vé khoa tir truy nhap trwe tiép va gidn
tiep.
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i 4.1 Truy nhép khéa truc tiép

s Dic diém:

m Mg)t tin tac vo1 truy nhap truc ti?ép vao khoa, co
thé sao cheép va sur dung khoda dé giai ma thong
tin.

m Ngan chan:

= D¢ bao v¢ khoa khoi moi de doa, can luu khoa
vao mQt Modul phan cirng an toan (HSM)

= Néu khong sir dung HSM, thi can thiét luu cac
khoa ¢ nhirng no1 riéng bi€t trong CSDL.
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:-L 4.2 Truy nhép khéa gian tiép

s Dic diém:

= Thay vi tan cong khoa truc tiép, tin tic tan cong
mot tng dung (c6 thé truy nhap khoa) dé giai
ma thong tin mat.

= La mot moi de doa nghiém trong vi ké tan cong
van lay duoc thong tin nhay cam du khoa da
duoc thay doi.

= Kho6 khin hon nhiéu trong viéc ngin chin tan
cong nay so vdi tan cong khoa truc tiép.
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i 4.2 Truy nhép khéa gian tiép

m Ngan chan:
= Kiém soat truy nhap manh (nhan dang, xac
thuc) do1 vo1 mo1 y€u cau giar ma du ligu.

= Giai m3 it nhat cac cot can thiét trong CSDL.

= Dang nhap mo rong dod1 voil cac yeu cau giai
ma.
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i 4.3 Rui ro khi ma hoa

= Rui ro 16n nhat c6 1& 1a mat cac khoa
= Dan dén mat toan bo dir liéu

= Qua trinh sinh khoa khong du ngau nhién
= Dan dén c6 thé ‘dé dang doan’ cac khoa

s Thuc thi ma hoa gap su ¢

= Dan dén ma hoa ‘to1’
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Phan II

1. Mot s6 kiéu tan cong mang co ban
2. Tong quan vé hé thong IDS
3. Kién triic chung cuia hé thong IPS, IDS

4. Mb hinh, ciu tric va hoat dong cua he¢ théng
IPS, IDS

28



Viét tit

s IDS': Intrusion Detection System
(Hé thong phat hién xam nhap)
m IPS: Intrusion Prevention System

(Hé thong ngan chin xAm nhap)
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i 1. Mt so kiéu tan cong co ban

= Cac hanh vi do quét.

= Cac tan cong tir choi dich vu (DoS).

= Cac hanh vi khai thac 10 hong bao mat.
= Céc tan cong con ngua thanh Toroa

= C4c tan cong murc ing dung
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Attack Sophistication vs.
Intruder Technical Knowledge

Cross site scripting

Intruder
Knowledge

“stealth” / advanced :
scanning techniques |

gh

packet spoofing ;| denial of service

sniffers:

sweepers;

back doors : ;
disabling audits ; o ® ‘network mgmt. diagnostics
. ihijacking
Attack burglaries : sessions

Sophistication : exploiting known vulnerabilities
password cracking
self-replicating code

Low password guessing

- Tools

Staged
attack

distributed
attack tools

tin tacs

1980 1985 1990 1995

Copyright: CERT, 2000

2000

éwww attacks
UIE automated probes/scans
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2. Tong quan vé hé thong IDS

a Cdc hé thong an ninh mang truyén thong:
= Chi dya trén cac firewall dé kiém soat luong thong tin
vao ra
= Firewall chi kiém soat dugc cac luong thong tin di qua nod
= Dua trén céc luat c6 dinh
= Khong chong dugce: virus, gia danh, khai thac thong tin
tral phép trén mang (vi du: sniffer),...
=> Khong chong dugc cac kiéu tan cong maoi
n Ky thuat an ninh moi:
= Két hop Firewall+IDS => IPS (hé théng ngan chan xam
nhap): co kha nang phat hién cac cudc tan cong va tu

dong ngan chan cac cudc tan cong do. -



2. Tong quan vé hé thong phat hién
xam nhap - IDS

IDS i gi?

Hé thong phan mém hodc phan cung
chuyén dung tu dong thuc hién quy trinh

I

Cdnh bdo,
lghi lai cdc su kié

h ~ giam sat cac sy kién trong mang, thuc hién
phan tich dé phat hi¢én nhitng van dé an
ninh cho h¢ thong

=

o
o
5

I
=
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i 2. Tong quan vé hé thong IDS

m Chwc nang cua IDS
= Phat hién xAm nhap trai phép vao hé thong mang,
day la chirc nang chinh cua IDS.
= Tang kha nang giam sat cac hoat dong trén mang

s Canh bao, ho tr¢g ngan chan tan cong
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i 2. Tong quan vé hé thong IDS

s Uu diém ciia IDS:
= C0 kha nang phat hién cac cudc tan cong, xam
nhép tr bén trong cling nhu bén ngoai hé thong.
= Nhitng thong tin hé thong IDS cung cap s& gitip
chiing ta xac dinh phuong thirc, va kiéu loai tan
cong, xam nhap => dua ra phuong an phong
chong.
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i 2. Tong quan vé hé thong IDS

s Nhuwoc diém:

= IDS 13 mot hé thong giam sat thu dong, co ché
ngan chan cac cudc tan cong, xam nhap trai phép
rat han ché (Khong chong dwoc tin cong).

= Phan 16n, hé thong IDS s& dua ra cac canh bao
khi cac cudc tan cong, xam nhap da anh huong
to1 he thong ro1!

=> Can két hop IDS véi twong lira va IPS.
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i 3. Kién triic chung ctia hé thong IDS

3.1 Hé thong IDS trén may tram
(HIDS — Host based-IDS)
3.2 Hé thong IDS trén mang
(NIDS — Network based — IDS)
3.3 So sanh gitra HIDS va NIDS
3.4 Mo hinh, cau trac, hoat dong cua IPS, IDS
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3.1 Hé thong IDS trén may tram (HIDS)

e Trién khai trén cac may riéng l¢
e Phu thudc vao hé diéu hanh.

Corporate e Uu diém: bao vé ngudn tai nguyén
network quan trong cua hé thong chi luu trén

: mot sO may tram
I Agent
=

‘ =4 Firewall ]
/ Untrusted
' network

= -

< =

~[ Agent | 7] Agent | 7 E

Agent Agent
WWW server  DNS server

| Agent |§
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g 3.2 Hé thong IDS trén mang (NIDS)

e Trién khai bao vé cho toan
bo h¢ thong mang

. . Sensor ', e Uu diém: pham vi rdng, doc
=5 5 fongits @, 14D Vi hé diéu han

R
| }
F -
|

= o Mang hén ngoai

CSPM Mg chi My chd

Mang hén trong ”



& 3.3 So sénh giita HIDS va NIDS

s Bai tap?
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3.4 M6 hinh, cau tric, hoat dng ciia IPS, IDS

= Mot hé théng IPS dugc xem la thanh cong néu
chung hodi tu duogc cac yéu to:

= Thuc hién nhanh, chinh xac.

= Dua ra cac thong bao hop 1y.

= Phan tich dugc toan bd thong luong, cam bién toi da.

= Ngin chin thanh cong va chinh sach quan 1y mém déo.
= H¢ thong IPS gdm 3 modul chinh:

= Modul thu thap thong tin, dir 1i¢u

= Modul phan tich, phat hién tan cong

= Modul phan trng

41



Cau tric bén trong hé thong IPS

Phan tich



Modul thu thap dir liéu

= Modul nay c6 nhiém vu lay tat cac goi tin di dén mang
dé phan tich.

= Thong thudng cac gbi tin ¢ dia chi khong phai cua mot
card mang thi s€ b1 huy bo nhung card mang cua IPS
duoc dit & ché d6 thu nhan tat ca. Tat ca cac goi tin qua
chiing déu duoc sao chup, xtr 1y, phan tich dén ting
troeong thong tin.

= B0 phan tich doc thong tin tirng trudng trong goi tin,
xac dinh chung thudc kiéu g01 tin nao, dich vu gi... Cac
thong tin nay duogc chuyén dén modul phdt hién tin

cong.
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Modul thu thap dir liéu

s Mo hinh thu thdp di liéu ngoai luong

= IDS khéng can thiép truc tiép vao luong dit liéu. Luong dit
11éu vao ra hé théng mang s€ dugc sao thanh mot ban va
duoc chuyén téi modul thu thap dir liéu.

= Ludng dir liéu vao hé thong mang sé& cung di qua firewall va
IPS.

= IPS co thé kiém soat luong dir liéu vao, phan tich va phat
hién cac dau hiéu cua sy xam nhap, tan cong. Va1 vi tri nay,
IPS c6 thé quan 1y birc tuong lira, chi dan nd chin lai cac
hanh dong dang ngo.

= Uu diém: khong anh hudng dén luu thong mang.
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Modul thu thap dir liéu

i

s Mé hinh thu thdp div liéu ngoai luong

y_10s
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i Modul thu thap dir liéu

m Mo hinh thu thap dir lieu trong luéng

= HE théng IDS duoc dat truc tiép vVao luéng dir licu
vao/ra trong hé thong mang, ludng dit liéu phai di
qua IDS trudc khi di1 vao mang bén trong.

= Uu diém: IDS nam trén ludng dit lidu, n6 truc tiép
kiém soat luong dir liéu, dap ung dugc thoi gian
thuc (realtime).

= Nhwoc diém: anh huong dang ké dén toc do luu
thOong cua mang.
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v

Modul thu thap dir liéu

s Mé hinh thu thdp dir liéu trong luong

Mang hen trong

Mang hen ngoai
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| Modul phan tich, phat hién tan cong

= Pay 1a modul quan trong nhat
no c6 nhi€ém vu phat hién cac
tan cong. Modul nay doc chia
thanh cac giai doan:
= Tién xtr 1y
= Phan tich
= Canh bao.

48



* Modul phan tich, phat hién tan cong

s Tién xw ly: (tap hop dit liéu,
ta1 dinh dang go1 tin):

= Dit liéu duoc sip xép theo
tung phan loai, phan 16p.

s Xac dinh dinh dang cua cua dir
liéu dua vao (chung sé dugc
chia nho theo ting phan loai).

= Ngoai ra, n6 c6 the tai dinh
dang go1 tin (defragment), sap
x€p theo chuoi.
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i Modul phan tich phat hién tan cong

m Phdn tich: Dua trén hai phuong
phap phat hién xam nhap:
s Phat hién sw lam dung (Misuse
detection models): Dua trén mau, -
u diém chinh xdc
» Phdt hién tinh trang bit thuwong
(Anomaly detection models):
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i Modul phan tich phat hién tan cong

m Phat hién sw lam dung (Misuse
detection models):

= Phan tich cac hoat dong cua hé thong, tlm
kiém cac su kién gidng v&i cac mdu tin
cong da biét trudce.

» Uu diém: phat hién cac cudc tan cong nhanh
va chinh xac, khong dua ra cac canh bao sai
lam giam kha nang hoat dong cua mang va
gitp cac ngudi quan tri xac dinh cac 16 hong
bao mat trong hé thong cua minh.

s Nhwoe diém: 1a khong phat hién duoc cac
cudc tan cong khong co trong co s dit lidu,
cac kiéu tan cong mdi, do vay hé thong ludn
phai cép nhat cac mau tan cong mai.
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* Modul phan tich phat hién tan cong

s Phdt hién tinh trang bit thwong
(Anomaly detection models):
= Ban dau, ching lu git cic mo ta so 1-
oc vé cac hoat dong binh thong cia
hé thong.
= Cac cudc tan cong xam nhap gay ra
cadc hoat dong bat binh thong va k¥
thuat nay phat hién ra cac hoat dong
bat binh thong do.
= Phat hién dua trén muic ngong,
= Phat hién nho qua trinh tu hoc,
« Phat hién dua trén nhitng bat th-
ong vé giao thiic)
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* Modul phan tich phat hién tan cong

a Phdt hién tinh trang bat thwong
(Anomaly detection models):

s Uun diém: c6 thé phat hién ra cac
kiéu tan cong mdi, cung cap cac
thong tin hitu ich bo sung cho
phuong phap do su lam dung

s Nhuwoc diém: thuong tao ra mot
s0 lwong cac canh bao sai lam
giam hi¢u suat hoat dong cua
mang.

53



& Modul phan tich phat hién tan cong

a Canh bao: Qua trinh
nay thuc hi€n sinh ra
cac canh bao tuy theo
dac diém va loai tan
cong, xam nhap ma h¢
thong phat hién duoc.

T r
N Jei

Log File BE=F Database




Modul phan ng

+

s Khi cé dau hiéu cua su tan cong hoac tham nhap,
modul phat hién tan cong s& giri tin hiéu bao hiéu
c6 su tan cong hodc tham nhap dén modul phan
ung.

= Modul phan trng gui tin hi€u kich hoat tuong Itra
thuc hién chitc ning ngin chin cudc tan cong hay
canh bao tG1 nguo1 quan tri.
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Modul phan ung

oL

TCP Reset

Ty dong huy bho
phién lam wviéc

Ngan chan
Chan dia chi TP

cda ké tin cong

Ghi chép
(shi lai cac hoat
dong nghi ngo
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