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«9 co thé anh hu’dng nghlem trong
anh tieng cua cong ty va quan hé

~ VOi hach hang.
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= _._i" IVIot trong nhirng vu tan cdng ndi tiéng nhat chinh 1a vu tan céng
',- vao CardSystems Solutions - mdt hang chuyén Iwu trir cé s& div
- liéu thanh toan thé tin dung.
Tin téc da st dung gidi phap tan céng SQL Injection dé chiém
quyén diéu khién hé théng co sé di liéu cia CardSystems va
chuyén toan bd co s& di¥ liéu ra ngoai. Ba c6 khoang 40 triéu thé
tin dung cutia khach hang (bao gdm Master Card va Visa Card) roi
vao tay chung gay ra thiét hai hang triéu USD

Theo SecureWorks 7/2007
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HACKED BY rEmOtEr

Theo Windows Security 3/8/2007
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Hacker TQ tan coéng
phong thi nghiém hat
nhan Oak Ridge cua My

nham danh cap dir liéu tr dw
an tuyét mat caa phong thi
nghiém.

Theo Quantrimang.com
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Hacked By DELTA HACKIN ZECUSITY TEAM FROM

Searching for: .gov.vn

- —10/5/2005
60% website .gov.vn
da bi tan cong va nam

quyen kiém soat

DIGITAL ATTACES ARCHIVE

Theo Vietnamnet.vn

- Cac website van hoat
déng nhw binh thuwdong,
va khéng hé hay biét
moi co s& dir liéu quan
trong, tham chi & cap
qudc gia, déu da bj sao
chép, an cap.

- Cac dau mdi théng tin
chinh trén cac website
d3 bij kiém soat co thé
dwoc stra dbi véi muc
dich xau, khién nguoi
truy cap web hiéu sai
théng tin, dan t&i nhiéu
hau qua nguy hiém.
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Vulnerability Assessment

Check Category Description
B Access Control

B User-Defined

B Application Inteqrity

0 Vulnerabilities

B IcentificationfPassword Conticl

B Password Attacks
B D=nial of Services

B 05 Integrity
B Misconfigurations

APPLICATION
SECURITY, INC.



—— ~
Op 10 database attacks ..

xcessive privileges

’rivilege abuse

Unauthorized privilege elevation

3 atform vulnerabilities

,g- . SQL injection

— % 6. Weak audit

~ ® 7. Denial of service

¢ 8. Database protocol vulnerabilities
®* 9. Weak authentication
e 10. Exposure of backup data
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L6 hong hé quén triCSDL

2

008, Microsoft @3 canh bdo mét 16 hdng

e g he quan tri Cd so dir lieu (CSDL) Microsoft SQL
ver. Day Ia 16 hong tran bo dém cho phep Hacker tan
ng va chi€m quyén kiém soat may tinh tur xa. Lo hong
¢ .f “do hang an ninh SEC Consult cong b6 cung v&i ma

= khai thac.
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Ngay cong bo Phan mém c6 10i

Microsoft SQL 2000

xs : & : lL" 2 5
27.12_2008 Microsoft SQL 200

Windows Internal
Database
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psoft ti€p tuc va 4 10 hdng bao..

——

2 2 Microsoft thong bao ¢ phat hanh cac ban
 de b1t kin 16 hong bdo mat, trong do6 c6 2 16
iroe xép vao mirc 36 nghiém trong.

hong nay deu cho phép hacker thuc thi cac doan
_;__.» = f ma doc tur xa, tOn tai trong 4 tng dung pho bién 1a

jPﬁternet Explorer SQL Server, Exchange Server va
Vis10. Trong s6 nay, 16 hong cua IE va Exchange
duoc Microsoft x€p vao mirc do ° nghlem trong
(crltleal) 2 16 hong con lai dugc xép vao mire "quan
trong” (1mportant).
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DL In";&l-lon van la mén khoai
ua tin tac ——

~

Oi trong viéc kiém tra dir
vao clia cac Lrng dung dé i o chay cac cau lénh truy van

— u—- lieu SQL co Igi cho ke tan cong. SQL Injection xay ra & tat ca

an mém co st dung ngdn ngi truy van dir liéu SQL, va thudng gdp
o’ cac web-application.

;‘ | nay, SQL Injection van I3 hugng thirc thong dung nhat cua tin tac
i tan cong mot website VI g sG dir liéu dudc xem Ia trai tim cua website.
-ﬂ fgng website bi tin tdc "nam gil" 1én dén vai trdm ngan va thudng

— — du gc dung dé phat tan ma doc, malware hay Itra dao truc tuyén (phishing)

:ug—l-khach truy cap truy xuat vao website.
~— <% Nhiing vu "SOL Injection" dinh dam trong nam 2008 phai k& dén nhu viéc
mat 10 597 s0 an sinh xa hdi va ho sc phap ly cua cac cong dan
thuoc Oklahoma khi website nay bi tin tdc tan cong qua phudng thirc SQL
Injection hodc dgt tan cong trén quy mo I6n da gay ton that cho hon nlra

trieu website...

® Viec chong tra tu nhiing webmaster xem ra con kha yéu 6t vi dai da so van
st dung nhifng hé théng may chu cd s dif liéu dung chung hoac khong
dugc bao ve ky, gach thuc 1ap trinh website con sd hg. C3 Microsoft va HP
cung tham gia ho trg cho khach hang cua minh qua cac cong cu mién phi
nham kiém tra mdic d6 ngan chan cac dot tadn cdng SQL Injection.

(Theo Tuoi tre online)
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di ’m trong hé théng'DNS

g ,-2008 chuy€n gia nghién ctru bao mat Dan Kaminsky
han dong lang CNTT qua phat hién Ve Veu dlem trong
o DNS (Domain Name System) toan cau. Yéu diém nay
ep tin tic dé dang tan cong vao cac DNS server co chirc
.h01 ho (recurszve) va luu gitr ket qua (cachmg) c6 diém
= _,4.:;.’- : chap nhan xur ly dong thoi nhleu yeu cau truy van... voi
=-muc dich lam thay d01 anh xa tén mién va huéng nguoi dung
den mot dia chi IP bat hop 16 tuy ¥.

& Day 1a 16i nghiém trong co thé giap hacker 191 dung
tan cong cac h¢ thong DNS, chuy€n nhiing t€n mi€n
ma nguo1 truy cap muon vao dén nhirng website doc
hat.




DNS Server A
(Victim)

Requost ferwarding

B chiy 1l comg DME Cac Py postonsng
Truing ke An pdivh mpng Blis

e Dieu kien thuan Igi cho tin tac phat dong nhirng cuoc
tan cong 0 at vao cac hé thong DNS trén thé gldl
chuyen hudng ngu’dl dung dén nhu’ng website g|a mao.

nham Iira ho cung cap thong tin ca nhan, tai khoan ngan
hang truc tuyén, so the tin dung...




i ' tét cong tac bao mat bao gio
ngu’dl tuan thu theo luat KISS!
SS = Keep It Simple, Stupid!
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ng 10 hong trong website
ngh|ep

dau vao khong du’dc kiém tra tinh hgp lé

jc tién, hacker sé thiet Iap mot proxy ding glu’a trinh _duyét va may chu
.:‘-;. | web Proxy nay co kha nang chan cac gdi dir liéu trudc khi

2N den may chu, do d6 cho phép hacker stra doi dir liéu truy cap va

‘cac ma tan cong trudc khi guii dén ng dung web. Nhifng cudc tan

ig dang nay dang c6 xu hudng ngay cang pho bién hgn do s6 lugng cac

€0ng cu ho trg cac chiic nang tao tham sg bat ky, tao ma tan cong, tan

—CcOr g’1a trinh may (brute force) dang ngay can%tang Hau qua cua viéc su

= ( ng cac tham so k ong dudc kiém tra s€ gay kho6 khan cho nha |ap trinh

:“-web néu ho khong co mot hé théng tap trung kiém tra tinh hgp 1€ cia tat

ca cac truy xuat HTTP.

e Loi kiém soat truy cap nguon tai nguyén
Nhiing Iap trinh vién thugng khonc_?(danh gia dugc muc do kho khan trong
viec xay dung mot cd ché quan ly kiém soat truy cap dir liéu. Da s6 nhifng
chiic nang nay khong duac thiét ké tur luc dau ma dugc xay dung kém theo
tuy tinh ndng cua Ung dung. Vi vay, cac chiic nang ki€m soat dugc xay
dung & khap cac module khac nhau trong ma nguon. Khi ¢'ng dung dugc
phat trién xong va dua vao tJ:len khai, cidc m3 kiem soat nay tré nén khong
thong nhat va gay ra nhiéu 10 hong nghlem trong kho phat hién dudc.

e Loi lién quan dén qua trinh quan ly xac thuc va phién truy cap
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ing I6n 101 irng dung trong cac ham quan ly tai khoan va phlen truy cap co the dan dén

ca 16 tai khoan nguGi str dung va tham chi tai khoan cla ngugdi quan tri. Ung dung web

- | theo ddi va duy tri phién truy cap cla ngudi dung_ nham phan biét cac truy cap tur

g khac nhau. Giao thic HTTP khong cung cap kha nang trén do dé Ung dung web hai

1€ nay. Thong thudng, moi trudng phat trién (ng dung cung cgp cd ché quan 3/ ién

p (tf [gng la dudi hinh thi'c ma héa bdang nhiing doan video hap dan). Tu% nhién, da s6

a lap trinh nghlenﬂ vé phat trién cd ché riéng cla ho Trong ca hai trugng hap, néu token

:phlen truy cap khong dudc bao vé, tin tdc cd thé an cap token truy cap tai khoan cua
r- hac.

“Loi tran bo dém

e TN ‘fac sur dung 0i tran b6 dém nham anh hudng dén dong Iénh thuc thi cia Ll’n? dung web.

o — Bang cach gui mot doan ma dudc thiét ké dac biet dén ng dung, tin tac cd thé am cho Ung

--v\.,———* ung web thi hanh_bat ky dgan ma nao, diéu nag tugng duaong ,\/O'I viéc chiém quyén lam chu

— may server. Mac du la mot I0i pho bién, 10i tran bo dém 1a loai 16i rat kho phat hién va ngay ca

s “khi da dercphat hién, 10i nay rat kho b| I6i dung do tin tdc can mot trinh do rét cao dé co thé

viét doan ma khai thac.

*  Luu trir thi€u an toan
Pa s6 cac ing dung web can luu trir dir li€u nhay cam, tron%cd s@ dir liéu hodc trong mot tap tin
nao do trong hé thong. Théng tin nhay cam bao gém: mat khau, s6 thé tin dung, thong tin tai
khoan, hodc céc thong tin can bao vé khac. Cac cg ché ma hoa thu’o’ng dugc sur dung € bao vé
nhu’ng thong tin nay. Mac dU, str dung céc ham méa héa khdng khé cho cac Iap trinh vién. Tu
nhién, lap trinh vién van tero’ng mac nhiing 16i ca ban khi ap dung vao Ung dung web do khong
hi€u ré hét cac déc diém ma héa. Nhimg 16i thong thudng bao gom: khong ma héa dir liéu quan
trong nhu’ khéa, certificates va mat khau, luu trir cac khéa bao mat trong bd nhé bang cac cd ché
khong an toan, 'cG ché tao s6 ngau nhién khong dam bao, s dung sai thuat toan..




dich vu

tan cong DoS do la, ing dung web dua trén cac 16i trong chrc nang cua

. Vi du mét Ung dung st dung ca ché khda tai khoan trong mot tiéng hodc

nhan dugc gua 3 lan mat khau sai. Hacker c6 thé Igi dung diém yéu nay, gui

1a 3 lan sai mat khau ctia mot tai khoan hdp &, hau qua la ngudi dung cda tai

1 N3 khonﬁ the truy cap dugc trong mot tién "hoac han. Trong mot cudc tan

| £ choi dich vu dién hinh vao ing dung web, hackers sé tim céch chiém’ gan hét

L-;;.- tai_ hguyén hé thong trén may chu hoac Lrng dung khién ngugi si dung hgp 1é
- khor g‘ thé truy cap vao Ung dung.

==%" Quan Iy cau hinh thi&u an toan

e ; 'heo cac thdng ké hién nay, thong thudng cac phan mém va hé diéy hanh trén may

~— — chu khong dugc cap nhat kip thdi véi ban va 10i bdo mat méi nhat. Loi trén phan

=~ ~mém web hosting may chu cho phep liét ké bat ky thu muc (hodc tap tin) nao trong

hé thong nhu nhirng tap tin mac dinh, tap tin tao ra dé test nhu script, tap tin cdu

hinh khong dugc x6a di trong thu’ muc cua trang web... Nhitng tap tin nay, thudng

c6 do-bao mat yéu va cd thé chira nhirtng thong tin quan trong.

mv‘

Quy trinh xu ly bag I0|

Quy trinh xtr ly bao 10i c6 thé gay ra nhiéu vgn dé bao mat cho moét trang web. Van
dé thong thudng nhat la khi cac thdng bao 10i cg chira cac thdng tin nhay cam nhu
stack traces, thong tin cd s& dir liéu va cac ma 16i dudc théng bao cho nguGi dung.
Nhiing [Oi nay cung cap cac thong tin vé hé théng, ng dung ¢ muc do thap va
thdng_tin nay Rhal dugc bao mat. SIr dung nhifng thdng tin nay, hacker cd the do tim
ra nhirng 0i khac clia i'ng dung.




3 hang chuc 0i bao mat trén cac website DN, au’ an bao mét ung dung Web dua ra
dé phong chéng, thua 6ng ?
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0 I t L Ung dung web khong phai la cdu chuyén mgi. Thuc t€ la phan I6n cac van dé
4-4\- c h|eu ro trong nhiéu thap ky gua. Tuy nhién, dén nay van c kha nhiéu du' an phat
1 phan mém con mac phai nhitng 16 hdng nay va de doa khong chi dén an toan cho hé théng
ch hang ma con anh huéng chung dén an toan cua hé thong Internet. Do tinh chat phurc
;. D Cua Ung dung, hién nay chua c mot giai phap tuyét doi cho van dé nay, Tuy nhién cac giai
===—=" phap sau dugc de nghi dé& giam thi€u cac rui ro lién ‘guan dén bao mat cua ing dung web: Cac
»_":-:_—""J-: “tieu chi ve bao mat phai dugc dat ra ngay tUr luc thiét k€ ing dung nhdm phat trlen cac module
ﬁbaerye ngay tu giai doan dau, ban hanh mot chuén toi thleu vé bao mat cho toan (ing dung;

= thudng xuyén cap nhat kién terc bdo mat cho Iap trinh vién; str dung dich vu danh gid bao mat
~~ _ cua mpt cong ty ngoai de ki€ém tra tinh_bdo mat cda Ung dung, s dung cac cong cy do va phat
= _hieén"Ioi ctia ing dung; cap nhat cadc phan mém may chl web véi cac phién ban va 16i bao mat

“ m@i nhat; sir dung cac thiét bitudng Ira ’ng dung web dé bao vé 'ng dung & mirc ngoai Vi..




