BAI 2
DIA CHi IP VA CACH CHIA MANG CON

GV Th.S. Thiéu Quang Trung
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NoOi dung

e BO giao thirc TCP/IP

e DiachilP

e Cach phan chia mang con

e Hé thong tén mién DNS

GV Thiéu Quang Trung



Bo giao thurc TCP/IP

e B giao thirc TCP/IP — bd cac giao thirc truyén thong
ma Internet va hau hét cdc mang may tinh thuong
mai dang st dung.

e Cai dat theo 4 lop: Network, Internet, Transport,
Application

* Pat tén theo hai giao thirc chinh:

— TCP (Transmission Control Protocol) — giao thirc diéu
khién giao vin — dam nhiém chuyén dit liéu gitra hai hé
thong.

— |P (Internet Protocol) — giao thirc lién mang — dam
nhiém tim duong chuyén cac goi di liéu.

GV Thiéu Quang Trung 3




BO giao thirc TCP/IP

Application Layer

HTTP, FTP, SMTP DNS

Transport Layer

4

TGP upp

Internet Layer

IP

N

Network Transport Layer

Ethernet

v Y ¥
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- Hoat dong cua bo giao thirc TCP/IP

Source Host Destination Host
Application Application
B Messages of T
Streams
Transport Transpart
Datagrams
l - WUOFyjor @ @———» T
segments (TCF)

Intern et Internet
J' - IF Datagrams —— = T
Metwark Metwark
Interface Interface

+—— PNetwork Frames —m

—_—) Metwork Hardware
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Hoat dong cua bo giao thirc TCP/IP

* Cach thirc dit liéu dwoc truyén thong trén mang tur
noi giti dén noi nhan

STEP 2

4 ?IE fcl — The packets travel from STEP 3 -

ro: | breaks data router to router aver the The TCP protocol .1

Eom: | Into packes Internet according to the reassembles the | 1o

| P IP protocol. packets into the | Fron
S ° original whole.

out —
v ‘ i ;
e \ ° \
sender . . ® " PR recipient :_j
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/ Giao thirc Internet protocol

* Giao thtrc lién mang IP— cung cap kha nang
két ndi cdc mang con thanh lién mang dé
truyén dit liéu — cung cap dich vu phan phat
datagram theo kiéu khong lién két va khong
tin cay
— Khdng can cé giai doan thiét 1ap lién két trudce khi
truyén dir liéu

— Khong dam bao IP datagram sé tdi dich

— Khong duy tri bat ky thong tin nao vé nhitng
datagram da gui di.

GV Thiéu Quang Trung 7



Giao thurc Internet protocol

© « So dbd dia chi héa dé dinh danh cic may tinh
(host) trong lién mang duoc goi la dia chi IP.

e MOi card mang cla host ¢ ho tro giao thirc IP
déu gan mot dia chi IP.

e M6t host cé thé gan vdi nhiéu mang — mot
host cd thé cd nhiéu dia chi IP.

GV Thiéu Quang Trung 8



Dia chi IP

~ * DiachilPcd 2 phién ban: IPv4 (32bits) va IPv6

. (128bits).

* Pia chi IP do t6é chirc cdp phat s6 hiéu Internet IANA
(Internet Assigned Numbers Authority) tao va quan ly.

— IANA phan chia khéi IP I&n cho céc co quan Internet khu
vue, roi tir do lai phan chia thanh nhitng khoi nhd hon dén
nha cung cap dich vu Internet va cong ty.

* |ANA duoc diéu hanh bdi té chire phi loi nhudn ICANN
(Internet Corporation for Assigned Names and
Numbers).

\

GV Thiéu Quang Trung 9




Pia chi IP

e Bat ky thiét bi mang nao gébm router, switch,
computer, server, may in, may fax, dién thoai
IP qua Internet,... déu c6 dia chi riéng, va dia
chi nay la don nhat trong pham vi ciia mot
mang cu thé

* Co6 2 dang dia chi IP:

— IP public c6 gia tri don nhat trong pham vi Internet
toan cau

— |P private chi can phai don nhat trong pham vi
mot cong ty/mang nodi bo

GV Thiéu Quang Trung 10



Pia chi IP

e CAau truc dia chi IPv4;

An IPv4 address (dotted-decimal notation)

172 . 16 . 254
¥ \ 4 ¥

10101100  .00010000 .I1I111110
| | |

| !
One byte = Eight bits

. 1
-00000001

|
Thirty-two bits (4 x 8), or 4 bytes

GV Thiéu Quang Trung
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Pia chi IP

* Dia chi IPv4 gdbm 2 phan: Network ID va Host ID

Hierarchical IPv4 Address

32 bits >

- 8 bits — — Bhits — - B bits  — - B bits —
{Octet) (Octet) (Octet) (Octst)
192 168 ; 18 : 57
\\ //
Network Host

Complete IPv4 Address

GV Thiéu Quang Trung
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Pia chi IP

e CAu truc dia chi IPv6:
Dia chi IPv6 dai 128 bit gdm 8 vung s6 hexa 16 bit, ngan cach
bang dau:
IH:K:H”:H”I:}{:E:EI

I |
Prefix Interface

D

Subnet
ID

Example:

2001:0db8:3cd4d:0015:0000:0000:1a2f:1a2b
I Il | 1 |
| I |
Site Subnet Interface

Prefix D D

GV Thiéu Quang Trung 13



SO nhi phan, thap luc phan

~ + Cac co s6 thong dung:

4
—Co’' sd 10 (decimal) — s6 thap phan — cé
10 ky s6: 0,1,2,3,4,5,6,7,8,9

\ —Co' sd 16 (hexa): — s0 thap luc phan — co
16 ky s6: 0,1,2,3,4,5,6,7,8,9,A,B,C,D,E,F
—Co' sd 2 (binary) — s6 nhi phan — c6 2 ky

s6 0,1 — gia tri cua 1 bit di liéu

14



Chuyén doi co so

* Nhi phan chuyén sang thap phan:
Vi n la chiéu dai cha day sé nhi phan, cong thirc
chuyén d6i s6 thap phan X:
= -1 -2 1 0
X= xn_,1.2" +x_L.2" ... X120 +X,.2
Vi du: s6 nhi phan 1011 => so thap phan: 11
1011 =1%23+0%22+1*21+1*2°
=1*8 +0*4 + 1*2 + 1*1
=8+0+2+1
=11

15



Chuyén d6i co’ sb
 Thap phan sang nhi phan:

 Vidu:
s6 thap phan 57
=> s0 nhj phan
111001




- Chuyén do6i co s6

'« Thujt toan Bin2Dec: Begin>
~ ALt n A Input SBC , SC
chuyén so thap phan

N
sang nhi phan TS = SBC div SC
DS = SBC mod SC

Store DS to Stack

SBC: sO bi chia
SC: s6 chia (=2)

TS: thuwong s6 — EEEe

\

~n J'
DS: so dv Print DS From Stack

'
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 Phép toan AND trén sé nhj phan

*1AND1=1
*1AND O =0
*OAND 1=0

*OAND O =0
* Viduy 1010 AND 0110 =0010

GV Thigu Quang Trung
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/
!

Phép toan OR trén so6 nhi phan

*10R1=1
*10R0=1
*OOR1=1
*OOR0=0
*Vidu 1010 OR0110=1110




P
Address

\ Vi du:

AND

Net
Mask

 Ap dung phép toan AND dé tinh
< dia chi mang (phan Network ID)

Network
ID

192.168.1.1 AND 255.255.255.0 =192.168.1.0

GV Thiéu Quang Trung
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Pia chi mang cua IPv4

* Pia chi mang — Network ID la dia chi ma
phan Host ID chi chira toan bit O

i
\

' 192.168.1.0

GV Thiéu Quang Trung



\

Dia chi may tinh cua IPv4

L Dia chi may tinh — Host ID: |a dia chi ma

phan Host ID vira ton tai bit 0 va vira ton
tai bit 1

192.168.1.1

GV Thiéu Quang Trung 22



'Dia chi mat na

* Dia chi mat na - Net Mask: |13 dia chi ma phan
bit & NetID toan la bit 1 va phan bit & HostID
toan la bit O

GV Thiéu Quang Trung
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Dia chi Broadcast

4

 Pia chi Broadcast: la dia chi ma phan HostID
chira toan bit 1

192.168.1.255

GV Thiéu Quang Trung
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IPv4 Address: Class A

Class A
e 0} Bl —
nerwors  [TTTHOST | HosT | HosT |
# Bits 1 7 24
Class A: 0 INETWORK#| HOST#

GV Thiéu Quang Trung 25




'IPv4 Address: Class A

‘4 * Bit dau tién cda class A ludn la 0.

B Dung 8 bit dé st dung cho NetlID.

D3y dja chi mang c6 thé bat dau tir 1.0.0.0 dén
127.0.0.0

e S dung 3 octet lam phan HostID.

e Moi Network & class A cd 16,777,214 dia chi
Host.

* M3t na mang chuan(Default Netmask) I3
255.0.0.0

GV Thiéu Quang Trung 26



. IPv4 Address: Class B

Class B
e | GBS e—

oo | vervor ST

# Bits 1 1 14 16

Class B: 1 ‘ 0 [NETWORK#| HOST#

GV Thiéu Quang Trung 27



3 y [
-
oy &
A

/IPv4 Address: Class B

2 bit dau tién cua class B ludn la 10.
2 octet dau tién duogc st dung lam NetlID.

D3y dia chi mang cd thé bat dau tir 128.0.0.0
dén 191.255.0.0

St dung 2 octet lam phan HostID.
Moi Network & class B ¢ 65534 dia chi Host.
M3t na mang chuan la 255.255.0.0

GV Thiéu Quang Trung 28



' IPv4 Address: Class C

Class C
e 3 Bits ==
NETWORK NETWORK NETWORK _
# Bits 1 1 21 8
Class C: 1 ‘ 0 |NETWORK#| HOST#

GV Thiéu Quang Trung
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/IPv4 Address: Class C

4+ 3bit dautién cuta class C ludn la 110.

.+ 3 octet dau tién dwoc sir dung 1am NetlID.

D3y dja chi mang c6 thé bat dau tir 192.0.0.0
dén 223.255.255.0

e S dung 1 octet cudi lam phan HostID.
e MOoi Network & class C cé 254 dia chi Host.
e M3t na mang chuan |3 255.255.255.0

GV Thiéu Quang Trung
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' Tém tat day dia chi IPv4

 ClassA:1.0.0.0-126.0.0.0

* Loopback network : 127.0.0.0

* ClassB:128.0.0.0-191.255.0.0

Class C:192.0.0.0 - 223.255.255.0

e Class D, multicast :224.0.0.0 - 239.0.0.0
Class E, reserved :240.0.0.0 - 255.0.0.0

GV Thiéu Quang Trung
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' Vi du thiét 1ap dia chi mang khong dung

196.135.8.17

GV Thiéu Quang Trung
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- Vi du thiét 1ap trung dia chi IP

131.107.5.10 131.107.5.10

Host 1 Host 2 khoi dong

GV Thiéu Quang Trung 33




Vi du thiét lap sai dia chi IP cia Gateway va host

IP address = 131.125.1.4

IP address = 131.125.1.2 IP address = 131.125.1.3

Default gat =131.126.2.1
Default gateway = 131.125.1.1 Default gateway = 131.125.1.1 o " sareWay

Computer 3
Computer 1 Computer 2

Network 1
131.125.1.1/255.255.0.0
Gateway —
with 2 NIC
131.126.2.1/255.255.0.0
Network 2

Default gateway = 131.126.2.1 pefault gateway = 131.126.2.1 Default gateway = 131.126.2.1

Computer 4 Computer 5 Computer 6

GV Thiéu Quang Trung 34




 Dia chi mang riéng Private Address

* Theo chuan RFC-1918, dia chi mang riéng dung
dé danh dia chi trong mang noi bg, khong
public ra Internet.

e Class A: 10.0.0.0.
e Class B:172.16.0.0-172.31.0.0.
e Class C:192.168.0.0-192.168.255.0.

GV Thiéu Quang Trung 35



_ Tai sao can phai chia mang con ?

* Chia mang mac dinh thanh mang nho hon.
- . Phu hop vdi mo hinh mang hién tai cua cong ty.
e Giam luu luong (traffic), co6 1ap mang khi can thiét.
e Can dat bd dinh tuyén(router) gitra cdc mang con.
* Phuong phap :

— LAy cac bits cao nhat cia HostID cho NetlD.

— Tinh lai cac NetlID va cac HostID mo:i.

110nnnnn| nnnnnnnn hnnnnnnn ([nnhhhhhh
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- Thwe hanh chia mang con

Cho dia chi network ID: 172.16.0.0.
Yéu cau:

= Chia thanh 8 mang con

= MOi mang con cé trén 1000 dia chi host

GV Thiéu Quang Trung
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Cac budc chia mang con subnet

1. Xac dinh l&p mang va Net mask mac dinh

2. Xac dinh xem can muon bao nhiéu bit & phan
host ID?

3. Xac dinh Subnet mask moi
4. Xac dinh ddy dia chi cadc mang con

5. Lap bang két qua, gdbm: dia chi mang con, day
dia chi host, dia chi Broadcast

GV Thiéu Quang Trung 38



BU'OC 1
Xac dinh I&p mang va Net mask mac dinh

e Xac dinh dia chi 172.16.0.0 thudc vé
Class B

* Pja chi subnet mask mac dinh Ia
255.255.0.0

GV Thiéu Quang Trung 39



BU'OC 2
Xac dinh so bit 1ay tir HostID

£ . S8 subnets <= 2"- 2 véi n 13 s8 bit ta muon.

e SO hosts <= 2™ - 2 v&i m la sb bit con lai sau khi
muon n bit (m=sé bit cua phdn HostID — n)

e Quyét dinh xem can muon bao nhiéu bit &
phan HostID dé thda
— 8 mang con
— Trén 1000 host cho moi mang con

GV Thiéu Quang Trung 40
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BU'OC 2
Xac dinh so bit 1ay tir HostID
e Chonn =4:
— SO subnet:
24-2=14

— SO lvgng host:

2(164) _ 2 = 4094

e Hoagcn=5,n=6"

GV Thiéu Quang Trung
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BU'OC 3
Xac dinh Subnet mask

128 a2 16 a8 4 2
1 0 0 ) 0 0 = 128
1 0 0 0 0 0 = 192
1 1 0 0 0 0 = 224
1 1 1 0 0 0 “ = 240
1 1 1 1 a 0 = 248
1 1 1 1 1 o = 252
1 1 1 1 1 1 = 254
1 1 1 1 1 1 = 255

Dia chi Subnet mask = 255.255.240.0

GV Thiéu Quang Trung
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\

Su

2. Su
3.
4. Su

Su

BUOC4

/ Xac dinh day dia chi cac mang con

 * Do s bit 14y bén HostID 2 4 bit — d3y dia chi
. mang tuvong ung cho 2 octet cudi sé la:
1.

onet #1: .00000000.00000000 — 0.0
onet #2: .00010000.00000000 — 16.0
onet #3: .00100000.00000000 — 32.0

onet #4: .00110000.00000000 — 48.0

16. Subnet #16:.11110000.00000000 — 240.0
e Luwuy: 2 octet dau la 172.16 van gilt nguyén
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BU'OC 5: 1ap bang két qua

A?cllj dbrr:s)ts Host address range B;gg(rjec : SS t U;e
172.16.0.0 172.16.0.1 - 172.16.15.254 172.16.15.255 | N
172.16.16.0 172.16.16.1 - 172.16.31.254 | 172.16.31.255 | Y
172.16.32.0 172.16.32.1 -172.16.47.254 | 172.16.47.255 | Y

172.16.208.0 | 172.16.208.1 — 172.16.223.254 | 172.16.223.255 | Y
172.16.224.0 | 172.16.224.1 - 172.16.239.254 | 172.16.239.255 | Y
172.16.240.0 | 172.16.240.1 - 172.16.255.254 | 172.16.255.255 | N

GV Thiéu Quang Trung
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'C6 thé muon toi da bao nhiéu bit?

e SO bit toi thiéu cé thé muon la:

2 bits.
e SO bit tdi da c6 thé muon la:
\, A: 22 bits ~ 222 - 2 = 4,194.302 subnets.
j B: 14 bits ~ 214 -2 = 16.382 subnets.
C: 06 bits ~ 2% - 2 = 62 subnets.
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Bai tap ch

ia mang con ¢

ho lop C

Number of Number of Number of Total Number | Percent
Bits Borrowed | Subnets Created|Hosts Per Subnet of Hosts Used
2 2 62 124 49%
3 B 30 180 T1%
4 14 14 196 T7%
5 30 B 180 1%
3] 62 2 124 49%

GV Thiéu Quang Trung
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'Hé thong tén mién DNS

* |P Address la s6 khé nh&, nén hé théng mau tu cé
tinh goi nhd cao dugc tao ra goi la DNS (Domain
Name System), duwoc quan ly bdi to chirc ICANN.

e Cach thirc DNS lam viéc:

HOW DNS WORKS

- www.google.com ,
= -5
{-'&'\-.
L 1 4;1‘.'0.
- & BB

» WEB SERVER

ISP DNS SERVER
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'Hé thong tén mién DNS

¢ CAu truc DNS:
—GOm nhiéu phan cach nhau dau “,

o

—C6 it nhat 2 phan : second-level.top-level
—DNS <=255 ki tw, moi phan <=63 ki ty

Level :
i t : com, edu, gov, mil, org, net

i tyw :vn, th, tw, sg, jp, fr, it, uk, ca, ...
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PHAN CAP DNS

Tén FQDN (full quality domain name)
srvO1l.sales.south.abc.net

Top-Level Domain

Subdomains

Host: srv01
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Tén mién FQDN
full quality domain name

~ - =
Examples:
“” Root
|
com
FQDN
AL
-
serverl.abc.com
\ J\. J
Y Y
Host Name DNS Suffix
FQDN [Serverl =192.168.0.66 }
A = .
serverl.training.abc.com [Serverl =192.168.0.67 }
\ J\_ ] Y,

)\
Host Name DNSXﬁix
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PHAN GIAI TEN MIEN SANG DIA CHI IP

Name Resolution\
Service

IP cla srv0l.abc.net

Dia chi IP cua La 192.168.1.1

srvQl.abc.net?

Computer

GV Thiéu Quang Trung 51



Mot so Iénh kiém tra mang

* Ipconfig

— Lé&nh cho phép hién thi cdu hinh IP ciia may tinh
nguoi dung dang st dung, nhu tén host, dia chi
IP, mat na mang...

GV Thiéu Quang Trung
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- MOt sO l1énh kiém tra mang

* Nslookup

— Lé&nh cho phép truy van kiém tra cac thong tin
record trén DNS server: record A, CNAME (Alias),
MX, PTR, NS, SOA,...

— S dung dé tim IP cia mdt may chu khi biét tén
mién ctia may do.

\
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Mot so Iénh kiém tra mang

* Ping ip/host

— Kiém tra xem moét may tinh cé két ndi mang khong.

— Lénh Ping sé glri cac gdi tin tir may tinh dang s&r dung dén
may tinh dich.

— Thoéng qua gia tri ma may tinh dich tra vé doéi vdi tirng goi
tin, cd thé xac dinh duoc tinh trang clia dudng truyén
(chang han: gli 4 géi tin nhung chi nhan duoc 1 gai tin,
chirng té duong truyén rat chdm). Hodc cling ¢ thé xac
dinh may tinh dé co két n6i hay khéng (néu khong két
noi, két qua la Unknow host).
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Mot so Iénh kiém tra mang

* Tracert ip/host
— Lénh sé cho phép “nhin thay” duong di cla cac
gdi tin tr may tinh cda ngudi s dung dén may
tinh dich, xem duong di cua goi tin dé vong qua
cac server/router nao.

GV Thiéu Quang Trung
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Mot so Iénh kiém tra mang

* Netstat -an

— Lénh liét ké cac két ndi mang va cong -> hién thi
mo&t danh sach tat ca cac két ndi mang dang mo
trén may tinh cung vdi cac cong dang st dung va
dia chi IP d3 két noi.

GV Thiéu Quang Trung
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tap

Ba

* Kiém tra dia chi IP private ciia may tinh?
— Lénh: Ipconfig
e Xac dinh dia chi IP public cua router gateway?
— http://showip.net
— Hoac Google v&i tu khda “What is my ip”
e Xac dinh vij tri may chu trén Internet ?
— http://geomaplookup.net
— http://www.infosniper.net
— http://www.ipligence.com/geolocation
— http://www.cqcounter.com/whois

\.
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http://showip.net/
http://geomaplookup.net/
http://www.infosniper.net/
http://www.ipligence.com/geolocation
http://www.cqcounter.com/whois

Bai tap

* Xac dinh IP tr may tinh nguwoi gii mail cho
ban ?

* Phan chia dia chi mang con
* Tim hiéu IPv6

GV Thiéu Quang Trung
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