Chuwong 3
Co sd& thong tin quan
ly (MIB)

Cau trac clia MIB version 1 (SMIv1)
Cau trac clia MIB version 2 (SMIv2)

MIB-2 (RFC1213), mib chudn danh cho céc thiét
bi TCP/IP.

Host-resources-mib (RFC2790), mib chudn danh
cho host.

Thuc hién cdc phuong thi’c SNMP bdng mot
chuong trinh MIB Browser trén Windows

Thuc hién cac phuong thi'c SNMP bang net-
snmp-utils trén Linux



SNMP toan tap Chuong 3 : Management Information Base

Chuong 2 da trinh bay cach si dung mdt s6 phan mém giam sat SNMP phé bién nhu PRTG hay
Solarwinds. Day la cac cdng cu giam sét tu dong, ching dinh ky thuc hién “quét” Idy céc thong tin mét lugt
va hién thi I1én dang biéu do théng ké theo thdi gian. MGi [an quét chiing thutc hién mot loat cac phuaong
thfc SNMP GetRequest/GetNextRequest.

Trong chuong nay chiing ta sé khao sét cdu tric ctia mib, mot s6 mib phd bién va cach diing céc tién ich
thuc thi cac phuong thirc SNMP dé 1dy cac théng tin ma ta mudn. Tim hiéu chudng nay sé gitp ban :

+ Hiéu dudc c8u tric clia mib va ddc ta cac mib phd bién nhu mib-2 hay host-resources-mib.

+ Hiéu dudc cach cac phan mém giam sat SNMP |8y théng tin nhu thé nao.

+ SU dung dudc cac cong cu SNMP Browser trén Windows & Linux.

+ CO6 nén tang ho trg cho viéc 1ap trinh phan mém SNMP.

1. SMIivl

MIB 1a mét céu tric dif liéu dinh nghia cac d6i tugng dugc quan ly, dude thiét k& dé quan ly cac thiét bi
khong chi rieng TCP/IP. RFC1155 * md ta cdu trdc cla mib file, cdu tric nady goi la SMI (Structure of
Management Information). Sau nay ngudi ta mé rong thém cau tric cla mib thanh SMI version 2, va phién
ban trong RFC1155 dudc goi la SMiv1.

Trudc khi di vao tim hi€u c4u tric cta mib, ching ta phai di sd Iugec qua mdt chuén goi 1a ASN.1 :

+ ASN.1 (Abstract Syntax Notation One) la chudn mé ta cac ludt ma héa dif liéu (encoding rules) cho
cac hé thdng truyén théng s6. Mot trong 3 hé thOng luat ma hda trong ASN.1 la BER (Basic Encoding
Rules). BER dugc SNMP dung lam phudng phap ma héa dir liéu. Vi vay trong cac RFC lién quan dén
SNMP ta hay bat gdp dong ghi chi “use of the basic encoding rules of ASN.1”.

+ BER mo ta nhiéu ki€u dif liéu nhu : BOOLEAN, INTEGER, ENUMERATED, OCTET STRING,
CHOICE, OBJECT IDENTIFIER, NULL, SEQUENCE,

+ Ching ta s& danh hdn mét chuang dé néi vé cac ludt ma héa clia “BER of ASN.1” va cach doc ban
tin SNMP tU viéc phan tach cac byte dua vao luat BER.

Quay lai RFC1155, mdi ddi tugng bao gdbm 3 phan : Name, Syntax va Encoding.

Name
Name la dinh danh clia object, c6 ki€u OBJECT IDENTIFIER. OBJECT IDENTIFIER 1a mot chudi thir tu' cac
s6 nguyén biéu dién cac nat (node) clia mét cay tir géc dén ngon.
GOc (root node) trong mib khong khdng cé tén. Dudi root 1a 3 node con :
+ ccitt(0) : do CCITT quan ly (Consultative Committee for International Telephone and Telegraph).
+ iso(1) : do t6 chifc 1SO quan ly (International Organization for Standardization).
+ joint-iso-ccitt(2) : do ca 1SO va CCITT quan ly.
Dudi node iso(1), t6 chlfc 1SO thiét k& 1 node danh cho céac td chic khac la org(3).
Dudi org(3) cé nhiéu node con, mét node dugc danh riéng cho US Department of Defense, dod(6).
BO Qudc phong My dudc coi la ngi sang 1ap ra mang Internet, dudi dod(6) chi cé 1 node danh cho cOng
dong internet ngay nay, la node internet(1).

Tat ca moi th{ thudc vé cdng dong Internet déu nam dudi .iso. org. dod.internet, moi object cla céac thiét
bi TCP/IP déu b3t dau véi prefix .1.3.6.1 (ddu chdm dau tién bi€u dién rang .iso la cay con cla root, va root
thi khéng cé tén)

RFC1155 dinh nghia cac cay con nhu sau :

internet OBJECT IDENTIFIER ::= { iso org(3) dod(6) 1 }
directory OBJECT IDENTIFIER ::= { internet 1 }
mgmt OBJECT IDENTIFIER ::= { internet 2 }
experimental OBJECT IDENTIFIER ::= { internet 3 }
private OBJECT IDENTIFIER ::= { internet 4 }
enterprises OBJECT IDENTIFIER ::= { private 1 }

+ directory : danh riéng cho tuang lai néu dich vu OSI Directory dugc st dung trén internet.

1 RFC1155 - Structure and Identification of Management Information for TCP/IP-based Internets
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+ mgmt (management) : t&t ca cac mib chudn chinh thifc cla internet d&u ndm dudi mgmt. M6i khi mot
RFC méi v& mib ra ddi thi t6 chic IANA (Internet Assigned Numbers Authority) sé cdp cho mib d6 mét
object-identifier nam dudi mgmt.

+ experimental : diing cho cac object dang trong qua trinh thir nghiém, dugc IANA cdp phat.

+ private : dung cho cac object do ngudi dung tu dinh nghia, tuy nhién cac chi s6 cling do IANA cdp. Tat
ca cac don vi cung cdp hé thdng mang cé thé déng ky object-identifier cho sdn phdm cua ho, ching dugc
cap phat dudi node private.enterprises.

/’\

ccitt (0) iso (1) iso-ccitt (2)

™~

org (3)

/

dod (6)

internet (1)

T T

directory (1) mgmt (2) experimental (3) private (4)
1.3.6.1.1 1.3.6.1.2 1.3.6.1.3 1.3.6.1.4

enterprises (1)
1.3.6.1.4.1

Hinh : SMIv1 (RFC1155)

Syntax

Syntax md ta ki€u clia object la gi. Syntax dugc I8y tir chudn ASN.1 nhung khdng phai tét ca cac kiéu
déu dugc ho trg. SMIva chi ho trg 5 ki€u nguyén thly (primitive types) 18y tr ASN.1 va 6 ki€u dinh nghia
thém (defined types).

Primitive types : INTEGER, OCTET-STRING, OBJECT-IDENTIFIER, NULL, SEQUENCE.

Defined types :

+ NetworkAddress : ki€u dia chi internet (ip).

+ IpAddress : ki€u dia chi internet 32-bit (ipv4), gdm 4 octet lién tuc.

+ Counter : ki€u s6 nguyén khong am 32-bit va tdng déu, khi s8 nay tdng dén gidi han thi phai quay
lai tir 0. Gia tri t6i da la 2%%-1 (4294967295).

+ Gauge : ki€u s6 nguyén khong am 32-hit, c6 thé tdng hodc gidm nhung khdng ting qua gid tri tdi
da 2%%-1.

+ TimeTicks : kiu s& nguyén khong am, chi khoang thdi gian tréi qua ké tir mdt thdi diém nao do,
tinh bdng phan trdm gidy. VD t&r khi hé th6ng khdi dong dén hién tai la 1000 gidy thi gia tri
sysUpTime=100000.

+ Opaque : ki€u nay cho phép truyén mét gia tri c6 ki€u tly y nhung dugc dong lai thanh tirng
OCTET-STRING theo quy cach ctia ASN.1.

Encoding

Ca ché Encoding nhu da néi, 1a chudn BER trong ASN.1 — s& dudc trinh bay trong chuang 5.

Cau truc ki€u OBJECT-TYPE

RFC1155 quy dinh cau trac cia mét record “dinh nghia d6i tugng quan ly” (a managed object definition),
ki€u dif liéu nay goi la OBJECT-TYPE, céc tai liéu mib khéc khi viét dinh nghia cho mdt managed object nao
do thi phai theo quy dinh clia SMI. Mt “Managed Object Definition” c6 ki€u OBJECT-TYPE bao gém céc
trudng :
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+ SYNTAX : ki€u cla object, la mt trong cac primitive types hodc defined types & trén.

+ ACCESS : muc truy nhap cla object, mang mot trong cac gia tri read-only, read-write, write-only, not-
accessible.

+ STATUS : mang mét trong cac gia tri mandatory (bat budc phai hd trg), optional (c6 thé hd trg hodc
khong), obsolete (da bi thay thé). MOt agent néu ho trg mot chu$n~mib nao do thi bat budc phai ho trg tat
ca cac object cd status=mandatory, con status=optional thi cé thé ho trg hodc khong.

+ DESCRIPTION : dong giai thich cho y nghia clia object.

Vi du dinh nghia cho object sysUpTime trong RFC1213 :

sysUpTime OBJECT-TYPE

SYNTAX TimeTicks

ACCESS read-only

STATUS mandatory

DESCRIPTION
"The time (in hundredths of a second) since the
network management portion of the system was last
re-initialized."

::= { system 3 }

2. Mib-2 (RFC1213)

RFC1155 md ta cach trinh bay mot mib file nhu thé nao chlr khéng dinh nghia cac object. RFC1213 la
mdt chudn dinh nghia nhanh mib ndm duéi iso.org.dod.internet.mgmt.mib-2 (tat nhién phai theo cdu tric
ma RFC1155 quy dinh). Ching ta s& khdo sat mdt phan RFC1213 dé hi€u y nghia clia mét s6 object trudc
khi dung céng cu dé doc chang.

RFC1156 la d&c ta mib chudn cho céc thiét bi TCP/IP, dudc coi 1a Internet-Standard Mib (mib version 1).
RFC1213 14 d3c ta mib chudn version 2, thudng goi la mib-2. Chl y phan biét mib-1 va mib-2 1a cac chuan
ddc ta dinh nghia clia cac object, con SMIv1 va SMIv2 la dac ta cdu trlc clia mib file. Mib-1 va mib-2 st
dung cdau trdc clia SMIv1.

Mib-2 1a mot trong nhitng mib dugc h6 trg rong rdi nhat. N&u mot thiét bi dugc tuyén bd 1a c6 hd trg
SNMP thi hdng san xudt phai chi ra n6 hd trg cac RFC nao, va thuGng la RFC1213. Nhiéu ban chi biét thiét bi
ctia minh “c6 hd trg SNMP” nhung khdng rd hd trg cac RFC nao, va ding phan mém giam sat SNMP hd trg
RFC1213 dé giam sat thiét bj nhung khong thu dudc két qua. Ly do 1a phan mém thi ho trg RFC1213 nhung
thiét bi thi khong.

Vi tri clla MIB-2 trong mib nhu sau :

|
internet (1)

T T

directory (1) mgmt (2) experimental (3) private (4)
1.3.6.1.1 1.3.6.1.2 1.3.6.1.3 1.3.6.1.4
mib-2 (1) enterprises (1)
13.6.1.2.1 1.3.6.1.4.1

%’N

system(1) interfaces(2) at(3) ip(4) icmp(5)  tcp(6) udp(7) egp(8) transmision(10) snmp(11)

Céac kiéu dif liéu méi dugc dinh nghia trong mib-2 gém :
+ Display String : k€& thira tir kifu OCTET STRING nhung chi bao gdm céc ky tu' in dugc (printable
characters) va dai khdng quéa 255 ky tu.
+ Physical Address : gidng kiéu OCTET STRING, dugc dung dé biéu dién dia chi vat Iy cla thiét bi.
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Trong mib-2 c6 10 group, tai liéu nay chi trinh bay dinh nghia cac object trong group system va
interfaces do chiing ta s& thuc hanh dung cac cong cu doc mib dé doc cac object nay. D& c6 dugc mo ta
day da cac ban hay tham khao RFC1213.

Name Syntax Description
. Internet-standard mib version 2 (RFC1213)
b-2(1
mib-2(1) OID: .1.3.6.1.2.1
system(1)
Dong v&n ban md ta node hién dang hd trg mib
sysDescr(1) DisplayString nay, c6 thé bao gbm tén, version, ki€u phan

cng, hé diéu hanh, ...

sysObjectID(2)

Object identifier

binh danh da dugc dang ky cla hang san xudt
hé thong. Gia tri nay phai khé nham lan va miéu
ta dudc day 13 loai thiét bi gi

Thdi gian tinh tir khi module quan tri mang cla

sysUpTime(3) TimeTicks hé thdng khdi déng lai (ki€u TimeTicks tinh
bang phan tram giay)
. . Dong van ban chi dinh ngudi can lién lac néu cé
sysContact(4) DisplayString c4c van dé d6i véi hé thdng
sysName(5) DisplayString Tén dudc gan cho node dé quan ly
sysLocation(6) DisplayString Vi tri vat ly dat node
Chi ra node c6 thé hoat déng & cac layer nao
sysServices(7) Inteqer clia OSI. Gia tri clia n6 1a tbng tat ca cac 2t-2eD
Y 9 vGi Layer 1a sO I6p OSI. VD mot router hoat
dodng & I6p 3 thi gia tri nay sé 1a 2¢1=4
interfaces(2)
ifNumber(1) Integer Tong s6 giao ti€p mang hién c6 trong hé thdng
ifTable(2) Sequence Danh séch céac théng tin cla tirng interface
. . MOt entry ch(fa cac object mang théng tin cla
ifEntry(1) IfEntry mot interace trong danh séch
Gia tri duy nhat cla mdi interface, gia tri nay
ifindex(1) Integer chay tir 1 dén ifNumber, va khong thay doi it
nhat cho dén khi hé théng khdi dong lai
ifDescr(2) DisplayString Dong text mang théng tin ciia mét interface
Ki€u interface, dua vao giao thic I8p
. physical/link cla interface. VD :
iType(3) Integer ethernetCsmacd(6), fddi(15), e1(19), atm(37),
sonet(39), v35(45), ...
. Kich thudc clia datagram I6n nhdt c6 thé
ifMtu(4) Integer truyén/nhan trén interface
ifSpeed(s) Gauge Bang théng hién tai cua interface, tinh bang bit
per second
ifPhysAddress(6) PhysicalAddress | Dia chi vat Iy cua interface
ifAdminStatus(7) Integer Trang thai mong mudn cla interface
ifOperStatus(8) Integer Trang thai hoat dong thurc té clia interface
. I Gia tri cla sysUpTime tai th&i diém interface di
iflastChange(9) TimeTicks vao trang thai hoat dong nhu hién tai
ifinOctets(10) Counter Tong s6 octet da nhan trén interface
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S6 gdi unicast dugc dua dén giao thirc I6p cao
han

S6 gdi nonunicast dugc dua dén giao thirc I16p
cao hon (broadcast, multicast)

ifinUcastPkts(11) Counter

ifInNUcastPkts(12) Counter

SG goi tin nhan dudc bi hiy (k€ ca cac goi
ifinDiscards(13) Counter khong bi 16i) d€ ngan khdng cho ching dén tang
x(r ly cao han, vd khi tran bé dém nhan.
ifInErrors(14) Counter S6 géi tin nhan dudc c6 chlra 16i

S6 géi tin nhan dugc tU interface nhung bi
discard vi n6 thubc giao thirc khong dugc ho trg

ifinUnknownProtos(15) | Counter

ifOutOctets(16) Counter Tong s6 octet da truyén ra interface

Tong sb goi tin unicast ma tang giao thirc cao
ifOutUcastPkts(17) Counter hon yéu cau truyén ra (k& ca cac goi s& bi

discard)

Tong s6 géi tin non-unicast ma tang giao thirc
ifOutNUcastPkts(18) Counter cao han yéu cau truyén ra (ké ca cac goi s€ bi

discard)

SG gdi tin can truyén ra bi hay (k€ ca céac goi
ifOutDiscards(19) Counter khong bi 16i) d€ ngan khdng cho ching dén tang

x(r ly cao han, vd khi tran b6 dém phat
ifOutErrors(20) Counter SG géi tin khong thé truyén ra do c6 10
ifOutQLen(21) Gauge D0 dai ctia hang dgi ban tin truyén di

Tham chiéu dén dinh nghia mib danh riéng cho
loai media cua interface. VD néu interface thudc
ethernet thi gia tri nay chi ra tai li€u mé ta cac
object cua riéng ethernet. Néu node khéng cung
cap dugc théng tin nay thi gia tri cla ifSpecific
phai 14 .0.0

ifSpecific(22) Object identifier

C&u trac clia mib 1a dang cdy, dé€ xac dinh object identifier cia mdt object ban phai di tir g6c dén object
dé. Vi du : bandwidth cla interface th& 3 trén thiét bi thi c6 OID la .1.3.6.1.2.1.2.2.1.5
(.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifSpeed.3).

Cha y : mdc du mib-2 da quy dinh index cua tung interface phai lién tuc va chay tr 1 dén ifNumber,
nhung trong thuc t& nhiéu thiét bi khdng d&t index lién tuc ma dat theo céch riéng dé dé quan ly. Do do ddi
vGi C2950 thi interface th(r 3 cé index la 3, nhung d6i vdi thiét bi khac thi interface th( 3 ¢ thé co index
khéc 3, tham chi 1a s6 rét I6n. Chang han mot switch c6 nhiéu card, mai card c6 12 port thi portl-cardl c6
index la 101, portl2-cardl c6 index la 112, portl-card2 c6 index la 201.

3.Swr dung iReasoning MIB Browser trén Windows

iReasoning MIB Browser

DE 18y thong tin clia mét object trong mib ta cdn c6 mdt phan mém c6 thé thuc hién cac phuong thirc
SNMP (Get, GetNext, Set). Cac phan mém nay goi chung la MIB Browser, hién c6 rat nhiéu va hau hét déu
c6 phién ban mién phi.

M@t trong nhitng cong cu mib browser dé str dung 1a iReasoning MIB Browser. Phan mém nay dugc viét
trén Java nén c6 thé chay trén Windows lan Linux, né cung cap ca giao dién do hoa va dong Iénh. Phién ban
hién tai 1a Personal Edition 6.33, download tai http://www.ireasoning.com/download.shtml

Trong phan nay ching ta sé& dung iReasoning MIB Browser dé 18y thong tin ciia mét switch Cisco Catalyst
2950. Théng tin dugc 18y thudc dac ta mib-2.
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Sau khi cai dat va khai déng, giao dién clla phan mém nhu sau

4> iReasoning MIB Browser |._| |E| |E|
File Edit Operations Tools Bookmarks Help
Address: | |v| Advanced... 0ID: |v| Operations: |Get Mext v| ” Go
SNMP MIBs Result Table l
! Name/OID Value Type g
B3 RFC1213-MIB.iso.org.dod.internet. mgmt.mib-2 | | ]
-3 HOST-RESOURCES-MIB.iso.org. dod.internat . magmt.mib-2, hao B
g
=
q] i [[»
hame mib-2 =
oID AAE L2
MIB RFC1213-MIE -
Synkax
Access
Skatus =
| .is0.0rq.dod.inkernet mgmt. mib-2 || o:4m03am || 7Mofism |62

L&y thong tin bang Get/GetNextRequest dung MIB Browser

Pau tién ban khai bao day da tinh nang SNMP agent trén C2950 nhu chudng 2 da trinh bay. K€ ti€p trén
iReasoning MIB browser ban khai bao nhu sau : nhap IP cla switch vao 6 [Address]; nhan nit [Advanced],
nhap céac théng tin Read/Write Community (mdc dinh |a public/private), chon version SNMP la 1 (céc version
khéac chlng ta sé thuc hién sau), nhan [OK].

Advanced

Address | ;

Part |151

‘Write Community | [IITIIT]

|
|
Read Communiky |uuu |
|
|

SNMP Version [1 -

Ok i Cancel

Sau do, m& cay RFC1213.system, chon object sysDescr; bén phai man hinh chon Operation la GET va

nhan nat , MIB Browser sé€ glri ban tin GetRequest ¢é OID la 1.3.6.1.2.1.1.1.0 (sysDescr.0) dén thiét
bi, thi€t bi gui lai ban tin GetResponse va phan mém hién thi théng tin tra I3i 1én man hinh.
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4> iReasoning MIB Browser |Z| [.E| El

File Edit Operations Tools Bookmarks Help

Address: ‘192.168.4?.253 |v| Advanced. .. oID: |.1.3.6.1.2.1.1.1.U |v| Operations: |Gek v| ’Go
SNMP MIBs Result Table l

MIE Tree =

! Mame/OID Value Type
E‘B SEI2E W0 Dt e s sysDescr.0 Cisco Internetwork Operating System Soft, ..
[ system
. ) sysObjectID
-y sysUpTime
@ sysContack |
@ syshame
i @ sysLocation
i WY sysServices
-3 inkerfaces =
4] i | (]
Mame sysDescr |3
QID B ECH - o e O o
MIB RFC1213-MIB =
Synkax Displaystring (SIZE (0..255))
Access read-only
Skakus mandatory =
I Jis0.org.dod.internet. mgmt. mib-2. system, sysDescr. 0 | | 10:01:10 AM | | oM of 15M |ﬁ

Khi ban click vao object sysDescr ban s& thdy cac théng tin dinh nghia vé object nay hién thi & panel phia
dudi nhu Name, OID, MIB, Syntax, Access, Status. Phan mém MIB Browser biét dugc céac thong tin nay
chinh la nh6 vao RFC1213, mib file nay dugc Iluu & dudng dan cai dgt chuong trinh
.\ireasoning\mibbrowser\mibs\rfc1213.

K&t qua tra I3i cho sysDescr la “Cisco Internetwork Operating System Software ...”, ki€u & OctetString.

Tiép theo ban chon Operation la GetNext, phudng thic GetNext Idy vé thong tin cla object k€ ti€p. Luc
nay phan mém s€ gui ban tin GetNextRequest c6 OID van la .1.3.6.1.2.1.1.1.0 (sysDescr.0) nhung thiét bi

s€ gui ban tin trad I3i GetResponse ¢6 OID la .1.3.6.1.2.1.1.2.0 (sysObjectID.0), vi sysObjectID la object k&
ti€p sysDescr trong mib-2.

MIE Tree A | ;

) e . s : MName/QID Value | Type
E'E' RECIZ13-MIHxg' or g dadinternek. marl il sysDescr.0 Cisca Inkernetwork Operating System Soft, .. OctebString

E"B ﬁtem sysObjectID.0 1.3.6.1.4.1.9.1.324 oID
‘ sysObjectD

-y sysUpTime
.. [EP cueCarbark

Gia tri tra vé 1an nay la gia tri clia sysObjectID, 1a .1.3.6.1.4.1.9.1.324, c6 ki€u Object Identifier. Gi4 tri
nay c6 nghia la .iso.org.dod.internet.private.enterprises.cisco.1.324, trong dé prefix dau la enterprise
number cla Cisco (9) con 1.324 la OID cua thiét bi switch C2950 do Cisco ty' dinh nghia. Ban c6 nhd trong
chuong 2, phan mém PRTG khi auto-discover con switch nay da phat hién ra né la [Cisco 1SO Cisco Switch]
hay khong ? PRTG da dua vao sysObjectID dé nhan dang ra Cisco Switch, di nhién 1a né phai c6 CSDL nhén
dang day du.

Thay d6i thong tin bang SetRequest diing MIB Browser

Trong panel bén tréi, nhitng object cé hinh @)y read-only, hinh [# 12 read-write. Tiép theo ta sé thuc
hién phuang thirc Set dé thay ddi thong tin thiét bi qua SNMP. Ban click chon object sysName va thuc hién
Get dé€ 18y thong tin trudc khi thay d6i. Sau dé ban chon phudng thirc Set va nhan nat [Go]. Trong hdp
thoai [SNMP SET] ban nhép gi4 tri can thay ddi vao [Value] va nhan [OK], néu write community la dung thi
thao tac Set sé dugc thuc hién thanh cong.
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oID |.1.3.5.1.2.1.1.5.0

Data Type |Octet5tring

Valus |Ciscc:295t]

SET succeeded

Q‘ SET succeeded

| ok

Thuc hién lai phuong thi'c Get, ban sé thay sysName cla thi€t bi dd mang gia tri mdi.

SNMP MIEs I Result Table }

MIE Tree <=
. . : — Mame{0ID | Value | Type 53
[—]...] =] -l
=] [Bf RFC1213-MIB.iso.org.dod.internet. mgrnt. il syshame.0 2950 DctetString
(& system = <hiame.0 Cisco2950 Octetstring
¢ iy sysDescr

sysObjectID
syslpTime
@ sysContack

e

@ sysLacation

E‘\:fﬁg -

Login vao thiét bi ban s& thy hostname clia switch da thay déi.

Giam sat Iuvu lugng interface bang MIB Browser

Bay gid ching ta s& thuc hién cac thu tuc phlc tap hon dé gidm sét luu lugng interface trén switch,
théng tin can 1dy bao gom tén interface, description, speed, current status, Iuu Iwgng da truyén/nhan. Muc
nay chi nhdm gilp ngudi doc hi€u cac phan mém giam sét luu lugng hoat ddng theo trinh tu nhu' thé nao,
trong thuc t€ khéng ai dung MIB Browser dé gidam sat luu lugng thi cong ca.

Pau tién ban phai 18y sb lugng interface c6 trén C2950, chon node interfaces.ifNumber, thuc hién GET.
C2950 cua tac gid cho biét c6 27 interface, switch clia ban c6 thé c6 s& lugng khac.

SNMP MIES: Result Table |
? MIE Tree = Name/0ID | Valus Type

B[EB RFC1213-MIB.iso.org.dod.interng | lFvumber.0 57 Integer
-3 system
EJ[E} inkerfaces
R Yo m
= [ FTable
= iFEnkry
e’% ifIndex

: ‘iFDescr
P e

Tiép theo ban I8y index cla tirng interface, van click vao node ifNumber, chon GetNext, ban s& 18y dudc
object k€ ti€p cua ifNumber, tlc la index cla interface dau tién, vi ifindex |a object accessible k€ ti€p
ifNumber (ifTable va ifEntry la not-accessible). Trong hinh dudi ban s€ thdy interface dau tién c6 index la 1
(.1.3.6.1.2.1.2.2.1.ifIndex.1). C6 thé& ban s& hdi tai sao khong st dung GetRequest truc ti€p trén node
iflndex.1 ma phai st dung GetNextRequest trén node nam trudc d6 ? Nhu phia trén da Iuu y, nhiéu thiét bi
khéng dung ifindex trong khodng tlr 1 dén ifNumber, va index cua interface dau tién chua han la 1, nén néu
dung GetRequest ifindex.1 trén nhiéu thiét bi khac c6 thé s& gdp 10i “agent not responding”.
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Lan lugt thuc hién GetNext lién tuc dén khi nao da s6 lugng index cua 27 interface. Cubi cing ban sé
dugc index cla cac interface dudc danh so tir 1 dén 27.

: ; sp rindex. 14 14 Integer
@ %__ﬁ:;;ﬁ_:ber | ] ifIndex. 15 15 Integer U
; ifIndex. 16 16 Integer @
= E Ia'?le ifIndex. 17 17 Integer =
= FEntry iFInd=x. 15 18 Integer ,/[J
% W ifIndex.19 19 Integer
@ fDescr iFIndex. 20 20 Integer =
" FType ifIndex.21 21 Integer
-y FMEu iFIndex.22 22 Integer =
- FSpeed ifindex.23 23 Integer
‘ ifPhysaddress [« (iFIndex.24 24 Integer
4 | Sh ' | | 1 |_ ifIndex.25 25 Integer
e e — |ifIndex.26 26 Integer
S — % e

Néu ti€p tuc GetNext thi ban sé Idy dugc cac dong mo ta cua 27 interface (ifDescr). Ldc nay ban co thé
Idy théng tin cua interface bat ky vi ban da bi€t index cla ching. Vi du dé 13y description cua interface th(r
5, ban hay nhap vao hop “OID” gia tri ©.1.3.6.1.2.1.2.2.1.2.5” va thuc hién Get.

File Edit ©Operations Tools Bookmarks Help

Address: |192,168,47,.253 v| Advanced.., 0ID: |.1.3.6.1.2.1.2.2,1.2.5 v| Operations: |Get - »Gn

SN ] Result Table

H ,% iFIndex NamEIOID Value Tlﬂ:le ==
i F I
‘ ifDescr.5 FastEthernst0fs tebString ¥
,‘ iFType

HE S

Ti€p theo ban phai 18y bandwidth cta céc interface (ifSpeed), mot so interface c6 speed la 10Mbps, mot
s6 khéac 1a 100Mbps.

;oW e Ir=peed. Lo LUUUUIUUY t2auge al OO
‘ iFMEU iFSpeed. 16 100000000 Gauge
= Yifspeed ifspeed. 17 10000000 Gauge B
‘ ifPhysAddress iFSpeed. 18 100000000 Gauge @
@ iFadminstatus ifSpeed.19 10000000 Gauge
HIEE T iFemaad 20 AN aaTuTaTaTalal Ranne T

Tiép theo nita ban phai 18y trang thai hoat ddng cla ting interface dé biét interface nao dang up hay
down. Theo RFC1213, ifOperStatus cé kiéu la INTEGER, c6 thé mang cac gia tri : up(1), down(2), testing(3),
unknown(4), dormant(5), notPresent(6), lowerLayerDown(7).

-l IFPhysAddress iFOperStatus. 19 down Integer -
@ iFadminstatus iFOperstatus, 20 down Integer ﬁ
‘ ifOperstatus, 21 up Integer
,‘ ifLastChange iFOperstakus, 22 up Inteqer =
‘ FINOckets iFOperstatus, 23 down Integer
‘ FInUcastPlts  [= ifOperstatus, 24 down Integer
i | m | | 'l ifOperstatus. 25 up Integer -
ifOperstatus, 26 down Integer EE:
MName iFOperstatus |i‘ iFOperStatus, 27 up Inkeger =
T i 4.3 4 % ") 4 g 1 1 - =

DE theo dai luu lugng, ban phai thuc hién 13y lién tuc t8ng s6 octet da nhén (ifinOctets) va tdng s6 octet
da truyén (ifOutOctets), tic 1a thuc hién phudang phép Poll. Tdc dd hién tai dudc tinh bang |18y s6 octet tang
thém gitra 2 [an poll chia cho thdi gian gilra 2 [an poll.
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Hinh sau minh hoa két qua 1y ifinOctets cUa interface s 18.

‘ iPhysaddress || [ftnoctets. 18 900280486 Counter32 -
[ iFadminstatus | [FInOctets. 18 902974374 Counter32 J-*
‘ ifOperskatus iFInQckets, 18 903153620 Counter32 e
‘ ifLastChange iFInOckets, 18 203246639 Counter32 E
‘ iFInCickets, 18 03392233 Counter3z .
‘ IRl astPlts iFInOckets, 18 203593474 Counter32 =
‘ iFInhUCastPkts || iFInOctets, 15 903772734 Counter32
a iFInDiscards had iFInOctets, 18 9038758341 Counter32 [

1 | T ’ | p| ifInOckets, 18 903933631 Counter32 |

Nhu vdy dén day ban da biét chuong trinh giam sat luu lugng bang SNMP hoat ddng nhu thé nao dé 18y
dugc luu lugng clia céc interface.

Cac operation khéac ctia iReasoning MIB Browser

Ngoai cac opeartion tugng (fng cac phudng thirc cia SNMPv1, iReasoning MIB Browser con c¢cé mot sd
opeartion khac.

GetBulk : thuc hién phuong thirc GetBulkRequest. GetBulk la phuong thirc cé tlr SNMPv2, né c6 thé 18y
thdng tin clia nhiéu object cung IGc chi bang 1 ban tin; vi du thay vi ban guii 10 GetRequest thi ban chi can
gUi 1 GetBulk. Ching ta s& thuc hién GetBulk sau khi tim hi€u vé SNMPv2.

GetSubTree : thuc hién I8y tat ca cac object ndm dudi mdt node. Vi du ban dang & node mib-2.system,
khi ding GetSubTree thi phan mém sé 18y tat ca cac OID ndm dudi mot cdp. Luu y GetSubTree khéng phai
la mot phuong thc chudn cia SNMP ma 13 tinh ndng cla riéng phan mém, ban chat cla viéc thuc hién
GetSubTree la thuc hién cac GetNextRequest lién tuc dén khi nao nhan dudc object cling cap vdi object khdi
dau.

@ M s : B Mame[CID | Value Type
(& RFC1213-MIB.is0.org.dod.ink sysDescr.0 Cisco Internetwork Operating System Software 105 (km) ... OcketString
=% B sysObjectID.0 L036.1.4.1.59.1.32% oI D
: ‘ sysDescr il |sysUpTime.0 301 hours 39 minutes 39 seconds TimeTicks
‘ sysObjectlD “A |sysContact.0 MguyenDizp OctetString @
" syslpTime sysMame. 0 2950 OctetString
- [# sysContact || |sysLocation.0 e iy Octetstring | L)
=|§ sysName sysServices.0 Integer S
[ sysLocation 13.6.1.2.1.1.8.0 &
‘ sysServices
Ij 23 interfaces =
ﬁ A A =

Walk : thuc hién GetNextRequest lién tuc dén khi hét bang mib. Chi cdn mdt [an Walk ban c6 thé 18y toan
b0 céc object nhung s€ ton nhiéu thdi gian. Walk ciing khong phai la phuang thirc chuan clia SNMP.

4.SMIv2

SMIv2 (Structure of Management Information version 2) dchjc, trinh bay trong RFC2578, bao gom nhiéu
thay doi trong cau trdc mib file. Phan nay trinh bay nhirng thay doi chi yéu nhat.

Céc kiéu dir liéu méi hoédc thay ddi so v8i SMIvl

+ INTEGER32 : s& nguyén ndm trong khoang -2% and 23'-1 (-2147483648 to 2147483647 decimal).

+ OCTET STRING : kiéu chudi ky tu, do dai t&i da 65535.

+ OBJECT IDENTIFIER : dinh danh ctia object, khong qua 128 phan tr (sub-identifier), mdi phan t(r 1a s6
nguyén khong qua 2°>-1

+ COUNTER32 : ki€u s& nguyén khdng dm ting dan, t6i da la 2%2-1, khi vugt gia tri t6i da thi quay lai tr
0. Counter32 khong bat budc gié tri bat dau phai la 0.

+ GAUGE32 : ki€u s8 nguyén khéng &m tang hodc giam, gidi han trong khoang 0 ~ 2%2-1, né khéng thé
vugt ra gidi han nay.

+ COUNTER64 : ki€m s6 nguyén khdng am tang dan, t6i da la 2°%-1 (18446744073709551615).
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+ UNSIGNED32 : ki€u s& nguyén tlr 0 ~ 2°2-1.
Kiéu dir liéu OBJECT-TYPE

Trong SMIv1l ki€u OBJECT-TYPE bao gbm : SYNTAX, ACCESS, STATUS, DESCRIPTION. Trong SMIv2 kiéu
OBJECT-TYPE bao gOom cac trudng : SYNTAX, UNITS, MAX-ACCESS, STATUS, DESCRIPTION, REFERENCE,
INDEX, AUGMENTS, DEFVAL.

+ SYNTAX : ki€u dif liéu cla object, la mét ki€u theo chudn ASN.1 hodc cac ki€u dinh nghia riéng cta
SMiv2.

+ UNITS : la dong text md ta mot unit nao dé gan lién vai object, trudng nay khéng bat budc phai co.

+ MAX_ACCESS : c6 5 quyén truy xuat object c6 uu tién tir thap dén cao la "not-accessible", "accessible-
for-notify", "read-only", "read-write", "read-create"; MAX_ACCESS quy dinh quyén cao nhat tac dong dén
object, quyén cao han bao gom cac quyén thap han. VD object c& MAX_ACCESS la “read-write” thi c6 thé
dudc doc/ghi nhung khong thé tao.

+ STATUS : trang thai cla object, mang mot trong cac gia tri “current” (dinh nghia clia object dang c6
hiéu Iuc va dang dugc st dung), “obsolete” (dinh nghia nay da cli va c6 thé bo di), “depricated” (dinh nghia
nay da cli va cac chuan ti€p theo c6 thé dinh nghia lai).

+ DESCRIPTION : dong text mé ta théng tin y nghia cla object.

+ REFERENCE : la dong text mo ta dén céc tai liéu khac co lién quan dén object nay, reference khong
bat budc phai co.

+ INDEX : chi ra truGng index cla object hién tai. VD ifDescr cd INDEX = ifindex.

+ AUGMENTS : tudng tu nhu INDEX va cé thé dung thay th€ INDEX, nhung chi mét trong 2 trudng
INDEX hodc AUGMENTS 0n tai, khong thé ton tai cung lic ca 2.

+ DEFVAL : gia tri mac dinh (default value) cla object khi n6é dugc tao ra.

Ki€u dir liéu NOTIFICATION-TYPE

Ki€u NOTIFICATION-TYPE dugc ding dé mé ta nhifng théng tin quan ly mang dudc truyén khong theo
yéu cau (vi du ban tin TrapPDU hodc InformRequestPDU clia SNMPv2, ching dugc tu dong gui di khi cd su
kién xdy ra ma khoéng can phai co request tU thiét bi khac).

Cac notification phai dugc dinh nghia trong mib, cdu tric cla chiing bao gém cac ménh dé sau :

+ OBJECT : danh sach c6 th(r ty cac object cé lién quan dén notification, vd ban tin notification cho 4
interface cUa thiét bi thi OBJECT phai chira ifindex cla 4 interface do.

+ STATUS : mang mét trong 3 gia tri “current”, “obsolete” hoac “depricated”.

+ DESCRIPTION : dong text mé ta y nghia cta notification.

+ REFERENCE : md ta céc tai liéu co lién quan dén dinh nghia cla notification, REFERENCE khéng bat
budc phai co.

Vi du : khi cdu hinh cla thiét bi thay d6i thi n6 s& guri ban tin entConfigChange c6 ki€u NOTIFICATION-
TYPE, dugc dinh nghia nhu sau :

entConfigChange NOTIFICATION-TYPE

STATUS current

DESCRIPTION
"An entConfigChange trap is sent when the value of entLastChangeTime
changes. It can be utilized by an NMS to trigger logical/physical entity
table maintenance polls. An agent must not generate more than one
entConfigChange “trap-event’ in a five second period, where a “trap-
event’ is the transmission of a single trap PDU to a list of trap
destinations. If additional configuration changes occur within the five
second ’throttling’ period, then these trap-events should be suppressed
by the agent. An NMS should periodically check the value of
entLastChangeTime to detect any missed entConfigChange trap-events, e.g.-
due to throttling or transmission loss."

::= { entityMIBTrapPrefix 1 }
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5. Host-Resources-Mib (RFC2790)

RFC2790 la mib dung cho host, n6 cung cdp dinh nghia nhiéu object nhu théng tin hé théng, luu trlr,
device, software, performance. Dich vu SNMP agent trén Windows va Linux déu ho trg RFC2790.

Vi tri cla Host-mib trong mib nhu sau :

host OBJECT IDENTIFIER ::= { mib-2 25 }

TUrc 1a .iso.org.dod.internet.mgmt.mib-2.host hay .1.3.6.1.2.1.25.

|
internet (1)

T T

directory (1) mgmt (2) experimental (3) private (4)
1.3.6.1.1 1.3.6.1.2 1.3.6.1.3 1.3.6.1.4
mib-2 (1) enterprises (1)
1.3.6.1.2.1 1.3.6.1.4.1
host (25)
1.3.6.1.2.1.25

Céac kiéu dit liéu méi dudc dinh nghia trong host-mib gom :
+ Kbytes : ki€u INTEGER32, thé hién kich thudc cua thiét bj luu trif, don vi tinh 14 1024 Bytes.
+ ProductID : xac dinh nha san xudt, model, phién ban cta phan clrng hay phan mém.
+ AutonomousType : kiéu gia tri dinh danh c6 thé md rdng doc 18p, vi du né cé thé chi ra mdt cay
mib con nao dé dugc dinh nghia bdi mot tai liéu khac.
+ DateAndTime : ki€u ngay va gid, dinh dang nhu sau :
“year-mon-day,hour:n;lin:sec.centiSec,tHourFromUCT:MinFromUTC”. Vi du “15/01/2010 1:30:15 PM,
GMT+7" dudc biéu dién 1a “2010-01-15,13:30:15.0,+7:0"

Muc nay trich dinh nghia mot s6 object quan trong trong cong tac gidm st server nhu tinh trang hé
thong, tinh trang luu trr (0 cing), ty 1€ s dung cpu & b0 nhd cla tiing process, danh sach cac phan mém
cai dat; do chiing ta s€ thyc hanh dling cac cong cu doc mib dé doc cac object nay. Bé cd dugc mo ta day
du céac ban hay tham khao RFC2790.

Name Syntax Description

Host-Recources-Mib (RFC2790)
OID: .1.3.6.1.2.1.25

host-mib(25)

hrSystem(1)
hrSystemUptime(1) TimeTicks Tbcﬂ gian tr0|vquallfe tu khi host khai dong,tinh
bang phan tram giay
hrSystemDate(2) DateAndTime Ngay gid local clla host
Index cua thiét bi ma host dugc cu hinh dé
hrSystemlnitialLoadDevice(3) | Integer32 load hé diéu hanh (danh sach thiét bij va index

nam trong hrDeviceEntry)
Chudi tham s6 cung cap cho thiét bi chira HDH

hrSystemlnitialLoadParamete DisplayString

rs(4) khi khi déng
hrSystemNumUsers(5) Gauge32 S0 lugng session cla cac user dang log vao host
hrSystemProcesses(6) Gauge32 S0 lugng process dang chay trén host
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S6 lugng process t6i da ma hé thdng c6 thé hd

hrSystemMaxProcesses(7) Integer32 trd, néu hé thdng khéng gidi han sd process thi
object nay =0
hrStorage(2)
hrStorageTypes(1) (chua dugc dinh nghia)
. Dung lugng bd nhé vat Iy chinh cla host,
hrMemorySize(2) KBytes thudng 12 RAM
hrStorageTable(3) Sequence Bang chtfa cac vung Iuu trir logic trén host
hrStorageEntry(1) hrStorageEntry
hrStoragelndex(1) Integer32 G@ tri duy nhat cua madi thiét bi luu trir vat ly
trén host
hrStorageType(2) QutonomousTyp Ki€u thiét bi luu trir
hrStorageDescr(3) DisplayString Mo ta thiét bi luu trir
. : Kich thudc tinh bang byte ctiia mét dan vi luu
?Sr(84t)orageAIIocat|onUn| Integer32 trir di¥ liéu, vd trén windows ntfs mac dinh moi
block 1a 4KB
. Kich thudc cla thié€t bi luu tri, don vi tinh la
hrStorageSize(5) Integers2 hrStorageAllocationUnits
Dung lugng da st dung, tinh bang
hrStorageUsed(6) Integer32 hrStorageAllocationUnits
hrStorageAllocationFail S0 lan cac yéu cau luu trlr bi tir chdi do khong
Counter32 N ~
ures(7) con dung lugng trong
hrDevice(3)
hrProcessorTable(3) Bang chtra thong tin vé bd x{ ly clia host
hrProcessorEntry(1)
hrProcessorFrwiD(1) ProductID M& san pham ctia bd x{r ly
Ty I& phan trdm thdi gian rdi ctia cpu, tinh trung
hrProcessorLoad(2) Integer binh trong 1 pht vira qua
hrSWRunPerf(5)
hrSWRunPerfTable(1) Bang chua cac kfat qua do hiéu suat chiém dung
cpu & ram cua tung process
hrSWRunPerfEntry(1)
hrSWRunPerfCPU(1) Integer32 Tbcn gian phlem dung cpu cua process, tinh
bang centi-second
hrSWRunPerfMem(2) KBytes Lugng bd nhé dugc cap phat cho process
hrSWinstalled(6)

. : Gia tri clia sysUpTime tU khi c6 mot phan mém
hrSWinstalledLastChange(1) | TimeTicks ndo dé dudc cii, thay ddi hay g8 bo
hrSWinstalledLastUpdateTim TimeTicks Gia tri clia sysUpTime tUr khi hrSWinstalledTable
e(2) dudc cap nhat hoan toan lan gan nhat
hrSWinstalledTable(3) Sequence Danh sé&ch cac phan mém dugc cai trén host

hrSWinstalledEntry(1)
hrSWinstalledIndex(1) | Integer32 Gia tri duy nhat cla tirng phan mém trén host
hrSWinstalledName(2) | DisplayString Tsn cu)a t}f’ng Qhap merD trén hOSt’ ¢6 the bao
gOlm ca tén nha san xuat, version.
hrSWinstalledID(3) ProductID M& san phdm ctia phdn mém
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Ki€u phdn mém, gém : unknown(1),
hrSWinstalledType(4) Integer operatingSystem(2), deviceDriver(3),
application(4)

Thdi diém thay d6i gan nhét trong ciy thu muc
clia phan mém. Néu host khong biét thong tin
nay thi object nay phai mang gia tri 0000-01-
01,0:0:0,+0:0

hrSWinstalledDate(5) DateAndTime

6. Str dung net-snmp-utils trén Linux

Phan trén ban da sr dung mot cong cu mib browser trén Windows, phan nay ching ta s€ thuc hanh cach
ldy thu cong céac thong tin cla may chl, bdng cach dung cac 1énh command-line trong bé cong cu net-
snmp-utils d& lam viéc vdi host-recources-mib. Hé diéu hanh dugdc chon minh hoa van la CentOS 5, tuy
nhién snmp agent trén CentOS 5 lai khéng ho trg day dd mib nay nén ching ta s€ dung cac lénh trén
CentOS dé giam séat mdt server Windows.

D€ dlng dudc céc 1énh snmp dang command line trén CentOS, ban phai cai dat package net-snmp-utils.
Chuong 2 da c6 phan hudng dan cach cai va khdi dong package net-snmp-utils trén CentOS va cach cau
hinh dich vu SNMP trén Windows.

Cac vi du trong phan nay sé thuc hién véi snmp version = 1, read-community = public, write-community
= private, host = 192.168.1.100 (IP cUa server Windows can giam sét).

GetRequest
Cl phép :

% snmpget -v version -c read-community host object-id

Trong dé :
+ version : phién ban snmp, bao gom : 1, 2c, 3.
+ read-community : chudi community diing dé I3y thong tin.
+ host : domainname hodc IP cla thiét bj can quan ly.
+ object-id : dinh danh cla object can Idy.
Vi du : |4y thoi gian troi qua ké tir ltc khdi ddng may cha.
+ OID can |4y la host-resources-mib.hrSystemUptime.0 (.1.3.6.1.2.1.25.1.1.0)

# snmpget -v 1 -c public 192.168.1.100 .1.3.6.1.2.1.25.1.1.0
HOST-RESOURCES-MIB: : hrSystemUptime.0 = Timeticks: (16363328) 1 day, 21:27:13.28

+ Gia tri 1dy dugc la 16363328, can cl vao dinh nghia cla host-resources-mib thi hrSysUptime dugc tinh
bang phan trdm gidy, do do CentOS hién thi ludn gia tri da dugc chuyén ddi thanh gid:phat:giay.miligiay.
Trong cac cau lénh snmp, ngoai viéc dung object-id dang s6 thi ta cling cé thé nhap dang chi, vd :

# snmpget -v 1 -c public 192.168.1.100 HOST-RESOURCES-MIB: :hrSystemUptime.0
HOST-RESOURCES-MIB: : hrSystemUptime.0 = Timeticks: (16363328) 1 day, 21:27:13.28

GetNextRequest
Cl phép :

% snmpgetnext -v version -c read-community host object-id

Vi du : 13y ty I& chiém dung CPU.
+ OID can ldy la host-recources-mib.hrDevice.hrProcessorTable.hrProcessorEntry.hrProcessorLoad

(.1.3.6.1.2.1.25.3.3.1.2). M3t host c6 thé c6 nhidu processor nén thong tin cia mdi processor 1a mdt entry
trong bang hrProcessorTable, néu mudn I3y thong tin cla processor x thi OID can Idy phai c6 dang
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hrProcessorLoad.x (.1.3.6.1.2.1.25.3.3.1.2.x) V@i x la index cla processor dd. Cac OID hrProcessorLoad.x
nam sau hrProcessorLoad, tuy nhién ta chua biét s§ x nay bat dau tlr may nén ta phai thuc hién GetNext
trén OID hrProcessorLoad dé 18y dugc tai ciia cpu th( nhét. Sau d6 thuc hién GetNext trén OID cua cpu thl
nhat thi ta s€ Iy dudc tai cla cpu th( hai.

# snmpgetnext -v 1 -c public 192.168.1.100 .1.3.6.1.2.1.25.3.3.1.2

HOST-RESOURCES-MIB: :hrProcessorLoad.3 = INTEGER: 3
# snmpgetnext -v 1 -c public 192.168.1.100 .1.3.6.1.2.1.25.3.3.1.2.3
HOST-RESOURCES-MIB: :hrProcessorLoad.4 = INTEGER: 3

+ Ta thdy sau khi GetNext OID hrProcessorLoad thi ta dugc OID hrProcessorLoad.3 vdi gia tri ki€u
INTEGER la 3. Nghia la cpu th(r nhat c6 id la 3 trong agent cla host dang dugc gidm sat, va ty I chiém
dung cpu trung binh trong 1 phdt vira qua la 3%. CPU th( hai c6 id la 4 va ty |é chiém dung cling la 3%.

+ Béng cach I8y gia tri hrProcessorLoad déu dan, phan mém giam sat SNMP c6 thé vé dugc biéu do hoat
dong cua cpu trén host dugc giam sat. Luu y hrProcessorLoad dugc agent cap nhat moi phat mot lan.

SetRequest
Cl phép :

% snmpset -v version -c write-community host object-id type value

Trong do :
+ version : phién ban snmp, bao gobm : 1, 2c, 3.
+ write-community : chudi community ding dé thiét 1ap thong tin.
+ host : domainname hodc IP cla thié€t bj can quan ly.
+ object-id : dinh danh cla object can set.
+ type : ki€u cta dir liéu sé dugc set, 1& mot trong cac gia trii, u, t, a, 0,s,x,d, b, U, I, F, D
(i: Integer, u: Unsigned Integer; t: TimeTicks; a: IPAddress; o: Object Identifier; s: String;

X: Hex String; d: Decimal String; b: Bits; U: Unsigned Int64; I: Signed Int64; F: Float; D:
Double)

+ value : gia tri dudc set.
Vi du : Dat lai tén may tinh.
+ Tén cla host khéng thudc host-resources-mib ma thudc v& mib-2, OID la mib-2.system.sysName. Do

host chi c6 mdt tén nén tén cla host 1a sysName.0 (.1.3.6.1.2.1.1.5.0). sysName c6 ki€u la OctetString nén
tham s0 type trong Iénh snmpset s& 1a “s”. Ta thuc hién 18y tén trudc va sau khi set dé thay su thay doi.

# snmpget -v 1 -c public 192.168.1.100 .1.3.6.1.2.1.1.5.0

SNMPv2-MIB: :sysName.0 = STRING: NguyenDiepPC

#

# snmpset -v 1 -c private 192.168.1.100 .1.3.6.1.2.1.1.5.0 s NewComputer
SNMPv2-MIB: :sysName.0 = STRING: NewComputer

#

# snmpget -v 1 -c public 192.168.1.100 .1.3.6.1.2.1.1.5.0

SNMPv2-MIB: :sysName.0 = STRING: NewComputer

Trap

Cau lénh gui trap so vdi cac Iénh khac thi phirc tap han do cé nhiéu tham sd. Trong chudng 1 cé trinh
bay cdu trdc cla ban tin trap SNMPv1,bao gom cdc trudng enterpriseld, agent, genericTrap, specificTrap,
timeStamp va variableBindings; I€énh gui trap cling phai chi ra day du cac trudng nay.

Cl phép :

% snmptrap -v version -c trap-community host enterprise agent generic specific
timestamp object-id type value

Trong dé :
+ version : phién ban snmp, bao gobm : 1, 2c, 3.
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+ trap-community : chudi community diing dé guri trap.

+ host : domainname hodc IP clla may tinh nhan trap.

+ enterprise : id clia doanh nghiép, ding d&€ nhan dang thiét bi guri trap 1a cla hdng nao, model gi.
+ agent : domainname hodc IP cua thiét bi can quan Iy, tham s& agent nay c6 thé khéng can chi ra
trong dong Iénh dé& hé théng tu ddng chén IP vao.

+ generic : loai trap generic (tir 0 dén 6), néu la trap riéng thi generic = 6 (enterprise-specific trap).
+ specific : loai trap specific.

+ timestamp : th&i diém xay ra sy’ kién lam cho hé thdng gui trap, théng thudng hé théng glri trap
ngay khi su’ kién xdy ra nén timestamp bang véi th&i diém gUi trap; tham s nay cling cé thé khong
can chi ra.

+ object-id : dinh danh cla object cé lién quan dén sy kién.

+ type : ki€u gia tri clia object.

+ value : gia tri hién tai clia object.

Vi du : thuc hién guri trap théng béo rang tén cla hé thdng da bi thay déi.

+ Ban hay dung phan mém Trap Viewer trong bd phan mém Solarwinds d€ xem trap. Ta s& gia 1ap gui
mdt trap t mdt switch Cisco Catalyst 2950 thong bao rdng hostname cua né da bi thay déi thanh
“Noname”, mac du nai glri trap la may tinh chay CentOS.

+ Cisco c6 enterprise number 1a 9, va dong sdn phdm C2950 c6 id la .1.324 nén enterprise =
.iso.org.dod.internet.private.enterprise.Cisco.1.324. Trap nay la loai ty dinh nghia nén generic = 6, va ta cho
specific la bat ky. object-id la sysName.0 vi su kién nay li€n quan dén tén cua hé théng. Con value chinh la
tén mdi clia hé thong, kiéu clla sysName la OctetString nén type = s.

# snmptrap —v 1 —c public 192.168.1.100 .1.3.6.1.4.1.9.1.324 “” 6 10 “” sysName.O s “Noname”

+ Quan sat trén Trap Viewer ban sé€ thdy mot trap hién ra.

# Trap Yiewer - Current Traps . ;Iglll

: File Edit Wiew MWindows Help
G pEEs. DnnT.

£ Current Traps |

4 b X

Trap Time | IP Address | Hosztname | Commurity String | Trap Type | Trap Detailz | -

zyzlJpTime=33 minutes 9.51 seconds

CISCO-PRODUCTS MIB: catalys shmpTrap0ID=CISCO-PRODUCT 5-MIB: catalyst295024.0.10

F2M010:29.07 AM 1921681101 1921681101 public 1295024.0.10 syshame=Moname
e expenmental. 10567.1=192.168.1.101
snmpT rapE nterprise=CISCO-PRODUCTS -MIB: catalyst295024
Walk

Walk khéng phai 1a mot phudng thic trong SNMP (khong c6 ban tin walk) ma la tién ich cla net-snmp-
utils. Walk cho phép I3y t&t ca object 1a con chau ndam dudi mét object nao dé nhung khéng 18y hét bang
mib. Trong khi d6 cong cu iReasoning Mib Browser khi thurc hién Walk thi n6 sé Idy tat ca object tir do vé
sau cho dén hét bang mib.

Cl phép :

% snmpwalk -v version -c read-community host root-object-id

Trong dé :
+ version : phién ban snmp, bao gobm : 1, 2c, 3.
+ read-community : chudi community diing dé I8y thong tin.
+ host : domainname hodc IP cla thié€t bj can quan ly.
+ root-object-id : dinh danh ctia object dugc 1dy lam gdc.
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Vi du : Ldy tdt ca théng tin ndm dudi mib-2.system.

# snmpwalk -v 1 -c public 192.168.1.100 system

SNMPv2-MIB: :sysDescr.0 = STRING: Hardware: x86 Family 15 Model 107 Stepping 2
AT/AT COMPATIBLE - Software: Windows Version 5.2 (Build 3790 Multiprocessor Free)
SNMPv2-MIB: :sysObjectlD.0 = OID: SNMPv2-SMI::enterprises.311.1.1.3.1.2
DISMAN-EVENT-MIB: :sysUpTimelnstance = Timeticks: (2366393) 6:34:23.93

SNMPv2-MIB: :sysContact.0 = STRING: NguyenDiep

SNMPv2-MIB: :sysName.O = STRING: NewComputer

SNMPv2-MIB: :sysLocation.0 = STRING: HCM

SNMPv2-MIB: :sysServices.0 = INTEGER: 79

Tom tat
+ MIB 1a mdt cau tric di liéu dugc thiét k& d& quan ly cac thiét bi, 1a mdt tap hgp dinh danh d&i tugng dugc quan

+ SMI 1a chudn quy dinh cac c&u tric dif liéu va thudc tinh cla tiing d6i tugng dudc quan ly.

+ Theo SMIv1, mdt d8i tugng dugc quan Iy cé ki€u OBJECT-TYPE bao gdm céc thudc tinh : SYNTAX (ki€u dif liéu),
ACCESS (quyén truy xudt), STATUS (b&c budc, tiy chon), DESCRIPTION (md ta y nghia). Trong SMIv2 thi ki€u OBJECT-
TYPE bao gbm cac thudc tinh : SYNTAX, MAX-ACCESS, UNITS, STATUS, DESCRIPTION, REFERENCE, INDEX, AUGMENT,
DEFVAL.

+ mib-2 1a m&t chudn mib cta céac thiét bi chay trén nén TCP/IP.
+ host-resources-mib la chu&n mib dung cho host.

+ DE& thuc hién cac phudng thiic SNMP ban cé thé diing cong cu iReasoning Mib Browser trén Windows hodc net-
snmp-utils trén Linux.
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