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® Ky thuat khéa trong SQL Server

m

\

%




/" N6i dung bi hoe N

® Giao dich (Transaction)
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ﬁ(héi niém giao dich

\

® Giao dich la 1 don vi xtt Iy nguyén t6 gom 1 chuoi

cac hanh dong tuong tac Ién CSDL.

® Khi thuc hién moét giao dich hoac phai th uc
hién tat cacdc hanh déng cla nd ho ac
khong thuc hién hanh dbng nao hét.

® M6t s6 thuat nglr lién quan dén giao dich:

® Begin [transaction/tran] : bat dau mot transaction

® Commit [transaction/tran] : hoan tat mot transaction

® Rollback [transaction/tran] : quay lui, huy bod toan
phan giao dich da thuc hién truéc dé
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ﬁ'l’nh chat ACID cua giao dich \

® Tinh nguyén to (Atomicity)
® Khong thé chia nhé dugc nira

® Tinh nhat quan (Consistancy)

® Giao dich khong phé vo& trang thai nhat quan cua
CSDL

® Tinh d6c lap (Isolation)

® Giao dich khéng anh hudng/ chiu anh hudng c

ua
Riao dich khac J




ﬂ)é’ dam bao tinh Atomicity \

® D& ddm bdo tinh chat A cda giao dich, nguai st
dung phai di€u khi€n tudng minh su rollback cla
giao dich.

® Can kiém tra l0i sau khi thuc hién moi thao tac
trong giao dich dé cé thé xt ly rollback kip thoi

® Kiém tra 10i: dung try...catch hoac @@error

® Vi du:

TAIKHOAN (MaTK, ChuTK, SoDuTK)
Viét thu tuc dé€ chuyén khoan mot so tién tu tai




create proc usp_ ChuyenKhoan
@tkdi char(10), @tkden char(10), @sotien int

as
begin

begin try

BEGIN TRAN
SET XACT ABORT ON
update TaiKhoan
set SoDuTK=SoDuTK-@sotien
where MaTK= @tkdi

update TaiKhoan
set SoDuTK=SoDuTK+@sotien
where MaTK=@tkden

COMMIT TEAN

end try
begin catch

declare @loi nvarchar (100)

set @loi=N'Ldi:'+ Error message ()
raiserror (@leoi,l16,1)

ROLLBACK TRAN

return

end catch

end




/ NOi dung bai hoc
® Giao dich (Transaction)

\

® C4c van dé cua truy xuat dong thoi

® Mat dit liéu da cap nhat (Lost Updated)
®Poc phdi dirliéu rac (Dirty Read)

®Khong thé doc lai (Unrepeatable Read)

®“Bong ma” diliéu (Phantom)
® Ky thuat khda trong SQL Server
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ﬂ)oc phai di? liéu rac (Dlrty Read\

® P1 va P2 xUrly dOng thoi:

A=50
—B=30
Pl PZ
t Read(A) A=50
t Read(B) B=30
{3 B=B+10 B=40
ty Write(B) B=40

ts | Read(B) B=40
te C=A+B C=90

l tq Rollback /




ﬁ(h()ng thé doc lai (Unrepeatable\
T

o PREPC 1y dbng thoi: (>
A=60
~_
P1 PZ
Read(A) A=50
Print(A) A=50
Read(A) A=50
A=A+10 A=60
Write(A) A=60
Read(A) A=60
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ﬁBc’)ng ma di¥ liéu (Phantom) \
N

® P1 va P2 xUrly dOng thoi:

S 2
A=50 B=30

=0

P,

P,

t; Read(>40) A=50

C=70

Write(C) C=70

ty Read(~40) A=

50 C=70
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/ NOi dung bai hoc

® Giao dich (Transaction)
® Cac van dé cua truy xuat dong thoi
® Ky thuat khéa trong SQL Server
® Ky thuat khéa (Locking)
® Cic muc do co lap
®Khéa truc ti€p trong cau lénh
®PDeadlock
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///kythuatkhéa \\\\

® Mot giao dich P trudc khi muoén thao tac (read/write)
lén MmOt don vi dr liéu A phdi phat ra mot yéu cau
xin khéa A: lock(A)

® Néu yéu cau duagc chap thuan thi giao dich P méi
dugc phép thao tac Ién don vi d liéu A

® Sau khi thao tac xong, giao dich P phai phat ra [énh
giai phdong A: unlock(A)
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ﬁ/i du k§ thuat khoa

T, T,
[5i RaddM.) A=50
! ReaE(A), A=30
! A=A-30 A=20
iy A=A+30 A=80
ts Write(A) A=20
ls Write(A) Unlock(A) A=80
5 Read(A)Unlock(A)A=80

T

1
ti  |Lock(A)Read(A)
> A=A-30
&} Write(A)
t4 Read(A) Unlock(A)
s Lock(A),Read(A)
e A=A+30

Write(A) Unlock(A)




m\c’)a doc + khoa ghi \

® Read lock = Shared lock (Slock)

® Giao dich gilr Slock duoc phép POC di liéu, nhung
khéng duoc phép ghi.

® Nhiéu giao dich cé th€ déng thoi gitr Slock trén cung 1
don vi d liéu
= Exclusive lock (Xlock)
® Write lock
® Giao dich gitr Xlock dugc phép GHI + POC dir liéu

® Tai 1 thoi diém chi cé toi da 1 giao dich duroc quyén

gilf Xlock trén 1 don di liéu.
® Khong thé thiét [ap Slock trén don vi dit liéu dang
A |




ﬂhéa dv dinh ghi \

® Update lock = Intent - to - update lock (Ulock): Khoéa du
dinh ghi

® Ulock st dung khi doc dit liéu véi du dinh ghi tré
lai trén d liéu nay.

® Ulock la ché d6 khoé trung gian gilra Slock va
Xlock

® Khi thuc hién thao tac ghi Ién d{ liéu thi bat budc
Ulock phai tu dong chuyén thanh Xlock

® Giao dich gitr Ulock duoc phép GHI + POC dir liéu

® Tai 1 thoi diém chi cé toi da 1 giao dich duroc quyén

gilf Ulock trén 1 don d{r liéu.
® C6 thé thiét 1ap Slock trén don vi di liéu dang cé




Twong thich: T’ khong phai cho T
Khong twong thich: T’ phai cho T giai phong khoa




/ NOi dung bai hoc
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® Ky thuat khda trong SQL Server
® Ky thuat khda (Locking)
® Murc co lap trong giao dich
® Khda truc tiép trong cau Iénh
® Deallock
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/ML]’C do cO lap cua giao dich\

® Muc dich:

® Ty dong dat khoa cho cac thao tac (doc)
trong két néi dir liéu hién hanh.

® Cac muc do cob lap
® Read Uncommitted
® Read Committed

® Repeatable Read

® Serializable
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ﬁ?ead Uncommitted \

® Pac di€m:
® Poc dir liéu: khong can phai thiét 1ap SLock

® Ghi dirliéu: SQL Server tu dong thiét Iap XLock ’
trén don vi dir liéu duoc ghi, XLock duoc gitk cho dén
hét giao dich
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Read Uncommitted + van dé Lost Updated

KHACHHANG
MakH TenkH DiaChi DienThoai
<~ [KHOO1 XY7Z, D3 Nang 0511.3246135 |
KH002 Fiang Hoang G Quang Nam___ 0510.6333444 A
KHOO3 N'Iuyén Lan Anh Hug 0988.148248
KHOO4 00 J ty TNHH An Phudc  Da Nﬁng 0511.6987789
KHOO5 -\\- 4nh Ngoc Trung Quang Nam (905.888555 g
KHOO&E _Ifa hang Trung Tin Da Nang NULL
Tl T2
BEGIN TRAN

SET TRANSACTION ISOLATION LEVEL
READ UNCOMMITTED

UPDATE KhachHang
SET TenKH= 'ABRC'
WHERE MaKH= 'KHOO1'

WAITFOR DELAY '00:00:05"

SELECT TenKH
FRCM KhachHang
WHERE MaKH= 'KHOOL'

COMMIT TRAN

BEGIN TRAN
SET TRANSACTION ISOLATION LEVEL
READ UNCOMMITTED

UPDATE KhachHang
SET TenKH= 'XY7'
WHERE MaKH= 'KHOOL1'

COMMIT TRAN




Read Uncommitted + van dé Dirty Read

KHACHHAN
MakH TenkH 4(; DiaChi DienThoai
< [KHo01 ABC Da Nang 0511.3246135 >
KHOO02 #\ja hang Hoang Gia Quang Nam  0510.6333444
KHOO3 Nguyén Lan Anh Hué 0988.148248
KHOO4 \00 g ty TNHH An Phudc  Da Nﬁng 0511.6987789
KHODS *’ uynh Ngoc Trung Quang Nam  0905.888555
KHOO6 Ctra hang Trung Tin D3 Nang NULL
T1 T2

BEGIN TRAN

SET TRANSACTION ISOLATION LEVEL
READ UNCOMMITTED

UPDATE KhachHang

SET TenKH= 'ABC'

WHERE MaKH= 'KHOO1'

WAITFOR DELAY '00:00:05"

BEGIN TRAN

SET TRANSACTION ISCLATION LEVEL
READ UNCOMMITTED

SELECT TenKH FROM KhachHang
WHERE MaKH= 'KHOO1'

COMMIT TRAN

ROLLBACK TRAN




ﬁ?ead Uncommitted

® Uu diém:

® Gidi quyét van dé Lost Updated

\

® Khdong can thiét 1ap Slock khi doc=> khéng can tré

giao dich khac gilr khdéa Xlock.
®Han ché:

® C6 kha nang xay ra 3 van dé cua truy xuat déng

thoi: Dirty Read, Unrepeatable Read, Phantom
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ﬁ?ead Committed \

® Pac di€m:

® Poc ditliéu: SQL server tu dong thiét [ap SLock
trén don vi di liéu dugc doc, SLock dugc giai
phong ngay sau khi doc xong

® Ghi dirliéu: SQL server tu dong thiét [ap XLock
trén don vi dir liéu duoc ghi, XLock dugc gitr cho
dén hét giao dich
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Read Commited + van dé Dirty Read

KHACHHAN

MakH TenkH 4(; DiaChi DienThoai

< [¥Ro01 ABCViin Tuyén Da Nang 0511.3246135 >
KHOO02 #\ja hang Hoang Gia Quang Nam  0510.6333444 |A
KHOO3 Nguyén Lan Anh Hué 0988.148248
KHOO4 \00 g ty TNHH An Phudc  Da Nﬁng 0511.6987789
KHODS *’ uynh Ngoc Trung Quang Nam  0905.888555 -
KHOO6 Ctra hang Trung Tin D3 Nang NULL L

T1 T2

BEGIN TRAN

SET TRANSACTION ISOLATION LEVEL
READ COMMITTED

UPDATE KhachHang

SET TenKH= 'ABC'

WHERE MaKH= 'KHOO1'

WAITFOR DELAY '00:00:05"

BEGIN TRAN

SET TRANSACTION ISOLATION LEVEL
READ COMMITTED

SELECT TenKH FROM KhachHang
WHERE MaKH= 'EKHOO1'

COMMIT TRAN

ROLLBACEK TRAN




ead Commited + van dé Unrepeatable Read

KHACHHAN
MakH TenkH G DiaChi DienThoai
THOOL ARC Pa Ning 0511.3246135
KHOO2 C%héng Hoang G Quang Nam  0510.6333444 /\
KHOO3 "”I}-’éﬂ Lan Anh Hué 0988.148248
KHOO4 \OQ  ty TNHH An Phudc  Da Nﬁng 0511.6987789
KHOOS (%) /nh Ngoc Trung Quang Nam (905.888555 )
KHOO6 | }sina hang Trung Tin D3 Nang NULL *
T1 T2

BEGIN TRAN

SET TRANSACTION ISOLATION LEVEL
READ COMMITTED

SELECT TenKH

FROM KhachHang

WHERE MaKH = 'KHOO1'

WATITFOR DELAY '00:00:05"

BEGIN TEAN

SET TRANSACTION ISOLATION LEVEL
READ COMMITTED

UPDATE KhachHang

SET TenKH= 'ABC'

WHERE MaKH= 'KHOO1'

COMMIT TRAN

SELECT TenKH

FROM KhachHang
WHERE MaKH = 'KHOO1'
COMMIT TRAN




ﬁ?ead Committed \

® Uu diém:
® Gidi quyét van dé Dirty Read, Lost Updated

® SLock dugc giai phong ngay ==> khbéng can tré
nhiéu dén thao tac ghi di liéu cla céc giao dich
khac.

® Han ché:

® Chua gidi quyét dugc van dé Unrepeatable Read,
Phantom

m %




ﬁ?epeatable Read \

® Pac di€m:

® Poc dir liéu: SQL server tu dong thiét lap Slock
trén don vi dir liéu dugc doc va gilr Slock dén hét
giao dich.

® Ghi dirliéu: SQL server tu dong thiét [ap XLock
trén don vi dir liéu duoc ghi, XLock dugc gitr cho
dén hét giao dich.

m %




epeatable Read + van dé Unrepeate

d KHACHHAN
R e a MakH TenkH G DiaChi DienThoai
LT ABC | DaNing 0511.3246135
KHOO2 F hang Hoang G Quang Nam 0510.63353444 A
KHOO3 O " uy@n Lan Anh Hué 0988.148248
KHOO4 QO  .gty TNHH AnPhudc  Da Ning 0511.6987789
KHODS 2 < uynh Ngoc Trung QuénP Nam  (0905.888555 N 3
KHOO6 Ctra hang Trung Tin Pa Nang NULL +
T1 T2

BEGIN TRAN

SET TRANSACTION ISOLATION LEVEL
REPEATABLE READ

SELECT TenKH

FRCOM KhachHang

WHERE MaKH = 'KHOO1'

WAITFOR DELAY '00:00:05"

BEGIN TRAN

SET TRANSACTION ISOLATION LEVEL
REPEATABLE READ

UPDATE KhachHang

SET TenKH= 'ABC'

WHERE MaKH= "'EKHOO1'®

COMMIT TERAN
SELECT TenKH

FRCOM KhachHang
WHERE MaKH = 'KHOO1'
COMMIT TEREAN




Repeatable Read + van dé

HANGHOA
P h an‘tnﬂaHH _____ TenHH DVT SLCon DonGiaHH
BU | Ban ui Philip Cai 60 400000
—[CD  Notgrodienisésip Cai 100 350000
DM Bpapgy Sharp T& 75 350000
MG  Msy giat SanYo cai 10 350000
& |va  Méyquatasia cai 40 350000
2> TL T lanh Hitachi Cai 50 350000
TV TiVi JVC 14WS Cai 33 350000
IP__| IPad Cai | 100 [10000000—
T1 T2

BEGIN TRAN

SET TRANSACTION ISOLATION
LEVEL REPEATABLE READ

SELECT *
FROM HangHoa
WHERE SLCon

= 100

WAITFOR DELAY '00:00:053"

SELECT *
FROM HangHoa
WHERE SLCon
COMMIT TRAN

= 100

BEGIN TRAN

SET TRANSACTION ISOLATION LEVEL
REPEATABLE READ

INSERT INTO HangHoa

VALUES ('IP','Ipad','Cai',100,10000000)
COMMIT TRAN




ﬁ?epeatable Read \

® Uu diém:

® Gidi quyét dugc 3 van dé: Lost Updated, Dirty
Read va Unrepeatable Read

® Khuyét di€m:

® Chua gidi quyét dugc van dé Phantom, do van cho
phép insert nhirng dong d{ liéu thda diéu kién
thiét Iap Slock

® Slock dugc gilr dén hét giao dich ==> can trd viéc

[ép nhat dir liéu cua cac giao dich khac J




/Serializable \

® Pac di€m:

® Poc ditliéu: SQL server tu dong thiét [ap SLock
trén don vi dir liéu dugc doc va gilt Slock nay dén
hét giao dich

® Khéng cho phép thém nhitng dong d{ liéu thoa
man diéu kién thiét 1ap Slock

® Ghi dirliéu: SQL server tu dong thiét [ap XLock
trén don vi dir liéu duoc ghi, ELock duogc gitt cho
dén hét giao dich

m %




Serializable + van dé Phantom

HANGHOA
MaHH TenHH DVT SLCon DonGiaHH
‘BU Ban ui Philip Cai 60 400000
—[CD  Notgrodienisésip Cai 100 350000
DM g“ﬁlairﬁyﬁharp. T& 75 350000
MG  May giat SanYo Cai 10 350000
X |Ima  Méyquatasia céi 40 350000
2> TL  Tulanh Hitachi Cai 50 350000
TV  TiVi JVC 14WS Cai 33 350000
P [ IPad Cai [ 100 [10000000
T1 T2

BEGIN TRAN

SET TRANSACTION ISOLATION
LEVEL REPEATABLE READ
SELECT *

FROM HangHoa

WHERE SLCon = 100

WATITFOR DELAY '00:00:05"
BEGIN TRAN

SET TRANSACTION ISOLATION LEVEL
REPEATABLE READ

INSERT INTO HangHoa

VALUES ('IP','Ipad','Cai',100,10000000)
COMMIT TRAN

SELECT =+

FROM HangHoa
WHERE SLCon = 100
COMMIT TRAN




/Serializable \

® Uu diém:

® Gidi quyét dugc 4 van dé: Lost Updated, Dirty
Read, Unrepeatable Read va Phantom

® Khuyét di€m:

® Slock dugc gilr dén hét giao dich ==> can trd viéc
cap nhat d{r liéu cua cac giao dich khac

® Khéng cho phép Insert nhitng dong d{r liéu thoa
man diéu kién thiét 1ap Slock ==> cén tré viéc

[hém mai dr liéu cua cac giao dich khac J




~uny A

® M(c c6 lap mac dinh trong SQL Server la Read
Commited

® MUc cb lap khong quan tam khda Ulock

® Tam vuc cua Isolation level la @ mc connection
ch khéng phai muc transaction.

® Khi 1 connection N dugc dat muc co lap X thi X sé
phat huy hiéu luc trén tat ca cac transaction Ti
chay trén N

m %




/ NOi dung bai hoc \
[ _

® Ky thuat khda trong SQL Server
® Ky thuat khda (Locking)
® MUc c6 lap trong giao dich
® Khéa truc ti€p trong ciau 1€nh
® Deadlock

m %




ﬂ)ét van dé

\

® MUrc cO lap quyét dinh cdch phat va gitt khda S
trong mot transaction va cé hiéu luc trén tat ca

cac thao tdc doc trong transaction do.

® Thuc té, ta can phat va gitt khéa Slock theo
cac cach khiac nhau cho cac thao tac doc khac

nhau trong cung mot transaction

m
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ﬂhc’)a trwee tiép trong cau lénh \

® Cu phap:

SELECT ...
FROM tablel WITH (lockl [,
WHERE ...

DELETE FROM tablel WITH
WHERE ...

UPDATE tablel WITH
SET ...
WHERE ...

(lockl

(lockl [,

lock?Z, ...]

[, lockZ,

lock?Z2,

)

w])

1)




/Cac ché do khoa truc tiép (lock \

READUNCOMITTED/ - Khong thiét lap shared lock khi doc (trong
NOLOCK tir nmrc co lap read uncommitted)
2 READCOMMITTED - Pay la ché do mic dinh (fwong fir mnrc cod

lap read comunitted)

- Chi doc nhitng dit lieu da duge commit

- Thiét lap shared lock tren don vi dir lieu can
doc va mo lock ra ngay sau khi doc xong

3 REPEATABLEREAD Thiét lap shared lock khi select va gitt shared

lock dén hét giao tac (twong fir murc ¢o lap

repeatable read)

4 SERIALIZABLE/ - Thiét lap shared lock khi doc va giir dén hét
HOLDLOCK giao tac

-  Twong ty nhw st dung Isolation Level la

Serializable

5 UPDLOCK - Sir dung Updatelock thay vi Shared lock.




6 XLOCK khoa doc quyen

7 READPAST Chi ¢co thé sir dung trong 1énh Select va chi
ap dung trén khoa cua dong dur lieu (row-
lock). Nhing dong bi khoa s& duge bo qua.

g ROWLOCK Khoéa chi nhimg dong can thao tac

9 TABLOCK Khoa toan bo bang trong CSDL.
Cac thao tac cap nhat (insert/ delete/ update)
cua nhimg giao tac khac khong the thue hién
trén bang nay trong khi khéa van dang duwoc
gitr.

10 TABLOCKX xlock+tablock




ﬁ(et hop Mtrc co lap + Khoa tru’c\

® 'IJF@\B transaction ludén co6 cac thao tac yéu
cau bao vé nghiém ngat va cac thao tac it
yéu cau bao vé nghiém ngat

® Dung muec cO lap ing véi yéu cau bao vé it
nghiém ngat nhat

® BO sung lock truc tié€p vao cac thao tac yéu
cau bao vé nghiém ngat hon mdc ma muc co
lap dé cung cap.

m %







/ NOi dung bai hoc
[ _

® Ky thuat khda trong SQL Server
® Ky thuat khda (Locking)
® MUc c6 lap trong giao dich
® Khéa truc tiép trong cau Iénh
® Deadlock

m
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ﬁ)eadlock

® Khi xtr ly dong thoi, khéng tranh khai viéc
transaction nay phai chod dgi transaction khac

® Néu vi ly do gi d6 ma hai transaction lai cho lan
nhau vinh vién, khong cai nao trong hai cé thé
hoan thanh duogc thi ta goi do la hién tuogng
Dead Lock

T T, Ghi chiui
Lock(A) T;doi T; unlock(B) trong khi T, lai doi
Lock(B) T; unlock(A4) dé r.ié:r;' tuc thiee hién. Ha.i‘
Lock(B) giao dich nay cit cho nhauva ca hai déu

khong chay duoc.

Lock(A)




ﬁ(ﬂ’ ly Deadlock trong SQL Server\

® SQL Server sé chon 1 trong 2 transaction gay
deadlock dé€ huy bd, khi dé transaction con lai
sé duoc tiép tuc thuc hién cho dén khi hoan tat

® Transaction bi chon huy bod la transaction ma
SQL udc tinh chi phi cho phan viéc da lam dugc
it hon transaction con lai.

m %




Xt ly DeadLock trong SQL Server

12

Tl
BEGIN TRAN
SET ANSI;WARNINGS ON
UPDATE KhachHang with (XLOCK)
SET TenKH = 'ABC'
WHERE MAKH = 'KHOO1'
WAITFOR DELAY '00:00:05"
UPDATE KhachHang with (XLOCK)
SET TenKH = 'XYZ'
WHERE MAKH = 'KHOOZ'
COMMIT TRAN

BEGIN TRAN

SET ANSI WARNINGS ON
UPDATE KhachHang with
SET TenKH = '123"
WHERE MAKH = 'KHOOZ'

UPDATE KhachHang with
SET TenKH = '435¢6'
WHERE MAKH = 'KHOO1'
COMMIT TRAN

(XLOCK)

(XLOCK)

_ N
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