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Thue hanh cu hinh cac dich
vu mang co ban — Xay dung
mot Mail Server

Béi:
Khoa CNTT BHSP KT Hung Yén

Thue hanh cdu hinh cic dich vu mang co béan

« Céu hinh Active Directory (AD)
Cau hinh IS

« Céu hinh DNS

« Céu hinh DHCP

Xay dung mot Mail Server
Giao thirc SMTP, POP3, IMAP
SMTP

Tiéng Anh: Simple Mail Transfer Protocol - giao thirc truyén tai thu tin don gian-La mot
chuan truyén tai thu dién tor qua mang Internet. SMTP duoc dinh nghia trong ban RFC
821 (STD 10) va dugc chinh 1y bang ban RFC 1123 (STD 3). Giao thirc hién dung dugc
la ESMTP (extended SMTP - SMTP mo rong), dugc dinh nghia trong ban RFC 2821.

Lich sw

SMTP 12 mot giao thirc ding nén vin ban va twong dbi don gian. Trude khi mot thong
diép duoc g, ngudi ta co thé dinh vi mot hodc nhiéu dia chi nhin cho théng diép -
nhimng dia chi nay thudng duogc kiém tra vé sy ton tai trung thuc cta ching) . Viée kiém
thir mot trinh cha SMTP 13 mét viée twong dbi dé& dang, dung chuong trinh tmg dung
"telnet" (xem duoi day).
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SMTP ding cong 25 cta giao thirc TCP. Pé xac dinh trinh cha SMTP ctia mot tén mién
nao day (domain name), nguoi ta ding mot mau tin MX (Mail eXchange - Trao doi thur)
cua DNS (Domain Name System - H¢ thong tén mién).

SMTP bit ddu dugc sir dung rong rii vao nhitng nim dau thap nién ky 1980. Tai thoi
diém d6, SMTP chi 13 mot phdn mém b sung cua bd trinh tng dung dong giao thirc
UUCP (Unix to Unix CoPy - Sao chép tir mdy Unix sang may Unix) nhung tién 191 hon
trong viéc truyén tai thu dién tir gifra cac may vi tinh - nhitng may nay thinh thoang méi
lai dugc két ndi voi nhau mot 1an, dé truyén thong dir liéu. Thuc ra, SMTP s€ lam viéc
t6t hon néu cac may giri va may nhan duogc két ndi lién tuc.

Sendmail 12 mot trong nhitng phan mém dic vu truyén tai thu tin (mail transfer agent)
dau tién (néu khong phai 1 cai trude tién nhat) thyc thi giao thire SMTP. Tinh dén nim
2001 ngu:oi ta da thy c6 it nhat la 50 chuong trinh rng dung thuc thi giao thirc SMTP
bao gom ca trinh khach (phan mem dung dé giri thong dlep) va trinh chu (phan mem
dung dé nhan thong diép). Mot sd trinh chit SMTP nbi tiéng co thé liét ké bao gom:
exim, Postfix, gmail, va Microsoft Exchange Server.

Do thiét ké cua giao thuc dung dang thic vin ban thuong cua bd ma ASCII, khi ban
thiét ké duoc khai cong, chirc nang cuia SMTP giai quyét tap tin c6 dang thirc nhi phan
rat kém. Nhing tiéu chuan nhu MIME d4 duoc xay duyng dé mi héa nhiing tap tin nhi
phan, cho phép ching dugc truyén tai dung giao thitc SMTP. Hién nay, phan 16n cac
trinh chit SMTP hd tré phan mo rong 8BITMIME ctua SMTP, cho phép cac tap tin &
dang thtrc nhi phan duoc truyén thong qua dudng day, dé nhu viée truyén tai vin ban
thuong vay.

SMTP la mot giao thirc "day" thong di€p va khong cho phep ai "rat" thong diép tur
may chil ¢ xa, theo yéu cAu ctia minh, mot cach tuy tién. Dé liy duoc thong diép, mot
trinh khach thu dién tr phai dung POP3 (Post Office Protocol - Giao thure buu dién tir)
hodc IMAP (Internet Message Access Protocol - Giao thure truy cép thong di€p Internet).
Chung ta con c6 thé dung phan mém ETRN (Extended Turn) dé khoi dong mét trinh
chi SMTP phéan phat thong di€p ma n6 dang luu tri.

Vi du vé truyén thong ciia SMTP

Sau khi két ndi giita ngudi guri (trinh khach) va ngudi nhan (trinh cha) da dugc thiét 1ap,
nhitng viéc lam sau day la nhiing viéc hoan toan hop I¢, ddi voi mot phién giao dich
dung giao thuc SMTP. Trong cudc hdi thoai dudi day, nhitng gi trinh khach gtri dugc
danh diu bang chir C: dimg trudc, con nhimng gi trinh chil gui dwoc danh dau bang S:.
Céc hé thong may tinh déu c6 thé thiét 1ap mot két ndi, bang cach dung nhiing dong 1énh
clia phan mém telnet, trén mot may khach. Chang han:
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telnet www.example.com 25

Khoi dong mot két ndi SMTP tr may gui thong diép dén may chu site
www.example.com.

5: 220 www.example.com ESMIF Postfix
C: HELC mydomain.com
S5: 250 Hello mydomain.com
C: MAIL FROM:<sender@mydomain.com>
5: 250 Ck
C: RCPT TO:<friendfexample.com®
5: 250 Ok
c: DARIA
S5: 352 End dacta with <CR><LI>.<CR><LE>
Z: Subject: TesTt message
C: From:! sender@mydomain.com
C: To: friend@example.com
L: Hello,
C: This is a Ttestc
= Goodbye.
250 Ok: gueued as 12345

B 3 W 0y 0

8 EE BB EE

Bdo vé trong SMTP va thw rdac

Mot trong nhitng gii han cta ban thiét ké SMTP gdc 13 viée nd khong cung cap mot
phuong tién nao dé chimg thuc (authentication) nguoi guri khi ching ta can. Chinh vi
thé ma phan mé rong SMTP-AUTH da dugc thiét ké va bo sung.

Mic dau di c6 phan ching thuc nguoi giri b sung, nhiing lam thu dién tr van con 1a
mot van dé 1én, kho gidi quyét. Viéc stra doi giao thirc SMTP mot cach tri¢t dé, hodc
thay thé giao thic toan bang mot cai khac, 13 mot viée khong dé gi thuc hién duoc, vi
su thay doi s& gdy anh hudng dén mang ludi truyén théng cua nhitng may chi SMTP
khéng 15, d3 va dang dugc dung. Internet Mail 2000 1 mot trong nhimg ban du thao dé
cap dén van dé nay.

Vi ly do trén, mot s6 dé nghi vé viée dung céc giao thuc bén 1& dé hd tro hoat dong cua
SMTP di dugc cong bd. Nhom nghién ciru chéng thu nhiing lam (Anti-Spam Research
Group) ctua Lyc luong chuyén trach nghién ctru 1ién mang (Internet Research Task Force
- viét tat 1a IRTF) hién dang 1am viéc trén mot s6 du thao vé ching thuc thu dién tir (E-
mail authentication) va mot sd nhitng du thao khac lién quan dén viéc cung cdp mot co
ché chimg thuc ngudn giri v6i tinh nang: tuy don gian song linh hoat, tuy & mirc 46 hang
nhe song c6 kha ning khuéch truong. Nhimg hoat dong gan day cua Luc lugng chuyén
trach nghién ctru lién mang (Internet Engineering Task Force - viét tat 1a IETF), bao
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gém MARID (2004) (cong véi su tién t6i hai cudc thu nghiém duoc IETF chép thuan
trong nam 2005 sau d6), va DKIM (DomainKeys - tam dich 1a "Chia khoéa tai vung")
trong nam 2006.

POP3

Post Office Protocol phién ban 3 (POP3) 1a mét giao thirc tang (mg dung, ding dé 13y
thu dién tir tir server mail, thong qua két ndi TCP/IP. POP3 va IMAP4 (Internet Message
Access Protocol) 14 2 chuan giao thirc Internet thong dung nhét dung dé liy nhan email.
Hau nhu cac méy tinh hién nay déu hd trg ca 2 giao thirc

Trude POP3, da c6 2 phién ban 1a POP1 va POP2. Khi POP3 ra doi, da ngay lap tlc
thay thé hoan toan cac phién ban cii. Vi vdy, ngay nay, nhac dén POP thi thuong 1a am
chi POP3.

Thiét ké ctia POP3 h tro chitc ning cho nguoi dung cé két ni internet khong thuong
trye (nhu két ndi dial-up), cho phép ngudi dung két ndi voi server, tai mail vé, sau do
c6 thé xem, thao tac véi mail offline. Mic du trong giao thtrc hd tro leave mail on server
(de nguyen mail tren server), nhung hau het ngum dung déu thue hién mic dinh, tirc 1a:
két ndi, tai mail vé, x6a mail trén server rdi ngit két ndi.

IMAP

Internet Message Access Protocol (IMAP) cung cap lénh dé phan mém thu dién tir trén
may khach va may chi dung trong trao doi thong tin. D6 1a phuong phap dé nguoi
dung cudi truy cap thong diép thu dién tir hay bang tin dién tir tir may chu vé thu trong
moi trudong cong tac. N6 cho phép chuong trinh thu dién tir dung cho may khach - nhu
Netscape Mail, Eudora ctia Qualcomm, Lotus Notes hay Microsoft Outlook - 13y thong
diép tir xa trén may chit mot cach dé dang nhu trén dia cing cuc bd.

Chuén vé thw dién tir dwoc ing hd

IMAP 14 co ché cho phép lay thong tin vé thu dién tir cia ban, hay chinh cac thong diép
tor mail server cua moi truong cong tac.

Giao thirc thu dién tir nay cho phép nguoi dung két ndi bang duong dién thoai vao may
chu Internet tir xa, xem xét phan ti€u dé va nguoi guri cua thu dién tir trude khi tai nhitng

thu nay vé may chu cua minh.

V6i IMAP ngudi ding c6 thé truy cap cac thong diép nhu chung dugc luu trit cuc bo
trong khi thyc t€ lai 1a thao tac trén may chu cach xa hang ki 16 mét.

Vi kha ning truy cp tir xa nay, IMAP d& duoc nguoi dung cong tic chip nhan vi ho
coi trong kha nang lam viéc luu dong.
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Kha nang truy cap la chia khéa

Nguoi dung thuong xuyén di lai mudn luu thong diép cua ho trén may chu dé dén bat
ky dau cudi nao ciling cé thé doc va lam viéc dugc. IMAP cho phép thuc hién diéu do.

IMAP khac véi giao thic truy cap thu dién tir Post Office Protocol (POP). POP luu tri
toan bo thong diép trén may chi. Nguoi dung két ndi bang dudng dién thoai vao may
chu va POP s€ dua cac thong di€p vao in-box cua nguodi dung, sau do xo6a thu trén may
chu. Hai giao thirc nay da dugc dung tir hon 10 ndm nay. Theo mét nha phan tich thi
khac bi¢t chinh gitta POP (phién ban hi¢n hanh 3.0) va IMAP (phién ban hién hanh 4.0)
12 POP3 cho ngudi dung it quyén diéu khién hon trén thong diép.

Ky tén, dong dau va gui di

Mgusi ding o the truy cép e-mail theo cdc ché di ngoai tuyEn, true tuyén va khing ket néi,

Pl it thie dign L0 trén rmdy Tharwan cdn ndem Trén Thiang digp trén may chu,
khach s2 1y thu tren may chu ve may chi va cd the FPhan mem &-mail 58 chep
miay khach dang chay chuong duoc thao tac bang nksdmg thu duoe chon va
trirdy thu digm 10, sau G 58 xoa phdn mdm trén may ngdl k&L ndi wai may chu.
thurtreén may chu, khach,

IMAP mang lai cho nguoi dung mot phuong thirc luu trit thu dién tir thong minh va nho
do cc') thé xem nhitng thong diép nay trudc khi tai ching xubng, bao gdm ca viée o tai
xubng nhu’ng file dinh kém thu hay khong Ngu:o’l dung cling c6 thé ap dung cac bo loc
va co ché tim kiém trén mdy chi va c6 thé 1y thu tir bat ky may ndo, bat ctir ¢ dau.

Tuy nhién, cac nha san xuat da thong dich cac dic td mo ho ctia IMAP 4 theo nhiéu cach
khac nhau va diéu d6 dan dén su khong nhat quan trong chuong trinh thu danh cho may
khach va may chu, chang han ngudi ding cé thé s& khong doc duoc file dinh kém trong
Netscape Mail bang chuong trinh Eudora Pro. Tuy nhién, theo du doan nhitng van dé
nay s& nhanh chong duoc giai quyét trong thoi gian toi.

Trién khai Mail Server cho doanh nghiép
C6 nhiéu Mail Server dé trién khai mot hé thong Mail cho doanh nghiép. Trong phan
ndy toi xin gidi thiéu Mdaemon 13 mot mail Server dé trién khai va co day du cac tinh

nang thong dung phuc vu cho mot doanh nghiép.

Cai dat va cdu hinh Mdaemon
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Primary Domain

Degueus l Archival ] Fruning ] Pre-proceszing ] [Unk i b ail |
Domain l Deliven ] Forts ] DMS ] Timerz ] Sezzionsz

Frimarny domain properties

E.! Frimary damain name nokhoaimy. infa
Thiz iz the primary domain hame for vour mail server. For example, if pou

want email addrezzez of the form 'uzeri@example. com' put 'example. com’
here.

FQOM for this server | gokhoairy. info

Thiz value iz uzed in the SMTP HELO/EHLO. An P literal syntas iz alzo
allowed such az [1.2.3.4]

[ Always use the above FODM value in SMTP '220° greetings
[ Always use the above FODN in "Received" header stamps

b achine name: ]gnkhaaim_l,l. irfo

Thiz iz a walue uzed to uniquely identify this computer in swarious headers.
Thiz zhould normally be the zame az the FODN value.

The FADM and Machine name values will always default to the primary
domain name.

Prirmary damain [P 192168.1.28

[ Bind liztening sockets ta this [P only

[f you do not know pour computer's [P addresz then pou can leave thiz field
blank oruse 127 .0.0.1.

] Cancel

Setup > Primary Domain
Primary domain, FQDN domain, machine name: t€n domain cua ban

Primary Domain IP: [P méy ban
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Degueus ] Archival ] Pruning ] Pre-proceszing ] Inkniowwn b ail

Primary Domain : @
1
|

Dramain ] Deliven ] Fuortz DS l Timers ] Sezziong

DOMS zerver zethings
g W Trytouse DNS zervers defined in Windows TCPAP settings
Frimary DMNS server IP address |2I]3.'I13.131.'I

Backup DMS server IF address ]2D3_113_188_1

Retry failed lookup attempts this mary times ]—3‘

If a backup DMS IP iz zpecified, bath will be attempted once per retm.
& and M record proceszing -

W Ouery DMS zervers for M3 records when delivering mail

v Send message to next M host when an SMTP eror occurs

v Usze s record [P addresses returned within M quemny results

Mote: These IPs are not cached.
W Return message if receiving domain has o M3 and no & recaords

[ ahart delivery if receiving host returnz 534 after RCPT command

Local lookup tables
HOSTS file |I:: YN D OIS Sapstem 32hdrivershete M hosts Browse |

Edit M=CACHE | Edit HOSTS

ak Cancel | Soply |

Qua tab DNS : chinh vé IP ma ISP ban dang dung (¢ ddy t6i ding Viettel)
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Miscellaneous Options

ke

<pshlE <l Wl |

i |

»

v
v

GUI | Sewers | Headers | Fises | System | Disk | MuliPOP | waB  Mise |

Mizcellaneous options

Enable dizk checking far waiting message counts

Include all inbox zub-folders in quota calzulation
B

Do ot zend welcome meszage to new accounts
Create 'Evernyong’ liztz |
Honor reguests for account information

Syztem generated meszages use MULL reverze path

System generated meszages are zent through the content filker

Apply content & zpam filkers tolist mail before cracking individual copies
FOF. IMAF, and WorldClient pazswords are caze sensitive

Lizt pruner deletes meszages that don't contain parzable addresses

Lizt pruner zaves messages which result in list member remoal

Honar ' List-subseribe’ and '<List: unsubscnbe’ addresses

Over guota accounts can accept mail but not zend mail

Clon't include session transcripts in NDR messages

f_ HeHuire strnnﬁ Easswnrds

Feriodically check, for new MDaemon updates

Delete fonwarded mezzages which encounter deliveny ermors
[uncheck to have these meszzages returned to the original zender)

Ok Cancel

Pé tao mailbox vai password don gian, vao Menu Setup > Miscellaneous Options > Tab
Misc > bo chon "Require strong passwords"
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Tao Account

dows - [Message Rouler - gokhoaimy.info 192.168.1.28]

ounks at. CHIELE,
riis _L__H:t'i__iat?ﬁ':‘ﬂ?’_ﬁ_; &_D'l]i_ 8 Account Editor - abe

by @ IR B &

AutoResp | IMAPMaiRule: | MutPOP | Options | Shared Folders
Account | Maibox | Fowerding | Admin | Quotss | Restictions | Web

Account management Personal infarmation
@ Drily shew account which |matcH Q Full name  |abe
Accounts: 5 total - 5 displaped (4 This account was created on: <unknown>
K This account was last accessed one <unknowni
' thaohe POPAMAP account information
v/ nguyenbuutrong  gokhos Mailbok —
1 ; |abe. @ |gokhoaimy.rio -
o quoackhank gk % ! 2
. mcka Fazsveord o)
@ Daemon The account is NOT currently using dynaric autheniication.
[T Disable all access to this account
[¥ Enable POP access ¥ Enable IMAP access
™ Enable Outlook Connector support for this acoount
Motes/commerts on thes account
Show only accounts from this dong Al
T I To Chck here to edit any abases configured for this account
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