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Thuc hanh Xay dung m§t Mail Server
Chuéin bi

Mot Server da cai dich vu DNS, I1S

Mail Server Mdeamon hodc Exchange
Yéu cau:

Cdu hinh mail Server va tao account cho cdc thanh vién trong lop s dung dé gii va
nhdn mail

Thuc hanh Proxy va Firewall

Nguyén ly hoat dong ctiia Proxy

Khdai niém Proxy

Proxy la mdt Internet server lam nhi¢m vy chuyén tiép thong tin va kiém soat tao sy an
toan cho vi¢c truy cap Internet ciia cac may khach, con goi 1a khach hang st dung dich
vu internet. Tram cai ddt proxy goi la proxy server. Proxy hay tram cai dat proxy cé dia
chi IP va mgt cong truy cdp co6 dinh. Vi du: 123.234.111.222:80 Dia chi IP cua proxy
trong vi du la 123.234.111.222 va cong truy cép la 80.

Chirc nang cua proxy

Do61 voi mot s6 hang, cong ty ngudi ta st dung proxy vao viée:
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-Proxy chia s& duong truyén: gitip nhiéu may truy cap Internet théng qua 1 may, ma may
nay goi 1a Proxy server. Chi duy nhat may Proxy na‘ly can modem va account truy cap
1nternet cac may client (cac may truc thude) mudn truy cap internet qua may nay chi
can ndi mang LAN téi may Proxy va truy cp dia chi yéu cau.Nhiing yéu cau ctia ngum
su dung s€ qua trung gian proxy server thay thé cho server that sy ma nguorl st dung can
giao tlep, tai diém trung gian nay cong ty kiém soat dugc moi giao tlep tu trong cong ty
ra ngoai intrnet va tir internet vao may cua cong ty. Str dung Proxy, cong ty co thé cam
nhan vién truy cap nhing dia chi web khong cho phép, cai thién tdc do truy cap nho sy
Iuru trit cuc b cac trang web trong bd nhd cia proxy server va gidu dinh danh dija chi
cua mang ndi b gay kho khan cho viéc tham nhap tir bén ngoai vao cdc may cta cong
ty.

‘r’DUH N
COMPUTER

| BLOCKED
ST WEBSITE

PROXY SERVER

D461 voi cac nha cung cap dich vu duong truyén internet:

-Do trén mang internet c6 luong thong tin rat phong phu, theo quan diém cua timg qudc
gia, cua tung chung toc hay dia phuong, cac nha cung cép dich vu internet khu vuc do
s& phdi hop proxy véi k¥ thuat tuong lira dé tao ra mot bo loc goi 1a firewall proxy nham
ngin chin cac thong tin doc hai hodc trai thudn phong my tuc ddi véi qubc gia, doi véi
chung toc hay dia phuong d6. Dia chi cic websit ma khach hang yéu cau truy cap s&
dugc loc tai bg loc nay, néu dia chi khong bi cAm thi yéu cau cua khach hang tiép tuc
duoc guri di, t6i cac DNS server cta cac nha cung cap dich vu. Firewall proxy sé& loc tat
ca cac thong tin tir internet gui vao may cua khach hang va nguoc lai.

Y nghia ciia proxy
Proxy khong chi c6 gia tri boi nd lam duge nhi€ém vu cia mét bd loc thong tin, nd con

tao ra duogc su an toan cho cac khach hang cua nd, firewal Proxy ngan chan hi€u quat su
xam nhap cua cac doi tuong khong mong mudn vao may cua khach hang. Proxy luu triv
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dugc cac thong tin ma khach hang can trong bo nhé, do d6 lam giam thoi gian truy tim
lam cho viéc st dung bang thong hiéu qua.

Proxy server gidng nhu mot vé si bao vé khoi nhitng ric rdi trén Internet. Mot Ps thuong
nam bén trong tudng lira, gitta trinh duyét web va server that, 1am chirc ning tam giit
nhimg yéu cau Internet clia cac may khach dé chung khong giao tiép truc tiép Internet.
Nguoi dung s& khong truy cap dugc nhitng trang web khong cho phép (bi cong ty cim).

Moi yéu cdu cua may khach phai qua Ps, néu dia chi IP c6 trén proxy, nghia 1a Website
nay duoc luu trit cuc b, thi trang ndy s& duoc truy cip ma khong can phai két ndi
Internet, néu khéng c6 trén Ps va trang ndy khong bi cAm yéu cau s& dugc chuyén dén
server that, DNS server... va ra Internet. Ps luu trir cuc bo céc trang Web thuong truy
cap nhat trong bd dém giam chi phi, tdc dd hién thi trang Web nhanh.

Proxy server bao v&€ mang ndi bd khoi bi xac dinh boi bén ngoai bﬁng cach mang lai cho
mang hai dinh danh: mét cho ndi by, mdt cho bén ngoai. biéu nay tao ra mot “bi danh”
d6i véi thé gidi bén ngoai gy kho khin doi voi néu ngudi ding “tu tung tu tic” hay céc
tay bé kh6a mubn xam nhép truc tiép may nao do.

Cach sw dung proxy hiéu qua

Do céc proxy c6 quy mé bd nhd khac nhau va sé lugng ngudi dang sir dung proxy nhiéu-
it khac nhau, Proxy server hoat dong qua tai thi tbc do truy cap internet ctia khach hang
c6 thé bi cham. Mt khac mot sd websit khach hang c6 day du diéu kién nhan than dé
doc, nghién ctru nhung bi tuong lira chan khong truy cap dugc thi bién phap do6i proxy
dé truy cap 1a diéu can thiét nham dam bao cong viéc. Do d6 ngudi sir dung c6 thé chon
proxy server dé sir dung cho riéng minh Co céc cach chon lua cho nguoi st dung. St
dung proxy mac dinh ctia nha cung cap dich vu (mtemet) truong hop nay nguoi st dung
khong can dién dia chi IP ctia proxy vao cira sb internet optlon cua trinh duyét trong
may cta minh. Sir dung proxy server khac (phai tra phi hodc mién phi) thi phai dién dia
chi IP cua proxy server vio cira so internet option cua trinh duyét.
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Mt sé6 Proxy mién phi tham khdo

IP addrass Angnymity level Chacked tima Country

203 252 226 2158001 transparent Dec-26, 18:26 korea, Republic of
81 20173653128 transparent server Dec-26, 1008 Russian Federation
81.92 147 623128 transparent Dec-26, 1815 Czech Republic
188 1568 993128 transparent Dec-26, 16:14 Brazil

141,223 175.140:8080 transparent proxy server Dec-26, 1557 Korea, Republic of
85226 201583128 transparent proxy Dec-26. 1449 Sweden

36 29 36 95 554 hight-anonymous ($) Dec-27, 06:01 United States

88 243 48 144:3128 transparent Dec-26, 18.:22 Turkey

213144 14.66:3128 transparent server Dec-26, 2044 Germany
212.62102.247:80 transparent proxy Dec-26, 1443 Saudi Arabia

61 19.237 202:3080 transparent Dec-26, 09:55 Thailand
61.50.217 2301080 transparent prooy Dec-26, 09:55 China

202 206 100 393128 fransparent prooxy Dec-26, 15:59 China

61.142 249 1168080 transparent proxy Dec-26, 09:59 China

118 98 212 2423128 transparent proxy Dec-26, 19:05 Indonesia
203.73.180.16:3128 transparent Dec-25, 18:26 Taiwan
20012825 38080 transparent proxy Dec-26, 18:29 Brazil

203 190.51.206 8080 transparent server Dec-25, 14:21 Indonesia
21262102 134:80 transparent server Dec-25, 1423 Saudi Arabia

Nguyén ly hoat dong cua Firewall
Khai niém twong lira (Firewall)

Trong nganh mang mdy tinh, birc tuong lira (tiéng Anh: firewall) 14 rao chan ma mot s6
c4 nhan, to chirc, doanh nghiép, co quan nha nudc lap ra nham ngin chin nguoi ding
mang Internet truy cap cac thong tin khong mong mudn hodc/va ngin chin nguoi ding
tir bén ngoai truy nhap cac thong tin bao mat nam trong mang ndi bo.

Tuong Itra 1a mot thiét bi phﬁn cing va/hodc mat phﬁn mém hoat dong trong mot moi
truong may tinh ndi mang dé ngan chan mot s6 lién lac bi cAm béi chinh sach an ninh
ctia ca nhan hay t6 chic, viéc ndy twong tu véi hoat dong ciia cac birc tuong ngin
lira trong cac toa nha. Tuong Itra con duoc goi 1a Thiét bi bao vé bién gii (Border
Protection Device - BPD), dac biét trong cac ngit canh ciia NATO, hay bd loc goi tin
(packet filter) trong hé diéu hanh BSD - mot phién ban Unix ctia Pai hoc California,
Berkeley.

Nhiém vu co ban cta tudng lira 1a kiém soat giao thong dir liéu giita hai ving tin cay
khac nhau. Cac vung tin cdy (zone of trust) dién hinh bao gdbm: mang Internet (vung
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khong dang tin cdy) va mang noi by (mot vung co6 do tin cdy cao). Muc dich cudi cung
1a cung cap két ndi c6 kiém soat giita cac vung Vorl do tin cay khac nhau thong qua viéc
ap dung mot chinh sach an ninh va mé hinh két n6i dya trén nguyén tic quyén t6i thiéu
(principle of least privilege).

Céu hinh déng dan cho cac tudng lira doi hoi ki nang ctia ngudi quan tri hé théng. Viée
nay doi hoi hi€u biét dang ké vé cac giao thirc mang va vé an ninh may tinh. Nhirng 161
nho co thé bién tuong Itra thanh mdt cong cu an ninh v6 dung.

Lich si¢ phat trién Firewall

Cong nghé tudng lira bat dau xuét hién vao cudi nhitng nam 1980 khi Internet van con
12 mot cong nghé kha méi mé theo khia canh két ndi va sir dung trén toan cau. Y tudng
dau tién duoc da hinh thanh sau khi hang loat cdc vu xdm pham nghiém trong dbi véi
an ninh lién mang xay ra vao cudi nhitng nam 1980. Nam 1988, mot nhan vién tai trung
tam nghién ctu NASA Ames tai California giri mot ban ghi nhé qua thu dién tir téi
ddng nghiép rang: "Chung ta dang bi mot con VIRUS Internet tin cong! N6 da danh
Berkeley, UC San Diego, Lawrence Livermore, Stanford, va NASA Ames." Con virus
dugc biet dén voi tén Sau Morris nay da dugc pht tan qua thu dign tr va khi d6 da Ia
mot su kho chiu chung ngay ca doi véi nhung nguoi dung vo thudng vo phat nhat. Sau
Morris 13 cudc tan cong dién rong dau tién d6i v6i an ninh Internet. Cong dong mang da
khong hé chuén bi cho mot cudc tin cong nhu vay va da hoan toan bi bat ngo. Sau do,
cong dong Internet da quyét dinh rang wu tién tbi cao 1a phai ngan chin khéng cho mot
cudc tan cong bat ky nao nita c6 thé xdy ra, ho bat dau cong tac dua ra cac y tuong moi,
nhing hé théng va phan mém méi dé 1am cho mang Internet c6 thé trd lai an toan.
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SIMPLE NETWORK DIAGRAM

Given is a scenario with a PIX Firewall
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Nam 1988, bai bao dau tién vé cong nghé tuong lira duoc cong bd, khi Jeff Mogul thude
Digital Equipment Corp. phat trién cac hé thdng loc dau tién duoc biét dén véi tén cac
tuong lira loc goi tin. Hé thdng kha co ban nay da 1a thé hé dau tién cua cai ma sau nay
s& tr& thanh mot tinh ning k¥ thut an toan mang dugc phat trién cao. Tir ndim 1980
dén nam 1990, hai nha nghién ctu tai phong thi nghiém AT&T Bell, Dave Presetto
va Howard Trickey, dd phat trién thé hé tuong lira thr hai, dugc bién dén véi tén cac
tuong ltra tang mach (circuit level firewall). Cac bai bao ctia Gene Spafford ¢ Pai hoc
Purdue, Bill Cheswick & phong thi nghiém AT&T va Marcus Ranum di mé ta thé hé
tuong ltra thir ba, v6i tén goi tudng lira ting tng dung (application layer firewall), hay
tuong lra dua proxy (proxy-based firewall). Nghién ctru cong ngh¢ cua Marcus Ranum
d khai dau cho viée tao ra san phan thuong mai dau tién. San phim nay di duoc Digital
Equipment Corporation's (DEC) phat hanh véi tén SEAL. Pot ban hang 16n dau tién cia
DEC 1a vao ngay 13 thang 9 nim 1991 cho mdt cong ty hoa chit tai bo bién phia Pong
cua My.

Tai AT&T, Bill Cheswick va Steve Bellovin tiép tuc nghién ctru cua ho vé loc g61 tin
va da phat trién mot mo hinh chay dugc cho cong ty cia chinh ho, dwa trén kién tric
ctia thé hé tuong ltra tho nhét ctia minh. Nam 1992, Bob Braden va Annette DeSchon tai
Pai hoc Nam California d& phat trién hé théng tuong ltra loc goi tin thé hé thir tu. San
pham c6 tén “Visas” ndy 1a hé thong dau tién c6 mot giao dién v6i mau sic va cac bicu
tugng, c6 thé dé dang cai dit thanh phan mém cho cac hé diéu hanh chiang han Microsoft
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Windows va Mac/OS ctia Apple va truy nhap tir cac hé diéu hanh d6. Nam 1994, mot
cong ty Israel co tén Check Point Software Technologies di xay dung san phim nay
thanh mot phan mém sin sang cho st dung, d6 1a FireWall-1. Mot thé hé th hai cua cac
tuong lira proxy da dugc dua trén cong nghé Kernel Proxy. Thiét ké nay lién tuc duoc
cai tién nhung cac tinh ning va mi chuong trinh co ban hién dang dugc sir dung rong
rdi trong ca cac hé thong may tinh gia dinh va thuong mai. Cisco, mét trong nhing cong
ty an ninh mang 16n nhat trén thé gigi da phat hanh san pham nay nim 1997.

Thé hé FireWall-1 méi tao thém hiéu luc cho dong co kiém tra sau g0b1 tin bﬁng cach
chia sé chlrc nang nay vdi mot hé thong ngan chan xam nhap.

Cac logi twong lva
Co ba loai tuong ltra co ban tuy theo:

« Truyén thong dugc thyuc hién gitta mot nat don va mang, hay giira mot sd
mang.

« Truyén thong dugc chin tai ting mang, hay tai tAng ing dung.

« Tudng lira c6 theo ddi trang thai cta truyén thong hay khong.

Phan loai theo pham vi cua cac truyén trong dugc loc, c6 cac loai sau:

« Tuong ltra ca nhan, mot img dung phan mém véi chire ning thong thuong 1a
loc dit liéu ra vao mdt may tinh don.

« Tuong lra mang, thudng chay trén mot thiét bi mang hay may tinh chuyén
dung dit tai ranh gidi ciia hai hay nhiéu mang hodc cac khu phi quan su (mang
con trung gian nam giita mang ndi bo va mang bén ngoai). Mot tudng lira thude
loai nay loc tat ca giao thong dir liéu vao hodc ra cac mang duogc két ndi qua nod.

Loai tudng lira mang twong tng voi v nghia truyén thong cia thudt ngit "twong lia"
trong nganh mang may tinh.

Khi phan loai theo cac téng giao thirc not giao thong dir ligu cé thé bi chin, c6 ba loai
tuong lra chinh:

« Tuodng lira tang mang. Vi du iptables.

« Tuong ltra ting Gmg dung. Vi du TCP Wrappers.

* Tuong Itra itng dung. Vi du: han ché céc dich vu ftp béng viéc dinh cdu hinh tai
t&p /etc/ftpaccess.

Céc loai twong Itra ting mang va tudng lira tang tmg dung thuong trim 1én nhau, mic

du tudng ltra ca nhan khéng phuc vu mang, nhung mot sé hé théng don di cai dit chung
cd hai.
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Cudi cung, néu phan loai theo tiéu chi rang tudng lira theo ddi trang thai cua cac két ndi
mang hay chi quan tdm dén tung gobi tin mot cach riéng ré, c6 hai loai tuong ltra:

» Tuong Iwra c6 trang thai (Stateful firewall)
» Tuong Itra phi trang thai (Stateless firewall)

Ly do swr dung twong lira

Mang internet ngay cang phat trién va pho bién rong khip m01 noi, loi ich cua no rat
16n. Tuy nhlen cling c6 rat nhidu ngoai tic khong mong mudn dbi véi cac ca nhén la
cha me hay t6 chtrc, doanh nghiép, co quan nha nuéc... nhu cac trang web khong phu
hop Itra tudi, nhiém vu, loi ich, dao dic, phap luat hoac trao doi thong tin bat loi cho cé
nhan, doanh nghiép... Do vay ho (cac ca nhan, t6 chic, co quan va nha nudc) sit dung
tuong lira dé ngan chin.

Mot Iy do khéc 12 mot sb quéc gia theo ché do doc tai, doc dang ap dung tuong lira dé
ngan chan quyén trao d6i, tiép can thong tin ciia cong dan nudc mlnh khong cho ho truy
cdp vao cac trang web hodc trao d6i v6i bén ngoai, diéu ma nha cAm quyén cho rang
khong c6 1gi cho ché do do.

Cach thirc ngan chdn

Dé ngan chin cac trang web khong mong mudn, cac trao dbi thong tin khéng mong
mudn ngudi ta dung cach loc cac dia chi web khong mong muén ma ho da tip hop duoc
hozc loc ndi dung thong tin trong cac trang théng qua cac tir khda dé ngin chin nhitng
ngudi dung khong mong mudn truy cap vao mang va cho phép ngudi dung hop 16 thuc
hién viéc truy XUuét.

Birc tudng lira c6 thé 1a mot thiét bi dinh hudng (Router, mot thiét bi két ndi giira hai hay
nhiéu mang va chuyén cac thong tin glua cac mang nay) hay trén mot may chu (Server),

bao gobm phan cig va/hoac phan mém nam gitra hai mang (chang han mang Internet va
mang lién két cac gia dinh, diém kinh doanh internet, t6 chuc, cong ty, hé théng Ngan
hang, co quan nha nudec.

Co quan nha nu:0’c c6 thé 1ap buc tudng lira ngay tir cong Internet qudc gia hodc yéu cau
cac nha cung cap dich vu duong truyén (IXP) va cung cap dich vy Internet (ISP) thiét
1ap hé thong tudng lira hiru hiéu hodc yéu cau cac dai 1y kinh doanh internet thuc hién
cac bién phap khac nhu Thong tu lién tich s6 02/2005/TTLT vé quéan 1y dai 1y Internet
¢6 hiéu luc vao dau thang 8-2005 ¢ Viét Nam.
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Vwot twong lira

Céc trang web bi chan nhét 13 cic trang web sex thuong rat linh dong thay doi dia chi dé
tranh sy nhan di¢n hodc nhanh chéng thong bdo dia chi md1 mot cach han ché véi céac
doi tuwong dung da dinh.

Nguoi ding ¢ cac nude cé hé thong tuong lira co thé tiép can véi ndi dung bi chan qua
cac ngo khac béng cach thay do6i dia chi Proxy, DNS hodc qua ving nhé dém cached
ctia trang tim kiém thong dung nhu Google Yahoo..., hodc st dung phén mém mién phi
Tor. N6i chung ngudi ding mang hiéu biét nhiéu vé may tinh thi biét nhiéu ky xao vuot
tuong lua.

Hiéu qua khi su dung twong lira

Birc twong Itra chi c6 hidu qua t6t mot thoi gian sau d6 cac trang web bi chdn ciing nhu
nguoi st dung dung muu meo, k¥ xdo, ki thuat dé né va vuot tuong, vi vay phai luén
ludn cap nhat ky thuat, nhan dién cac dia chi méi dé thay doi phuong thirc hoat dong,
di€u nay lam téc dg truy cdp chung bi giam va doi héi phai nang cap trang thiét bi, k¥
thuat.

Nhuwoc diém khi sie dung twong liva

St dung tudng lira can phai xir 1y mot lugng 16n thong tin nén viée xir 1y loc thong tin
c6 thé lam cham qua trinh két n6i cua ngudi két noi.

Viéc sir dung tudng lira chi hitu hiéu ddi voi nhitng ngudi khong thanh thao ky thuat
vugt tuong Itra, nhitng ngudi st dung khac cé hi€u biét co thé dé dang vuot qua tudong

ltra bang cach st dung cac proxy khong bi ngin chin.

Trién khai xdy dung hé thdng twong lira cho doanh nghiép
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EXTERNAL

INTERNAL

Perimeter f DMZ

Mo td so dé hé thong:

« GOm 01 PC déng vai trd Domain Controller (DC)

* Mang LAN thudc dai IP 192.168.1.0/24

* DMZ thudc dai IP 172.16.1.0/24

 External c6 dai IP 10.0.0.0/30

* Firewall c6 03 Fast Ethernet twong tmg 03 phan vung LAN (Internal), DMZ va
External

Yéu ciu:
» Céc PC join vao Domain (DC)
 File Server va Web Server thudc vung DMZ cho phép cac PC thuoc LAN truy

cap vao
« Céc PC thudc LAN c6 thé truy cap Internet theo sy cho phép ctia Firewall
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