


TU KHAC PHUC

MAYTINH
VI RUT
TAN CONG



NHA XUAT BAN VAN HOA THONG TIN
S6 43 Lo Pac - Ha Noi. BT: 04 39712448

’ CONG TY THUONG MAI & DICH VU VAN HOA BINH T]
i ﬁ DC: S6 9 - A6 - KDT Pdm Trdu - Hai Ba Trung - Ha Noi

DT: 04 22192869 - 04 39334889  Fax: 04 39334943
Website: www.dinhtibooks.com.vn Email: dinhti@fpt.vn
Chi nhanh: 107 Bao Duy Anh - P9 - Q. Phi Nhuan - TPHCM
DT: 08 38446287 Fax: 08 38447135 Email: cndinhﬂ@hcm.fpt.vn/

TU KHAC PHUC MAY TiNH
KHI Bl VIRUS TAN CONG

Chiu trach nhiém xudt ban
NGUYEN VAN KHUONG

Bién tap : THIEN MINH
Bia : PHAM BINH
Ky thuat vi tinh : DINH Tl

In 1000 bén - Khé 13 cm x 20,5 cm - Tai Xi nghiép Bdn dé 1, BQP
Gidy chdp nhan DKKHXB sé: 552-2009/CXB/55/20-53/VHTT
In xong va ndp luu chiéu nam 2010.


http://www.dinhtibooks.com.vn
mailto:dinhti@fpt.vn

MAY, TINH
VI RU'I'
TAN CONG




Bai 1
LICH SU' PHAT TRIEN VIRUS MAY TiNH

1. Cac giai doan phat trién virus may tinh

Virus mdy tinh ¢6 mot qua trinh phat trién kha dai, va né
luén song hanh cung nhitng chiéc "mdy tinh", (tat nhién la
ngudi ban may tinh chéng thich thd né). Khi cong nghé phan
mém ciling nhu phan ciing phat trién thi virus ciing phat trién
theo. Hé diéu hanh thay déi thi virus mdy tinh ciing tu thay
déi minh dé phi hop véi hé diéu hanh d6 va dé c6 thé an bim
ky sinh. Tat nhién la virus khong tu sinh ra.

C6 thé viéc viét virus mang muc dich phd hoai, thir
nghiém hay don gian chi la mot thd dua vui 4c y. Nhung chi
¢6 diéu nhirng cdi dau thong minh nay khién ching ta phai
dau dau doi pho va cudc chién nay gan nhu khong cham di,
né van dang tiép dién.

C6 nhiéu tai liéu khac nhau néi vé xuat xir ctia virus may
tinh, au ciing 1a diéu dé hiéu, bdi 1& vao thoi diém dé con
ngudi chua thé hinh dung ra néi mot "xa hoi" dong diic va
nguy hiém cla virus mdy tinh nhu ngay nay, diéu dé ciing c6
nghia la khong may ngudi quan tam t6i ching. Chi khi ching
gay ra nhitrng hau qua nghiém trong nhu ngay nay, ngudi ta
mdi lat lai h6 so dé tim hiéu. Tuy vay, da sé cdc ciu chuyén
xoay quanh viéc xudt xir ctia virus may tinh déu it nhiéu lién
quan t&i nhing su kién sau:

1983 - D€ 1o nguyén ly ciia tro choi "Core War"'

"Core War" la mot cudc dau tri gitta hai doan chuong trinh
mady tinh do hai lap trinh vién viét ra. Moi ddu tha sé dua mot
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chuong trinh ¢6 kha nang tu tdi tao goi la Organism vao bo nhd
may tinh. Khi bat dau cudc choi, méi dau thi s co gang pha
huy Organism cta doi phuong va tdi tao Organism cla minh.
Pau tha thang cudc la dau thi ty nhan ban duoc nhiéu nhat.

Tro choi "Core War" nay dugc giir kin dén nam 1983, Ken
Thompson - ngudi da viét phién ban dau tién cho hé diéu hanh
UNIX, da dé 16 ra khi nhan mot trong nhimg giai thuéng danh
du cua gidi dién todn - Giai thuong A.M Turing. Trong bai dién
vdn cta minh ong da dua ra mot y tudng vé virus mady tinh dua
trén tro choi "Core War". Ciing nam 1983, tién sy Frederick
Cohen da chimg minh dugc su ton tai cta virus may tinh.

Thdang 5 nam 1984, tg bdo Scientific America c6 dang moét
bai bio mo ta vé "Core War" va cung cip cho doc gia nhing
thong tin hudng dan vé trd choi nay. Ké tir dé virus mdy tinh
xudt hién va di kém theo né la cudc chién gitta nhitng nguoi
Vi€t ra virus va nhirng nguoi diét virus.

1986 - Brain virus

C6 thé duoc coi la virus may tinh dau tién trén thé gidi, Brain
am tham doé bo tir Pakistan vao nudc My véi muc tiéu dau tién
la Truong Dai hoc Delaware. Mot noi khéc trén thé gidi ciing da
mo ta su xuat hién cta virus, dé la Dai hoc Hebrew - Israel.
1987 - Lehigh virus xuat hién

Lai mot lan nira lién quan téi mot truong Pai hoc. Lehigh
chinh 1a tén cua virus xuat hién nam 1987 tai truong Pai hoc
nay. Trong thoi gian d6 ciing ¢6 mot s6 virus khdc xuat hién,
dac biet WORM virus (sdu virus), con 4c mong vdi cic hé
thong may chu ciing xuat hién. Cai tén Jerusalem chac sé lam
cho cong ty IBM nhé mii véi toc do lay lan ddng né: 500000
nhan ban trong mot gid.

1988 - Virus lay trén mang

Ngay 2 thang Il nam 1988. Robert Morris dua virus vao
mang mady tinh quan trong nhat cia My, gay thiét hai lon. Tur
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do 1rd di ngudi ta madi bat dau nhan thic duoc tinh nguy hai
cua virus may tinh.

1989 - AIDS Trojan

Xuat hién Trojan hay con goi la "con ngua thanh Troie",
ching khong phai la virus may tinh, nhung luén di cung véi
khdi niém virus. "Nhimg chi ngua thanh Troie" nay khi da
gan vao may tinh cta ban thi né s€ lay cap mot s6 thong tin
mat trén doé va guri dén mot dia chi ma chu cua chi ngua nay
muon né van chuyén dén, hoac don gian chi la phd huy dir
li¢u trén mdy tinh cua ban.

1991 - Tequila virus

Day la loai virus dau tién ma gidi chuyén mon goi la virus
da hinh, né dianh dau mot budc ngoat trong cudc chién giira
cai thién va cdi 4c trong cac hé thong mady tinh.

Pay thuc sir la loai virus gay dau dau cho nhimg nguoi
diét virus va qua that khong dé dang gi dé diét chiing. Chiing
c6 kha nang tu thay hinh déi dang sau méi lan lay nhiém.
lam cho viéc phat hién ra chiing qua that la kho.

1992 - Michelangelo virus

Tiép noi su ddng sg cua "virus da hinh" nam 1991, thi
cong cu nam 92 nay tao thém sic manh cho cdc loai virus
may tinh bang cach tao ra su da hinh cuc ky phic tap. Chiing
luon biét cach gay ra kho khan cho nhitng nguai diét virus.
1995 - Concept virus

Sau gan 10 nam ké tir ngay virus may tinh dau tién xuat hién,
day la loai virus dau tién c6 nguyén ly hoat dong gan nhu thay
doi hoan toan so v&i nhimg tién boi cha nd. Ching gay ra mot
cli soc cho nhimg cong ty diét virus cting nhu nhimg ngudi tinh
nguyvén trong linh vuc phong chong virus mdy tinh.

Nhitng nam sau d6, nhing virus theo nguyén 1y cua
Concept dugc goi chung la virus Macro. ching tan cong vao
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cic hé soan thao van ban cua Microsoft (Word, Excel,
PowerPoint). Tuy nhién cho t&i nay, cac virus Macro hau nhu
khong con ton tai nita va cung véi viéc moi nguoi khong con
sit dung cac Macro trong van ban ciia minh nifa thi virus
Macro dang dan bi quén lang.

1996 - Boza virus

Khi hang Microsoft chuyén sang hé diéu hanh Windows95
va ho cho rang virus khong thé cong phd thanh tri cia ho duoc,
thi nam 1996 xuat hién virus lay trén hé diéu hanh Windows95.

1999 - Melissa, Bubbleboy virus

Pay that su la mot con 4&c mong v4i cdc mdy tinh trén
khap thé gidi. Sau Melissa khong nhimg két hop cic tinh
nang cua sau Internet va virus Macro, ma né con biét khai
thic mot cong cu ma ching ta thudng st dung hang ngay la
Microsoft Outlook Express dé chong lai chinh ching ta. Khi
mady tinh cua ban bi nhiém Mellissa, né s€ tu phan phdt minh
di ma kho chi khong hé hay biét. Va ban ciing sé rat bat ngd
khi bi mang tiéng la phdt tan virus.

Chi tir ngay thi sdu téi ngay thit hai tuan sau, virus nay da
kip lay nhiém 250 ngan mdy tinh trén thé gidi thong qua
Internet, trong d6 cé Viét Nam, gay thiét hai hang tram triéu
USD. Mot lan nira cudc chién lai sang mot budc ngoat mai,
bdo hiéu nhiéu kho khan bai Internet da dugc ching minh la
mot phuong tién hiru hiéu dé virus mdy tinh cé thé lay lan
trén toan cau chi trong vai tiéng dong ho.

Nam 1999 diing la mot nam dédng nhd cha nhimg nguoi s
dung mdy tinh trén toan cau, ngoai Melissa, virus Chernobyl
hay con goi l1a CIH da phd huy dir liéu cta hang triéu mdy tinh
trén thé gidi, gay thiét hai gan 1 ty USD vao ngay 26 thang 4.

2000 - DDoS, Love Letter virus

C6 thé coi la mot trong nhimg vu viéc virus phd hoai 16n nhat
tir trude dén thoi diém do, Love Letter ¢6 xuat x( tir Philippines
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do mot sinh vién nudc nay tao ra, chi trong vong c6 6 gio dong
ho da kip di vong qua 20 nudc trong dé ¢ Viét Nam, lay nhiém
55 triéu may tinh, gay thiét hai 8,7 ty USD.

Nam 2000 cing la nam ghi nhé cudc tan cong "Tir choi
dich vu phan tan" - DDoS (Distributed Denial of Service) quy
mo I6n do virus gay ra dau tién trén thé gidi, nan nhan cta
dot tan cong nay la Yahoo!, Amazon.com... Tan cong "Tu
chdi dich vu" - DDoS la céch tan cong gay "ngap lut" bang
cdch tir mot mdy gui lién ti€p cic yéu cau vugt mdc binh
thuong téi mot dich vu trén mdy chu, lam ngung tré, té liét
kha nang phuc vu cua dich vu hay mdy cha dé. Nhitng virus
loai nay phat tan di khap noi va nam ving & nhitng ndi n6 lay
nhiém. Ching s& dong loat tan cong theo kiéu DDoS vao céc
hé théng may cht khi ngudi diéu hanh né phat co, hoic dén
thoi diém duoc dinh trudc.

2001 - Winux Windows/Linux Virus, Nimda, Code Red virus

Winux Windows/Linux Virus danh dau nhitng virus cé
thé lay duoc trén ciac hé diéu hanh Linux cht khong chi
Windows. Ching nguy trang dudéi dang file MP3 cho
download.

Nimda, Code Red la nhimg virus tan cong cac doi tuong
cta né biang nhiéu con dudng khac nhau (1r mdy chi sang
mady chu, sang mdy tram, tr mdy tram sang mdy tram...), lam
cho viéc phong chong vo cung khé khan, cho dén tan cudi
nam 2002, 6 Viét Nam van con nhitng co quan v8i mang mdy
tinh ¢6 hang tram mady tinh bi virus Nimda qudy nhiéu.
Ching ciing chi ra mot xu huéng méi cua cac loai virus may
tinh 1a "tat ca trong mot", trong mot virus bao gém nhiéu
virus, nhiéu nguyén ly khac nhau.

2002 - Su ra doi cua hang loat loai virus maoi

Ngay trong thang | nam 2002 da c6 moét loai virus mdi ra
doi. Virus nay lay nhiing file.SWF, diéu chua timg xay ra
trudc d6 (ShockWaveFlash - mot loai cong cu gidp lam cho
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cac trang Web thém phong pha). Thang 3 danh dau su ra doi
cla loai virus viél bang ngon nhir C#, mot ngon nglr maéi cua
Microsoft. Con sau.Net nay c6 tén SharpA va dugc viét boi
mot nguoi phu nir!

Thang 5. SQLSpider ra doi va ching tan cong cdc chuong
trinh dung SQL. Thang 6, c6 vai loai virus mai ra doi: Perrun
lay qua Image JPEG Scalper tan cong cac FreeBSD/Apache
Web server.

Nguoi sir dung mdy tinh trén thé gidi bat dau phai canh
giac véi mot mot loai chuong trinh doc hai méi mang muc
dich quang cdo bat hgp phap - Adware va thu thap thong tin
c4 nhan trdi phép - Spyware (phan mém gian diép). Lan dau
tién cac chuong trinh Spyware, Adware xuat hién nhu la céc
chuong trinh doc lap, khong phai di kem theo cdc phan mém
mién phi nhu trude d6. Ching bi mat xam nhap vao mdy cua
nguoi dung khi ho vo tinh *“ghé tham™ nhing trang Web c6
noi dung khong lanh manh, cac trang Web bé khoéa phan
mém...Va véi nguyén ly nhu vay, ngay nay cdc phan mém
Adware va Spyware da thuc su tro thanh nhirng "bénh dich”
hoanh hanh trén mang Internet.

2003 - Cdc virus khai thdc 16 hong phan mém

Nam 2003 mg dau thoi ky phdt trién manh mé cta cdc
virus khai thac 16 hong phan mém dé cai dat, lay nhiém lén
cdc mdy tinh tir xa - day ciing chinh la xu hudng phat trién
hién nay cua virus trén thé gidi. Dau tién la virus Slammer
khai thédc 16 héng phan mém Microsoft's SQL 2000 servers,
chi trong vong 10 phiit da lay nhiém trén 75000 mdy tinh trén
khap thé gidi. Tiép dén la hang loat cdc virus khdc nhu
Blaster (MsBlast), Welchia (Nachi), Mimail, Lovgate...khai
thac 16i tran boé dém trong cong nghé DCOM - RPC trén hé
diéu hanh Window2K, XP. Xuat hién trén thé giéi vao ngay
11/8. virus Blaster nhanh chéng lay lan trén 300.000 may
tinh trén khap thé gidi, trong dé c¢6 Viét Nam. Nhimg nguoi
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st dung mdy tinh & Viét Nam hén khong quén dugc su hon
loan vi hang loat mdy tinh bi Shutdown tu dong trong ngay
12/8 khi virus Blaster lay vao cdc mdy tinh & Viét Nam.

Virus ciing bat dau dugc str dung nhu mot cong cu dé phat
tan thu quang cdo (spam) nhanh nhat. Céc virus ho Sobig néi
Ién nhu nhitng ¢6 mdy phét tin mot lugng thu quang cédo
khong 16 trén khip thé gidi. Cing trong nam nay, thé hé
nhimg virus mdi nhu Lovgate, Fizzer da bat dau sir dung
nhitng mang chia sé file ngang hang peer to peer nhu KaZaa
dé phadt tan virus qua cac thu muc chia sé trén mang.

2004 - Cuéc chay dua giita Skynet va Beagle

Cuoc chay dua giira hai ho virus ciing ¢ nguon goc tir Diec
va lay nhiém nhiéu nhat trong nim nay bat dau bang viéc céc
bién thé méi cla virus Skynet khi lay nhiém vao mot mdy tinh
s€ tim cdch loai bo cdc virus ho Beagle ra khoi mdy dé va ngugc
lai. M6i bién thé cta Skynet xuat hién trén thé gidi thi gan nhu
ngay lap tirc & lai c6 mot bién thé cia Beagle dugc viél ra dé
chong lai né va nguoc lai. Cudc chay dua nay kéo dai lién tuc
trong may thang da lam cho s6 luong virus méi xuat hién trong
nam 2004 tang Ién mot cach nhanh chéng.

Nam 2004 ciing la nam xudt hién virus khai thac 16 hong
cia dich vu LLSASS (Local Security Authority Subsystem
Service) trén hé diéu hanh Window 2K, Window XP dé lay
lan gita cdc mdy tinh - virus Sasser. Ciling gidong nhu virus
Blaster, virus Sasser nhanh chéng gay nén mot tinh trang hén
loan trén mang khi lam Shutdown tu dong hang loat mdy tinh
ma no lay nhiém.

2005 - Su xuat hién cua cdc virus lay qua cac dich vu chatting

Cic dich vu chatting truc tuyén nhu Yahoo!, MSN bat dau
duoc virus loi dung nhu mot cong cu dé phat tan virus trén
mang. Trong vong 6 thing diu nam, da c6 tGi 7 virus lay lan
qua cdc dich vu chatting xuat hién ¢ Viét Nam. Trong thoi
gian té1, nhirng virus tan cong théng qua cdc aich vu chatting
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s€ con tiép tuc xuat hién nhiéu hon ntra khi s6 ngudi sir dung
dich vu nay ngay cang tang.

2. Phong chong va khac phuc su ¢o may tinh nhiém virus
qua Yahoo! Messenger

Khi dé cap dén virus lay qua Internet, ngudi dung thudng
nghi dén céc loai sau trinh thu dién tir va cho rang khong mao
file dinh kém E-mail la la khong bi nhiém. Nay tinh hinh da
khéc trudc, khong dat duge muc dich gi véi tro “hdy mao tap
tin trong thit nay dé xem nhé”, cac hacker da chuyén hudng
bang cach loi dung 16 héng ctia chuong trinh Instant
Messenger dé lay nhiém. Khi cic virus ndy dugc gidi tin tac
trong nudc thu thap ma nguon tir Internet roi “Viét héa”, tinh
hinh cang thém té hai!

Hién trang “nhicc nhoi”

Théng 4-2006, virus Gaixinh dugc tung lén mang dé gai bay
nhimg ké hiéu ky bang 10i du d6 “Gai dep!... hay xem cai nay
di...”. Trong khi bién ban vi pham hanh chinh cta cong an danh
cho ké quay roi chua kip rdo muc thi thing 7 nay, cdc virus noi
YMHeart, Vlove lai gid tro lira dao ngudi st dung Yahoo!
Messenger bang manh 161 moi nhap chudt vao cic dudng link
¢6 noi dung “ré tién” nhu: Nhan Vao Day De Gui | Trai Tim
Cho Ban Be; nguoiiu.com/life/Tang ban tam thiep ne; Vui qua
ne; Truyen cuoi do, vao di... Tham hiém hon, virus Viet8xYM
con loi dung tinh hinh r6i ren dé lira nan nhan “dinh” thém mot
virus khdc: “Neu ai bi nhiem virus minhut.be thi vao day coi
cach diet nhe”.

Khi dudng link duoc kich hoat, mot file EXE an trén
Website sé dugc tai vé may dich. Néu tinh trang an ninh cta
may duoc dat & ché do cao (diéu chinh trong Internet
Explorer - Tools - Internet Options - Security Setting), ban sé€
nhan dugc canh bdo clia Windows. Hiay nhan Cancel dé tir
choi, néu khong ma virus sé duoc kich hoat.



File Dosvnload - Sécurity Warning

Do you want to run or zave this lde?

: Marne. task exe
; Typa Apphcatxn, 41 k8

Frome  download.wen.com

Bun _I | Save j l Cancel I

(/‘ While {te: hom the Indeinel can be usetu. ths fde type can
\g potectialy haim your computer 1 pou do not tust the scarce. do not
1un of save thes softwate Whal's the ek ?

Néu vi ly do nao d6 tap tin EXE van duoc thi hanh (ban da
nhan Run, hoac tinh trang an ninh trén mdy ban dang dat &
ché do thap), virus sé nhanh chéng khong ché hé thong. Mot
trong nhitng hanh vi phé bién 1a l1ay cap s6 dia chi va mat
khdu tai khoan trén mdy. Do ngudi Viét Nam chua cé théi
quen giao dich ngan hang qua mang, nén trudc mat thiét hai
cua loai virus nay la khong 16n. Tuy nhién, kha nang tiém an
nguy co rat cao, khi ma déi tuong chiing nham dén la cong
dong sir dung Yahoo! Messenger, moi truong giao luu qua
Internet pho bién nhat hién nay cta thanh thi€u nién.

Ciing giong nhu sau trinh E-mail, dé dé phong loai virus
ray, tot nhat ban khong nén nhap chudt vao cac duong link
chua rd nguodn goc, dac biét 1a trong liic chat. Nghe c6 vé don
gian, nhung that khong dé thuc hién chit nao, nhat la khi
cudc tro chuyén truc tuyén dang héi than mat. Sau day t6i sé
mdach ban mot s6 meo nho phong khi may tinh bi nhiém céac
loai virus Internet nay.

Phat hién mdy nhiem

Khong c6 mot kich ban chung cho moi trudng hop nhiém
virus. Khi nhiém vao mdy, VloveYM sé thay trang chi cta
trinh duyét Internet Explorer thanh dia chi tro dén
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fun.nguoiiu.com. Virus Myheart thi “nguy trang” véi hinh
trdi tim va bong hoa dep kem theo mét duong link xuat hién
trén ctra s6 Yahoo! Messenger. Mot s6 virus khdc che phan
md rong cua cac tap tin roi vo hiéu trinh don Folder Options
tir menu Tools cia Windows Explorer dé chen file virus lan
16n vao cau tric folder hé thong.

N6i chung, khi nhiém virus, mdy tinh s& hoat dong khong
binh thudng: ban thudng xuyén nhan duoc cic tin nhan vé vin
tr nhimg nguai khong quen biét, hoac thinh thoang cdc popup la
tr dong bat lén yéu cau connect vao mot trang Web nao do.

Nhu da dé cap, khi nhiém vao mady, virus sé chay file EXE
chita ma lénh ctia né. Phin 16n cic virus sé nam thuong truc dé
thuc hién dinh ky cdc tac vu duge giao pho: lay va gin timg phan
danh ba, gidm sat hoat dong ban phim dé danh céap password...

D€ giam sat céc tién trinh dang chay, dau tién ban hdy kich
hoat trinh Task Manager bang t6 hop phim CTrl - Alt - Del.

£l Windows Task Manager r: 1&]!,
File Options View Shyt Down Help
Applications Processes performance Networking Users
Ln_aj% User Name CPU Mem Usage 3
Clask.exe LOCAL 00 S,504 K
wafmgr .exe LOCAL SERVICE 0o 2,696 K
alg.exe LOCAL SERVICE 00 4,540 K
svchost.exe NETWORK SERVICE oo 5,524 K
svchost.exe NETWORK SERVICE 0o 4,908 K
System Idle Process SYSTEM 97 28 K
System SYSTEM 0o 296 K
wmiprvse.exe SYSTEM 00 5,852 K
Richvideo.exe SYSTEM 00 3,616 K
vmnetdhcp.exe SYSTEM 00 2,716 K
WLTRYSVC.EXE SYSTEM 0o 2,536 K
BCMWLTRY.EXE SYSTEM 0o 7,656 K
spoolsv.exe SYSTEM a]0] 5,900 K
smss.exe SYSTEM 0o 388 K
csrss.exe SYSTEM [a]0} 7,232K
winlogon.exe SYSTEM 00 1,664 K
vmount2.exe SYSTEM 0o S,420K
services.exe SYSTEM [a]0] 4,420K
lmes mem SYSTFM n 7.5AN K b
|l show processes from all users l End Process |
Processes: 47 CPU Usage: 4% Commit Charge: 761M [/ 2441M




Néu phat hién cdc tap tin thuc thi la trong the Processes
(vi du task.exe), ban hay chon tap tin trong danh sich roi
nhin nit End Process. Ké ti€p ban dung chdc nang Search
cua Windows dé tim tap tin tuong ing (task.exe) trén dia.

e % 1 ¥ i
. " v & -
- ‘e 45
Qs o
Theere wran onme l6e {ound 1s R what
Yo manted?

53 e, fraded v g
ad 14N B2 e B lie et Lader
e, refrn this searah ancd

PO T TE To—

w} boes e o o,

s Tt g apt

tab

o
-

Ll _.’_

Van dé la lam sao phan biét tién trinh la véi cdc tién trinh
hop thic trén may? Dé lam dugc diéu ndy, ban cin thuong
Xuyén giam sat va nhd tén ching. C6 thé ban sé thay khé chiu
khi hang ngay phai quan sdt danh sdch cdc tién trinh buon té cta
Windows. Tuy nhién viéc lam nay la can thiét bai vi ban can
biét trong nha minh ¢6 nhimg mén d6 nao. Hom nao ¢6 vat la
xuat hién, ban phai thac mac ngay: Cdi ndy & dau ra? Ai da dat
né ché nay? Lic nao? Véi muc dich gi? Néu khong, ban c6
nguy co gap rac roi, vi du nhu bi cong an chat van vi nghi ¢6
dinh Ifu véi vu trom nha bén, trong khi mén d6 dé do ké trom
quang vao nha ban trong lic tron chay...

Dé trdnh x6a nham cic file thuc thi hitu ich, ban c6 thé
tham khao dia chi www.processlibrary.com. Trang Web nay
cung cap cho ban thong tin vé cdc file thuc thi EXE va DLL
clia Microsoft va cdc hang phan mém néi tiéng. Néu khong
tim thay tén tap tin can truy van trén trang Web, c6 thé ban
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dang sir dung phdn mém cla mot hang khong tén tudi, hoac
mot virus la dang rinh rap trén may ban.

Thong thudng cic virus déu khai dong cung Windows dé
tiép tuc thuong tri & cac phién lam viéc ti€p theo. Dé khao
sat danh sach dang ky tu kich hoat, ban c6 thé sir dung lénh
MsConfig tir hop thoai Run. Chon thé Startup va doi chiéu
tén tap tin virus trong Windows Task Manager, ban tién hanh
x6a hop kiém tuong ting trong danh sch.

& System Canfiguratinn Utility 81

et SYSTEMUINL WINDE BOOT P Serves Sl

Sartexs fvem oraenand LoLatsn s
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Trong thuc t€, mot s6 virus khi thuong tri thudong ngan
can ban thuc hién nhitng cong viéc nay. S t6t hon néu may
hoat dong trong ché do an toan (nhan phim F8 khi may vira
khai dong, chon Safe mode with command prompt).

Pé gay khé khan cho viéc khac phuc su c6, mot s6 virus
con vo hiéu céc cong cu hé thong nhu Registry Editor, Task
Manager...

Khoi phuc cau hinh hé thong

Viéc khoi phuc cau hinh hé théng cha yéu thuc hién bang
Registry Editor, von doi hoi ban moét it kién thic vé bo dang
ky Windows Registry. Néu chua c6 kinh nghiém, ban sé gay
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nguy hiém cho may tinh. Mat khac, néu Registry Editor cta
mdy da bi khéa, ban ciing khong thé sir dung lénh Regedit,
ké ca import tir file. REG nhu nhiéu ngudi thuong nghi.

Dé gidp ban theo doi tinh trang va phuc héi cau hinh hé
thong tr Windows Registry, phan mém D32 Anti-virus* da
bién dich cong cu RescueReg. Ban chi can chay ing dung
nay, thié€t lap cac lua chon, nhan nit Apply réi logoff may
theo dé nghi. Sau khi Windows khoi dong xong, ban vao lai
RescueReg nhan nit Test (hoac nhap chuot phai trén cira s6
tng dung) dé kich hoat trinh don cam ngit canh, réi chon
kiém tra cdc chitc nang da thiét lap.

3. Khong cho Spyware chiém quyén diéu khién Home Page

May tinh cta ban nhiém Spyware, ban sir dung cic phan
mém chang han nhu Adware SE Pro hoac Hijackthis dé quét
Spyware irén mdy tinh cia ban. Phat hién thdy c6 Web la
chiém quyén diéu khién trang chi (Home Page) cla ban
trong trinh duyét Internet Explorer thi ban lam nhu sau:

Mé trinh soan thao van ban Note Pad, nhiap doan code
nay vao.

Option Explicit

Dim WSHShell, RegKey, ValueA, Result

On Error Resume Next

Set WSHShell = CreateObject("W Script.Shell™)

RegKey =

"HKEY_ CURRENT_ USER\Software\Policies\Microsoft\Inte
rnet Explorer\Control

Panel\"

ValueA = WSHShell.RegRead (regkey & "HomePage")

[f ValueA =0 Then 'Change Homepage is Enabled.

Result = MsgBox("Ability to Change Homepage is currently
[Enabled]." & _
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vbNewLine & "Would you like to Disable?" & _
vbNewLine & "Will lock and Gray it out." & _
vbNewLine & "May need to Log-off for effect.”, 36)
If Result = 6 Then ‘clicked yes

WSHShell.RegWrite regkey & "HomePage", |

End If

Else ‘Change Homepage is Disabled

Result = MsgBox("Ability to Change Homepage is currently
[Disabled]." & _

vbNewLine & "Would you like to Enable?", 36)

If Result = 6 Then ‘clicked yes

WshShell.RegDelete
"HKCU\Software\Policies\Microsoft\Internet
Explorer\Control

PaneNHomePage"

End If

End If

Luu lai va dat tén la DisableHomePage.vbs.
Pé chay né, ban nhan chudt vao tap tin nay va chon Yes. Logoff
dé thay doi c6 hiéu luc.
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Bai 2
CACH PHAT HIEN VA PHONG CHONG VIRUS

1. Kinh nghiém phong chong virus
Khai niém

Virus: La mot doan ma, mot chuong trinh nho duoc viét ra
nham thyc hién mot viéc nao d6 trén mdy tinh bi nhiém ma
khong dugc su cho phép hoac ngudt dung khong biét. Ching cé
kha nang tu nhan ban, lay lan sang cdc tap tin, chuong trinh
khac trong mdy tinh va sang mady tinh khac. Virus mdy tinh
thuong dugce chia thanh mot so loai nhu: File virus (Jerusalem,
Cascade...) 1a loai virus lay vao nhirng tap tin cia mot so
phan mém thudong sir dung trong hé diéu hanh Windows nhu
1ap tin.com,.exe,.bat,.pif..sys.... Boot virus (Disk Killer,
Michelangelo, Stoned...) 1a loai virus lay nhiém vao doan ma
trong cung tir khai dong (boot sector) cuta dia cimg: Macro virus
(W97M.Melissa, WM.NiceDay, W97M.Groov...) lay nhiém
vao tap tin trong MS. Office. Ngoai ra, con mat so loai virus
khac nhu virus luong tinh (két hogp gita boot virus va file
virus). master boot record virus...

Trojan horse: La nhung chuong trinh duoc nguy trang
bing vé ngoai vo hai nhung an chira bén trong nhitng doan
ma nguy hiém nham danh cap thong tin ca nhan, m& cic
cong dé hacker xam nhap, bién mdy tinh bi nhiém thanh
nguon phdt tan thu rac hoac trg thanh cong cu tdn cong mot
Website nao dé, chang han nhu W32.Mimic. Khong nhu
virus va worm, Trojan horse khong ¢6 kha nang tu nhan ban
dé lay lan, vi vay chiing thudng két hop véi virus, worm dé
xam nhap vao mdy tinh ngudi dung.
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Spyware: La phan mém theo doi nhitng hoat dong cua ban
trén may tinh. Chiing thu thap tat ca nhitng thong tin cd nhan,
thoéi quen cé nhan, théi quen luét Web cia nguoi dung va gui
vé cho tac gia. Spyware 1a mdi de doa I6n nhat doi véi su an
toan cia mot mdy tinh, mot hé thong mdy tinh.

Adware: Don gian 1a mot dang phan mém quang cdo 1én
ldt cai dat vao may tinh nguoi dung hodc cai dat thong qua
mot phan mém mién phi, dugc nguoi dung cho phép (nhung
khong y thitc dugc muc dich cta ching). Tuy nhién, ching
khong dimg lai & tinh don gian la quang cdo khi két hop véi
nhimg loai virus khic nham tang "hiéu qua” phd hoai.

Worm: Sau may tinh 1a mot loai phan mém c6 sirc lay lan
nhanh, rong va pho bién nhat hién nay. Khong giong vdi
virus thoi "nguyén thuy", worm khong can dén cédc tap tin
"méi" dé lay nhiém. Ching tu nhan ban va phét tdn qua moi
trudng Internet, mang ngang hang, dich vu chia sé...
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Nhdn biét may tinh bi nhiém virus

Sau khi xam nhap vao hé théng, mot s6 may virus lap tirc
thuc hién viéc phé hoai. S6 khéc lai 4n nap, am tham lay lan
sang nhitng may tinh khéc, chd doi gid G dé déng loat "téng
tan cong” khién ngudi dung trd tay khong kip; dién hinh nhu
virus CIH, Melissa. Mot s6 hién tuong thuong gap khi may
tinh nhiém virus: Cé nhimg triéu chimg bat thudong nhu dia
cirng bi truy cap lién tuc; hé thong hoat dong 1 ach; mot s6
trang Web la, popup quang cdo tu dong nhay ra khi ban lam
viéc. Néu sir dung Windows NT/2000/XP, ban c6 thé tham
khao thong tin trong Windows Task Manager nhu CPU
Usage ludn & mitc 100%, xuat hién mot so tap tin thuc thi la
trong tab Processes cua Windows Task Manager...

Quét virus

Khi da nghi ngo hé thong nhiém virus, ban can tim phén
mém dé kiém tra va tiéu diét ching. Luu y: phong chong
virus trude khi chiing xam nhap vao hé thong bao gig ciing
don gian hon viéc tiéu diét ching. Mdi san pham déu cé
nhimg diém manh yéu khac nhau tir mién phi cho dén cé phi
dé ban tu minh chon lva phan mém thich hop.

Sau khi luva chon phian mém phu hop, ban cdn cai dat
ching vao hé thong. Mot s6 virus "quy qudi” dén mic sau
khi lay nhiém vao hé thong, chiing ngan chan ngudi dung cai
dat hoac khéng ché luon nhitng phan mém nay dé khong phat
hién duoc ching, ngan chan viéc truy cap dén Website cua
nha san xuat. Néu khong cai dat dugc & ché€ do Normal trong
Windows, hay thir cai dat & ché do Safe mode. Dé khai dong
may tinh trong ché do Safe mode, thuc hién nhu sau:

Sir dung System Configuration Utility hoac nhan phim F8
trong qua trinh khoi dong Windows dé viao ché do Safe
mode:

- Dong tat ca cdc ing dung dang sir dung.

- Chon Start > Run... Go dong lénh msconfig va nhan OK
dé ma cira s6 System Configuration Utility.
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- Trong tab BOOT.INI, danh dau tuy chon /SAFEBOOT
trong muc Boot Options.

- Nhin OK va chon Restart dé xdc nhan viéc khai dong lai
may tinh dé vao ché do Safe mode.

0 2918 ad | WIND AW Sm Wil | Widoes X3 Profemara” fasddetnt it segee iod

D M e Fute | |

Pt St

- . ~ er 3 Teea | X o~
le [dERont e MENIMAL- T NCTWeOE  rRLeAM |
r MM A TERRATT SR L |
17 pgeanpoen
[}/ 04T
WAL DE! !
s &y mrans Cehune o}
R |
o I wurd | At el
L y:

Khot dong lai may tinh trong ché do Normal: Thuc hién cic
budce trén va bo tay chon /SAFEBOOT trong muc Boot Options.

Cap nhat danh sdch virus. Nhu da dé cap bén trén, néu
khong thé truy cap dén cdc Website cua nha san xuit, khong
thé cap nhat danh sach virus (virus definition) truc tuyén; ban
hay tai ching vé tir mdy tinh khdc dé cap nhat.

Tat System Restore. Néu su dung Windows ME hoac XP.
ban nén tat tinh nang System Restore khi mdy tinh bi nhiém
virus. Mac dinh trong Windows ML va XP, tinh nang nay
dugc kich hoat dé gitip ban khoi phuc hé théng khi gap su co.
Cac phan mém chong virus khong thé quét duoc thu muc
System Volume Information, noi System Restore luu trir
nhiang tap un, thu muc gidp khoi phuc hé thong. Vi vay sé
xay ra tinh trang "tdi nhiém" virus khi System Restore phuc
hoi hé thong cédc ban luu trir bi nhiém virus.
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Dé 1ar System Restore trong Windows XP, thiee hién nhie sau:

- Nhan phai chuét trén My Computer, chon Properties.

- Trong clta s6 System Properties, tab System Restore, ddnh
dau tuy chon Tum off System Restore on all drivers va nhan OK.

- Chon Yes khi xuat hién yéu cau xdc nhan viéc nay.

Neéu sit dung Windows ME, thice hién nhie sau:

- Tréen man hinh Desktop, nhan phai chuot vao biéu tugng
My Computer va chon Properties.

- Trong clra s6 System Properties, chon Performance\File
System\Troubleshooting.

- Bdnh dau tuy chon lén Disable System Restore va nhan OK.

- Chon Close va Yes dé khai dong lai Windows.
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Tat tinh nang System Restore dong nghia vdi viéc xda tat ca
cdc diém khoi phuc (restore points). Ban hdy tao thu cong mot
diém khoi phuc khi System Restore duoc bat trd lai.
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Quét & ché do day du (full system scan). Thiét lap mac
dinh cia mot s6 chuong trinh phong chong virus chi quét mot
s0 loai tap tin duoc chi dinh trudc. Dé chac an, ban nén thiét
lap "full system scan" dé may tinh duoc kiém tra ddy du nhat.
Mot 6 luu y trong qua trinh quét:

- Néu gap thong bdo 161 phan mém khong thé xda duoc
virus hoac mot tap tin nao d6 cua virus. Ban hay khéi dong
lai mdy tinh & ché do Safe mode va ti€p tuc viéc kiém tra.

- Két thic qua trinh quét, chuong trinh s€ dua ra bdo cdo
tong két nhimg virus dugc phdt hién va cach xir ly ching.
Néu chuong trinh khong thé diét duoc mot vai loai virus nao
dé, ban thur diét chiing mot cach tha cong. Sir dung cong cu
tim kiém véi tr khéa la tén virus dd, ban s€ tim thay nhitng
thong tin hudng dan cdch tiéu diét tai mot s6 Website nha san
xuat phan mém phong chong virus.

- Sau khi khai dong lai Windows trong ché do Normal, néu
gap thong bdo 16i tuong tu nhu: "Windows cannot find [FILE
NAME]. Make sure you typed the name correctly, and then try
again. To search for a file, click the Start button, and then click
Search” thi mdy tinh ciia ban van dang bi anh hudng cua virus -
mac du ching da duoc diét. Vi du: véi virus W32 Lecna. A, ban
s€ gap thong bdo 161 khong tim thay tap tin iexplore.exe. Dy la
nhimg "tan tich" con sét lai cua virus W32.Lecna.A du ching
da bi diét. D€ xda ching, ban can tim va xéa nhimg khéa do
virus nay thém vao trong Registry. Ngudi dung nén sao luu
Registry trudc khi ban can thiép dén ching.

Chon Start\ Run dé m& cilra s6 DOS Prompt; gé vao lénh
"regedit” dé md cira s6 Registry Editor. Néu gap thong bao
161 "Registry editing has been disable by your administrator"
ta lam nhu sau:

- Tim va x6a céc khda cé lién quan dén spyware trong cic
nhanh sau:

KEY_LOCAL_MACHINE\Software\Microsoft\Windows\C
urrentVersion\Run. Xéa khoa "iexplore.exe” = "iexplore.exe" &
khung bén phai.
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HKEY_LOCAL_MACHINE\Software\Microsoft\Current
Netlnf. X6a khda "hostid" = "[RANDOM NUMBER]" va
"pid" = "[ENCRYPTED DATA]"

HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet
\ControN\Lsa. X6éa khéa "forceguest" = "0"

- Thoat khoi Registry. Editor va khai dong lai mady tinh.

Cap nhat cdc ban stra 16i cho HDH, phan mém. Mot s6 virus
nhu W32.Blaster. Worm thudng khai thac 16 hong trong dich vu
Remote Procedure Call cia HDH Windows NT/2000/XP dé
phé hoai. Néu str dung cac phan mém cuia Microsoft, ban c6 thé
cdp nhat ban stra 16i tir http://www.microsoft.com/ tranh tinh
trang tai nhiém sau khi quét.

2. Phong chong virus

Mot mé hinh phong tha hiéu qua va chac chén la thiét lap
nhiéu tuyén phong vé, nao 1a phong vé bén ngoai vdi tudng
Itra cting (tich hgp trong router), tuong Ilira mém (phan mém
trong may tinh), phan mém chéng virus, phadn mém chéng
spyware... roi phai cap nhat ban sira 16i nhitng 16 héng bao
mat clGa hé diéu hanh va cla nhiing phin mém cai dat trén
mdy tinh. Tuy nhién, nhiéu nguoi ding khong du kha nang
(tai chinh, kién thic) dé thuc hién diéu ndy. Vay tuyén phong
vé nao la can thiét va phu hop?

Tuwong lia (firewall)

Kiém sodt dir liéu ra vao mdy tinh cla ban va cinh bio
nhimg hanh vi dang ngd; la cong cu bao vé may tinh chong
lai s xam nhap bat hop phdp bang céch quan ly toan bo cac
cong cha may tinh khi két noi v6i moi trudng bén ngoai
(mang Lan, Internet...). Tuong Ira ¢6 san trong Windows XP
chi giam sat duoc dong dir liéu vao mdy tinh chit khong kiém
soat dugc dong dir liéu ra khoi mdy tinh. Chiing ta thudng it
c6 kinh nghiém vé bao mat va virus, tuong lira sé khong phat
huy tdc dung vi ngudi dung khéng thé xir ly cic canh béo.
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http://www.microsoft.com/

Hon nira, viéc cai dat tuwong lira s€ lam cho mdy tinh hoat
doéng cham di.

Sit dung chuong trinh chong virus

Nguoi dung c6 thé sit dung mot hay nhiéu chuong trinh
diét virus cai vio mdy nham bao vé mdy tinh, hién nay hau
hét cdc chuong trinh diét virus (Anti-Virus) déu cé két hop
tinh nang tr dong bao vé (Auto Protect) chuong trinh sé& chay
thudng truc cung véi Windows, khi phat hién thay cé su xam
nhap cua virus hoac khi phdt hién ra virus, ngay lap titc n6 sé
canh bdo cho nguoi dung va dua ra cdc giai phdp xu ly nhu
khoi file, di chuyén dén viing cach ly hoac cé thé xod file ma
chuong trinh nghi ngd cé virus.

Ghi chu:

- Thuong xuyén cap nhat danh sach nhan dang virus (virus
definitions) sé gidp phan mém lam viéc hiéu qua hon.

- V&i cdc virus ¢6 xuat xi& ¢ Viét Nam, ngudi dung nén su
dung chuong trinh Bkav dé diét sé hiéu qua hon va ciing dé
st dung hon.

Cap nhat ban sita loi

L6 hong bao mat cta phin mém la "diém yéu" virus loi
dung dé xam nhap vao mdy tinh clia ban. That khong may la
nhiing diém yéu nay lai kha nhiéu va ngudi dung ciing khong
quan tam dén viéc nay. Hay git cho hé diéu hanh, trinh duyét
Web va phan mém chong virus luon duoc cap nhat bang tinh
nang tu dong cap nhat (auto update); néu tinh nang nay
khong hoat dong (do sir dung ban quyén bat hop phap), hay
cO gang tai vé tir Website cta nha san xuat bang céach tha
cong. Ban sé tang cuong tinh niang phong thu hiéu qua cho hé
thong va tranh tinh trang virus "tdi nhiém" sau khi diét.

Trinh duyét an toan hon

Néu so sdnh, ban dé dang nhan thay Internet Explorer la
trinh duyét Web ¢6 nhiéu 16 hong bao mat nhat du Microsoft
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lién tuc dua ra nhitng ban stra 10i. St dung nhing trinh duyét
thay thé nhu Mozilla FireFox, Opera, Chorme... hoac cai dat
thém mot trong nhimg trinh duyét nay dé tan dung nhitng uu
diém cua moi phan mém va tang tinh bao mat khi fuét Web.

Suy nghi ky tricée khi cai dat

Nhiéu ban doc thich tdy mdy, tai vé va cai dat nhiéu phan
mém khdc nhau dé thir nghiém. Diéu nay dan dén viéc ching
ta khong kiém sodt duoc nhimg phan mém sé lam gi trén may
tinh. Thuc t€ cho thiy cai dat qud nhiéu phin mém s& "bé
sung" thém nhitng 16 hong bao mat mdi, tao diéu kién cho tin
tac dé dang xam nhap vao mdy tinh ctia ban, gép phan lam do
vd hé thong phong thu ma ban day cong tao dung.

Sit dung may tinh voi quyén User

Vi Windows NT/2000/XP, viéc dang nhap va sir dung may
tinh véi tai khoan mac dinh thuéc nhém Administrators la mot
hanh dong mao hiém vi virus sé duoc "thira huong” quyén han
cuia tai khoan nay khi xam nhap vao hé thong, mdy tinh cua ban
c6 thé trg thanh zombie va tan cong mdy tinh khac. Tai khoan
thuoc nhém Users sé khong duoc phép thay doi cic thiét lap
lién quan dén hé thong, ban sé tranh dugc nhiéu nguy co bi phd
hoai va nhimg phién todi, ca khi virus xam nhap vao mady tinh.

Sir dung mdy tinh véi quyén User s€ khién ngudi dung gap
nhiéu kho khan trong qua trinh cai dat ung dung va thuc hién
mot so tac vu lién quan dén hé thong nhung ching toi van
khuyén khich ban doc tu gidi han quyén sur dung trén mdy
tinh ciia minh. Hon nita, ban khong cén cai thém phin meém
phong chong spyware. Tai nguyén hé thong khong bi chiém
dung, mady tinh hoat dong sé nhanh hon.

Sao luu heé thong

Ban c6 thé bo qua budc nay néu tin rang mdy tinh cia
minh luon chay tot. Hay thuc hién viéc sao luu vao thoi diém
mady tinh hoat dong on dinh, da cai dat nhing phan mém can
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thiét. Ban c6 thé dua hé thong trd lai trang thdi da sao luu chi
véi vai thao tac don gian khi can thiét. D€ tao tap tin anh cia
phan ving dia cing, ban c6 thé sir dung mot trong nhitng
phan mém nhu: Drive Image ctia PowerQuest, Norton Ghost
cua Symantec, DriveWorks cia V Communications, Acronis
True Image ctia Acronis...

Viéc sao luu sé rat hitu ich véi nhitng ban doc thich tay
mady, thir nghiém tinh nang phin mém. Ban s€ tiét kiém rat
nhiéu thdi gian thay vi phai di xtr Iy nhitng su ¢6 do virus gay
ra hoac phai cai lai HDH va nhimng phan mém can thiét.

3. Phong chong “diép vién” Keylogger

Vao mat ngay dep trai, ban m& hop thu dién tir cia minh
nhung mo hoai khong duge vi thong bio dang nhdp sai
password cu hién ra. Chac ban sé rat ngac nhién vi minh da
go ding password kia ma. Vay la password ctia ban da bi
ngudi khdc biét mac du ban rat cin than. Tai sao password
ban lai bi mat?

Trong s6 nhitng cich lay password, cich cai chuong trinh
Keylogger 1én mdy tinh la mot phuong phdp khd don gian.
Vay chuong trinh Keylogger la gi? Hiéu mot cach don gian
dé la chuong trinh ghi lai nhitng thao tic sir dung ban phim.
Mot s6 chuong trinh méi c6 thé ghi lai ca nhimg hinh anh
trang Web ma ban sir dung. Chuong trinh Keylogger duoc
dung dé danh cap nhitng thong tin cd nhan, vi du nhu tai
khoan cd nhan & ngan hang, cong ty...

Canh gidc voi Keylogger

Hién nay, viéc sir dung Keylogger kha pho bién & Viét
Nam. Cdc chuong trinh nay dugc truyén nhau thong qua cac
dién dan (forum) trén mang, c¢6 ca huéng dan chi tiét nén viéc
str dung rat dé dang. Doi tuong str dung thudng la sinh vién,
hoc sinh. Keylogger thuong duoc cai & dich vu Internet cong
cong hoac truong hoc. Sau khi cai chuong trinh Keylogger,
ngudi cai dat sé nhan dugc rat nhiéu thong tin va cling phai
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mat kha nhiéu thoi gian dé loc nhiing thong tin can thiét.
Thong thuong, ngudi cai dat Keylogger sé ¢6 dugc tai khoan
(account) tir hop thu dién tir, qua chat (thuong la Yahoo!
Messenger), khi choi game online (MU, Gunbound...), dién
thoai Internet va doi khi la nhimg tai khoan thé tin dung...

Néu ban khong can than khi dung chung mdy tinh hoac cho
mot ngudi nao dé muon mady, ban s& cé nguy co bi lay cap
thong tin cd nhan. Ngoai ra, mdy tinh clia ban ciing c6 thé bi cai
Keylogger mot cach gian ti€p qua viéc nhan file dinh kem c6
cai chuong trinh Keylogger. Do nhimg file nay kém theo nhimg
thong diép hap dan khién ban td md md ra xem. Phé bién nhat
van la truong hop ban tham gia vao cic forum. Hién nay, trén
cac forum thuong cung cip nhimg phan mém “mién phi”
(thuong la phai mua méi duge st dung day du). Do dé, cac
forum nay c6 sitc hiit rat 16n nén nguoi tai file vé mat canh gidc.

Ban tham gia vao mot forum, thay mot thong bdo day la
nhimg ban va 16i mGi nhat cia Windows va cho ban duong
link dé download (duong link nay khong xuat phat tir trang
chi ciia Microsoft). Ban vo tu download ching vé va sir dung
ma khong nghi ring minh c6 thé da bi nhiém Keylogger.
Nhan dang va tiéu diét Keylogger

Vé cdch nhan dang va tiéu diét Keylogger, mot trong
nhimg cdch phong chong hiéu qua nhat la dung céc phan
mém c6 chic nang tuong lira (Personal firewall cia McAfee,
AntiHacker cua Kaspersky, Hacker Smacker cua Farstone...)
va két hogp cac chuong trinh diét spyware (Ad-Aware
professional SE cua Lavasoft, Spywepper cia Webroot...).
Nhimng chuong trinh nay sé rat hitu ich.

Theo co ché hoat dong ctia Keylogger 1a sau khi ghi file
log t6i kich thudc la bao nhiéu (do chu nhan quy dinh) né s&
glri qua mail t6i cht nhan cua né. Cic phan mém c6 chirc
nang tuong lira sé chan lai, hoi chiing ta cé cho phép chuong
trinh nay thuc hién viéc gui file khong.
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Vidu: Tén file thuc thi cia mot chuong trinh Keylogger la
akl.exe. Ban nén xem ky chi tiét ctia cic img dung Internet
trude khi cap quyén cho noé chay khi sir dung firewall. Néu
thay khong biét gi vé chuong trinh d6 thi khong nén cap
quyén (block).

Tiép theo thi ban nén chay cdc chuong trinh diét spyware ¢
uy tin dé phat hién ra ching. Trén thuc t€. sau khi cai Keylogger
vao mdy va chay chuong trinh Ad-Aware professional SE thi sé
phat hién day du cac chuong trinh Keylogger da cai.

Mot 5o loi khuyen:

- Khi nhan nhitng file la, ban nén can than xem minh cé
biét n6 khong va cé can khong. néu khong thi nén bo qua.

- Khi ban tai nhing file chuong trinh tir Internet vé, can
chi y mot s6 thong tin vé nguon goc cua file dé va hay tai
file truc tiép tir trang chi. Trdnh truong hop ban tai mot file ¢
nhing dia chi ma ban khong biét thong tin gi ca. Lic nay
nguy co bi nhiém rat cao.

- Doi khi ciing nén cin than khi nhan file tir ban be vi biét
dau trong cdc file d6 co cai chuong trinh Keylogger thi sao.
Néu ban hay st dung dich vu Internet cong cong, tot nhat
khong nén sir dung nhitng tai khoan cd nhan quan trong nhu
thé tin dung.

Céc cach phong chong trén sé khong bao dam an toan cho
ban 100% (vi ¢6 mot s6 chuong trinh Keylogger méi ¢6 kha
nang vugt qua firewall), nhung s€ gitdp ban han ché rat I6n
kha nang bi cai Keylogger lén mdy cta minh, gidp gilr an
toan nhtrng thong tin cd nhan.

4. Man In The Middle va phuong phap phong chong

Dé chan dodn va khac phuc su c6 mang, cac nha quan tri
hé thong thuong sir dung cdc chuong trinh phan tich géi tin
nhu Network Monitor, Sniffer Pro... Tuy nhién, day cing la
nhimg cong cu thuong duoc hacker sir dung dé “nghe 1én” hé
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thong mang va lay cap cac thong tin nhay cam nhu username
(tén dang nhap), password (mat ma dang nhap) hay cic thong
tin quan trong khdc.

Dé d6i pho véi moi nguy hiém nay, ching ta sir dung thiét
bi chuyén mach nhu switch dé bao dam cic géi tin chi duoc
truyén dén ding mdy tinh cé dia chi thich hop chit khong
truyén cho tat ca cac may trong hé thong mang noi bo (LAN)
ma ngudi ta thuong goi bang thuat ngir truyén thong
broadcast.

Nhung that khong may. ngay ca voi mang dung switch
chiing ta van c6 thé bi tan cong bdi cic chuong trinh phan
tich géi tin manh nhu: dsniff, snort hay ettercap (chuong
trinh duoc ménh danh la Lord Of The TokenRing). Ettercap
c6 thé gia danh dia chi MAC cla card mang mdy tinh bi tan
cong, thay vi géi tin dugc truyén dén may tinh can dén thi né
lai dugc chuyén dén may tinh c6 cai dat ettercap trudc roi sau
d6 mdi truyén dén mdy tinh dich. Day la mot dang tan cong
rat nguy hiém duoc goi la Man In The Middle, trong trudng
hop nay phién lam viéc gira may gui va may nhan van dién
ra binh thuong nén nguoi sir dung khong hé hay biét minh
dang bi tan cong, giong nhu truong hop bi dat mdy nghe [én
ma ching ta thuong gap trén phim anh. Nhitng chuong trinh
dang nay thuong duoc goi la sniffer.

Trong qud trinh tu vdn cho mot s6 cong ty ciling nhu qud
trinh giang day, toi nhan thay day la mot trong nhimng trudng
hop tan cong thuong xay ra nhat va do chinh nguoi st dung
trong mang noi bo gay ra (hoac nhirng ngudi cé kha nang
tuong tac truc ti€p vai hé thong).

Nhimg nha quan tri hé thong hay ngudi chiu trich nhiém
vé van dé an toan cho dir liéu trong qud trinh truyén thong
can phai nam ro ca hai khia canh cta van dé: cich tan cong
va gial phdap phong ngira, néi theo ngon ngir binh phap la biét
ngudi biél ta, tram tran tram thang.



Man In The Middle voi Ettercap

Ban c6 thé tai ettercap tir Website http://rpmfind.net hay
http://ettercap.sourceforge.net, va ti€n hanh cai dat trén mot
mdy chay hé diéu hanh Linux nhu sau (ettercap ciing c6
phién ban cho Windows XP/2000):

#rpm —ivh ettercap-0.6.9-1.7.2.i386

Néu tap tin ettercap la tap tin nén dang tar thi hay giai nén
bang Iénh tar va tién hanh cai dat bang cic dong lénh:

#tar —zxvf ettercap-0.6.9-1.7.2.i386.tar

#cd ettercap-0.6.9-1.7.2

#./configure && make && make install

Sau khi cai dat hoan tat, ta khdi dong qua trinh phan tich
g6i tin bang cach go lénh ettercap (& clra s6 console), chon
card mang muon kiém tra. Sau khi kiém tra xong, man hinh
ettercap s€ xuat hién danh sach cac may tinh dang hoat dong
trong mang duoc chia lam hai phian nguoén (bén trai) va dich
(bén phai).

Dé luu giit dugc nhiéu thong tin nhat, ta c6 thé dé trong
khung nguon va chon dich la default gateway trén hé thong
cta minh, nghia la ban sé ding giira thiét bi dung dé truy cap
cac 16p mang khac (thong thudng l1a mang Internet) va cac
may tram trong mang. Nhan phim A dé bat dau “bat” cdc géi
tin, chi sau mot thdi gian ngan ban sé thay rat nhiéu thong tin
xuat hién trén man hinh, trong dé cé nhiing thong tin nhay
cam nhu username, password cta cic ing dung quan trong
dugc truyén di ma khong dugc ma héa nhu pop3, fip...

Tham chi, ban cé thé bat giit duoc ca nhitng tin nhan cia
Y!Messenger bang céch chon chi muc twong ung réi nhan
Enter. Hoac khi nguoi sir dung dang xem cac tap tin trén
Internet hay tai vé thong qua giao thic http, ban ciing cé thé
bat giir bang cach nhan phim P va chon plug-in thit 13. Ban
¢6 thé luu cdc thong tin bat dugc thanh mot tap tin bang cach
nhan phim L.
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Giai phdp phong chong

Qua mot s6 vi du trén, ching ta nhan thay cic thong tin
quan trong va nhitng tap tin riéng tu ¢6 thé bi danh cip khd
dé dang. Dé phong ngira cic truong hop nhu vay, chiing ta
khong nén tién hanh cic hinh thic ching thuc username va
password dudi dang van ban don thuan (khong ma héa) ma
nén ma hoéa ching bing IPSec hay SSL. Tuy nhién, khong
phai lic nao chidng ta ciing c6 thé thuc hién dugc cic giai
phdp nay va ciing khong phai lic nao cdc giai phap dé ciing
mang lai hiéu qua t6t nhat (vdn c6 thé bi cac chuong trinh
nhu dsniff hay ettercap bé khod). Do d6, trong vai trod quan tri
mang, cach tot nhat la ban thudng xuyén gidam sat cic hanh
dong bat thudng trong hé thong clia minh dé dua ra hanh
dong thich hop.

Nhu trong truong hop & trén, hé thong bi tan cong do co
ch& gia danh ARP (hay con goi bang thuat ngir “spoofing
arp”) - mot giao thitc dung dé phan giai dia chi vat ly MAC
cla mady tinh. Ta c6 thé dung arpwatch giam sat cac thong tin
arp trong hé théng dé phat hién khi bi tan cong biang cic
phuong phap spoofing arp hay sniffer. Hoac ban tién hanh cai
dat cdc hé thong IDS nhu Snort, GFI dé phat hién cdc hanh
dong bat thuong trén mang.

Thuc t€, ban c6 thé dung chinh etteracp dé do tim ra chinh
né cing nhu cic chuong trinh sniffer khac trén mang theo
phuong phdp “di doc tri doc”. Ettercap c6 hai plug-in rat hiru
ich, mot dung dé tim ki€m cdc mady tinh chay chuong trinh
ettercap khac trén mang va plug-in con lai dung dé phat hién
céc chuong trinh sniffer kha nghi khac. Vi du, néu nghi ngo ¢6
ai dé dang “nghe lén” trén mang, ban khdi dong ettercap va
nhan phim P, sau d6 chon plug-in ddu tién s€ tim ra cic mdy
dang chay ettercap. Con khi déi phuong sir dung céc chuong
trinh khac nhu dsniff, ta c6 thé do tim thong qua plug-in thir 15
1a arpcop, lic d6 moét clra s6 méi sé hién thi nhimg may tinh
dang chay cac chuong trinh spoofing arp trén mang.
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Khi xdc nhan duoc déi tuong, ta c6 thé tién hanh co lap
mdy tinh ndy khoi mang ngay lap tdc bang cich chon P va
chon plug-in thir 23 tén la leech va sau do chon Yes, nhan
Enter. Mot s6 ngudi quan tri hé thong con dung ettercap dé
phat hién cac mdy bi nhiém virus dang phat tan trén mang roi
c6 lap ching béng leech, sau d6 diét bang céc chuong trinh
chong virus rat hiéu qua.

Céch t6t nhat dé giir an toan cho hé théng mang ciia minh
la nén thuong xuyén gidm sat hé thong ciing nhu cé cac
chinh sach dé ngan ngira céc trudng hop gay hai vo tinh hay
cd y cta nguoi st dung. Thong qua viéc thuc hién cdc chinh
sach hop ly, chiing ta c6 thé quy dinh nhimg chuong trinh
khong nén str dung ciing nhu cdc hanh dong bi nghiém cdm
nhu tién hanh thao tac phan tich géi tin, trir khi phuc vu cho
muc dich dic biét dé xir ly su c6 mang. Hy vong bai viét nay
sé gitip ban c6 duoc nhitng bién phap thich hgp dé phong
chong va giam thiéu t6i da nhitng thiét hai cho mang.

5. Firewall phong chong hacker
Tong quan vé tuong lita

- Hién nay trén thi truong c6 hai loai teong Itra: 0y nhiém
dng dung (application proxies) va cong loc goéi tin (packet
filtering getways).

Nhdn dang tuong lia

Hau hét thi cac tuong lira thuong cé mot s6 dang dac
trung, chi can thuc hién mot s6 thao tic nhu quét céng va
firewalking va lay banner (thong tin gigi thiéu - tiéu dé) la
hacker c6 thé xac dinh duoc loai tudng lita, phién ban va quy
luat cua ching.

Quét truc tiép - ky thudt 16 liéu
+ Cach tién hanh:

- Mot cach don gian nhat dé tim ra tudng lita 1a quét cac
cong mac dinh. Mot vai tudng Iira trén thi trudng tu nhan
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dang minh bang viéc quét cong - ta chi can biét nhitng cong
nao can quét. Vi du nhu Proxy Sever clia Microsoft nghe cac
cong TCP 1080 va 1745 etc...

Nhu vay dé tim tudng lira ta sir dung nmap don gian nhur sau:

Nmap -n -vv -p0 -p256,1080,1745 192.168.50.1 -60.250

Tir nhitng ké tan cong vung vé cho dén nhitng ké sanh soi
déu dung phuong phdp quét dién rong d6i vGi mang lam viéc
clia ban dé nhan dién tuong lira. Tuy nhién, nhimg hacker
nguy hiém s& tién hanh cong viéc quét cang thim lang, cang
kin ddo cang tot. Cac hacker cé thé dung nhiéu ki thuat dé
thoat khoi su phat hién cha ching ta, bao gom ping ngiu
nhién... Cic hé thong do xam nhap (IDS - Intruction
Detection System) khong thé phat hién nhitng hanh dong quét
cong 4p dung nhitng ki thuat tinh vi dé lan tranh bdi ching
duoc ngam dinh lap cau hinh chi dé nghe nhitng hanh dong
quét cong 16 liéu nhat ma thoi.

Trir khi ching ta ¢6 nhimg thiét lap ding dan cho IDS, néu
khong viéc quét cong sé dién ra rat 4am tham va nhanh chéng.
Chiing ta hoan toan c6 thé tao ra nhig hanh vi quét céng nhu
vay khi st dung nhimg doan script ¢6 san trén nhiéu trang Web.

+ Ciach doi pho:

Néu dung RealSecure 3.0 thi c6 thé 1am nhu sau:

- Dé RealSecure 3.0 c6 thé phat hién ra cac hanh vi quét
cong, chiing ta can phai nang cao tinh nhay cam cua né, cé
thé sir dung nhitng thay déi sau:

- Chon Network Engine Policy.

- Tim "Port Scan " va chon niit Options.

- Stra Ports thanh 5 ports.

- Sira Delta thanh 60 seconds.

- D€ ngan chan viéc quét cong tudng lira tir Internet, ta cdn
phai khéa cdc cong nay & nhitmg router dimg trudc Firewall.
Trong trudng hop nhitng thi€t bi nay do ISP quan ly, ta phai
lién hé véi ho.
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Ldn theo tuvén (Route tracking)

- Str dung chuong trinh traceroute dé nhan dién tuong lia
trén mot mang lam viéc la mot phuong phap am tham va khong
khéo hon. Chiing ta c6 thé sir dung traceroute trén mdi truong
UNIX va tracert.exe trén moi truong Windows NT dé tim
dudng dén muc tiéu. Traceroute ciia LINUX c6 khéa lua chon -1
dé thuc hién viéc lan theo tuyén bing cach giri di cic géi ICMP:

[vtt]$ traceroute -1 192.168.51.100

traceroute to 192.168.51.101 (192.168.51.100), 30 hops
max, 40 byte packages

I attack-gw (192.168.50.21) 5.801 ms 5.105 ms 5.445 ms
2 gwl.smallisp.net (192.168.51.1)

15192.168.51.101 (192.168.51.100)

Ldv banner (banner grabbing)

- Quét cOng la mot bién phdp rat hiéu qua trong viéc xdc
dinh firewall nhung chi c¢6 Checkpoint va Microsoft nghe
trén céc cong ngdm dinh, con hau hét cic tuong lira thi khong
nhu vay, do d6 chiing ta can phai suy dién thém. Nhiéu tuong
Ilra pho bién thudng thong bdo su ¢6 mat ctia minh méi khi
c6 két noi tdi ching. Bang viéc két noi téi mot dia chi nao do,
ta c6 thé biét dugc chicc nang hoat dong, loai va phién ban
tuong lira. Vi du khi chdng ta dung chuong trinh netcat dé két
ndi t6i mot may tinh nghi ngd cé tudng lira qua cong 21 ta cé
thé thdy mot s6 thong tin thd vi nhu sau:

c:\>nc -v -n 192.168.51.129 21

(unknown) [192.168.51.129] 21 (?) open

220 Secure Gateway FTP sever ready

- Dong théong bdo (banner) "Secure Gateway FTP sever
ready"” la dau hiéu cia mot loai tudng lira cii ctia Eagle Raptor.
Dé chic chan hon chiing ta c6 thé két néi t6i cong 23 (telnet):

C:\>nc -v-n 192.168.51.129 23

(unknown) [192.168.51.129] 23 (?) open
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Eagle Secure Gateway.

Hostname:

- Cuéi ciung néu van chua chac chan ta cé thé sir dung
netcat véi cong 25 (SMTP).

C:\>nc -v -n 192.168.51.129 25

(unknown) [192.168.51.129] 25 (?) open

421 fw3.acme.com Sorry, the firewall does not provide
mail service to you.

- V& nhimg thong tin va gia tri thu thap duoc tir banner,
hacker c6 thé khai thac cdc diém yéu cla Firewall (d3 duoc
phat hién ra tir truéc) dé tan cong.

Cdch doi pho

Dé doi phé thi ching ta can phai giam thiéu thong tin
banner, diéu nay phu thudc rat nhiéu vao cic nha cung cap
Firewall. Ta c6 thé ngan chan viéc bi 16 qua nhiéu thong tin
tudng ltra bang cach thuong xuyén stra déi céc file cau hinh
banner. Diéu nay thi cac ban nén tham khao thém tir cic nha
cung cap dich vu.

Nhdn dién cong (port identification)

Mot vai Firewall cé "ddu hiéu nhan dang " c6 thé dugc
dung dé phan biét véi céc loai tuong lira khdc bang céch hién
ra mot s6 cdc con so.

Vi du nhu CheckPoint Firewall khi ta két néi t6i cong TCP
257 quan ly SNMP. Su hién dién clia cdc cong tir 256 t6i 259
trén hé thong chinh la dau hiéu bdo trudc su c¢6 mat cla
CheckPoint Firewall-1, ta c6 thé thir nhu sau:

[vtt]# nc -v -n 192.168.51.1 257

(unknown) [192.168.51.1] 257 (?) open

30000003

[vtt]# nc -v -n 172.29.11. 191 257

(unknown) [172.29.11. 191} 257 (?) open

30000000
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6. Nhimg phuong thirc lay lan cua malware va cach
phong chéong

Ban thudng khong hiéu tai sao virus lai c6 thé nhiém vao
may minh mac du da cai dat cdc Anti-virus va rat can than.
Vay ching da lay lan qua nhimg con duong nao va phai
phong tranh ra sao?

Lay lan qua USB

Virus thudng tao ra mat tép autorun.inf trong thu muc goc
cta USB hay dia mém cta ban. Khi phat hién cé thiét bi luu
trit méi duogc cam vao (USB, CD, Floppy Disk...), Windows
mac nhién sé kiém tra tép autorun.inf nam trong dé, néu cé
no6 s€ tu dong thuc hién cic dong lénh theo cau tric duge sap
xép trudc.

Tép autorun.inf théng thudng s€ c¢6 ndi dung:

[autorun]

open=virus.exe

icon=diskicon.ico

Cau lénh trén s€ tu dong thuc thi mot tép ¢ tén la virus.exe
(tép virus) va thiét lap icon clia 6 dia la diskicon.ico. Nhimg tép
nay déu nam & thu muc goc cta thiét bi luu trir. Gia sir 6 USB
cia ban la 6 G thi tép d6 sé nam & G:\virus.exe. Khi cam USB
vao, may tinh s€ mac nhién chay tép G:\virus.exe néu chua duoc
config ding céch.

Cdch ngdn chan

Dé disable ché do wr dong autorun, ban vao Start\Run, g
regedit va an Ok, bén tay trai, ban truy cap vao khda:

HKEY_ CURRENT_USER\Software\Microsof\Windows\
CurrentVersion\Policies\Explorer.

Bén tay phai ban kich diip vao bién NoDriveTypeAutoRun
va chinh lai thanh FF dé v6 hiéu héa autorun cia tat ca ciac 6
dia. Nhap OK va restart lai may dé c6 hiéu luc.
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Pé md 6 USB (la 6 E:) ban tim tén & trong thanh dia chi
va md 6, tranh md truc tiép tir cira s6 Windows Explorer.

Néu phat hién trong USB c6 virus (hay tép autorun), ban
c6 thé vao cmd va gd hai lénh sau dé x6a (phai gd ca hai lénh
theo tuén tu):

attrib -s -h [6 dia:\Jautorun.inf

del [6 dia:\Jautorun.inf

Lénh ddu diung dé gd bo thuoc tinh an cha autorun.inf,
lénh sau c6 tac dung xo6a autorun.inf. Néu ban chi dung lénh
del thi cmd s€ khong phdt hién ra autorun.inf va lénh sé
khong duoc thuc thi.

Ldy lan qua Yahoo! Messenger

Nhimg loai virus kiéu nady c6 mot thoi rat duoc thinh hanh
o Viét Nam vi kha nang lay lan véi toc do cao cta né. Thinh
thoang ban gap mot vai tin nhan rat hap dan cha ban be gt
cho va sau d6 la duong link dén mot trang Web la nao dé.

Va néu ai khong canh gidc s€ vo tinh click vao, dot nhién
ctra s6 IE cla ban bi do cimg lai trong vai giay. Virus da
duge tu dong down vé mdy va kich hoat, chi vai gidy sau ban
sé€ glri di nhimg tin nhan vo tinh giy hai cho ngudi khéc
giong nhu ban be cua ban.

Cadch ngan chan

Virus dang nay sut dung mot doan VBScript gan trén link
Web dugc gt ¢6 tic dung tu dong download file exe vé mdy
va kich hoat.

- Hién nay phan 16n cdc trinh duyét déu khong hé tro
VbScript, chi ¢6 Internet Explorer (trinh duyét mic dinh cta
Windows) tir ban 6 trd xuoéng 1a van ho tro loai ma nay. Nén
tot nhat ban nén tai ban IE 6 trd 1én hoic sir dung céc trinh
duyét khac c6 tinh bao mat hon nhu: FireFox, Opera...

- Ngoai ra trudc méi link la, ban cé thé xem qua source
clia né dé khang dinh n6 khong c6 gi nguy hiém, ban c6 thé
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sir dung cdc trang xem trudc ma html. Nén chd y cdc tir khoa
dac biét nhu: vbscript, exe... Tuy nhién phuong phap nay to
ra khong hiéu qua vi trong trang Web dé c6 thé embed thém
maot s6 url khdc, va sau mot loat cac url embed méi dén link
cta trang Web chira script.

Lay lan qua trinh duyét truy cip Web

Giong nhu céch lay lan qua Yahoo! Messenger, khi ban truy
cap vao duong link (mdt trang Web) nao d6, ban s€ vo tinh vao
phai cac trang Web bi nhiém ma doc (dang VBScript). Cach giai
quyét giong nhu trén, sir dung céc trinh duyét c6 tinh bao mat
16t khong hé trg vbscript dé truy cap Web.

Lay lan qua E-mail, Outlook Express

Tién ich E-mail thi chic khong ai con la gi réi, nhat 1a néu
ban hay check mail, cong viéc khién ban phai ti€p xic véi
E-mail nhiéu. Ban rdt khé phan biét dugc E-mail nao c6 noi
dung tot, xau hay chi la spam. Hacker da loi dung E-mail dé
“gia dang” mot e mail véi mot dia chi bat ky nao ma ho
muoén, véi noi dung la mot tdm thiép, mot file attach hay
duong link nao d6. D6 déu la nhing file malware gay nguy
hiém cho mdy tinh. Vay lam sao dé nhan dang?

Cdch ngdn chdn

Phan nay chu yéu dua trén kinh nghiém hiéu biét chia ban.
Ban nén canh gidc véi nhitng bic Mail ¢é noi dung chung
chung. Gia st nhu & phan dau cia bic Mail khong c6 phan
Gui/Chao... Hoac khong ghi ro tén: Gui ban/Chao ban...
nhimg bic mail dang nay ma kém theo attach file hay duong
link nao dé thi ban dimg nén down vé, hoic ban nén quét
virus can than truée khi chic chin md no ra.

Lay lan vao cdc tép tin thuc thi

Nhimg trang Web ban truy cap déu la céc trang Web sach
(khong chita ma doc, khong cé virus va cé thé la cic trang
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Web ¢6 uy tin). Nhung du vdy, ban van c¢6 nguy co bi dinh
virus ma khong biét minh da bi khi nao.

Vi mét ly do nao dé, chuong trinh ttng dung goc sau khi
duoc chuyén dich tir server ndy lén server khac... da bi
*“dinh” thém mot con virus vao (ddanh trao thanh mot tép bi
nhiém virus). Ban khong hé biét n6 c6 nguy hiém hay khong
nén mad vao, ngay lap tic, virus da dugc extra va thuc thi trén
may ban tir file cai dat cua (ng dung.

Cdch ngan chdn

Hacker sau khi download mot tmg dung nguyén ban tir trén
mang V€, sé sir dung mot phan mém “exe joiner’” nao dé dé cé
thé dinh 2 tép .exe vao vdi nhau. Roi tiép tuc dem lén cdc trang
Web khéc phat tan ing dung da duge dinh virus. Nguyén ly cua
viéc dinh .exe nay c6 thé hiéu don gian nhu sau:

o Virus s& duoc quang vao cudi file cha ing dung (hoac
mot noi nao dé khong lam anh hudng t6i tién trinh).

¢ Sau khi chay @ng dung, virus s€ duoc tu dong extra ra
thu muc temp (thu muc tam cda window) roi tu dong
chay tép .exe vira dugc extra ra.

| extra.exe

Phan EXE nguyén ban

File virus sau
khi duoc extra
ra thu muc
terp s€ dugc
thuc tht.

extrato ...
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Céach ngan chan viéc nay rat kho, vi hacker c6é tram
phuong nghin ké dé che mat ching ta. Ta chi c6 thé “xem
qua” tinh an toan cuta ng dung.

Néu ban da biét qua cdu tric cia mot tép.exe chac ciing
biét phan MZ & dau mot tép.exe, khi né dugc dinh vao ng
dung sé c6 mot phan dau hiéu nhan biét nao dé.

00 ...a.. ... 2.y
o0 a 7.9,
o0 .. .8 ... . 1.y .
00 .e.0..... 1.v..
00 .. .u.1l 2+
5D . y.yv.C.[start]
oo MzZr. . ... VY. .
oo L. ... @ .
0l m.. . n3. row..n
) T T E ..
68 . .2, . °.1t, LIITh

6F 1s progra& canno
20 t be run in DOS

00 mode. .. .&.. . .. ..
fR ENA Tia Tia T

Thong thuong thi trong mot tép .exe chi ¢c6 moét cum chir
MZ, néu c6 hai cum va & phia truéc ¢c6 mot dau hiéu la nao
dé thi tép setup da bi “dinh virus”. Ban nén xdéa tép d6 va bao
cho nha cung cap hoic noi luu trir dng dung biét dé khong
lam nhiéu ngudi khéc bi nhiém.

Trén thuc t€ thi cac phan mém diét virus hién nay déu c6
tinh nang nhan dang nhimng kiéu “dinh” virus 16 liéu nhu thé
nay. Nhung vi kha nang phong thi va tan cong luon luon
song hanh nén ban kho long c6 thé tranh khoi.

7. Cac van dé can quan tam khi mua san pham Anti-spyware

Spyware la van dé ddng lo ngai vé bio mat mdy tinh. Do
dé, khi quyét dinh viéc chon lura giai phdp Anti-spyware cho
hé théng mang cta minh, ban cin can nhac nhiéu yéu 16 quan
trong sau:
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Trinh Anti-spyware co6 cong cu do tim manh mé hay khong?
“Trdi tim" cta bat ky giai phdp chong spyware nao cing déu
nam trong cd s& dir liéu quét clia né. Hay tim nhimg san pham
Anti-spyware ¢4 co sd dir liéu I6n, pham vi hoat dong cua phan
mém rong dé né c6 thé quét va nhan dang nhiéu spyware.
Co so dit liéu va chuong trinh c6 duoc cdp nhat tu dong?
Chuong trinh phai dugc tu dong cap nhat dén dir liéu
spyware mdi nhat mot cach thuong xuyén cling nhu tu do tim
nhitng phién ban md&i clia chuong trinh hay cong cu quét
(scan engine) dé c6 nhitng nang cap thich hop.

Chuong trinh cé6 thé tu van hanh?

Hau hét nguoi dung s€ mau chéng quén van hanh thi cong
cho chuong trinh Anti-spyware va ciing khong muon cic nhan
vién [T thudng xuyén thao tic trén mdy tinh cta ho nén phuong
thic (6t nhat la trinh Anti-spyware c6 thé tu hoat dong.

Chuong trinh c6 nhiéu tuy chon quét hay khong?

Quét toan bd hé thong hay tirng thu muc hay tap tin tuy
chon, quét nhirng thiét lap Registry hay bo nhd dang sir dung
hoac nhitng nguy co c6 thé bi lay nhiém spyware khic.

Chuong trinh cé ho tro theo doi hoat dong trong thoi gian
thuc?

bimng doi dén khi spyware lay nhiém ro6i méi tién hanh
quét va diét vi doi ldc viéc nay c6 thé da qua mudn mang cho
dir liéu cua ban. Chuong trinh phai 1a 14 chan dau tién va lu6n
van hanh 14 chin nay trong sudt thoi gian ngudi dung hoat
dong trén mdy. Mot ché do quét tuy chon dinh ky thudng
xuyén ciing 1a mot tinh nang hiru ich cho nguoi dung.

Chuong trinh cé chirc nang quadn tri trung tam?

Dé bao vé hé thong mang hiéu qua, ngudi quan tri khong
thé nao dén timg mdy trong mang dé xir |y tinh huéng ma
phai thong qua phan quan ly trung tam cua chuong trinh. Dai
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da so chuong trinh Anti-spyware ngay nay cé thém phan
quan ly bao vé trung tam, cho phép quan tri ra lénh cap nhat,
quét hay lén lich quét... dé dang.

Ché do bao vé khi khoi dong?

Gan nhu tat ca spyware déu duoc 1ap trinh tu van hanh khi
Windows khoi dong. Do d6, ché€ do bao vé va ngan chin
spyware hoat dong ngay tir lic khai dong hé thong 1a diéu rat
can thiét.

Khéa va diét tin goc

Kha nang do tim khong chua du, chuong trinh phai c¢6 kha
nang khoanh vung, khéa spyware hoac diét tan goc chiing ma
khong can phai nho ciy dén su can thiép ciia ngudi dung.
Hay tim hiéu théng tin mo ta cich thic chuong trinh xur 1y
spyware va so sanh véi nhitng giai phdp canh tranh khac.

Bdo cao cing la chitc ndng cdn quan tam

Dé biét duoc hiéu sudt clia viéc quét va diét spyware, ban
can phai biét s lugng, nhitng loai spyware nao va nhiing tap
tin nao da dugc khoanh viing. Cic bdo cdo sé hién thi thong
tin sau khi quét hoan tat hay ca khi cé bat ky 16i nao xay ra
hoac thong bdo vé mot ban cap nhat vira duoc cai dat.

Chitc ndng theo doi hoat dong cua nhitng tién trinh
(Process Monitoring)

S€ khong c6 chuong trinh Anti-spyware nao c6 kha nang
diét 100% spyware néu nhitng spyware nay dugc tai tao that
su dac biét. Do dé6, chuong trinh Anti-spyware ciing can c6
thém chitc ning theo doi hoat dong cla nhitng tién trinh dang
chay trén Windows dé ngudi quan tri cé thé quan sat va xir ly
khi gap nhimg tién trinh dang nghi.

Mot s6 giai phap bao mat hé thdng mang hién nay déu
trang bi thém kha nang chdng spyware nhu: Spyware Doctor,
ZoneAlarm Pro, Bitdefender Total Security, Webroot AntiSpyware
Corporate Edition, Trend Micro Antispyware...
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8. Phong chong virus, spyware, malware... tuy dé ma
khong dé

Dé phong chéng virus, mot nguyén tic co ban la luén dé
cao canh gidc. Tuyét doi khong bao gid md nhimg E-mail
dinh kem la, khéng bao gio chay nhitng chuong trinh thuc thi
ma khong rd ngudn goc. Tuy nhién, chi bdy nhiéu thoi chua
du. Bai vi tinh hinh hién nay da khdc trude rat nhiéu, virus
mady tinh ngay cang “tinh ranh’ hon va khé nhéan ra hon.

Nhiéu khi ban khong bao gio chay nhing file thuc thi la
do nguoi khac gdi dén nhung may tinh caa ban lai van ci bi
nhiém virus. Ban nhan dugc nhitng duong link gdi qua tin
nhin Y!M tir nick cla ngudi quen véi nhimg 1oi “dudng
mat”. Néu ban nhe da ca tin click vao thi ngay lap tic mot
file .exe an sé dugc tai vé tir Website nhiém virus va tr dong
thuc thi néu mdy tinh cta ban dugc dat & tinh trang an ninh
thap. Sau d6 chuong trinh sé khong ché hé thong, 1dy cap mat
khau tai khoan Yahoo!, bién s6 dia chi ctia ban lam nguén dé
phaét tdn virus dén nhirng “nan nhan” trong do.

Nhu vay, ciing giong nhu siu lay lan qua E-mail, bién
phap dé phong loai virus nay la khong nén nhap chuot vao
nhing duong link khong ré nguon goc.

D6 la cich phong chong vé mat “y thic”. Tuy nhién, thuc
t€ khong don gian thé. Ban can phai thuong xuyén “tiém
ngita” cho mdy tinh dé né cé “sic dé khang” vugt qua moi
“bénh tat”. Thuong xuyén truy cap vao trang chi Microsoft
www.microsoft.com dé tai vé nhimg ban va 16i méi nhat cho
Windows va trinh duyét IE.

Ciing xin ndi thém la trinh duyét IE thuong xuyén bi cac
hacker khai thdc 16i bao mat nhat, cho nén néu cam thay
khong “yén tam”, ban c6 thé chuyén sang sir dung mét trinh
duyét Web khic, ching han nhu FireFox. Tat nhién ban ciing
nén thuong xuyén truy cap vao trang chu cua hang san xuat
phan mém dé tai vé nhitng ban vd 16i (néu co).
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Mot diéu quan trong nhit la trén mdy ban phai c6 it nhat
mot phan mém diét virus ‘“‘ngoai” duoc cai thudng trd, va
phéi bat tinh nang tr dong bao vé lén. Co thé ké dén nhing
phian mém diét virus néi tiéng dugc t6 chic Topten Reviews
dinh gia cao la: BitDefender, Kaspersky, F-Secure Antivirus,
PC-cillin, ESET Nod32, McAfee, Norton Antivirus... (xép
theo thit tr ddnh gid tir cao xuong thap).

Theo kinh nghiém clia nhiéu ngudi thi BitDefender,
Kaspersky diét virus rat tot, ching c6 kha nang phat hién va
phat canh bdao ngay lap tic khi ban truy cap vao nhirng trang
Web c6 chira virus va ma doc hai. Nén trang bi cho mdy tinh
mot phan mém diét virus “no6i” nhu D32 hoac Bkav dé chiing
bo sung véi ciac phan mém diét virus ngoai vi moi phan mém
diét virus cé nhitng vu nhuoc diém riéng.

Khi sir dung cdc phan mém diét virus, ban nén thuong
xuyén cap nhat co s¢ dir lieu cho né dé chuong trinh tang
thém stc dé khang chéng choi véi nhimg virus méi xuat hién.
Néu sg quén, ban nén bat chitc nang “Auto Update” dé ching
cap nhat tu dong cho ban. Pa s6 cac chuong trinh chéng virus
déu cé chirc nang nhan dang virus méi chua c6 trong co so
dir liéu, dua trén nhitng hanh tung “ddng ngd” cua ching, ban
nén bat chitc nang nay lén, né sé rat hiru ich cho ban.

Cuoi cung, 161 khuyén danh cho ban la nén thuong xuyén
truy cap vao céc trang Web thong tin virus dé c6 thém nhiéu
kién thitc vé phong chéng virus, cang nhiéu cang tot.
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Bai 3
TONG HOP CAC LOAI VIRUS, WORM, TROJAN, SPYWARE...
CACH DIET VA KHOI PHUC MAY Vi TiNH BI NHIEM

Sau day ching toi s€ gidi thiéu dén doc gia thong tin mo ta,
céch diét cac ho Virus, Worm, Trojan, Spyware... dién hinh va
dac tnmg. Ban than cdc chuong trinh diét virus c6 thé sé loai bo,
tuy nhién nhimg hu hai, hong héc thi khong phai chuong trinh
nao ciing c6 thé khac phuc,

Vi du: C6 thé hiéu don gian nhu ti bép ctia ban bi mot con
chuot pha hoai, n6 gam nham than tu, an cac thirc an trong
ti... Va ban da may man dung bay bat dugc con chuét do,
vay la tr nay chiéc tu bép clia ban s€ an toan roi tuy nhién
lam thé nao ma chiéc bay c6 thé khoi phuc lai dugc tinh trang
ban diu cua cdi ta? That khé phai khong?

Hién nay, moét s6 chuong trinh diét virus c6 két hop tinh
nang tu sira chita nhitg ton hai do virus gy ra tuy nhién kha
nang la khong nhiéu va dé muc s& thi viéc khoi phuc nay ban
c6 thé sir dung cdc chuong trinh sita chita chuyén nghiép
hodc tu stra chira thi cong béing tay.

1. Cach diét virus W32.Randsom.A
Mo ta

Phat hién: Thang 11 nam 2008.

Tén: W32.Randsom.A.

Kiéu: Sau.
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Mirc do phat tan: Lay lan.

Hé thong bi anh hudng:Windows 98, Windows 95, Windows
XP, Windows Me, Windows Vista, Windows NT, Windows
Server 2003, Windows 2000.

Cdch diét
. Vao Start > Run.
. GO Regedit.

. Click chon OK.
. Tim va xo4d cac gia tri:

S~ W N -

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Acti
ve Setup\Installed Components\{ Y479C6D0-OTRW-
U5GH-SIEE- EOAC10B4E666 }\"StubPath" =

"% W indir%\UNINSTLV 16.exe"
HKEY_LOCAL_MACHINENSOFTWAREWicrosoft\Acti
ve Setup\Installed Components\{ F146C9B1-VMVQ-
A9RC-NUFL-DOBAOOB4E999 }\"StubPath" =

"%W indir%\UNINSTLV 16.exe"
HKEY_LOCAL_MACHINENSOFTWARE\orn.exe

5. Thodt khoi Registry.

2. Cach diét W32.Redlofs

Mo ta

Phat hién: Thang 11 nam 2008.

Tén: W32 .Redlofs.

Kiéu: Sau.

Muiic do phat tan: 73,000 Bytes.

Hé théng bi anh huong: Windows 98, Windows 95, Windows
XP, Windows Me, Windows Vista, Windows NT, Windows
Server 2003, Windows 2000.
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Cach diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xo04 cdc gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Run\"10.1.08" =
"CAWINDOWSM\I0.1.08.exe hlmrun"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".key"
= "exefile"
HKEY_LOCAL_MACHINENSOFTWARE\Classes\ key

5. Khoi phuc lai cdc gia tri ban dau.
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win

dows NT\CurrentVersiom\Winlogon\"Shell" =
"Explorer.exe CAWINDOWAS\lo.1.08.exe shell"

HKEY_LOCAL_MACHINE\SOFTWARE\Microsof\Win
dows NT\CurrentVersion\Winlogon\"Userinit" =
"CAWINDOWAS\10.1.08.exe init"
HKEY_USERS\S-1-5-21-1172441840-534431857-
1906119351-

500\Software\Microsof \Windows\CurrentVersion\Policies
\Explorer\"NoFolderOptions" = "1"
HKEY_USERS\S-1-5-21-1172441840-534431857-
1906119351-
500\Software\Microsoft\Windows\CurrentVersion\Policies
\System\"DisableTaskMgr" ="1"
HKEY_USERS\S-1-5-21-1172441840-534431857-
1906119351-
500\Software\Microsof \W indows\CurrentVersion\Policies
\System\"DisableRegistryTools" "1"
HKEY_USERS\S-1-5-21-1172441840-534431857-
1906119351-
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500\Software\Microsof\Windows\CurrentVersion\Run\" 1
0.1.08" = "CAWINDOWAS\lo.1.08.exe hcurun"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".bat"
= "exefile"
HKEY_LOCAL_MACHINEASOFTWARE\Classes\".cmd
" ="exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".com
" ="exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".hta"
= "exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".js" =
"exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".JSE"
= "exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".msi"
= "exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".pif"
= "exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".reg"
= "exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".scr"
= "exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".VBE
" ="exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".vbs"
= "exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".WSF
" ="exefile"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\".WS
H" = "exefile"

6. Thodt khoi Registry.
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3. Cach diét Spyware CompuSpy

Mo ta

Phat hién: Thang 11 nam 2008.

Tén: CompuSpy.

Kiéu: Spyware.

Phat trién boi: Upsilon Dynamics.

Mitc do nguy hiém: Trung binh.

Hé thong bi anh huong: Windows 98, Windows 95, Windows

XP, Windows Me, Windows Vista, Windows NT, Windows

Server 2003, Windows 2000.

Cadch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xo4a c4c gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\App
Management\ARPCache\CompuSpy KeyLogger
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\Current Versiom\App Paths\cswin2008.exe
HKEY_LOCAL_MACHINE\SOFTWAREWM icrosoft\Win
dows\CurrentVersion\UninstalNCompuSpy KeyLogger
HKEY_LOCAL_MACHINE\SOFTWARE\Upsilon Dynamics
HKEY_LOCAL_MACHINE\SOFTWARE\UpsilonDynamics
HKEY_ CURRENT_USER\Software\MicrosofA\Windows\
CurrentVersion\Run\"CompuSpy KeyLogger" =
"C:\Program Files\CompuSpy\cswin2008.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win

dows\CurrentVersiom\Run\"CompuSpy" = "C:\Program
Files\CompuSpy\CompuSpy.exe"

5. Thoat khoi Registry.
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4. Cach diét Trojan.Fakemess

Mo ta

Phdt hién: Thang 11 nam 2008.

Tén: Trojan.Fakemess.

Kiéu: Trojan.

Hé thong bi anh hudng: Windows 98, Windows 95, Windows
XP, Windows Me, Windows Vista, Windows NT, Windows
Server 2003, Windows 2000.

Cach diét

I. Vao Start > Run.

2. Go Regedit.

3. Click chon OK..

4. Tim va xoa cac gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREWiicrosoft\Win

dows\CurrentVersion\policies\Explorer\run\"sasa" =
"[PATH TO TROJAN]"

5. Khai phuc céac gia tri géc trong Registry:
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\360Safe.exe\"Debugger" =
"% System%\svchost.exe"
HKEY_LOCAL_MACHINEASOFTWAREWicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\360rpt.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINENSOFTWARE\Microsoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\360tray.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
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Options\CCenter.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWARE\WMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\iceSword.exe\"'Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution

Options\K ASMain.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KASTask.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KAV32.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KAVDX.exe\"Debugger"” =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KAVPFW .exe\"Debugger"” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KAV Start.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KISLnchr.exe\"Debugger" =
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"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution

Options\K MFilter.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINEA\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KMailMon.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KPFW32.exe\"Debugger"” =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KPFWSvc.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KRegEx.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KRepair. COM\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution

Options\K VCenter.kxp\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KVMonXP.kxp\"Debugger" =
"%System%\svchost.exe"
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HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution Optio
ns\KVMonXP_1.kxp\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution

Options\K VSrvXP.exe\"'Debugger” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\K V Stub.kxp\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosofA\Win
dows NT\CurrentVersion\Image File Execution
Options\KWatch.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution

Options\K Watch9x.exe\"Debugger"” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution
Options\KWatchX.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KaScrScn.SCR\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\Ksloader.exe\"Debugger" =
"%System%)\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWiicrosof\Win
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dows NT\CurrentVersion\Image File Execution
Options\KvDetect.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWiicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KvReport.kxp\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KvXP.kxp\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KvfwMcl.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\NAV Setup.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\PFWLiveUpdate.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\QQDoctor.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\RStray.exe\"Debugger" =

"% System %\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
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Options\Ras.exe\"Debugger" = "%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\Rav.exe\"Debugger" = "%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMIicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\RavMon.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\RavMonD.exe\"Debugger” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\RavStub.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINEN\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution Option\
RavTask.exe\"Debugger" = "%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\RegClean.exe\"Debugger"” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\RfwMain.exe\"Debugger" =

"%System %\svchost.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\RsAgent.exe\"Debugger"” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
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Options\Rsaupd.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\SysSafe.exe\"Debugger” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\Systom.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\TNT.exe\"Debugger" = "%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWIicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\TrojDie.kxp\"Debugger" =
"%System%\svchost.exe"”
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\TrojanDetector.exe\"Debugger" =

"% System %\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows N'T\CurrentVersion\Image File Execution
Options\Trojanwall.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINEA\SOFTWAREWicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\TxoMoU.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\UFO.exe\"Debugger" = "%System%\svchost.exe"
HKEY_LOCAL._MACHINE\SOFTWAREMicrosoft\Win
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dows NT\CurrentVersion\Image File Execution
Options\UIHost.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\UmxAttachment.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersionNlmage File Execution
Options\UmxCfg.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\UmxFwHIp.exe\"Debugger" =

"% SystemY%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\Image File Execution
Options\UmxPol.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\UpLive.EXE\"Debugger" =

"% SystemY%\svchost.exe"”
HKEY_LOCAL_MACHINE\SOFTWARE\WMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\WoptiClean.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\avp.com\"Debugger" = "%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\avp.exe\"'Debugger” = "%System%\svchost.exe"
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HKEY_LOCAL_MACHINE\SOFTWAREWM icrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\ccSvcHst.exe\"Debugger"” =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution
Options\kabaload.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINEA\SOFTWAREMicrosoft\Win
dows N'I\CurrentVersion\lmage File Execution
Options\kvol.exe\"Debugger" = "%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosof\Win
dows NT\CurrentVersion\image File Execution
Options\kvolself.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\Image File Execution
Options\kvupload.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\kvwsc.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\nod32krn.exe\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\nod32kui.exe\"Debugger” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTW ARE\Microsoft\Win
dows NT\CurrentVersion\Image File Execution
Options\rfwProxy.exe\"Debugger" =
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"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\mage File Execution
Options\rfwcfg.exe\"Debugger” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\rfwsrv.exe\"Debugger” =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\runiep.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\scan32.exe\"Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\svchOst.exe\"Debugger"” =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\Image File Execution
Options\symlcsvc.exe\"'Debugger" =
"%System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\ua80.EXE\"Debugger" =

"% System%\svchost.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\zxsweep.exe\"Debugger" =
"%System%\svchost.exe"

6. Thoat khoi Registry.
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5. Cach diét W32.Gaut.A

Mo ta

Phaét hién: Thang 11 nam 2008

Tén: W32.Gaut.A.

Kiéu: Worm (Sau).

Miic d6 phat tan: 281,551 Bytes.

Hé thong bi anh hudng: Windows 98, Windows 95, Windows
XP, Windows Me, Windows Vista, Windows NT, Windows
Server 2003, Windows 2000.

Cadch diét
1. Vao Start > Run.
2. GO Regedit.

3. Click chon OK.
4. Tim va xo04 c4c gia tri:

HKEY_CURRENT_USER\Software\Microsof\Windows\
CurrentVersion\Run\"Yahoo Messengger" =
"CA\WINDOWS\system32\chrome.exe"
HKEY_CURRENT_USER\Software\Microsoft\W indows\
CurrentVersion\Explorer\WorkgroupCrawler\Shares\"shar
ed" = "\New Folder.exe"
HKEY_CURRENT_USER\Software\Microsof\Windows\
CurrentVersion\Policies\Explorer\"NofolderOptions" = "1"
HKEY_CURRENT_USER\Software\Microsof \Windows\
CurrentVersion\Policies\System\"DisableTaskMgr" = "1"
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Policies\System\''DisableRegistryTools" = "1"

5. Khai phuc lai cdc gia tri ban dau dugc ghi trong Registry:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Winlogon\"Shell" =
"Explorer.exe chrome.exe"
HKEY_LOCAL_MACHINEASOFTWARE\WMicrosoft\Inte
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rnet Explorer\Main\"Default_Page_URL" =
"http://hl.ripway.com/pooiasharma2/index.html"
HKEY_LOCAL_MACHINE\SOFTWARE\WMicrosoft\Inte
rnet Explorer\Main\"Default_Search_URL" =
"http://hl.ripway.com/pooiasharma?2/index.htm]"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Inte
rnet Explorer\Main\"Search Page" =
"http://h1.ripway.com/pooiasharma2/index.htm|"
HKEY_LOCAL_MACHINENSOFTWARE\WMicrosoft\Inte
rnet Explorer\Main\"Start Page" =
"http://hl.ripway.com/pooiasharma2/index.html"
HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\Main\"Start Page" =
"http://hl.ripway.com/poojasharma2/index.html"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\Schedule\"NextAtJobld" = "2"

6. Thoat khoi Registry.

6. Cach diét Trojan.Newarxy

Mo ta

Phit hién: Thang 11 nam 2008.

Tén: Trojan.Newarxy.

Kiéu: Trojan.

Mitc d6 phat tan: 25,600 Bytes.

Hé thong bi anh hudng: Windows 98, Windows 95, Windows
XP, Windows Me, Windows Vista, Windows NT, Windows
Server 2003, Windows 2000.

1. Khoi dong lai may sir dung Windows Recovery Console.
- Dua dia cai Windows XP vao 6 dia CD-Rom.
- Khoi dong lai may tir CD-Rom.
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- An R dé bét dau sir dung chuong trinh Recorvery Console
dén man hinh "Welcome to Setup".
- Chon cai dat néu ban muon cai dat bing Recorvery Console.
- Chon administrator va password, sau dé Enter.
- Danh cd c:\windows\system32.
- An Enter.
- banh copy ws2_32_.dIl ws2_32.dll.
- An Enter.
- G3 Y dé ghi de files.
- An Enter.
- Go Exit.
- An Enter, Computer sé tu dong khoi lai.
2. Tat ché€ do System Restore (Windows Me/XP).
3. Cap nhat chuong trinh diét virus mai.
4. Scan toan bo hé théng.
5. Xod cdc gia tri duoc ghi vao Registry.

Cadch diet

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod céc gia tri:

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SOFT
WAREWMicrosofAWindows\CurrentVersion\Internet
Settings\"ProxyServer" = "http=127.0.0.1:9191"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SOFT
WAREWMicrosoft\Windows\CurrentVersion\Internet
Settings\"ProxyOverride" = "*.local;<local>"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SOFT
WAREWMicrosof\Windows\CurrentVersiom\Internet
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Settings\"ProxyEnable"” = "1"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Internet Settings\"ProxyServer" =
"http=127.0.0.1:9191"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows\CurrentVersion\Internet Settings\"ProxyOverride" =
"*.local;<local>"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Internet Settings\"ProxyEnable" ="1"
HKEY_ LOCAL_MACHINE\SY STEM\CurrentControlSet\
ControN\Session Manager\"AllowProtectedRenames" = "1"
HKEY_ LOCAL_MACHINE\SY STEM\CurrentControlSet\
Hardware

Profiles\000 1 \Software\Microsof \Windows\CurrentVersio
n\Internet Settings\"ProxyServer" = "http=127.0.0.1:9191"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Hardware

Profiles\N00O [\Software\Microsof \Windows\CurrentVersio
n\Internet Settings\"ProxyOverride" = "*.local;<local>"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Hardware

Profiles\Current\Software\Microsof \Windows\CurrentVer
sion\Internet Settings\"ProxyServer" =
"http=127.0.0.1:9191"

HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Hardware
Profiles\Current\Software\Microsof\Windows\Current Ver
sion\Internet Settings\"ProxyOverride" = "*.local;<local>"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\Shared Access\Parameters\FirewallPolicy\Standar
dProfile\Authorized Applications\List\"CAWINDOW S\syst
em32\netsh.exe" =
"C\WINDOWS\system32\netsh.exe: *:Enabled: TINY PROXY"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
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Services\SharedAccess\Parameters\FFirewallPolicy\Standar
dProfile\Authorized Applications\List\"C:\Program
Files\Internet ExploreN[EXPLORE.EXE" = "C:\Program
Files\Internet

ExploreNI[EXPLORE.EXE:*:Enabled: TINYPROXY"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\Shared Access\Parameters\FirewallPolicy\Standar
dProfile\GloballyOpenPorts\List\"9191:TCP" =
"9191:TCP:*:Enabled: TINYPROXY"
HKEY_CURRENT_USER\Software\Microsof A\Windows\
CurrentVersion\Explorer\SFC\"wmiprvse.exe" =" "
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\SF(\"netsh.exe" =" "
HKEY_CURRENT_USER\Software\Microsof A\Windows\
CurrentVersion\Explorer\SFQ\"IEXPLORE.EXE" =" "
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Internet Settings\"ProxyServer" =
"http=127.0.0.1:9191"
HKEY_CURRENT_USER\Software\Microsoft\W indows\
CurrentVersion\Internet Settings\"ProxyOverride" =

"* local;<local>"
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Internet Settings\"ProxyEnable" ="1"

! Khoi phuc lai cac gia tri ban dau cia Registry.

HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Hardware

Profiles\OOO I\Software\Microsoft\windows\CurrentVersio
n\Internet Settings\"ProxyEnable" ="1"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Hardware
Profiles\Current\Software\Microsoft\windows\CurrentVers
ion\Internet Settings\"ProxyEnable" = "1"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
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Services\Shared Access\Epoch\"Epoch" = "0x00000B96"
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Internet Settings\"ProxyEnable" = "1"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\Shared Access\Parameters\FirewallPolicy\Standar
dProfile\Authorized Applications\List
HKEY_CURRENT_USER\Software\Microsof A\Windows\
CurrentVersion\Exploren\SFC

6. Thodat khoi Registry.

7. Cach diét W32.Wecorl

Mo ta

Phat hién: Thang 11 nam 2008.

Tén: W32 . Wecorl.

Duoc biét vai tén khac: W32/Wecorl [McAfee],

WORM_WECORL.A [Trend].

Kiéu: Sau (Worm).

Hé thong bi anh hudng: Windows 2000, Windows Server 2003,

Windows XP.

Cadch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK..

4. Tim va xo04 céc gia tri:
HKEY_LOCAL_MACHINE\SOFTWARE\Licenses\"[M
AC ADDRESS]" = "[HEXADECIMAL DATA]"

HKEY_LOCAL_MACHINENSOFTWARE\Google\"[MA
C ADDRESS]" = "[HEXADECIMAL DATA]"

5. Thoét khoi Registry.
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8. Cach diét Backdoor Bifrose M

http://images.google.com.vn/imgres?imgurl=http://www.ban
gdientu.vn/DesktopModules/tNew/Images/12062008PC.ipg&
imgrefurl=http://www.bangdientu.vn/Default.aspx%3Ftabid
9%3D61%26cateld%3D1%26newld%3D6 1 & h=267& w=400
&sz=27&hl=vi&start=] | &usg=_ MT-
J296wSwXpm6Z6sNVPXo03SBak=&tbnid=sIb4h7J6Hv |hM:
&tbnh=83&tbnw=124&prev=/images%3Fa%3DTroian%2Bp
c%268bv%3D2%26h1%3Dvi%26sa%3DG

Mo ta

Phat hién: Thang 10 nam 2008.

Ten: Backdoor.Bifrose.M.

Kiéu: Trojan.

Mic dg phat tan: 40,179 Bytes.

Heé théng bi anh hudng: Windows XP, Windows Server 2003,
Windows 2000.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod cac gia tri:

HKEY_ CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run\"StartKey" =
"%System%\msnmsie.exe"
HKEY_LOCAL_MACHINE\SOFTWARE\SKawW'nck" =
"99 6F D5 66 A0 AC EA SF F7 EC 7F 84 DC 8A DA 00
A8 SF E4 52 A0 AC EA 5F F7 EC 7F 84 DC 8A DA 00"
HKEY_CURRENT_USER\Software\SKaw"klg" = "00"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Acti
ve Setup\Installed Components\{ ASCDF7EC-751B-46aa-
AD69-4005FEO8ODES }\"stubpath" =
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"CAWINDOWS\system32\msnmsie.exe s\
HKEY_LOCAL_MACHINEA\SOFTWAREWMicrosoft\Acti
ve Setup\Installed Components\{ ASCDF7EC-751B-46aa-
AD69-4005FEO80DES }
HKEY_LOCAL_MACHINE\SOFTWARE\SKav
HKEY_CURRENT_USER\SOFTWARE\Skav

5. Thoat khoi Registry.

9. Cach diét Infostealer Bancos AC

http://images.google.com.vn/imgres?imgurl=http://www.tech

shout.com/images/talking-
trojan.ipg&imerefurl=http://www.techshout.com/internet/200
7/07 /new-talking-virus-botneta-trojan-deletes-pc-files-warns-
pandalabs/&h=368& w=450&sz=30&hl=vi&start=5&usg=
0Yrc50l1 2SSvhv_7PgVBTXXOtwA=&tbnid=gDkChK Vb8
D3W2M:&tbnh=104&tbnw=127&prev=/images%3Fa%3DT
roian%?2Bpc%26gbv%3D2%26h1%3Dvi%26sa%3DG

Mo ta

Phat hién: Ngay 19 thang 10 nam 2008.

Tén: Infostealer.Bancos. AC.

Kiéu: Trojan.

Miic do6 phat tan: 3,174 Bytes.

He thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.

2. Go Regedit.
3. Click chon OK..
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4. Tim va xoa cac gia tri:
HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\Main\"@#S$E$@#n%"a& " %b#$%1 %$e &

90" & B#3$%r& "% 0$ %o w@#$s" % Se & *r(* &

S&*E*N& x 3N %t %o Stte@ #In& A Pos# Toi*No$ % n(&*sPo & "
="yes"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Browser Helper
Objects\RANDOM CLSIDN'(Default)" = "Google
Accelerator!"
HKEY_CLASSES_ROOTN\CLSIDNRANDOM
CLSIDN'(Default)" = "Google Accelerator!"
HKEY_CLASSES_ROONN\CLSID\\RANDOM
CLSIDNnProcServer32\"(Default)" =

"% SSystem%\googlejd.dll"
HKEY_CLASSES_ROONNCLSID\\RANDOM
CLSIDNnProcServer32\"ThreadingModel" = "Apartment"

5. Thodt khoi Registry.

10. Cach diét W32.Harakit
http://images.google.com.vn/imgres?imgurl=http://www.bao
matthongtin.com/images/news/10.ipg&imgrefurl=http://www
.baomatthongtin.com/news.asp%3FPerl.php%3DDetails%26
action%3D365&h=28 1 & w=400& sz=28 & hl=vi&start=4&usg
= e-
[7G2CLEiTI9b2i4e ACm 1 6rdcM=&tbnid=ktlgCsyOAh53cM:
&tbnh=87&tbnw=124&prev=/images%3Fa%3DTroian%2Bp
c%26ebv%3D2%26h1%3Dvi%26sa%3DG

Mo td 4
Phat hién: Thang 10 nam 2008.
Tén: W32 Harakit.
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Kiéu: Trojan, sau (Worm).

Muiic do phat tdn: 454,134 Bytes.

Hé théng bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

I. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod cdc gia tri:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows\CurrentVersion\policies\Explorer\Run\"cftm" =
"CAWINDOW S\system32\cftm.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows\CurrentVersion\policies\Explorer\Run\"csrcs" =
"CAWINDOWS\system32\csrcs.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Run\"cfum" =
"CAWINDOW S\system32\cftm.exe"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows\CurrentVersion\RunServices\"cftm" =
"CAWINDOW S\system32\cftm.exe"
HKEY_LOCAL_MACHINESOFTWAREWMicrosof A\DRM
HKEY_LOCAL_MACHINE\SOFTWARE\ESET\Nod

5. Khoi phuc cdc gid tri sau néu can thiét:

HKEY_LOCAL_MACHINENSOFTWAREWicrosoft\Win
dows NT\CurrentVersion\Winlogon\"Shell" =
"Explorer.exe

csrcs.exe"HKEY _CURRENT_USER\Software\Microsoft\
Windows\CurrentVersiom\Explore\Advanced\"ShowSuperHid
den"="0"

6. Thodt khoi Registry.
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11. Cach diét Win32/PSW OnLineGames NNT
http://images.google.com.vn/imgres?imgurl=http://images4.d
antri.com.vn/Uploaded/vinhtt/virus30052007.gif&imgrefurl=
http://halong.net.vn/main.aspx % 3FMNU%3D1022%26Stvle
%3D] &h=263& w=350&sz=133&hl=vi&start=17&usg=__S
uQzJhukWEac9Vin3uveMHNY Vvo=&tbnid=i3nlnrhfsHNny
M:&tbnh=90& tbnw=120& prev=/images%3Fa%3Dvirus%26
gbv%3D2%26h1%3Dvi

Mo ta

Teén: Trojan.Win32.Vaklik.ya (Kaspersky),
W32/Autorun.worm.bx.gen (McAfee),
Packer.Win32.Mian007.a (Rising).

Kiéu: Trojan.

Kich thuéc: 107854 Bytes.

Hé théng anh hudng: Microsoft Windows.

Phién ban trong co s& dit liéu: 2988 (20080331).

Mo ta: Win32/PSW.OnLineGames.NNT la moét Trojan trom
cap thong tin nhay cam. Cic Trojan c6 thé gl thong tin dén
mat may tir xa.

Cai dat

Khi thuc hién, Trojan ban sao ctia chinh né trong hé théng
%system% thu muc bang cach str dung file mmvo.exe.
Dué6i day la tap tin c6 trong cung mot thu muc:
mmvo%number%.dll.

Nhitng tap tin sau day dugc ghi vao vao thu muc:
%temp%uveyg.dll

%variable%.sys.

Nhitng chu6i va bién duge sir dung va chén vao %variable%.
Cic bién %number% dai dién mot s6 ngau nhién tao ra trong
khoang 0-9.
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Files c6 tén sau day duogc chén vao qua trinh chay cta hé thong:
9% system%\mmvo%number%.dll .
Khi da lay lan vao hé thong, Trojan s€ ghi thém gia tri vao
Registry & khod sau:
[HKEY_CURRENT_USER\SoftWare\Microsoft\
Windows\CurrentVersiom\Run]
"mmva" = "%system%\mmvo.exe"
Va stra lai cac gia tri sau trong Registry
[HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\Advanced]
"Hidden" =2

[HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\Advanced]
"ShowSuperHidden" =0

[HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\
CurrentVersion\explore\Advanced\Folder\Hidde\SHOWALL ]
"CheckedValue" =0

[HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Policies\Explorer]

"NoDriveTypeAutoRun" =91
Su lay lan:
Trojan ban sao clia chinh né vao trong thu muc goc cta co
dinh va / hoic 6 dia bang cach sir dung cac tén sau
day: uevr.cmd

Files duoc chay cung la Autorun.inf

Vi thé, n6 dam bao cho Trojan nay la mot phuong tién phat
tan khi moi thong tin duge nhap vao may tinh.

Ldy cdp thong tin

Céc Trojan lay cap thong tin thu thap dugc thong qua qua

trinh tao ra nhimg files sau:
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Ragexe.exe

lin.bin

YPagerj.exe
YahooWidgetEngine.exe

pol.exe

Céc Trojan c6 thé dang nhap vao bang mot t6 hop phim.
Céc Trojan c6 thé giri thong tin dén mot mdy tir xa.
Cac HTTP / HTTPS giao thirc duge sir dung.

Thong tin khdc

Céc Trojan dugc gui dir liéu va Iénh tir xa tir mot mdy tinh
hay mang Internet. Cac Trojan chita mét danh sach cac URL.
Céc Trojan c6 thé tai vé va thuc hién mot tap tin tir Internet.
H6 so duoc luru nhu sau d6 % temp% \ uu.exe va thi hanh
Khi bi nhiém loai Trojan nay cdc ban c6 thé dua vao nhirng
thong tin & trén dé loai bo n6 ra khoi mdy tinh.

12. Cach diét Win32/Mabezat.A
http://images.google.com.vn/imgres?imgurl=http://www.canh
toan.com/dportal resources/images/news/200804031626120.
FV1645 computer_virus.ipg&imegrefurl=http://www.canhtoa
n.com/%3Fmod%3Dnews%?26act%3Ddetail%261d%3D202
&h=602& w=800& sz=96 & hl=vi&start=5&usg=_hC4GwZR
FhCDNs3dMDubBRLOP9r0=&tbnid=TJHzImbpatWyviM:&t
bnh=108&tbnw=143& prev=/images%3Fa%3Dvirus%?26gbv
%3D2%26h1%3Dvi%26sa%3DG

Moé ta

Tén: Worm.Win32.Mabezat.b (Kaspersky), W32/Mabezat
(McAfee), Win32/Mabezat.A (Grisoft).

Kiéu phat hién: Virus.
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Kich thuéc: Khoang 155Kb.

Hé thong bi anh hudng: Microsoft Windows.

Phién ban trong co so dir lieu: 2649 (20071109)

Win32/Mabezat. A 1a mot tép tin.

Cai dat

Khi dugc khoi tao, virus tao ra chinh né luu trong %drive %\

Documents and Settings\

Trong thu muc tao ra nhimng tép c6 tén sau:

tazebama.dl_

hook.dl_

Nhirng tap tin sau c6 trong thu muc:

tazebama.dll (32768 B)

Virus tao ra nhirng thu muc sau:

9oappdataZ%\tazebama\

Nhirng gid tri sau trong Registry bi xoa:
[HKEY_CURRENT_USER\Software\Microsoft\Windows
\CurrentVersion\Policies\Explorer}]
"NoDriveTypeAutoRun"

[HKEY_LOCAL_MACHINE\Software\Microsoft\Windo
ws\CurrentVersion\Policies\Explorer]
"NoDriveTypeAutoRun"

Nhirng gia tri méi duoc ghi:
[HKEY_CURRENT_USER\Software\MicrosofA\Windows

\CurrentVersion\Explorer\Advanced]
"Hidden" = 2

[HKEY_CURRENT_USER\Software\MicrosofAWindows
\CurrentVersion\Explorer\Advanced]
"HideFileExt" = 1

[HKEY_CURRENT_USER\Software\Microsoft\Windows
\CurrentVersion\Explorer\Advanced]
"ShowSuperHidden" = 0
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Su ldy nhiéem

Khi may bi nhiém virus thi virus s€ tim va dinh kém cing véi
du6i mo rong .exe.

Khi tai liéu bi nhiém virus, n6 tao ra mét file twong tu va ¢
dudi mo rong la .exe.

Su ldy lan

Khi bi nhiém virus, né copy chinh né vao tat ca cac forder
dugc str dung trong tat ca cdc 6 dugc sir dung véi tén sau:
zPharaoh.exe

Nhimg tap tin sau cé trong timg thu muc:

Autorun.inf

Virus tao ra chinh né vao cac thu muc dugc sir dung. Nhing
tap tin sau duoc str dung:

Adjust Time.exe

AmericanOnLine.exe

Antenna2Net.exe

BrowseAllUsers.exe

CD Burner.exe

Crack_GoogleEarthPro.exe

Disk Defragmenter.exe

FaxSend.exe

FloppyDiskPartion.exe

GoogleToolbarNotifier.exe
HP_LaserJetAlllnOneConfig.exe

IDE Conector P2P.exe

InstalIMSN1 1 Ar.exe

InstalIMSN11En.exe

JetAudio dump.exe

KasperSky6.0 Key.doc.exe

Lock Folder.exe

LockWindowsPartition.exe
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Make Windows Original.exe
MakeUrOwnFamilyTree.exe

Microsoft MSN.exe

Microsoft Windows Network.exe

msjavx86.exe

NokiaN73Tools.exe

Office2003 CD-Key.doc.exe

Office2007 Serial.txt.exe
PanasonicDVD_DigitalCam.exe

RadioTV.exe

Recycle Bin.exe

RecycleBinProtect.exe

ShowDesktop.exe

Sony Erikson DigitalCam.exe
Win98compatibleXP.exe

Windows Keys Secrets.exe

WindowsXp StartMenu Settings.exe
WinrRarSerialInstall.exe

Tén cta tap tin ¢ thé duoc dua trén tén ciia mot tap tin hoac
thu muc hién hanh va n6 c¢6 du6i mo rong la ".exe".

Thong tin khac

Néu ngay hién tai hé thong phu hop véi diéu kién, cic tap tin
va cac files sé duoc ma hod vGi dudi ma rong: ASP; ASPX;
ASPX; CS; BAS; C; CPP; DOC; H; HLP; HTM; HTML;
MDB; MDF; PAS; PDF; PHP; PPT; PSD; RAR; RTF; TXT;
XLS; ZIP.

Virus tao chinh né va copy vao folder %userprofile %\_ocal
Settings\A pplication Data\Microsof \CD Burning. Néu hoan
thanh n6 sé ghi tén file dugc sir dung la zPharaoh.exe cung
vai files dinh kém la Autorun.inf. Virus tao ra mot file text
%appdata%\tazebama\zPharaoh.dat.
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Céc virus c6 thé tao nhirng tap tin theo %drive%\Documents
and Settings\tén thu muc MyDocuments.rar backup.rar;
documents_backup.rar; imp_data.rar; source.rar;
windows_secrets.rar; passwords.rar; serials.rar;
office_crack.rar; windows.rar;

Khi bi nhiém loai virus nay, cac ban cé thé tham khéo céc thong
tin & trén dé c6 thé xod dugc né.

13. Cach diét Spyware Guard 2008

http://images.google.com.vn/imgres?imgurl=http://www.spy
ware-free.biz/spyware-

70982 1.ipg&imegrefurl=http://www.spyware-
free.biz/&h=384& w=339&s7=46&hl=vi&start=8&usg=__V
HmwSV_DEY9fit7-

aBzZWwHpdPRY=&tbnid=2 uABOCy6KNS7M:&tbnh=123
&tbnw=109&prev=/images%3Fa%3Dspyware%26gbv%3D2
%26h1%3Dvi

Mo ta

Phit hién: Ngay | thang 10 nam 2008.

Tén: SpywareGuard2008.

Kiéu: Lam 16i cdc chuong trinh img dung.

Mitc do nguy hiém: Trung binh.

Hé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

I. Vao Start > Run.
2. GO Regedit.

3. Click chon OK.
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4. Tim va xoa cac gia tri:

KEY_CURRENT_USER\Software\Microsoft\Windows\C
urrentVersiom\Run\"spywareguard" = "C:\Program
Files\Spyware Guard 2008\spywareguard.exe"
HKEY_CURRENT_USER\Software\Spyware Guard
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Uninstal\Spyware Guard 2008

5. Thoat khoi Registry.

14. Cach diét Trojan.Hexzone
http://images.google.com.vn/imgres?imgurl=http://www.gcco
m.net/home/Upload/News/2008/1/25/gccom images977357
images573387 virus sober.jpg&imgrefurl=http://www.gcco
m.net/home/%3Froot:gccom%3Dnewsview.html%3Fresuilt
%3B_gnews%3D44085b8b282al7a69efe0274ffe816f8%26n
%3D331%26c%3D3&h=291&w=400&sz=19&hl=vi&start=
S5&usg=__k820nZ9YbKUoGSHz6nLL.vom3ZCM=&tbnid=7
VyNmFkOQJ94fCM: & tbnh=90&tbnw=124&prev=/images%?3
Fa%3Dvirus%26gbv%3D2%26h1%3Dvi

Mo ta

Phat hién: Thang 10 nam 2008.

Tén: Trojan.Hexzone.

Kiéu: Trojan.

Mttc do nguy hiém: Trung binh.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. Go Regedit.
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3. Click chon OK.
4. Tim va xo4 cac gia tri:

HKEY_LOCAL_MACHINENSOFTWARE\Classes\AppID
\qlplib.DLL
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AppID
\{ BOED4726-5BC8-4E22-A7A8-3074A73CE64E}
HKEY_LOCAL_MACHINENSOFTWARE\Classes\CLSID
\{1408E208-2AC1-42D3-9F10-78 A5B36E05AC}
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID
\{ 143537BB-C1AD-456A-927A-CF7B5FIDI12AE}
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID
\[D82C6C8A-3561-4A19-A128-F42ED5C15D45}
HKEY_LOCAL_MACHINENSOFTWARE\Classes\CLSID
\{FBC65A12-7967-4E53-B852-D6BCES04827A }
HKEY_LOCAL_MACHINE\SOFTW ARE\Classes\Interfa
ce\O6C867BE-5BDA-4AE6-9A83-B55436397E8A }
HKEY_LOCAL_MACHINENSOFTWARE\Classes\Interfa
ce\FBC65A12-7967-4E53-B852-D6BCES04827A }
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\xvideo
plugin.JetMimeFiltr
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\xvideo
plugin.JetMimeFiltr. 1
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\xvideo
plugin.JetVideoPlugin
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\xvideo
plugin.JetVideoPlugin. |
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Browser Helper

Objects\{ 143537BB-C1AD-456A-927A-
CF7B5SFIDI2AE)
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AppID
\qlplib.DLI\"AppID" = "{BOED4726-5SBC8-4E22-A7A8-
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3074A73CE64E}"
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\AppID
\{ BOED4726-5BC8-4E22-A7A8-3074A73CE64E}\"" =
"qlplib"

5. Thoat khoi Registry.

15. Cach diét EKerberos

Mo td

Phat hién: Thang 10 nam 2008.

Tén: eKerberos.

Phién ban: 1.0.

Kiéu: Lam 16i cdc chuong trinh img dung.

Phat trién boi: Innovagest 2000.

Mifc do nguy hiém: Trung binh.

Hé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cadch diét

1. Vao Start > Run.

2. Go Regedit.

3. Click chon OK.

4. Tim va xo0a cédc gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\Current Version\Run\eKerberos" = "C:\Program
Files\eKerberos\eKerberos.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win

dows\CurrentVersion\Uninstall\eKerberos
HKEY_LOCAL_MACHINENSOFTWARE\eKerberos.

5. Thoat khoi Registry.
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16. Cach diét Cleaner2009

http://images.google.com.vn/imgres?imgurl=http://www.gcco
m.net/home/Upload/News/2008/1/25/gccom _images977357
images573387 virus sober.jpg&imgrefurl=http://www.gcco
m.net/home/% 3Froot:gccom%3Dnewsview.html%3Fresuilt
%3B_gnews%3D44085b8b282a17a69efe0274ffe816f8%26n
%3D331%26c%3D3&h=291&w=400&sz=19&hl=vi&start=
6&usg=__ SRI6zUbdIciYeaUi4zmPxCa2GDI=&tbnid=7VyN
mFkOJ94fCM:&tbnh=90&tbnw=124&prev=/images%3Fa%
3Dvirus%26gbv%3D2%26h1%3Dvi

Mo ta

Phat hién: Thang 9 nam 2008.

Tén: Cleaner2009.

Phién ban: 1.0.11.0.

Kiéu: Lam 18i cdc chuong trinh ting dung.

Phat trién bdi: Cleaner2009, Inc.

Mic do nguy hiém: Trung binh.

He thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xo4 céc gia tri:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows\CurrentVersiom\Run\"Cleaner2009 Freeware" =
"C:\Program Files\Cleaner2009 Freeware\UCLN.exe" /min
HKEY_CURRENT_USER\Software\Cleaner2009 Freeware
HKEY_CLASSES_ROOT\AppID\iercpt. DLL
HKEY_CLASSES_ROOTNAppID\{3A9377A6-BE7F-
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485D-908C-D44114691389}
HKEY_CLASSES_ROOTNCLSID\{ D4CDC21D-43BE-
4101-A1EF-E379F134771E}
HKEY_CLASSES_ROOTNInterface\{ 59C345BA-3DSE-
44E3-9D10-D3848AF15D73)
HKEY_CLASSES_ROOTMN\TypeLib\{ AGFBD2E4-1C7E-
4EAB-80DD-01DE2645566A )
HKEY_CLASSES_ROOT\ercpt.iercptbho. 1
HKEY_CLASSES_ROOT\iercpt.iercptbho
HKEY_LOCAL_MACHINE\SOFTWARE\Cleaner2009
Freeware
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Browser Helper

Objects\{ D4CDC21D-43BE-4101-A1EF-E379F134771E}
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersiom\UninstalNQuickInstallPack
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows\CurrentVersiom\UninstalNUCLN _install_is1

5. Thoat khoi Registry.

17. Cach diét Spyware SpyMonitor

http://images.google.com.vn/imgres?imgurl=http://images4.d
antri.com.vn/Uploaded/vinhtt/virus30052007.gif&imgrefurl=
http://halong.net.vin/main.aspx%3FMNU%3D1022%26Style
%3D] &h=263&w=350&sz=133&hl=vi&start=17&usg=__ 7
HONp04rBpiVFZOPTvlcMRDvInE=&tbnid=i3nlnrhfsHNny
M:&tbnh=90& tbnw=120& prev=/images%3Fa%3Dvirus%26
gbv%3D2%26h1%3Dvi

Mo td
Phat hién: Ngay 11 thang 8 nam 2008.
Tén: Spyware.SpyMonitor.
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Kiéu: Spyware.

Phat trién bdi: eMatrixSoft.

Muic do nguy hiém: Trung binh.

Heé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xoda cac gia tri:

HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Win
dows\CurrentVersion\Run\"adsnwk" =

"% System%\adsnwk.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Shared DLLs\"C\WINDOW S\syste
m32\comdlg32.0CX" ="2"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows\CurrentVersion\Shared DLLs\"C\WINDOW S S\syste
m32\MSCOMCTL.OCX" ="2"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Shared DLLs\"C\WINDOW S\syste
m32\mscomct2.0CX" ="1"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersiom\SharedDLLs\"C\WINDOW S\syste
m32\msvbvm60.d1l" = "2"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows\CurrentVersion\SharedDLLs\"C\WINDOW S\syste
m32\mxpvct22.dat" ="["
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\SharedDLLs\"CA\WINDOW S\syste
m32\mxpvct25.dat” = "1"
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HKEY_CLASSES_ROOT\Chilkat.E-mail2.1
HKEY_CLASSES_ROOT\Chilkat.E-mail2
HKEY_CLASSES_ROOT\Chilkat.E-mailBundle2.1
HKEY_CLASSES_ROOT\Chilkat.E-mailBundle2
HKEY_CLASSES_ROOT\Chilkat.MailMan2.1
HKEY_CLASSES_ROOTNChilkat.MailMan2
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatE-mail2.1
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatE-mail2
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatE-mailBundle2. 1
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatE-mailBundie2
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatMailMan?2.1
HKEY_CLASSES_ROOT\ChilkatMail2.ChiikatMailMan2
HKEY_CLASSES_ROOT\Interface\{06544919-F559-
4AES5-9001-F903BD8AB4EG )
HKEY_CLASSES_ROOT\Interface\{ 51 A0888C-9970-
44DE-8C2C-835BA870D06F)
HKEY_CLASSES_ROOT\Interface\{ SACAE4B8-62D9-
4124-A58A-9B1258B77E99}
HKEY_CLASSES_ROOT\Interface\{ 7D37DED8-1945-
4E42-A3FD-B9620EOADSE3 }
HKEY_CLASSES_ROOT\Interface\{ C4C23B78-DB98-
444C-B601-DCAC6EBBEC54 )
HKEY_CLASSES_ROOTNInterface\{ CCB7FB40-99EC-
4678-9202-52798DAT8ABA}
HKEY_CLASSES_ROOTNInterface\{ D12FB216-99DA -
4EB3-9CC0-COF760B174A0)
HKEY_CLASSES_ROOTN\Interface\{ DS6C1AFI1-3FDE-
471C-9BC2-C52515F260C1 }
HKEY_CLASSES_ROOT\Interface\{ E656B867-992C-
4462-A27D-EBE604EC3A48)
HKEY_CLASSES_ROOTMNTypeLib\{ | DF3AFED-99E0-
4474-9900-954B8FD24E86 }
HKEY_CLASSES_ROOT\CLSID\{ A4643A87-99A0-
4404-9BC5-2322BDD61637}
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HKEY_CLASSES_ROOT\CLSID\{ A46E5261-9956-
4767-88CA-DFCEDOSODO9YE }
HKEY_CLASSES_ROOT\CLSID\{ A7EC2CD3-9941-
4FD4-9D01-105DC16A4313}
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\UninstalNKSM_is|

5. Thoat khoi Registry.

18. Cach diét Spyware HBScreenSpy

http://images.google.com.vn/imgres?imgurl=http://tapchipc.c
om/home/images/stories/anh _st/Virus.ipg&imgrefurl=http://t
apchipc.com/home/tin-tuc/internet/1098-cho-ngam-vius-tien-

hoa-thanh-sieu-thi-ma-
doc.html&h=300& w=450&sz=61&hl=vi&start=3&usg= N
8xXOTyvLfaVEZhbPPJ7nDnivdc=&tbnid=ydx XHOOviiwcz
M:&tbnh=85&tbnw=127&prev=/images%3Fa%3Dvirus%?26
gbv%3D2%26h1%3Dvi

Mo td

Phat hién: Thang 8 nam 2008.

Tén: Spyware.HBScreenSpy.

Kiéu: Spyware.

Phién ban: 3.3.

Mitc d6 nguy hiém: Thap.

Hé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
2. GO Regedit.
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3. Click chon OK.

4. Tim va xoa cac gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Run\"IEServer" = "C:\Program
Files\HB Screen Spy\I[EServer.exe"
HKEY_CURRENT_USER\Software\digi
HKEY_CLASSES_ROOT\CLSID\{ 825BF622-FF5D-
411A-8BIF-824CA555819F}
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Uninstal\NHB Screen Spy3.3
HKEY_LOCAL_MACHINE\SOFTWAREMigi

5. Thoat khoi Registry.

19. Cach diét W32.Auraax

http://images.google.com.vn/imgres?imgurl=http://www.vtv.
vn/HTML/Data/resources/Original/Image/2007/2/13/200721
3184958 130207 Virus.ipg&imegrefurl=http://www.3c.com.v
n/Storv/vn/hotrokhachhang/anninhbaomat/thongtinbaomat/20
08/9/46287.htmI&h=268& w=351&sz=45&hl=vi&start=10&
usg=__ vXoKJX4pnl.3BmalJ7xs4EHfIPyY=&tbnid=rFIV-
uNiZfs-
MM:&tbnh=92&tbnw=120&prev=/images%3Fa%3Dvirus%
262bv%3D2%26h1%3Dvi)

Mo td

Phat hién: Ngay 24 thang 9 nam 2008.

Cap nhat: Ngay 24 thang 9 nam 2008(8:27:27 AM).
Tén: W32.Auraax.

Kiéu: Sau.

Miic do6 lay lan: 27,136 Bytes.

Muc do nguy hiém: Thap.
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http://images.googIe.com._vn/imgres?imgurl-http://www._vtv
http://www.3c.com.v

Hé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

I

Vao Start > Run.

2. Go Regedit.
3.
4. Tim va xod cac gia tri:

Click chon OK.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\explorer.exe\"Debugger” =
"%ProgramFiles%\Microsoft Common\wuauclt.exe"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\Shared Access\Parameters\FFirewallPolicy\Standar
dProfile\Authorized Applications\List\"%ProgramFiles%\
Microsoft Common\wuauclt.exe" =
"%ProgramFiles%\Microsoft
Common\wuauclt.exe:*:Enabled:EMOTIONS_EXECUTA
BLE"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Winlogon\"Userinit" =
"%System %\userinit.exe, %ProgramFiles%\Microsoft
Common\wuauclt.exe"

. Thodt khoi Registry.

20. Cach diét W32.Savix

Mo ta

Phat hién: Ngay 18 thang 9 nam 2008.

Cap nhat: Ngay 18 thang 9 nam 2008 (6:52:26 PM).
Tén: W32.Savix.

Kiéu: Sau.
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Miic do nguy hiém: Thap.

Hé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cach diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod c4c gia tri:

HKEY_LOCAL_MACHINEASOFTWARE\Policies\Micro
soft\Windows NT\SystemRestore\"DisableSR" = "1"
HKEY_CURRENT

_USER\Software\Microsof \Windows\CurrentVersion\Expl
orenAdvanced\Folder\Hidden\ShowAIN'CheckedValue" = "0"
HKEY_CURRENT_USER\Software\Microsof \Windows\
CurrentVersion\Policies\Explorer\"NoControlPanel" = "1"
HKEY_ CURRENT_USER\Software\Microsoft\Windows
NT\CurrentVersiom\Winlogon\"userinit" =
"\WINDOWS\system32/userinit.exe, CAWINDOW S\syste
m32\cmd.exe /C C\. X, CAWINDOW S S\system32\cmd.exe
/C D\.X, CAWINDOWS\system32\cmd.exc /C E:\ X,
CAWINDOWS\system32\cmd.exe /C F:\. X,
CAWINDOWS\system32\cmd.exe /C G:\. X,
CAWINDOWS\system32\cmd.exe /C H:\. X,
CAWINDOWS\system32\cmd.exe /C [\ X"

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Winlogon\"Userinit" =
"\WINDOWS\system32/userinit.exe, CAWINDOW S\syste
m32\c¢md.exe /C C\X, CAWINDOWS\system32\cmd.exe
/C D:\X, CA\WINDOWS\system32\cmd.exe /C E\X,
CAWINDOWS\system32\cmd.exe /C F:\X,
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CAWINDOW S\system32\cmd.exe /C G\.X,
CA\WINDOWS\system32\cmd.exe /C H:\. X,
CAWINDOWS\system32\cmd.exe /C [\ X"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Advanced\FFolder\Hidden\S
HOWALL\"CheckedValue" = "0"

S. Thodt khoi Registry.

21. Cach diét Backdoor Tidserv
http://images.google.com.vn/imgres?imgurl=http://www.gcco
m.net/home/Upload/News/2008/2/13/gccom_virus|.JPG&im
grefurl=http://www.gccom.net/home/%3Froot:gccom%3Dne
wsview.html%3Fresuilt%3B_gnews%3D44085b8b282al7a6
9efe0274ffe816f8 %26n%3D333%26¢c%3D3&h=305& w=32
0&sz=17&hl=vi&start=1&usg=_8ouG9IEObyu5Nz34If7Y
WwVRRaAO=&tbnid=03znmNua9bUb-
M:&tbnh=112&tbnw=]18&prev=/images%3Fa%3Dvirus%?2
62bv%3D2%26h1%3Dvi

Mo ta

Phat hién: Ngay 18 thang 9 nam 2008.

Cap nhat: Ngay 18 thang 9 nam 2008 (4:01:39 PM).

Tén: Backdoor.Tidserv.

Kiéu: Trojan.

Mitc d6 nguy hiém: Thap.

Heé théng bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
2. Go Regedit.
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3. Click chon OK.

4. Tim va xo04 céc gia tri:
HKEY_LOCAL_MACHINE\SOFTWARE\TDSS\"build"
= "standart"

HKEY_ LOCAL_MACHINE\SOFTWARE\TDSS\"servers
down" ="1"
HKEY_LOCAL_MACHINEA\SOFTWARE\XTDSS\"type" =
“popup”

HKEY_ LOCAL_MACHINEA\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\tdssdata\"affid" = "39"
HKEY_LOCAL_MACHINEASOFTWARE\WMicrosoft\Win
dows NT\Current Version\tdssdata\"asubid" = "v2test7"
HKEY_ LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\TDSServ
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Control\SafeBoot\MinimaNTDSServ.sys
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Contro\SafeBoot\Network\TDSServ.sys
HKEY_LOCAL_MACHINE\SOFTWARE\TDSS\version
HKEY_LOCAL_MACHINE\SOFTWAREXTDSS\connections
HKEY_LOCAL_MACHINE\SOFTWARE\XTDSS\disallowed
HKEY_LOCAL_MACHINE\SOFTWARE\TDSS\injector

5. Thoat khoi Registry.

22. Cach diét Spyware RemoteSpy
http://images.google.com.vn/imgres?imgurl=http://www.co
mphandvman.com/mediac/400 O/media/Spvware%2420Gu
y.ipg&imegrefurl=http://www.spywarecover.info/&h=480&
w=399&sz=36&hl=vi&start=11&usg=__yV038 [.31zilpam
avLPCT4vHwa8=&tbnid=IdzrRBTharClvyM:&tbnh=129&t
bnw=107&prev=/images%3Fa%3Dspyware%26gbv%3D2
%26h1%3Dvi
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Mo ta

Phat hién: Ngay 12 thang 9 nam 2008.

Tén: RemoteSpy.

Kiéu: Spyware.

Phat Trién: Cyber Spy Software LLC.

Miic d6 nguy hiém: High.

Heé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xo4 cac gia tri:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win

dows\CurrentVersion\Run\"winchk" = "C:\Documents and
Settings\All Users\Application Data\WebExt\winchk.exe

5. Thoat khoi Registry.

23. Cach diét Spyware KeyPlusPlus

Mo ta

Phét hién: Thang 9 nam 2008.

Tén: Key++ Invisible Spy Keylogger.

Kiéu: Spyware.

Phat Trién: KeyPlusPlus.com.

Mitc do nguy hi€ém: Trung Binh.

Hé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.
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Cadch diét

. Vao Start > Run.

. GO Regedit.

. Click chon OK.

. Tim va xo04 céc gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersiom\Run\"keyplusplus" =
"C:\progra~1\common~ \keyplusplus\startk.exe"

HKEY_CURRENT_USER\Software\Microsoft\Installer\A
ssemblies
HKEY_LOCAL_MACHINENSOFTWARE\Microsoft\Win
dows\Current Versiom\Uninstal\N{ AD8C27A7-42C0-49CD-
9DBE-BB6F1CF7FA04}
HKEY_LOCAL_MACHINE\SOFTWARE\keyplusplus

5. Thodt khoi Registry.

W -

24. Cach diét Spyware Spy Monitor

Mo td

Phat hién: Ngay 11 thang 8 nam 2008.

Tén: Keylogger Spy Monitor.

Kiéu: Spyware.

Phit trién bdi: eMatrixSoft.

Mitc dé nguy hiém: Trung binh.

He théng bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
2. GO Regedit.
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3. Click chon OK.
4. Tim va xo4a cdc gia tri:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Run\"adsnwk" =
"%System%\adsnwk.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows\CurrentVersion\SharedDLLs\"CA\WINDOW S\syste
m32\comdlg32.0CX" = "2"
HKEY_LOCAL_MACHINENSOFTWARE\Microsof\Win
dows\CurrentVersion\SharedDLLs\"CAWINDOW S\syste
m32\MSCOMCTL.OCX" = "2"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\SharedDLLs\"C\WINDOW S\syste
m32\mscomct2.0CX" = "|"
HKEY_LOCAL_MACHINE\SOFTWAREWiicrosoft\Win
dows\CurrentVersion\SharedDLLs\"C\WINDOW S\syste
m32\msvbvm60.dll" = "2"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Shared DLLs\"CAWINDOW S\syste
m32\mxpvct22.dat”" ="1"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows\CurrentVersion\SharedDLLs\"CAWINDOW S\syste
m32\mxpvct25.dat” ="1"
HKEY_CLASSES_ROOT\Chilkat.E-mail2.1
HKEY_CLASSES_ROOT\Chilkat.E-mail2
HKEY_CLASSES_ROOT\Chilkat.E-mailBundle2. 1
HKEY_CLASSES_ROOT\Chilkat.E-mailBundle2
HKEY_CLASSES_ROOT\Chilkat.MailMan?2.1
HKEY_CLASSES_ROOT\Chilkat.MailMan2
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatE-mail2.1
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatE-mail2
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatE-
mailBundle2.1
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HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatE-
mailBundle2
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatMailMan2. 1
HKEY_CLASSES_ROOT\ChilkatMail2.ChilkatMailMan?2
HKEY_CLASSES_ROOTNInterface\{06544919-F559-
4AES-9001-F903BD8AS4E6}
HKEY_CLASSES_ROOT\Interface\{51A0888C-9970-
44DE-8C2C-835BA870D06F }
HKEY_CLASSES_ROOT\Interface\{ SACAE4B8-62D9-
4124-AS58A-9B1258B77E99}
HKEY_CLASSES_ROOT\Interface\{ 7D37DEDS8-1945-
4E42-A3FD-B9620EOADSE3 )

HKEY_CLASSES ROOTNInterface\{C4C23B78-DB98-
444C-B601-DCAC6EBBEC54 )}
HKEY_CLASSES_ROOTnterface\{ CCB7FB40-99EC-
4678-9202-52798DAT8ABA)
HKEY_CILLASSES_ROOTInterface\{ D12FB216-99DA -
4EB3-9CCO0-COF760B174A0}
HKEY_CLASSES_ROOT\Interface\{ DS6C1AF1-3FDE-
471C-9BC2-C52515F260C1 }
HKEY_CLASSES_ROOT\Interface\{ E656B867-992C-
4462-A27D-EBE604EC3A48}
HKEY_CLASSES_ROOT\TypeLib\{ | DF3AFED-99EO-
4474-9900-954B8FD24E86 )

HKEY_CLASSES _ROOT\CLSID\{A4643A87-99A0-
4404-9BC5-2322BDD61637}
HKEY_CLASSES_ROOT\CLSID\{ A46E5261-9956-
4767-88CA-DFCEDOS0DO9E }
HKEY_CLASSES_ROONCLSID\{A7EC2CD3-9941-
4FD4-9D01-105DC16A4313}
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows\CurrentVersiom\UninstalNKSM _is]

5. Thoat khoi Registry.
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25. Cach diét Spyware Key Stalker

Mo ta

Phat hién: Thing 8 nam 2008.

Phién ban: 4.02.

Tén: KeyStalker PRO.

Kiéu: Spyware.

Phat trién bdi: Brown Software Technologies.
Miic do nguy hiém: Trung binh.

Hé théng bi anh huong: Windows 2000, Windows 95, Windows 98,

Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
2. GO Regedit.

3. Click chon OK.
4. Tim va xod cdc gia tri:

HKEY_CURRENT_USER\Software\VB and VBA
Program Settings\KeyStalker PRO
HKEY_LOCAL_MACHINEASOFTWARE\Brown
Software Technologies
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Shar
ed\Modules
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersiom\Uninstall\{ 338 DC50B-4C96-4293-
8619- CB50D77CABSA}
HKEY_CURRENT_USER\Software\Microsof \Windows\
CurrentVersion\Explorer\MenuOrder\Start
Menu\Programs\Brown Software Technologies
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\MenuOrder\Start
Menu2\Programs\Brown Software Technologies
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HKEY_LOCAL_MACHINE\Software\Microsoft\Window
s\CurrentVersion\Run\"MSRegScan" = "C:\Program
Files\KSP Demo\K SPDemo.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows\CurrentVersion\Shared DIlIs\"CA\WINDOW S\system3
2\Memman.vxd" ="1"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\SharedDIIs\"C:\WINDOW S\system3
Nactskn43.0cx" ="1"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows\Current Version\SharedDIIs\"C\WINDOW S\system3
Ndijpg.dil* ="1"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\Current Version\SharedDIIs\"C\WINDOW S\system3
2411 Ldl" ="1"
HKEY_LOCAL_MACHINE\SOFTWAREWMiicrosoft\Win
dows\CurrentVersion\SharedDIIs\"C:\WINDOW S\system3
2\msvbvm50.dll" = "2"
HKEY_LOCAL_MACHINE\SOFTWAREWMiicrosoft\Win
dows\CurrentVersion\SharedDIIs\"C:\WINDOW S\system3
2\skinboxer43.dll" = "2"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\SharedDIIs\"C:\WINDOW S\system3
2A\msvert.dll" = "4"

S. Thoat khoi Registry.

26. Cach diét Spyware.Mod

http://images.google.com/imgres?imguri=http://bakez.net/pix
Jspyware.gif &imgrefurl=http://www.spvwarecover.info/how-

to-choose-a-good-Anti-spyware-
program/&h=249& w=278&sz=14&hl|=vi&start=6&usg=__T
7oX0OYoxslYd52aYIkOMIRipZv8=&tbnid=84tgw3bTCniu4
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M:&tbnh=102&tbnw=114&prev=/images%3Fa%3Dspyware
%262bv%3D2%26h1%3Dvi%26r1z%3D1T4GZEZ viVN282
%26sa%3DG

Mo ta

Phat hién: Thiang 8 nam 2008.

Tén: Spyware.Mod.

Kiéu: Spyware.

Phat trién boi: QwertyStudio Canada.

Mic do nguy hiém: Trung binh.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
. GO Regedit.

2
3. Click chon OK.
4. Tim va xo04 c4c gia tri:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Uninstall\mod
HKEY_LOCAL_MACHINE\SOFTWARE\mod

5. Thodt khoi Registry.

27. Cach diét Trojan.Purplebot

http://images.google.com/imgres?imgurl=https://www.rubber
sbymail.com/images/condoms/Troian Extended Pleas LLRG.

ipg&imgrefurl=https://www.rubbersbvmail.com/condoms/tro
ian_extended pleasure.html&h=820&w=1024&sz=175&hl=
vi&start=9&usg= SNXbIvxA3uWFupikAkovAkiSGUY=&
tbnid=niR6172gg ADYOM:&tbnh=120&tbnw=150&prev=/i
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mages%3Fa%3Dtroian%26gbv%3D2%26h1%3Dvi%26r12%
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Mo td

Phat hién: Thang 8 nam 2008.

Tén: Trojan.Purplebot.

Kiéu: Trojan.

Mirc do phat tan: 45,056 Bytes.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xo4 cic gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows\Current Version\Run\"msvideoavicap" =
"CAWINDOW S S\system\msvideoavicap.exe"
HKEY_LLOCAL_MACHINE\SOFTWAREWMicrosoft\Win

dows\CurrentVersion\RunOnce\"gbpsvblust" =
"CAWINDOWS S\system\gbpsvblust.exe"

S. Thoit khoi Registry.

28. Cach diét Trojan Bankpatch C
http://images.google.com.vn/imgres?imgurl=http://www.rival
art.com/Clipart-Kits/Mascot-Clipart/Trojan-
Mascots/TROJAN-CLIPART-
IMAGE.ipg&imgrefurl=http://www.rivalart.com/Clipart-
Kits/Mascot-Clipart/Trojan-
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Mascots/&h=325& w=307& sz=53&hl=vi&start=5&uso= 7
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Mo ta

Phat hién: Thang 8 nam 2008.

Tén: Trojan.Bankpatch.C.

Kiéu: Trojan.

Miic d6 phat tan: 34,304 Bytes.

He thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cadch diét

1. Vao Start > Run.

2. Go Regedit.

3. Click chon OK.

4. Tim va xod cac gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows\CurrentVersion\InternetSettings\"lwh" =
"http://ffcsanta.com

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows\Current Version\InternetSettings\rbt

5. Thoat khoi Registry.

29. Cach diét W32 Rispif A
http://images.google.com.vn/imeres?imgurl=http://www.canh
toan.com/dportal resources/images/news/200804031626120.

FV1645 computer virus.ipg&imegrefurl=http://www.canhtoa
n.com/%3Fmod%3Dnews%26act%3Ddetail%261d%3D202
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Mo ta

Phat hién: Thang 8 nam 2008.

Tén: W32 Rispif.A.

Kiéu: Sau.

Heé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cach diét

1. Vao Start > Run.

2. Go Regedit.

3. Click chon OK.

4. Tim va xo04 cac gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\policies\explorer\run\"explorer" =
"% System%\wuauclt.exe"

5. Khoi phuc lai céc gia tri mac dinh duge ghi vao Registry:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Advanced\Folder\Hidden\"
SHOWALL" ="2"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\360rpt. EXE\"debugger" =

"% System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMiicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\360safe. EXE\"debugger" =

"% System%\dllcache\wuauclt.exe"
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HKEY_LOCAL_MACHINENSOFTWAREWMicrosofAWin
dows NT\CurrentVersion\Image File Execution
Options\360safebox.EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\360tray. EXE\"debugger" =

"% System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\ANTIARP.EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\Ast. EXE\"debugger" =

"% System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosofA\Win
dows NT\CurrentVersion\Image File Execution
Options\AutoRunKiller. EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\AvMonitor. EXE\"debugger"” =

"% System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\AVP.COM\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINENSOFTWAREWicrosofAWin
dows NT\CurrentVersion\Image File Execution
Options\AVP.EXE\"debugger"” =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosofA\Win
dows N'T\CurrentVersion\Image File Execution
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Options\CCenter. EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\Frameworkservice. EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\GFUpd.EXE\"debugger" =
"%0SystemY%\dllcache\wuauclt.exe"”
HKEY_LOCAL_MACHINE\SOFTWAR[E\Microsoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\GuardField.EXE\"debugger"” =
"%System%\dllcache\wuauclt.exe”
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\iceSword. EXE\"debugger” =
"OoSystemY\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\lparmor.EXE\"debugger” =
"%SystemY%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFFTWAREWMicrosofa\Win
dows NT\CurrentVersion\Image File Execution
Options\KASARP.EXE\"debugger” =
"GoSystem%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINEA\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution

Options\K AVPFW.EXE\"debugger"” =
"OpSystem%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution
Options\kavstart. EXE\"debugger” =
"%System%\dllcache\wuauclt.exe"
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HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\kmailmon.EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINEA\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KRegEx.EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution

Options\K VMonxp.KXP\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution

Options\K VSrvXP.EXE\"debugger" =
"0oSystem%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\CurrentVersiomImage File Execution
Options\KVWSC.EXE\"debugger"” =
"OoSystemY%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosofA\Win
dows NT\CurrentVersion\lmage File Execution
Options\kwatch.EXE\"'debugger” =

"0 System%\dllcache\wuauclt.exe"
HKEY_LOCAIL._MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\Mmsk.EXE\"debugger"” =

"% System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\msconfig. EXE\"debugger"” =
"OoSystem%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINENSOFTWAREWicrosoft\Win
dows NT\CurrentVersiomImage File Execution
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Options\Navapsvc.EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\nod32krn.EXE\"debugger” =
"%SystemY%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\Nod32kui. EXE\"debugger" =

"% System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\RAV .EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"

HKEY_ LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\RavStub.EXE\"debugger" =

"%System %\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\mage File Execution
Options\Regedit. EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution
Options\rfwmain.EXE\"debugger" =
"%System%\dlicache\wuauclt.exe”
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\rfwProxy. EXE\"debugger” =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\rfwsrv.EXE\"debugger” =
"%System%\dllcache\wuauclt.exe"
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HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\rfwstub.EXE\"debugger"” =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\Current Version\Image File Execution
Options\Runiep.EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"

HKEY_ LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\safeboxTray. EXE\"debugger” =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\SREngLdr.EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\VPC32.EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\VPTRAY.EXE\"debugger" =

"% System%\dllcache\wuauclt.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\WOPTILITIES.EXE\"debugger" =
"%System%\dllcache\wuauclt.exe"

6. Thoat khoi Registry.

Chii_y: Trudc khi ¢6 bat cir viéc chinh stra nao trong Registry,
ban nén sao luu lai Registry, tranh cho su chinh stra that bai
c6 thé gay anh huong dén hé diéu hanh.

107




30. Cach diét Spyware.KeyStalker

http://images.google.com/imgres?imgurl=http://www.antispy
waresoftwaredownload.com/images/spyware-

removers.gif&imgrefurl=http://www.antispywaresoftwaredo
wnload.com/&h=390& w=308&sz=79& hl=vi&sstart=9&tbnid
=JAMtX2i0TfgtEM:&tbnh=123&tbnw=97& prev=/images%
3Fa%3Dspyware%26gbv%3D2%26h1%3Dvi%26r12%3D 1 T4
GZEZ viVN287VN287

Mo ta

Phat hién: Thang 08 nam 2008.

Kiéu: Spyware.

Miic do nguy hiém: Trung binh.

Tén: KeyStalker PRO.

Viét bai:Brown Software Technologies.

Phién ban: 4.02.

Su anh hudng: Trung binh.

Hé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cach diét

l. Vao Start > Run.

2. Go Regedit.

3. Click chon OK.

4. Tim va xod cic gid tri:
HKEY_CURRENT_USER\Software\VB and VBA
Program Settings\KeyStalker PRO
HKEY_LOCAL_MACHINE\SOFTWARE\Brown
Software Technologies

HKEY_LOCAL_MACHINEA\SOFTWAREWMicrosoft\Shar
ed\Modules
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HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Uninstal\{ 338 DC50B-4C96-4293-
8619-CB50D77CABSA }
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\MenuOrder\Start
Menu\Programs\Brown Software Technologies
HKEY_CURRENT_USER\Software\Microsof\Windows\
CurrentVersion\Explorer\MenuOrder\Start
Menu2\Programs\Brown Software Technologies
HKEY_LOCAL_MACHINE\Software\Microsoft\Window
s\CurrentVersion\Run\"MSRegScan" = "C:\Program
Files\KSP Demo\KSPDemo.exe"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosofA\Win
dows\Current Version\Shared DIIs\"CAWINDOW S\system3
2\Memman.vxd" ="1"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Shared DIIs\"CAWINDOW S\system3
Mactskn43.0ocx" ="1"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows\CurrentVersion\Shared DIIs\"CAWINDOW S\system3
dijpe.dll"="1"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows\CurrentVersion\SharedDIIs\"CAWINDOW S\system3
24l tdit ="t
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows\CurrentVersiom\Shared DIIs\"CAWINDOW S\system3
2\msvbvin50.dll" = "2"
HKEY_LOCAL_MACHINENSOFTWARE\Microsoft\Win
dows\CurrentVersion\Shared DIIs\"CA\WINDOW S\system3
2\skinboxer43.dll" = "2"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows\CurrentVersion\SharedDIlIs\"CAWINDOW S\system3
Q\msvert.dll" = "4"

5. Thoat khoi Registry.
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31. Cach diét Registry Doctor 2008

Mo td

Phat hién: Thang 07 nam 2008.

Kiéu: L&i chuong trinh tng dung.

Miic do nguy hiém: Trung binh.

Tén: RegistryDoctor2008.

Viét bai:NewBonn, Inc.

Phién ban:1.0.6.0.

Su anh hudng: Trung binh.

Heé thong bi anh hudong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
2. GO Regedit.

3. Click chon OK.
4. Tim va xo04 céc gia tri:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Run\"RegistryDoctor2008" = "43 00
3A 00 5C 00 50 00 72 00 6F 00 67 00 72 00 61 00 6D 00
20 00 46 00 69 00 6C 00 65 00 73 00 5C 00 52 00 65 00
67 00 69 00 73 00 74 00 72 00 79 00 44 00 6F 00 63 00 74
00 6F 00 72 00 32 00 30 00 30 00 38 00 5C 00 72 00 65
0067 00 69 00 73 00 74 00 72 00 79 00 64 00 6F 00 63 00
74 00 6F 00 72 00 2E 00 65 00 78 00 65 00 00 00 00 00
0D 00 00 00 OA 00 00 00 A4 00 01 00 OC 00 00 00 00 00
00 00 00 00 00 00 46 00 G0 00 54 00 00 00 57 00 00 00 41
00 00 00 52 00 00 00 45 00 00 00 SC 00 00 00 4D 00 00
00 69 00 00 00 63 00 00 00 72 00 00 00 6F 00 00 00 73 00
00 00 6F 00 00 00 66 00 00 00 74 00 00 00 5C 00 00 00
5700 00 00 69 00 00 00 6E 00 00 00 64 00 00 00 6F 00
00 00 77 00 00 00 73 00 00 00 5C 00 00 00 43 00 00 00
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75 00 00 00 72 00 00 00 72 00 00 00 65 00 00 00 6E 00
00 00 74 00 00 00 56 00 00 00 65 00 00 00 72 00 00 00 73
00 00 00 69 00 00 00 6F 00 00 00 6E 00 00 00 5C 00 00
00 52 00 00 00 75 00 00 00 6E 00 00 00 00 00 00 0 0 59
00 69 00 B5 00 D6 00 OE 00 00 00 0D 00 00 00 C8 00 10
00 66 00 0000 E8 0001 00 15000000 E80001 00 15
00 00 00 5A 00 ACO00 E3 0026 00 7F 00 61 00 C200 12
00 B9 00 BD 00 20 20 OE 00 F7 00 40 00 61 00 31 00 3A
20D1003100C500 1C009201 7D0O1 AD 00680061
00 F4009201030043003B0041 004D 004F 0073
00 CE 00 6F 00 76 00 OE 00 19 20 CD 00 66 00 E8 00 F7
00 CD 00 F3 00 A3 00 BO 00 57 00 EF 00 DB 00 CE 00
F3 00 D6 00 22 20 A1 00 EO 00 37 00 FA 00 F1 00 08 00
CB 00 25 00 7F 00 29 00 1A 20 B3 00 D8 00 30 00 76 00
3A 20 09 00 0C 00 2F 00 OF 00 BE 00 8F 00 OF 00 C5 00
7B 00 53 01 4D 00 C2 00 C4 00"

HKEY _LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Uninstal\RegistryDoctor2008

5. Thoat khoi Registry.

32. Cach diét Spyware. UltimateKeylog

Mo td

Phat hién: Thang 07 nam 2008.

Kiéu: Spyware.

Miic do nguy hiém: Trung binh.

Tén: Spyware.UltimateKeylog.

Viét bai: KRyLack Software.

Phién ban: 1.00.

Su anh hudng: Cao.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.
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Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xo4d cdc gid tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\policies\Explorer\Run\"ukl" =
"C:\documents and Settings\All Users\Application
Data\uklpr\wmpusrvc.exe"
HKEY_CURRENT_USER\Software\Microsof\Windows\
CurrentVersion\Shell Extensions\Approved\{ E4F2CA | F-
TEDO-25CB-5EEF-F26D9921AC33}
HKEY_CURRENT_USER\Software\ukl
HKEY_CLASSES_ROOT\CLSID\{E4F2CA 1F-7EDO-
25CB-5EEF-F26DD9921 AC33}

5. Thodi khoi Registry.

33. Cach diét Secure Expert Cleaner

Mo ta

Phat hién: Thiang 07 nam 2008.

Kiéu: Léi chuong trinh ing dung.

Miic d6 nguy hiém: Trung binh.

Tén: SecureExpertCleaner.

Viét boi: NewBonn, Inc.

Phién ban: 1.0.7.1.

Su anh huong: Trung binh.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.
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Cdch diét

l.
2.
3.
4.

Vao Start > Run.

GO0 Regedit.

Click chon OK.

Tim va xod cdc gid tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMiicrosoft\Win
dows\CurrentVersion\Run\"Reminder" =
"OoProgramFiles%\SecureExpertCleaner\Reminder.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Run\"SecureExpertCleaner" =
"%ProgramFiles%\SecureExpertCleaner\sec.exe"
HKEY_CURRENT_USER\Software\SEC
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Uninstal\3P_USEC _isl
HKEY_LOCAL_MACHINE\SOFTWARE\SEC
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Prot
ected Storage System Provider

. Thoat khoi Registry.

34. Cach diét XLGuarder

Mo ta

Phat hién: Thang 7 nam 2008.

Tén: XLife Guarder Security Center.

Phat trién boi: xlguarder.com.

Kiéu: Léi cdc chuong trinh img dung.

Miic d6 phdt tan: Trung binh.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.
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Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xo4a cac gia tri:
HKEY_ALL_USERS\Software\Microsoft\Windows
NT\CurrentVersiom\Winlogon\"Shell" =
"%Windir%\sysutils\sysutil.exe"
HKEY_ALL_USERS\Software\sysutils
HKEY_CLASSES_ROOT\CLSID\{ D032570A-5F63-
4812-A094-87D007C23012}
HKEY_CLASSES_ROOT\iebho. TIEAdvBHO
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Browser Helper
Objects\{ D032570A-5F63-4812-A094-87D007C23012}
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersiom\Uninstall\sysutils

5. Thoat khoi Registry.

35. Cach diét Trojan.Wsnpoem

Mo ta

Phat hién: Thang 7 nam 2008.

Kiéu: Trojan.

Tén: Trojan.Wsnpoem.

Mitc do phat tan: 68,608 Bytes.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
2. GO Regedit.
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3. Click chon OK.

4. Tim va xo4 cdc gia tri:
HKEY_CURRENT_USER\Software\MicrosofA\Windows\
CurrentVersion\Run\"userinit" = "%System%\ntos.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Network\"UID" =
"[COMPUTERNAME]_[UNIQUE_ID]"

5. Khai phuc lai céc gia tri mac dinh:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\\Winlogon\"Userinit" =
"% System%\userinit.exe, %System% \ntos.exe

6. Thoat khoi Registry.

36. Cach diét W32.Azero.A

Mo ta

Phét hién: Thang 7 nam 2008.

Tén: W32.Azero.A.

Kiéu: Virus.

Heé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
2. GO Regedit.

3. Click chon OK.
4. Tim va xod céc gia tri:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosofAWin
dows\CurrentVersion\Run\"VisualStyle" =
"%System%\desktop.sysm"
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HKEY_LOCAL_MACHINENSOFTWARE\Classes\.sysm\
" @" = "system mechanic"
HKEY_LOCAL_MACHINE\SOFTW ARE\Classes\.sysm\
defaulticon\"@" = "%System%\netsetup.exe"
HKEY_LOCAL_MACHINE\SOI'TWARE\Classes\. sysm\
shelNopen\command\"@" = "%1"
HKEY_LOCAL_MACHINE\SY STEM\controlsetOO I\cont
roNsafeboot\"alternateshell” =

"% System%\commandprompt.sysm"
HKEY_LOCAL_MACHINE\SY STEM\controlset002\cont
roN\safeboot\"alternateshell” =

"% System%\commandprompt.sysm"
HKEY_LOCAL_MACHINE\SY STEM\currentcontrolset\c
ontrol\safeboot\"alternateshell” =
"%System%\commandprompt.sysm"

. Khoi phuc lai cic gid tri mac dinh trong Registry:
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorei\Advanced\"Hidden" = "2"
HKEY_ CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\Advanced\"HideFileExt" = "1"
HKEY_CURRENT_USER\Software\MicrosofA\Windows\
CurrentVersion\ExplorenAdvanced\"ShowSuperHidden™ = "0"
HKEY_ CURRENT_USER\Software\Microsof \W indows\
CurrentVersion\Explorer\cabinetstate\ 'T-ullPathAddress™ = "0"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows\CurrentVersion\Exploren\Advanced\FFolder\HideFile
Ext\"checkedvalue" ="1"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Advanced\IFolder\HideFile
Ext\"defaultvalue" = "1"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Advanced\IFolder\ShowFull
Path\"defaultvalue" ="1"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
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dows\CurrentVersion\Explorer\Advanced\Folder\ShowFull
Path\"uncheckedvalue" = "0"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\ExplorenAdvanced\I-older\ShowFull
PathAddress\"defaultvalue” = "1"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows\CurrentVersion\=xploren\Advanced\FFolder\ShowFull
PathAddress\"uncheckedvalue" = "0"
HKEY_LLOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows\Current Version\Explorer\Advanced\Folder\SuperHid
den\"checkedvalue" = "1"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Advanced\FFolder\SuperHid
den\"defaultvalue" ="1"

6. Thodt khoi Registry.

37. Cach diét WistaAntivirus

Mo ta

Phat hién: Thang 7 nam 2008.

Tén: Wista Antivirus.

Phién ban: 1.0.

Tao bai: Wista-Antivirus.

Mirc do: Trung binh.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cach diet

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod cac gia tri:
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HKEY_CURRENT_USER\Software\Microsof A\Windows\
CurrentVersion\Run\"wistaantivirus" = "C:\Program
Files\WistaAntivirus\wistaantivirus.exe"
HKEY_CURRENT_USER\Software\wistaantivirus
HKEY_LOCAL_MACHINEASOFTWAREWMicrosof\Win
dows\CurrentVersion\UninstalNWista Antivirus_is|

5. Thoat khoi Registry.

38. Cach diét Anti Virus XP 2008

Mo ta

Phat hién: Thang 7 nam 2008.

Kiéu: Léi chuong trinh ing dung.

Mirc do: Trung binh.

Hé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cadch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod cac gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Internet Settings\User Agent\Post
Platform\"AntivirXPO8" = "AntivirXP08"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Run\"[RANDOM NAME]" =
"C:\Program FilesN\RANDOM NAMENRANDOM
NAME].exe"

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows\CurrentVersion\Uninsta[NRANDOM NAME]
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HKEY_LOCAL_MACHINE\SOFTWARE\RANDOM
NAME]
KEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Wind
ows\CurrentVersion’\|RANDOM NAME]

S. Thoat khoi Registry.

39. Cach diét SpywareScanner2008

Mo td

Phat hién: Thang 07 nam 2008.

Tén: SpywareScanner2008.

Kiéu: Lam 16i chuong trinh tng dung.

Phién ban: 1.0.

Tao bai: SpywarelSOScanner.com.

Mirc do: Trung binh.

Hé thong bi anh huong: Windows 2000, Windows 95, Windows 98,

Windows Me, Windows NT, Windows Server 2003, Windows

Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xo04 céc gia tri:
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run\"spywarescanner" = "C:\Program
Files\SpywareScanner\spywarescanner.exe"
HKEY_CURRENT_USER\Software\SpywareScanner2008
HKEY_CURRENT_USER\Software\spywarescanner

HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows\CurrentVersion\Uninstal[\Spyware Scanner 2008 _is|

5. Thoat khoi Registry.
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40. Cach diét Backdoor.Lancafdo

Mo ta

Phat hién: Thang 7 nam 2008.

Kiéu: Trojan.

Mitc do phat tan: 16,384 Bytes.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,

Windows Me, Windows NT, Windows Server 2003, Windows

Vista, Windows XP.

Cach diét

I. Vao Start > Run.

2. Go Regedit.

3. Click chon OK.

4. Tim va xod cdc gia tri:
HKEY_LOCAL_MACHINE\SY STEM\ControlSet00 I\Ser
vices\msupdate\"Type" = "00000010"
HKEY_LOCAL_MACHINE\SY STEM\Control Set00 [\Ser
vices\msupdate\"Start” = "00000002"
HKEY_LOCAL_MACHINE\SY STEM\ControlSet00 [\Ser
vices\msupdate\"ObjectName" = "LocalSystem”
HKEY_LOCAL_MACHINE\SY STEM\ControlSet00 I\Ser
vices\msupdate\"ImagePath” = "%System%\mssrv32.exe"
HKEY_LOCAL_MACHINE\SY STEM\ControlSet00 [\Ser
vices\msupdate\"ErrorControl"” = "00000000"
HKEY_LOCAL_MACHINE\SY STEM\ControlSet00 [\Ser
vices\msupdate\"DisplayName" = "Microsoft security
update service"
HKEY_LOCAL_MACHINE\SY STEM\ControlSet00 I\Ser
vices\msupdate\"Description” = "This service downloading
and installing Windows security updates”
HKEY_LOCAL_MACHINE\SY STEM\ControlSet00 I\Ser
vicesS\AFD\Parameters\'DisableRawSecurity"” = "00000001"

S. Thodt khoi Registry.
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41. Cach diét Trojan.Ushedix

Mo ta

Phat hién: Thang 6 nam 2008.

Kiéu: Trojan.

Mitc do phat tan: 19,381 Bytes.

Hé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cach diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod cdc gia tri:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\avp.com\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\avp.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINEANSOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\runiep.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution
Options\PFW .exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\FYFireWall.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\rfwmain.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
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dows NT\CurrentVersion\Image File Execution
Options\rfwsrv.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KAVPF.exe\"Debugger" = "ntsd -d"

HKEY_ LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KPFW32.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\nod32kui.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\mage File Execution
Options\nod32.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution
Options\Navapsvc.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\Navapw32.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\avconsol.exe\"Debugger” = "ntsd -d"

HKEY_ LOCAL_MACHINE\SOFTWAREWMicrosofA\Win
dows NT\CurrentVersion\lmage File Execution
Options\Webscanx.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\NPFMntor.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTW ARE\Microsoft\Win
dows NT\CurrentVersion\Image File Execution
Options\vsstat.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
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Options\KPfwSvc.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\Ras.exe\"Debugger"” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersionM\lmage File Execution
Options\RavMonD.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\mmsk.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\WoptiClean.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\QQKav.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\QQDoctor.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\EGHOST .exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\360Safe.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\iparmo.exe\"Debugger"” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWM icrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\adam.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\360rpt.exe\"Debugger” = "ntsd -d"
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HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\360tray.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NTN\CurrentVersion\lmage File Execution
Options\AgentSvr.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\AppSvc32.exe\'Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows N'NCurrentVersion\Image File Execution
Options\autoruns.exe\"'Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersiom\Image File Execution
Options\avgrssvc.exe\'Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\AvMonitor.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\CCenter.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\ccSvcHst.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\FileDsty.exe\"Debugger"” = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\IFTCleanerShell.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\HijackThis.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
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dows NT\CurrentVersion\Image File Execution
Options\Iparmor.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows N'IN\CurrentVersion\lmage File Execution
Options\isPwdSvc.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\kabaload.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KaScrScn.SCR\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\KASMain.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\image File Execution

Options\K ASTask.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KAVDX.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KAVPFW exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KAV Setup.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NTN\CurrentVersion\lmage File Execution
Options\K AV Start.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KISLnchr.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows N'T\Current Versiom\image File Execution
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Options\KMailMon.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\Image File Execution
Options\KMFilter.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KPFW32.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KPFW32X exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KPFW Svc.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\KRegEx.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KRepair.com\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KsLoader.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution

Options\K VCenter.kxp\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\Current Version\Image File Execution
Options\KvDetect.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KvfwMcl.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Iimage File Execution

Options\K VMonXP.kxp\"Debugger" = "ntsd -d"
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HKEY_LOCAL_MACHINENSOFTWARE\WMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KVMonXP_1.kxp\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\kvol.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\kvolself.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMlicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\KvReport.kxp\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KV Scan.kxp\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\KV SrvXP.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMiicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\K V Stub.kxp\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosofA\Win
dows NT\CurrentVersiom\Image File Execution
Options\kvupload.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\kvwsc.exe\'Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KvXP.kxp\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\KvXP_1.kxp\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
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dows NT\Current Version\lmage File Execution
Options\KWatch.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows N'I\CurrentVersion\Image File Execution
Options\KWatch9x.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows N'NCurrentVersion\Image File Execution
Options\KWatchX.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows N'NCurrentVersiomImage File Execution
Options\MagicSet.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMi crosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\mcconsol.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINIENSOFT'WAREWMicrosoft\Win
dows N'IN\CurrentVersiom\Image File Execution
Options\mmgqczj.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\CurrentVersiom\lmage File Execution
Options\KAV32.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEA\SOFTWAREWiicrosoft\Win
dows N'IN\CurrentVersion\mage File Execution
Options\nod32krn.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows N'T\CurrentVersion\lmage File Execution
Options\PFWLiveUpdate.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution
Options\QHSET.exe\"Debugger"” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\RavMonD.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution
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Options\RavStub.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosofAWin
dows NIN\CurrentVersion\Image File Execution
Options\RegClean.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWAREWMicrosofA\Win
dows NT\CurrentVersion\lmage File Execution
Options\rfwcfg.exe\"'Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWiicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\RfwMain.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosof\Win
dows N'N\CurrentVersion\Image File Execution
Options\rfwsrv.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\RsAgent.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWARE\WMicrosofAWin
dows NT\CurrentVersion\lmage File Execution
Options\Rsaupd.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NI\CurrentVersion\Image File Execution
Options\safelive.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINEN\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\scan32.exe\"'Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\shcfg32.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\SmartUp.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersionM\lmage File Execution
Options\SREng.EXE\"Debugger" = "ntsd -d"
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HKEY_LOCAL_MACHINE\SOFTWAREWlicrosof\Win
dows NT\CurrentVersion\lmage File Execution
Options\symlcsvc.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\Current Version\lmage File Execution
Options\SysSafe.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lImage File Execution
Options\TrojanDetector.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\Trojanwall.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\TrojDie.kxp\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\Image File Execution
Options\UIHost.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\UmxA gent.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\UmxAttachment.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosof\Win
dows NT\CurrentVersion\lmage File Execution
Options\UmxCfg.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\UmxFwHIp.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\UmxPol.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWiicrosoft\Win
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dows NT\CurrentVersion\Image File Execution
Options\UpLive.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEA\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\procexp.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\rfwstub.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\RegTool.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\rfwProxy.exe\"Debugger"” = "ntsd -d"
HKEY_LLOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows N'I\CurrentVersion\lmage File Execution
Options\RawCopy.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\CCenter.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\filemon.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\Image File Execution
Options\regmon.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEA\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\AntiArp.exe\"Debugger"” = "ntsd -d"
HKEY_LOCAL_MACHINEA\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\lmage File Execution
Options\GFUpd.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL_MACHINEASOFTWARE\WMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
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Options\GFRing3.exe\"Debugger" = "ntsd -d"
HKEY_LOCAL._MACHINE\SOFTWAREWMicrosoft\Win
dows NT\CurrentVersion\Image File Execution
Options\askmgr.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows NT\CurrentVersion\Image File Execution
Options\QQDoctorMain.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTW AREWMicrosoft\Win
dows NT\CurrentVersion\image File Execution
Options\SelfUpdate.exe\"Debugger” = "ntsd -d"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Wind
ows NT\CurrentVersion\image File Execution Options\Y our
Image File Name Here without a path\"Debugger" = "ntsd -d"

S. Thodt khoi Registry.

42. Cac diét PestSweeper

Mo ta

Phat hién: Thing 6 nam 2008.

Kiéu: Misleading Application (Loi cic chuong trinh img dung).
Phién ban: 1.0.

Phit trién: PestSweeper.com.

Mirc do: Trung binh.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cadch diét
1. Vao Start > Run.
2. GO Regedit.

3. Click chon OK.
4. Tim va xo4 céc gid tri:

HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run\"pestsweeper" = "C:\Program
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Files\PestSweeper\pestsweeper.exe"
HKEY_CURRENT_USER\Software\pestsweeper
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\Current Version\Uninstal[\PestSweeper_is|
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\MenuOrden\Start
Menu\Programs\PestSweeper
HKEY_CURRENT_USER\Software\Microsof \Windows\
CurrentVersion\Explorer\MenuOrder\Start
Menu2\Programs\PestSweeper

5. Thoat khoi Registry.

43. Cac diét Trojan.Blusod

Mo td

Phat hién: Thang 6 nam 2008.

Kiéu: Trojan.

Muic do phat tan: 109,056 Bytes.

Heé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,

Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xo4 céc gia tri:
HKEY_CURRENT_USER\Software\Sysinternals\Bluescre
en Screen Saver\"EULAAccepted” ="1"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Run\"Iph[RANDOM

CHARACTERS]" = "%System%\ph[RANDOM
CHARACTERS].exe"

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Soft
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ware Notifier\"InstallationID" = "906b1{2d-66b5-439¢-
8c02-9d08858fe527"
HKEY_CURRENT_USER\Control
Panel\Desktop\"ConvertedWallpaper" =
"%System%\ph[RANDOM CHARACTERS].bmp"
HKEY_CURRENT_USER\Control
PaneN\Desktop\"SCRNSAVE.EXE" =
"% System%\blph[ RANDOM CHARACTERS].scr"
HKEY_ CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Policies\System\"NoDispBackgroundPage
T
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Policies\System\"NoDispScrSavPage" = "0"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows NT\CurrentVersion\SystemRestore\"DisableSR" = "0"
HKEY_LOCAL_MACHINE\SY STEM\ControlSetO0 I\Ser
vices\sr\"Start" = "0"
HKEY_LOCAL_MACHINE\SY STEM\ControlSet00 I\Ser
vices\sr\"ImagePath" = "*system32\DRIVERS\sr.sys*"
HKEY_LOCAL_MACHINE\SY STEM\ControlSetO0 I\Ser
vices\sr\Parameters\"FirstRun" = "0"
HKEY_ LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\sr\"Start" = "0"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\sr\"ImagePath" = "*system32\DRIVERS\sr.sys*"
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\sr\Parameters\"FirstRun" = "0"
HKEY_CURRENT_USER\Control
Panel\Colors\"Background" = "0 0 255"
HKEY_CURRENT_USER\Control
Pane\Desktop\"ScreenSaveActive" = "1"
HKEY_CURRENT_USER\Control
Pane\Desktop\"TileWallpaper" = "0"

5. Thodt khoi Registry.
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44. Cach diét Adware.Rabio

Mo ta

Phat hién: Thang 3 nam 2008.

Kiéu: Adware.

Phién ban: 4.1.0.0.

Tén: RCSE.

Viét boi: Rabio.

Su anh hudng: Trung binh.

He thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
2. Go Regedit.

3. Click chon OK.
4. Tim va xod cdc gia tri:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Internet Settings\5.0\User
Agent\Post Platform\Rabio RCSE (4.4.0.0) =" "
HKEY_CURRENT_USER\Software\Microsof\Windows\
CurrentVersion\Ex(\Stats\{ | C2E5SD27-A17C-4D89-85DD-
3553C189380D}
HKEY_CURRENT_USER\Software\RCSE
HKEY_CLASSES_ROOT\AppID\RCSE.DLL
HKEY_CLASSES_ROOT\AppID\{89CC26BC-9256-
4CCA-ATF3-B9D6C48DBA71 }
HKEY_CLASSES_ROOTNNCLSID\{1C2E5D27-A17C-
4D89-85DD-3553C189380D)
HKEY_CLASSES_ROOT\Interface\{923CA88A-AE69-
49AF-BF65-9A3123B14CCB}
HKEY_CLASSES_ROOT\Rabio.RabioBHO.1
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HKEY_CLASSES_ROOT\Rabio.RabioBHO
HKEY_CLASSES_ROOT\TypeLib\{8C36D71B-0A48-
4D38-9DEF-2A2A2669D0C9}
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosofAWin
dows\CurrentVersion\Explorer\Browser Helper

Objects\{ IC2E5D27-A17C-4D89-85DD-3553C189380D }
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Uninstal\Rabio
HKEY_LOCAL_MACHINE\SOFTWARE\Rabio

5. Thoat khoi Registry.

45. Cach diét Spyware.NokKernel

Mo ta

Phat hién: Ngay 22 thang 6 nam 2008.

Kiéu: Spyware.

Phién ban: 1.2.090.

Teén: Spyware.NokKernel.

Viét boi: Spin Networks.

Su anh huong: Trung binh.

He thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

. Vao Start > Run.

. G0 Regedit.

. Click chon OK.

. Tim va xod cac gia tri:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\RunOnce\'"'NokKernel install" =
"%System%\Nok _install.exe"

B W N -
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HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\w32ins

HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\fsram

5. Thoét khoi Registry.

46. Cach diét W32.Ircbrute

Mo ta

Phaét hién: Ngay 20 thang 6 nam 2008.

Cap nhat: Ngay 21 thang 6 nam 2008. (8:51:56 AM).

Kiéu: Sau.

Mitc do phat tan: 12,506 Bytes.

Tén: W32.Ircbrute.

Viét bai: Sean Kiernan.

Su anh hudng: Rat nho.

Hé thong bi anh huong: Windows 2000, Windows 95, Windows 98,

Windows Me, Windows NT, Windows Server 2003, Windows

Vista, Windows XP.

Cadch diét

1. Vao Start > Run.

2. Go Regedit.

3. Click chon OK.

4. Tim va xod cac gia tri:
HKEY_CURRENT_USER\Software\Microsof \Windows\
CurrentVersion\Run\"internet security manager" =

"c\RECYCLERN\S-1-5-21-1482476501-1644491937-
682003330-1013\dl132.exe"
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run\"Printer Spooler" =
"cA\RECYCLER\S-1-5-21-1482476501-1644491937-
682003330-1013\spoolsv.exe"
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HKEY_ CURRENT_USER\Software\Microsoft\Active
Setup\Installed Components\{28ABC5C0-4FCB-11CF-
AAXS-81CX1C635612}\"StubPath": "c:\RECYCLER\S-
1-5-21-1482476501-1644491937-682003330-
1013\dl132.exe"
HKEY_CURRENT_USER\Software\Microsoft\Active
Setup\Installed Components\{ 88 ABC5C0-4FCB-11BB-
AAXS-81CX1C635612 }\"StubPath" = "c:\RECYCLER\S-
1-5-21-1482476501-1644491937-682003330-
1013\spoolsv.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Acti
ve Setup\Installed Components\{ 28 ABC5C0-4FCB-11CF-
AAXS-81CX1C635612 ]\"StubPath": "c:\RECYCLER\S-
1-5-21-1482476501-1644491937-682003330-
1013\dl132.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Acti
ve Setup\Installed Components\{ 88 ABC5C0-4FCB-11BB-
AAXS-81CX1C635612}\"StubPath" = "c\RECYCLER\S-
1-5-21-1482476501-1644491937-682003330-
1013\spoolsv.exe"
HKEY_CURRENT_USER\Software\Microsoft\Active
Setup\Installed Components\{ 28ABC5C0-4FCB-1 1CF-
AAXS-81CX1C635612}
HKEY_CURRENT_USER\Software\Microsoft\Active
Setup\Installed Components\{ 88ABC5C0-4FCB-11BB-
AAXS-81CX1C635612}
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Acti
ve Setup\Installed Components\{ 28ABC5C0-4FCB-1 1CF-
AAXS-81CX1C635612}
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Acti
ve Setup\Installed Components\{88ABC5C0-4FCB-11BB-
AAXS5-81CX1C635612}

5. Thoat khoi Registry.
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47. Cach diét Spyware.PornCleanser

Mo ta

Phat hién: Ngay 6 thang 6 nam 2008.

Cap nhat: Ngay 6 thang 6 nam 2008 (11:32:30 AM).

Kiéu: Adware.

Mitc do phdt tan: 267,264 Bytes.

Tén: PornCleanser.

Viét boi: L. F. Grundy Software Company.

Phién ban: 1.04.2008.

Su anh hudng: Trung binh.

Hé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xoa cdc gia tri:

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Run\"Service Host" = "C:\Program
Files\PC\svchosts.exe"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\"wndriversap" = "[RANDOM
NAME]"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\"PcPwd" = "0"
HKEY_CURRENT_USER\Software\VB and VBA
Program Settings

HKEY_CURRENT_USER\Software\VB and VBA
Program Settings\PornCleanser
HKEY_CURRENT_USER\Software\VB and VBA
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Program Settings\PornCleanser\Settings
HKEY_CURRENT_USER\Software\VB and VBA
Program Settings\PornCleanser\Startup
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\BitBucket\c

5. Thoat khoi Registry.

48. Cach diét Adware.Qkcashbackmall

Mo ta

Phat hién: Ngay 29 thang 4 nam 2008.

Cap nhat: Ngay 29 thiang 4 nam 2008 (9:17:10 AM).

Kiéu: Adware.

Miic do phit tian: 267,264 Bytes.

Tén: Adware.Okcashbackmall.

Viét bai: Okcashbackmall install.

Phién ban: 1.0.0.0

Su anh hudng: Trung binh

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cach diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod cdc gia tri:
HKEY_CURRENT_USER\Software\Microsof A\Windows\
CurrentVersion\RunOnce\"dwgblwppx.exe" =
"CAWINDOW S S\system32\dwqblw[RANDOM

CHARACTERS].exe"
HKEY_CURRENT_USER\Software\Microsoft\Windows\
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CurrentVersion\RunOnce\"dwgblwpvl.exe" =
"CAWINDOWS\system32\dwqblw[RANDOM
CHARACTERS].exe"
HKEY_CURRENT_USER\Software\MicrosofA\Windows\
CurrentVersion\RunOnce\"dwgblwrsq.exe" =
"CAWINDOW S S\system32\dwqblw[RANDOM
CHARACTERS].exe"

5. Khoi phuc lai cdc gia tri mac dinh sau trong Registry:

HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\Explorer Bars\{ IDES25ED-EF71-4119-8C3C-
ICES315ADA74}
HKEY_CURRENT_USER\Software\Microsoft\Internet
Explorer\Explorer Bars\{ DO4358 AE-CE03-4A26-9F(,2-
69C4D3A5267F)
HKEY_CURRENT_USER\Software\MicrosofA\Windows\
CurrentVersion\Internet Settings\User Agent
HKEY_CLASSES_ROOTNCLSID\{ IDDE8A86-89D8-
4B55-A936-65C40B6A8DDO}
HKEY_CLASSES_ROOT\CLSID\{ IDE525ED-EF71-
4119-8C3C-1CES315ADA74}
HKEY_CLASSES_ROOTNCLSID\{4D2D9681-C234-
47A3-B499-9CEE26FF54C2 }
HKEY_CLASSES_ROOTNCLSID\{7ACID6D1-B83B-
4D77-A916-839F90216BC7}
HKEY_CLASSES_ROOTN\CLSID\{ D04358 AE-CE03-
4A26-9F02-69C4D3A5267F}
HKEY_CLASSES_ROOT\cashbackkorea.cashbackkorea.com
HKEY_CLASSES_ROOT\cashbackkoreabar.cashbackkorea
HKEY_CLASSES_ROOT\cashbacksys.cashbacksys.com
HKEY_CLASSES_ROOT\cashbacksysbar.cashbacksys.com
HKEY_ CLASSES ROOT\mizane.mizane.com
HKEY_CLASSES_ROOT\mizanebar.mizane.com
HKEY_CLASSES_ROOT\okcashbackmall.okcashbackma
ll.com

141



HKEY_CLASSES ROOT\okcashbackmallbar.okcashback
mall.com.Bar
HKEY_LOCAL_MACHINE\SOFTWARE\Microsof\Win
dows\CurrentVersion\Explorer\Browser Helper

Objects\[ IDDE8A86-89D8-4B55-A936-
65C40B6A8DDO0}
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows\CurrentVersion\Explorer\Browser Helper
Objects\{4D2D9681-C234-47A3-B499-9CEE26FF54C2}
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Browser Helper

Objects\{ TACID6D1-B83B 4D77-A916-839F90216BC7}
HKEY_LOCAL_MACHINEASOFTWAREWMicrosoft\Windo
ws\CurrentVersiomUninstalNWindows cashbackkorea Uninstall
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Windo
ws\CurrentVersiom\UninstalNWindows cashbacksys Uninstall
HKEY LOCAL_MACHINE\SOFTWAREWMicrosoft\Windo
ws\CurrentVersiom\UninstalA\Windows mizane Uninstall
HKEY_LOCAL_MACHINENSOFTW ARE\Microsoft\Win
dows\CurrentVersion\UninstalNokcashbackmall Uninstall
HKEY_LOCAL_MACHINENSOFTWARE\cashbackkorea

6. Thodt khoi Registry.

49. Cach diét SpyGuarder

Mo ta

Phat hién: Ngay 23 thang 5 nam 2008.

Cap nhat: Ngay 23 thang 5 nam 2008 (12:12:39 PM).
Kiéu: Lam 16i chuong trinh tng dung.

Phién ban: 2.1.

Tén: SpyGuarder.

Viét bai: Trixo Development.

Su anh huong: Trung binh.
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Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1.

Vao Start > Run.

2. GO Regedit.
8
4. Tim va xo4 cdc gia tri:

Click chon OK.

HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run\"SpyGuarder" = "C:\Documents and
Settings\Administrator\spyguarder.exe"

HKEY_ CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Ext\Stats\{ F3642B57-3EA8-4EEA-A643-
9DE138381A57})
HKEY_CLASSES_ROOT\CLSID\{F3642B57-3EA8-
4EEA-A643-9DE138381A57}
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Explorer\Browser Helper

Objects\| F3642B57-3EA8-4EEA-A643-9DE138381A57}
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID
\{F3642B57-3EA8-4EEA-A643-9DE138381A57}

. Thoat khoi Registry.

50. Cach diét Spyware.ExpressKeylog

Mo ta

Phat hién: Ngay 30 thdng 5 nam 2008.

Cap nhat: Ngay 30 thang 5 nam 2008 (11:26:02 AM).
Kiéu: Spyware.

Mirc d6 phat tan: 2,223,616 Bytes.

Teén: Keylogger Express.
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Viét boi: Startupsoft.com.

Su anh hudng: Trung binh

Heé thong bi anh hudng: Windows 2000, Windows 95, Windows 98.
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

I. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod cdc gia tri:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Win
dows\CurrentVersion\RunOnce\"hsys" = "C:\PROGRAM
FILES\PCMONITOR\HSYS.EXE"

HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Policies\Associations

5. Thoat khoi Registry.

S1. Cach diét Spyware.Tuplnsight

Mo ta

Phat hién: Ngay 5 thang 6 nam 2008.

Cap nhat: Ngay 5 thang 6 nam 2008 (2:03:50 PM).

Kiéu: Spyware.

Mitc do phat tan: 2,223,616 Bytes.

Tén: Tuplnsight.

Viét boi: Tup Software Ltd.

Su anh hudng: Cao.

Hé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.
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Cdch diét
I. Vao Start > Run.
2. GO Regedit.

3. Click chon OK.
4. Tim va xo4 cdc gia tri:

HKEY_CLASSES_ROOT\WsSysSet
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\WsSysSet
HKEY_LOCAL_MACHINE\SOFTWARE\Classes\WsSys
Set\WsSysInfoExt
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\Uninstall\{ 89CA9704-64BD-4620-
8BB3-CA3F4C937034)
HKEY_ALL_USERS\Software\Microsoft\Windows\Curre
ntVersion\Explorer\MenuOrder\Start
Menu2\Programs\Tupsoft Tuplnsight
HKEY_LOCAL_MACHINE\SY STEM\ControlSet001\En
um\RooNLEGACY_TUPINSIGHTCAPTUREENGINE
HKEY_LOCAL_MACHINE\SY STEM\ControlSetO03\En
um\RooN\LEGACY _TUPINSIGHTCAPTUREENGINE
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Enum\Root\LEGACY _TUPINSIGHTCAPTUREENGINE
HKEY_LOCAL_MACHINE\SY STEM\ControlSet001\Ser
vices\TuplnsightCaptureEngine
HKEY_LOCAL_MACHINE\SY STEM\ControlSet003\Ser
vices\TuplnsightCaptureEngine
HKEY_LOCAL_MACHINE\SY STEM\CurrentControlSet\
Services\TuplnsightCaptureEngine
HKEY_CURRENT_USER\Software\Classes\Virtual Store\
MACHINE\SOFTWARE\Classes\WsSysSet
HKEY_CURRENT_USER\Software\Classes\VirtualStore\
MACHINE\SOFTWARE\Classes\WsSysSet\WsSysInfoExt
HKEY_CURRENT_USER\Software\Classes\Virtual Store\
MACHINE\SOFTW AREWMicrosoft\Windows\CurrentVersi
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onm\Uninstal\{ 89CA9704-64BD-4620-8BB3-CA3F4(C937034 }
HKEY_CURRENT_USER\VirtualStoreA\M ACHINE\SOF
TWARE\Classes\WsSysSet
HKEY_CURRENT_USER\VirtualStore\MACHINE\SOF
TWARE\Classes\WsSysSet\WsSysInfoExt
HKEY_CURRENT_USER\VirtualStore\MACHINE\SOF
TWAREWMicrosof\Windows\CurrentVersion\Uninstal[\{ 8
9CA9704-64BD-4620-8BB3-CA3F4C937034)
HKEY_CURRENT_USER\VirtualStore\MACHINE\SOF
TWAREWMicrosoft\Windows\Current Versiom\WindowsU
pdate\Auto Update\UAS

5. Khoi phuc lai gid tri ban dau:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\UninstalA\WinPcapInst

6. Thodt khoi Registry.

52. Cach diét Adware.Peppi

Mo td

Phat hién: Ngay 13 thang 6 nam 2008.

Cap nhat: Ngay 13 thang 6 nam 2008 (8:42:48 PM).

Kiéu: Adware.

Miic do phat tan: 721,920 Bytes.

Tén: Pepi.

Viét bai: Synatix GmbH.

Su anh hudng: Cao.

Hé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét
1. Vao Start > Run.
2. GO Regedit.
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3. Click chon OK.

4. Tim va xo4 céc gia tri:
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Run\"vhost" = "%System%\host.exe"
HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Win
dows\CurrentVersion\Uninstal[\peppi (Vorlagen-
Wizzard)\"DisplayName" = "peppi (Vorlagen-Wizzard)"
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\Current Version\Uninstall\peppi (Vorlagen-
Wizzard)\"UninstallString" = "C:\Program
Files\peppi_vorlagen\lisys.exe"
HKEY_CURRENT_USER\Software\Microsof \W indows\
CurrentVersion\Internet Settings\"AutoConfigURL" =
"Error! Hyperlink reference not valid. Data\proxy.pac"

HKEY_CURRENT_USER\Software\Policies\Microsoft\W
indows\CurrentVersion\Internet

Settings\"Enable AutoProxyResultCache" = "0"
5. Thoat khoi Registry.

53. Cach diét Backdoor.Bifrose.L

Mo ta

Phat hién: Ngay 12 thang 6 nam 2008

Cap nhat: Ngay 12 thang 6 nam 2008(4:27:32 PM).

Kiéu: Sau

Mitc do phat tan: 53,248 Bytes.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,

Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cach diet
1. Vao Start > Run.

2. Go6 Regedit.
3. Click chon OK.
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4. Tim va xod cac gia tri:
HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dows\CurrentVersion\policies\Explorer\Run\"waults" =
"%System%\waults.exe"
HKEY_CURRENT_USER\Software\Microsof \Windows\
CurrentVersion\Run\"netview" =
"% System%\netview.exe"
HKEY_CURRENT_USER\Software\Classes\V irtualStore\
MACHINE\SOFTWAREWMicrosoft\Windows\CurrentVer
sion\Policies\Explorer\Run\"waults" =
"% SystemY%\waults.exe"
HKEY_CURRENT_USER\VirtualStore\MACHINE\SOF
TWAREWMicrosof\Windows\CurrentVersion\Policies\Ex
plorer\Run\"waults" = "%System%\waults.exe"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Acti
ve Setup\Installed Components\{ ASCDF7EC-751B-46aa-
AD69-400SFEO80DES J\"'stubpath” =
"%System%\netview.exe s"
HKEY_CURRENT_USER\dentities\"Last User Identity"
= "0x00029B46"
HKEY_LOCAL_MACHINE\SOFTWARE\SKav\nck
HKEY_CURRENT_USER\SOFTWARE\SKav
HKEY_CURRENT_USER\Software\Classes\Virtual Store\
MACHINE\SOFTWAREWMicrosoft\Active Setup\Installed
Components\{ ASCDF7EC-751B-46aa-AD69-
4005FEO80DES }
HKEY_CURRENT_USER\VirtualStore\M ACHINE\SOF
TWAREWicrosoft\Active Setup\Installed
Components\{ ASCDF7EC-751B-46aa-AD69-
4005FEO80DES }
HKEY_CURRENT_USER\Software\Classes\VirtualStore\
MACHINE\SOFTWARE\SKav
HKEY_CURRENT_USER\VirtualStore\MACHINE\SOF
TWARE\Skav

5. Thoat khoi Registry.
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54. Diét virus W32.SillyDC va W32.Almanahe.B!inf

- T4c hai: Khong tat USB dugce va mot s6 phién toai khac.

Khi virus nay chay, né tu copy né vao thu muc %Windir%
hoac %System%. Sau dé n6 tao mot khod trong Registry dé
moi khi m& may la n6 tu khoi dong, ma doi khi né khong tao
moét khoéa nhu cdch thong thuong l1a Run, RunOnce... ma né
c6 thé tao tai bat cit diém nao trong Regitry, mién sau cic
di€ém né ghi lén c6 thé chay méi khi m& mdy. Virus nay tu
download mot s6 phan mém gidn diép.

C6 thé dung bat ctt phan mém nao diét virus ciing c6 thé
diét duoc.

55. Cach diét Virus W32.Almanahe.B!inf

- Midc d6 phd hoai: Rat thap.

- Trudce day virus c6 tén la W32.Corerink.A'inf.

- Loai virus: Virus

- Hé thong bi anh hudong: Windows 2000, Windows 95,
Windows 98, Windows Me, Windows NT, Windows Server
2003, Windows XP

Virus nay anh huong t6i file explorer.exe, do d6 céc
chuong trinh md 1én s€ tu nhién bi nhiém theo va lam cho
mdy chay cham lai. Day la loai virus anh hudng theo kiéu sau
Worm nén muc dich chinh cua né la download céc phan
mém doc hai vé may va danh cap thong tin.

C6 thé dung Symantec Antivirus dé diét.

56. Cach diét W32.Emsenush.A

Mo td

Phat hién: Ngay 28 thing 5 nam 2008.

Cap nhat: Ngay 28 thang 5 nam 2008 (1:00:53 PM).
Kiéu: Sau.
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Mitc do phat tan: 53,248 Bytes.

Heé thong bi anh huong: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.

4. Tim va xod c4c gia tri:
HKEY_CURRENT_USER\Software\Microsof AW indows\
CurrentVersion\Run\"csrss" = "% Windir%\csrss.exe"
HKEY_CURRENT_USER\Software\Microsof AW indows\

CurrentVersiom\Run\"MSMSGS" = "[PATH TO INSTANT
MESSAGE EXECUTABLE] /background”

5. Thoat khoi Registry.

57. Cach diét Trojan.Spryct

Mo td

Phat hién: Ngay 26 thang 5 nam 2008.

Cap nhat: Ngay 26 thang 5 nam 2008 (1:18:34 PM).

Kiéu: Trojan.

Mitc do phat tan: 79,360 Bytes.

Hé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cdch diét

1. Vao Start > Run.

2. GO Regedit.

3. Click chon OK.



4. Tim va xo0a cac gia tri:

HKEY_LOCAL_MACHINENSOFTWAREWMicrosoft\Win
dowsNT\CurrentVersiom\Winlogon\Notify\crypi\" Asynchr
onous" ="1"

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoit\Win
dowsNT\CurrentVersion\Winlogon\Notify\crypt\"DIINam
e" = "crypts.dll"

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dowsN'T\CurrentVersion\Winlogon\Notify\crypt\"Imperso
nate" ="1"

HKEY_LOCAL_MACHINE\SOFTWAREWMicrosoft\Win
dowsNT\CurrentVersion\Winlogon\Notify\crypt\"StartShel
I" ="Run"

5. Thoat khoi Registry.

58. Cach diét virus W32.Tufik.E

Mo ta

Phat hién: Ngay 17 thang 05 nam 2008.

Cap nhat: Ngay 17 thang 05 nam 2008 (10:22:01 AM).

Kiéu: Virus.

Muiic do phat tan: 60,141 Bytes.; 82,944 Bytes.

Heé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Cach diét

1. Vao Start > Run.
2. Go Regedit.

3. Click chon OK.

4. Tim va xo4 céc gia tri:
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HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersiom\Ext\Stats\{ C1498 DAO-135E-46EA-BO1B-
86042A31EDS82)
HKEY_CURRENT_USER\TypeLib\{ C1498 DB2-135E-
46EA-BO1B-86042A31EDS82}
HKEY_CURRENT_USER\nterface\{ CI498 DBF-135E-
46EA-BO1B-
86042A31ED82}HKEY_CURRENT_USER\IEFalgOb;.I
EFalgOb;
HKEY_CURRENT_USER\EFalgObj.IEFalgOb;.
HKCR\CLSID\{C1498DA0-135E-46ea-B01B-
86042A31EDS82
HKEY_USERS\ default\Software\Microsoft\Windows\Cur
rentVersiomM\Ext\Stats\{ C1498 DAO0-135E-46EA-BO1B-
.86042A31ED82}

5. Thoat khéi Registry.

59. Cach diét Trojan.Cymdos

Mo td

Phat hién: Ngay 16 thang 5 nam 2008.

Cap nhat: Ngay 16 thing 5 nam 2008 (1:53:20 PM).

Kiéu: Trojan.

Heé thong bi anh hudng: Windows 2000, Windows 95, Windows 98,
Windows Me, Windows NT, Windows Server 2003, Windows
Vista, Windows XP.

Clui v: Nhimg chi din sau day gén lién véi moi san pham diét clia
virus Symantec hién thoi va gan day, bao gom chuong trinh diét
virus Symantec va nhimg mat hang diét virus cia Norton.

1. Tat ché€ do System Restore (Windows Me/XP).

2. Cap nhat nhimng chuong trinh diét virus méi
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