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Tai li€u nay thuOc loai sich gido trinh nén cdc nguln thong tin c6 thé
dugc phép ding nguyén ban hodc trich ding cho cdc muc dich vé dao tao va
tham khdo.

Moi muc dich khac mang tinh 1éch lac hoac st dung v&i muc dich kinh
doanh thi€u lanh manh s& bi nghiém cam.



LOT NOI PAU

Yéu c8u cé cdc tai liéu tham khdo cho sinh vién cUa khoa Cong nghé
Thong tin ngay cang trd nén cdp thiét. Viéc bién soan tai liéu nay ndm trong
k& hoach xdy dung hé thGng gido trinh cdc mon hoc.

Muc tiéu cUa gido trinh nham cung c¢8p cho sinh vién mOt tai liéu tham
khdo chinh vé moén hoc Mang mdy tinh, trong do gi0i thi€u nhling khdi niém
cdin ban nhat vé hé thbng mang mdy tinh, dOng th0i trang bi nhing kién thlc
va mOt s6 kY néng chu yéu cho viéc bdo tri va quan tri mOt hé thdéng mang.
DPay c6 th€ coi la nhitng kién thlc ban ddu va nén tang cho cdc ky thudt vién,
quan tri vién vé hé thGng mang.

Tai liéu nay chia lam 2 phan:

Phén 1, bao gO0m nhiing khdi niém co ban vé hé thOng mang, nOi dung
chinh cla mé hinh tham chiéu cdc hé thOng m0 - OSI, nhling kién thlc vé
duong truyén vat Iy, khdi niém va ndi dung c0 ban cUa mdt s giao thUc
mang thuong ding va culi cing la gidi thiéu vé cdc hinh trang mang cUc bo.

Phan 2, trinh bay mOt trong nhiing hé diéu hanh mang thong thuodng
nhat hién dang diing trong thuc t€: hé diéu hanh mang Windows 2000 Server.
Ngoai phdn gi0i thiéu chung, tai liéu con hubng dan cdch thUc cai dat va
mot sO kién thUc lién quan dén vi€c quan tri tai khodn ngUuoi diing.

MG&c di da 6 nhing c6 gdng d€ hoan thanh gido trinh theo k€ hoach,
nhung do han ché vé thoi gian va kinh nghiém soan thdo gido trinh, nén tdi
liéu chac chan con nhimg khiém khuyét. R4t mong nhén dugc su déng gop y
kién cla hdi dbng thdm dinh va cdc thdy cé trong Khoa ciing nhU' cdc ban
sinh vién va nhiing ai st dung tai liéu nay.
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MON HOC: MANG MAY TINH
Ma m6n hoc: MH 22

Vi tri, ¥ nghia, vai tro va tinh chat clla mén hoc:
- Vi trf:



+ Médn hoc dugc b0 trf sau khi sinh vién hoc xong cidc mon hoc chung,

cdc mdn hoc co sG chuyén nganh dio tao chuyén mon nghé.

- Tinh chat:

+ LA moén hoc co s& chuyén mon nghé.

+La mon hoc phuc vu cho Ung dung cho cdc mon hoc vé mang
- Y nghia, vai trd clla mon hoc:

+La modn hoc khong thé thi€u cla nghé
Muc tiéu mon hoc:
- Trinh bay dugc céc thanh phan clla mo hinh OSI.
- Trinh bay cac topo mang LAN
- Liét ké céc thanh phan trong mang LAN
- Trinh bay nguyén tac hoat ddng cla hé thOng mang LAN
- Nhan dang chinh xdc c4c thanh phan trén mang

- Thié€t 1ap hé théng mang LAN cho cong ty.

- XU 1y céc su cO lién quan d€n hé thdng mang LAN.
- Binh tinh, chinh xdc trong thao tic k€t ndi hé théng mang mdy tinh.
- Nhanh nhay trong véc nhan biét 10i trong hé thOng mang.
No6i dung mon hoc:

Thoi gian
. Kié
Ma Bai Tén chuong muc TOng Ly o Tl\“'rc m
- thuye | hanh
sO tra*
t
MH22-01 | Gi6i thiéu chung vé | 8 4 2 2
mang
Mang thong tin va Ung
dung mo hinh dién todn
mang
Céc dich vu mang
MH22-02 | M6 hinh OSI 4 4 0
Cédc qui tdc va ti€n trinh
truy€n thong
M5 hinh tham khdo OSI
MH22-03 | Ky thuat mang cuc bo 12 8 4
CO ban vé truyén thong
MBbi truOng truyén
Thié€t bi mang
KV thuat mang Ethernet




MH22-04 | Topo mang 12 6 4 2
Cic ki€u giao két

Céc Topo vat ly

Cé4c phuong phdp truy cap
duOng truy€n dir liéu
MH22-05 | Céac bO giao thirc 12 8 4
Céc mo hinh va giao thUc
Netware IPX/SPX
Internet Protocols

Apple Talk

Kién tric mang sO héa
MH22-06 | B giao thitc TCP/IP 8 8 8 2
GiGi thiéu TCP/IP
MO0 hinh TCP/IP
Pia chi IP

Subnet Mask

Phan chia mang con

MH22-07 | Cong nghé WLAN va | 12 8 4
ADSL

Cong nghé WLAN

Cong nghé ADSL

C&u hinh Router ADSL va
WLAN

K&t hop ADSL va WLAN
MH22-08 | Cac phuong phip khac | 12 8 2 2
phuc su co

Céc su c6 mang

Tién trinh khac phuc su' cO

Chuong I: GIOI THIEU CHUNG VE MANG
Muc dich:
v Trinh bay dwoc sw hinh thanh va phdt trién cUa

mang mdy tinh.



v Trinh bay duoc mét s6 cdc dich vu co ban trén

mang.

v Phédn loai duoc cdc ki€u thiét k€ mang mdy tinh
thong dung.

v Tuén thu cdc quy dinh trong gio thuc hanh.

v Rén luyén tur duy logic d€ phan tich, tOng hop.

v Thao tic c@n thén, ti mi.

v Lam viéc theo nhom ting tinh chia s va lam viéc
cOng dong.

1. Mang théng tin va Ung dung.

Muc tiéu:

- Trinh bay duQc sU hinh thanh va phdt trién clUa mang mdy tinh.
1.1 So luokc lich su phat tri€n:

Vio gilta nh{ng nim 50, nhitng hé thOng mdy tinh dau tién ra doi s
dung cdc béng deén di€n tl nén kich thudc rat cOng k€nh va tidu tOn nhi€u
ning lugng. Viéc nhap d li€u vao mdy tinh dugc thuc hi€n thdong qua cdc
bia duc 10 va két qua dugc dua ra mdy in, di€u nay lam mat rat nhi€u thoi
gian va bat tién cho ngu0i st dung.

Pén gilta nhitng nim 60, ciing v&i su phat trién cla cac Ung dung trén
mdy tinh va nhu cau trao dGi thong tin v&i nhau, mOt s6 nha sdn xudt mdy tinh
da nghién clra ch€ tao thanh cong cic thié€t bj truy cap tU xa tdi cic mdy tinh
cUa ho, va diy chinh 13 nh{ing dang sO khai cUa hé thOng mang mdy tinh.

Pén dau nhitng nim 70, hé thOng thi€t bi ddu cudi 3270 cla IBM ra
ddi cho phép mé rOng kha ning tinh to4n cUa cic trung tim mdy tinh d€n cic
viing & xa. Pén gilra hitng nim 70, IBM di giGi thi€u mOt loat cic thi€t bi
dau cudi dudgc thi€t k€ ché tao cho linh vuc ngin hang, thuong mai. Thong
qua diy cdp mang cdc thi€t bi dau cudi c6 thé truy cap ciing mOt lic d€n mot
mdy tinh diing chung. P&n nim 1977, cong ty Datapoint Corporation di tung ra
thi truGng hé di€éu hanh mang clUa minh 13 “Attache Resource Computer
Network” (Arcnet) cho phép lién k€t cidc mdy tinh va cac thi€t bi dau cubi lai
bang ddy cdp mang, va d6 chinh 1a hé di€u hanh mang dau tién.

1.2 Khai niém chung

N6i mbt cich cO bdn, mang mdy tinh 13 hai hay nhiéu mdy tinh dugc
k€t nGi vGi nhau theo mOt cdch nao d6 sao cho chiing c6 th€ trao dGi thong tin
qua lai v6i nhau.



Hinh 1-1: M6 hinh mang co ban

Mang mdy tinh ra d&i xudt phit tU nhu cdu muOn chia sé va diing
chung d{r liéu. Khong c6 hé thOng mang thi d{f li€u trén cic mdy tinh dOc 1ap
muOn chia s& v&i nhau phai thong qua vi€c in an hay sao chép qua dia mém,
CD ROM, ... diéu nay giy rat nhi€u bat ti€n cho ngudi ding. Cdc mdy tinh
dugc két ndi thanh mang cho phép céic khd ning:

 SU dung chung cdc cong cu ti€n ich
Chia sé kho d{r liéu dung chung
Ting d0 tin cdy cla hé thdng
Trao d6i thong di€p, hinh dnh,

« Dung chung cic thi€t bi ngoai vi (mdy in, may v&, Fax, modem ...)

« Gidm thi€u chi phi va thoi gian di 1ai.

1.3 l'J'ng dung

Ngay nay nhu cdu xU Iy thong tin ngly cang cao. Mang mdy tinh ngay
cang tré nén qui quen thuOc ddi v4i moi ngUdi thudc moi tang 1&p khic
nhau, trong mQi linh vuc nhu: khoa hQc, quan su quOc phong, thuong mai,
dich vu, gido duc...

Hién nay & nhi€u n0i mang di trd thanh mOt nhu cau khong thé thi€u.
Ngu0di ta thdy dugc viéc k€t ndi cdc mdy tinh thanh mang cho ching ta
nh(ing khd niing méi to 16n nhu:

1.4 Mang cuc bo
MOt mang cuc b 1a su két n0i mOt nhém mdy tinh va cic thi€t bi két noi
mang dugc 18p dat trén mOt pham vi dia 1y gidi han, thudng trong mot toa
nha hodc mOt khu cong sG nao dé. Mang c6 tdc d0 cao
a. Mang dién rOng v0i két néi LAN to LAN

Mang di€n rOng bao gi0 ciing 13 su' k€t ndi cla cdc mang LAN, mang dién
rOng c6 thé trdi trén pham vi mOt viing, quOc gia hodc cd mOt luc dia thdm
chi trén pham vi toan cdu. Mang c6 tOc d0 truyén dit li€u khong cao, pham vi
dia 1y khong gidi han
b. Lién mang INTERNET
Vi su phét trién nhanh chéng cla cong nghé 1a su ra ddi cUa lién mang
INTERNET. Mang Internet 12 s@ hitu cUa nhan loai, 1a su' k€t hgp cUa rat
nhi€u mang d{t li€u khic chay trén nén tang giao thlic TCP/IP
c. Mang INTRANET



Thuc su' 1a mOt mang INTERNET thu nhé vao trong mOt cO quan/cong
ty/tG chlc hay mOt bO/nghanh . . ., gidi han pham vi ngudi s dung, c6 s
dung céc cong nghé ki€m sodt truy cap va bdo mat thong tin .
Puagc phiat trién tU cac mang LAN, WAN dung cong nghé INTERNET
2. Mo hinh di€n toin mang
Muc tiéu:
- Trinh bay dugc mOt sO cdc dich vU cO ban trén mang.

MOt kié€n tric dién todn ki€u mdi, k€t hop hi€u qud mot s6 1uong 16n
cdc hé thOng mdy chU va hé thdng 1uu tr{f vao trong mOt tai nguyén di€n todn
linh hoat va dua theo nhu cdu cUa ngu0i st dung dugc tri€n khai cho tat cd
cdc nhu cau dién todn cla doanh nghiép

3. Cac mang cuc bO, do thi va dién rOng.
Muc tiéu:
- Hiéu dugc mé hinh cdc mang LAN, WAN, Internet
1.3.1. Mang cuc bo

MOt mang cuc b0 1a su két ndi mOt nhém mdy tinh va céc thiét bi két
n0i mang dugc 1ap dat trén mOt pham vi dia 1y gidi han, thudng trong mot
toa nha hodc mOt khu cong s& nio dé. Mang cé tOc db cao

Tén goi “mang cUc bd” dugc xem xét tU quy mod cUa mang. Tuy nhién,
d6 khong phdi 1a dac tinh duy nhat clla mang cuc bd nhung trén thuc t€, quy
mo clUa mang quyé€t dinh nhi€u ddc tinh va cong nghé cla mang. Sau day 1a
mOt sO dac di€m cUa mang cuc bo:

- Péc diém clla mang cuc b0

+ Mang cuc b0 ¢6 quy mod nhd, thuOng 1a ban kinh dudi vai km.

+ Mang cuc bd thuong 1a s3 hitu clla mOt t6 chitc. Thuc t€ d6 1a di€u
kh4 quan trong d€ vi€c quan ly mang c6 hiéu qua.

+ Mang cuc b0 c¢6 tdc db cao va it 16i. Trén mang rOng t6c dO néi
chung chi dat vai trim Kbit/s d&n Mb/s. Con tOc d6 thong thuGng trén mang
cuc bd 1a 10, 100 Mbit/s va t6i nay vOi Gigabit Ethernet.

1.3.2. Mang dé thi MAN (Metropolitan Area Networks)

Mang d6 thi MAN hoat d0ng theo ki€u quang b4, LAN to LAN. Mang
cung cap cic dich vU thoai va phi thoai va truy€n hinh cdp. Trong mOt mang
MAN, c6 th€ st dung mOt hodc hai duOng truyén vat 1y va khong chlra thuc
thé chuyén mach. Dua trén tiéu chudn DQDB (Distributed Queue Dual Bus -
IEEE 802.6) quy dinh 2 cdp don két ndi tat cd cdc mdy tinh l1ai v&i nhau, cdc
mdy bén trai lién lac vGi cdc mdy bén phdi thong tin van chuyén trén dudng
BUS trén. Cdc mdy bén trai lién lac v0i cdc mdy bén phdi, thong tin di theo



duong BUS dudi. Hudng truyén dt liéu trén bus A Bus A ... Head-End Bus B
HuGng truyén d{ li€u trén bus B
1.3.3. Mang dién rong

Mang di€n rOng bao gi0 ciing 13 su k€t ndi cUa cdc mang LAN, mang
dién rOng c6 th€ tradi trén pham vi mOt viing, qudc gia hodc cd mot luc dia
thadm chi trén pham vi toan cau. Mang cé tOc d0 truyén dr li€u khong cao,
pham vi dia 1y khong giGi han

4. Cac dich vu mang
Muc tiéu:
- Biét duoc cdc dich vu mang
1.4.1. Dich vu truy nhap tu xa Telnet

Telnet cho phép ngudi st dung diing nhap tU xa vao hé thOng tU mot
thi€t bi ddu culi ndo d6 trén mang. V4i Telnet ngudi sU dung hoan toan cé
th€ 1am viéc v&i hé thOng tU xa nhu th€ ho dang ngdi 1am viéc ngay trudc
man hinh cUa hé thOng. K&t n6i Telnet 12 mOt két n6i TCP dung d€ truyén
d{r liéu vGi cic thong tin di€u khién.

1.4.2. Dich vu truyén tép (FTP)

Dich vu truyén t&p (FTP) 1a mOt dich vU cO bdn va phG bi€n cho phép
chuyén cic t€p d{t liéu gilta cic mdy tinh khic nhau trén mang. FTP ho trg
tat cd cdc dang tép, trén thuc t€ né khong quan tAm téi dang tép cho du dé 1a
t€p vin ban ma ASCII hay céc t€p dit li€u dang nhi phan. VGi cdu hinh cla
mdy phuc vu FTP, c6 th€ qui dinh quyén truy nhadp cla ngudi s& dung v&i
tung thu muc luu tr(r A liéu, tép di.

1.4.3. Dich vu Gopher

Trudc khi Web ra d0i Gopher 1a dich vu rat dugc ua chuOng. Gopher 1a
mot dich vu chuyén tép tudng tu nhu FTP, nhung né hd trg ngudi ding
trong vi€c cung cap thong tin v& tai nguyén. Client Gopher hi€n thi mOt thuc
don, ngudi dung chi viéc 1ua chon cdi ma minh can. K&t qua cla viéc lua
chon dudc thé hién & mOt thuc don khac.

Gopher bi giGi han trong ki€u cic dit li€u. N6 chi hi€n thi dif liéu dudi
dang ma ASCII mac du c6 th€ chuyén dit li€u dang nhi phan va hién thi n6
bang mOt phdn mém khic.

1.4.4 Dich vu WAIS

WAIS (Wide Area Information Serves) 13 mOt dich vuU tim ki€m d{r liéu.
WAIS thuOng xuyén bat dau viéc tim ki€ém d{ liéu tai thu' muc cla may
chU, noi cha toan bd danh muc cla cdc mdy phuc vu khdc. Sau d6 WAIS
thuc hién tim ki€m tai mdy phuc vu thich hgp nhat. WAIS c¢6 th€ thuc hién
cong vi€c clia minh v&i nhi€u loai d{ 1i€u khic nhau nhu vin ban ASCII,
PostScript, GIF, TIFF, dién thu ...



1.4.5. Dich vu World Wide Web

World Wide Web (WWW hay Web) 12 mOt dich vu tich hgp, sUf dung
don gidn va cé hi€u qud nhat trén Internet. Web tich hgp cd FTP, WAIS,
Gopher. Trinh duyét Web c6 th€ cho phép truy nhdp vao tat cd cic dich vu
trén.

Tai liéu WWW dudc viét bang ngon nglt HTML (HyperText Markup
Language) hay con g0i 1 ngdén nglt d4nh d&u siéu viin bdn. Sidu vin ban 1a
vin ban binh thuong cOng thém mot sO 1é€nh dinh dang. HTML c¢é nhiu céich
lien két vOi cac tai nguyén FTP, Gopher server, WAIS server va Web server.
Web Server 14 may phuc vu Web, ddp Ung cic yéu cdu v€ truy nhdp tai li€u
HTML. Web Server trao d6i céc tai liéu HTML bang giao th(c HTTP
(HyperText Transfer Protocol) hay con goi 12 giao thlc truy€n siéu vin ban.

Trinh duy&t Web (Web client) 13 chuong trinh d€ xem céc tai liéu Web.
Trinh duyét Web gli cdc URL dén mdy phuc vu Web sau d6 nhan trang Web
tU may phuc vu Web dich va hi€n thi ching. Khi giao ti€p v3i mdy phuc vu
Web thi trinh duyét Web s dung giao thUc HTTP. Khi giao ti€p v&i mot
Gopher server thi trinh duyét Web hoat dOng nhu' mOt Gopher client va sUf
dung giao thUic gopher, khi giao ti€p v&i mOt FTP server thi trinh duyét Web
hoat dOng nhu mét FTP client va dung giao thUc FTP. Trinh duyét Web c¢6
th€ thuc hién cdc cong viéc khic nhU ghi trang Web vao dia, gUi Email, tim
ki€ém x4u ky tU trén trang Web, hi€n thi t&€p HTML ngubn cUa trang Web,
v.v... Hién nay c6 hai trinh duy&t Web dugc s dung nhi€u nhat 13 Internet
Explorer va Netscape, ngoai ra con mOt sO trinh duyét khic nhu Opera,
Mozila, ...

1.4.6. Dich vu thu dién ti (E-Mail)

Dich vu thu dién tU (hay con goi la dién thu) 1a mOt dich vu thong
dung nhat trong moi hé thOng mang du 16n hay nhd. Thu dién t& dugc sir
dung rOng rdi nhu mOt phuong tién giao ti€p hang ngay trén mang nhO tinh
linh hoat va phG bi€n cUa né. TU cic trao dGi thu tin thong thuGng, thong tin
quang céo, ti€p thi, d€n nhing cong vin, bdo cdo, hay k€& cd nhing ban hop
dOng thuong mai, chlng tU, ... tat cd déudugc trao d6i qua thu dién tL.

MOt hé thOng di€én thu dugc chia 1am hai phan, MUA (Mail User
Agent) va MTA (Message Transfer Agent). MUA thuc chat 13 mOt chuong
trinh 1Am nhi€ém vU tuong tdc truc ti€p vGi ngUdi diing culi, gitip ho nhan
thong diép, soan thdo thong dié€p, luu cic thong di€p va gli thong diép.
Nhi€m vu cla MTA 12 dinh tuy€n thong di€p va xU 1y c4c thong di€p dén tUr
hé thOng cla ngudi ding sao cho cicthong diép d6 dén dugc ding hé thOng
dich.

a.  Dia chi dién thu.



Hé thOng dién thu hoat dbng ciing gidng nhu mOt hé thOng thu buu dién.
MOt thong di€p dién t& muOn dén dugc dich thi dia chi ngudi nhan 14 mot
y€u td khong th€ thi€u. Trong mOt hé thdng dién thu mbi ngudi c6 mOt dia
chi thu. TU dia chi thu sé x4c dinh dugc thong tin clUa ngU0i s& hitu dia chi
d6 trong mang. N6i chung, khéng c6 mOt qui tac thOng nhat cho viéc danh dia
chi thu, bdi vi mOi hé thu 1ai ¢6 thé st dung mOt qui UdGc riéng vé€ dia chi.
D€ gidi quyét van dé nay, ngudi ta thudng sU dung hai khuon dang dia chi
12 dia chi mién (Domain-base address) va dia chi UUCP (UUCP address, dugc
st dung nhi€u trén hé di€u hanh UNIX). Ngoai hai dang dia chi trén, con cé
mOt dang dia chi n{ra tao thanh bdi su k€t hgp cla cd hai dang dia chi trén,
0i 1a dia chi hon hop.

Dia chi mién 1a dang dia chi thong dung nhat. Khong gian dia chi mi€n c6
cau triic hinh cdy. MOi niit ca ciy c¢6 mOt nhan duy nhat ciing nhut mOi ngudi
dung c6 mOt dia chi thu duy nhat. Céc dia chi mién xdc dinh dia chi dich tuyét
doi cUa ngudi nhan. Do d6, dang dia chi nay dé st dung doi v4i ngudi ding:
ho khong can biét dich xdc dudng di cUa thong di€p nhu thé nao.

Dia chi tén mi€n c6 dang nhu sau:
thong_tin_ngUdi_dung @thong_tin_tén_mi€n
Phan “thdng_tin_tén_mién” gdm c6 mOt xau cdc nhin cich nhau bdi mOt dau
cham (*.”).
b. Cau triic cla mOt thong diép
MOt thong diép dién t&r gém cé nhimg thanh ph@n chinh sau ddy:

v Phong bi (Envelope): ch(a cic thong tin vé dia chi ngudi gli
thong di€p, dia chi ngudi nhan thong di€p. MTA sé s dung nhing
thong tin trén phong bi d€ dinh tuy€n thong diép.

v Pau thong diép (Header): ch(fa dia chi thu cUa ngudi nhén.
MUA s dung dia chi nay d€ phan thong di€p vé ding hOp thu cla
ngUOi nhan.

4 Than thong di€p (Body): ch(ta n0i dung cUa thong di€p. Phan
dau thong di€p bao gdm nhiing dong chinh sau:

To: Dia chi cUa ngudi nhan thong diép.

From: Dia chi cUa ngu0i gUi thong diép.

Subject: M6 ta ngan gon vé ndi dung cla thong diép.

Date: Ngay va thOi gian ma thong diép bat dau dugc gUi.

Received: Duoc thém vao bdi m6i MTA cé mat trén duOng ma
thong di€p di qua d€ tGi dugc dich (thong tin dinh tuy€n).

Cc: Cic dia chi cUa ngudi nhan thong di€p ngoai ngUOi nhan
chinh & truOng “To:”.



Chuong 2:
MO HINH OSI
Muc tiéu:

v' Trinh bay duoc khdi niém va cau triic cUa cdc 10p trong mo

hinh OSL.
v’ Trinh bay duoc nguyén tac hoat ddéng va chtrc ning cUa tumg
16p trong mé hinh.

v' Phan biét duoc chlrc ning cUa ttng 10p trong mé hinh OSI.
v' Tudn thu cdc quy dinh trong gio thuc hanh.
v' Reén luyén tw duy logic d€ phan tich, téng hop.
v’ Thao tdc c@n th@n, ti mi.
v' Lam viéc theo nhom ting tinh chia sé va lam viéc cOng déng.
2.1. Céc quy tac va tién trinh truyén thong
Muc tiéu:
- Biét du'gc cdc quy tdc, mo hinh mang, truyén théng
2.1.1. SU can thiét phdi c6 mo hinh truyén thong

P& mOt mang mdy tinh tr& mOt moi trudng truyén dir liéu thi né can
phdi cé nhing yéu t6 sau:

+ MOi mdy tinh can phdi c6 mOt dia chi phan biét trén mang.
Viéc chuyén d{f liéu tUr may tinh nay dén mdy tinh khic do mang thuc hién
thong qua nhitng quy dinh thGng nhat goi 1a giao thUc clla mang.

+ Khi cdc mdy tinh trao d6i dit 1liéu v&i nhau thi mOt qué trinh truyén
giao d{f liéu dia dugc thuc hién hoan chinh. Vi du nhu d€ thuc hién viéc
truy€n mot file gilta mOt may tinh v4i mOt mdy tinh khic cing duQc gan trén
mOt mang cic cong vi€c sau day phdi dugc thuc hién:

+M4dy tinh can truy€n can biét dia chi clla mdy nhan.

+ Mdy tinh can truyén phdi x4c dinh dugc mdy tinh nhan di saiin sing nhan
thong tin

+Chuong trinh gUi file trén may truyén can xéc dinh dugc rang chuong
trinh nhan file trén may nhan di saiin sang ti€p nhan file.

+ Né€u cdu tric file trén hai mdy khong giOng nhau thi mOt mdy phai
1am nhi€m vu chuyén dGi file tUf dang nay sang dang kia.

Khi truyén file may tinh truyén can thong bdo cho mang biét dia chi
cUa mdy nhan d€ c4c thong tin dugc mang dua tdi dich.

Diéu trén dé cho thdy gilta hai may tinh di c6 mdt su ph6i hop hoat
dOng & mUc d0 cao.



Bay gio thay vi chiing ta xét cd qua trinh trén nhU 12 mOt qu4 trinh chung
thi ching ta s€ chia qua trinh trén ra thanh mot so cong doan va moi cong
doan con hoat dOng mOt céch dOc 1ap vdi nhau. o] day chuong trinh truyen
nhén file cUa mOi mdy tinh dudc chia thanh ba module 1a: Module truy€n va
nhan File, Module truy€n thong va Module ti€p can mang. Hai module tuong
Ung s€ thuc hién vi€c trao d6i v4i nhau trong do:

Module truy€n va nhan file can dugc thuc hién tat cd cic nhiém vu
trong cdc Ung dung truyén nhan file. Vi du: truy€n nhdn thong sO vé file,
truyén nhan cic mau tin cUa file, thuc hién chuyén d6i file sang cic dang
khic nhau n€u can. Module truyén va nhdn file khong can thi€t phdi truc ti€p
quan tam tGi viéc truy€n d{f 1liéu trén mang nhu th€ nao ma nhi€ém vu d6
dudgc giao cho Module truyén thong.

Module truy€n thong quan tdm t&i vi€c cic mdy tinh dang hoat ddng va
saiin sang trao dGi thong tin vGi nhau. N6 con ki€m soét cdc d{f liéu sao cho
nhlng d(r liéu nay c6 th€ trao d0i mOt cdch chinh x4c va an toan gi(ta hai mdy
tinh. Pi€u d6 c6 nghia 1a phai truyén file trén nguyén tac ddm bdo an toan cho
d{r liéu, tuy nhién & day ¢ th€ c6 mOt vai mUc dO an toan khic nhau dugc
danh cho tUng Ung dUHg o) day viéc trao dGi dit 1iéu gilra hai mdy tinh khong
phu thubc vao ban chat clia mang dang lién két chiing. Nhiing yéu cau lién
quan dén mang da dugc thuc hién & module th( ba 13 module ti€p can mang
va n€u mang thay d6i thi chi c6 module ti€p cdn mang bi dnh hudng.

Module ti€p can mang dugc xay dung lién quan dén cic quy cich giao
ti€p v&i mang va phu thudc vao ban chat cla mang. N6 ddm bdo viéc
truy€n di{t liéu tIr m4y tinh nay d€n mdy tinh khic trong mang.

Nhu vay thay vi xét cd qud trinh truyén file v4i nhi€u yéu cau khic
nhau nhu moOt ti€n trinh phlc tap thi ching ta c¢6 th€ xét qud trinh dé vGi
nhi€u ti€n trinh con phan biét dua trén viéc trao d6i gilta cic Module tudng
Ung trong chuong trinh truyén file. C4ch nay cho phép chiing ta phan tich kY
qua trinh file va dé dang trong viéc viét chuong trinh.

Viéc xét cdc module mOt cach dOc 1ap v6i nhau nhu vay cho phép gidm
d0 phUc tap cho viéc thiét k€ va cai dat. Phuong phap nay dugc s dung
rOng rédi trong viéc xdy dUung mang va cic chuong trinh truyén thdng va dugc
g0i 12 phuong phdp phan tang (layer).

Nguyén tac cUa phuong phdp phan tang la:

MO0i hé thOng thanh phan trong mang dugc xay dung nhu mot cdu tric
nhi€u tang va d€u c6 cdu tric giOng nhau nhu: s6 lugng tang va chlic ning
cUa mOi tang.



Cédc tdng nam chOng 1én nhau, d{ liéu dugc chi trao doi truc ti€p gilra
hai tang k& nhau tUr tang trén xuOng tang dudi va nguoc 1ai.

Cung v3i viéc xdc dinh chlc ning clla mOi tang chiing ta phdi xdc dinh
mOi quan hé gilta hai tAng k& nhau. D{t li€u dugc truyén di tU tang cao nhat
cUa hé thOng truyén lan 1uot dén tang thap nhat sau dé truyén qua dulng
n0i vat 1y dudi dang céc bit tdi tang thap nhat cla hé thOng nhan, sau dé dit
liéu dugc truyén ngugc 1én 1an lugt dén tang cao nhat clia hé thdng nhan.

Chi c6 hai tang thap nhat c6 lién k&t vat Iy v&i nhau con céc tang trén
ciing thU tu chi ¢6 cdc lién két logic v&i nhau. Lién két logic cla mOt tang
dugc thuc hién thdng qua cdc tang dudi va phdi tuan theo nhling quy dinh
chat ché, cic quy dinh d6 dudc goi giao thUc cla tang.

2.1.2. Nguyén tac phan tang

TG chirc tiéu chudn qubc t€ ISO quy dinh cic quy tac phan tang nhu
sau:

- Khong dinh nghia qui nhi€u tang, sO luong tang, vai trd va chlc ning
cUa céc tang trong mOi hé thOng clla mang 12 nhu nhau, khong qué phlc tap
khi x4c dinh va ghép ndi cdc tang. ChUc ning cic tang dOc 1ap v&i nhau va c6
tinh m@.

- Trong mOi hé thOng, can xé4c dinh r6 mOi quan hé gilta cic tang ké
nhau, mOi quan hé nay goi 1a giao di€n tang (Interface). MOi quan hé nay quy
dinh nh(ing thao tic va dich vU cO ban ma tang ké dudi cung cap cho tang ké
trén va sO cdc tuong tac qua lai gi(ra hai tang k& nhau 12 nho nhat.

- X4c dinh mOi quan hé gi(ta cic dOng tang d€ thOng nhat vé€ céc
phuong thUc hoat ddng trong qué trinh truy€n thong, mOi quan hé d6 1a tap
cdc quy tac va cic thod thudn trong hoi thoai gilta cic hé thOng, goi 1a giao
thUc tang.

- D{I liéu khong dugc truyén truc ti€p tU tang th(i cUa hé thOng phat
sang tang th'i cUa hé thOng nhan (trr tang thap nhat- tang vat 1y) ma dugc
chuyén tU tang cao xulng tang thap nhat bén hé thOng phat va qua dudng
truy€n vat 1y, d{t liéu 1a chudi bit khdng cdu tric dugc truyén sang tang thap
nhat cla hé thOng nhan va t& d6 dit 1iéu dugc chuyén ngugc 1én cic tang
trén. Gi(ra cdc dOng tang xdc dinh lién két logic, gilta cdc tang vat 1y c6 lién
két vat ly. Nhu vay moi mOt tang c6 hai quan hé: quan hé theo chi€u ngang
va quan hé theo chi€u doc. SO 1uong céc tang va cic giao thlc tdng dugc goi
13 ki€n tric mang (Network Architecture). Quan hé theo chi€u ngang phan
anh su hoat dOng cla cdc dOng tang. Cac dOng tang trudc khi trao dOi thong
tin v4i nhau phai bat tay, hdi thoai va thda thudn v&i nhau bang cac tham sO
cUa céc giao thUc (hay la thU tuc), dugc goi la giao thUc tang. Quan hé theo
chi€u doc 1 quan hé gilta cdc tang k& nhau trong cing mOt hé thOng. Gilra



chiing tOn tai giao di€n x4c dinh cdc thao tac nguyén thUy va cic dich vu tang
dudi cung cap cho tang trén. Pugc goi 12 giao di€n tang.

Trong mOi mOt tdng c6 mOt hodc nhi€u thuc thé (Entity) hoat dOng.
Céc thuc thé c6 thé 1a mOt ti€n trinh (Process) trong mOt hé da xUr 1y, hodc c6
th€ 12 mOt chuong trinh con....Chiing thuc hi€n cic chlc ning cUa tang N va
giao thUc truyén thong véi cac thuc th€ dOng tang trong cic hé thOng khic.
Ky hiéu N_Entity 1a thuc th€ tang N. Céc thuc thé truyén thong vGi céc thuc
th€ tang trén né va cac thuc th€ tang dudi n6 thong qua cic di€m truy nhap
dich vu trén cdc giao dién SAP (Service Access Point). Cdc thuc thé phdi biét
n6 cung cap nhling dich vu gi cho c4c hoat dOng tang trén k& né va céc hoat
dOng truyén thdng cla né dugc st dung nhlng dich vu gi do tang ké dudi n6
cung cap thong qua cic 10i g0i ham qua cic di€m truy nhdp SAP trén giao
dién c4c tang. Khi mo td hoat dOng cla bat kY giao thlic ndo trong mod hinh
OSI, can phdi phan biét dugc cic dich vu cung cap bdi tang ké dudi, hoat
dOng bén trong cUa tang va cdc dich vu ma né khai thac. Su tich biét gilra céc
tang gitp cho viéc bl sung, stta d0i chlc ning cla giao thlic tang ma khong
anh hudng dén hoat dOng cla cic tang khic
2.2. M6 hinh tham khao OSI (Open Systems Interconnect)

Muc tiéu:
- Hi€u ré cdu triic va hoat ddng cla mé hinh mang OSI
2.2.1. Kié€n triic ctia md hinh OSI

O thoi kY ddu cla cong nghé ndi mang, viéc gl va nhdn di liéu
ngang qua mang thuOng gdy nham 1an do cdc coéng ty 16n nhu IBM,
Honeywell va Digital Equipment Corporation tU dé ra nh{ing tiéu chudn riéng
cho hoat dOng két n6Gi may tinh.

Nim 1984, tG chlc Tiéu chudn hod Qubc té - ISO (International
Standard Organization) chinh th(c dua ra md hinh OSI (Open Systems
Interconnection), 1a tdp hop cic ddc di€m kY thudt mo tad ki€n tric mang
danh cho viéc k€t ndi cic thi€t bi khong cting chling loai.

M6 hinh OSI dugc chia thanh 7 tang, mOi tdng bao gdm nhling hoat
dOng, thi€t bi va giao thlc mang khac nhau.
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Hinh 2-1 mé hinh OSI chia 7 tang
2.2.2. Su ghép néi gilra cac muc
Mo hinh OSI dugc bi€u dién theo hinh dudi day:

Lép rng dung
[application)

Lévp thé hign
[presentation)

Lérp phién
[session)

Lép  chuyédn  wvén
[transport)

Lép mang
[network)

Lérp lign két div lidu
(data link)

Lop vt Iy

|[ph1,-'sical limk) |

M0 hinh OSI phan chia thanh 7 1&p bao gbm cac 18p Ung dung, 18p thé
hién, 18p phién, 18p van chuyén, 16p mang, 16p lién két va 1&p vat 1y. Mo
hinh OSI ciing dinh nghia phan tiéu dé (header) clla don vi d{t li€u va mGi lién
két gilra cdc 1Gp, viéc gan thém phan mao dau (header) d€ chuyén dit liéu tur



cdc 10p trén xubng 18p dudi va mé géi 1a chlc ning gd bd phan mao dau dé
chuyén d{f liéu 1én 16p trén.

2.2.3. Phuong thuic hoat ddng cla céc tang trong mod hinh OSI

a. Tang Vat ly (Physical).

Piéu khi€n viéc truyén tdi thuc sU cic bit trén duOng truy€n vat ly. N6
dinh nghia cic thulc tinh vé c0, di€n, qui dinh céc loai dau noi, y nghia cic
pin trong dau ndi, qui dinh c4dc mUc dién thé cho cic bit 0,1,..

b. Tang lién k€t d( liéu (Data Link Layer)

Tang nay ddm bdo truyén tai cic khung d{t liéu Frame gilta hai mdy tinh ¢
duOng truy€n vat 1y n6i truc ti€p vGi nhau. N6 cai dat co ché€ phat hién va
xU 1y 16i d(r 1iéu nhan

C. Téng mang (Network Layer)

Tang nay ddm bdo cdc géi tin dif li€u (Packet) c6 thé truy€n tUf may tinh nay
dén mdy tinh kia cho du khdng c6 duGng truyén vat 1y truc ti€p gilra chiing.
N6 nhan nhiém vu tim duOng di cho dit li€u dén cé4c dich khic nhau trong
mang.

d. Tang van chuyén (transport Layer)

Tang nay ddm bdo truyén tdi dit liéu gilta cic qua trinh. D{ liéu g6i di
dugc ddm bdo khong c6 10i, theo diing trinh tu, khong bi mat, tring 1ap. Doi
vOi céc gdi tin.

2.3. Khai niém tang vat Iy OSI
Muc tiéu:
- Hi€u duoc tang vat Iy clia moé hinh mang OSI

Tang vat 1y (Physical layer) 1a tang dudi cung clla md hinh OSI 1. N6
mo ta cdc dac trung vat 1y cla mang: Cic loai cdp dugc ding d€ nli cic
thi€t bi, cdc loai ddu ndi dugc dung , cdc diy cép c6 th€ dai bao nhiéu v.v...
Mat khéc cic tang vat 1y cung cap cic dac trung di€n cla céc tin hi€u dugc
dung d€ khi chuyén dit liéu trén cdp tU mOt may nay dén mOt mdy khic cla
mang, kY thudt ndi mach dién, tdc dO cép truyén dan.

Tang vat ly khong qui dinh mOt ¥ nghfa nao cho cdc tin hi€u d6 ngoai
céc gid tri nhj phan 0 va 1. O cdc tdng cao hon clla md hinh OSI ¥ nghia cla
cdc bit dugc truyén 4 tang vat ly sé dugc xic dinh.

Vi du: Tiéu chudn Ethernet cho cép xodn d6i 10 baseT dinh 15 cic dac
trung dién cla cdp xodn ddi, kich thudc va dang cla cic dau nbi, d6 dai tOi
da cUa cép.

2.3.1. Vai tro va chic niing cUa tang vat Iy

Khic vGi cdc tang khéc, tang vat 1y 1a khong cé géi tin riéng va do vay

khéng c6 phan dau (header) ch(fa thong tin di€u khién, d{t 1iéu dugc truyén



di theo dong bit. MOt giao thlc tang vat 1y tOn tai gilta cic tang vat Iy d€ quy
dinh vé phuong thlc truyén (d0ng bd, phi ddng bd), tdc db truyén.
2.3.2. Cac chuan cho giao dién tang vat Iy

- Tang vat Iy lién quan dén truy€n dong céc bit gilta cdc may vGi nhau
bang dudng truy€n vat ly. Tang nay lién két cdc giao dién ham cO, quang va
dién vGi cap. Ngoai ra né cting chuyén tai nhiing tin hiéu truyén dr liéu do
céc tang & trén tao ra.

- Viéc thi€t k& phdi bdo ddm néu bén phat gl bit 1 thi bén thu cling
phdi nhan bit 1 ch& khong phai bit 0

- Tang nay phadi quy dinh rd mUc dién 4dp bi€u dién dr liéu 1 va 0 1a
bao nhi€u von trong vong bao nhiéu giady

- Chiéu truyén tin 1a 1 hay 2 chiéu, cdch thUc két n6i va huy bd két
nOi

- Dinh nghia cich k€t ndi cap v&i card mang: bO nOi cé bao nhiéu chan,
chlc ning cUia mOi chin
Tém lai: Thi€t k€ tang vat 1y phdi gidi quyét cdc van dé ghép nbi co, dién,
tao ra cac ham, thQ tuc d€ truy nhdp duOng truy€n, duOng truy€n céc bit.
2.4. Cac khai niém tang két ndi dir liéu OSI
Muc tiéu:

- Hiéu dugc téng két néi dir 1iéu cla mé hinh mang OSI

La tdng ma G dé y nghia dugc gan cho cic bit dugc truyén trén mang.
Tang lién k&t d{r 1iéu phdi qui dinh dugc dang thUc, kich thudc, dia chi may
g(fi va nhan cla mOi géi tin dugc gUi di. N6 phdi xé4c dinh cO ché truy nhap
thong tin trén mang va phuong tién gli moi géi tin sao cho né dugc dua dén
cho ngU0i nhan da dinh.

2.4.1. Vai tro va chtic ning cUa tang lién két dir liéu

Tang lién két dif liéu cung c8p cach phat hién va s(a 16i cd ban dé
dadm bdo cho d{tli€u nhan dugc gidng hoan toan vGi dit 1iéu gl di. Néu mOt
g6i tin ¢6 10i khong stta dudc, tang lién k&t dit 1iéu phai chi ra dugc céch
thong bdo cho noi gli biét géi tin d6 ¢ 16i d€ né gUi 1ai.

Tang lién két d{r liéu c6 hai phuong thic lién k€t dua trén cach két noi
cdc mdy tinh, d6 1a phuong thic “ mOt di€m — mOt di€m” va phuong thic
“mOt di€m — nhi€u di€m”. V&i phuong thlc “mot di€m” cic dudng truyén
riéng bi€t dugc thi€t 1ap d€ ndi cic cdp mdy tinh 1ai v&i nhau. Phuong thlc
“mOt di€m — nhi€u di€m” tat cd cdc mdy phan chia chung m6t dudng truyén
vatly.
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Hinh 2-2a va hinh 2-2b: Cdc duOng truyén két n0i ki€u “mOt di€m” va
“mOt di€ém — nhi€u diém”

Ciéc giao thUc tang lién k&t d{ li€u chia 1am 2 loai chinh 14 cic giao
thUc hubng ky tu va cdc giao thUc hudng bit. Cac giao thUic huGng ky tuU
dudgc xay dung trén cdc ky tU dac biét clla mOt b0 ma chudn nao do, trong khi
d6 céac giao thUic hudng bit 1ai dung cdc cdu tric nhi phan d€ xay dung cic
phan tU cla giao thUc va khi nhan, d{t li€u sé dugc ti€p nhan 1an 1ugt tlng
bit mOt.

2.4.2. Cac giao thtirc hudng ky tu

Céc giao thUc thién hudng ki tu dugc dung trong cic Ung dung di€m
n0Oi di€m va ca da di€ém. Pac trung cla giao thUc nay la dung céc ki tU di€u
khién d€ thuc hién cic chlc ning di€u khi€n lién quan dén qudn ly dit lién
két, ddnh dau dau va culi frame, ki€m sodt 10i va “trong subt” dit liéu. Trong
subt d{F 1iéu 1a chic ning ddc biét nham ngin chdn su nham 18n d{ liéu va
thong tin di€u khién.
trong khi dé cap dén cic giao thlc hudng ki tU, ching ta da xem xét mOt lién
két s0 li€u di€m-nOi-di€m via mOt lubng frame don cong (mOt chi€u) d€ trinh
bay c4c khia canh khic nhau cUa céc giao thUc lién két. Tuy nhién, trong hau
hét cic Ung dung thuc t€ chiing ta phdi m& rOng cic khdi niém da dugc chap
nhan sO liéu dugc trao dbi theo cd hai hudng. Tuong tu, n€u nhu cé nhi€u
hon hai chU thé€ truyén tham gia vao trong cau hinh da di€m, ching ta phai
can dén mOt phudng phip di€u khi€n truy nhdp vao mdi truGng chia sé.
Chiing ta s€ ban d€n cac chl di€m nay khi khdo sit cac giao thlc khic nhau.
2.4.3. Cac giao thtrc hudng bit

Tat cd cdc giao thlc lién két sO liéu m&i déu 1a giao thlc thién hudng
bit. LUu ¥ rang céc giao thlic nhu vay duoc st dung cdc mau bit di dugc
dinh nghia thay cho cic ki tU di€u khi€én truyén d€ danh ddu m3 dau hay két
thiic mOt frame. Mdy thu duyét ludng bit thu theo tUng bit mOt d€ tim mau bit
dau va culi frame. Ba phuong phép bdo hi€u bat ddu va két thic mot frame
dugc goi 1a phan dinh danh giGi frame (dilimiting)



- Mau bit duy nhat khong tring véi mau nao bat dau két thic mot
frame dudc g0i 1a cO (01111110), k€t hop vGi kY thudt nhoi cac bit 0.

- MOt mau bit duy nhat dugc danh ddu dau frame, dudc goi 1a danh
giGi dau frame (10101011) va mOt bit chi chi€u dai (don vi 12 byte) trong phan
heade cUa frame

- MAu xdc dinh danh giGi dau va culi frame duy nhat gbm cic bit dugc
tao ra do cudng bUc ma héa

Nhin chung phuong phip dau tién dugc dung vGi giao thlc di€u khi€n
lién két sO li€u mUc cao (HDLC), trong khi d6 hai phuong phdp con lai dugc
dung v&i giao thUc LLC. Trong thuc t& hdu hét céc giao thlic thién hudng bit
déu 1a dan xudt tU giao thirc HDLC.

2.5. Khai niém tang mang OSI

Muc tiéu:

- Hiéu duoc tang mang ca mo hinh OSI
2.5.1. Vai tro va chic niing clla tang mang

Tang mang 1a tang th( ba clla mo6 hinh OSI. Muc tiéu chinh cUa né 1a
di chuy€n dir liéu tGi cdc vi tri mang xdc dinh. DE 1am di€u nay, né dich cic
dia chi 16gic thanh dia chi vat Iy tuong Ung va sau d6 quy€t dinh con duOng
tOt nhat cho viéc truyén d{t li€u t& mdy gUi tGi mdy nhan. Di€u nay tuong tu
nhU cong viéc ma tang lién k€t d{r 1iéu thuc hi€n thong qua viéc dinh dia chi
thi€t bi vat ly. Tuy nhién, vi€c dinh dia chi cUa tang lién k€t d(r 1i€u chi hoat
dOng trén mOt mang don. Tang mang md td cidc phudng phip di chuyén
thong tin gilta nhiéu mang ddc 1dp (va thuOng 1a khong gibng nhau) — dugc
g0i 1a lién mang (internetwork)

Vi du, cdc mang cuc bd (LAN) Token Ring hodc Ethernet cé céc ki€u
dia chi khdc nhau. D€ két n6i hai mang ny, ta can mOt cd ch€ dinh dia chi
gidng nhau ma cé thé dugc hi€u bGi cd hai loai mang d6. Khd ning nay
dudc cung cap bGi giao thUc chuyén dbi gdéi Internet (Internet Packet
Exchange — IPX) — m0t giao thUc tdng mang trong hé di€éu hanh Novell
Netware.

Viéc dinh dia chi cUa tang lién két d{t liéu d€ chuyén d{ liéu tdi tat
cd cdc thi€t bj dugc gan t6i mOt mang don va nhd vao cic thi€t bi nhdn dé
x4c dinh xem d{ li€u c6 dugc truyén t&i né hay khong. Trai 1ai, tng mang
chon mOt con duOng xdc dinh qua mOt lién mang va tranh gi A li€u t6i céc
mang khong lién quan. Mang thuc hién di€u nay bang viéc chuyén mach
(switching), dinh dia chi va cic gidi thudt tim duOng. Tang mang ciing chiu
trach nhiém dam bdo dinh tuyén (routing) dt liéu ding qua mot lién mang
bao gOm c4dc mang khong giOng nhau.



MOt van dé cé th€ ndy sinh khi vi€c dinh tuy€n d{t liéu qua mOt lién mang
khong dOng dang 1a su khac nhau cUa kich thudc géi dif li€u ma mbi mang
c6 thé chadp nhan. MOt mang khong thé gUi dit li€u trong cdc géi c6 kich
thudc 16n hon kich thudc cla géi dit li€u ma mOt mang khéac c6 th€ nhan
dugc. D€ gidi quyét van dé nay, tang mang thuc hién moOt cong viéc dugc
g0i 1a st phdn doan (segmentation). V&i sU phan doan, mOt géi dit liéu dugc
phan tach thanh cdc gi nhd hon ma mang khic c6 thé hi€u dugc - goi la cic
packet. Khi cic g6i nhO niay dén mang khic, ching dugc hop nhat
(reassemble) thanh g6i c¢6 kich thudc va dang ban dau. Toan b0 su phdn doan
va hop nhdt nay xay ra & tdng mang cUa md hinh OSI
2.5.2. Cac ky thuat chon duong trong mang may tinh

Khi quy md dia 1y cUa c4dc mdy tinh can két nOi khd rOng thi khong thé
dung mang cUc b0 vGi két nOi thong qua cdc dudng cap truc ti€p dugc nlra.
Khi cdp qud dai, tin hiéu s& bj suy gidm, bi nhi€u. Mat khac mdc du séng
dién tU truyén rdt nhanh, bao gi0 ciing c6 mot dd tré ma mot sO kY thudt
mang cUc b0 phadi tinh dén. Vi th€ phdi c6 moOt ciach két ndi mang rOng voi
cong nghé khic.

C6 thé xay dung mang rOng bang céch lién két cidc mang cuc bO qua cic
duong truy€n vién thdng (nhU cdp quang, cic dudng truyén riéng, vé tinh ...)
thong qua cac thi€t bj két ndi. Cac thi€t bi nay goi 1a b0 dan dudng hay dinh
tuy€n (router) c6 chUc ning dan cédc ludng tin theo ding hudng. Ngudi ta sU
dung router d€ két ndi cic LAN (d€ tao nén nhitng WAN) va d€ két n0i cic
WAN (d€ tao nén cic WAN 16n hon).

- phdi c6 mOt cO ché d€ danh dia chi tat cd cdc may trong mang), va cé
mOt cO ché d€ két thiic k€t nOi khi ma su' k€t noi 14 khong can thi€t n(raCac
quy tac truyén d{ li€u: Trong cac hé thOng khic nhau d{f 1iéu c6 thé truyén
theo CO ché noi, tich: mOi mOt tang c@n c6 mOt co ché dé thiét 1ap két ndi
(tUc 1a mOt sO cach khac nhau:

+ Truyén mOt hudng
+ Truy€n theo cd hai hudng khong dOng thoi
+ Truyén hai huéng dOng thoi

- Ki€m sodt 16i: PuOng truyén vat 1y néi chung 12 khong hoan hdo, can
phai thod thudn dung ma nio d€ phat hién, ki€m tra 10i va stra 16i. Phia nhan
phdi c6 kha ning thong bdo cho bén gUi bi€t cic gbi tin ndo di thu ding, géi
tin nao phat lai.

- DO dai bdn tin: Khong phdi moi qud trinh déu chdp nhan d6 dai géi
tin 12 tuy y, can phai c6 co ché d€ chia ban tin thanh cac géi tin dU nhod

- ThU tU c4c géi tin: Céc kénh truyén c6 th€ gilt khong ding th(r tu cic
g6i tin = ¢6 cO ch€ d€ bén thu ghép diing th(I tU ban dau.



- T&c d0 phat va thu dit li€u: Bén phat c6 tdc dO cao c6 thé lam “lut”
bén thu c6 tOc dd thap. Can phai c6 cO ché d€ bén thu bio cho bén phat biét
tinh trang do.

2.5.3. Giao thure X25 PLP

GiGi thiéu mang X25 dugc CCITT cong b 1an dau tién vao 1970, lic
d6 linh vUc vién thong 1an dau tién tham gia vao th€ gidi truyén d{t liéu vdi
cac dac tinh:

X25 cung cap quy trinh ki€m sodt lubng gilta cic dau cubi dem lai
chat luong dudng truyén cao cho du chat lugng mang Iudi duOng day
truy€n thong khong cao. X25 dugc thi€t k€ cho ca truyén thong chuy€n mach
1an truyén thong ki€u di€m n6i di€m. Pugc quan tim va tri€n khai nhanh
chéng trén toan cau.

Trong X25 c6 chlc ning dOn kénh (multiplexing) d0i v&i lién két logic
(virtual circuits) chi 1am nhiém vu ki€m sodt 16i cho cdc frame di qua. biéu
nay lam ting d0 phUc tap trong vi€c phdi hdp céc thU tuc gilta hai tang ké
nhau, dan dén thong Iugng bi han ché do tOng phi xU Iy mOi géi tin ting 1én.

X25 ki€m tra 16i tai mOi nit truGe khi truyén ti€p, di€u nay 1am han
ché t6c d0 trén dulng truyén cé chat lugng rat cao nhU mang cdp quang.
Tuy nhién do vay khOi lugng tich todn tai mOi nit kha 16n, doi v4i nhitng
duOng truy€n cUa nhlmg ndm 1970 thi di€u d6 1a can thi€t nhung hién nay
khi k¥ thudt truyén dan di dat dugc nhitng ti€n bo rat cao thi viéc d6 trd nén
lang phi. Do vay cdng nghé X25 nhanh chéng tré thanh lac hauP4nh gid khi
diing k& n0i X.25 Hién nay khong con phit hgp vGi cong nghé truyén s0 liéu.
2.6. LOp giao van
Muc tiéu:

- Hiéu dugc tdng giao van clia mé hinh mang OSI
2.6.1. Vai tro va chtic niing cQa tang giao van

Tang van chuyén cung cap cic chlc ning can thiét gilta tang mang va
cdc tang trén. né 1a tAng cao nhat c6 lién quan dén cic giao thlc trao doi di
liéu gilta cdc hé thdng md. N6 cung cic tang dudi cung cap cho ngudi s
dung c4c phuc vU van chuyén.

Tang van chuyén (transport layer) 13 tang c0 sG ma & d6 mOt mdy tinh
cUa mang chia s& thong tin vGi mOt may khic. Tang van chuyén déng nhat
mOi tram bang mOt dia chi duy nhat va quan 1y su két n6i gilta cdc tram.
Tang van chuyén ciing chia cdc géi tin 16n thanh céc géi tin nhd hon trudc khi
gUi di. Thong thuOng tang van chuyén danh sO cic géi tin va ddm bdo chiing
chuyén theo ding th( tu.

Tang giao van ning cap céc dich vu cla tang mang. Cong vi€c chinh
cUa tang nay 1a ddm bdo dit liéu dugc gli tU may ngudn phdi tin cy, ding



trinh tU' va khong cé 10i khi t6i mdy dich. D€ ddm bdo truyén dit liéu tin cdy,
tang giao van dua trén co ché ki€m sodt 16i dugc cung cap bdi cic tang bén
dudi. Tang nay 1a c¢o hoi cubi cing d€ s(ra 16i. D{ liéu cing véi thong tin
di€u khi€én ma tang giao van qudn 1y goi 14 cic phdn doan (segment)

Tang giao van ciing chiu trach nhiém kiém sodt lubng dir liéu. TOc db
truyén dit liéu dugc xdc dinh dua trén kha ning ma mdy dich c6 thé nhan cic
g6i d(r li€u dugc gli dén né nhu thé nio. DI li€u & may gUi dugc phan chia
thanh cdc g6i c6 kich thuGc t0i da ma loai mang d6 c6 th€ quan ly. Chang
han, m&t mang Ethernet khong th€ di€u khi€n céc géi c6 kich thude 16n hon
1500 byte, vi thé tang giao van nhan d{ li€u va chia né thanh cdc géi 1500
byte. M6i g6i con nay dugc gan mot s trinh tu, dung d€ hop nhét né & vj tri
ding bdi tang giao van cla mdy nhan. Cong viéc nay dudc goi 1a sap xép
theo trinh tW (sequencing).

Khi g6i d liéu dé€n mdy nhan, né6 dugc hgp nhat theo ding trinh tu
nhu ldc gUi. Sau d6 mOt thong tin bdo nhan (acknowledgement - ACK) dugc
g quay tr6 lai may gUi d€ bdo cho né biét rang géi At liéu di dén chinh
x4c. N€u c6 10i trong géi df 1iéu thi mOt yéu cau truyén lai géi dé duge gl
quay tré 1ai thay thé cho ACK. Néu may g(i ban dau khdng nhan dugc thong
tin ACK (hodc yéu cau truy€n 1ai) trong mOt khodng thdi gian dinh trudc, géi
d(rliéu gUi dugc xem nhu bi that 1ac hodc bi hu, khi d6 né s& dugc gli 1ai.

Trong mang TCP/IP, cidc chUc ning TCP (Transmission Control
Protocol) thulc vé tang giao van. Trong mang Novell Netware s& dung
IPX/SPX thi giao thUic SPX (Sequence Packet Exchange) hoat dOng & tang
giao van.

2.6.2. Giao thtic chudn cho tang giao vén
Tang giao van phu trach ludng d{ li€u gi(ra hai tram thuc hién cic Ung dung
cUa tang trén. Tang nay cé hai giao thUc chinh: TCP (Transmission Control
Protocol) va UDP (User Datagram Protocol)

-TCP cung cap mOt ludng dit li€u tin cay gilta hai tram, né st dung cic
cO ché nhu chia nho cic géi tin cUa tang trén thanh cic géi tin 6 kich thudc
thich hgp cho tdng mang bén dudi, bdo nhan géi tin,ddt han ché thdi gian
time-out d€ ddm bdo bén nhan biét dugc cic gbi tin di gl di. Do tang nay
dadm bdo tinh tin cdy, tang trén s€ khong can quan tam dén n(ra.

-UDP cung cap moOt dich vu don gidn hon cho tang Ung dung. N6 chi
gUi céc géi dir li€u tU tram nay tdi tram kia ma khong ddm bdo céc gbi tin
dén dugc tGi dich. Cac cO ché ddm bdo d0 tin cdy can dudgc thuc hién bdi
tang trén
TCP va UDP la 2 giao thUc @ tang giao van va cung s dung giao thUc IP
trong tang mang. Nhung khong gibng nhu' UDP, TCP cung cap dich vu lién



két tin cdy va c6 lién két. C6 lién két & diy c6 nghia I1a 2 Ung dung st dung
TCP phai thiét 1ap lién két vGi nhau trudc khi trao d6i dit liéu. SU tin cdy
trong dich vu dugc cung cdp b3i TCP dugc thé hién nhu sau:

- DI liéu tUr tdng Ung dung gli dén dugc dugc TCP chia thanh céc
segment c6 kich thudc phit hgp nhat d€ truyén di .

- Khi TCP gUi 1 segment, n6 duy tri mOt thGi lugng d€ chd phic dap tUr
tram nhan. N&u trong khodng thdi gian d6 phiic ddp khong t&i dugc tram gl
thi segment d6 dugc truy€n 1ai.

- Khi TCP trén tram nhan nhan d{t liéu tU tram gUi né s€ gli tdi tram
gUi 1 phiic ddp tuy nhién phiic ddp khong dugc gli lai ngay lap tUc ma
thudng tré mot khodng thdi gian .

- TCP duy tri gid tri tOng ki€m tra (checksum) trong phan Header cUa d{t
liéu d€ nhdn ra bat ky su thay d6i ndo trong qud trinh truyén dan. Néu 1
segment bi 16i thi TCP @ phia tram nhan sé€ loai bo va khong phic dap lai dé
tram gu‘l truy€n 1ai segment bj 10i dé. GiOng nhu IP datagram, TCP segment
c6 thé tbi dich mOt cach khong tudn tU. Dovdy TCP & tram nhdn sé sap x€p
lai dr liéu va sau d6 gl 1én tang Ung dung ddmbdo tinh ding dan cla d{r
liéu.

Khi IP datagram bi tring Iap TCP tai tram nhan sé& loai bd d li€u
tring 18p d6TCP ciing cung cap khd ning di€u khi€n lubng. M6i ddu cla lién
k€t TCP c6 ving dém (buffer) giGi han do d6 TCP tai tram nhan chi cho phép
tram gUi truyén mOt lugng d{t liéu nhat dinh (nhd hon khong gian buffer con
lai). Pi€u nay tranh xdy ra trudng hgp tram cé tOc dO cao chi€m toan b0
viing dém cUa tram c6 tOc d0 cham hon.

Khudn dang cla TCP segment dugc md td trong Cédc tham sO trong
khuon dang trén c6 y nghia nhU sau:

— Source Port (16 bits ) 12 sO hi€u cOng cUa tram ngudn .

— Destination Port (16 bits ) 1a sO hiéu c@ng tram dich .

— Sequence Number (32 bits) 12 s6 hi€u byte dau tién cla segment trlr
khi bit SYN duogc thi€t 1ap. N€u bit SYN dugc thiét 1ap thi sequence number
12 sO6 hiu tuan tu khdi dau ISN (Initial Sequence Number ) va byte d{F liéu
dau tién 12 ISN + 1. Thong qua truGng nay TCP thuc hi€n viec qudn 1i tUng
byte truyén di trén mOt két ndi TCP.

— Acknowledgment Number (32 bits). SO hi€u cUa segment ti€p theo
ma tram nguOn dang chO d€ nhan va ngdm dinh bdo nhan tOt cic segment ma
tram dich da gUi cho tram nguodn .

— Header Length (4 bits). SO lugng tU (32 bits) trong TCP header, chi ra
vi tri bat dau cla ving d{t 1iéu vi trudng Option c6 dO dai thay dGi. Header
length c6 gid tri tU 20 dén 60 byte .



— Reserved (6 bits). Danh d€ diing trong tUdng lai .

— Control bits : cdc bit di€u khi€én 30

URG : xdc dinh viing con trd khan c6 hiéu luc.

ACK : ving bdo nhan ACK Number c6 hiéu luc.

PSH : chUc ning PUSH.

RST : kh&i dOng 1ai lién két.

SYN : dong bd ho4 cic sO hi€u tudn tu (Sequence number).

FIN : khong con d{t liéu tU tram nguln.

— Window size (16 bits) : cap phat thé d€ ki€ém sodt ludng d{r liéu (co
ch€ clra sO trugt). Pay chinh 1a s6 luong cic byte dit 1iéu bat dau tU byte
dudgc chi ra trong ving ACK number ma tram ngu6n san sang nhan.

— Checksum (16 bits). Ma ki€m sodt 10i cho toan bd segment cd phan
header

va d{r liéu.

— Urgent Pointer (16 bits). Con tr® trQ t&i sO hi€u tudn tu cUa byte cudi
cung trong dong dit liéu khdn cho phép bén nhdn bi€t dugc d0 dai cla d{f
liéu khan. Ving nay chi c6 hiéu Iut khi bit URG duokc thiét 13p.

— Option (d0 dai thay d0i ). Khai bdo cic tuy chon cla TCP trong dé
thong thuOng 1a kich thuGc cuc dai cla 1 segment: MSS (Maximum Segment
Size).

— TCP data (d0 dai thay dGi ). Ch(ra dt liéu cUa tang Ung dung c6 do
dai ngdm dinh 12 536 byte. Gi4 tri nay c6 th€ di€u chinh dugc bang cich khai
béo trong vung Option.

- UDP 1a giao thUc khong lién két, cung cap dich vu giao van khong tin
cay dudc,st dung thay thé cho TCP trong tang giao van . Khic v&i TCP,
UDP khong c6 chUc ning thi€t 1ap va gidi phéng lién két, khong c6 cO ché
b4o nhén (ACK),khong sap x€p tudn tu cdc don vi d{f liéu (datagram) dén va
c6 th€ dan dén tinhtrang mat hodc tring df liéu ma khong hé cé théng bdo
16i cho ngudi gUi. Khudndang clla UDP datagram dUgc md ta nhu sau

— SO hiéu cOng ngudn (Source Port - 16 bit): s6 hiéu cOng noi da gUi
datagram

— SO hi€u cOng dich (Destination Port - 16 bit): s& hiéu cOng noi
datagramdudc chuyén t&i

— PO dai UDP (Length - 16 bit): d0 dai tOng cOng k€ cd phan header
cUa g6i UDP datagram.

— UDP Checksum (16 bit): dung d€ ki€m soat 10i, n€u phat hién 10i thi
UDPdatagram s€ bj loai bd ma khong c6 mOt thdng bdo nao trd 1ai cho tram
gUi.



- UDP c6 ché d0 gin va quan ly cic sO hi€u cOng (port number) dé
dinh danh duy nhat cho c4c Ung dung chay trén mOt tram cUa mang. Do c6 it
chUc niing phUc tap nén UDP c6 xu thé hoat dOng nhanh hon so v&i TCP. N6
thuOng dung cho cic
2.6.3. Dich vu OSI cho tang giao van

Dich vu L&p truyén tdi dugc dinh nghia trong tiéu chudn ISO/IEC
8072. N6 hO trg truyén tai dt liéu théng sudt tir hé thOng nay dé€n hé thOng
khdc. N6 1am cho cho cdc ngu®i dung (18p trén) cUa né khdng phu vao cic
cong nghé truyén thong cO sG va cho phép ho cé kha ning xdc dinh mOt chat
luong cla dich vu (chéng han nhU céc thong sO v€ thong 1ugng, tan sudt tai
hién 16i va xdc sudt hong héc). Néu chat lugng cla dich vu cla cidc dvu
mang cO sG khong thich d4ng thi L&p truyén tdi s€ nang cap chat lugng cla
dich vu 1én mUc can thi€t bang cach bO xung gid tri (vi du phat hién/ khoi
phuc 16i) trong giao thUc riéng cUa né. Dich vu truyén tdi c6 cd bi€n thé dua
vao k&t nOi va bi€n th€ khong c6 két noi.

Céc giao thirc clia LGp truyén tai phai ho trg dich vu dua trén két noi
dudgc dinh nghia trong tiéu chudn ISO/IEC 8073. C6 nidm cdp giao thlc khic
nhau sau day:

- Cap 0 khong b0 xung gid tri ndo cho thi€t bi mang

- C&p 1 ho trg khac phuc 16i khi LOp mang phat hién c6 16i

- Cap 2 hO trg don cdc két n6i truyén tai trén mOt k€t nOGi mang

- Cap 3 thuc hién khac phuc va don kénh

- Cép 4 thuc hién phat hién 10i (ki€m tOng), khdc phuc 16i va dbn

kénh.

Bang cich s dung cic dac tinh khac phuc 16i cUa minh giao thlc cap
4 ¢6 th€ hoat dOng trén mOt dich vu mang khong két ndi d€ cung cap mot
dich vu truyén tai c6 két nbi. Giao thc ho trg dich vU truyén tai khong két
n0Oi dugc dinh nghia trong tiéu chudn ISO/IEC 8602.

2.7. Khai ni€m tang phién 1am viéc OSI

Muc tiéu:

- Hiéu dugc tdng phién lam viéc cla mé hinh mang OSI
2.7.1. Vai tro va chtic niing cQla tang phién

Tang phién quan ly cdc lién k&t cUa user trén mang d€ cung cap cic
dich vu cho user d6. Vi du mOt ngudi s dung ding nhap vao mOt mdy tinh
mang d€ 13y file thi mOt phién (hay mdt giao dich / mOt lién két) dugc thiét
1ap cho muc dich truyén file.

Tang phién tao di€u ki€n thudn 10i cho viéc giao ti€p gilta cdc hé
thOng yéu cdu dich vu va cic hé thOng cung cdp dich vu. céc phién giao ti€p
dudgc ki€m soét thong qua cO ché thi€t 18p, duy tri, dOng b hod va qudn Iy



cdc phién (hay con g0i 1a cuOc hoi thoai — dialogue) gilta c4c thuc thé truyén
thong. Tang nay ciing trg gitp cdc tang trén dinh danh va két nGi t&i céc dich
vU c6 thé si dung trén mang. N€u moOt phién giao ti€p bi ngat, tang phién
x4c dinh vi trf d€ khdi tao 1ai viéc truyén phat mOt khi phién giao ti€p d6
dugc tai k€&t nOi. Tang phién ciing chiu trach nhi€m x4c dinh thdi han cla
phién giao ti€p. N6 xdc dinh mdy tinh hodc niit ndo c6 thé truyén dau tién va
truy€n trong bao 1au.

Tang phién st dung thdng tin dia chi 16gic dugc cung cap bdi cic tang
bén dudi d€ dinh danh tén va dia chi cUa cdc mdy ch( ma céc tang trén doi
hoi.

2.7.2. Giao thitc chud@n cho tang phién

- Cung cdp phuong tién truyén thong gilta cdc Ung dung: cho phép
ngudi st dung trén cdc may khdc nhau c6 thé thi€t 1ap, duy tri, huy bo va
dong bd hod céc phién truyén thong gilta ho v&i nhau.

- Nhiém vu chinh:

+ Quan ly thé bai d6i v&i nhitng nghi thlc: hai bén két nOi d€ truyén
thong tin khong dOng thdi thuc hién mot sO thao tic. DE gidi quyét van dé
nay tang phién cung cap 1 thé bai, thé bai c6 thé dugc trao dGi va chi bén
nao gilt thé bai mdi c6 thé thuc hi€n mot sO thao tdc quan trong

+ Van dé dbng bd: khi can truyén di nhitng tap tin dai tAng nay chén
thém cédc di€m ki€m tra (check point) vao luOng d{t li€u. N&u phit hién thay
161 thi chi ¢6 d{r liéu sau di€m ki€m tra cudi ciing m&i phai truyén lai

2.7.3. Dich vu OSI cho tang phién

Mb hinh OSI phan chia hé thGng m& thanh 7 phan 18p. Trong dé, tang
vat 1y, tang lién két d{ liéu, tdng mang, tang giao van thuc nhém céc tang
thap lién quan dén viéc truyén d{ liéu qua mang. Ba nhém con lai thudc
nhém cdc tang cao lién quan dén vi€c ddp Ung cidc yéu cau cla nguoi sU
dung d€ tri€n khai cic Ung dung cla ho qua mang.

Tang phién 1a tdng thap nhat trong cidc nhém tang cao thi€t 1ap cic
giao dich gilta cdc tram trén mang, né dat tn nhat quan cho moi thanh phan
muOn d6i thoai vGi nhau va 1ap 4nh xa gilta cic tén vdi dia chi cla ching.
MOt giao dich phdi dugc thiét 1ap trudc khi d{f li€u dugc truyén trén mang.
Tang giao dich ddm bdo cho céc giao dich dugc thi€t 1ap va duy tri theo ding
quy dinh. Tang nay cung cdp cho ngudi s dung cic thi€t bi can thi€t dé
quan tri cic phién Ung dung cla ho. Cu th€ 1a:

- Diéu ph6i viéc trao d6i thong tin gilfa cdc Ung dung bang céch thiét
lap va gidi phong céc phién.

- Cung cap cdc di€m dOng b hod d€ ki€m sodt viéc trao dGi thong tin.



- Cung cap c0 ché ndm quyén trong qu4 trinh trao d6i d{f liéu.

- Hoach dinh qui tac cho céc tuong tic gilta ciac Ung dung cla ngudi
st dung.

Trong truOng hOp mang 12 hai chi€u luan phién thi ndy sinh van dé:
Hai ngudi s& dung luan phién phdi 1an lugt d€ truyén d{ li€u. Tang giao
dich duy tri tuong tdc luan phién bang cich bdo cho mOi ngudi s dung khi
dén 1ugt ho dugc truyén d{t liéu. Van dé dbng b0 hod trong tang giao dich
cting dugc thuc hién nhu co ché ki€ém tra/phuc hoi, dich vu nay cho phép
ngudi si dung xdc dinh cic di€m dOng bO hod trong dong dit liéu dang
chuy€n van va khi can thié€t c6 th€ khdi phuc bat dau tir mOt trong cic di€ém
do.

O mot thdi di€m chi ¢6 mdt ngudi st dung c6 quyén ddc biét dudc
g0i cic dich vu nhat dinh cUa tang giao dich, viéc phan b0 cic quy€n nay
thong qua trao d6i thé bai (token).

VD: Ai c¢6 dugc token s& cé quy€n truy€n d{r 1iéu va khi ngudi gilt
token trao token cho ngudi khéc thi ciing c6 nghia trao quyén truyén di liéu
cho ngudi do.

2.8. Khii ni€m tang trinh bay OSI

Muc tiéu:

- Hiéu dugc téng trinh bay cla moé hinh mang OSI
2.8.1. Vai tro va chttc ning cUa tang trinh di€én

Tang trinh di€n quan Iy cdch thlc dit liéu dugc bi€u dién. N6 1a trinh
dich gitra Ung dung va mang. C6 nhi€u cich d€ bi€u dién dir liéu, chang han
nhU cdc badng ma ASCIT va EDBCDIC cho cic file vin ban. Tang trinh dién
bi€n dGi dit 1iéu sang mOt dinh dang ma mang cé thé hi€u dugc. N6 ciing
chiu trach nhiém ma hod (encrypt) va gidi ma (decrypt) dif liéu - chang han
nhu d{r liéu dugc ma hod d{r liéu né dugc gUi t&i ngan hang, n€u ta giao dich
truc tuy€n v&i ngan hang qua Internet.

2.8.2. Giao thtic chud@n cho tang trinh di€n

LGp trinh dién gidi quyét cac van dé€ lién quan dén cach trinh di€n cac
thong tin Ung dung (nhu mét chudi bit) cho cdc muc dich truyén tdi. TOng
quan v€ hoat d0ng cUa 16p nay s& dugc trinh bay trong bai sau.

Céc tiéu chudn vé dich vu va giao thic trinh dién dugc quy dinh trong
tiéu chudn ISO/IEC 8822 va 8823.

MOt cdp tiéu chudn clUa LOp trinh di€én ddc bi€t quan trong 1a tiéu
chudn ISO/IEC 8824 va tiéu chuan ISO/IEC 8825 lién quan dén Ghi chi ci
phép trUu tudng 1 (ASN.1). ASN.1 dugc cdc Ung dung OSI ciing nhu cdc Ung
dung phi OSI diing nhiéu d€ dinh nghia cic hang muc thong tin cla Lp Ung
dung va d€ ma hod cdc chudi bit tuong Ung cho ching.Gidi thiéu van tat vé



ASN.1 dugc cho trong Phu luc B. C4c ban doc chua quen v&i ASN.1 ¢6 thé
doc phu luc trudc bat dau vao phan II cla cudn sich ndy. Céc thong tin chi tiét
v& ASN.1 cic ban ciing c6 thé tim doc trong tai li€u [STE1].
2.8.3. Dich vu OSI cho tang trinh dién

- Quyét dinh dang thlc trao d6i dt liéu gilta cdc mdy tinh mang.
Ngudi ta c6 thé goi day 1a bd dich mang. O bén gUi, téng nay chuy€n dGi ci
phdp d{r liéu tUr dang thlc do tang Ung dUHg gu’l xuOng sang dang thlc trung
gian ma Ung dung no ciing c6 th€ nhén biét. O bén nhan, tang nay chuyen
cic dang thUc trung gian thanh dang thUc thich hgp cho tang Ung dung cla
mdy nhan.

- Tang trinh dién chiu trach nhiém chuy&n d6i giao thlic, bién dich d{r
li€u, md hod d{f liéu, thay dbi hay chuy€n d6i ky tu va md rOng 1énh do hoa.

- Neén d{t 1iéu nham l1am gidm bGt sO bit can truyen

- 0 tang nay c6 b0 d6i hudng hoat dong d€ d6i hudng cic hoat dOng
nhap/xuat d€ gUi dén cic tai nguyén trén may phuc vu
2.9. Khai niém tang Ung dung OSI
Muc tiéu:
- Hi€u ré tang Ung dung trong mé hinh mang OSI
2.9.1. Vai tro va chic niing cUla tang Ung dung

Tang Ung dung ch(a c4c giao thlc va chlc ning doi hdi bGi Ung dung
cUa ngu0i s dung d€ thuc hién cic cong vi€c truyén thong. N6 khong lién
quan dén cic Ung dung thuc su dang hoat dOdng nhu Microsoft Word hodc
Adobe Photoshop.

Céc chUc ning chung bao gOm:

Céc giao thUc cung cap céc dich vu file tU xa, nhU c4c dich
vU md file, déng file, doc file, ghi file va chia x& truy xudt tdi file.

Céc dich vu truyén file va truy xudt co sG d{t liu tr xa.

Céc dich vu quadn 1y thong bio cho cdc Ung dung thu dién t(r.

Céc dich vU thu muc toan cuc d€ dinh vi tai nguyén trén
mang.

MOt cich qudn 1y dOng nhat cic chuong trinh gidm sit hé
thOng va céc thiét bj.

V.V....

Nhi€u dich vu nay dugc g0i la cdc giao ti€p 1&p trinh Ung dung
(Application Programming Interface — API). Cac API 1a nhimg thu vién lap
trinh ma ngUOi phat trién Ung dung cé th€ s dung d€ vié€t ciac Ung dung
mang.

2.9.2. Chudn héa tang Ung dung



La tang cao nhat cla md hinh OSI, né x4c dinh giao dién gilta nguoi sUr
dung va moi truOng OSI va gidi quyét cic kY thudt ma cdc chuong trinh Ung
dung dung d€ giao ti€p v&i mang.

Pé cung cdp phuong tién truy nhdp mdi trudng OSI cho céc ti€n trinh
Ung dung, ngudi ta thi€t 1ap cdc thuc th€ Ung dung (AE), c4c thuc th€ Ung
dung s& goi dén cdc phan t dich vu Ung dung (ASE — Application Service
Element). MOi thuc th€ Ung dung cé th€ gdm mot hodc nhi€u cdc phan t
dich vu Ung dung. C4c phan tl dich vu Ung dung dugc phOi hgp trong moi
trudng cUa thuc th€ Ung dung thong qua céc lién két goi 1a dOi tugng lién két
don (SAO). SAO di€u khi€n viéc truyén thong trong sult vong doi cUa lién két
d6 cho phép tuan tU hod cic surki€n dén tUr cac ASE thanh t cla né

Cau hoi 6n tap chuong
1. Muc tiéu cUa vi€c phan tich thi€t k€ cic mang mdy tinh theo quan di€m
phan tang 1a: (chon 1)
a. D& dé dang cho viéc qudn tri mang
b. P& gidm d0 phUc tap cla viéc thi€t k€ va cai dat mang
c. Dé nang cdp hé thOng mang dé dang hon
d. Khong phai cdc Iy do trén
2. Néu mOt hé thOng mang c6 8 tang thi tOng sO cic quan hé (giao dién) can

phdi xay dungla .......
a. 16 b. 24 c. 15 d. 22
3. Tang ............... cUa md hinh OSI ¢6 thé giao ti€p truc ti€p vbi tang doi
dién cla hé thOng mdy tinh khic.
a. Application b. Data link c. Network d. Physical.

e. Transport
4. Nhimg tang ndo cla mo hinh OSI cung cap viéc ki€m soat ludng dit li€u?
(chOn 3)
a. Data-Link b. Transport c. Application
d. Presentation e. Network
5. MOt g6i (packet) mang bao gOm: (chon 1)
a. MOt header, mOt body va mOt trailer
b. MOt dia chi clla mdy gUi va mOt thong bio
c. MOt chudi vin ban véi thong tin dinh dang
d. MOt URL tuong Ung v&i mOt dia chi www.
6. bon vi dit 1iéu do tang Lién két DIt liéu quanlyla ..........
a. Bit b. Packet c. Frame d. Segment
7. MOt Router 1am vi€c @ tang nao trong md hinh OSI?
a. Data-Link b. Transport c. Application



d. Presentation e. Network
8. Nhimng van dé lién quan dén ki€m sodt truy xudt mang, mi hod, xdc nhan
va bdo mat mang thulc chudn nio trong cic chudn do IEEE 802.X xay

dung?
a. 802.2 b. 802.3 c. 8024
d. 802.5 e. 802.10 f. 802.11

9. Tang nao clia md hinh OSI lién quan dén cic dich vu ho trg truc ti€p phan
mém truyén file, truy xuat c0 s& d{r li€u va e-mail.

a. Application b. Data link c. Network
d. Physical. e. Transport
Chuong 3: CAP MANG VA VAT TAI TRUYEN

3.1. Cac tan sO truyén
Muc tiéu:
- Biét dugc khdi niém tan s6 truyén trong mang

Phuong tién truyén dan gitdp truyén céc tin hiéu dién tr tUr mdy nay
sang mdy tinh khac. Céc tin hiéu dién t(f nay bi€u dién cic gid tri dF liéu theo
dang cic xung nhi phan (bat/tat ). Céc tin hiéu truy€n thong gilra cdc mdy tinh
va cé4c thi€t bj 12 cdc dang song dién tU trdi dai tU tdn sO Radio dén tan sO
hOng ngoai.

Cic séng tan sO Radio thuOng dugc dung d€ phat tin hiéu LAN.C4c
tan sO nay c6 thé dugc dung vGi cdp xodn doi,cdp dOng truc hodc thdng qua
vi€c truyén phu séng Radio.

Séng Viba(microware) thuOng ding truy€n thong tap trung gilta hai
di€m hodc gilta cic tram mat dat va cac vé tinh, vi du nhu’ mang dién thoai
Cellular.



Tia hOng ngoai thudng dung cho cic ki€u truyén thong qua mang trén
cdc khodng cich tuong dOi ngan va c6 th€ phat dugc séng gilta hai di€ém
hodc tU mOt di€m phU séng cho nhi€u tram thu.Chiing ta c6 th€ truyén tia
hOng ngoai va céc tan sO 4nh sdng cao hon thdng qua c4p quang.

3.2. Vat tdi cap

Muc tiéu:

- Biét duoc cdu tao cUa cdc loai cdp
3.2.1. Cap xoan doi
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Hinh 3 -1. C4p xoan doi

Pay 1a loai cdp gOm hai duGng diy dan dong dugc xoan vao nhau lam
gidm nhi€u dién tU gy ra bdi moi trudng xung quanh va gilta ching vGi
nhau. Hién nay c6 hai loai cdp xodn la cdp c6 boc kim loai (STP — Shield
Twisted Pair) va cdp khong boc kim loai (UTP — Unshield Twisted Pair).

- Cép c6 boc kim loai (STP): L&p boc bén ngoai c6 tic dung chdng
nhiéu dién tU, c6 loai c6 mOt doi gidy xodn vao nhau va c6 loai c6 nhi€u ddi
gidy xoan vGi nhau.

- Cép khong boc kim loai (UTP): Tinh tuOng tu nhu STP nhung kém
hon v€ kha niing chOng nhiéu va suy hao vi khong c6 vO boc.

STP va UTP c6 cic loai (Category — Cat) thuOng duing:



+Loai 1 & 2 (Cat 1 & Cat 2): ThuOng dung cho truyén thoai va nhiing
dudng truyén tdc d6 thap (nhd hon 4Mb/s).

+ Loai 3 (Cat 3): TOc d0 truyén d(r liéu khodng 16Mb/s, n6 1a chudn
cho hau hét cic mang di€n thoai.

+ Loai 4 (Cat 4): Thich hgp cho duOng truyén 20Mb/s

+ Loai 5 (Cat 5): Thich hgp cho duOng truyén 100Mb/s

+ Loai 6 (Cat 6): Thich hgp cho duGng truyén 1000Mb/s

Pay 1a loai cép ré, dé cai dat tuy nhién né dé bi dnh hudng cla mdi
truOng.

3.2.2. Cap dong truc (Coaxial cable) biing tan co s&

L3 cap ma hai diy cUa né c6 16i 10ng nhau, 16i ngoai 13 1ui kim loai. ,
Kh3 ning chOng nhiu rat tOt nén c6 th€ st dung vGi chiu dai tf vai trim
met dén vai km. C6 hai loai dugc dung nhi€u 12 loai ¢6 trd khang 50 ohm va
loai c6 trd khang 75 ohm.

Cdp dOng truc c6 hai dudng day dan va ching cé ciing mOt truc chung,
mOt ddy dan trung tdm (thuOng 13 diy dOng cUng) duOng day con lai tao
thanh dudng Ong bao xung quanh diy dan trung tdm (ddy dan nay c6 thé 1a
day bén kim loai va vi né c¢6 chlic ning chGng nhi€u nén con goi 1a 18p boc
kim). Gilra hai ddy dan trén c6 mOt 18p céch ly, va bén ngoai ciing 1a 16p vO
plastic d€ bao v& cép.
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Hinh 3-2. Cap dOng truc
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Cép dOng truc c6 d6 suy hao it hon so v3i céc loai cap dong khac (vi du
nhU cdp xoan dbi) do it bi dnh hudng clia méi truGng. Cac mang cuc bd st
dung cdp dOng truc cé th€ c6 kich thudc trong pham vi vai ngan mét, cap
d6ng truc dugc s dung nhiéu trong cic mang dang dudng thang. Hai loai
cap thudng dugc sU dung la cdp dong truc mOng va cdp dOng truc day trong
duong kinh cdp dOng truc mOng 1a 0,25 inch, cip dbng truc day 1a 0,5 inch.
C3 hai loai cdp déu lam viéc G cuing tdc d6 nhung cdp dOng truc mOng c6 dd
hao suy tin hi€u 16n hon

Hi€n nay c6 cdp dOng truc sau:

RG -58,50 ohm: dung cho mang Thin Ethernet
RG -59,75 ohm: dung cho truy€n hinh cdp
RG -62,93 ohm: dung cho mang ARCnet

Céc mang cuc b0 thuong st dung cap dOng truc c6 dai thong tlr 2,5 -
10 Mb/s, cap dOng truc c6 dO suy hao it hon so v&i céc loai cdp dOng khic vi
né c6 16p vO boc bén ngoai, dd dai thong thudng clla mOt doan cdp ndi trong
mang 12 200m, thuOng s dung cho dang Bus.

3.2.3. Cap dOng truc bing rdong (Broadband Coaxial Cable)

Day 1a loai cdp theo tiéu chudn truyén hinh (thuOng diing trong truyén
hinh c4p) c6 ddi thong tU 4 — 300 Khz trén chi€u dai 100 km. Thudt ng(r “bing
rOng” vOn 1a thuat ng(t cUa nganh truy€n hinh con trong nganh truyén so li€u
di€éu nay chi cé nghia 12 cdp loai niy cho phép truyén thong tin tuOng tu
(analog) ma thoi. Céc hé thOng dua trén cdp dOng truc bing rOng cé thé
truy€n song song nhi€u kénh. Viéc khuyéch dai tin hiéu chOng suy hao c6 thé
lam theo ki€u khuy&ch dai tin hi€u tuong tU (analog). D& truyén théng cho
mdy tinh can chuy€n tin hi€u sO thanh tin hiu tuong tu.

3.2.4. Cap quang

Light source PRI A

Single-mode

Light source #
.

Multimode
Hinh 3-3. Cap quang

Cép s0i quang bao gOm mt diy dan trung tim (1a mOt hodc mdt b6 sgi
thQy tinh c6 th€ truyén dan tin hi€u quang) dugc boc mot 16p vO boc c6 tic



dung phdn xa céc tin hiéu trd l1ai d€ gidm sy mat mat tin hi€u. Bén ngoai
cling 1a 16p vo plastic d€ bdo vé& cap. NhU vay cép sgi quang khong truyén
dan céc tin hi€éu dién ma chi truyén cic tin hi€u quang (cic tin hiu d{ liéu
phdi dugc chuyén d0i thanh cic tin hi€u quang va khi nhdn ching s€ lai
dugc chuyén dbi trd 1ai thanh tin hiéu dién).

Cédp quang c6 duOng kinh tU 8.3 - 100 micron, Do duOng kinh 15i sgi
thuy tinh c6 kich thu@c rat nhé nén rat khé khin cho viéc dau ndi, né can
cong nghé dac biét v&i ky thuat cao ddi hdi chi phi cao.

Dai thong cUa cap quang c6 th€ 1én t&i hang Gbps va cho phép khodng
céch di cap kha xa do d0 suy hao tin hiéu trén cdp rat thap. Ngoai ra, vi cdp sOi
quang khong dung tin hi€u dién tU d€ truyén d{r 1iéu nén né hoan toan khong
bi dnh hudng cla nhiu dién tU va tin hi€u truyén khong th€ bi phat hién va
thu trdm bdi céc thi€t bi di€n tr clla nguOi khac.

Chi trlf nhugc di€m khé 1ap dat va gid thanh con cao , nhin chung cip
quang thich hgp cho mOi mang hién nay va sau nay.

3.3. Vat tai v6 tuy€n

Khi ding mOt sO loai cép ta gdp mOt sO khé khin nhu cO sO cai dat cO
dinh , khodng céch xa vi vy d€ khac phuc nhling khuyé&t di€m trén ngudi ta
thuOng diing duOng truy€n vo tuy€n. duOng truy€n vo tuy€n mang 1ai nhiing
101 ich sau:

- Cung cap két n6i tam thdi v&i mang cép c6 san.

- Nhifng ngudi lién tuc di chuyén van két n6i vdo mang dung cép .

- Phit hgp cho nhiing nGi phuc vu nhi€u két ndi ciing lic cho nhi€u
khach hang vd: ding duGng truyén vo tuy€n cho phép khich hang & san bay
k€t nOi vao mang internet.

- Dung cho nhitng mang c6 gidi han rdng 16n vugt qua kha ning cho
phép cla cdp dOng trUc va cdp quang.

- Dung 1am két nGi du phong cho cdc hé thOng cdp .

Tuy nhién dudng truy€n vo tuyén van cé mét s6 han ché :

- Tin hi€u khong an toan

- Dé bj nghe trOm

- Khi c¢6 vat can thi tin hi€u bi suy y€u rat nhanh

- Bang thong khong cao.

3.3.1. Radio
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Hinh 3-4: S6ng radio

Séng radio nam trong pham vi tU 10 Khz-1Ghz. Trong mién nay c6 rat

nhi€u diy tan
VD: Séng ngan , VHF( duing cho tv va radio FM) , UHF ( ding cho tv) .

Tai mOi qubc gia nha nudc sé quan 1y cap phép sl dung céc bing tan
d€ tranh tinh trang céc séng bi nhiéu. Nhung c6 mOt sO bing tan dugc chi
dinh 12 viing tu' do c6 nghia la chiing ta c6 thé ding nhung khong can ding ky (
viing nay thudng cé diy tan 2.4 Ghz) . Tan dung 10i di€m nay cic thiét bj
wireless cUa cdc hdng nhu' cisco, ompex déu dung & diy tan nay, tuy nhién,
khi ching ta st dung day tan khong cap phép nguy c0 nhi€u s& nhi€u hon.

- T6c dd 10 Mbps

- Dung dau n0i ch( T ( T-connector)

- Khong th€ vuot qud phan doan mang tOi da 13 185m. toan b0 hé
thOng cap mang khong th€ vugt qua 925m

- SO niit tOi da trén m&i phan doan mang 1a 30

- Terminator ( thi€t bi d&u cuGi ) phdi cé trd khang 50 ohm va dugc ndi
dat

- Moi mang khong th€ ¢6 trén 5 phan doan . cic phan doan c6 thé ndi
t0i da bOn bd khuy€t dai va chi ¢6 3 trong s6 5 phan doan c6 nit mang ( tuan
thQ quy tac 5-4-3)
Quy tac 5-4-3 : quy tac nay cho phép k€t hgp d€n name doan cip dugc ndi
bGi 4 b chuyén ti€p , nhung chi c6 3 doan 1a nGi tram . theo hinh trén ta thdy
doan 3, 4 chi tOn tai nham muc dich lam tdng t6ng chi€u dai mang va cho
phép mdy tinh trén doan 1,2,5 nam ciing trén mOt mang



U'u di€m chudn 10Base2 : gia thanh ré& , don gidn.
3.3.2. Séng cuc ngan

Vi mach c6 khd ning phit, nhan va diéu khi€n séng cuc ngan tan so
cao.

3.3.3. Tia hdng ngoai

Tat cd mang vo tuyén hOng ngoai déu hoat ddng bang cich ding tia
hOng ngoai d€ truyén tai dr liéu gilra c4c thi€t bi.

Phuong phép nay c6 thé truy€n tin hiéu & tOc dO cao do dai thong cao
cUa tia hOng ngoai. Thong thuGng mang hOng ngoai cé th€ truyén vdi tOc dd
tUr 1-10 Mbps.Mién tan sO tU 100Ghz dén 1000 GHz. C6 bOn loai mang hOng
ngoai :

- Mang duOng ngdm : mang nay chi truyén khi mdy phdt va mdy thu c6
mOt dudng ngdm 16 rét gilta ching.

- Mang hOng ngoai tan xa: kY thudt nay phét tia truyén ddi tudng va
san nha r0i m&i dén mdy thu.Dién tich hi€u dung bi gidi han & khodng 100
Feet (35m) va c¢6 tin hi€u cham do hién tugng ddi tin hiéu.

- Mang phan xa : & loai mang hOng ngoai nay,mdy thu-phat quang dat
gan mdy tinh s€ truy€n t&i moOt vi tri chung, tai diy tia truyén dugc dGi
hudng d€n may tinh thich hgp.

- Broadband optical telepoint : Loai mang cUc b0 vo tuy€n hOng ngoai
cung cap céc dich vu dai rbng.Mang vo6 truy€n nay cé khd ning x( Iy cdc yéu
cau da phuong tién chat Iugng cao, vOn c6 thé tring khdp vi cic yéu cau da
phuong tién clla mang cap.
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Hinh 3-5: Truy@n dit li€u gilra 2 thi€t bi hdng ngoai
3.4. Pau phan cung
3.4.1. Card giao ti€p mang (Network Interface Card)
P& noi mdy tinh vio mang, mdy tinh phadi c6 mOt thi€t bj giao ti€p vGi mang
thudng dudgc goi ngan la card mang. MOt sO mdy tinh ngay nay tich hop san
thiét bi giao ti€p mang trén ban mach chU (mainboard). MOt s6 mdy khac thi
khong c6 san, ngudi ding phdi mua thém d€ cam vao mdy tinh.

D6 12 mOt card dugc cam truc ti€p vao mdy tinh trén khe cam md rOng
ISA hodc PCI hodc tich hgp vao bo mach chl PC. Trén d6 c6 cac mach dién
gilip cho vi€c ti€p nhdn (receiver) hodc/va phat (transmitter) tin hi€u 1én
mang. Ngu0i ta thuOng dung tU tranceiver d€ chi thi€t bi (mach) c6 cd hai
chUtc ning thu va phat.

3.4.2. BO chuyén ti€p Repeater

- Lam viéc v6i tang th nhat cla md hinh OSI - tang vat ly

- Repeater c6 hai cOng. N6 thuc hién viéc chuyén ti€p tat ca céc tin hi€u
vat ly dén tUr cOng nay ra cOng khac sau khi da khuyé&ch dai - tat cd cdc Lan
lién k€t v&i nhau qua repeater tr@ thanh mot LAN.
3.4.3. BO tap trung Hub (Concentrator hay HUB)

HUB Ia mOt loai thi€t bi c6 nhi€u ddu cdm céc du cdp mang. Ngudi
ta
st dung HUB d€ nOi mang theo ki€u hinh sao. U'u di€m cUa ki€u n0i nay la
ting d® dOc 18p cla cac may khi mOt mdy bi su' cO diy dan.

C6 loai HUB thu dOng (passive HUB) 1a HUB chi ddm bdo chUc ning
k€t nOi hoan toan khong x( 1y 1ai tin hi€u. HUB chU dO0ng (active HUB) 1a
HUB c6 chUc niing khuyéch dai tin hi€u d€ chdng suy hao.

HUB thong minh (intelligent HUB) 12 HUB chU dng nhung c6 kha
ning tao ra cic goi tin mang tin tUc vé€ hoat ddng cUa minh va gUi 1én mang



d€ ngudi quan tri mang c6 thé thuc hién quan tri tu ddng Hub 12 b0 chia hay
con g0i 12 bd tdp trung thudng dugc ding d€ ndi mang, thdng qua nhitng dau
cam cUa né ngUdi ta lién két vGi cdc mdy tinh dudi dang hinh sao. Ngudi ta
chia ra 1am 3 loai Hub:

+ Hub bi dOng: Hub khong ch(a céc linh kién dién t va cling khong xU
1y céc tin hi€u dif liéu, n6 c6 chlc ning duy nhat 12 t6 hdp céc tin hi€u ti mOt
s& doan cdp mang. Khodng céch tur mOt may tinh dén mOt Hub phdi nhé hon
nlra khodng céch tdi da cho phép gilra hai may tinh trén mang.

VD: Khodng cich tdi da cho phép gilta 2 mdy tinh cla mang 12 200m
thi khodng cich tOi da gilta m6t may tinh va Hub 13 100m.

+ Hub chU dOng: Hub chU dbng c6 cic linh kién dién t& c6é thé
khuyéch dai va x(r Iy céc tin hi€u dién t( truy€n gilta cdc thi€t bi clla mang.
Trong qud trinh truy€n cic tin hi€u c6 th€ bi suy gidm, Hub c6 tic dung tii
sinh 1ai cdc tin hi€u 1am cho né kho€ hon it 10i va c6 thé truyén di xa hon.

+ Hub théng minh: Chinh 132 Hub chU dOng nhung c6 th€m cic chlc
ning mGi nhu cho phép Hub gUi cic géi tin v€ tram di€u khi€n mang trung
tdm va nd ciing cho phép tram trung tim quan 1y Hub (Quan tri Hub).

3.4.4. BO tap trung Switch (hay con goi tat la switch)

LA c4c bd chuy€n mach thuc su. Khic véi HUB thong thuOng, thay vi
chuy&n moOt tin hi€u dén tU mOt cOng cho tat cd cdc cOng, né chi chuyén tin
hi€éu dén cOng c6 tram dich. Do vay Switch 13 mOt thi€t bi quan trong trong
cdc mang cuc bd 16n ding d€ phan doan mang. NhG c6 switch ma dung dd
trén mang gidm han. Ngay nay switch 1a cdc thi€t bi mang quan trong cho
phép tuy bi€n trén mang chang han 14p mang do VLAN Dai thong cla cdp
nay con phu thudc vao chi€u dai cla cdp. VGi khodng cichl km cé th€ dat
tOc d0 truy€n tU 1— 2 Gbps. Cdp dOng truc bing tan cO s& thudng diing cho
cdc mang cUc bO. C6 thé nbi cép bang cdc ddu ndi theo chudn BNC c6 hinh
ch(t T. 8 VN ngudi ta hay g0i cép nay 1a cdp gay do dich tU tén trong ti€ng
Anh la ‘Thin Ethernet”.

MOt loai cdp khac c6 tén 1a “Thick Ethernet” ma ta goi 1a cdp béo. Loai
nay thuOng cé mau vang. Nguoi ta khong nbi cdp bang cdc ddu ndi ch(r T
nhU cdp gdy ma nOi qua cdc kep bam vao day. C 2mS5 1ai ¢6 danh dau dé
n0i day (n€u can). TU kep d6 ngudi ta gan cic tranceiver rOi nbi vao mdy
tinh.

- Lam viéc nhu mOt bridge nhiéu cOng. Khic vGi HUB nhan tin hi€u tUr
mOt cOng roi chuyén ti€p tdi tat cd cic cOng con 1ai, switch nhan tin hiéu
vat Iy, chuyén d6i thanh d{F 1iéu, t&r mOt cOng, ki€m tra dia chi dich roi gl
t3i mOt cOng tuong Ung.



- Nhi€u node mang c6 th€ gUi thong tin d€n ciing mOt node khéc tai cling
mOt thdi di€m mad rOng dai thong clla LAN. Switch dugc thi€t ké d€ lién két
cdc cOng cla né vGi ddi thong rat 16n (vai trim Mbps d€n hang Gbps)

- Dung d€ vugt qua han ché€ vé ban kinh hoat ddng clla mang gy ra bdi
sO 1ugng repeater dugc phép st dung gilta hai node bat ky clla mét LAN

- La thi€t bi 1y tuéng dung d€ chia LAN thanh nhi€u Lan “con” 1am gidm
dung 1UQng thong tin truyén trén toan LAN

- HO trg cong nghé Full Duplex ding d€ md rOng bing thdng clia dudng
truy€n ma khong c6 repeater hoicj Hub nio dung dugc

- HO trg mang da dich vu (dm thanh, video, d{f li€u)
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3.4.5. Modem

La tén vi€t tat tU hai tr di€u ch€ (MOdulation) va gidi di€u ché
(DEModulation) 12 thi€t bi cho phép di€u ché d€ bién dGi tin hi€u sO sang tin
hi€u tuong tu d€ c6 th€ gi theo dudng thoai va khi nhan tin hi€u tU dudng
thoai c6 th€ bi€n doi ngUdc 1ai thanh tin hiéu sO.

L2 thi€t bi dugc mdy tinh st dung d€ truy€n thong qua dudng day di€n
thoai. N6 dugc s dung d€ bi€n ddi tin hi€u sO clUa mdy tinh thanh tin hiéu
tuong tu thich hgp cho duOng day di€n thoai va bi€n dGi tin hi€u tuong tu tir
duOng truy€n thanh tin hi€u sO cho mdy tinh. Modem c6 th€ thuc hién viéc
nén dit liéu d€ ting tOc dd truyén tai va thuc hién viéc hiéu chinh 16i d€ bao
ddm tinh toan ven cla d{r liéu.

TOc d0 di chuyén cla dit liéu trén cic dudng day dién thoai goi 1a tdc
dd modem hay tOc d6 dudng diy va dudc do luGng bang tdc Baud hay 1a
bit/s (bps).

GiGi han tdc dd clla Modem phan 16n dugc x4c dinh bdi chat luong
tuong tU cla duOng diy dién thoai va phuong thic chuyén doi cdc d{f liéu



thanh tin hi€u sO trong sudt phién truyén tdi qua duOng day di€n thoai. TOc

d0 truyén tai tng th€ dugc xac dinh bdi tdc d0 cOng va tOc d0 dudng day.
C6 hai loai Modem 12 Modem 1ap ngoai va Modem 13p trong

3.4.6. Router

- Lam viéc trén tang network cUa md hinh OSI.

- ThuOng c6 nhi€u hon 2 cOng. N6 ti€p nhdn tin hiéu vat Iy tr mot
cOng, chuyén dGi vé dang dit liéu, ki€m tra dia chi mang r0i chuyén dit 1iéu
dén cOng tuong Ung.

- Diing d€ lién két cdc LAN c6 thé€ khic nhau v€ chudn Lan nhung cling
giao thUfc mang & tang network.

- C6 thé lién két hai mang & rat xa nhau
3.4.7. MOt s0 ki€u ndi mang thong dung va cic chudn
a. Ki€u 10BASE 2
M0 hinh phan cUng

- Topo dang BUS

- Dung c4p dong truc mOng 50 , dudng kinh xap xi Smm, T-connector,
BNC connector

- Hai dau cdp c6 hai Terminator 50 , chOng phan hOi séng mang d
liéu. D{t liéu truyén thong s& khong dugc ddm bdo diing dan n€u mot trong
hai Terminator nay bi thi€u hodc bi 10i.

- Trén moi doan cap co thé& lién két t6i da 30 tram lam viéc. Khodng
cdch t0i thi€u gilta hai tram 12 0.5 m. Khodng céch t6i da gi(ta hai tram Ia
185m. D€ bdo ddm chat lugng truyén thong ngUdi ta thuOng chon khodng
cdch t0i thi€u gilra hai tram 12 Sm.

- Viéc lién k&t cdc mdy tinh vio mang dugc thuc hién bdi cic T -
connector va BNC connector.

- SO 2 trong tén g0i 10BASE-2 13 bat ngubn tUr di€u kién khodng cich
tOi da gi(ra hai tram trén doan cép 12 185m  200m
Quy tac 5-4-3

- Quy tac 5-4-3 dugc 4p dung cho chudn 10BASE-2 ding repeater ciing
tuong tu nhu d6i véi trudng hgp cho chudn 10BASE-5
+ Khong dugc c6 qua 5 doan mang
+ Khong dugc c6 qud 4 repeater gilra hai tram Iam vi€c bat ky
+ Khong dugc c6 qud 3 doan mang ¢ tram lam viéc. Céc doan mang khong
c6 tram lam viéc goi 1a cdc doan lién két.



H>nh 4-4. M« hhh phGh cang 10BASE-2

_ Segment, max 30 node _

Min 0,5 m; Max 185m c,pmang T connector
Terminator = - Y Terminator
= O O [ O O =
NIC
e =5 =5
(s
Hinh 3-6: M6 hinh phan ctUng 10BASE-2
H>nh 4-5. Mé réng ming 10BA SE-2 b»ng Repeater
Segment, max 185 m; 30 node
. L 1 [ 1 .
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Repeater
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Segment, max 185 m; 30 node
Hinh 3-7: M@ réng mang 10BASE-2 bang Repeater
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H>nh 4-6 . Quy t3& 5-4-3

Segment 1 Segment 2 Segment 3 Segment 4 Segment 5
> > > > >
R er 2 Repeater 3 R
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Hinh 3-8: Quy tac 5-4-3
b. Ki€u 10BASE 5

Mo hinhphan clng cUa mang

- Topo dang BUS

-Dung cdp dOng trUc béo 50  con gOi la cdp vang, AUI connector
(Attachement Unit Interface)

- Hai dau cdp c6 hai Terminator 50 , chOng phdn hOi séng mang tin
hiéu. D{t liéu truyén thong s€ khong dugc ddm bdo ding dan néu mot trong
hai Terminator nay bi thi€u hodc bi 10i.

-Trén mOi doan cdp cé th€ lién két tOi da 100 AUI Transceiver
Connector “c4i”. Khodng cach t0i da gilta hai AUI 12 2,5 m, khodng cé4ch tOi
da 12 500m = trén cdp c6 danh cdc ddu hi€u theo tUng doan bdi sO cla 2,5m
va d€ ddm bdo truyén thong ngUdi ta thudng chon khodng céch tOi thiéu
gi(ra hai AUT 1a 5 m.

- Viéc lién két cdc mdy tinh vio mang dugc thuc hién bdi cic doan cdp
ndi tU cdc AUI connector dén NIC trong mdy tinh, goi 12 cdp AUIL Hai dau
cap AUI lién két vGi hai AUI connector “duc”. Chi€u dai tdi da clla mOt cap
AUI'1a 50 m.

-S6 5 trong tén g0i 10BASE-5 12 bat nguOn tU di€u kién khodng cich
t0i da gilta hai AUI trén cdp 1a 500 m.

Quy tac 5- 4-3

- Repeater: NhU di trinh bay & trén, trong mOi doan mang ding cép dOng
truc béo khong dudc c6 qua 100 AUI, khodng céach tOi da gilta hai AUI khong
dugc vugt qua 500m. Trong truGng hdp muOn mdé rOng mang vGi nhau bang
mOt thi€t bi chuyén ti€p tin hi€u goi 12 Repeater. Repeater c6 hai cOng, tin
hiéu dugc nhdn vao G cOng nay thi s& dugc phat ti€p & ra sau cOng kia sau



khi dd dugc khuyé&ch dai. Tuy nhién c¢6 nh{ing han ché bat bubc vé s6 lugng
cac doan mang va nit mang co th€ c6 trén mOt Ethernet LAN

- Quy tac 5-4-3 1a quy tac tiéu chudn cUa Ethernet dugc dp dung trong
truOng hgp mudn md rOng mang, nghia 12 mudn xay dung mOt LAN cé ban
kinh hoat dOng rOng hodc c6 nhi€u tram lam vi€c vugt qua nhitng han ché
trén mOt doan cap mang (segment).

- Quy tac 5-4-3 dugc 4p dung cho chudn 10BASE-5 diing repeater nhu
sau:
+ Khong dugQc c6 qua 5 doan mang
+ Khong dugc c6 qud 4 repeater gilra hai tram Iam vi€c bat ky
+ Khong dugc c6 qua 3 doan mang cé tram lam vi€éc. Cic doan mang khong
¢ tram 1am vi€c goi 1a c4c doan lién két.

Honh 4-7. M« hhh phh ceng 10BASE-5

Segment, max 100 node

Min 2,5 m; Max 500m Cc,pbEb Transgeiver
Terminator Terminator

[ {1 {} . {'} |
Transceiver cable—»
NIC '
(O

L]

D%T
D%

Hinh 3-9: M hinh phan ctUng 10BASE-5
H>nh 4-8. Mé réng mtng 10BA SE-5 b»ng Repeater
Repeater —l
T (T R R e
) Segment g ) Segment g
Max 500m; 100 node Max 500m; 100 node

Hinh 3-10: M& rong mang 10BASE-2 bang Repeater



H>nh 4-9. Quy 36 5-4-3

Segment 1 Segment 2 Segment 3 Segment 4 Segment 5
> —> > > >

ReEeater 1 peater 3 R

S
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Hinh 3-11: Qui tac 5-4-3

c. Ki€u 10BASE T100/1000

Mo hinh phan cUng clla mang

- Diing cdp ddi xoan UTP, RJ 45 connector, va mOt thi€t bj ghép noi trung
tam goi la HUB

-MO6i HUB c6 th€ n0i tir 4 t6i 24 cOng RJ45, cic tram lam viéc dugc
két ndi tir NIC tGi cOng HUB bang cap UTP v&i hai dau RJ45. Khodng cich
t6i da t HUB d€n NIC 1a 100m

- V& mat vat 1y (hinh thic) topo clla mang c6 dang hinh sao

- Tuy nhién v€ ban chat HUB 12 mOt loai Repeater nhi€u cOng vi vay vé
mat logic, mang theo chudn 10BASE-T van 12 mang dang BUS

-Ch{r T trong tén goi 10BASE-T bat nguOn tU ch(t Twisted pair cable
(cdp do6i day xodn)
Quy tac mG rOng mang

- Vi HUB 12 m0t loai Repeater nhi€u cOng nén d€ ma rOng mang c6 thé
lién k€t n6i ti€p cac HUB vGi nhau va ciing khong dugc c6 qua 4 HUB gilta
hai tram lam viéc bat ky clUa mang

- HUB c¢6 khd niing x€p chOng: 12 loai HUB c6 cOng riéng d€ lién két cic
ching 1ai v6i nhau bang cdp riéng thanh nhu m6t HUB. Nhu vy dung loai
HUB nay ngu0i dung c6 thé dé dang md rOng sO cOng cla HUB trong tuong
lai khi can thiét. Tuy nhién s6 luong HUB c6 th€ x&p chOng ciing c6 gidi han
va phu thubv vio tUng nha sdn xudt, thong thuOng khong vugt qua 5 HUB.
10BASE-5 vGi HUB: Dit HUB c¢6 kha niing x€p chOng, ngudi s dung c6 thé
ting s6 1ugng mdy két ndi trong mang nhung ban kinh hoat dOng cla mang
van khéng thay d6i vi khodng cich tir cong HUB dén NIC khong thé vugt
qua 100m. MOt gidi phdp d€ c6 th€ md rdng duoc ban kinh hoat dOng cla
mang 13 ding HUB c6 h6 trg m6t cbng AUI d€ lién két cac HUB bang cép



dong truc béo theo chudn 10BASE-5. MOt cip dOng truc béo theo chudn

10BASE-5 ¢6 chiéu dai tOi da 1a 500m
H>nh 4-10. CHl honh phh cong 10BASE-T
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Hinh 3-12: Cau hinh phan cling 10BASE-T

H>nh4 - 11. Mé réng mitng 10BASE-T
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Hinh 3-13: M@ rOng mang 10BASE-T

| pooooo




Hxnh 4-12. HUB x(p chéng
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Hinh 3-14: HUB xé&p chOng
H>nh 4 - 13. Mé& réng LAN vi i 10BASE-T v 10BASE-5
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Hinh 3-15: M& rong LAN v6i 10BASE-T va 10BASE-5

Chuong 4: TOPO MANG

v' Trinh bay duoc kién tric ding dé xdy dung mét mang cuc
bé.

v’ Trinh bay duoc cdc phuong phdp truy c@p tur mdy tinh qua
duong truyén vat ly.

v’ Phén biét duoc cic phuong phdp truy cap tw mdy tinh qua
duong truyén véat ly

v’ Xdc dinh mé hinh mang can diing dé thiét ké mang.

v' Tudn thu cdc quy dinh trong gio' thuc hanh.

v' Rén luyén tw duy logic d€ phén tich, téng hop.

v’ Thao tic c@n thén, ti mi.



v' Lam viéc theo nhém ting tinh chia sé va lam viéc céng dong.
4.1. Cac ki€u giao két
4.1.1. Ki€u di€m - di€m (Point to Point)

Pbudng truyén nli tUng cdp node 1ai v&i nhau theo m6t hinh hoc xic
dinh. MOt kénh truyén vat ly sé dugc thiét 1ap gilta 2 node c¢6 nhu cau trao
d0i thong tin. ChUc ning cdc node trung gian: ti€p nhan, 1uu trt tam thdi va
gUi ti€p théng tin sang node ti€p theo khi dudng truyén roi. Cau tric di€ém-
di€m goi 1a mang Iuu va gli ti€p (Store - and - Forward).

Uu di€m 1a it khd ning dung d0 thdng tin (Collision).

Nhugc di€m cla né 1a hiu sudt st dung dudng truyén thap. Chi€m
dung nhiu tai nguyén, d6 tré 16n, tiu tOn nhi€u thdi gian d€ thi€t 1ap
dudng truy€n va xU 1y tai cdc node. Vi vay tOc db trao d6i thong tin thap.
4.1.2. Ki€u quang ba (Point to Multipoint, Broadcasting)

Tat cd cédc node ciing truy nhdp chung trén mOt dudng truy€n vat ly.
MOt thong diép dugc truy€n di tU mOt node ndo dé s€ dugc tat cd cic node
con 1ai ti€p nhdn va ki€m tra dia chi dich trong thong di€p c6 phdi cla né hay
khong. Can thi€t phdi c6 cO ché d€ gidi quyét van dé dung d0 thong tin
(Collision) hay tac nghén thong tin trén duOng truyén trong cidc mang hinh
BUS va hinh RING. C4c mang c6 cdu tric quang ba dugc phan chia thanh hai
loai: qudng b4 tinh va quang b4 dOng phu thuQc vao vi€c cap phit dulng
truy€n cho cic node. Trong quang ba dOng c6 qudng bd dOng tap trung va
qudng ba dOng phan tdn. Quang b4 tinh: Chia thOi gian thanh nhi€éu khodng
rOi rac va ding co ch€ quay vong (Round Robin) d€ cdp phat dudng truyén.
Ciéc node c6 quyén dugc truy nhap khi dén clra thOi gian cUa né. Qudng ba
dOng tap trung: MOt thi€t bi trung gian c¢6 chlic ning ti€p nhan yéu cau lién
lac va cap phat dudng truyén cho cic node. Ki€u cdp phét nay gidm dugc tOi
da thOi gian chét cla duOng truy€n, hi€u sudt kénh truy€n cao, nhung thiét
k€ phlc tap va khé khin. Quang bd dOng phan tin: Khong cé b0 trung gian,
cdc node tU quyét dinh c6 nén hay khong nén truy nhdp dudng truy€n, phu
thulc vao trang thii clla mang.

4.2.Topo vatly

.2.1. Mang dang Bu Miéy B
Trong mang truc ki@t cd cdc tram phan chia mdt duﬁmg truyén chung

bus). Dudng truyen chinh dugc gldl han hai dau b"ng ha1 dau ndi dac biét
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Hinh 4-1. SO d6 ki€u két ndi dang tuy€n tinh(bus)

4.2.2. Mang dang sao (Star topology).

Mang hinh sao: Mang hinh sao c6 tat cd cdc tram dugc két nOi vdi
mOt thi€t
bi trung tAm c6 nhi€ém vu nhan tin hi€u tU cic tram va chuy€n dén tram dich
P06 dai duOng truyén nOi mOt tram vGi thiét bi trung tdm bi han ché (trong
vong 100m, v3i cong nghé hién nay).

- Thiét bi trung tAm c6 thé€ 1a Hub, Switch, router

Vai tro cUa thi€t bi trung tam 1a thuc hién viéc “bat tay” gilta cdc tram can
trao d6i thong tin v&i nhau, thi€t 1ap cic lién két di€m - di€m gilta ching.
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Hinh 4-2. SO d6 ki€u két ndi hinh sao v6i hub & trung tam



4.2.3 Mang dang vong

Trén mang hinh vong tin hiéu dugc truyén di trén vong theo mOt chi€u
duy nhat. MOi tram cla mang dugc ndi vGi vong qua mOt bd chuyén ti€p
(repeater) do dé can cé giao thUc di€u khi€n viéc cdp phit quyén dugc
truy€n d{¥ liéu trén vong mang cho tram c6 nhu cau.

Mang hinh vong ¢6 Uu nhugc di€m tuong tU' mang hinh sao, tuy nhién

mang hinh vong doi hoi giao thUc truy nhap mang phUc tap hon mang hinh
sao.

==\ May 3
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Hinh 4-3. SO d0 ki€u két ndi dang vong
3.2.4 Mang dang k&t ndi hén hop
L3 su phOi hgp cic ki€u két nOi khac nhau

B chuyén
dGi cap



Hinh 4-4. SO d6 kiéu két ndi hon hop

4.3. Truyén dir liéu

Khi duQc cai dat vao trong mang, cdc may tram phai tuan theo nhling
quy tac dinh trudc d€ c6 thé€ st dung dudng truy€n, d6 1a phuong thlc truy
nhdp. Phuong thUc truy nhap dugc dinh nghia 1a cdc thU tuc di€u hudng
tram lam viéc lam thé€ nao va lic nio c6 th€ thaim nhdp vao dudng diy cdp d€
gUi hay nhan céc géi thong tin.

C6 3 phuong thlc cO ban:
4.3.1. Phuong phap CSMA/CD (Carrier Sense Multiple Access with
Collision Detection)

- CSMA/CD (Carrier Sense Multiple Access with Collision Detection)
Phuong phdp da truy nhap s& dung séng mang c6 phat hién xung d0t

- Phuong phdp nay s dung cho topo dang tuy€n tinh, trong dé tat ca cic
tram cUa mang déu dugc ndi truc ti€p vao bus. MOi tram déu cé th€ truy
nhép vio bus chung (da truy nhap) mOt cidch ngdu nhién va do vay rat cé thé
dan dén xung d6t (hai hodc nhi€u tram dOng thoi truyén d{t liéu). D liéu
dugc truyén trén mang theo mOt khuén dang da dinh san trong d6 c6 moOt
viing thong tin di€u khi€n chira dia chi tram dich

- Phuong phdp CSMA/CD 1a phuong phdp cdi ti€n tUr phuong phap
CSMA hay con goi 1a LBT (Listen Before Talk - Nghe truGc khi néi). Tu
tuéng cla né: mOt tram can truyén d{ liéu trudc hét phdi “nghe” xem
dudng truyén dang rOi hay ban. N€u rbi thi truyén dir liéu di theo khudn
dang di quy dinh trudc. Ngudc lai, n€u ban (tUc 1a di c6 dit 1iéu khdc) thi
tram phai thuc hi€én moOt trong 3 g1a1 thuat sau (goila gidi thuat “kién nhan”)
+ Tam “rit lui” chd dgi trong mOt thdi gian ngdu nhién nao dé rbi lai bat dau
nghe duOng truy€n (Non persistent - khong kién tri)

+ Ti€p tuc “nghe” dén khi dudng truyén robi thi truyén dir liéu di v6i xdc sudt
=1

+ Ti€p tuc “nghe” dén khi duOng truyén roi thi truyén di v4i xdc sudt p xdc
dinh trudc (0 < p <1)

- Vi gidi thuat 1 c6 hiéu qua trong viéc tranh xung dOt vi hai tram can
truy€n khi thdy duOng truy€n ban sé cling “rit lui” ch® dgi trong céc thoi
doan ngdu nhién khic.~> Nhugc di€m c6 th€ c6 thdi gian chét sau mOi culc
truyén



- Giai thuat 2: khac phuc nhugc di€ém c6 thoi gian chét bang cich cho
phép mOt tram cé th€ truyén ngay sau khi mOt culc truyén két thic. =
Nhugc di€m: N&u liic d6 c6 hon mOt tram dang dgi thi kha ning xAdy ra xung
dot 1a rat cao

- Gidi thuat 3: Trung hoa gilta hai gidi thuat trén. V&i gi4 tri p 1Ua chon
hop 1y c6 thé t0i thi€u hod dugc cd khd ning xung d6t 1an thdi gian chét cla
dudng truyén. Xay ra xung dot 1a do dd tré cla dudng truyén dan: mOt tram
truyén d{F liéu di r6i nhung do dd tré dudng truyén nén mOt tram khac lic d6
dang nghe duOng truyén sé€ tudng 12 rOi va cf thé€ truyén dit liéu di - xung
dOt. Nguyén nhan xdy ra xung d0t cUa phUOng phdp nay 1a cdc tram chi “nghe
trudc khi néi” ma khong “nghe trong khi n6i” do vay trong thuc t€ c6 xdy ra
xung d6t ma khong bi€t, van c ti€p tuc truyén dir liéu di > gy ra chi€ém
dung dudng truyén mOt cich vo ich

- DE c6 th€ phit hién xung dbt, cdi ti€n thanh phuong phdp CSMA/CD
(LWT - Listen While Talk - nghe trong khi néi) tlc 12 b6 xung thém cic quy
tac:

- Khi mOt tram dang truy€n, né van ti€p tuc nghe duOng truyen Néu
phét hién thdy xung d0t thi né nglng ngay viéc truyen nhUng van ti€p tuc
gl séng mang thém moOt thoi gian nlta d€ ddm bdo rang tat cd cic tram trén
mang déu c6 th€ nghe dudc su kién xung dot dé.

- Sau d6 tram chG dgi mOt thdi gian ngdu nhién ndo dé rbi th( truyén
1ai theo cic quy tac cla CSMA
- R& rang v6i CSMA/CD thGi gian chi€m dung dudng truy€n vd ich gidm
xuOng bang thoi gian d€ phat hién xung d6t. CSMA/CD ciing st dung moOt
trong 3 gidi thudt “kién nhan” & trén, trong d6 gidi thudt 2 dugc Ua dung hon
ca.
4.3.2. Phuong phap TOKEN BUS

- Phuong phap truy nhdp cé di€u khi€n diung kY thudt “chuyén thé bai”
d€ cap phat quyén truy nhdp duong truyén. Thé bai (Token) 12 mOt don vi
d(r liéu dac biét, c6 kich thudc va c6 chilra cc thong tin di€u khién trong cic
khudn dang

- Nguyén ly: DE cdp phit quyén truy nhap duOng truyén cho céc tram
dang c6 nhu cau truyén dit heu mOt thé bai dugc Iuu chuyen tren mOt vong
logic thi€t 1g=—"-2cdc tram “hi _I’I}QE 112 A_r_l_cit_rgg ji_thi n6 c6

A bogiigdl B C D
quyén sU du ng truyer g MO thdl reidinh trtGd—rorg; ‘thoi gian
d6 né c6 thé truyen mot hoacitgeu don vi dr|liéu. Khi da tﬁedu‘ li€u hay
hét th¥j doan cho Dhep—tram i chpugn thélbai dén fram €y thee-trong
vong 16) ic. Nhu'y Vay cong viéc pha1 larh ddu tién 1a thit lap Voug logi¢ (hay
con goi la vong aq') bao|gOm cdc tram dang c6 nhu cau truyen du‘ liéu [dugc
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----- > Pulng truy€n vat ly
--------- VBng logic

Hinh 4-5 vong logic trong mach bus



xédc dinh vj trf theo mOt chudi th( tu ma tram cudi cing cla chubi sé ti€p
lién sau bdi tram dau tién. MOi tram dudc bi€t dia chi cla cdc tram ké truGe
va sau né. Th( tu cla céc tram trén vong logic c6 th€ dOc 1ap v4i th(r tu vat
ly. Céc tram khdng hodc chua c6 nhu cau truyén d{t liéu thi khong dugc dua
vao vong logic va chiing chi ¢6 thé ti€p nhan d{F liéu.

bus

Trong hinh v&, cdc tram A, E nam ngoai vong logic, chi c¢6 thé ti€p
nhan d{ li€u danh cho chiing.

Van dé quan trong 12 phai duy tri dugc vong logic tuy theo trang thai thuc té&
cUa mang tai thOi di€ém nao d6. Cu th€ can phai thuc hién cic chlc ning
sau:

- BG sung mOt tram vao vong logic: cdc tram ndm ngoai vong logic can
dugc xem xét dinh ky d€ n€u c6 nhu cu truy€n dit liéu thi b6 sung vao vong
logic.

- Loai bd mOt tram khoi vong logic: Khi mOt tram khong con nhu cdu
truy€n dit li€u can loai né ra khdi vong logic d€ tdi Uu hod viéc di€u khi€n
truy nhép bang thé bai

- Quan Iy 16i: mot s6 16i c¢6 thé xdy ra, chang han tring dia chi (hai
tram dé€u nghi rang dén 1UQt minh) hodc “d(t vong” (khéng tram nao nghi
dén 1ugt minh)

- Khéi tao vong logic: Khi cai dat mang hodc sau khi “dUt vong”, can
phai khdi tao 1ai vong.

Céc gidi thudt cho cdc chlic ning trén c6 th€ lam nhu sau:

- BO sung mOt tram vao vong logic, mOi tram trong vong cé trach
nhiém dinh kY tao c0 h0i cho cdc tram m&i nhdp vao vong. Khi chuyén thé
bai di, tram s& gUi thong bdo “tim tram dlng sau” d€ moi cic tram (c6 dia chi
gilta né va tram k€& ti€p néu c6) gUi yéu cau nhap vong. Néu sau mOt thoi
gian x4c dinh truGc ma khong c6 yéu cau nao thi tram s€ chuyén thé bai tdi
tram k€ sau né nhu thudng 1&. Néu cé yéu cau thi tram gUi thé bai sé ghi



nhan tram yéu cau trd thanh tram dlng ké sau n6é va chuy€n thé bai tGi tram
md&i nay. Néu c6 hon mOt tram yéu cau nhdp vong thi tram gilt thé bai sé
phai lua chon theo gidi thuat nao do.

- Loai mOt tram khdi vong logic: MOt tram mudn ra khoi vong logic sé
dgi dén khi nhan dugc thé bai sé gUi thong bdo “n0i tram dling sau” t&i tram
k€ trudc né yéu cau tram nay n0i truc ti€p v&i tram ké sau né

- Quan 1y 16i: D€ gidi quyét cdc tinh hudng bat ngd. Chang han, tram
d6 nhan dudgc tin hi€u cho thdy di cé cic tram khac c6 thé bai. Lap tlc né
phai chuyén sang trang thai nghe (bi dOng, chd dit liéu hodc thé bai). Hodc
sau khi k€t thiic truyén d{t liéu, tram phdi chuy€n thé bai tGi tram k€ sau né6
va ti€p tuc nghe xem tram k& sau d6 c6 hoat dOng hay di bi hu hdng. Néu
tram k& sau bi hdng thi phdi tim cdch gUi cdc thong bdo d€ vUQt qua tram
héng d6, tim tram hoat dOng d€ gt thé bai.

- Khdi tao vong logic: Khi mOt tram hay nhi€u tram phat hién thdy
duOng truyén khong hoat dOng trong moOt khodng thdi gian vugt qua mot gid
tri nguGng (time out) cho truGc - thé bai bi mat (c6 th€ do mang bj mat
nguon hodc tram gilt thé bai bi hdng). Lic d6 tram phat hi€n sé gl di thong
bdo “yéu cau thé bai” téi mOt tram dugc chi dinh trudc cé trach nhi€m sinh
thé bai mGi va chuyén di theo vong logic.

4.3.3. Phuong phap TOKEN RING

- Phuong phdp nay dua trén nguyén ly dung thé bai d€ cap phit quyén
truy nhdp dudng truy€n. Thé bai 1uu chuyén theo vong vat 1y ch(t khong can
thi€t 1ap vong logic nhu phuGng phép trén

Thé bai 13 mOt don vi d{ liéu ddc biét trong d6 c6 mot bit bi€u dién
trang thai st dung cUa né (ban hodc ro7). MOt tram mudn truyén d{r 1iéu thi
phai dgi dén khi nhan dugc mot thé bai rbi. Khi d6 n6 s€ dGi bit trang thai
thanh ban va truyén mOt don vi d{r liéu cung vGi thé bai di theo chi€u cla
vong. Gi0 day khong con thé bai rOi trén vong nifa, do d6 cdc tram cé dif liéu
can truyén bubc phdi doi. D 1iéu dén tram dich s& dugc sao 1ai, sau d6
cling vGi thé bai di ti€p cho dén khi quay v€ tram nguOn. Tram nguln sé xo4
b0 dir liéu, d6i bit trang thai thanh rbi cho 1uu chuyén ti€p trén vong d€ cic
tram khéc c6 th€ nhan dugc quyén truyén dit 1iéu
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Ho' t ®ng cifia ph- ~ng ph, p Token Ring
Hinh 4-6: Hoat dOng cla phuong phap Token Ring

- SU quay vé tram nguOn cUa d{f liéu va thé bai nham tao mOt co ché
nhan tU nhién: tram dich c6 th€ gli vao don vi d{F 1iéu cic thong tin vé két
qua ti€p nhan dt 1liéu cUa minh.

+ Tram dich khong tOn tai hodc khong hoat dOng
+ Tram dich tOn tai nhung d{t li€u khong sao chép dugc
+ D(1iéu da dugc ti€p nhan

- Phuong phdp nay can phai gidi quy€t hai van dé cé th€ giy phd v4 hé
thOng:

+ Mat thé bai: trén vong khong con thé bai 1uu chuyén n(ra
+ MOt thé bai ban luu chuy€n khong dUng trén vong

- Gidi quyét: Poi vGi van dé mat thé bai, c6 thé quy dinh trudc mot
tram di€u khi€n chU dOng. Tram nay s€ phat hi€n tinh trang mat thé bai
bang cich ding cO ch€ nguBng thOi gian (time out) va phuc hdi bang cich
phat di mOt thé bai “r61” moi.

DPGi vGi van dé thé bai ban Iuu chuyén khong dUng, tram monitor s
dung moOt bit trén thé bai (g0i 12 monitor bit) d€ ddnh dau dat gia tri 1 khi gdp
thé bai ban di qua né. N€u né gdp 1ai mOt thé bai ban vdi bit da danh dau d6
thi ¢6 nghia Ia tram nguOn da khong nhan lai dugc don vi dit liéu cla minh
va thé bai “ban” cU quay vong mii. Lic d6 tram monitor s€ d0i bit trang thai
cUa thé thanh r0i va chuyén ti€p trén vong. Céc tram con 1ai trén tram s€ cd
vai trd bi dOng: ching theo d&i phat hién tinh trang su' cO cUa tram monitor
chU dOng va thay thé€ vai trd d6. Can c6 mOt gidi thudt d€ chon tram thay thé
cho tram monitor hOng.



Chuong 5: CAC BO GIAO THUC

v Trinh bay duoc ca@u triic cla mét dia chi mang.

v Trinh bay duoc cdc giao thUrc diéu khién.

v’ Xdc dinh goi dir liéu IP va cdch thitc truyén tai cdc goi dit liéu

trén mang.

v’ Xdy dung duoc phuong thirc dinh tuyén trén IP.

v' Tuén thu cdc quy dinh trong gio thuc hanh.

v' Rén luyén tw duy logic d€ phén tich, téng hop.

v’ Thao tdc c@n th@n, ti mi.

v' Lam viéc theo nhém tiang tinh chia sé va lam viéc cOng dong.
5.1. Cac mo hinh va giao thuc
5.1.1. GiGi thi€u chung

Giao thUc lién mang IP 14 m6t trong nhiing giao thlc quan trong nhat

cla bd giao thltc TCP/IP. Muc dich cUa giao thUc lién mang IP 1a cung cap
kha niing k€t nOi cic mang con thanh lién mang d€ truyén dit liéu. IP 1a giao
thUc cung cap dich vu phan phét datagram theo ki€u khong lién k€t va khong
tin cdy nghia 12 khdng can c6 giai doan thi€t 1ap lién k€t trudc khi truyén dir
liéu, khong ddm bdo rang IP datagram s€ tGi dich va khong duy tri bat ky
thong tin nao v€ nhiing datagram di gUi di. Khudn dang don vi d{r liéu dung
trong IP dugc th€ hién trén hinh vé .

- Bits |-
'S PO " I S
| Version | IHL | Type of Servics Total Leng®
_2 Identilicalion Hags Fragrmaen ttian it
2 3 TimemnLive | Promecol Header Checksum 5
= F Source Address :T':
i Destination Address
i Dptions Pasding

idala hepns heng




Hinh 5-1: Khuén dang di li€u trong IP
Y nghia céc tham s trong IP header:
— Version (4 bit): chi phién ban (version) hi€n hanh cla IP dugc cai

— THL (4 bit): chi d6 dai phan header tinh theo don vi tU (word - 32 bit)

— Type of Service (8 bit): ddc ta tham sO vé& yéu cau dich vu

— Total length (16 bit): chi d0 dai toan b0 IP datagram tinh theo byte.
Dua vio truOng niy va truOng header length ta tinh dugc vi tri bat dau cla
d(r li€u trong IP datagram.

— Indentification (16 bit): 12 truOng dinh danh, cting c4c tham s khdc
nhu dia chi ngu6n (Source address) va dia chi dich (Destination address) dé
dinh danh duy nhat cho m0i datagram dugc gli di béi 1 tram. Thong thudng
phan dinh danh (Indentification) dugc ting thém 1 khi 1 datagram dudgc g di.

— Flags (3 bit): cdc c0, sU dung trong khi phan doan cdc datagram.

|t§ |]]_‘.l]-' [ME |
Bit 0: reseved (chua st dung, c6 gid tri 0)
bit 1: ( DF ) =0 (May fragment)
=1 (Don’t fragment)
bit 2 : ( MF) =0 (Last fragment)
=1 (More Fragment)
— Fragment Offset (13 bit): chi vi tri ca doan phan mdnh (Fragment) trong
datagram tinh theo dOn vi 64 bit.

— TTL (8 bit): thi€t 1ap thGi gian tOn tai cUa datagram d€ trdnh tinh
trang datagram bi quan trén mang. TTL thuGng c6 gia tri 32 hodc 64 dugc
gidm di 1 khi d{t liéu di qua mOi router. Khi trutOng nay bang 0 datagram sé& bi
hly bo va sé khong bdo 1ai cho tram gUi.

— Protocol (8 bit): chi giao thUc tang trén k€ ti€p

— Header checksum (16 bit): d€ ki€m sodt 10i cho vung IP header.

— Source address (32 bit): dia chi IP tram nguﬁn

— Destination address (32 bit): dia chi IP tram dich

— Option (d0 dai thay d0i): khai bdo cic tiy chon do ngudi gUi yéu
cau, thuOng la:

v D0 an toan va bdo mat,
v Béng ghi tuyén ma datagram da di qua dudgc ghi trén dudng
truyén,

v Time stamp,
v X4c dinh danh sich dia chi IP ma datagram phdi qua nhung
datagram khong bat buQc phai truy€n qua router dinh trudc,



v/ X4c dinh tuy€n trong dé céc router ma IP datagram phdi dudc di
qua.
5.1.2. Céc giao thuc.

Giao thirc ¢ kh@ nding dinh tuyén: La céc giao thUc cho
phép di qua cic thi€t bi lién mang nhu Router d€ xay dung cdc mang 16n cé
qui mo6 16n hon

Vi du, cdc giao thUc c6 khd ning dinh tuy€n la: TCP/IP, SPX/IPX

Giao thirc khong cé kha ndng dinh tuyén: Ngugc véi giao
thUc c6 kha ning dinh tuy€n, cic giao thlc nay khdng cho phép di qua céic thiét
bi lién mang nhu Router d€ xay dung cic mang 16n.

Vi du vé giao thUc khdng c¢6 kha ning dinh tuyén 13 : NETBEUI Hién
c6 3 loai giao thUc thuOng hay sUf dung:

- TCP/TP
- SPX/IPX (Novell Netware)
- Microsoft Network

- BO giao thtrc TCP/IP (Transmission Control Protocol / Internet
Protocol)

TCP/IP dugc thi€t k€ hoan toan dOc 1ap v&i cdc phuong phap truy cap
mang, cau tric g6i dr liéu (data frame), mdi truGng truyén, do d6 ma TCP/IP
c6 th€ dung dé€ lién k€t cac dang mang khic nhau nhu’ mang LAN Ethernet,
LAN Token Ring hay cdc dang WAN nhu: Frame Relay, X.25

TCP/IP 12 mOt 18p céc giao thUc ( protocol stack) bao gbm cic giao thic
sau:

+ FTP (File Transfer Protocol): FTP cung cdp phuong phép truyén
nhan file gi(ta cdc mdy v&i nhau, né cho phép ngudi st dung c6 thé gdi mot
hay nhi€u file tU may minh 1én hé thOng bat ky (upload) va nhan mOt hay
nhiéu file tU mOt hé thOng bat ky vé& mdy minh (download)

+Telnet: V&i Telnet, ngudi st dung c6 th€ két ndi vio cic hé thOng &
xa thong qua mang Internet

+SMTP (Simple Mail Transfer protocol): La giao thUc cho phép thuc
hi€n dich vu truy€n nhan mail trén mang Internet.

Hinh So sanh giao thUc TCP/IP v&i mo hinh OSI
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Hinh 5-2: So sanh giao thitc TCP/IP v6i mé hinh OSI

+ TCP va UDP: Hai giao thUc nay déng vai trd cUa tang transport, ¢
trich nhiém tao lién két va dich vu két ndi dt liéu (datagram communication

service).

TCP (Transmission Control Protocol) 13 giao thUc chuy€n giao chinh trong
TCP/IP. TCP cung cap mOt dudng truy€n c6 db tin cdy cao, 1a lién két c6 dinh
hudng (connection oriented protocol), khoi phuc cic géi df li€u bi mat trong quia
trinh truy€n. Qua4 trinh truy€n d{ liéu theo TCP 1a cic byte, géi d{t li€u TCP bao

20m céc thong tin sau

Thong tin

Churc ning

Source Port

Thong tin v€ dia chi cOng (port) cla may gGi

Destination port

Thong tin v€ port cla mdy nhan

Chi sO th(r tu

Chi s th(r tu tinh tU byte dau tién trong d{
liéu TCP

ACK Chi sO byte ma ngu0i gbi nhan dugc tU ngudi
nhan

Window B0 dém d{t 1iéu cho TCP

TCP Checksum | X4c dinh tinh toan ven d( li€u trong TCP

header va TCP data




Mot sO port TCP thong dung

SO port Dich vu
20 FTP ( Data)
21 FTP (Control)
23 Telnet
80 HTTP
139 NETBIOS

UDP (User Datagram protocol) 13 loai lién k€t mOt mOt hay mOt nhi€u, khong
dinh huéng (Connectionless), khong c6 dO tin cdy cao, thuOng hay dung khi dung
lugng d(r liéu truyén tdi trén mang 12 nhd. Céc thdng tin trong UDP header bao
gOm:

Thong tin Churc niing
Source Port Thong tin v€ port cla mdy gdi
Destination port | Thong tin vé port cla mdy nhan

Xéc dinh tinh toan ven dU liéu trong
TCP Checksum TCP header va TCP data

MOt sO port UDP thong dung:

SO port Dich vu
53 Domain name system
137 NETBIOS NAME
138 NETBIOS Datagram
161 SNMP

+ Céc giao thUc IP, ARP, ICMP, RIP.
DPéng vai trd cla tang Internet c6 chlc ning tim dudng (routing), nhdn

dang dia chi (addressing), d6ng géi (package)

IP (Internet protocol) 12 dang giao thUc cho phép tim dudng (routable protocol),

nhan dang dia chi (addressing), phan tich va déng géi. MOt géi IP bao gOm IP

header va IP payload, trong d6 IP header bao gbm cic thong tin sau:

IP Header ChUc ning

DiachiIP g&i | Thong tin v€ dia chi IP clUa may g&i

Dia chi IP nhan | Thong tin vé dia chi IP cla mdy nhan

Identification Nhan dang cidc mang con néu c6 trong dia chi

1P




Checksum X4c dinh tinh toan ven d{ liéu trong phan IP
header
ARP (Address Resolution Protocol) c6 chUc niing phan gidi mOt dia chi IP thanh
mOt dia chi giao ti€p trén mang.
ICMP (Internet Control Message Protocol) c6 chlc ning thong béo lai cic 10i
xay ra trong qua trinh truyén d{ liéu.

NDIS (Network Driver Interface Specification) va ODI (Open Data
Interface): Hai giao thUc nay déng vai trd cUa tang DataLink, cho phép mOt
card giao ti€p (interface card) c6 th€ giao ti€p v&i nhi€u giao thlc khic nhau
trén mang.

ODI dugc phét trién bdi Novell va Apple, ban dau ODI driver dudc viét cho
Novell va Macintosh

NDIS dudc phit trién bdi Microsoft va 3 COM c6 cdc phién ban nhu NDIS,
NDIS2 va NDIS3. C4c phién ban cii ding cho Windows for workgroup, NT 3.5,
con céc phién ban mdi dung cho WinNT 4.0 hay Windows 2000.

- BO giao thirc IPX/SPX (Internetwork Packet Exchange / Sequenced Packet
Exchange)

5.3. Internet Protocols

5.3.1. Giao thurc IP

a. Ho giao thtrc TCP/IP

Su ra doi cla ho giao thlitc TCP/IP gan lién v&i sU ra d0i cla Internet
ma tién than 13 mang ARPAnet (Advanced Research Projects Agency) do
BO Qubc phong MY tao ra. Pay 1a b0 giao thlic dugc dung rOng rii nhat vi
tinh m& cUa né. Hai giao thUc dugc dung chll yéu & day 1a TCP (Transmission
Control Protocol) va IP (Internet Protocol). Chung da nhanh chéng dugc don
nhan va phét tri€n bGi nhi€u nha nghién clu va cic hing cong nghiép mdy
tinh v&i muc dich xdy dung va phét tri€n mOt mang truyén thong m& rOng
khap thé€ giGi ma ngay nay chiing ta g0i 1a Internet.

Dén nim 1981, TCP/IP phién bdn 4 mGi hoan tat va dugc phG bién
rOng rdi cho toan b0 nhiing mdy tinh s dung hé di€éu hanh UNIX. Sau nay
Microsoft ciing dd dua TCP/IP tr& thanh mt trong nhiing giao thlc cin ban
cUa hé diéu hanh Windows 9x ma hién nay dang st dung.

Pén nim 1994, mOt ban thdo cla phién ban IPv6 dugc hinh thanh v&i
su’ cOng tdc cUa nhi€u nha khoa hoc thuQc cic t0 chlc Internet trén thé giGi
d€ cai ti€n nhling han ché cla IPv4.

Khic vGi mo6 hinh ISO/OSI tang lién mang st dung giao thUc két ndi
mang "khong lién két" (connectionless) IP, tao thanh hat nhan hoat dOng cla
Internet. Ciing v&i cdc thudt to4n dinh tuyén RIP, OSPF, BGP, tang lién mang




IP cho phép két ndi mbt cich mém déo va linh hoat cic loai mang "vat Iy"
khac nhau nhu: Ethernet, Token Ring , X.25...

Giao thlc trao dGi d{f liéu "c6 lién két" (connection - oriented) TCP
dugc st dung & tang van chuyén d€ ddm bdo tinh chinh x4c va tin cdy viéc
trao d0i d{r liéu dua trén kién tric k€t nGi "khong lién két" & tang lién mang
IP.

Céc giao thirc hO trg Ung dung phG bién nhu truy nhdp tU xa (telnet),
chuyén t&p (FTP), dich vu World Wide Web (HTTP), thu dién t& (SMTP),
dich vu tén mién (DNS) ngay cang dudc cai dat phd bi€n nhu nhling bd phén
cau thanh cUa cdc hé diéu hanh thong dung nhu UNIX (va cic hé diéu hanh
chuyén dung cting ho cla cdc nha cung cdp thi€t bi tinh todn nhu AIX cla
IBM, SINIX cUa Siemens, Digital UNIX cla DEC), Windows9x/NT, Novell
Netware,...

b. Chic ning chinh cUa giao thirc lién mang IP (v4)

0s1 TCP/IP

Application Application

. TELMET
Presentation

Netwark

icMp | [ 1amp

¥ | ARP ||RARP |

Dhata link _
e Protocols defined by the underlying networks
Physical

Hinh 5-3: M6 hinh OSI va mé hinh ki€n triic cia TCP/IP

Trong cau triic bOn 16p clia TCP/IP, khi d{t li€u truyén tU 18p Ung dung
cho dén 16p vat Iy, moi 18p déu cOng thém vio phan di€u khi€n cla minh dé
dadm bdo cho viéc truyén d{t liéu dugc chinh xdc. MOi thong tin di€u khién
nay dudgc goi 1a mOt header va dugc dat ¢ trudc phan dir liéu dugc truyén.
MO0i 18p xem tat cd cic thong tin ma né nhan dudgc tU 10p trén 1a At 1iéu, va
dat phan thong tin di€u khi€n header cUa né vao truGc phan thong tin nay.
Viéc cOng thém vao cidc header & mOi I1Gp trong qud trinh truyén tin dugc



g0i 1a encapsulation. Qud trinh nhén d{t liéu dién ra theo chi€u ngugc 1ai:
mOi 18p sé tich ra phan header truGe khi truyén d(r liéu 1én 18p trén.

MO6i 18p c6 mOt cdu tric dit liéu riéng, ddc 1ap v6i cdu tric dit 1iéu
dugc dung G 18p trén hay 18p dudi clia né. Sau day la gidi thich mOt sO khai
niém thudng gdp. Stream 1a dong sO li€u dugc truyén trén cO s& don vi sO
liéu 12 Byte. SO li€u dugc trao dGi gilra cac Ung dung ding TCP dugc goi 1a
stream, trong khi dung UDP, ching dugc g0i 1a message. MOi géi sO liéu
TCP dugc goi 1a segment con UDP dinh nghia cau tric d{ li€u cla né 1a
packet.

L&p Internet xem tat cd cac d{t liéu nhu 12 cdc khOi va goi 1a datagram.
B0 giao thlic TCP/IP ¢6 th€ dung nhi€u ki€u khic nhau cla 16p mang dudi
cling, mOi loai ¢ th€ c6 mOt thudt ng( khdc nhau d€ truyén dif liéu.

Phan 16n cic mang k€t cdu phan dit liéu truyén di dudi dang cic
packets hay la cac frames.

Application Stream
Transport Segment/datagram
Internet Datagram
MNetwork Access Frame

Hinh 5-4: Cau tric dit liéu tai cac 16p TCP/TP

bite 01234 : 1¥ 24
Class & [0] preflx | sufflx 3
Class B |: l'|| prefix | suffix
Class C LHE prefix sufiix
e, . 1
Class D |‘. | 1]' 10 multicast address
Class E |1|1I resarved for fulure use

Hinh 5-5: C4ch danh dia chi TCP/IP

- Thuc hi€n viéc phan mdnh va hgp nhat (fragmentation -reassembly)
cdc g6i dr li€u va nhing / tich ching trong cic géi dir li€u 4 tang lién két.
c. Dia chi IP

MOi dia chi IP c6 d6 dai 32 bits (d0i vGi IP4) dugc tach thanh 4 viing
(mbi viing 1 byte), c¢6 th€ dugc bi€u thi dudi dang thdp phan, bat phan, thap
luc phan hodc nhi phan. Céach viét phd bi€n nhat 14 dung ky phap thdp phan
c6 dau chdm dé€ tach gilta cic ving. Dia chi IP 1a d€ dinh danh duy nhat cho
mOt host bat ky trén lién mang.



Khuon dang dia chi IP: mOi host trén mang TCP/IP dugc dinh danh duy
nhat bGi mOt dia chi c6 khuon dang
<Network Number, Host number>
Do t6 chlc va d6 16n cla cdc mang con cUa lién mang c6 thé khic
nhau, ngUdi ta chia c4c dia chi IP thanh 5 18p ky hiéu A,B,C, D, E. C4c bit dau
tién cUa byte dau tién dugc ding d€ dinh danh 18p dia chi (0-15p A; 10 16p B;
11018p C; 1110 18p D; 11110 16p E). Subneting
Trong nhi€u truOng hop, mOt mang cé thé dugc chia thanh nhi€u
mang con (subnet), lic d6 c6 thé dua thém cic ving subnetid d€ dinh danh cic
mang con. Vung subnetid dugc 13y tUr ving hostid, cu th€ doi vGi 3 16p A, B,
C nhu sau:

Netid Subnetid hostid Ldp A
{ TH 13 16 2324 31

Metid Subnetid hostid Lép B
f TR 15 1a 2324 2627 31

Netid | Subnetid | hostia | LépcC

Hinh 5-6: B6 xung ving subnetid

Tham khdo chi ti€t thém trong gido trinh “Thi€t k€ va xiy dUng mang
LAN va WAN”
d. Cau triic géi dir liéu IP

IP 1a giao thUc cung cap dich vu truyén thong theo ki€u “khong lién

két” (connectionless). Cdc géi df li€u IP dugc dinh nghia la cdc datagram.
MOi datagram c6 phan tiéu dé (header) ch(fa cdc thong tin can thiét dé
chuy&n d{t liéu (vi du dia chi IP cla tram dich). Néu dia chi IP dich 1a dia chi
cUa mOt tram nam trén ciing mOt mang IP vGi tram nguOn thi céc géi diF liéu
s& dugc chuyén thang tGi dich; néu dia chi IP dich khong nam trén ciing mot
mang IP v&i mdy nguOn thi cdc géi df 1iéu sé dugc glti d&n mOt mdy trung
chuyén, IP gateway d€ chuyén ti€p. IP gateway 12 mOt thi€t bi mang IP ddm
nhén viéc luu chuyén céc géi dit 1iéu IP gilta hai mang IP khic nhau.



Bit 0 Bit 31

VERS | HLEN | Service type Taoltal length
[dentification Flags Fragment offset
Tiome to live | Protocal Header chackgum

Header
Source [P address }

Drestmation [P address

IP gptions {mayvbe none) Padding

IF datapgram data {up 03335 byvtes)

Hinh 5-7: cau tric géi dir liéu TCPIP
e. Phén manh va hop nhat cdc goi IP
MOt géi dit liéu IP c6 d0 dai tOi da 65536 byte, trong khi hau hét cic
tang lién k&t dit liéu chi hO trg céc khung d{r liéu nhd hon dd 16n tdi da cla
g6i dit li€u IP nhi€u 1an (vi du d6 dai 16n nhat MTU cla mOt khung d{ liéu
Ethernet 12 1500 byte). Vi vay can thi€t phai c6 co ch€ phan manh khi phat va
hgp nhat khi thu d6i v&i cac géi di liéu IP.

e E' - . . X il . ¥
Original [P packet 1. fragment 2 fragment
W 08 2 4 05 1 504 04 05 00 £20)
i1 1 1lale o @ 1 1 1 1|10 oo T
i (ks chackswim (4 (b checksum s (b chacksum
128 822412 128 822412 128822412
1921224 19212258 Ed e
{5 I | k&t
1980 byie 1480 byte &1 buta

Hinh 5-8: Nguyén tac phan manh géi dir liéu

P diing cO MF (3 bit thap cUa truOng Flags trong phan dau cla géi IP)
va truOng Flagment offset cUa g6i IP (d4 bi phan doan) d€ dinh danh géi IP d6
12 mOt phan doan va vi tri cUa phan doan nay trong géi IP gdc. Cic géi cling
trong chu®i phan manh déu c6 trudng nay giGng nhau. CG MF bang 1 néu 1a



g6i dau cla chubi phan mdnh va 0 n€u 1a géi cudi cla géi di dugc phan
manh.
f. Dinh tuyén IP

C6 hai loai dinh tuyén:

- Pinh tuyén truc ti€p: Pinh tuy€n truc ti€p 1a viéc xac dinh dudng nbi
gi(ra hai

tram lam viéc trong cung mOt mang vat ly.

- Dinh tuyén khong truc ti€p. Dinh tuy€n khong truc ti€p 1a viéc x4c
dinh duOng n6i gira hai tram 1am viéc khong nam trong cing mOt mang vat
ly va vi vay, vi€c truy€n tin gilta ching phdi dugc thuc hién thong qua céc
tram trung gian la cic gateway.

D€ ki€ém tra xem tram dich c6 nam trén cing mang vat ly v&i tram
nguOn hay khong, ngu0i gli phdi tich 18y phan dia chi mang trong phan dia
chi IP. N&u hai dia chi nay c6 dia chi mang gi®ng nhau thi datagram sé dugc
truy€n di truc ti€p; ngugc 1ai phdi xdc dinh mOt gateway, thong qua gateway
nay chuyén ti€p céc datagram.

Haosr A1 Hesr CI
Application Cateway Gateway Application
Transport Transport
Internet Internet
Metwaork MNetwork
ACTESS Internet Internet ACTESS

M etwork Metwork
Network & Network B MNetwork C©

Hinh 5-9: Pinh tuyén gilta hai hé théng
5.3.2. MOt s6 giao thitc di€u khi€n
a. Giao thttc ICMP
ICMP ((Internet Control Message Protocol) 12 mOt giao thlc diéu khién
cUa mUc IP, dugc dung d€ trao dGi cdc thong tin di€u khi€n dong sO liéu,
thong bdo 10i va céc thong tin trang thai khac cla b0 giao thirc TCP/IP. Vi du:
- biéu khién 1uu lugng di liéu (Flow control).
- Thong bio 10i : vi du "Destination Unreachable".
- Pinh hudng 1ai c4c tuy€n dudng: géi tin redirect
- Ki€m tra c4c tram & xa: géi tin echo



Vi du khuon dang cUa thong diép ICMP redirect nhU sau:

) T8 15 16 31

tvpe (5) Coade(0-3) Checksum

Dia chi [P coa Router mic dinh

[P header (pdm option) va B bytes dio coa goi di Lidu [P nguon

b. Giao thltc ARP va giao thirc RARP

Trén mOt mang cuUc bd hai tram chi c6 th€ lién lac v&i nhau néu ching
bié€t dia chi vat 1y cla nhau. Nhu vay van dé dat ra la phdi thuc hién 4nh xa
gilra dia chi IP (32 bits) va dia chi vat 1y (48 bits) cUa mOt tram. Giao thUc
ARP (Address Resolution Protocol) di dugc xiy dung d€ chuyén d6i tur dia
chi IP sang dia chi vat 1y khi can thi€t. Ngugc 1ai, giao thlc RARP (Reverse
Address)

5.4. Apple Talk

LA ki€n tric mang do hing Apple Computer phét tri€n cho ho cic may
tinh c4 nhan Macintosh. Giao th(c AppleTalk ciing duQc phit tri€n trén tang
vat Iy cUa Ethernet va Token Ring.

- C4c vung tOi da trén mOt phan mang: Phase 1 13 1; Phase 2 12 255 .

- C4c node t0i da trén mOi mang: Phase 1: 254; Phase 2: khodng 16
triéu.

- Pia chi dOng dua trén céc giao thUc truy nhap : Phase 1: Node ID;
Phase 2: Network Node ID; Phase 1&2: LocalTalk , Phase 1: Ethernet; Phase 2:
IEEE 802.2, IEEE 802.5.

- Dinh tuyén Split-horizon: Phase 1: khong; Phase 2: c6.

5.5. Ki€n triic mang sO héa.

5.5.1. Khai niém chung

cdc mang sO li€u cuc b0 thuOng dudc goi don gidn 1a mang cuc bd va goi
tat 1a LAN. chiing thuOng dudgc ding d€ lién két cic dau cubi thong tin phan
b0 trong mOt tdoa nha hay mOt cum cong sG nao d6. Thi du c6 th€ ding LAN
d€ lién két cdc tram phan bd & cic vin phong trong mOt cao Oc hay trong
khuén vién cUa truOng dai hoc, ciing c6 thé lién két c4c trang thi€t bj ma nén
tang cau tao cla chiing 12 mdy tinh phan b0 xung quanh mOt nha mdy hay mot
bénh vién. Vi tat ca céc thiét bj déu dugc 1ap dat trong pham vi hep nén céc
LAN thuOng dugc xiy dung va quan ly bdi mOt t& chlc nao d6. Chinh vi 1i
do nay ma cidc LAN dudc xem 1a mang df li€u tU nhan, di€m khac biét chU



y€u gilta mOt dudng truyén thong tin dugc thi€t 1ap bang LAN va mot cau
ndi dugc thuc hién thdng qua mang sO li€u cong cOng 1a mOt LAN thuOng
cho tOc dO truy€n sO li€u nhanh hon do ddc trung phan cich vé mat dia 1y va
cu ly ngdn. Trong ng(t cdnh cla m6 hinh tham chi€u OSI thi khdc biét nay chi
tu bi€u 10 tai cac 16p phu thubc mang.
5.5.2. Co ban vé ISDN

Mang ISDN c6 nhitng dac di€m sau:

- La m6t mang da dich vu, thay th€ nhi€u mang vién thong khic nhau
dang ciing tOn tai bang mOt mang duy nhat c6 kha ning cung cap tat ca céc
dich vi hi€n tai va c4c dich vu tudng lai véi mot giao ti€p thué bao duy nhat.

- ISDN c6 hé thOng bdo hiéu sO 7 va cic node chuyén mach thong
minh.

- Kién tric ISDN tuong thich v&i mo hinh OSI. Céc giao thlc da dugc
phét tri€n c6 lién quan t&i cidc Ung dung cla mo hinh OSI c6 th€ s dung
dudgc trong ISDN. Cdc giao thUc c6 th€ phit tri€n s& dung mOt cach ddc 1ap
cho cdc tang khéc nhau, cho céc chlc ning riéng cUa tUng tang ma khong dnh
hudng dén cic tdng k€ nhau. Muc tiéu chinh cla mang 14 chudn hoa tat cd
céc thiét bi dau cubi, cho phép cdc phuong ti€n nhu Am thanhi, hinh dnh, vin
ban...dudc tich hgp chung vio mOt mang duy nh&t. Nham st dung cé hiéu
qud céc tai nguyén cla mang.

Nguyén 1y chung cUa ISDN Ia lién két cdc thi€t bi ddu cudi khdc nhau 1én
cing mOt dudng day thué bao va cé th€é dOng thOi truyén thong sO gilta thué
bao va mang. Cu@c phi dugc tinh theo dung 1UQng thong tin truyén di, khong
tinh riéng cho moi loai dich vu s dung. Cac dich vu khac nhau dugc ho trg
b&i hé thOng bdo hiéu sO 7 gilta mang va bao hi€u DSS1 thué bao.

5.5.3. Cac phan t& co ban clia mang ISDN - TE1 (Termination

Equipment 1)
La cdc thi€t bi dau cubi cé cic thuQc tinh ISDN nhu: dién thoai sO
ISDN, cic dau cubi thoai, sO liéu, digital fax,... - TE2 (Termination

Equipment 2) 13 c4c thi€t bi dau cudi khong cé tinh niing ISDN, d€ c6 thé€ lién
k€t v&i ISDN phdi c6 thém cic b0 phdi ghép dau cubi TA (Terminal
Adapter). - NT1 (Network Termination 1):Thuc hi€n c4c chUc ning thuQc tang
vat 1y cla md hinh OS], tUc 1a c4c tinh ning vé di€n, v€ giao ti€p gilta ISDN
va ngU0i s dung, cdc chlc ning ki€m sodt chat lugng dudng truyén, dau
vong,... - NT2 (Network Termination 2) 12 mOt thi€t bi thong minh c6 kha
ning dap Ung cdc chlc ning dén tdng mang cUa md hinh OSL. NT2 c¢6 thé 1a
tOng dai riéng PBAX, b0 di€u khi€n dau cudi hodc 12 mang cuc bd LAN. R,
S, T, U : Céc di€ém chudn phan cach (R: rate, S: system, T: terminal, U: user)



Cau h@i trac nghiém

1. C4c phat bi€u nio v€ nguyén tac phan tang la ding
A. ChUc ning céc tang dbc 1ap vGi nhau va c6 tinh ma.
B. X4c dinh m6i quan hé gilra cic tang ké nhau
C. X4c dinh m6i quan hé gilta cdc dOng tang
D. D{ liéu khong truyén truc ti€p gilta cic tang dong hé thOng (trlr
tang vat 1y).
E. C3 4 phat bi€u déu diing.
2. Kién tric mang (Network Architecture) la:
A. Giao di€n Interface gilta 2 tang k& nhau.
B. Giao thlc tdng- quan hé dOng tang
C. SO lugng tang.
D. Dich vu tang.
E. Tap cic giao dién, sO 1ugng tang va giao thUc tang- quan hé dOng
téng
3. Piém truy nhdp dich vu SAP (Service Access Point) 12 gi ?
A. Noi trao cung cap dich vu céc tang ké nhau.
B. Noi hoat ddng cUa céc dich vu.
C. Noi cung cap dich vu cUa tang dudi cho cic hoat dOng tang trén.
4. Nhing phat bi€u nao ding:
A. Cung cdp va nhdn céc dich vu gilta cdc thuc thé trong cic tang ké
nhau thong qua viéc goi cdc ham dich vu nguyén thly.
B. Céc dich vU nguyén thuy 12 c4c th( tuc trao dGi thong tin.
C. Cé4c ham dich vU nguyén thUy tuong tic gi(ta cdc tang k€ nhau.
D. Céc ham dich vu nguyén th(y ddc ta céc thao tdc thuc hién yéu cau
hay trd 10i mOt yéu cau cla cac thuc th€ dOng tang.
5. Tang nao xac dinh giao dién gilta nguoi si dung va méi trudng OSI.
A. Tang Ung dung
B. Tang trinh bay
C. Tang phién
D. Tang van chuyén
6. Tang nao cung cdp mOt dang bi€u dién truyén théng chung cho phép
chuyén d6i tir dang bi€u dién cuc bo sang bi€u di€én chung va ngudc 1ai.
A. Tang mang
B. Tang trinh bay
C. Tang phién
D. Tang vatly



7. Tang nao thi€t 1ap, duy tri, huy bd “cic giao dich" gilta cic thuc thé dau
cuOi.
A. Tang mang
B. Tang lién két d{t 1iéu
C. Tang phién
D. Tang vat ly
8. Tang nio c6 lién quan dén cic giao thlc trao d6i d{ liéu
A. Tang mang
B. Tang van chuyén
C. Tang lién két d(t liéu
D. Tang vat ly
9. Nhiing thuat ng(t nao ding d€ mo ta cdc don vi d{t liéu sU dung trong tang
lien k€t d{t liéu:
A. Datagram.
B. Packet.(*)
C. Message
D. Frame (%)
10. Tang nao thay d6i, duy tri tuy€n k&t ndi gilra cac thi€t bi truyén thong.
A. Tang vat ly.
B. Tang con MAC.
C. Tang con LLC(*)
D. Tang mang.
11. Phuong phép chuy€n mach nao st dung mach o ?.
A. Message.
B. Packet(*).
C. Bit
D. Circuit Switching
12. Tang nao thuc hién ma hod d{r li€u?
A. Tang mang
B. Tang van chuyén.
C. TAng lién két dif liéu.
D. Tang phién.
E. Tang Ung dung
F. Tang trinh bay.(¥*)
13. Tang nao thuc hi€n ban giao cic thong di€p gilra cdc ti€n trinh trén cic
thi€t bj?
A. Tang mang.
B. Tang van chuyén.(*).
C. Tang lién két d{r liéu..



D. Tang phién.
E. Tang Ung dung.
14. Tang nao thuc hién vi€c phan gidi dia chi/tén?
A. Tang mang.
B. Tang van chuyén.(¥).
C. Tang lién két d{r liéu..
D. Tang Ung dung
15. Khang dinh nao ding:
A. Bing thong mang hiéu sudt cao khi s dung kY thudt chon dudng
DIJKTRA.
B. Biing thong mang hiéu sudt cao khi s dung kY thudt chon duGng
BellMan Ford (*).
C. C& hai két hop.
16. Hoat d0ng nao c6 lién quan dén ID giao két
A. Chuyén mach géi.
B. Pinh tuyén.
C. Phit trién phan doan.(*)
D. Diéu khién luOng
17. Khang dinh nao ding:
A. Tang lién két d{r liéu xUr 1y 1uu thong gilra céc thi€t bi.(*).
B. Tang mang xU Iy 1uu thong gilra cdc ti€n trinh cla tang trén..
C. Tang Ivan chuy€n xU 1y 1uu thong gilra cédc thi€t bi ddu cubi.(*)
D. Tat ca déu ding.
18. Biéu khién cubc lién lac 12 chlc ning cUa tang:
A. Vatly.
B. Tang mang.
C. Tang phién.(¥)
D. Tang trinh bay.
19. ChUc niing di€u khi€n phién 1am viéc cla mot culc lién lac 1a:
A. Thiét 1ap tuy€n lién két.(*).
B. Phat hién 10i bang CheckSum.
C. Chuyén giao dit liéu.(¥)
D. Gidi phéng céc lién két.(*)
20. ChUc ning cUa viéc thi€t 1ap lién két:
A. Bat dau khi phién truyén théng bj gidn doan.
B. Xdc minh tén ding nhdp vi mat khdu.(¥)
C. Xéc dinh céc dich vu can thi€t.(*).
28. Tang Data Link chiu trach nhi€m gUi...... tU tang Network xuOng tang
Physical.



29. Thong tin ...... trong khung d{r li€u (Frame) dugc st dung chi rd loai
khung, duGng di va thong tin vé& phan doan.
30. Tang con ...... giao ti€p truc ti€p v&i Card mang va chiu trach nhiém
chuyén giao d{t liéu khong 16i gilta hai mdy tinh trén mang.
31. Dt liéu dugc phén chia thanh nhi€u .... nho d€ ..... x(r Iy dé dang.
32. Nhiéu giao thUc phOi hop cling thuc hi€n hoat dOng truyén thong, goi
la.....
33. Sulién két ..... s€ cho biét ...... clla tAng nao dang hoat dOng.
34. C6 ba ki€u giao thUc Ung v&i md hinh OSI, d6 1a cac loai giao thic....
35. Giao thUc Ung dung hoat dOng trén tang cao nhat va cung cap trao doi d{r
li€u gilta cdc chuong trinh Ung dung. ?
36. Khi géi df liéu dudgc truyén gilta ciac b0 dinh tuy€n v&i nhau, dia chi
nguOn va dich cUa tang Data Link bj loai bd va

A. Sau d6 duQc tao lai.

B. ti€p tuc dugc gl rieng d€ rbi s€ dugc tii tao tai node dich.

C. Céc géi tin dugc chuyén ti€p dua trén dO dai tinh bang Byte

D. G6i tin dugc truyén ti€p dua trén mUc d6 Uu tién.
37. Chuyén ti€p géi dif liéu dua trén dia chi tdng con MAC (Media Access
Control

A. B0 chuyén ti€p

B. COng giao ti€p

C. SONET.

D. SMDS

E. Cau n0i (Bridge)
38. Tap hop céc giao thltc mang chuyén mach géi

A. B0 chuyén ti€p

B. COng giao ti€p

C. SONET.

D. X25
39. Lién k&t nhi€u mang s dung cé4c giao thUc khic nhau

A. B0 chuyén ti€p

B. COng giao ti€p

C. SONET.

D. BO dinh tuyén.
Cau hoi va bai tap
1. Hay cho bié€t y nghia cUa khuy€n nghi loai V, khuy&n nghi loai X va loai L
2. TOng quat vé khai niém kién tric da tAng va cdc quy tac phan tang
3. Hi€u th€ nio 1a quan hé ngang va quan hé doc trong ki€n tric N tang.
4. Trinh bay cdc nguyén tac truyén thong dOng tang



5. Giao dién tang, quan hé cic tang k€ nhau va dich vu

6 . Dich vu va chat lugng dich vu

6. Trinh bay khai ni€m dich vu va dich vu lién k€t, dich vu khong lién két
7. Trinh bay cic ki€u ham dich vu nguyén thUy cO ban.

8. Trinh bay tém tat tat qud trinh yéu cau thiét 1ap lién két cla cic thuc thé
dong Quan hé gi(ra dich vu va giao thic

11. C4c tham sO dich vu va tuong tic gilra c4c tang

12. Trang thdi hoat dOng cdc ham dich vu trong md hinh OSI

13. Vai trd va chlc ning chU y€u céc tang phién (Session Layer)

14. Vai trd & chlc ning tang van chuyén (Transport Layer)

15. Vai trd & chUc ning tang mang (Network Layer)

16. Vai tro & chlc ning tang lién k&t d{t liéu (Data link Layer)

17. Hi€u thé no 1a thuc th€ tang vat 1y va dich vu tang vat Iy.

18. Giao thlc tang vat ly khic vGi giao thlc c4c tang khic nhu thé nao ?
19. Kh4i niém DTE va DCE, vi du?

Chuong 6 KIEN TRUC MANG

Trinh bay duoc dac tinh cia ARCnet.

Trinh bay duoc dac tinh cUla Ethernet.

Trinh bay duoc dac tinh cUa Token Ring.
Trinh bay duoc dac tinh cua FDDI.

Phén biét duoc cdc chu@n mang.

Lua chon duoc ki€n triic mang.

Tuadn thu cdc quy dinh trong gio thuc hanh.
Reén luyén tu duy logic d€ phan tich, téng hop.
Thao tdc c@n thé@n, ti mi.

Lam viéc theo nhém ting tinh chia s€ va lam viéc cOng
déng.

D N N N N N N NV NN

6.1. Khao sit cac dinh chudn ARCnet

Kién tric mang bao gbm hai van dé: hinh trang mang(Network
Topology) va giao thlic mang(Network Protocol)
- hinh trang mang: cich két ndi cidc mdy tinh v4i nhau vé mat hinh hoc ma
ta g0i 12 t6 p6 cUa mang
- Giao thifc mang: Tap hop cic quy Udc truyén thong gilta cdc thuc thé
truy€n thong ma ta g0i 1a giao thUc(hay nghi thlic) cla mang.



khi phan loai theo topo mang ngUdi ta thuGng ¢4 phan loai thanh: mang hinh
sao, tron, tuyén tinh.

phan loai theo giao thUic ma mang sU dung ngudi ta phan loai thanh mang:
TCP/TP , Mang NETBIOS...

6.2. Tim hi€u dinh chu@n Ethernet

6.2.1. Gi0i thiéu

Ngay nay, Ethernet di trd thanh cong ngh€ mang cuc b0 dudc s dung
rOng rdi. Sau 30 nim ra dOi, cong nghé Ethernet van dang dugc ti€p tuc phat
tri€n nhlmg kha ning mdi dip Ung nhitng nhu cdu mdi va trd thanh cong
nghé mang phd bi€n va tién dung. Ngiy 22 thing 5 nim 1973, Robert
Metcalfe thuGc Trung tdm Nghién cUu Palto
Alto cUa hing Xerox — PARC, bang California, d3 dua ra y tudng hé thOng
k€t n6i mang mdy tinh cho phép cdc mdy tinh c6 th€ truyén dit li€u v&i nhau
va vGi mdy in lazer. Lic nay, cic hé thOng tinh todn 16n déu dugc thiét ké
dua trén cdc mdy tinh trung tim dat tién (mainframe). Di€m khéc biét 16n ma
Ethernet mang 1ai 1a cdc mdy tinh c6 th€ trao dGi thong tin truc ti€p v&i nhau
ma khong can qua mdy tinh trung tim. M6 hinh m&i nay 1am thay dGi thé giGi
cong nghé truyén thong.

Chudn Ethernet 10Mbps dau tién dugc xudt ban nim 1980 bGi su phoi
hgp phdt trién cla 3 hang : DEC, Intel va Xerox. Chudn nay cé tén DIX
Ethernet ( 13y tén theo 3 ch{t cdi dau cUa tén céc hing).

Uy ban 802.3 cla IEEE da 1ay DIX Ethernet 1am nén tang d€ phat
tri€n. Nam 1985, chudn 802.3 du tién ddra doi v6itén IEEE 802.3 Carrier
Sense Multiple Access with Collition Detection (CSMA/CD) Access Method
vesus Physical Layer Specification. Mac du khong sU dung tén Ethernet nhung
hau hét moi ngudi déu hi€u d6 1a chudn cla cong nghé Ethernet. Ngay nay
chudn IEEE 802.3 12 chudn chinh th(c cUa Ethernet. IEEE da phit tri€n chudn
Ethernet trén nhi€u cdng nghé truyén dan khic nhau vi th€ cé nhi€u loai
mang Ethernet.

6.2.2. Cac dac tinh chung cla Ethernet
a. C&au triic khung tin Ethernet

Céc chudn Ethernet déu hoat dOng & tang Data Link trong mo hinh 7
18p OSI vi thé don vi d{F liéu ma cdc tram trao d6i v&i nhau 1a cdc khung
(frame). Cau triic khung Ethernet nhU sau:

Proambly S i) S Longth| LLG Daliiperd R
7 byl 1 Lyl LS | 6 bylie 2 leyhas) 3 gl 43— 49T bytis A bilin:
i

Hinh 6-1: Cau tric khung tin Ethernet
Céc truOng quan trong trong phan mao dau s€ dugc mo ta dudi day:



« preamble: truOng nay ddnh ddu sy xudt hién cUa khung bit, né ludn
mang gia tri 10101010. TU nhém bit nay, phia nhan cé th€ tao ra xung dOng
h6 10 Mhz.

* SFD (start frame delimiter): truOng nay mdi thuc su x4c dinh su bat
dau cla 1 khung. N6 ludn mang gid tri 10101011.

« C4c trudng Destination va Source: mang dia chi vat 1y cUa cdc tram
nhan va gUi khung, xédc dinh khung dugc gui tU dau va sé dugc gui tdi dau.

e LEN: gi4 tri cUa truOng néi 1&én dO 16n cla phan d{r li€u ma khung
mang theo.

e FCS mang CRC (cyclic redundancy checksum): phia gUi sé€ tinh todn
truOng nay trudc khi truy€n khung. Phia nhan tinh todn 1ai CRC nay theo cich
tuong tU. N€u hai két qud trling nhau, khung dugc xem 1 nhan diing, ngugc
lai khung coi nhu 12 16i va b loai bo.

b. Cau triic dia chi Ethernet

MO0i giao ti€p mang Ethernet dugc dinh danh duy nhat bdi 48 bit dia chi
(6 octet). Pay 13 dia chi dugc an dinh khi sdn xuat thiét bi, goi 12 dia chi
MAC ( Media Access Control Address ).

Pia chi MAC dugc bi€u dién bdi cdc chlt s6 hexa ( hé cd s6 16 ). Vi
du : 00:60:97:8F:4F:86 hoac 00-60-97-8F-4F-86.

Khudn dang dia chi MAC dugc chia Iam 2 phan:

— 3 octet dau x4c dinh hing sdn xudt, chiu sU quan 1y cla t0 chlc
IEEE.

— 3 octet sau do nha sdn xudt an dinh.

K&t hgp ta s€& c6 moét dia chi MAC duy nhat cho mOt giao ti€p mang
Ethernet. Pia chi MAC dugc sU dung 1am dia chi nguOn va dia chi dich trong
khung Ethernet.

c. Cac loai khung Ethernet
* Céc khung unicast
Gia st tram 1 can truyén khung t&i tram 2 (trén hinh vé ...)
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Ethernel Frame Header
A |
[

Dastination Address Source Address
00-60-08-83-AB-12 | D0-E0-08-83-DE-CA H

L

Khung Ethernet do tram 1 tao ra c6 dia chi:

MAC ngudn: 00-60-08-93-DB-C1

MAC dich: 00-60-08-93-AB-12

Pay 12 khung unicast. Khung nay dugc truy€n t&i mot tram xac dinh.

+ Tat ca céc tram trong phan doan mang trén s€ déu nhan dugc khung nay
nhung:

+ Chi c6 tram 2 thdy dia chi MAC dich cUa khung tring vGi dia chi
MAC cUa giao ti€p mang cUa minh nén ti€p tuc xU 1y c4c thong tin khic trong
khung.

+ Céc tram khdc sau khi so sdnh dia chi s& bd qua khong ti€p tuc xUr 1y khung
n(ra.

* C4c khung broadcast

Céc khung broadcast c6 dia chi MAC dich 1a FF-FF-FF-FF-FF-FF (48 bit
1). Khi nhan dugc cdc khung nay, mac du khong trung v&i dia chi MAC cUa
giao ti€p

mang cUa minh nhung céc tram déu phdi nhan khung va ti€p tuc x(r 1y.

Giao thitc ARP st dung cic khung broadcast nay d€ tim dia chi MAC
tuong Ung v&i mOt dia chi IP cho trudc.

MOt sO giao thlc dinh tuyén ciing st dung cdc khung broadcast d€ cic
router trao d6i bang dinh tuyén.

* Céc khung multicast

Tram ngubn gli khung t&i mOt s tram nhat dinh ch( khong phdi 1a
tat cd. Pia chi MAC dich cUa khung 13 dia chi dac biét ma chi c4c tram trong
cing nhém md&i chdp nhan cic khung gUi t&i dia chi nay.

Note: Dia chi MAC ngu6n cUa khung ludn 13 dia chi MAC cUa giao ti€p
mang tao ra khung. Trong khi d6 dia chi MAC dich cUa khung thi phy thuOc
vao mOt trong ba loai khung néu trén.

d. Hoat dOng cUa Ethernet



Phuong thUc di€u khi€én truy nhap CSMA/CD quy dinh hoat dOng cla
hé thOng Ethernet.

MOt sO khdi niém cO ban lién quan dén quéd trinh truyén khung
Ethernet:

« Khi tin hiéu dang dugc truy€n trén kénh truyén, kénh truyén liic nay
ban va
ta gOi trang thdi nay 1a ¢6 séng mang — carrier.

» Khi duOng truyén r0i: khong c6 séng mang — absence carrier.

 NE&u hai tram ciing truyén khung dbng thdi thi ching s& phat hién ra
su xung dOt va phdi thuc hién 1ai qua trinh truyén khung.

 Khodng thoi gian d€ mot giao ti€p mang khoi phuc 1ai sau moi 18n
nhan khung dugc goi 1a khodng trOng lién khung ( interframe gap) — ky hi€u
IFG. Gi4 tri cla IFG bang 96 1an thdi gian cla mOt bit.

Ethernet 10Mb/s: IFG = 9,6 us
Ethernet 100Mb/s: IFG = 960 ns
Ethernet 1000Mb/s: IFG = 96 ns
Céch thUc truy€én khung va phét hién xung d0t dién ra nhu sau:

+ 1. Khi phat hién duOng truyén r0i, mdy tram s& dgi thém mot
khodng th¥i gian bang IFG, sau dé né thuc hi€n ngay viéc truyén khung.
Néu truyén nhiéu khung thi gilta cic khung phdi cdch nhau khodng IFG.

+ 2. Trong truOng hop dudng truy€n ban, mdy tram sé ti€p tuc lang
nghe duOng truyén cho dén khi dudng truyén roi thi thuc hién 1ai 1.

+ 3. TruOng hop khi qud trinh truyén khung dang dién ra thi mdy tram
phét hién thdy su xung d0t, mdy tram s€ phai ti€p tuc truy€n 32 bit d( liéu.
Néu su xung d6t dugc phat hién ngay khi mGi bat dau truyén khung thi mdy
tram s€ phai truy€n hét truGng preamble va thém 32 bit nita , viéc truy€n not
cdc bit nay (ta xem nhu 13 céc bit bdo hiéu tac nghén) ddm bdo tin hiéu sé
tOn tai trén dudng truy€n dU 1au cho phép cic tram khéc ( trong cic tram giy
ra xung dOt) nhan ra dugc su' xung dot va x(r 1y :

— Sau khi truyén hét cdc bit bdo hiéu tac nghén, mdy tram s€ dgi trong
mOt khodng thdi gian ngdu nhién hy vong sau d6 sé& khong gap xung dot va
thuc hién lai viéc truyén khung nhu budc 1.

— Trong lan truyén khung ti€p theo niy ma van gap xung d6t, may
tram bubc phai dgi thém 1an nita v&i khodng thdi gian ngdu nhién nhung dai
hon.

+ 4. Khi m0t tram truy€n thanh cdng 512 bit (khong tinh trudng
preamble), ta xem nhU kénh truy€n dd bi chi€m. Di€u nay ciing c¢6 nghia 1a
khong th€ c6 xung d0t xdy ra nlta. Khodng thGi gian Ung vdi thi gian cla



512 bit dugc goi Ia slotTime. DAy 1a tham s quan trong quyét dinh nhiéu tGi
viéc thi€t ké.

Do bdn chat cling chia s€ kénh truyén, tai mOt thoi di€m chi c6 mOt
tram dudgc phép truyén khung. Cang cé nhi€u tram trong phadn doan mang
thi su' xung dOt cang xdy ra nhi€u, khi d6 tdc d0 truyén bi gidm xubng. Su
xung dOt l1a hién tugng xdy ra binh thudng trong hoat dOng clla mang
Ethernet ( tU xung d6t dé& giy hi€u nham la mang bi su cO hay 14 hoat dOng
sai, hdng héc).

Khaii ni€ém slotTime

= =
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Hinh 6-2: Hai tram hai phia xa nhat trong mang Ethernet 10Mb/s

Trong vi dU nay, tram 1 va tram 2 dUQc xem nhU hai tram & hai phia xa
nhat cla mang. Tram 1 truy€n khung t&i tram 2, ngay trudc khi khung nay
tGi tram 2, tram 2 ciing quy€t dinh truy€n khung ( vi n6é thdy duOng truyén
rO1).

D& mang Ethernet hoat dOng ding, mOi mdy tram phai phat hién va
thong bdo su' xung dOt tGi tram xa nhat trong mang truGc khi mOt tram ngudn
hoan thanh viéc truyén khung. Khung Ethernet kich ¢& nho nhat 1a 512 bit (64
octet), do d6 khodng th0i gian nhd nhat d€ phat hién va thong bdo xung dbt 1a
512 1an thGi gian mot bit.

Ethernet 10Mb/s : slot Time = 51,2 us

Ethernet 100Mb/s : slot Time = 5,12 us

Ethernet 1000Mb/s : slot Time = 512 ns
TruOng hgp vi pham thdi gian slotTime, mang Ethernet sé hoat ddng khong
ding n{ra. MOi 1an truyén khung, m4dy tram s& 1uu khung can truyén trong b0
dém cho dén khi né truyén thanh cong. Gid s mang khong dap Ung diing
tham s0O slotTime. Tram 1 truyén 512 bit thanh cong khong hé bi xung dot, lic



nay khung dugc xem 12 truy€n thanh cong va bi xod khdi b0 dém. Do su phat
hién xung dot bi tré, tram 1 ldc nay muOn truyén l1ai khung cting khong dugc
n(ra vi khung da bi xo4 khdi bd dém rb6i. Mang sé khong hoat dOng diing.
MOt mang Ethernet duQc thi€t k& ding phdi thod mén di€u kién sau:

“ Thoi gian tré tGng cOng 16n nhat d€ truyén khung Ethernet tUf tram
nay tdi tram khéc trén  mang phdi nho hon mOt nlra slotTime”.

Thoi gian tré tOng cOng néi téi G day bao gOm tré qua cic thanh phan
truyen khung: tré truyen tin hi€u trén cdp nbi, tré qua bO repeater. Thoi glan
tré cla tUng thanh phan phu thuOc vao ddc tinh riéng cla chiing. C4c nha sdn
xudt thi€t bi ghi rd va khi thi€t k& can lua chon va tinh todn d€ thod min
diéu ki€n hoat dOng ding clla mang Ethernet.

6.2.3. Cac loai mang Ethernet

IEEE di phat trién chudn Ethernet trén nhi€u cong nghé truyén dan
khdc nhau vi thé c6 nhi€u loai mang Ethernet. MOi loai mang dugc md ta
dua theo ba y€u t0: tOc d0, phuong thUc tin hi€u s dung va ddc tinh duGng
truy€n vat ly.

Céc hé thOng Ethernet 10Mb/s :

« 10Base5. Pay 1a tiéu chudn Ethernet dau tién, dua trén cap dong truc
loai day. TOc d0 dat dugc 10 Mb/s, si dung bing tan c0 s&, chi€u dai cap tOi
da cho 1 phan doan mang la 500m.

* 10Base2. C6 tén khéc 1a “thin Ethernet” , dUa trén hé thOng cép dOng
truc mOng v&i tdc dd 10 Mb/s, chi€u dai cdp tOi da cla phan doan la 185 m
(IEEE lam tron thanh 200m).

 10BaseT. Ch{ T 1a vi€t tat cUa “twisted”: cdp xodn cdp. 10BaseT
hoat dOng tdc d0 10 Mb/s dua trén hé thOng cép xodn cdp Cat 3 trd 1én.

 10BaseF. F la viét tat cUa Fiber Optic ( sgi quang). Pay la chudn
Ethernet dung cho s@i quang hoat dOng G tOc d6 10 Mb/s , ra d0i nim 1993.
Céc hé thOng Ethernet 100 Mb/s — Ethernet cao tOc ( Fast Ethernet )

 100BaseT. Chudn Ethernet hoat dOng v&i tOc d0 100 Mb/s trén cd
cap xodn cap lan cap sQi quang.

« 100BaseX. Ch(r X néi 1én dac tinh mi héa dudng truyén cla hé
thOng nay (s& dung phudng phap ma hod 4B/5B cUa chudn FDDI). Bao gbm
2 chudn 100BaseFX va 100BaseTX

— 100BaseFX. TOc d0 100Mb/s, st dung cdp s@i quang da mode.

— 100BaseTX. T&c d0 100Mb/s, si dung cap xoan cap.

* 100BaseT2 va 100BaseT4. C4c chudn nay st dung 2 cdp va 4 cap cdp
xoan cap Cat 3 trd Ién tuy nhién hi€n nay hai chudn nay it dugc st dung. Céc
hé thOng Giga Ethernet



* 1000BaseX. Ch{f X néi 1én ddc tinh ma hod dudng truyén ( chudn nay
dua trén ki€u ma hoa 8B/10B dung trong hé thdng két nGi tdc dd cao Fibre
Channel dugc phit tri€n b&i ANSI). Chudn 1000BaseX gbm 3 loai:

— 1000Base-SX: t6c d0 1000 Mb/s, st dung sOi quang v&i séng ngan.

— 1000Base-LX: tdc d0 1000 Mb/s, s& dung sgi quang v&i séng dai.

— 1000Base-CX: tOc d0 1000 Mb/s, st dung cap dOng.

 1000BaseT. Hoat dOng & tdc d6 Giga bit, biang tan cG s& trén cip
xoan cdp. Cat 5 trd 1én. SU dung ki€u ma hod dudng truyén riéng d€ dat
duogc tOc do cao trén loai cap nay.

6.3. Tim hi€u dinh chu@n Token Ring
6.3.1. Gii thiéu

Hoat dOng cla Token Ring MOi tram hoat dOng nhu 1a mOt bd chuyén
ti€p hO trg cho su' khuyéch dai tin hiéu suy hao. C6 th€ st dung céc loai cdp
dong truc, cdp sOi quang, cdp xoan ddi. SU dung phuong thic truy nhép
duOng truyén Token RING, gOm 24 bit. N€éu tOc d0 trén vong 13 4 Mbps thi
vong phai c¢6 thOi gian tri hodn 1a 24/2 Mbps = 6 Micro gidy. Cic tram cUa
mang cUc b0 Token Ring hoat ddng theo 4 ché d0 sau: Ché d0 truyén, ché
d0 1ang nghe, ché d0 bd qua. va ch€ dd nhan.

6.3.2. Ki€n tric Token Ring

Tén chuén IEEE 802.5

Phuong thUc truy xudt cép : Token Passing

T6c d6 truyén dit 1iéu : 4/16/155/622.. Mbps

Topology : Ring

Token Ring Token Passing
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Q 1. May A nhn thé, bat dau truyén
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C "s 2.Méy B nhan khung va chuyén dén may C.
3. Méy C sac chép khung dif liéu A
VA kim tra I3i. May C chuy&n khung sang méy D D B

& @ 4.May D nhén khung va
. chuyén vé lai may A
Q D B Q 5. May A nhan khung va
so sanh vdi khung ban dau, néu 1ai

s& truyin lai khung khéc, néu khéng I6i
May A chuyén thé dén may B

6.4. Tim hi€u FDDI
6.4.1. GiGi thiéu

Mang FDDI s dung phuong thlc truy nhap Token Passing, tdc d0 c6
thé dat dén 100 Mbps. FDDI dugc st dung 1am Backbone cho cidc mang dién
rOng MAN,WAN. Cau hinh Ring cdp quang, c6 th€ két n0i truc ti€p cic tram
dau cudi va cdc mdy chl trong mOt nhém 1am vi€c hay lién két cdc mang
trong pham vi mOt toa nha, trong mOt khu vuc hay trong mOt thanh ph6. MOt
trong cdc Ung dung 1a d€ két nbi cic may chU tdc d0 cao.

Khi déng vai trd 12 m&t mang xuong sOng (Backbone), FDDI lién két
c4c thi€t bi mang khic nhau nhu Router, Switch, Brigde, c4c bd tap trung... dé
tao thanh m&t mang 16n hon tU cdc mang con. Tuy nhién FDDI khong dugc
dung cho cdc mang dién rOng (WAN) c¢6 ban kinh 16n hon 100 km. Mac du bi
thay th€ bdi cic cong nghé LAN khac, FDDI van c6 nhitng Uu di€m nhat
dinh. FDDI c6 th€ dugc cau hinh nhu 12 hai mang Ring ngugdc nhau dbc 1ap.
Diéu nay 1am ting tinh On dinh hé thdng cao hon. Néu cdu hinh (Topo) cla
mang dudc thiét k€ hai duOng quang cUa cd hai mang khic nhau vé& mat vat
ly thi s& ddm bdo cho hai mang khong bi phd hly trong cing mOt thdi gian
khi xdy ra céc su cO lién quan dén hé thOng cép.

FDDI c¢6 dac tinh tu hdi phuc bang kY thudt Autowraping. LOi phat
sinh @ Ring s0 cdp (Ring dang hoat d0ng) s& dugc khac phuc bang cich nbi
vong v3i Ring th( cap (Ring dU phong), tao thanh mOt Ring don va cho phép
mang FDDI hoat d0ng & tdc d6 cao nhat. Phan cling mang c6 khd ning phat
hién ra su cO cUa cdp gilta ciac di€m két ndi, do c6 hai duGng cdp nén tram
phét hién ra 10i s€ tu dOng nOi vong hai Ring v8i nhau thanh mOt Ring don.
Khung tin cUa FDDI c6 d dai t&i 4500 Byte, di€u nay lam ting hiéu xudt



mang, gidm céc thong tin Header giao thUc. FDDI ma héa d{r li€u khdc biét
vGi cic cong nghé khic d€ ting hi€u qua truyén dan. FDDI-2 14 cong nghé
m& rOng cla FDDI, hO trg truyén dan céc tin hi€u ti€ng néi, hinh dnh va dt
liéu. MOt bién th€ khic cla FDDI 1a FFDT (FDDI Full Duplex Technology)
st dung ha tang mang nhu FDDI nhung c6 th€ tOc d0 truyén sO li€u 1én dén
200 Mbps. FDDI s dung cdu tric vong kép véi luu 1uong truyén trén moi
vong Ring theo hudng ngugc nhau. Vong Ring kép bao gdm mOt Ring th(r
cap va mOt Ring sO cap. Trong qua trinh hoat d0ng, Ring th( cap s& dung dé
truyén sO 1iéu con Ring s cap & trang thdi rdi. Muc dich cla viéc st dung
vong Ring kép 13 d€ ddm bdo tinh bén vimg va 6n dinh hon.

6.4.2. Kién tric FDDI

Puogc chudn hod bdi ANSI, ddm bdo tOc d0 dudng truyén 100Mbps.

M0 hinh phan cUng.

- Topo dang vong kép

- Duing ddi cép sQi quang multimode d€ lién k&t cac cap nOi DAS, SAS,
DAC va SAC thanh m&t vong kép khép kin. Chi€u dai t6i da cUa vong 1a 100
km (200km khi vong kép chuyén thanh vong don)

- DAS (Dual Attachment Station)-BO k&t nOi kép; SAS (Single
Attachment Station)-BO két nOi don; DAC (Dual Attachment Concentrator )-
B0 tap trung két n6i; SAC (Single Attachment Concentrator)-B0 tap trung két
n0i don.

- Mbi tram lam viéc két n6i vGi cdc b0 két n6i qua FDDI NIC bang
mOt hodc hai d6i cdp sgi quang v6i dau nGi SC. SO tram lam viéc tdi da c6
th€ n6i vio mOt vong 12 500. Khodng cich tOi da gira hai tram 1a 2 km.

- NhO st dung vong kép nén chudn FDDI di xay dung dugc mdt co
ché qudn 1y va tu khic phuc su cO trén dudng truyén mOt cdch kha hoan hdo.
Binh thuOng, mOi tram 1am viéc trao d6i thong tin v6i mang & ché dd dual
vGi mOt dudng gli va mOt duOng nhan thong tin dOng thoi. NEu mOt trong
hai vong bi su c@, thong tin s& dugc gUi va nhén tai moi tram trén ciing mot
duOng truyén mot cich ludn phién. N€u cd hai vong cling bi sU c¢O tai mOt
di€m vong kép ciing s& dugc khoi phuc tu dOng thanh mOt vong don do tin
hiéu dugc phan xa tai hai bo két ndi & hai vi trf gan nhat hai bén di€m xay
ra su cO.

CO ché thim nhap: diing cO ché thé bai
6.5. Lua chon kié€n tric
6.5.1. Muc dich cUla viéc xay dung hé thong mang.

Vio gilta nhitng nim 50 khi nhiing th€ hé mdy tinh dau tién dugc dua
vao hoat dong thuc t€ v&i nhitng béng deén dién t(r thi chiing c6 kich thudc
rat cOng kénh va tOn nhi€u ning luong. HOi d6 viéc nhap dit 1iu vao céic



mdy tinh duQc thdng qua cic tdm bia ma ngudi viét chudng trinh da duc 16
san. MOi tdm bia tuong dudng v&i mOt dong 1€nh ma moi cbt cla nd c6b
ch(ra tat céc ky tu can thi€t ma ngudi vi€t chuong trinh phai duc 10 vao ky
tU minh lua chon. C4c tdm bia dugc dua vao mdy tinh (hay con goi 13 trung
tam xU 1y) va sau khi tinh todn k&t qud s& dugc dua ra may in. Nhu vay céc
thi€t bi doc bia va mdy in dugc th& hién nhu cdc thiét bi vao ra (I/0) d6i véi
may tinh.

Cung vGi su phit tri€n cUa nhitng Ung dung trén may tinh cdc phuong
phdp nang cao khd ning giao ti€p vGi mdy trung tdm ciing di dugc dau tu
nghién cUu rat nhi€u. Vao gilta nhling nim 60, mOt s6 nha ché tao mdy tinh
da nghién cUtu thanh cong nhiing thi€t bi truy cap tU xa t&i mdy tinh cUa ho.
MOt trong nhitng phuong phép tham nhdp tUf xa dudc thuc hién bang viéc cai
dat mOt thi€t bi ddu cudi & moOt vi tri cach xa trung tAm tinh todn, thi€t bi dau
cuOi nay dugc lién két v4i trung tim bang viéc s& dung duOng day dién
thoai v&i hai thi€t bi x(r Iy tin hiéu (Goi 12 Modem) gdn & hai dau va tin hiéu
dugc truyén truc ti€p thong qua day dién thoai.

bu0ng day dién thoai

Modem Modem

Hinh 6-3: M6 hinh truyén di li€u tlr xa dau tién

Trong ldc dua ra giGi thi€u nhiing thi€t bi dau cudi tU xa, c4c nha khoa
hoc di tri€én khai mOt loat nhimg thiét bj di€u khi€n, nhlng thiét bj ddu cudi
dac biét cho phép ngu0i s dung nang cao dugc khd ning tuOng tdc vOi mdy
tinh. MOt trong nhing sdn phdm quan trong d6 1a hé thOng thi€t bi dau culi
3270 cUa IBM. Hé thOng d6 bao gOm cic man hinh, cdc hé thOng di€u khiéhn,
céc thi€t bi truy€n thong dugc lién két v&i trung tAm tinh todn.

Hé thOng 3270 dugc gidi thi€u vao nim 1971 va dugc st dung d€ md
rOng kha niing tinh todn cUa trung tAm mady tinh tGi cac ving xa. D& lam gidm
nhiém vu truy€n thong cUa mdy tinh trung tim va sO 1Ugng céc lién két gilra



mdy tinh trung tim vd&i céc thi€t bi dau cubi, IBM va cic cong ty may tinh
khac da sdn xuat mOt sO céc thi€t bj sau:

+ Thi€t bj ki€m sodt truy€n thong: C6 nhi€m vU nhdn céc bit tin hiéu
tU cdc kénh truyén thong, gom ching lai thanh cdc Byte d{f liéu va chuyén
nhém cic byte d6 tGi mdy tinh trung tAm d€ x( 1y, thi€t bi nay cling thuc hién
cong viéc ngugc 1ai d€ chuy€n tin hiéu trd 10i cUa mdy tinh trung tam t&i cac
tram G xa. Thiét bj trén cho phép gidm b6t dugc thdi gian xU 1y trén mdy tinh
trung tAm va x4y dung cdc thi€t bi logic ddc trung.

+ Thi€t bi ki€m soat nhi€u dau culi: Cho phép cling mOt Itic ki€m sodt
nhi€u thiét bi ddu cubi. M4y tinh trung tdm chi can lién k&t v&i moOt thiét bi
nhU vay la cé thé phuc vu cho tat cd céc thi€t bi dau culi dang dugc gén
v0i thi€t bi ki€m sodat trén.

ThiOt bb kiOm ThiOt bb kidm
s0,t truyOn so,t nhiOu
th«ng ®Cu cuei

Thilt bb k[Om
so,t nhiOu
®Cu cuei

Hinh 6-4 : M6 hinh trao d6i mang clia hé théng 3270

Vao gilta nhltng nim 1970, c4c thi€t bi dau cubi s dung nhitng
phuong phap lién két qua dudng cdp nam trong mOt khu vuc da dugc ra doi.
V@i nhitng Uu di€m tU ning cao tbc dO truyén d{t liéu va qua d6 két hop
dugc kha ning tinh todn cUa cdc mdy tinh lai v4i nhau. Vao nhiing nim 1980
cic hé thdng dudng truyén tdc db cao di dugc thi€t 1ap & Bac MY va Chéau
Au va tUr d6 ciing xudt hién céc nha cung cdp cdc dich vu truyén thong vGi
nhitng duOng truyén c6 tdc dO cao hon nhi€u so v&i duOng day di€n thoai.
V&i nhing chi phi thué bao chdp nhan dugc, ngudi ta c¢é th€ s dung dugc
cdc duOng truy€n nay d€ lién k€t may tinh 1ai v4i nhau va bat ddu hinh thanh



cdc mang mOt cach rOng khdp. O day céc nha cung cdp dich vu da xay dung
nh(ng dudng truy€n d{ liu lién két gilta cic thanh pho va khu vuc vGi nhau
sau d6 cung cap céc dich vu truyén d{t li€u cho nhiing nguGi xay dung mang.
Ngu0i xay dung mang ldc nay s€ khong can xay dung lai duOng truyén cla
minh ma chi can s dung m6t phan cic ning Iuc truyén thong cla cdc nha
cung cap.

Viao nim 1974, Cong ty IBM di gidi thi€u mOt loat cic thi€t bi dau
cubi dugc ché tao cho linh vuc ngan hiang va thuong mai thdng qua cic day
cdp mang, cic thi€t bi dau cudi c6 th€ truy cap cung moOt lic vao mOt mdy
tinh ding chung. V&i viéc lién két cdc mdy tinh nam & trong mOt khu vuc nho
nhu mOt toa nha hay 12 mOt khu nha thi ti€n chi phi cho cic thiét bi va phan
mém 13 thdp. TU d6 viéc nghién cUu khd ning s& dung chung mdi trulng
truy€n thong va céc tai nguyén cla cdc mdy tinh nhanh chéng dugc dau tu.

Vio nidm 1977, Céng ty Datapoint Corporation di bat dau ban hé diéu
hanh mang cUa minh 12 “Attached Resource Computer Network” (g0i tat 1a
Arcnet) ra thi truOng. Mang Arcnet cho phép lién k€t cdc mdy tinh va cic tram
dau cubi lai bang diy cap mang, qua d6 da trd thanh hé di€u hanh mang cuc
b0 dau tién.

Ngay nay v&i mOt Iugng 18n v€ thong tin, nhu cdu xU 1y thong tin ngay
cang cao. Mang mady tinh da tr& nén quen thuQc trong moi linh vuc nhu khoa
hoc, quan sU, quOc phong, thuong mai, dich vu, gido duc...Viéc két ndi cic
mdy tinh thinh mang cho ching ta thdy nhitng kha niing to 16n nhu:

+ SU dung chung tai nguyén: Nhiing thi nguyén cla mang nhU thiét bi,
chuong trinh, dF li€u khi dugc trd thanh céc tai nguyén chung thi moQi thanh
vién clla mang déu c6 th€ ti€p cdn dugc ma khong quan tim tdi nhitng tai
nguyén d6 & dau.

+ Ting d0 tin cdy cla hé théng: C6 th€ dé dang bdo tri mdy méc va
luu trt (Backup) cdc d li€u chung va khi c6 truc trdc trong hé thOng thi
chiing c6 th€ dugc khdi phuc nhanh chéng.

+ Nang cao chat lugng va hi€u qud khai thic thong tin: Khi thong tin c6
th€ dugc st dung chung thi né mang lai cho ngudi si dung kha ning t0 chirc
1ai cdc cong vi€c v&i nhiing thay d6i vé chat nhu:

- bap Ung nhlng nhu cau cla hé thOng Ung dung kinh doanh hién dai

- Cung cap su thOng nhat gilra cic d(r liéu

- Tdng cuOng truy nhap tdi cic dich vu mang khic nhau dang dugc
cung cap trén thé gidi.

Véi nhiing nhu cdu doi hdi ngay cang cao cUa xa hdi nén van dé ky
thudt trong mang 12 m&i quan tim hang dau cUa cdc nha cung cap.



VD: Lam th€ ndo d€ truy xudt thong tin mOt cich nhanh chéng va tOi
Uu nhat, trong khi viéc x 1y thong tin trén mang qud nhi€u doi khi c6 thé lam
tac nghén trén mang va giy ra mat thong tin.

6.5.2. Lua chon ki€n triic
Thuc hién hé tro thoai trong mang Enterprise

- Khi ma nhi€u Enterprise c6 nhu cau tich hgp nhiing Ung dung voice,
video, audio, data vao cing mOt c0 sG ha tang chung con dugdc goi 1a mang
hOi tu (converged network) hay 12 mang thé hé ké tiép.

- MOt mang hOu tu, cho phép su két hgp thoai, df li€u va nhing su
truy€n bdo hi€u khic vio mOt giao ti€p mang don, tOc dO cao, va phlc tap
hon d6i v&i mang truy€n thOng hoat ddng dOc 1ap nhu thoai va d{r 1iéu tich
biét. BGi vi nhiing khoé khiin nay, vi€c thi€t k€, thuc hién, va ki€m tra trén cO
s@ ha tang nay, yéu cau can cé sU quan tim nghiém tic d€ ngudi ding cubi cé
th€ chdp nhdn dugc chat lugng cla dich vu.

- Qud trinh thi€t k& va thuc hién c6 thé chia 1am 10 budc, bat dau véi
su’ dinh nghia o rang cUa nhitng dOi tUOng trong mang hoi tu va dinh nghia
nh(ing Ung dung ma mang nay hé trg. Trong sudt qua trinh can yéu cau dugc
ghi nhan 1ai cla hé thOng. K& hoach cai dat va ki€m tra cling bao gdm k€&
hoach ki€m tra tinh tuong thich cUa nhi€u gilta nhitng thanh phan cUa nhi€u
hang. Giai doan cai dat nén dugc th& nghiém trong phong lab hay trén nhiing
phan dQOan mang ma duQc kiém tra ki 1udng cho suU' van Chuyén tin cay cho
tat cd cdc Ung dung:thoai, video, fax va dit liéu qua cO sG ha tdng mang hoi
tu. MOi mOt hoat déng cla chuong trinh th(f nghiém dugc hoan thanh , hé
thOng phan cap sau d6 c6 thé dugc ki€m tra, tri€n khai, va ghi nhan lai.

- Hau hét nhiing ngudi dung cubi d€u quen thubc vGi nhiing cube goi
qua PSTN va nhén thdy rang ti€n trinh thi€t 1ap va két thic cudc goi 1a tin
cdy va nhanh chéng. Do d6 mang hdi tu ciing s& phdi ddp Ung nhiing yéu cau
t0i thi€u dé. Tuy nhién thuc t€ thi ¢ rat nhi€u y€u t0 cO thé dnh hudng dén
chat 1ugng cla dich vu, bao gbm bing thong cUa nhiing kénh giao ti€p, y&u
t0 vé d0 tai clla mang, ti€ng vong (echo) bén trong mang, va db tré (delay).

Su khé khiin trong lua chon va thuc hi€n mang VolP

- Nhimg khé khin xudt phat tU su khdc nhau gi(ta mang thoai va du
li€u, thoai 12 mang hudng két nodi, trong khi mang d{r li€u 12 khdng huGng
két ndi, do dé cé hai mang yéu cau cich ti€p can luOng thong tin ciing rat
khic nhau. Vi du, mang thoai thi dugc thi€t k€ vGi 99.999% db tin cay.
Trong khi phan 16n cic mang du li€u thi d6 tin cay khong cao.

- SU khdc nhau con 12 loai dich vu van chuyén thong tin. Giao ti€p cUa
con ngU0i thi rat nhay cdm véi dO tré, cOng v4i nhung su thay d6i trong d6
tr€ d6 hay con goi 1a jitter. Bén trong mang thoai, mach giao ti€p thi dugc



fixed, bing thong dUoc thi€t 1ap va nhiing tai nguyén khac thi dugc danh riéng
cho trong su0t culc g0i, nham gidm t6i thi€u dd tr€ va jitter. Ngoai ra, bat ky
thong tin bi mat c6 th€ dugc khdi phuc bdi nhitng ngudi ding cudi bang cich
yéu cau nguoi tham gia 1dp lai cum tU culi. Trii lai, mang chuyén géi
(packet-switched) truy€n thOng khong thi€t 1ap duGng di end-to-end cO dinh
ma thong qua ti€n trinh dinh tuy€n (routing) trén tUng géi. DO tré va jitter 12
mOt van dé khong 18n, vi nhiing thong diép (message) 16n hau nhu sé dugc
chia thanh nhi€u géi tin nhd bén thi€t bi truy€n, va sau ciing s& dUoc sap x&p
lai & bén thi€t bi nhan. Hai ti€n trinh d6 1a vai trdo quan trong trong kié€n triic
mang chuyén géi. Tuy nhién, n€u mot trong sO nhiing géi trong trinh tU nay bi
mat, thi thong di€p ban dau khong thé€ tdi tao lai va chuyén 1én 18p Ung
dung, néi mOt cach khac, thong di€p ban dau cé thé tdi tao 1ai cho dit c6 mOt
vai g6i tin bj tré nhung s€ khong thé€ tdi tao n€u mot trong s g6i tin ban dau
bi mat.

- Th( hai, phdi c6 su 1ua chon khi quyé€t dinh loai ki€n tric duoc tri€n khai,
c6 hai 10ai chinh va vai dang lai khic. Ki€n tric dau tién dua vao hé thOng chuyén
mach thoai dugc bi€t nhu 12 tOng dai chuy€n mach hay PBX. Kién tric nay xudt
phat tUr ki€n tric thoai ban dau clla né nhu 1a mang PBX ma két ndi nhiing ngudi
dung cui bén trong cling cong ty, hay sur lién két gi(ta nhi€u vi tri gilta nhiing chi
nhanh v6i 1ai tru s& chinh. Khi su’ quan tim dén tich hop giao ti€p thoai va dt li€u
trong nh{ing tG chlc kinh doanh phét tri€n, nhiing giao dién PBX, nhu 12 nhiing két
1n0i ho trg fax va dit liéu thi duge thém vao.

- Su phit tri€én hop ly k€ ti€p 1a thém nhiing giao dién (interface) hO tro
nh(ing mang khac nhu 12 ISDN, Ethernet va IP. Cudi ciing, ki€n triic ndi b0 thi duoc
chuyén tUf mang chuyén mach sang mang chuyén géi, ma cho phép nhiing chlc
ning xU 1y g6i tin nhu 13 gateway and gatekeeper cling tOn tai v&i nhiing giao dién
station va trunk. Va khi nhi€u giao dién thi tuong thich vi IP, thudt ng(t IP PBX ra
doi.

IP PBX-based Converged Network

- Nhiing 1ua chon khéc 13 ki€n tric dUa vao b dinh tuy€n ma gidm nhe su
dau tu cho nhiing doanh nghi€p ma di xiy dung mang d{I liéu khong tap trung
(distributed). Rt it su' cdu hinh lai thi dugc yéu cau dé nang cap nhling b dinh
tuy€n v&i khd ning VoIP, nhu 12 tinh niing qudn 1y giao thong (traffic) va chat IUOng
dich vu (QoS), chUc ning truy cap va bdo mat va nhiing yéu cau xUr 1y VoIP khic.
ChUc ning quan Iy va bao mat thuOng duge thuc hién trén mOt viing, trong khi x(r
1y thoai thi dugc thuc hién G cuc bd. BO dinh tuy€n thi dugec dat & nhiing noi cé
mat dd traffic cao, @ ddy traffic dugc két hgp d€ van chuyén t&i nhiing vi trf khic.
Néu dinh dang cUa thoai va video & dang digital né c6 th€ dugc s6 héa va van
chuyén qua mang du liu vGi email, trang web...Nhiing b0 x( Iy Ung dung da



phuong ti€n(multimedia) nhu 13 gatekeeper va gateway c6 th€ k&t ndi vio mang nay
nhu bat ky thiét bi ho trQ IP khic.
Router-based Converged Network.

Chuong 7 KHA NANG TUONG KET MANG

Trinh bay duoc sur turong két mang cUa cdc thiét bi.

Trinh bay duoc cac budc cai dat mdy in mang.

Liét ké duoc cdc thiét bi tuong két lién mang.

Cai dat duoc mét mdy in trén mang va trién khai in @n trén
mang.

Tuadn thu cdc quy dinh trong gio thuc hanh.

Reén luyén tw duy logic d€ phan tich, téng hop.

Thao tdc c@n thé@n, ti mi.

Lam viéc theo nhom ting tinh chia sé va lam viéc cOng dOng.
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7.1. Céc thiét bi tuong két mang

7.2. Cac thiét bi tuong két lién mang
7.2.1. Ly thuyét vé bd dinh tuyén

a. Téng quan vé b6 dinh tuyén

B0 dinh tuy€n 1a thi€t bi dugc s dung trén mang d€ thuc thi cdc hoat
dOng x(r 1y truyén tdi thong tin trén mang. C6 thé xem bO dinh tuy€n 13 mOt
thi€t bi mdy tinh dugc thi€t k&€ dac biét d€ ddm duong dudgc vai trd xU 1y
truy€n tai thdng tin trén mang cUa né va do dé né ciing bao gbm cic CPU, trai
tim cUa moi hoat dOng, b0 nhd ROM, RAM, cic giao ti€p, cdc bus d{F liéu,
hé diéu hanh v.v...

Chlc ning cUa b0 dinh tuyén la dinh hudng cho cdc géi tin dugc
truy€n tdi qua b0 dinh tuy€n. Trén cO s& cdc thudt toan dinh tuy€n, thong tin
cau hinh va chuyén giao, cic bd dinh tuyén s€ quy€t dinh hudng di tOt nhat
cho céc géi tin dugc truyén tdi qua né. BO dinh tuy€n con cé vai trd d€ x(r 1y
cdc nhu cau truyén tai va chuyén d6i giao thlc khac.



Vai trd cla b0 dinh tuy€n trén mang 13 ddm bao cic két noi lién thong gilra
cdc mang v&i nhau, tinh todn va trao d6i cdc thong tin lién mang lam cin c
cho cédc bd dinh tuy€n ra cdc quyét dinh truyén tdi thong tin phit hgp vGi cu
hinh thuc t&€ clla mang. BO dinh tuyén lam viéc v&i nhi€u cong nghé dau ndi
mang dién rOng khic nhau nhu FRAME RELAY, X.25, ATM, SONET, ISDN,
xDSL... ddm bdo c4c nhu cau k€t nGi mang theo nhi€u cic cong nghé va do
chudn muc khac nhau ma néu thi€u vai tro cla b0 dinh tuyén thi khong thé
thuc hién dugc.

b. Cdc chltc ning chinh cla b0 dinh tuyén, tham chi€u mé hinh OSI

Mb hinh OSI da dugc hoc & chuong 1 gbm 7 18p trong d6 bao gbm:

- 3 16p thulc vé céc 16p Ung dung

L&p Ung dung

L&p trinh bay

L&p phién

- 4 16p thuOc vé céc 16p truy€n thong

L6p van chuyén

L&p mang

L&p lién két d(r liéu

L&p vatly

Poi vdi cac 18p truyén thong:

- LGp van chuyén: phan chia / tai thi€t d( liéu thanh cdc dong chdy d{r
li€u. Céc chlc ning chinh bao gbm di€u khi€n dong d{f li€u, da truy nhap,
qudn 1y cdc mach o, phét hién va stra 16i. TCP, UDP 14 hai giao thic thubc
ho giao thlc Internet (TCP/IP) thuQc vé 18p van chuy€n nay.

- L6p mang: cung cdp hoat ddng dinh tuyén va cdc chlc ning lién
quan khac cho phép k&t hgp cdc moi truOng lién k€t dit 1iéu khac nhau 1ai véi
nhau ciing tao nén mang thOng nhat. Céc giao thUc dinh tuy€n hoat dOng
trong 1Gp mang nay.

- L6p lién két di li€u: cung cdp khd ning truyén tdi d{ li€u tU qua
moi
truOng truyén dan vat ly. MOi ddc td khic nhau cUa 16p lién két dit liéu sé
¢ cac dinh nghia khac nhau vé giao thlc va cic chudn muc két ndi ddm bdo
truy€n tai d{ liéu.

- L&p vat ly: dinh nghia cdc thuQc tinh dién, cic chlc ning, thuOng
trinh ding d€ két noi cac thi€t bi mang & mUc vat 1y. MOt sO cic thudc tinh
dugc dinh nghia nhu mUc dién 4p, dbng b0, tOc dd truyén tdi vat 1y,
khodng cich truyén tdi cho phép...

Trong mdi trudng truyén thong, cdc thi€t bi truyén thong giao ti€p vGi
nhau thong qua céc ho giao thUc truy€n thdng khdc nhau dugc xay dung dua



trén cdc md hinh chudn OSI nham dam bao tinh tuong thich va ma rdng. Céc
giao thUc truy€n thong thuOng dudc chia vio mOt trong bOn nhém: cic giao
thUc mang cuc b0, cic giao thUc mang dién rOng, giao thlic mang va cic giao
thUc dinh tuy€n. Giao th(fc mang cuc b0 hoat dOng trén 18p vat 1y va 18p lién
két d{r liéu. Giao thUc mang dién rdng hoat dOng trén 3 16p dudi cuing trong
mo hinh OSI. Giao thUc dinh tuy€n 1a giao thUc 16p mang va ddng dinh tuyén
va truy€n tai d{t li€u. Giao thUc mang lacho phép giao ti€p vdi 18p Ung dung.

Vai trd cla b0 dinh tuy€n trong moi truOng truyén cic k€t n0i gilta cic
mang khdc nhau v&i nhi€u giao thicong nghé truyén dan khic nhau.

ChUc ning chinh cla b0 dinh tuy€n Ia:

- Dinh tuyén (routing)

- Chuy&n mach céc géi tin (packet switching)

Pinh tuyén 1a chlc ning ddm bdo géi tin dugc chuyén chinh xdc t&i
dia chi can dén. Chuy&n mach céc gd6i tin 13 chUc nidng chuyén mach s0 liéu,
truy€n tdi cdc goi tin theo hudng da dinh trén cO s& cdc dinh tuyén dugc dat
ra. NhU vy, trén mOi b0 dinh tuy€n, ta phdi xdy dung mOt bang dinh tuyén,
trén d6 chi 6 dia chi can dén va dudng di cho né. BO dinh tuyén dua vao dia
chi clla géi tin k€t hgp vGi bang dinh tuyén d€ chuyén géi tin di ding dén
dich. C4c géi tin khdng c6 ding dia chi dich trén bang dinh tuyén sé bi huy.

ChUc ning dau tién cla bd dinh tuyén 12 chlc ning dinh tuyén nhu tén
g0i cUa né ciing 1a chUc ning chinh cla b0 dinh tuy€n 1am viéc véi cic giao
thUc dinh tuyén. BO dinh tuyén dugc x€p vao cdc thi€t bi mang lam viéc &
16p 3, 18p mang.

Tuong duong chlc ning thi€t bi trong mo6 hinh OSI

Lap 3 Ldp mang ‘“'a
Ldp 2 Lap lign két dit lidu @ I
Lép 1 |Lopvatly - ey

ChUc ning khic cla bd dinh tuyén 12 cho phép s dung cdc phuong
th(c truyén thong khic nhau d€ dau nOi di€én rOng. Chlc ning két noi di€n
rOng WAN cUa b0 dinh tuy€n 12 khong th€ thi€u d€ dam bdo vai tro két nOi
truy€n thong gilta cic mang v&i nhau. Chlc ning két n6i mang cuc b0, bat
ky b0 dinh tuy€n nao ciing can cé chlc ning nay d€ ddm bdo két ndi dén
viing dich vu cla mang. BO dinh tuy€n con cé cdc chlc ning ddm bdo hoat
dOng cho cac giao thUc mang ma né quan ly.

7.2.2. Gi6i thi€u b dinh tuyén Cisco
a. Gi6i thiéu bé dinh tuyén Cisco
So lugc v€ bd dinh tuyén



B0 dinh tuyén Cisco bao gbm nhi€u nén tdng phan clUng khic nhau
dugc thi€t k€ xay dung cho phit hgp v&i nhu cau va muc dich sU dung cUa
cdc gidi phdp khic nhau. Céc chUc ning xU 1y hoat dOng cla b0 dinh tuyén
Cisco dua trén nén tang cOt 16i 12 hé diéu hanh I0S. Tuy theo cdc nhu cdu cu
th€ ma mOt b0 dinh tuyén Cisco s€& can mOt I0S cé cic tinh ning phit hop.
I0S c6 nhi€u phién ban khic nhau, mOt sO loai phan cUng m&i dugc phat
tri€n chi c6 th€ dugc ho trg bdi cic I0S phién ban mdi nhat. Cac thanh phan
cau thanh b0 dinh tuyén

Hinh 7-1: Céac thanh phan cla b dinh tuyén Cisco

- RAM: Gilt bang dinh tuy€n, ARP Cache, fast-switching cache,
packet buffer, va 12 nGi chay cic file cdu hinh cho b0 dinh tuyén. Dy chinh 1a
n0i luu gi(r file Running-Config, ch(fa cdu hinh dang hoat dOng cUa Router.
Khi nglng cap ngubn cho bd dinh tuy€n, bd nh& nay sé tu dOng gidi phong.
Tat cd céic thong tin trong file Running-Config s€ bi mdat hoan toan. -
NVRAM: non-volatile RAM, 12 n0i gilt startup/backup configure, khong bi
mat thong tin khi mat nguOn vao. File Startup-Config dugc 1uu trong nay dé€
dadm bdo khi khdi dOng 1ai, cdu hinh cla bd dinh tuyén sé dugc tU dOng dua
vé trang thai di luu gilt trong file. Vi vay, phdi thuGng xuyén luu file
Running-Config thanh file Startup-Config.

- Flash: La ROM c6 khd niing xo0d, va ghi doc. La noi chlta hé diéu
hanh I0S cla bd dinh tuyén. Khi khéi dOng, b0 dinh tuyén sé tu doc ROM
dé€ nap I0S trudc khi nap file Startup-Config trong NVRAM.

- ROM: ChUa c4c chuong trinh tu dOng ki€m tra.

- Cong Console: Bugc st dung dé€ cdu hinh truc ti€p b dinh tuyén.
TOc dO d{F liéu ding cho cdu hinh bang mdy tinh qua cdng COM 1 9600b/s.
Giao dién ra cUa cOng nay 1a RJ45 female.

- Céng AUX: bugc si dung d€ quan 1y va cdu hinh cho bd dinh
tuy€n thong qua modem dU phong cho cOng Console. Giao dién ra cUa cOng
nay ciing 1a RJ45 female.

- Céc giao dién:

v COng Ethernet / Fast Ethernet
v COng Serial
v COng ASYNC ...



b. M6t 50 tinh ning Wu viét cla b dinh tuyén Cisco

- C6 kha niing tich hgp nhi€u chlc ning x( 1y trén cing mOt sdn phdm
vGi viéc s dung céc module chUc niing thich hgp va I0S thich hgp.

- Dé dang trong viéc nang cap bO dinh tuyén Cisco cd vé€ phdn mém
1an phan clng do d6 dé dang dap Ung cac nhu cau thay d6i, m& rOng mang,
dap Ung cdc nhu cau phat trién va Ung dung cong nghé mdi.

- Tuong thich va dé dang m& rOng cho cic nhu cdu vé da dich vu ngay
cang gia tang trén.
- Tinh bén v{Ing, an toan va bao mat.
c. M6t s6 bd dinh tuyén Cisco thong dung
- BO dinh tuy€n Cisco 2500
- B dinh tuyén Cisco 2509
- 01 cOng console, 01 AUX
- 02 cOng serial tdc d0 tGi 2Mbps: két n0i leased-line, X.25, Frame Relay...
- 01 Ethernet tbc d0 10Mbps giao dién AUI: can thi€t c6 dau chuyén
RJ45/AUI khi k€t n6i vao cdc mang switch/hub thdng thudng.
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Hinh 7-2 : BO dinh tuy€n Cisco 2501

- 01 cOng Async cho phép két ndi d€n 08 modem V34/V90. SU dung
mot cdp k€t nOi Octal d€ két ndi cdc modem dén b0 dinh tuyén.

- BO dinh tuyén Cisco 2501

- 01 cOng console, 01 AUX

- 02 cOng serial tOc d0 t&i 2Mbps: két n0i leased-line, X.25, Frame
Relay...

- 01 Ethernet tOc d0 10Mbps giao di€n AUI: can thi€t c6 dau chuyén
RJ45/AUI khi k€t n6i vao cdc mang switch/hub thdng thudng

Cisco dd ngUng san xudt cdc b0 dinh tuyén Cisco dong 2500.

B0 dinh tuy&n Cisco 1600



Hinh 7-3: B& dinh tuyén Cisco 1601

- BO dinh tuyén Cisco 1601
- 01 cBOng console
- 01 cOng serial tbc d0 t&i 2Mbps: két nli leased-line, X.25, Frame
Relay...
- 01 Ethernet tOc d0 10Mbps giao dién AUI va RJ48 (Female Socket for

RJ45 connector)
- 01 serial slot: c6 th€ st dung cho cOng Serial th(r 2, card ISDN BRI
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Hinh 7-4 : B& dinh tuyén Cisco 1603

- BO dinh tuyén Cisco 1603

- 01 cOng console

- 01 cGng ISDN BRI giao dién S/T: két n6i ISDN t6c d0 2B+D, khi s
dung & Viét nam can c6 thém mot bd ti€p hgp NT1 d€ dau nbi vao mang

ISDN.
- 01 Ethernet tOc d0 10Mbps giao dién AUI va RJ48 (Female Socket for

RJ45 connector)
- 01 serial slot: c6 thé st dung cho cOng Serial, card ISDN BRI
B dinh tuyén Cisco 1700
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Hinh 7-5: BO dinh tuyén Cisco 1721

- BO dinh tuyén Cisco 1721
- 01 cOng console, 01 AUX



- 01 FastEthernet tOc d0 10/100Mbps giao dién RJ48 (Female Socket
for RJ45 connector)

- 02 WAN slot: ¢6 thé s& dung cho cOng Serial, card ISDN BRI...
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Hinh 7-6 : B& dinh tuyén Cisco 1751
- B dinh tuyén Cisco 1751
- 01 06ng console, 01 AUX
- 01 FastEthernet tdc d& 10/100Mbps giao dién RJ48 (Female Socket for

RJ45 connector)

- 02 WAN slot: ¢6 th€ st dung cho cOng Serial, card ISDN BRI...
- 01 Voice slot: chi cho phép cam céc card voice
B dinh tuyén Cisco 2600
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Hinh 7-7: B dinh tuyén Cisco 2610

- BO dinh tuyén Cisco 2610

- 01 cOng console, 01AUX

- 01 Ethernet tOc d0 10Mbps giao dién RJ48 (Female Socket for RJ45
connector)

- 02 serial slot: ¢ thé sU dung cho 06ng Serial, card ISDN BRI, card
Voice...

- 01 network module slot: c6 th€ s dung module Async, Sync/Async,
Channelized E1, PRI ...
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Hinh 7-8: B dinh tuyén Cisco 2621
- BO dinh tuyén Cisco 2621

- 01 cOng console, 01AUX
- 02 FastEthernet tOc d6 10/100Mbps giao di€n RJ48 (Female Socket for

RJ45 connector)
- 02 serial slot: c¢6 th€ s dung cho cOng Serial, card ISDN BRI, card

voice...
- 01 network module slot: ¢é th€ st dung module Async, Sync/Async,

Channelized E1, PRI ...

B dinh tuyén Cisco 3600
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Hinh7-9: BO dinh tuyén Cisco 3620
- B0 dinh tuy&n 3620
- 01 cOng console, 01AUX
- PCMCIA slot

- 02 network module slot: c6 th€ st dung module Async, Sync/Async,
Channelized E1, PRI, Ethernet/FastEthernet, Voice, VPN ...



- Khi k&t n0i v4i mang LAN can thi€t c6 mOt Network module c¢6 cOng
Ethernet/FastEthernet.
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Hinh 7-10: B9 dinh tuyén Cisco 3661
B0 dinh tuyén 3661
01 cOng console, 01AUX
PCMCIA slot
01 FastEthernet t&c d0 100Mbps
06 network module slot: c6 thé s& dung module Async, Sync/Async,
Channelized E1, PRI, Ethernet/FastEthernet, Voice, VPN ...

- 02 module nguOn, ho trg va du phong 1an nhau, ddm bdo vé€ mat cung
cap nguOn dién cho bd dinh tuyén. C6 th€ thay thé module ngudn ma khong
can phai tat dién toan b bO dinh tuyén.

7.2.3. Cau hinh bd dinh tuyén

B0 dinh tuy€n 13 mOt thi€t bi mdy tinh dugc thi€t k€ dac biét dé
ddm duong dudc vai trd xU 1y truy€n tdi thong tin trén mang. N6 dugc thiét
k€ bao gbm cic phan tU khong th€ thi€u nhu CPU, b0 nhG ROM, RAM, cic
bus dit liéu, hé di€u hanh. C4c phan t{ khic tiy theo nhu cdu st dung c6 thé
c6 hodc khdng bao gdm cdc giao ti€p, cdc module va cédc tinh ning dac biét
cUa hé diéu hanh.

CPU: di€u khi€én moi hoat dOng clabd dinh tuyén trén co s cic hé
thOng chuong trinh thuc thi cla hé diéu hanh.

ROM: chifa cic chuong trinh tU dOng ki€m tra va c6 th€ c6 thanh phan
c0 ban nhat sao cho bd dinh tuyén c6 th€ thuc thi dugc mot sO hoat dOng tOi
thi€u ngay ca khi khong c¢6 hé di€u hanh hay hé di€u hanh bj hdng.

RAM: gilt cic bang dinh tuy€n, cic ving dém, tap tin cdu hinh khi
chay, cic thong s ddm bdo hoat ddng clia bd dinh tuy€n khic.

Flash: 13 thiét bi nh& / 1uu tr(f ¢6 kha niing xo4 va ghi dugc, khong mat
d{t liéu khi cat ngubn. Hé di€u hanh cUa b0 dinh tuyén dugc chlta & day.




Tuy thubc cic b0 dinh tuyén khic nhau, hé di€u hanh s& dugc chay truc
ti€p tU Flash hay dugc gidn ra RAM tru@c khi chay. Tap tin cdu hinh ciing c6
th€ duoc luu trlf trong Flash.

Hé di€u hanh: ddm duong hoat dOng cla bd dinh tuyén. Hé di€u
hanh cla cdc bd dinh tuy€n khic nhau cé cdc chlic ning khdc nhau va thuGng
dugc thi€t k€ khac nhau. MOi bd dinh tuy€n c6 thé chay rat nhi€u hé diéu
hanh khéac nhau tuy thuOc vio nhu cau st dung cu thé, cic chlc ning can
thi€t phdi c6 cla bl dinh tuy€n va cdc thanh phan phan clng cé trong bl
dinh tuy€n. C4c thanh phan phan cUng mdi yéu cau cé su nang cap vé hé
di€éu hanh. Céc tinh ning ddc bi€t dugc cung cdp trong cic badn nang cap
riéng clla hé diéu hanh.

Cac giao ti€p: bO dinh tuyén c6 nhi€u céc giao ti€p trong dé chl yéu
bao gOm:

- Giao ti€p WAN: dam bdo cho cic két n0i dién rOng thdng qua céc
phuong thlc truyén thong khdc nhau nhu leased-line, Frame Relay, X.25,
ISDN, ATM, xDSL ... C4c giao ti€p WAN cho phép bd dinh tuyén két nli
theo nhi€u céc giao dién va tdc dO khdc nhau: V.35, X.21, G.703, E1, E3, cdp
quang v.v...

- Giao ti€p LAN: ddm bdo cho c4c két nGi mang cuc bd, két ndi dén
cdc ving cung cdp dich vU trén mang. Cic giao ti€p LAN thong dung:
Ethernet, FastEthernet, GigaEthernet, cip quang.

7.3. In trén mang
7.3.1. GiGi thiéu

Hi€n nay mdy in trén mang ciing 12 mOt thi nguyén viéc chia sé cla
mang cho ngudi st dung. Tuy cdc mdy in dang ngay cang r€ di nhung v&i nhu
cau vé chat lugng dang ngay mOt cao thi viéc chia s€ cdc mdy in dat tién trén
mang van dang can thi€t. Windows NT 12 mOt hé di€éu hanh mang ma bat ky
mdy tinh Windows NT nao ciing c6 thé cung cdp céc dich vU in dn cho ngudi
st dung trong mang.

Khi chia s& mOt mdy in trén mang (cho nhi€u ngUdi cé th€ cung sU
dung) chiing ta can phai gidi quy€t nhiing van dé sau :

v M4y in khong Iam dugc 2 viéc mot liic, n€u phai nhan ciing mot
ldc thi s€ c¢6 va cham, do vay mang phai c6 cO ché sap x€p cong viéc
sao cho mdy in c6 th€ thuc hi€n mot cich 1an 1Ugt cic cong viéc in.

4 Céc cong vi€c in dugc thuc hién béi nhiing ngu0i sU dung khic
nhau c6 th€ can nhitng mUc d6 uu tién khac nhau va hé thOng quan 1y in
can c6 kha ning thuc hién diéu nay.

7.3.2. Co ché in trong mang



Thong thuOng mdy in mang dugc qudn ly thong qua mOt mdy chU ma
trén d6 thuc hién nhiém vuU qudn 1y cdc cong viéc in, mdy chU d6 thuOng
dugc goi 1a mdy chU in (Print server) va chay chuOng trinh quan ly in.
Windows NT cho phép cai dat mdy in tai bat c(f dau trén mang, mOi mOt may
c6 cai dat Windows NT déu c6 thé thuc hi€én nhiém vu mdy chU in. N6 ¢
th€ quan 1y mdy in gan truc ti€p vao né hay mOt mdy in gan vio may khéc
trén mang.

PEé gidi quyét nhlmg van dé dat ra vGi cong vi€c in trén mang
Windows NT s dung kY thudt goi 12 Spooling ma ch(l y&u nhu sau:

- Khi ngudi st dung quyét dinh thuc hién mOt cong viéc in thi cong
viéc in d6 khong truc ti€p gUi ra mdy in ma né dugc dat trong mot file tai
mdy chU in. O day vi€c thuc hién gidng nhu hang dgi rap hat, n6 13 mOt viing
1uu tr&f cdc cong vi€c in va c¢6 nhi€ém vu ngin chan xung ddt khi cdc user chi
xudt dong thGi ra mdy in.

- Mdy chU in duy tri cdc hang dgi d€ cat gilf cac cong vi€c in va dua
chiing t&i mdy in ngay khi c6 thé. Trong khi d6 ngudi s& dung c6 thé 1am ti€p
cong viéc ngay khi cong viéc in dugc cat vao hang doi.

- Khi mdy in rdnh mdy chU in s& chuy€n 1an 1UQt cic cong vi€c in dang

dUng dQi trong hang tGi mdy in. Tai diy mdy chU in phdi ¢c6 mOt kha niing Iuu
tr(r d(r liéu 16n d€ c6 th€ 1uu tr(f nhi€u cong viéc in mot lic va can phdi ¢
kha niing ddp Ung nhiing yéu cau da dang cla cic cong viéc in.
D€ gidi quyét van dé ndy sinh vdi mdy in trong mang Windows NT ti€n
hanh phan biét gilta mdy in vat Iy goi 12 Printing device va mOt thuc thé logic
cUa mdy in g0i la logic printer. Mdy in logic dugc sUf dung d€ ki€m sodt cic
tic vU sau day :

- Cong viéc in dugc gdi di dau.

- Cong viéc in an gdi di khi nao.

- Th{r tu’ Uu tién cUa cdc tic vU in.

Nguo0i s dung in ra spool thong qua vi€c in ra may in logic, hQ s& dung mdy
in logic nhu 12 mdy in dang dugc gan 1a mdy cla ho nhung thuc sy cdc dir
liéu dugc in ra mdy in logic dugc chuyén cho mang va qua d6 dén mdy chU
in trudc khi duQc dua ra mdy in mang.
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Hinh 7.11: M4y chu in va spool

M4y chU in sé lién két cdc mdy in logic v&i mdy in vat 1y, né phdi ddm
bdo cic cong vi€c in phdi dugc dua ding d€n mdy in vat ly. Tai day c6 3
truOng hgp c6 thé ddi véi mOi quan hé gilta mdy in logic vi mdy in vat 1y

- MOt mdy in logic lién két v&i mOt mdy in vat 1y.

- Nhi€u mdy in logic lién k€t véi mOt mdy in vat ly.

- MOt mdy in logic lién k&t v&i nhi€u mdy in vat Iy.
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Hinh 7-12: Lién két gilta may in Logic va may in vat Iy



Néu Server chua cai dat mdy in logic, ta phdi cai dat mdy in logic
tuong Ung vGi mOt mdy in thuc t€ cho Server. Vio menu Start, chOn Settings,
chon Printers, chOn Add Printer nhu:

Programs L4
Documents r
B

(=] Contol Panel
B3 Frinters

Find :
Iﬁ IEH #1 Printers Mi=] E3
Help File  Edit Miew Help

Shut Crown...

|1 ohject(z] zelected S
HOp sau d6 hOp hOi thoai Add printer winzar hién ra
Add Printer Wizard

Thiz wizard will help pau ta install your printer or make a
printer connection quickly and eazily. Thig printer will be
managed by:

Al zettings will be managed and configured o my
computer.

" Network printer server

Connect ba a printer on another machine. Al zettings for
thiz printer are managed by a print zerver that has been zet
up by an administratar.

< Blach I Hest » I Cancel |

- Chon My Computer n€u mdy in cUa ching ta khdng c6 card mang va
duogc n0i truc ti€p vao Server.

- Chon Network printer server n€u mdy in cUa ching ta n0i truc ti€p
vao mang.

- Chon Next, chon c¢6ng n0i v&i mdy in (thuOng 1a LPT1). Chon tén
hing san xudt va loai mdy in ta dang dung, chon Next, ta phdi trd 10i thém vai




cAu hGi phu nhu ta ¢c6 muOn in trang test khong? C6 muOn dat mdy in nay 1
ngam dinh khong?

Sau khi cai dat, ching ta s& thdy xudt hi€n thém bi€u tUgng mdy in ma
vUa dugc cai dat trong khung mdy in. Chiing ta phdi cho phép dung chung may
in naybang cach lya chon mdy in d6 Trong khung Printers

[ Tea| Erograms L4

Documents g

L

Settings

M =] Control Panel
B3 Frinters

Find » A Ta:
| el B Printers Hi=] E3
Help Eile Edit “iew Help
Add Frinter
Shut Down... - 2B5 /2437
2 @?
‘W PRINTOZ... BE
CORPL =
|3 ohject(s] iy
- Ta nhap chudt phdi vao tén mdy in d6, chon Sharing nhu hinh sau:
&% \\ PRINT1\HP3siA - 265/2437 =] B3
Document  Wiew Help
et | wirer | Pages | Size

FPauze Printing
Set Az Default Printer
Diocument Defaults. .

Sharing...

Purge Frint Documents

Froperties |

L

Lloze hiz printer.

Khung Printer properties hi€n ra cho chiing ta nhap cic thong s& nhu:
tén may in logic (Share namem), c4c tinh chat khic nhu vé an toan. ma chiing
ta muOn khi phUc vU mang.



&% \WPRINTO1VHP3siA - 265 /2437 Printer Properties

Generall Fartz I Scheduling  Sharing I Sec:urit_l,ll Device Settingsl

@;ﬁ SPRINT 0TS HP 25 - 265 /2437

Mot Shared
¥ Shared
Share Name:  [HF3si4|

'ou may inztall altemate drivers so that uzers on the following systems can
download them automatically when they connect.,

Alternate Drivers:

Windows 35 -
Windows NT 4.0 #86 [Installed)
windows NT 4.0 MIPS

YWindows NT 4.0 Alpha

Windows NT 4.0 PPC

windows NT 3.5 or .51 #96 d

To modify the permizsions on the printer, ga ko the Security tab.

k. I Cancel l

- Cubi ciing chon OK, lic nay, ta s€ thdy & dudi bi€u tuong may in c6
ban tay d& chling td mdy in nay da dugc phép dung chung. Né€u trén Server cai
dat nhi€u loai may in v&i nhi€u ch€ d6 khic nhau, ta c6 th€ chon mdy in
ngam dinh bang cach ddnh ddu vao muc Set As Default.

- PE€ mdy tram c6 th€ in dugc qua Server, néu chUa cai dat chiing ta
phadi cai mdy in nhu sau: nhdp ddp vao tén Server c¢6 ndi v&i mdy in, khung
Shared Printers s€ hién ra danh sdch cdc may in da cai trén Server, ching ta
chon tén mdy in can ndi r6i bam OK.

Quay trd 1ai khung man hinh Print Manager chiing ta nhin thdy thong
bdo mdy in nay da dugc phép st dung. Thoat ra khdi Print Manager va ching
ta c6 th€ in qua mdy in mang trén bat c(* mOt phan mém nio trén Windows
nhU Winword, Excel, v.v...

Bat kY mdy tinh Windows NT c6 thé dugc cdu hinh nhu 13 mOt print server.
Tuy nhién chi ¢6 nhitng nguGi 12 thanh vién cUa nhitng nhém sau diy m&i cé
quyén tao ra cic mdy in:

- Administrator (NT Worstation and Server).

- Server Operator (NT Server).

- Print Operator (NT Server).

- Power Users (NT Worstation).




7.3.3. Bao mat cla may in
Windows NT ¢6 ciac mUtc d® bao mat trong in an nhu sau:

- Quyén s6 htru may in (Ownership) : ngudi s& dung tao ra mot mdy
in chinh 12 nguOi chl s hCtu mdy in d6 va c6 toan quy€n trén tat cd cac thuQc
tinh cUa mdy in logic. Ngudi chl s h(tu mdy in c6 thé gin quyén cho nhling
ngUdi ding khic quan 1y tai li€u hay toan quyén di€u khi€n viéc in an. MOt
ngUoi st dung c6 toan quy€n thi ho toan quyén s3 hltu mdy in logic dé.

- Quan ly thudc tinh may in (Permissions): quyén quan Iy mdy in bao
gOm 4 quyén sau:

No access: khong dugc phép truy cap.
Print: in
Manage document: qudn ly vin ban, c6 khd ning thuc
hién cé4c thao tic: Pi€u khién khdi dat tai liéu, Ngling, phuc hoi, khéi
dOng 1ai,va x6a cdc tai liéu.
Full control: toan quyén di€u khi€n, thuc hién céc
quy€n quadn 1y tai liéu va cic quy€n sau day:
v Thay d0i trat tU in an tai liéu.
NgUng, tOng hop lai,che ddu cic mdy in logic.
Thay d0i thuQc tinh clla mdy in logic.
HUy cdc mdy in logic.
Thay d6i quy€n cUa mdy in logic

C6 th€ xem tai li€u 3 mdy in logic va quan ly ching theo nhi€u céch.
Ngu0i st dung luén qudn 1y dudc tat cd cac tai liéu ma ho tao ra. PE quan
ly dugc cdc tai liéu cUa cic ngudi st dung khéc, phdi 1a ngu0i chl s& hltu
cUa mdy in logic hay 1a thanh vién cUa cdc nhém:

NSRRI

v Administrator.
v Server Operator
v Print operator.

Bat ky mOt mdy in ndo ciing c6 th€ lam vi€c trong mdi truOng mang

nhung di€u quan trong 13 xem xét chu ky lam viéc (duty cycle) cla mdy in.
Nghia 13 phai xem xét sO 1uOng trang in t0i da ma mdy in c6 th€ in ra trong
mOt khodng thdi gian nhat dinh.
Céc mdy in dugc thi€t k€ cho mang thudng cé chu ky lam viéc (duty cycle)
cao. Cdc mdy in c6 th€ gan vio bat c(f noi dau trén mang. Cong viéc in khong
phit thuQc vio cédc thi€t bi phan clng hay cic thi€t bi két ndi ma do dugc
quan 1y bdi mOt print server va d{t li€u dugc chuyén van trén mang.



Chuong 8 CAC PHUONG PHAP KHAC PHUC SU CO

Trinh bay duoc cdc su c6 mang thudng gap.
Trinh bay duoc tién trinh khdc phuc su cé.
Khdc phuc sur c6 mang thudng gap.
Cai dat va c@u hinh Firewall.
Tudn thu cdc quy dinh trong gio thuc hanh.
Reén luyén tu duy logic d€ phaén tich, téng hop.
Thao tdc c@n thé@n, ti mi.
v' Lam viéc theo nhém tding tinh chia sé va lam viéc cOng déng.
8.1. Céc su c6 mang
8.1.1. Gi6i thiéu

Trudc khi tm hi€u cdc van dé 1iGn quan dén phuong thiic phd hoai
va cOc bi€n phdp bdo vé ciing nhu thi€t 1ap cOc chdnh sdch vé bdo mat,
phan sau doy sé& trGnh bay mOt s6 khdi ni€ém 1iOn quan d€n bado mat thong tin
trOn mang Internet.

8.1.2. Céc 16 hdng va phuong thire tdn cung mang chl yéu
a. Cdc 16 héng bdo mét:

C4c 10 hOng bdo mat 12 nhing di€m y€u kém trén hé thOng hodc an
cha trong mOt dich vu ma dua vao d6 ké tan cong c6 thé xam nhdp trdi phép
d€ thuc hién cdc hanh dOng pha hoai hodc chi€m doat tai nguyén bat hgp
phép.

Nguyén nhan gy ra nhitng 16 hGng bdo mat 1a khic nhau: c6 thé do 10i cUa
ban than hé thOng, hodc phdn mém cung cap, hodc do ng—0i quan tri yéu
kém khong hi€u sau sdc cic dich vu cung cép ...

MUc d6 anh hudng cla céc 16 hOng 1a khac nhau. C6 nhling 16 hGng chi anh
huéng t6i chat lugng dich vu cung cdp, c6 nhlng 16 hGng dnh hudng
nghiém trong tGi toan bO hé thOng ...

DOi tuong tan cong mang (Intruder):

L4 nhimg cd nhan hodc céc t6 chlic s& dung céc ki€n thlic vé mang va
cic cong cU phd hoai (phan mém hodc phan clng) d€ do tim cic di€m yéu,
16 h6Gng bdo méat trén hé thOng, thuc hién céc hoat dOng xAm nhép v chi€ém
doat tai nguyén mang trai phép.

MOt s6 dOi tugng tan cong mang 1a:

- Hacker: La nhiing k& xdm nhdp vio mang trdi phép bang cich st
dung céc cong cU pha mat khau hodc khai thic cic di€m y€u cla cic thanh
phan truy nhap trén hé thOng
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- Masquerader: La nhiing k€ gid mao thong tin trén mang. MOt sO hinh
thUc gid mao nhu gid mao dia chi IP, tén mién, dinh danh ngudi ding ...

- Eavesdropping: La nhitng doi tugng nghe trdm thong tin trén mang,
st dung céc cdng cuU sniffer; sau d6 dung cdc cong cU phan tich va debug dé
18y dugc cic thong tin c6 gia tri

Nhiing d0i tugng tdn cong mang cé th€ nham nhiéu muc dich khic
nhau: nhu n cap nhing thong tin c6 gia tri v€ kinh t€, pha hoai hé thOng
mang c6 chU dinh, hodc ciing c6 th€ chi 1a nhitng hanh ddng vo y thitc, th(r
nghi€m cdc chuong trinh khong ki€m tra can than ...

b. M6t s6 phuong thic tdn cong mang

C6 th€ tan cong mang theo moOt trong c4c hinh thlc sau diy:

- Dua vao nhiing 16 hOng bdo mat trén mang: Nhitng 16 hGng nay cé
th€ 1a cdc di€m yé€u cUa dich vu ma hé thOng d6 cung cap; Vi du nhitng ké
tan cong 10i dung cdc di€m yéu trong cic dich vu mail, ftp, web ... d€ xam
nhap va ph4 hoai
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Hinh 8-1 - Céc hinh thtc tan cong mang

- St dung cdc cong cu d€ phd hoai: Vi du st dung cac chuong trinh phd
khod mat khdu d€ truy nhdp vao hé thGng bat hgp phéap; Lan truyén virus
trén hé thOng; cii dat cdc doan ma bat hop phdp vio mOt sO chuong trinh.

- Nhung ké tan céng mang ciing c6 th€ két hgp cd 2 hinh thUc trén vGi
nhau dé
dat dugc muc dich.

- MuUc 1 (Level 1): Tén cung vao mOt sO dich vu mang: nhu Web,
Email, dan dé€n cic nguy c0 10 céc thong tin vé& cdu hinh mang. C4c hinh thirc
tan cong @ mUc nay cu th€ dung DoS hodc spam mail.



- MuUc 2 (Level 2): Ké pho hoai dung tai khodng cUa ngudi dung hop
phéap d€ chi€m doat tai nguyén hé thOng; (DUa vio cic phudng thlic tdn cong
nhU bé khéa, ddnh cap mat khau ...); ké phé hoai cu thé thay d6i quyén truy
nhép hé thOng qua cdc 16 hOng bdo mat hodc doc cdc thong tin trong tap tin
lién quan dén truy nhap hé thdng nhu /etc/passwd

- TU MUc 3 dén mUc 5: K& ph4 hoai khong s& dung quyén cUa ngudi
dung thong thuOng; ma cé thém mot sO quyén cao hon ddi véi hé thdng; nhu
quyé€n kich hoat mot s dich vu; xem xOt cdc thong tin khéic trén hé thOng

- MUc 6: K& tan cdng chi€m dugc quyén root trén hé thOng.

8.1.3. MOt s6 di€m yéu clia hé théng

Céc 10 hGng bdo mat hé thOng la cic di€m y€u c6 thé tao ra sU ngung
tré cUa dich vu, thém quyén d6i v&i nguGi s dung hodc cho phép cic truy
nhép khong hop phéap viao hé thOng. Cac 160 hOng tOn tai trong cac dich vu
nhU Sendmail, Web,Ftp ... va trong hé di€éu hanh mang nhu trong Windows
NT, Windows 95, UNIX; hodc trong cdc Ung dung.

Céc loai 16 hGng bdo mat trén mOt hé thOng dugc chia nhu sau:

LO hbng loai C: cho phép thuc hién cdc phuong thlc tdn cong theo
ki€u tUr chOi dich vu DoS (Dinal of Services). MUc nguy hi€m thap, chi anh
hudng chat lugng dich vu, c6 thé€ lam ngung tré, gidn doan hé thOng, khong
ph4 hong d{T li€u hodc chi€m quyén truy nhap.

LG hoOng loai B: cho phép ngudi s dung cé thém cic quyén trén hé
thOng ma khong can thuc hién ki€m tra tinh hgp 1&. MUlc d6 nguy hi€m trung
binh, nhling 16 h6ng nay thudng cé trong cic Ung dung trén hé thOng, c6 thé
dan dén hodc 10 thong tin yéu cdu bao mat.

L0 hOng loai A: C4c 10 hOng nay cho phép ngudi st dung & ngoai cho
thé€ truy nhdp vao hé thOng bat hdp phap. LO héng rat nguy hi€m, c6 thé 1am
pha hUy toan bd hé thOng.

8.1.4. Cac mUc bdo vé€ an toan mang

Vi khong ¢6 mot gidi phap an toan tuy€t d6i nén ngudi ta thuGng phdi
st dung dOng thdi nhi€u mUc bdo v€ khic nhau tao thanh nhi€u 18p "rio
chan" d6i véi cic hoat dOng xAm pham. Viéc bdo vé thong tin trén mang
chU yéu 12 bdo vé thong tin cat gill trong cdc mdy tinh, ddc biét Ia trong cic
server cUa mang. Hinh sau mé ta cdc 16p rao chan thong dung hién nay dé
bdo vé thong tin tai cdc tram cUa mang
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Hinh 8-2: Cdc mUtc dO bdo vé mang

NhU minh hoa trong hinh trén, c4c 18p bdo vé thong tin trén mang gbm:

- LGp bdo vé trong ciing 13 quyén truy nhdp nham ki€m sodt céc tai
nguyén (& diy 12 thong tin) cla mang va quyén han (c6 thé thuc hién nhlng
thao tdc gi) trén tai nguyén d6. Hién nay viéc ki€m sodt 3 mUc nay dugc dp
dung sau nhat dGi vGi tép

- L&p bao vé ti€p theo 13 han ché theo tai khodn truy nhap gdm ding
ky tén/ va mat khdu tuong Ung. Pay 1a phudng phap bdo v& phG bi€n nhat vi
né don gidn, it tOn kém va ciing rat c¢6 hiéu qua. MOi ngudi s& dung muln
truy nhap dugc vao mang sU dung cdc tai nguyén d€u phdi cé ding ky tén va
mat khdu. Ngudi quan tri hé thOng cé trach nhi€m quan 1y, ki€m soit moi
hoat d0ng clla mang va xdc dinh quyén truy nhap cUa nhiing ngu0i sU dung
khdc tuy theo thOi gian va khong gian.

- L6p thtr ba 1a s dung c4c phuong phdp ma hod (encryption). Dt liéu
dugc bién d6i tir dang "doc dugc" sang dang khong "doc dugc" theo mot
thuadt toan nao d6. Chung ta s€ xem xét cdc phuOng thUc va céc thuat todn ma
ho4 hién dugc st dung phO bi€n & phan dudi day.

- L&p th( tu 1a bdo vé vat 1y (physical protection) nham ngin cdn céc
truy nhap vat Iy bat hgp phdp vao hé thdng. ThuOng diung cdc bi€n phdp
truy€n thOng nhu ngin cdm ngudi khong c6 nhi€m vu vio phong dat may,
dung hé thOng khod trén mdy tinh, cai dat cidc hé thOng bdo dOng khi c6 truy
nhap vao hé thong ...

- L&p th( nim: Cai dat cdc hé thOng blc tuOng 1Ua (firewall), nham
ngin chan cdc thAm nhap trdi phép va cho phép 10c cdc gbi tin ma ta khong
mudn gUi di hodc nhan vao vi mOt 1y do nao dé.

8.2. Ti€n trinh khac phuc su cd
8.2.1. C4c bién phap bdo vé mang may tinh

Thuc t€ khong c6 bi€n phap h(fu hi€u nao ddm bdo an toan tuyét dbi
cho mang. Hé thOng bdo vé du c¢6 chdc chan dén dau thi ciing ¢6 lic bi vo
hi€u hod bdi nhiing ké pha hoai diéu luyén. Cé nhi€u bi€n phip ddm bdo an
ninh mang.



a. TOng quan vé bao vé thong tin bang mdt ma (Cryptography)

Mat mi 1a quéd trinh chuyén d6i thong tin gOc sang dang mi hda
(Encryption). C6 hai cdch ti€p cdn d€ bdo v& thong tin bang mat ma: theo
duOng truyén (Link Oriented Security) va tU mitdén-miit (End-to-End). Trong
cdch th( nhat, thong tin dugc ma hod d€ bado vé trén dudng truyén gilra 2 nit
khong quan tim dén ngudn va dich cUa thong tin d6. Uu di€m cla cich nay 1a
c6 th€ bif mat dugc lubng thong tin gilta ngudn va dich va c¢6 th€ ngin chan
dugc toan b cdc vi pham nham phan tich thong tin trén mang. NhuQc di€ém
1a vi thong tin chi dugc mi ho4 trén dudng truy€n nén doi hdi cic nit phdi
duoc bao vé tot.

NguQc 1ai, trong céch th( hai, thong tin dugc bdo vé trén toan duOng di
tU nguln t&i dich. Thong tin dugc ma hod ngay khi m&i dugc tao ra va chi
dugc gidi ma khi dén dich. Uu di€m cUa ti€p can nay 1a ngudi s dung cé
th€ dung n6 ma khong dnh hudng gi dén ngudi s dung khic. Nhugc di€m
cUa phuong phép la chi c6 dt liéu ngu0i st dung dugc ma hod, con thong tin
di€u khi€n phai gi(f nguyén d€ c6 thé x 1y tai cdc node. Gidi thuat DES ma
hod céc khOi 64 bits cUa vin ban gOc thanh 64 bits vin ban mat bang mot
khod. Khoa gbm 64 bits trong dé 56 bits dugc dung ma hoa va 8 bits con 1ai
dugc ding d€ ki€m so4t 16i. MOt khoi d{r 1iéu can ma hod s& phai trdi qua 3
qué trinh x(r 1y: Hodn vi khGi dau, tinh todn phu thuOc khod va hodn vi ddo
nguoc hoan vi khéi ddu. Khéa K Ban 16 Ban ma Mat ma Gidi ma Ban 16 ban
dau

Phuong phdp sU dung khod cdng khai (Public key): Cdc phuGng phap
mat ma chi ding m6t khod cho cd ma hod 1an gidi ma doi hoi ngudi gli va
ngU0i nhan phai biét kho4 va gilt bi mat. TOn tai chinh cla cdc phuong phéap
nay 1a 1am th€ nao d€ phan phOi khod mOt cich an toan, ddc biét trong moi
truOng nhi€u ngudi st dung.

P& khac phuc, ngudi ta thudng s dung phudng phap ma hod 2 khod,
mOt khod cong khai d€ ma hod va mOt ma bi mat d€ gidi ma. Mdc du hai khod
nay thuc hién cdc thao tdc ngUQc nhau nhung khong th€ suy ra khod bi mat tir
khod cong khai va nguQc 1ai nhO cac ham todn hoc dac biét goi 1a cdc ham
sap bay mot chiéu (trap door one-way functions). Pdc di€m cdc ham nay 1a
phai bi€t dugc cich xay dung ham thi mdi c6 th€ suy ra dugc nghich ddo cla
né. Gidi thudt RSA dua trén nhan xét sau: phan tich ra thlra sO cUa tich cUa 2
sO nguyén tO rat 16n cuc ky khé khin. Vi vay, tich cUa 2 sO nguyén t0 c6 thé
cong khai, con 2 sO nguyén t0 10n c6 th€ dung d€ tao khod gidi ma ma khong
sO bi mat an toan. Trong gidi thudt RSA moOi tram 1ua chon ngdu nhién 2 s
nguyén tO 18n p va q va nhan ching v&i nhau d€ c6 tich n=pq (p va q dugc gilr
bi mat).



8.2.2. TOng quan vé hé thong Firewall

Firewall 12 mOt hé thOng dung d€ ting cuOng khOng ché truy xudt,
phong nglra dOt nhap bén ngoai viao hé thOng st dung tai nguyén clla mang
mOt cdch phi phdp. Tat cd thong tin dén va di nhat thi€t phdi di qua Firewall
va chiu suU ki€m tra cUa bUc tudng 10ta. N6i chung Firewall ¢6 5 chlfc ning 16n
sau:

1. Loc g6i d{r li€u di vao/ra mang 1udi.

2. Quan ly hanh vi khai thic di vio/ra mang 1udi

3. Ngin chan mOt hanh vi nao do.

4. Ghi chép ndi dung tin tUc va hoat dOng thdong qua blc tuGng 1(ra.

5. Ti€n hanh do th(r gidm sit va cdnh bdo su tan cdng d6i v&i mang
1uGi.

Uu di€m va nhudgc di€m cla blc tuOng 1(ra:

Uu di€m chl y&u cla viéc s dung Firewall d€ bdo v& mang n0i bo.
Cho phép ngudi quan tri mang xdc dinh mOt di€m khOng ché ngin chdn dé€
phong nglra tin tdc, k& pha hoai, xAm nhdp mang nbi bd. Cam khong cho céic
loai dich vu kém an toan ra vio mang, dong thOi chOng trd su cong kich dén
tUr cac dudng khac. Tinh an toan mang dugc cling cO trén hé thdng Firewall
ma khong phdi phan b0 trén tat cd mdy chU cUa mang. Bdo vé nhiing dich
vU y€u kém trong mang. Firewall dé dang gidm sdt tinh an toan mang va phat
ra cdnh bdo. Tinh an toan tap trung. Firewall c6 th€ gidm di van dé khong
gian dia chi va che dau cdu tric clla mang ndi b0. Ting cudng tinh bdo mat,
nhdn manh quyén s& hlu. Firewall dugc si dung d€ quan ly luu lugng tlr
mang ra ngoai, xay dung phuong 4n chOng nghén.

Nhugc di€ém 1a han ché dich vu c6 ich, vi dé nang cao tinh an toan
mang, ngudi qudn tri han ché hodc déng nhi€u dich vu c6 ich clla mang.
Khéng phong h0 dugc su tan cdng cla k€ pha hoai trong mang ndi b0,
khong th€ ngin chin su tan cong thong qua nhitng con dudng khic ngoai blrc
tuOng 10ra. Firewall Internet khong th€ hoan toan phong nglta dUgc sU phat tan
phan mém hodc t&p da nhi€m virus.

Cac loai Firewall

Firewall 10c g6i thuOng 12 mOt b dinh tuy€n cé 10c. Khi nhan mot géi
d{t 1iéu, né quyét dinh cho phép qua hodc tlr chdi bang cach thdm tra géi tin
dé€ x4c dinh quy tac 10c g6i dua vao céc thong tin cla Header d€ ddm bdo qud
trinh chuy€n phit IP. Firewall cOng mang hai ngin 13 loai Firewall c6 hai cUa
nOi d€n mang khic. Vi du moOt cra nOi t&i mOt mang bén ngoai khong tin
nhiém con moét clra n6i tédi mOt mang ndi bO c6 thé tin nhi€ém. Pdc di€m 16n
nhat Firewall loai nay 12 géi tin IP bi chdn 1ai. Firewall che chan (Screening)



mdy ch( bat bulc c6 su két noi tdi tat cd may chl bén ngoai v&i may chl
kién c0, khong cho phép két ndi truc ti€p véi mdy chl nbi bd. Firewall che
chan mdy chU 12 do bd dinh tuy€n 10c géi va may chl kién c6 hgp thanh. Hé
thOng Firewall c6 cap an toan cao hon so v&i hé thOng Firewall 10c g6i thong
thuOng vi n6 ddm bdo an toan tang mang (10c géi) va tang Ung dung (dich
vU dai ly). Firewall che chan mang con: Hé thOng Firewall che chan mang
con diing hai b0 dinh tuyén 10c géi va m6t mdy chl kién c6, cho phép thiét
1ap hé thOng Firewall an toan nhdt, vi né6 ddm bdo chlc ning an toan tang
mang va tang Ung dung.

Ky thuat Fire wall Loc khung (Frame Filtering):

Hoat dOng trong tang 2 clUa md hinh OSI, c6 th€ 10c, ki€m tra dugc &
mUc bit va n0i dung cUa khung tin (Ethernet/802.3, Token Ring 802.5,
FDDI,...). Trong tang nay cc khung d{t li€u khong tin cdy s€ bi tUr chOi ngay
trudc khi vio mang Loc g6i (Packet Filtering): Ki€u Firewall chung nhat 12
ki€u dua trén tdng mang cUa md hinh OSI. Loc géi cho phép hay tU chOi géi
tin ma né nhan dudgc. N6 ki€m tra toan bd doan d{f li€u d€ quyét dinh xem
doan dit 1iéu dé6 cé thod man moOt trong sO cic quy dinh cla 10c Packet hay
khong. Cac quy tac 10c Packet dua vao cdc thong tin trong Packet Header. Néu
quy tac 1oc Packet dugc thod man thi géi tin dudc chuyén qua Firewall. Néu
khong s& bi bd di. Nhu vay Firewall c6 th€ ngin can cic két nOi vao hé
thOng, hodc khod viéc truy cap vao hé thGng mang ndi b tU nhiing dia chi
khong cho phép. MOt sO Firewall hoat dOng & tdng mang (tuong tU nhU mOt
Router) thuGng cho phép tOc d0 xU Iy nhanh vi chi ki€m tra dia chi IP ngubn
ma khong thuc hi€n 1€nh trén Router, khong xéc dinh dia chi sai hay bi cam.
N6 sU dung dia chi IP ngu6n 1am chi thi, n€u mOt géi tin mang dia chi ngubn
1a dia chi gid thi n6 sé chi€m dugc quyén truy nhap vao hé thOng. Tuy nhién
c6 nhi€u bién phdp kY thudt c6 thé dugc 4p dung cho viéc 10c géi tin nham
khac phuc nhugc di€m trén, ngoai truOng dia chi IP dugc ki€m tra, con c6
cdc thong tin khdc dudc ki€m tra vGi cdc quy tac dugc tao ra trén Firewall,
cic thong tin niy cé th€ 1a thGi gian truy nhdp, giao thlc si dung, cOng ...
Firewall ki€u Packet Filtering c6 2 loai:

Packet filtering Fire wall: Hoat dOng tai tang mang cUa md hinh OSI
hay tang IP trong md hinh TCP/IP. Kiéu Firewall nay khong qudn ly dugc cic
giao dich trén mang.

Circuit Level Gateway: Hoat dOng tai tang phién (Session) cla mo
hinh OSI hay tdng TCP trong mo hinh TCP/IP. La loai Firewall xUf 1y bdo mat
giao dich gilta hé thOng va ngudi dung cudi (VD: ki€m tra ID, mat khau...)
loai Firewall cho phép Iuu vét trang thdi cUa ngudi truy nhap.

Ky thudt Proxy



La hé thOng Firewall thuc hién cic két nbi thay cho cic két nli truc
ti€p tU may khach yéu cau.Proxy hoat ddng dua trén phan mém. Khi mOt két
n0i t mOt ngudi s dung nao d6 d&n mang st dung Proxy thi két nGi d6 sé&
bi chdn 1ai, sau d6 Proxy sé ki€m tra cic truOng c6 lién quan dén yéu cau két
n0i. Néu viéc ki€m tra thanh cong, cé nghia 1a cdc truOGng thong tin dap Ung
dudgc céc quy tac da dat ra, né s€ tao mOt cdu két ndi gilra hai node v4i nhau.

U'u di€m cla ki€u Firewall loai nay 14 khong c6 chlc ning chuyén ti€p
cdc g6i tin IP, va c6 th€ di€u khi€n mOt cach chi ti€t hon cdc két ni thong
qua Firewall. Cung cap nhi€u cdng cu cho phép ghi 1ai cdc qud trinh két noi.
Céc géi tin chuy€n qua Firewall déu dugc ki€m tra kY 1uGng v4i céc quy tac
trén Firewall, di€u nay phdi trd gia cho tOc d0 xU Iy. Khi mOt mdy chU nhan
cic g6i tin tUf mang ngoai rOi chuy€n chiing vio mang trong, sé tao ra mot 10
hGng cho cdc ké phd hoai (Hacker) xAm nhdp tU mang ngoai vio mang trong.

Nhugc di€m cUa ki€u Firewall nay 13 hoat dOng dua trén trinh Ung
dung uy quyén (Proxy).

TAI LIEU THAM KHAO CHINH

- Mang mdy tinh — TruOng dai hoc cong nghé - PHQG Ha Nobi
- Thac Manh CuGng — Tin hOoc vin phong — 2005

- Tai liéu tham khdo trén Internet

- Gido trinh Mang mdy tinh toan tap tiéng Viét






