Chuong 4 virus, phong ngtra va quét

4.Virus, phong ngla va quét

4.1. khai ni@ém ve virus va phéan loai.

4.1.1. khai niém.

- Virus 12 mOt chuong trinh phan mém dugc thi€t k€ d€ c6 thé€ l1ay lan ra
céc file chuong trinh hodc c4c khu vuc hé thdng cla dia cling, dia mém
hay usb... Ching c6 kh3 niing tu nhan ban va c6 th€ danh quyén diéu
khi€n mdy tinh.

- Chuong trinh virus thuOng mang tinh pha hoai. Nhi€u virus c6 khd ning
1am hdng toan bd dt 1i€u tham chi 1am hdng ca phan clng clla mdy tinh.

4.1.2. Mt sO loai virus thudng gap.

a. Virus boot. Virus nay kh@i dOng ciing v&i hé diéu hanh.
b. Virus file. Loai nay lay vao céc file chuOng trinh.
¢. Virus macro. Loai nay 14y vao céc file vin ban.

d.Virus trojan horse. diy 1a loai chuong trinh ciing ¢6 tidc hai tuOng tU' nhu
virus chi khac 1a né khong tU nhan ban ra. Nhu thé, céch lan truy€n duy nhat 1a
théng qua cic thu day chuyén. D€ trlr loai nay ngudi chll may chi viéc tim ra
tap tin Trojan horse r0i x6a né di 1a xong. Tuy nhién, khong c6 nghia 1a khong thé
¢6 hai con Trojan horse trén cing mOt hé thOng. Chinh nhiing k& tao ra cdc phan
mém nay s€ st dung k¥ ning 1ap trinh cUa minh d€ sao 1Uu that nhi€u con
truGc khi phat tan 1én mang. DAy ciing 12 loai virus cUc ky nguy hi€m. N6 c6 thé
hUy 6 clmg, hQy d{ liéu.



e. Sau internet worm.

La loai virus k&t hop sUc phd hoai cla virus va su' bi mat cUa trojan. Tiéu
bi€u cla loai nay la milisa hay love letter.ching c6 th€ 1am té 1iét hé thOng may
chU va tac nghén dudng truyén.

4.2. cic bién phap phong ngtra virus.

4.2.1. S& dung phan mém diét virus

Trén thi truOng hién c6 rat nhi€u phan mém diét virus. MOt sO hiang ndi ti€ng
vié€t cdc phan mém virus dUQc nhi€u ngudi st dung c6 thé k& dén 1a: McAfee,
Symantec, Kaspersky, bkav2006 cUa viét nam...

4.2.2. SU dung tuong ltta

TuOng 1(ta gitip ngiin chan cdc k&t ndi dén khdng mong muOn d€ gidm nguy co
bi ki€m soat mdy tinh ngoai y muln, ngiin khong cho truy cdp vio cic chudng
trinh dOc hai hay virus mdy tinh.

4.2.3. Cap nhat cic ban sta 10i clla hé diéu hanh

C6 nghia 1a thuOng xuyén cp nhat cic ban v4 106i clia hé di€u hanh chong virus
xam nhap qua céc 16i d6.

4.2.4. Bao vé dir liéu may tinh.

Sao luu dit liéu sang c4c G khac d€ dé phong ban gOc bi virus tan cong thi con
ban sao.

4.3. Phan m@m quét virus.

4.3.1. Khai niém vé phan m@m quét virus.




Ung dung diét virus 12 phan mém (hodc con goi 12 chuong trinh may tinh)
c6 tinh ning phat hién, loai bd cic virus may tinh, khac phuc (mOt phan hodc
hoan toan) hdu qua cUa virus giy ra va c6 kha ning dugc nang cdp d€ nhan biét
cac loai virus trong tuOng lai.

4.3.2. huéng dan st dung co ban.

a. Cai dat. Khi c6 trong tay mOt dia ch(fa chuOng trinh chOng virus ta phai
cai dat n6 vao may.

b. Cai xong ti€n hanh quét virus.
c. Dat lich quét.

d. Patlich cap nhat n€u c6 nOi mang internet



